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Abstract. We present an advanced encoding framework for predicate encryption (PE)
in prime order groups. Our framework captures a wider range of adaptively secure PE
schemes such as non-monotonic attribute-based encryption by allowing PE schemes to have
more flexible structures. Prior to our work, frameworks featuring adaptively secure PE
schemes in prime order groups require strong structural restrictions on the schemes. In
those frameworks, exponents of public keys and master secret keys of PE schemes, which
are also referred to as common variables, must be linear. In our work, we introduce a modular
framework which includes non-linear common variables in PE schemes. First, we formalize
non-linear structures which can appear in PE by improving Attrapadung’s pair encoding
framework (Eurocrypt’14). Then, we provide a generic compiler that features encodings
under our framework to PE schemes in prime order groups. Particularly, the security of
our compiler is proved by introducing a new technique which decomposes common variables
into two types and makes one of them be shared between semi-functional and normal spaces
on processes of the dual system encryption to mitigate the linear restriction. As instances
of our new framework, we introduce new attribute-based encryption schemes supporting
non-monotonic access structures, namely non-monotonic ABE, in prime order groups. We
introduce adaptively secure non-monotonic ABE schemes having either short ciphertexts (if
KP-ABE) or short keys (if CP-ABE) for the first time. Additionally, we introduce the first
non-monotonic ABE schemes supporting both adaptive security and multi-use of attributes
property in prime order groups.

Key words: pair encoding, non-monotonic access structure, attribute-based encryption, prime order
groups, dual system encryption

1 Introduction

Water’s dual system encryption [29] is a widely used proof methodology for adaptively secure
PE. After the seminal introduction by Waters, it becomes one of the most popular tools to prove
the adaptive security of PE. Subsequently, many PE schemes [21,18, 7,28, 15] use the dual system
encryption to prove their security. Later, Lewko and Waters [22] introduced a new technique for the
dual system encryption. Their novel technique (also referred to as a doubly selective technique in
[2]) shows that adaptive security of PE can be achieved computationally using selective techniques
via the dual system encryption. In detail, prior to their technique, a critical part of the dual system
encryption was proved only by information theoretical arguments, but they showed that it can
be proved by two selective proofs using the information delivered from the adversary’s queries.
This significantly extends the usage of the dual system encryption to a wider range of encryption
schemes.

Wee [30] and Attrapadung [2] introduced generic modular frameworks which generalize the
dual system encryption using encodings. They extract properties that are required by the dual



system encryption and formalize them through encoding frameworks. They also introduced generic
constructions applicable to those encodings and proved that they are adaptively secure only using
the properties defined in the frameworks. Therefore, these frameworks give a new insight to the
dual system encryption and make proving adaptive security of an encryption scheme much easier
since its security can be simply proved by showing that the corresponding encoding scheme of
the encryption scheme satisfies the properties that the frameworks required. In particular, Attra-
padung’s pair encoding framework suggested in [2] generalizes the doubly selective technique into
their framework.

Recently, the dual system encryption has been evolved in prime order groups via encodings [11,
4,1,16]. However, their generic constructions for encoding scheme commonly impose a structural
restriction on PE in prime order groups. In particular, they require exponents of public keys
and master secret keys (as also referred to as common variables) to be linear. This also results
that keys and ciphertexts of PE schemes to be linear in those variables. For example, we use
hi, ..., hy to denote common variables of a pair encoding scheme. The linearity of pair encoding
framework requires that public keys and master secret keys to be set g, g"*, ..., g"m where g is a
group generator and cannot have as parameters group elements of which exponents are not linear
in h; such as ghi or ghth2,

Hence, the usage of encoding frameworks is significantly limited by this structure restriction.
Morevoer, the restriction cannot be simply addressed by including non-linear exponents into the
encoding framework because (1) it is not clear how the dual system encryption can be used to
prove the security of PE having non-linearity in prime order groups. Moreover, it still remains an
interesting question (2) whether we can define an encoding framework to capture non-linearity of
PE.

1.1 Our Contribution

The contribution of this paper is two-fold.

Improved framework. We introduce a modular framework which is applicable to PE schemes
having non-linear common variables in prime order groups. Prior to our works, existing frameworks
[11,4,1,16] in prime order groups enforce PE schemes to have a simple linear structure. Our new
framework overcomes this barrier by suggesting a new framework and a new proof technique.

To mitigate the structural restriction and effectively express non-linearity of PE schemes,
we improve Attrapadung’s pair encoding framework [2] which is one of most popular encoding
frameworks for PE and provide a new compiler that features encodings in our improved framework
to an real PE schemes in prime order groups. Unlike the pair encoding framework, we decompose
common variables which are exponents of public keys and master secret keys into two types,
which are shared common variables w and hidden common variables h and restricted only hidden
common variables to be linear. We, then, define public keys (and master secret keys) of PE using
monomials b which consists of elements of w and h. This refinement flexibly describes even non-
linear exponents since there is no structural restriction on w unless it is a monomial. At the same
time, we set PE schemes still to be linear in hidden common variables, which we call relazed
linearity in hidden common variables so that the dual system methodology can be applied for
the security analysis. Secondly, we provide a new generic compiler in prime order groups for our
framework and prove its security under simple static assumptions which were introduced by Lewko
and Waters [20]. We prove security of our new compiler using computational arguments based on
the doubly selective technique but we provide an additional refinement of the doubly selective
technique to handle non-linearity in PE schemes using both types of common variables. We show
that our refinement is still feasible by showing multiple new attribute-based encryption schemes
as instances.

Instances. As instances of our new encoding, we introduce two new attribute-based encryption
(ABE) schemes supporting a non-monotonic access structure as follows:

e Non-monotonic CP-ABE with short keys (Scheme 1).
e Non-monotonic KP-ABE with short ciphertexts (Scheme 2).



Table 1. Comparisons of NM-CP-ABE schemes in prime order groups

Scheme N{:?X;tse Security | Assumptions [|type CTI\‘I M_CP_‘;];E. Key
LSW [19] Yes  |Selective| RO+n-MEBDH| KP 3n+1 26+ ¢
AHLLPR [5]| Yes |[Selective] n-DBDHE |KP 4 (N+1)t
Yes Selective g-types CP 3t+1 dn+2
YAHK [31] Yes Selective g-types KP In+1 3t
OT [26] No Adaptive DLIN CP 14t +5 14na + 5
No |Adaptive DLIN KP| l4na+5 14t +5
Scheme 1 Yes |Adaptive|Static + g-types| CP [3(N +2)t + 6 21
Scheme 2 Yes |Adaptive|Static + g-types| KP 24 3A(N+2)t+9
Scheme 3 Yes |Adaptive|Static + g-types| CP 9t 46 12n+9
Scheme 4 Yes |Adaptive|Static + g-types| KP 12n 4 12 9t +9

t: the number of attributes in an access policy, t’: the number of negated attributes in an access policy,
n: the number of attributes in attribute sets, N: the maximum number of attributes in attribute sets
4: the maximum number of appearances of an attribute in an access policy.

Static: 'Static’ in Assumptions implies that LW1, LW2 and DBDH

e Unbound Non-monotonic CP-ABE (Scheme 3).
e Unbound Non-monotonic KP-ABE (Scheme 4).

We introduce new ABE schemes having short parameters which are either short keys (Scheme
1) or short ciphertexts (Scheme 2). Prior to our work, non-monotonic KP-ABE scheme with short
ciphertexts [5] is only selectively secure and there is no scheme supporting short keys. Also, we
introduce two new unbounded ciphertext-policy ABE schemes supporting a non-monotonic access
policy. The new unbounded schemes are truely unbounded since it supports arbitrary attributes
and multi-use of attributes at the same time. Existing ABE schemes supporting non-monotonic
access structures are restricted by selective security [31,19] or one-use of attributes [26] where
one-use of attributes means that an attribute does not appear more than once in an access policy.

1.2 Our Technique

Syntax of Pair Encoding Framework [2]. Before we explain our technique, we briefly introduce
Attrapadung’s pair encoding framework.

In pair encoding, instances for a predicate R, : X x YV — {0,1} consist of four deterministic
algorithms which are Param, Encl, Enc2 and Pair.

Param(k) — w: It takes as input an index k and outputs the number of common variables w of
b= (b1,...,b,). The common variables are shared with Encl and Enc2.
Encl(z) — (k := (k1,..., km, );m2): It takes as © € X and outputs a sequence of polynomials of
{ki}iepm,) with coefficient in Z, and msy which is the number of variables. Every k; is a linear
combination of monomials «, i, b;r, where k € [mq] and o, 71, ..., 7, € Z, are variables.
Enc2(y) — (¢ := (c1,...y Cw, );w2) It takes as y € Y and outputs a sequence of polynomials of
{ci}ie[1,w,) With coefficient in Z, and wy which is the number of variables. Every c; is a linear
combination of monomials s, s, b;s, bjsi where k € [wo] and s, 51, ..., Sw, € Z, are variables.
Pair(z,y) — E takes as inputs = and y and outputs a reconstruction matrix E such that kEc™ =
as.

The instances of the pair encoding framework satisfy multiple properties, namely linearity in
random variables, parameter vanishing and computational or perfect o hiding. Those properties
are also required to our new encoding. We discuss them further in Section 4.

Difficulty. There are a few works [16,4, 11, 1] that feature adaptively secure PE schemes in prime
order groups. In particular, the works of Kim et al. [16] and Attrapadung [4] include the doubly
selective technique which achieves adaptive security using selective security proofs in their frame-
works. All works implicitly or explicitly assume that all parameters of encodings are linear in
common variables. Particularly, In [4], the author clearly mention that their framework requires



stricter structural restrictions. They defines the scheme satisfying those restrictions as a regular
encoding. For example, h;h;; cannot be used and computed in their framework. The work of Kim
et al. [16, 1] also explicitly defines linearity in common variables of keys and ciphertexts as a new
property for their security analysis. Also, the techniques suggested in [11, 1] assume that linearity
in common variables and use them for their proofs, implicitly using the structural definition of pair
encodings. As described in the overview of pair encoding, the pair encoding was not defined only
by properties, but also required to have a certain structure which is linear in common variables.

Our Solution. Our solution largely adopts the notion of the pair encoding framework. However,
the pair encoding framework cannot properly describe non-linear common variables. Therefore,
we improves the syntax of pair encoding. The most significant change in our framework is that
we decompose variables used as exponents of public keys and master secret keys into two types
hidden common variables and shared common variables to express non-linearity in PE schemes as
follows:

e Hidden common variables are variables projected into semi-functional space without being
correlated with its original values. Moreover, the semi-functional values of hidden common
variables must be hidden before they are projected. These variables required by the dual
system encryption technique. To satisfy these requirements, the hidden common variables
must be linear. All common variables in existing frameworks [11,4, 1,16] are hidden common
variables.

e Shared common variables are also projected into the semi-functional part but their projected
values are exactly same as their original values in normal parts. In other words, these vari-
ables are shared both in semi-functional parts and normal parts in semi-functional keys or
ciphertexts.

In detail, the exponents of public keys and master secret keys in our encoding framework are
composition of those two types common variables. We use b(w, by, h) = (b1, ....,b,) to denote the
exponents of those parameters and also use w = (wy,...,w,,) and h = (hq,..., h,,) to denote
shared common variables and hidden common variables, respectively. b; is defined as a monomial
which is b; = bo fi(w) or f;(w)h; where f;(w) is a monomial consisting of the elements of w and
j € we] and by is a variable adopted for linear operation. This setting makes b(w, bg, h) linear in
(bo, ). More formally, by the definition of b, for all by, b}, € Z, and h,h' € 72

b(w, bo, k) + b(w, b}, k') = b(w, by + bl), h + h').

We call this property relazed linearity in hidden common variables.

Notation Previous notation of pair encoding framework cannot properly describe the linearity of
common variables. This deficiency makes us adopt a new variable by in our encoding framework as
Kim et al. does in their work [16]. In detail, even if hidden common variables of b are linear form
(i.e. the maximum degree of those variables is set to be 1), the relaxed linearity in hidden common
variables of b cannot properly be notated if some coordinates of b do not have an element of h.
Therefore, we use a new variable by to denote the change the values during the addition and place
bo where an element of h does not appear. Therefore, all coordinates of b must contain either by
or h; and linear in those variables.

Dual system encryption in prime order groups We feature the dual system encryption in
the prime order groups using relaxzed linearity in hidden common variables. In particular, we use
the technique of Kim et al. [16], which is a generic compiler that works for pair encoding schemes.
Their technique generalizes Lewko and Waters’ IBE [20] and utilizes it as a building block of a
nested dual system encryption to achieve adaptively secure PE scheme in prime order groups.
Linearity in common variables which they additionally defined in their work is a core property
to prove the security of their compiler in prime order groups. Using the property, the common
variables are projected into semi-functional parts and hidden before they are projected. In a high
level, the simulator sets a common variable h = dh’ + h” where d € Z,, is given using a group
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Fig. 1. Comparisons of normal and semi-functional pars in encoding frameworks

generator g such as g¢ in the instances of an assumption and k' and h” are values generated by
the simulator. This setting is essential to hide the values of h’ which are projected and forms
common variables in semi-functional parts. However, it is available only if the linear operation in
common variables such as addition is possible because the simulator cannot explicitly compute h
as the value d is only given as a form of ¢%. For example, a normal ciphertext ¢g¢(~(-?)>) can only
be computed by (gd)"("("h/)")gc("("h”)") using the linearity in common variables.

In our framework, the exponents of public parameters are more complex monomials, but the
simulator still can hide common variable before they are projected into semi-functional parts using
the relaxed linearity in hidden common variables property. For example, we can define the relazed
linearity for Encl using relazed linearity in hidden common variables as

k(a,z,b(w, by, h);r) + k(o/,z,b(w, by, h); 1) = k(e + o', 2,b(w, by + by, h + h');7)

where z is a predicate; o and o are values denote master secret; and r are random values for
the security anlaysis. Therefore, this property allows the simulator to set a monomial f;(w)h; =
dfi(w)h!f + fi(w)h; similarly to Kim et al.’s compiler and projects fi(w)h’; into the semi-functional
space to form a semi-functional key as shown in Fig. 1.

There exists another compiler potentially work in our encodings from Attrapadung [4]. Their
compiler is secure under the matrix DH assumption which can be reduced to the standard DLIN.
In their security analysis, the common values can be projected without correlating with their
original values, but random variables are shared between normal parts and semi-functional parts
as we show in Fig. 1. Due to this limitation, they redefined the pair encoding to reqular encoding
with extra structural restrictions. Due to these restrictions, considering non-linearity with the
regular encoding is quite complex and our motivation is easing the structural restrictions of pair
encoding. Because Kim et al.’s technique provides more flexible structure to PE and their security
is also secure under static and simple assumptions, we utilize their compiler as a backbone of our
compiler.

Refined computational o hiding In our setting, the values of w are not hidden. Those values
are projected into semi-functional parts by f;(w), but the projected values are identical with their
original values as shown in Fig. 1. Sharing w is not typical in the dual system encryption because
it means w must be defined and fixed when a system sets up, which is not required in the dual
system encryption.

We address this problem by redefining computational a hiding property of pair encoding frame-
work. We use two oracles which are indistinguishable to each other to simulate the refined compu-
tational hiding property. In our setting, the oracles output shared common variables w by include
¢ 1LY in initial instances so that the simulator create public keys and normal parts of private
keys using w. It is worth noting that the oracles in the other techniques [16, 4] only output a group
generator g in an initial instance. Fig. 2 shows that the difference of our oracles.

One of the difficulties to construct these oracles is proving our refined computational « hiding
property. In the existing pair encoding schemes, the computational o hiding is usually proved via
the doubly selective technique. Because the initial instance does not include any public parame-
ters, the oracles can select public parameters after they see the target predicate of the challenge
ciphertext or the challenge key . However, this benefit is not valid in ours because our oracles must
output shared common variables before they see the target predicate.



Oracles of [16,4,22] Our Oracles

Initial Instance: g gb<w’1v1)

CT Instance: g‘:(yvh'?s/vs') gC(y,b(w,Lh');s’,S')
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*

: o’ is either a random value or 0

Fig. 2. Our Refined Computational a-hiding

However, we observed that, even in selective security proofs, some common variables can be set
without using any information of the target predicate or some existing selective security proofs can
be easily modified to set a part of common variables without knowing the target predicate. This
allows us to use the variables independently created from the target predicate as shared common
variables and build the oracles because selecting which common variables to be hidden or shared
is quite flexible in our framework. This implies that we still can prove the refined computational «
hiding property based on existing selective proofs as the other existing pair encoding schemes do.
We show that achieving those oracles is feasible providing new instances such as attribute-based
encryption schemes supporting non-monotonic access structures .

2 Related Work

Conjunctive schemes with ABE with monotonic access structures and identity based revocation
systems were introduced for a revocation [6, 23] to fill the gap between practice and theory when a
practical ABE scheme with non-monotonic access structures was absence. In those schemes, only
a special attribute such as identity can be used to revoke users and the attribute for the revocation
cannot be reused in an access policy. Inner product encryption [14,24, 7, 25] naturally achieves a
non-monotonic access structure using polynomials. However, expressing a Boolean formula using
inner product is less efficient than ABE schemes. A technique to feature encryption schemes in
composite order groups into prime order groups were introduced by Lewko [17] using Dual Pairing
Vector Spaces (DPVS) [24, 25]. However, their conversion technique is not generic and the efficiency
of a converted scheme linearly increases in the size of vector it uses. Dual System Groups (DSG)
[12] were recently introduced. Chen and Wee showed that DSG can be utilized to construct a
wide range of encryption schemes in prime order groups. Many generic constructions [11,1,4] for
encoding schemes in prime order groups utilize DSG except Kim et al.’s work [16]. Instead of
using DSG, Kim et al.[16] generalized the Lewko and Waters’ IBE [20] to construct the general
construction.

3 Preliminary

3.1 Bilinear Maps

Let G be a group generator which takes a security parameter A as input and outputs (p, G1, Ga,
Gr, e), G1, Gy and G are cyclic groups of prime order p, and e : G; x Gy — Gr is a map such
that e(g®, ht) = e(g,h)® for all g € G; h € G2 and a,b € Z, and e(g,h) # 1 € Gr whenever
g # 1 and h # 1. We assume that the group operations in G1, G; and G as well as the bilinear
map e are all computable in polynomial time with respect to A. It should be noted that the map
e is symmetric if G; = Ga. If Gy # G, the map e is asymmetric.

3.2 Non-monotonic access Structure

Definition 1 (Access Structure) [9] Let { Py, ..., P,} be a set of parties. A collection A € 2{P1Pn}
is monotone if VB,C: if B € A and B C C, then C € A. A monotonic access structure is a mono-
tone collection A of non-empty subsets of {Py, ..., Py}, i.e., A C 21P0Prd\ £}, The sets in A are



called the authorized sets, and the sets not in A are called the unauthorized sets.

Definition 2 (Linear Secret-Sharing Schemes (LSSS)) [9] A secret sharing scheme I over a set
of parties P is called linear (over Zy) if (1) The shares for each party form a vector over Z,. (2)
There exists a matrixz A called the share-generating matrix for IT. The matriz A has m rows and
¢ columns. For all i = 1,...,m, the i'" row of A is labeled by a party p(x) (p is a function from
{1,...,m} to P). When we consider the column vector v = (s,r2,...,7¢), where s € Zj, is the secret
to be shared and ra,...,ry € Zy are randomly chosen, then Av is the vector of m shares of the
secret s according to IT1. The share (Av); belongs to party p(x).

Moving from monotone to non-monotonic access structures For a non-monotonic access
structure, we adopt a technique from Ostrovsky, Sahai and Waters [27]. They assume a family of
linear secret sharing schemes {IIs}ac.4 for a set of monotonic access structures A € A. For each
access structure A € A, the set of parties P underlying the access structures has the following
properties: The names of the parties may be of two types: either it is normal (like z) or primed
(like 2'), and if € P then 2’ € P and vice versa. They conceptually associate primed parties as
representing the negation of normal parties.

We let P denote the set of all normal parties in P. For every set S C P, N(S) C P is defined by
N(S) = Su{z’|z € P\S}. For each access structure A € A over a set of parties P, a non-monotonic
access structure NM (A) over the set of parties P is defined by specifying that S is authorized in
NM(A) iff N(S) is authorized in A. Therefore, the non-monotonic access structure NM (A) will
have only normal parties in its access sets. For each access set X € NM(A), there will be a set in
A that has the elements in X and primed elements for each party not in X. Finally, a family of
non-monotonic access structures A is defined by the set of these NM (A) access structures.

3.3 Computational Assumptions

Our compiler needs three simple static assumptions which are also used in [16, 20]. For the following

assumptions, we define G = (p, G1,G2,Gr,€) & G and let f; € Gy and fy € G2 be selected
randomly.

Assumption 1 (LWI1) Let a, ¢, d € Z, be selected randomly. Given

2 3
_{f17f17 7f15f1 7f1 afl? Cd fda deleanfQCGGQ}a

it is hard to distinguish between Ty = f{¢ “d and Ty & Gi.
Assumption 2 (LW2) Let d,t,w € Z, be selected randomly. Given

_{flvflafl ) tw dtw7 ithelefQ»fgvfguf;EGQ}v

it is hard to distinguish between Ty = f5* and T <— Go.

Assumption 3 (Decisional Bilinear Diffie-Hellman (DBDH) Assumption) Let a,c,d € Z, be
selected randomly. Given

D := {flaffaflcafldElef?afg,fgafg GGQ},

it is hard to distinguish between Ty = e(f1, f2)**¢ and Ty £ Gr.

3.4 Predicate Encryption

We adopt the definition of PE and its adaptive security of [2].

Definition of Predicate Encryption [2]. A PE for a function R, consists of Setup, Encrypt,
KeyGen and Decrypt as follows:



Setup(1*, k) — (PK, MSK): The algorithm takes in a security parameter 1* and an index x which
is allocated uniquely for the function R. It outputs a public parameter PK and a master secret
key MSK.

Encrypt(z, M, PK) — CT: The algorithm takes in a predicate € X, a public parameter PK and
a plaintext M. It outputs a ciphertext CT'.

KeyGen(y, MSK, PK) — SK: The algorithm takes in a predicate y € Y, MSK and PK. It
outputs a private key SK.

Decrypt(PK,SK,CT) — M: the algorithm takes in SK for y and CT for z. If R (x,y) = 1, it
outputs a message M € M. Otherwise, it aborts.

Correctness. For all (z,y) € X' xY such that R (z,y) = 1, if SK is the output of KeyGen(y, M SK, PK)
and CT is the output of Encrypt(z, M, PK) where PK and M SK are the outputs of Setup(1*, ),
Decrypt(SK, CT) outputs M for all M € M.

Definition of Adaptive Security of Functional Encryption [2]. A functional encryption
for a function R, is adaptively secure if there is no PPT adversary A which has a non-negligible
advantage in the game between A and the challenge C defined below.

Setup : C runs Setup(1*, k) to create (PK, MSK). PK is sent to A.

Phase 1 : A requests a private key for y; € Y and i € [¢1]. For each y;, C returns SK; created by
running KeyGen(y;, MSK, PK).

Challenge : When A requests the challenge ciphertext of x € X, for R, (z,y;) = 0; Vi € [¢1], and
submits two messages My and My, C randomly selects b from {0,1} and returns the challenge
ciphertext CT created by running Encrypt(z, My, PK).

Phase 2 : This is identical with Phase 1 except for the additional restriction that y; € ) for
i=q1+1,..,q such that R (z,y;) =0;Vie {g1 +1,....,q:}

Guess : A outputs &’ € {0,1}. If b =¥, then A wins.

We define an adversary A’s advantage as AdviP(\) := | Pr[b =b'] — 1/2|.

4 Owur Encoding Framework

In this section, we introduce our new encoding framework. We largely take a notion of pair encoding
framework to describe our encoding. However, our encoding framework can capture the predicate
family that requires non-linear parameters.

4.1 Syntax

Our encoding scheme for a predicate R, in prime order p consists of four deterministic algorithms
Param, Ency, Ency and Pair.

Param(k) — (b := (b1, b2, ..., b,); w1, we,w): It takes as input a predicate family x and outputs
integers wi,ws,w € p and a sequence of monomials {b; }ic(w) € Z;, With the sequence of variables
of {bo, hj; h; € h} and functions f; where by € Z,, h € Z;;? and f;(w) is a monomial consisting
of the elements of w € Zg*. That is, for all i € [w], b; = by fi(w) or fi(w)h;. b shared by the
following two algorithms Enc; and Ence. We let w = (wq, ..., w,, ) denote the shared common
variables and h = (hy, ..., h,,) denote the hidden common variables. by is a variable for the
linearity™ * *.

Enci(x € X) — (k = (k1,ko2,...,km,);m2): It takes as inputs a predicate x and outputs a
sequence of polynomials {k;}ic[m,) with coefficients in Z,, and my € Z, where my is the
number of random variables. Every polynomial k; is a linear combination of monomials of the
form «,r;by, abj, ;b in variables o, 71, ..., 7, and bg, b1, ..., b,. In more detail, for i € [m4],

ki = 5Z'C¥ + ZjE[mz] 6i,jrjb0 —+ ZjE[mz],kE[w] 5i,j,krjbk

*** b is used for the security analysis. It is fixed as 1 in an encoding scheme (and its actual construction).
It has other values only in security proofs



where 0, 0; 5,0; jx € Zy are constants which define k;.

Enca(y € V) — (¢ := (c1,¢2, ..., Gy ); T2): Tt takes as inputs a predicate y and outputs a sequence
of polynomials {c;}ie[m,) With coefficients in Z,, and my € Z, where my is the number of
random variables. Every polynomial ¢; is a linear combination of monomials of the form
sbg, s;bo, sbj, s;b; in variables s, s1, ..., S, and by, b1, ..., b,. In more detail, for i € [i],

Ci 1= Gisbo + 3 i ma) PiiSib0 + D jeping) kefw] PivikSiOk

where ¢;, ¢; j, i jx € Zp are constants which define c;.
Pair(z,y) — E: It takes inputs x € X and y € V. It outputs E € Z;"*™1.

Correctness: The correctness holds symbolically when by = 1. if R,(z,y) = 1, for every (z,y) €
X x Y such that Ry (z,y) = 1, there exists E € Z7"*™ satisfying kEc" = as where kEc' =

2 ielm].jelm) Biikics.

4.2 Properties

We describe properties that our encodings have.
Property 1. (Relaxed linearity in hidden common variables) Suppose w, r, s and s are
fixed, our encodings are linear in o« and h for all (o, b, h) € Z, x Z, % Zy?. That is, for all
o, by, by € Zy, h,h' € Zy?, the followings hold:

k(a,z,b(w, by, h);r) + k(o/, 2, b(w, by, h); 1) = k(a + o', 2,b(w, by + by, h + h');7)
c(y, b(w, by, h); s, 8) + c(y,b(w, by, h'); s, 8) = e(y, b(w, by + by, h + h'); s, 8)

Property 2. (Linearity in random variables) Suppose w and h are fixed, our encodings are
linear in «, s, r and s for all (a, s, 7, 8) € Z, X Z, x Z7'* ZZW. That is, for all a,d/,s,s’ €
Ly, v, r' € L and s,s" € Z**, the followings hold:

k(Oé,J?, b(wa bOa h)? T) + k(Oé/, z, b(w7 bOa h’)7 ’I"/) = k(O{ + Oé/, z, b(wa bOa h’)7 T+ 7'/)

C(y, b(w7 b07 h)7 S) + C(y) b(wa bOa h’)7 Sl) = C(y? b('LU, b07 h)7 s+ 8/)

where w, by, h € Z;* X Zp X 732.
Property 3. (Parameter Vanishing) For all a, by, by € Z,, w,w’ € Z;‘,’l,h,h' € Zy?, there
exists 0 € Z2* 1 which makes following two distributions are statistically identical:

k(a,x,b(w, by, h);0) and k(a, z, b(w, by, h'); 0).

Property 4. (Computational o hiding) We let g1 € G; and go € G2 be selected randomly.
For all (z,y) € X x Y such that R.(z,y) = 0, the following two distributions are computationally
indistinguishable:

b(w,1,1)  b(w,1,1 ,(b(w,1,h);s,8)  K(a,z,b(w,1,h);
{gl(w )792(1” )7gf(y((w )SS)’gz(aw(w )r)}

w,l,l),g;’(w,l,l), f(y’(b(w,l,h);s,5)7gg(o’w,b(w,l,h)#)}

b
~ {91( g

where a, s <% Zy, w <> 721, h <% 722, 7 <% 702 and s <& 772,
To prove the computational o hiding, we define oracles (’)goS and (956[ where 8 = {0,1}.
(’)gos and Ogel simulates computational a hiding for Phase | (Co-selective Security) and Phase

[l (Selective Security) of the adaptive security model, respectively. The responses of oracles are
defined following:

e Initial instance: {gi’(w’lvl)’g;’(w-,lyl)
o k-type response: gh(% - blw L))



e c-type response: g; e(ybw,1,h)is,8)

Oracles for co-selective Security(’)gosz When the oracle receives an initial query before it
receives any other query, it outputs the initial instance After the initial instance, the oracle only
can respond to the k-type query. When the oracle receives the k-type query for a predicate x, it
sends the k-type response. After it responds, it can respond to the c-type query for a description
y if R.(x,y) = 0. When the oracle receives the c-type query for y, it outputs the c-type response.

Oracles for selective SecurityOgds This oracle is identical to Oﬁc"s except the order of
the responses. This oracle first outputs the initial instance. Then, it outputs the k-type response
before the c-type response.

4.3 The Compiler

For a predicate family R, : X xY — {0, 1} and its encoding E(Ry,p), A PE scheme PE(E(R,,p))
consists of four algorithms Setup, KeyGen, Encrypt and Decrypt. We use subscripts to denote
where group elements belong (e.g. g1 € G1, g2 € Gs).

e Setup(1*,k) — (PK,MSK). The setup algorithm randomly chooses bilinear groups G =

(p, G1, G2, Gr) of prime order p > 2*. It takes group generators g & G1, 92 & G from G.
It executes (b,w1,ws2,w) < Param and sets by = 1. It randomly selects o, a, yu, Yo, yr € Zp,
w € Z3* and h € Z;?. It sets T =y, + a - yy. It publishes public parameters (PK) as

b(w,1,h -b(w,1,h Lk
{e(glaQQ) 7glagl7gl7gl(w )gl (v )gl bl )}

It sets MSK as {«a, g2, g b(w ) Jfo=gy ua = fI ve = fIU}.
e KeyGen(z, MSK) — SK. The algorithm takes as inputs z € X and MSK . To generate

SK, it runs (k;msz) < Enc; and randomly selects r» € Z;*? and z € Z;"* where m; = |k|. It

parses « from MSK and outputs SK := (D1, Dy, D3) following:

k(a,z,b(w,1,h);
2

D =g "3, Dy = u3, D3 = f;*

e Encrypt(M,y, PK)— CT. The algorithm takes as inputs y € Y, a message M and PK.
It runs (¢;72) < Ency and randomly selects s € Z, and s € Zi’,’”“. The algorithm sets
Co =M -e(g1,92)*® and outputs CT := (Cy, C1,C2,C3) following:

C, = gf(y,b(w7l,h);s,s)7 C, = ( a)c(y ,b(w,1,h);s,s) CB ( ) c(y,b(w,1,h);s s)

e Decrypt(z,y, SK,CT)— M. It takes as inputs SK for x € X and CT for y € ). It runs
E «+ Pair(z,y) and computes

Ay =e(CF Dy), Ay =e(CF', D), 43 = (CY . Dy).
Suppose R(z,y) =1, A1+ Az - As = e(g1, 92)*°. It outputs M = Co/e(g1, g2)**

Correctness For (z,y) € X x Y such that R.(z,y) = 1, E is a reconstruction matrix E such
that cEk " = as because by = 1. Therefore, we can compute followings:

ETzT

T T3, T T_T
A1 =e(CT ,D1) =e(g1,92)°F ¥ e(g1,v2)°F * = e(g1,92)*e(g1,v2)°

Ay = e(CE" D) = e(g1,u2)* B =", Ay = ¢(CE' , D3) = elgy, f) 7<F ="

It should be noted that 7 = y,, + ay,, where y, and y, are discrete logarithms of vy and us to
the base fa, respectively. Therefore, Ay - As - A3 = e(g1, g2)**

10



Theorem 1. Suppose the assumptions LW1, LW2 and DBDH hold in G, for all encoding E(R,, p)
with a predicate family R, and a prime p, PE(E(Rx,p)) is adaptively secure. Precisely, for any
PPT adversary A, there exist PPT algorithms By, Ba, Bs, By and Bs, whose running times are
the same as A such that, for any A,

Advy " (V) < wp - Advg) (N) +2 - my - Adug)"> () + Adug ()

+q1 - AdvgeM i (N) + gz - Advg ST (N)

where g1 and g2 are the numbers of key queries in phases I and II, respectively, and my is the total
number of random variables used to simulate all private keys and w; is the number of random
variables used in the challenge ciphertext.

5 Security Analysis

We define the semi-functional (SF) algorithms to security proofs. To create various types of keys
and the challenge ciphertext, the simulator first randomly selects h’ € Zy? which is shared in
semi-functional algorithms.

SFKeyGen(z, MSK,h',j,a') — SK : The algorithm takes as inputs the master secret key

MSK, x € X and j € [mg]. Then, the algorithm selects o’ £ Zy, and 7; £ Zy** of which the
first j elements are random variables and the others are 0. It also creates a normal key (D1, Ds,
D;) using KeyGen. It outputs SK := (D', D}, D%) following:

‘D/1 - D,- fz—ak(a/’z,b(w,Lh’);%j)’D/2 - D,- f2—rk(a’7z7b(w,1,h’);1~"j)7D/3 — Dy
We define the type of SK as follows:

Nominally semi-functional (NSF) if o/ =0
The type of SK : ¢ Temporary semi-functional (TSF) if o/ # 0 and j # 0
Semi-functional (SF) ifo/ #0and j =0

In particular, in SF keys, 7 equals the zero vector 0 by the definition. Due to the parameter
vanishing property, it does not require h’ as the inputs and we can rewrite SK as follows:

‘l)/1 - D, f;ak(a’,x,b(w,O,O’);O)’D/2 - D,- f2—rk:((x’,ac,b(w,0,0’);0).

SFEncrypt(M,y, PK,h',j)— CT : The algorithm takes as inputs a message M, the public key
PK and a description y € Y and j € [we+1]. Tt sets f; = gi’f and u; = f{“. It generates a normal
ciphertext (Cy, C1,C2,C3). If j =0, it selects § £ Z,. The algorithm sets Cjy = Cyy and outputs
CT following:

/ ’ c(y,b(w,1,h");5,0 / ,b(w,1,h’);5,0
C,=Cy, Cy=C- [ ( ) )’ 3203'u16(y (w )i8,0)

If 5 > 0, it selects a random value s il Z, and a random vector §; £ Z,* where the first j
elements are random variables and the others are 0. The algorithm then sets C{, = C( and outputs
CT := (C},C",Cy, C%) where

b(w,1,h');5,5,_ N.3 5.
C) =Cy, Ch=Cy- frUPLREE0) o Oy gy eu:bw LR35, -1)

In particular, we call CT a semi-functional (SF) ciphertext if j = ms.

We describe the security games that we use for the security proof in Table 2. In the proof, we
will show that all games in Table 2 are indistinguishable.

The most critical part among them is the invariance between games Gﬁ o
My is the number of variables in the k' key. There are two cases based on the value of k, either

T
and G ,,, where

11



Table 2. Games for Security Analysis

GReal : This is a real game that all keys and ciphertexts are normal.
Go,; : CT + SFEncrypt(M,y, PK,h' j) for j =0,1,....,12

Go : (= Goymy = foo by the definitions)

GY, &z, n &z

SFKeyGen(z, MSK,0,0,a;) ifi <k (type = SF)
SK; + { SFKeyGen(z, MSK, h',j,@) if i = k (type = NSF)

KeyGen(z, MSK) if i > k (type = Normal)
G gy © O €5 Ty, B & T2
SFKeyGen(z, MSK,0,0, ;) if i < k (type = SF)
SK: « { SFKeyGen(z, MSK,h',m> — j,[ o} )) it i = k (type = TSF)
KeyGen(z, MSK) if ¢ > k (type = Normal)
[ : (= GLo = G410 by the definitions)

SFKeyGen(z, MSK,h',0,q;) if i <=k (type = SF)
KeyGen(z, MSK) if i > k (type = Normal)
Grinal : M' <& M, CT + SFEncrypt(M,y, PK, k', j)

o £ 7, SK¢<—{

k < q or k > ¢q; where the ¢; is the number of key queries that the adversary requests before it
requests the challenge ciphertext. We provide the proofs of those two cases in Lemmas 3 and 4.

Lemma 1.1. Suppose there exists a PPT A who can distinguish Greq; and Gg o with non-negligible
advantage €. Then, we can build an algorithm B which breaks LW1 with the advantage € using

A.

Proof: In this proof, given instance from LW1

{flaf17 7f17f13f1 afla Cd CdvfdeeGlananGGQ}a

B will simulate either Gamegrcq; or Gamey( depending on the value of T using A to break the
assumption.

Setup: For the predicate family with an index &, B run Param(k) to generate b,w;,ws and w. It,
then, randomly selects o, Yy, yu € Zyp, w € Z)*, R, h" e Z,? and it sets

= O g = (PO R gt = 2 (v, g8 = (e ()
= ()15 go = f5 1 gh = (S 1" g% = farva = f5,u0 = fU*.

The values of h are set implicitly by gl = (° W' +h") since the simulator does not know the value
of ¢2. Also, it implies that 7 = ¢ + ayu, ¥ = ¢ and y}?l =%+ g It publishes public parameters
as follows:

PK = {e(gl’QQ)Q = e(f1637 fg)ae(flczﬁ f2)2a.yge(fl7 f2)aiy§7glyg?a
g7 = FE(FaC e (fe)Ye (F)veve, goWTR) — (pe%yplw L) pb(w.wyhT)

gtlz-b(w,l,h) _ (fac )b(w,l,h )<fa)b(w’yg’h )7

gI~b(w,1,h) _ (flcS)b(w 1,h’ )(f )b(w,yq,h” (fac )yu b(w,1,h’ )(f )yu b(w,yg,h’ )}

Because f§2 is not given, B cannot explicitly generate M SK. But, we show that B still properly-
generates a privates key for x € X only using f§ in Phase I/Il.

Phase I/1I: To generate a normal private key for € X', B randomly selects 2z’ € Z'* and r € R,
where my, = |k(a, z, b(w, 1,h');r)|. It, then, implicitly sets

z =2 —k(ac,z,b(w,c,c-h');r).
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z is randomly distributed due to z’. B can create normal key as follows:

Ky = fzk(aygvxub(wvygvh”);r) . (fQC)Z/

K, = f2uz'(fé:)7yuk:(a,x,b('w,1,h'),r), K, = f{z’(fg)k(a,:r,b(wJ,h'),r).
Ky, K, and K4 can be calculated since f§ is given. Also, they are properly distributed since

k(ayg,z,b(w,y xh”)§"') cz'
Ky = f2 ! ! tJ2

o k'(ayg+ac2,x,b(w,yg+027h”+c2h/);'r) —k(ac2,w,b(‘w,c2,czh');r) cz’ 1
— J2 'f2 f2 ( )
_ k(a,z,b(w,1,h);r) c(z' —k(ac,z,b(w,c,c-h’),-r))

=92 fa (2)

_ _k(a,z,b(w,1,h)ir) =
=92 * Uy

The equalities (1) and (2) hold because of relazed linearity in hidden common variables prop-
erty.

Challenge: When the adversary asks the challenge ciphertext with messages My and M;. B ran-
domly chooses 5 € {0,1} and randomly selects s1, ..., S, € Zp. It sets s = d and s = (s1, ..., S, ).
The value of d has never been used. Therefore, setting s = d is hidden to the adversary. It creates
the challenge ciphertext as

CSS Cc\« CQS o8 S - 2
C =Mg-e(fi*, f5)e(fi ", f2)**Yoe(f}, f2)* Vs,
Co :(ffz)c(y,b(w,l,h’);o,s)flc(yvb("-l”yg,h/');o;s) (ffzd)c(y,b(w,l,h');l,o)

. (fii)C(y’(b(w’yg7h”);1,0)
C, :(f{wz)C(y,b(w,17h/);078)TC(yvb(w,Lh’);LO)(f{l)C(y,b(w,yg,h”);&S)

. (f{ld)C(yvb(wyyg,h );1,0)

and sets Cy = Cf-CY". Cy and C can be calculated by the given instances. Also, Cs is calculable
since f¢, ff4, ffS and fde are given in the instance.

IftT = ffCQd, the challenge ciphertext is normal and generated using KeyGen. Hence, the
algorithm has properly simulated Gameg.q;. Otherwise, if T' is a random value, we use T' = f{wzd i
to denote it. Then, ff(y’b(w’l’h/);g’o) appears in the challenge ciphertext, which is identical with
the output of SFEncrypt(M,y, PK,h’,0) and Gameg o has been simulated.

O

Lemma 1.2. Suppose there exists a PPT A who can distinguish Gg,;—1 and Gg,; for i € [ms]
with non-negligible advantage ¢ where ws is the number of random variables that the challange
ciphertext has. Then, we can build an algorithm B which breaks LW 1 with the advantage € using
A.

Proof: This lemma is almost identical with Lemma 1.1. except Challenge. B simulates Challenge
as follows:

Challenge: When the adversary asks the challenge ciphertext with messages My and M;. B ran-
domly chooses 8 € {0,1} and randomly selects s, S1, ..., Si—1, Si+1, --s Sings 8 s Shseeey Si_q € L. It
sets 8 = (S1,.0y Si—1,d, Sit1, .-y Smy) and 81 = (s,..., si_1,0, ...,0). The value of d has never

been used. Therefore, s is uniformly random to the adversary. It calculates the challenge ciphertext
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as

3 2 . s a- 2
CZMﬂ'e( o ) ([T 5, f2)  Vae ([T, f2)* Vs,
(fc ) c(y,b(w,1,h’);s,5—d- 11)(fc d) c(y b(w,l,h’);o,l,;)flc(y,b(’wxyg:h”)§578*d'1i)

. (fl ) (y,(b(w,yg,h )10711‘)
(fac ) (y,b(w,1,h");s,s—d- 1Z)Tc(y,b('w h');O,li)(fiz)c(y,b('w,yg,h”);s,s—d‘li)
(fodye e(y,b(w,yg,h"");0,1;) f1 c(y,b(w,1,h'),s',8;_,)

and sets Cy = Cf - CY{" where 1, is a vector of which only the ith coordinate is 1 and all other
coordinates are 0. It should be noted that s —d-1; is equal to (s1,...,8i—1,0, Si41, ..., Sm, ). Hence,
it does not have d as a coordinate. Therefore, Cy and C; can be calculated by the given instances.
Also, Cj is calculable since f¢, f4, ffd and ffdd are given in the instance.

o If T = ffc2d, the challenge ciphertext is the normal challenge ciphertext since
C, = (f{LCQ)c(yab(wvlvh/)§573_d'1i)ff’CQdc(y7b(w*17h,)4071i)(fla)c(yvb(wvyg7h//)§513_d'1i)
1y.0.1,) pe(y,b(w,1,h'),s",s;_1)
. (f{zd)c(y,b(w,yg,h ),0,11)f1 1

a'C(y7b(w762762h');sys)fa~C(y7b(w7yg7h”);s7S)fc(y,b(w,l,h'),S',SZfl)
1 1

a-c(y,b(w,52+yg,c2h’+h );s, s)fc(y ,b(w,1 h/),S'ysé,l)
1

a- ,b(w,1,h),s, y,b(w,1,h"),s’ 73:_1)
=9 elu bl L) S)fl (3)

e If T is random value and we let T = ffCQdff,
e(y,b(w,1,h');0,1;) _ f{lc ?d-e(y,b(w,1,h');0, 11)f6(y (w,1,h");0,7-15)

Therefore, ff(y’b(w’l’h/);o’y’li) is multiplied to (3). It means that

’

Cl = ga'C(y,b(w,l,h)7s,s)fc(y,b('w71,h/),s 73271)fc(yvb('wvlvh/)?()v’)/'li)

_ a-c(y,b(w,1,h),s,s) pcy, b(w,1,h"),s" 8,1 +71i)
=0 h

b(w,1,h),s,s) pc(y,b(w,1,h’ ,s’,s;
s ac(y,b( ) )fl(y( ) )
where s} = (s, ...,8/_1,7,0,...0).

Therefore, if T' = f{mzd, the challenge ciphertext is generated using SFEncrypt (M, y, PK,h',i—
1) and Gamegy,_; has been simulated. Otherwise, the challenge ciphertext is generated using
SFEncrypt(M,y, PK,h’ i) and Gameg; has been simulated. o

Lemma 2. Suppose there exists a PPT A who can distinguish G kj—1 and G{CVJ for j € [mg] with
non-negligible advantage € where my is the size of random variables that the kth key uses. Then,
we can build an algorithm B which breaks LW 2 with the advantage € using A.

Proof: Using the given instance {fy, f&, f&, fiw, fdtw rd® c Gy f, fe fd o T € Gy}, B will
simulate either Game{c\fk1 or Game{c\fj using A to break LW2.

Setup: B randomly chooses o € Zp,a,y, € Zp,w € Z;;’l,h/,h” € Zy?. It implicitly sets y, =
d—aw+y,, yy =w,b=1/d and 7 = d — aw + y, + aw = d + y,,. It publishes a public key as

PK =:{e(g1,92)" = €(ffi,f2d)a791 = flda

gt ) = (pyplw LR pb(w ORT) pa jablw Lh) or  pd®( gy

) 1791 9 )
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Tb w, 7h 2 ’ 1 ’ ! ’ . "
g1 (w,1,h) _ (fii )b(w,l,h)(f{i)b(w,o,h )(fii)yvb(w,l,h )(fl)y,vb('w,o,h )}
Then, it sets
b(w,1,h "y pb(w,0,h"”
MSK = {gs = f&,95 = (f§)*, got1" = (fg)blwLh") p2(0-0RT),

ve = fH(f3) " gvvuﬂ 13’5 fa}

Phase | and II: The algorithm knows all MSK. Therefore, it can create the normal keys for (> k).
For the first k — 1 key (< k), B first generates a normal key. Then, it randomly selects o’ from Z,
and creates an SF key. This is possible since B knows a, o',z and f5.

For the k' key, it randomly selects 2’ from ZJ'* where my = |k| and sets z = 2’ + ¢
k(0,z,b(w,1,h");1;) where 1; is a vector of which only the j* coordinate is 1 and all other
coordinates are 0. Then, it randomly chooses 7" from R, and sets r = r”/ —c-1,. z and r
are randomly distributed because of 2z’ and r”. It also generates r{,...,r;_; from Z, and sets
ri_y=(r,75-1,0,0,0) € R,.

K, :(féi)k(oc,m}b(w,l,h');r”)fk(073i7b(w70;h”)§"’”)(fQC)fk(O,x,b(w,O,h”);lj)

. (fg(fg ) af2 ) ak:(O z,b(w,1,h');1; )(fQC)y:,k(O,z,b(w,l,h’);Alj)

—ak(0,z,b(w,1,h');r’_ )

.f2 \T, T ’
K, :(fw)z'Tk(O,;v,b(w,l,h');lj)f

K2:f2 (fz) k(0,z,b(w,1,h"),1;)

k(O,m,b(w,l,h’);r;_l)

b

If T = f§*, then this key is a properly distributed nominally semi-function (NSF) key created
using SFKeyGen(z, MSK,h',j —1,0) since
Ky = (féi)k(a,m,b(w,l,h');r”)ff(()y%b(wﬂah”);"’”)(f26)7k(0,m,b(w,0,h”);lj)

. (de( éua)flfév)z (fcw)fak(o,z,b(w,l,h );-1_7)(fé:)yvk:((),a:,b(w,l,h );-15)

7ak(0,m,b('w,1,h');'r';71)

“fa
d-k(a',z,b(w,1,h');r'")| pd-k(0,2,b(w,1,h");—c1;) | k(0,z,b(w,0,h");r"")
2 2 f2
k(0,z,b(w,0,h");—c1;) p(d—wa+y,)(z")| pd-k(0,z,b(w,1,h");c-1;)
! f2 f2 2
—wa-k(0,z,b(w,1,h );c1;) pyl -k(0,2,b(w,1,h );c-1;) ,—a- k(0,z b(wwlah’);,"_/j—l) 4
- f 13 fa (4)

dk(a’,x,b(w,1,h');r (0,z,b(w,0,h"" );r d—wa+ 2z’ +k(0,z,b(w,1,h');c1
fg( ( )f ( ;s )f( Y3 ( ( ( ) )

.‘}(_2—ak:(O,azc,b('l,u7 ) _7'71) (5)
_ k'(do/w,b(w,d,dh/Jrh”);T)f(d*wGerL)(z'+k(07w,b('w71;h/)90'1j))
= J2
—ak(0,z,b(w,1,h" )i 1)
fa ! (6)

k(a,vva(wvlvh)”‘) z 7(1]6(0,17,1)(’(1},1,}),’);7‘3_1)
92 V3 fo )

— (féﬂ)z (fcw)k(o ,z,b(w,1,h');1 J)fk(O s2,b(w, 1L,k )5l )
_ (wa)z '+k(0,z,b(w,1,h’ );c~1j)f2 O7r’b(w71>h,)vTj—1)
z pk(0,2,b(w, LR )ir)_ 1)

= Uz J2
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This implicitly sets 7 = 7" — ¢~ 1; and z = 2’ + k(0,z, b(w, 1, h’); c- 1;). The second equality (4)
in above equation holds by the linearity over random values. The third equality (5) holds because
of the definition of r (= 7" — ¢ - 1;) and linearity over random values. The equality (6) holds due
to relaxed linearity over hidden common variables.

Otherwise, if T is a random and we let f5“"7 denote T, this is also a properly distributed
(NSF) key but it was created using SFKeyGen(z, MSK,h',j,0) since this implicitly sets T, =
7';_1 + - 1;. It is worth noting that r; is uniformly random because ~ is randomly distributed.

Challenge: When the adversary requests the challenge ciphertext with two message My and M,
B randomly selects 8 from {0,1}. Then, it randomly selects s”7 §€Z,and s”,8 € Rs. Then, it
implicitly sets s = wt3 + s, s’ = —d?t3, s’ = wtd + s” and s’ = —d?t3. Because of s”, 5, 5 and
8", they are randomly distributed. B sets C' = Mg - e( f{*!, f&)*Se(f{, f&Hes" and the others as

Co = ( dwt) (y,b(’w,l,h’);é,.’é)(fld)c(y,b(w,l,h’);s",s”)(flwt)c(y,b(w,o,h”);é,é)

c(y,b(w,0,h");s",s"")
fi ,

C, = (C«O)a(Jciizt)—c(y,b('w,1,h');§,.§)7

C, (de)C(y b(w,1,h');s" ,s") (fowtyelyblw, Yy Ry, h');5,3)

d\e(y,b(w,yl b/ +y. h');s" 8" wt\e(y,b(w,0,y,,h");3,5 c(y,b(w,0,y,h'");s" s")
() : Yy A :

The challenge ciphertext is also properly distributed because
C, = (fiiwt)c(y,b(w,l,h’);§,.§) (f{i)c(y,b(w,l,h/);s”,s”) (ff)t)c(y,b(w,o,h”);.i,é)

c(y,b(w,0,h");s" 8")
1

_ (fiut)c(y,b(w,d,dh’);§,§)(f ) c(y,b(w,d,dh’);s", s”)(fwt) c(y,b(w,0,h"");3,3)

c(y,b(w,0,h");s",s")

1 (7)
_ pe(y,(d,dh’)wts+s" wtd+s"") pe(y,(0,h");wts+s" wtd+s’) 8
= fi fi (8)
o fc(y,b(w,d,dh/+h”);wt§+s”,wt.§+s”) (9)

c(y,b(w,L,h);s,s)

=0
a’t (w,1,h');3,5 ac(y,b(w,1,h);s,s) pe(y,b(w,1,h');s",s")
C1 = (Co)"(f"")° S = g fi

= (ft 2)'2(2/ b(w,1 h/);S”vs”)(fdwt)l:(%b(wyfj,h”+y2h/);§,§)
1
( d)c(y, w,y, h" +y, h');s" ") (fwt) (y,b(w,0,y, h"");3,3) c(y,b(w,O,y{,h”);s”,s”)
(fdz)c(y ,b(w,1,h/);wts+s", wts+s”)(fd2)c(y b(w,1,h);—wt3 —wts)
. (fld)c(y,b(w,yv,h”—&-y,uh Y;wtd+s" wts+s’ )fl (y,b(w,0,y, h" );wts+s" ,wts+s"") (10)
c(y,b(w,(d+y;)d,d(d+y;)h’+(d+y;)h“>;wt§+s”,wt5+s”)
(fw) c(y,b(w,1,h');—d?t5,—d>t3) (11)

_ g'lr-c(y,b(w,l,h);s,s)u;:(y,b('w,l,h');s',s').

The equalities of (7) and (9) hold by relazed linearity over common variables. Also, those of (8)
and (10) hold by linearity over random values. The equalities of (11) holds due to both linearity
over random values and relaxed linearity over common variables. The last equalities in Cy, C1
and C5 hold because of s’ = —d?t3, s’ = —d?t5 and the definitions of public parameters. § and 3
are randomly distributed to the adversary although they also appear in s = wt§+s",s = wts+s”
since their values are not revealed in those values (due to s and s”).
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Lemma 3. Suppose there exists an A who can distinguish Gﬁ m, and G£m2 with non-negligible

advantage € for any k < ¢;. Then, we can build an algorithm B who can distinguish between Og 08
and Of°* with e using A.
Proof: Given a PPT adversary A who can distinguish G and G

k,ma k,ma
advantage for k < q;, we will build an algorithm B to distinguish between O§°* and O{°s. B
works with either O§°* or O{°. Depending on the oracle B works with, it will simulate G{C\f o

and G{7m2 with A.

Setup: When A requests the PK, B requests the initial instance the oracle, it works with then
receives {w1,ws, w, gll’(w’l’l), gg(w’l’l)}. Then, it randomly creates o, a, Y ¢, Yu, Yo € Zp and h € Z32.

It sets uy = g;""*, fi = g/ and 7 = y,, + @ - Y., and publishes the public parameters:

with a non-negligible

b(w,1,h) ab(w,1,k) 7blw,lh
{e(gr, ga)®, g7 ) g ol bR bl L)y,

It sets MSK as {a, 25" | 5 = g% uy = g¥¥" vy = 27" }. Tt should be noted that all elements
of the public key and the master secret key can be computed since B knows all exponents unless
they do not contain w and b(w, 1, h) is linear in h.

Phase I: For the first k — 1 keys for S;, B generates a normal key (D1, D2, D3) using KeyGen. It
randomly creates o € Z, and sets

D/1 - D, f2—ak(u,'b-,aci,,b('w,O,O);O)7‘l)/2 -D,- f;c(ag,xi,b(w,o,o);o)’Dé — D,
f;ak(a;’wi’b(w’o’o);o) and f;e(a;,xi,b(w,o,o);o) can be computed since it knows «. It sends a semi-
functional key (D', D}, D%). For the key queries after the k'* key including keys in Phase I, B
sends normal keys using KeyGen. B can compute KeyGen since it knows all PK and M SK.

To create the k' key for zy, it sends k-type query for zj to the oracle it works with. After
receiving gf(ﬁ‘al’s’b(w’l’h/);r) from the oracle, B generates a normal key for (D1, D2, D3) using
KeyGen and sets

1)/1 =D, - (g;’(ﬁ'@/757b(w7lyhl)§"~°))fa-yf7D/2 = D,- (gé?(ﬁ'a/»syb(wylﬁ/)?f‘))yf,Dg = Ds.

If the simulator works with O§°%, B simulates SFKeyGen(zy, MSK, h’, ms,0). Therefore, this

properly simulates G;C\{’mz' If the simulator works with O¢%, B simulates SFKeyGen(zy, MSK, h' ma, ).

This properly simulates Gng.

Challenge: The adversary requests the challenge ciphertext for a message M and a predicate y. B
generates the normal ciphertext (Cp, Cy, C2, C3) by running Encrypt using the public key. It
sends the c-type query for y to the oracle which it works with and receives gf(y’b(w’l’h )8 B sets

06 = Co,Cll = Cl and
Cv/2 =C,- (gf(%b(wﬂah/);g»&))yf’ Cé =C5- (gf(yab(w717h,);§7§))yf~yu.

It outputs the semi-functional challenge ciphertext CT' = (C}, C', C5, C%).
O

N
k,mg

advantage € and the k" key query is given after the challenge ciphertext query (k > ¢1). Then,
we can build an algorithm B who can distinguish between O5¢ and O7¢! with € using A.

Proof: This proof is identical with the proof of the previous lemma except the order between
the k" query and the challenge ciphertext and the oracles that B works with. Since this lemma
simulates the selective security, the k" key is requested after the challenge ciphertext is queried.
(k > q1) The algorithm works with either OF¢ or O7¢!. If the simulator works with O, B simu-
lates SFKeyGen(xy, MSK,h',ms,0). Therefore, this properly simulates G;C\/:mz' If the simulator

Lemma 4. Suppose there exists an A who can distinguish G and Gf_’mz with non-negligible
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works with 07!, B simulates SFKeyGen(xy, MSK,h' my, ). This properly simulates Gg)m
O

Lemma 5. Suppose there exists a PPT A who can distinguish Gg,jq and Gg’j for j € [mso] with
non-negligible advantage € where ms is the size of random variables that the k*" key uses. Then,
we can build an algorithm B which breaks LW 2 with the advantage € using A.

Proof: The proof of this lemma is identical with that of Lemma 2 except that the kth key is
temporary semi-functional (TSF) and outputs from either SFKeyGen(x, MSK,h',j — 1,a3) or
SFKeyGen(z, MSK,h', j, ;) where o}, is a random value from Z,. The simulator can randomly
select o and use it to simulate the games. Hence, If T' = f§%, this snnulate GF j—1- Otherwise, if
T is a random, this simulate G{’j . O

Lemma 6. Suppose there exists a PPT A who can distinguish G4, and Ggina; with non-negligible
advantage €. Then, we can build an algorithm 5 which breaks DBDH with the advantage € using
A.

Proof: The proof of this lemma is providing in the supplementary material. ]

6 Instance

We introduce a Non-monotonic Ciphertext-Policy Attribute-Based Encryption (NM-CP-ABE)
with short keys and a Non-monotonic Key-Policy Attribute-Based Encryption (NM-KP-ABE) with
short ciphertexts, an unbounded NM-CP-ABE and an unbounded NM-KP-ABE as new instances
of our encodings. Particularly, we first introduce two NM-CP-ABE schemes, NM-CP-ABE with
short keys unbounded NM-KP-ABE. Then, we convert them into corresponding NM-KP-ABE
schemes using duality of ABE introduced in [8]. All our schemes are adaptively secure in prime
order groups.

6.1 Adaptively Secure Unbounded NM-CP-ABE

Assumptions for NM-CP-ABE with multi-use of attributes We define assumptions Al-
(n) and A2-(n) for our instances. Those assumptions are based on n-(A) and n-(B) assumptions
introduced in [31], respectively. We prove the security of our assumptions in the generic group
model in the supplementary material.

Assumption 4. (A1-(n)) If a group generator G and a positive integer n are given, we define the
following distribution

G= (pa G17G27GT76) ﬁ g7 ¢, dvxvyazvalv "'7an7b17 7bn ﬁ Zpa
R R 2
g1 < G1, g2 < Ga, D :={g1,92, 97,95} U{97", 95°|21 € Z1,22 € Zo}
where
Zl :{ dC,(L’,y,Z, (dCZ)Q,
Vi € [ni], dezas, dez/ai, (de)zaq,y/a?, y?/a?
V(i,j) € [n1,m1),i # j, dezai/a;, deyza; /a3, (dez)*ai/aj, deyb; /b3, deybs /b3
V(i, j) € [n1,ma], bi, b, biby, dey /b7, deay /b7, dexyb; [b)
V(i,j, k) € [n17n17n1]7i 75.7}1 dcyblbﬂ/bi }:
Zy ={ Vi € [n1], al,dcz/al
( )e[nlvnl] i # 7 ya’b/a]abe
V(i,7) € [n1,n1], bs, zbs, x2bs, 2b;, bib; .

Given the instances, distinguishing between Ty = ggyz and T} £ G2 is hard.
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Assumption 5. (A2-(n)) If a group generator G and a positive integer n are given, we define
following distribution

G= (p7G17G27GTue) & g7 C, d7a7b13 7b’n & Zp7

R R
g1 G1, g2 G2, D:={g1,92,97,95y U{91",95°|21 € Z1, 22 € Z>}

where
Z1=A{ v(i,7) € [n,n], de, a, bj,dcbj,dcbibj,ai/b§
V(i,j,5') € [2n,n,n],j # j', a'b; /b3,
Y(i,4,5') € [n,n,nl],j # j', dea’b; /bjr, dca’b; /b3
V(i7j7.j/7j”) € [n7n7n, n}mj 75 j/,j/ 76 jN}: dcaib]‘bj'/b]?" }a
Zy =A{ V(i,7) € [n,n], de, ai,aibj7ai/b?
V(i,7) € 2n,n],i Zn+1, a’/b;
V(i,5,5') € [2n,n,n], 5 # ', a'b; /b5 e

Given the instances, distinguishing between T = gga"“ and T} il G is hard.
We define the advantage of an algorithm A in breaking A1-(n) and A2-(n) to be

Advf AR\ = [PrIAD, Ty) = 1] — PrlA(D, Ty) = 1|

Now, We introduce Unbounded NM-CP-ABE which utilizes two selective schemes Two mode
Identity Based Broadcast Encryption (TIBBE) and NM-CP-ABE from Yamada et al. [31].

Encoding scheme for Unbounded-NM-CP-ABE Our encoding scheme for Unbounded-NM-
CP-ABE consists of the following four algorithms:

Param(rx): It sets w1 = l,ws = 7 and w = 11. Tt selects « & Zy, w = (n) £ Zy, h =
R
(57 Va<7yhayw7y$7yy) — Z]Z It sets b(’LU, lah) = (777 77 : yﬂC? 7] : yya 57 V7 Ca Zlh; ywa y&m yy)

Enc,(S): The algorithm selects r,rg, 71, ...,k il Zy. It then selects 71, ...,7}, il Z,, such that

7 =1+t and sets P = (70,71, ooy Ty Ty ooy i) L IE sSCYS dy = Qb-O7 1m0, do = —Tg, d3 = 7.
For all w; € S = {wx,...,wg|} such that S is not an empty set. It sets

din = —Cr + ri(wiyn + yw), di2 = 13, di | = nri(wiYe + yy), di o =17}

It defines k(a, S, b(w, 1, h);r) := (d1,da, d3,d; 1, di 2, d; 1, d; 5 Vi € [|S]]).
Encz(A): For the non-monotonic access structure A, there exists a monotonic access structure
A = NM(A) where A = (A, p) and A is an £ x m access matrix. The algorithm randomly

selects s, 89, ..., 8, t1, ..., t¢ £ Zy, and sets s = (S2, ..., Sm,t1,...,t¢) and \; = A, - ¢ where
A; is the ith row of A and ¢ = (s, 89, ...,8m). [t sets ¢; = s, co = vs. For all i € [{], it sets

c(A,b(w,1,h);s,8) := (c1,c2,¢i1,Ci2,Ci3 Vi € []) as follows:
Ci1 =0\ +Cti, cio=—ti(Tyn +Yu), ciz=1t; if p(i) =y

Ci1 = 0N +nysti, Cio=—ti(xiys tyy), cz=t; if p(i) =1,

where the attribute corresponding to the ith row of A by the mapping p is denoted by z; (or
a}, if it is an negated attribute).

t 1 is intentionally omitted since r = r} + ... + 7.
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Pair(S,A): If S satisfies A, there exists S’ = N(S) which satisfies an access structure A = (4, p)
such that A = NM(A). We define I = {i|p(i) € S'}. It computes p = (u1, <. 7)) such that
p-Ar=(1,0,...,0). We set 7 the index such that w, = x;. To compute the share of i € I, for
Ajer Vi € 1, it sets

A; = Ci - ds + Ci2 - dry,g + ¢3¢ d’y,l = \;0r if p(l) = x;;
Ci3 - d/, —+ Cio - d/,
Ay =ciq-ds+ Z ( ST 2 ]’2> = \or if p(i) = ).
Xr; — ’LUj

JE[L,K]

Finally, the algorithm computes ¢ - dy + ¢o - do — Hie[I] wi; = as.

Remark 2. In our scheme, w which causes non-linearity is corresponding to b in the selectvely
secure NM-CP-ABE of [31]. One may think 7 is redundant in the construction, but it is essential
in the security proof both in ours and [31].

We can prove the computation o hiding using Yamada et al.’s selective security proofs of Two-
mode Identity Based Broadcast Encryption (TIBBE) and NM-CP-ABE [31]. The major difference
in our proofs is that we set 7 which causes non-linearity independently from any information given
by the adversary. Therefore, we can include g; and gJ along with g; and go in the initial instance.
This causes some change in the selective proofs, but we still can use the many parts of the selective
proofs because we still can select the rest of public parameters after seeing the target predicate.
We prove computational o hiding formally in Lemmas 7 and 8. It should be noted that the other
properties trivially holds in our encodings of NM-CP-ABE.

Lemma 7 Suppose there exists a PPT adversary A who can distinguish between O§°%(ny) and
05?8 (ny) with non-negligible advantage €. Then, we can build an algorithm B breaking A1-(n;)
with € using A with an attributes set of size k < ny.

Proof: The proof of this lemma is providing in the supplementary material. O

Lemma 8. Suppose there exists an A who can distinguish between two oracles O@gd(ng) and
07 (ny) with a non-negligible advantage €. Then, we can build B breaking A2-(ny) with € using
A with an access matriz of size £ x m where £,m < na.

Proof: The proof of this lemma is providing in the supplementary material. ]

6.2 Adaptively Secure NM-CP-ABE with short keys

We introduced an NM-CP-ABE with short keys. The co-selective security proved in Lemma 9 is
inspired by the selective NM-KP-ABE scheme of [5].

Assumptions for NM-CP-ABE with short keys We define n-DBDHE in asymmetric pairing
a for our instances. We prove the security of our assumptions in the generic group model in the
supplementary material.

Assumption 6. ((Asymmetric) n-DBDHE) If a group generator G and a positive integer n are
given, we define the following distribution

G = (p7 GlaG27GTa6) & g7 b7 C, d7<—}i va
R R C C z z
g1 < G1, 92 < G2, D :=={g1,92,91,95} U{97", 95° |21 € Z1,22 € Za}
where Zy = Zy := {dc,b"| Vi € [2n],i #n + 1}.

Given the instances, it is hard to distinguish between Ty = g‘Qﬂ’”+1 and T3 & Gs.
We define the advantage of an algorithm A in breaking n-DBDHE to be

Advg PPPHE(N) = | PrA(D, Ty) = 1] = PrlA(D,Ty) = 1]|
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Encoding scheme for NM-CP-ABE with short keys Our encoding scheme for NM-CP-ABE
with short keys consists of the following encoding algorithms:

Param(x): It sets wy = 1,ws = 2N + 3 and w = 3N + 4. Tt selects « £ Zp, w =1 & Zy, h =
(0,5 Co Yty oo YN YLy s Ul) £ ZZ%N"'B. It setsb(w,1,h) = (3, v, (, 0, Y1, s YNs s YLy s Y T
yllv w1 yfv)

Enc,(S5): The algorithm selects rg, 71,2 & Z, and sets v = (rg,r1,72). It sets dy = o+ dry +
vrg, do = —rg, d3 = r9. For all w; € S = {wy,...,w} such that S is not an empty set and
k < N. It sets

dy = —Cra + (y1a1 + ... + ynan)ry, ds =ry,

dg =n(yiar + ... + yyan)ra, dy =nre

where a; is an coefficient of ' =1 in P(2) = [[, . g(2—v) fori € [k+1]. It defines k(c, S, b(w, 1, h);T) :=
(d13d27d3ad4;d57d/67d/7)' -
Ency(A): For the non-monotonic access structure A, there exists a monotonic access structure

A = NM(A) where A = (A, p) and A is an £ X m access matrix. The algorithm randomly

yeS

selects s, 89, ..., 8m,t1, ..., t¢ na Zy, and sets s = (S2,..., Sm,t1,...,t¢) and \; = A; - ¢ where
Aj is the ith row of A and ¢ = (s, 82,...,5,). It sets c; = s, co = vs. For all i € [{], it sets

c(A,b(w,1,h);s,8) := (c1,¢2,¢1,Ci,2, s Ci N+2; Vi € [€]) as follows:
Ci,1 = 5)\2 + Cti, Ci2 = ti,

ciz=—(2 —yp(ti, . cing1=—(ynv — eVt if p(i) = 2y
cin =0\ —nyiti, Cio =t

iz =~ = yip(ti, oy cingr = —(yn —yip(DY Dt if p(i) = af;
where the attribute corresponding to the ith row of A by the mapping p is denoted by z; (or
af, if it is an negated attribute).

Pair(S,A): If S satisfies A, there exists S’ = N () which satisfies an access structure A = (4, p)
such that A = NM(A). We define I = {i|p(i) € S'}. It computes p = (u1, ., ft71) such that
p-Ar=(1,0,...,0). We set ~y the index such that w., = ;. To compute the share of ¢ € I, for
Aijer Vi € I, it computes ag, ..., ay which are the coefficient of 2 in P(z). Then, it sets

Ai=ci1-ds+cio-dy+ Xjenp 1395 - Citg - ds = Aidra if p(i) = x4

ci2dg + ZjeNp\ (119 - iy - d7

Ay =c¢iy-d3+ —
Yiena; - p(i)?

= \idry  if p(i) = ).

Finally, the algorithm computes ¢ - dy + ¢co - do — HiE[I] wid; = as.

The computational a hiding of our scheme can be proved by the following two lemmas.

Lemma 9. Suppose there exists a PPT adversary A who can distinguish between @()Cos(nl) and
@f"s(nl) with non-negligible advantage €. Then, we can build an algorithm B breaking (Asymmet-
ric) ny — DBDHE with € using A with an attributes set of size k <ny (N =ny).

Proof: The proof of this lemma is providing in the supplementary material. O

Lemma 10. Suppose there exists an A who can distinguish between two oracles OF (ny) and
OF€l(ny) with a non-negligible advantage e. Then, we can build B breaking A2-(ny) with € using
A with an access matrixz of size £ X m where £, m < ns.

Proof: The proof of this lemma is providing in the supplementary material. o
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6.3 Duality

We introduce Unbounded NM-KP-ABE and NM-KP-ABE with short keys as a dual scheme of
our NM-CP-ABE schemes. Attrapadung and Yamada [8] showed that pair encoding schemes can
be easily converted to their dual scheme (e.g. CP-ABE to KP-ABE) when ¢ can be parsed from
gcw-b(w.Lh)is:s) - Ag our scheme satisfies this structural condition, our scheme also can be converted
to NM-KP-ABE schemes using their technique.

Param(k): It runs Param of NM-CP-ABE to get b(w, 1, h) and outputs b’ (w’, 1, h') := (7, b (w, 1, h))
where 7 <& Z,. This sets w’ = w and h' = (7, h).

Encl(A):}t runs Ency(A) of NM-CP-ABE to get c(A,b(w,1,h);s,s) and sets dj = o + 7s and
k' (a,A,b(w',1,h');7r") := (d},c(A,b(w,1,h);s,s)). It is worth noting that s can be parsed
from e¢. It implicitly sets ' = (s, s).

Enca(S): It creates s’ £ Z, and runs Ency(S) of NM-CP-ABE to get k(7s', A, b(w,1,h);r).
It sets ¢ = s’ and ¢/(S,b(w',1,h');s',8") = (c|,k(rs’, A, b(w,1,h);r)). It implicitly sets

s =r.
Pair(S, A): Pair(S,A) of NM-CP-ABE outputs E such that kEc¢' = wss’. The algorithm com-
putes d} - ¢} = as’ + wss'. Finally, the algorithm computes as’ = d} - ¢} — kEc'.

We can prove the computational o hiding of our NM-KP-ABE which is invariance between
oracles OF°%(nz) and O3 (ny) using the oracles of NM-CP-ABE, 0% (n;) and O3 (ny).

Lemma 11. Suppose there exists an A who can distinguish between two oracles @gosml) and
0?8 (ny) with a non-negligible advantage €. Then, we can build B distinguishing between OF¢ (ny)
and Ofd(nl) with € using A with an access matrix of size £ x m where £,m < ny.

Proof: To simulate @g"l(nl), the simulator selects s/, 7/ <> Z,. To generate the initial instance,
it requests an initial instance to Ogez(nl). It sets b'(w’,1,1) = (1,b(w,1,1)). For the k-type
response, the simulate requests the c-type response to Ogos(nl) to receive ¢ and constructs the
response k' := (d} (= 7’s), ¢). To respond c-type query, it requests the k-type response to (’)gel(nl)
to receive k. It outputs ¢’ := (¢, l~€) where k = k(aﬂ&, b(w,1,h);7T) + k(r's' A, b(w,0,0);0)*
If B =0, it sets 7 = 7’ and the simulator properly simulate O§°!(n). Otherwise, if B=1,it
implicitly sets T = o//s’ 4+ 7. This implies d} = ms — a’s/s’ and this properly simulate O (n;)
where a« = —a/s/s’ since o is randomly distributed to the adversary. |
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Appendix
A Proofs of Lemmas

Lemma 6. Suppose there exists a PPT A who can distinguish G4, and Ggina; with non-negligible
advantage €. Then, we can build an algorithm 5 which breaks DBDH with the advantage € using
A.

Proof: Using a given instance {f1, f, f{, fi € Gy, fa, f§, 15, f§ € G2, T € Gr}, B will simulate
either Game,, or Gameg;,q; depending on the value of T'.

Setup: B runs Param to get wi,ws,w and a sequence of variables and functions to set b. It
randomly selects yg, yu, Yo € Zp, w € Zy*, h € Z? sets a = ac, a = a, b= 1/y, and 7 = y, + ay,.
B publishes the public parameters

Yy b(w,1,h y,b(w,1,h ay ab(w,l,h ysb(w,1,h
.91 flg7gl( ) fl i ( o )7gf 1 9791 ( ) f{t g ( ! )7
T Yo a } 7b(w,1,h wb(w,1,h a wb(w,1,h
gl — fg + (fl )ygyu’gl ( ) J— filgy ( )(fl )ygy ( 1 )7

e(g1,92)" = e(f, f5)¥

It also sets g5 = fy Y%, go = fgg,gg(w’l’h) = folebwLh) 4 — Y uy = f¥* fy. It should be noted
that B sets ¢g& only implicitly since f§¢ is not given. The other elements can be calculated using
f2 and f§ given in the instance.

Phase | and II: B runs Encl to get a sequence of coefficient of k. For each key SK;, B randomly
selects o € Z),, z € Z;"* and 7 € R, and sets o = ygc + .

k(0,z,b ,Lh); z a —a! ,z,b(w T
Ko = flokOmblwlh)im), = rayk(—al e b(w.0.0):r)

k(o ,z,b(w,0,0),0 w c x —z
K, = f2( ( ) )fél z(fQ)k(ym 7b(w70,0)70)7 Ky=f;
This is a properly distributed key since

_ (rark(—a! z.b(w,0,0);r) pYgk(0,2,b(w,1,h);r) »
K = (fg)klormbl ) fye Vg,

_ rk(ygac,z,b(w,yg,ygh);ir) 2 ck(—ygac—aai ,x,b(w,yg,ysh);0)
=15 V5 fy i (12)

k(a,z,b(w,1,h);r —ak(a,z,b(w,0,0);0
292(0‘35( ) )‘ng’fg ( ( );0) (13)

The equality of (12) holds due to linearity over random variables. Also, the equality of (13) holds
by parameter vanishing and relaxed linearity over hidden common variables.

Challenge: When the adversary requests the challenge ciphertexts with two messages My and
M;. B runs Encl to get a sequence of coefficient of c. It randomly selects 8 € {0,1}, " € Z,,
s,8" € Ryand h” € Zy and sets s = d, s' = —y,ad +as” and s’ = a-s". d appears both in s and
s’. However, s’ does not reveal the value of d because of s”. Therefore, setting s = d is hidden to
the adversary. It calculates the challenge ciphertexts as follows:

C=M-T, C,= ff-‘?c(y’b(wvlvh);s»-?)
C,= (fiz)c(y,b(w,Lh);s”,ygers“)flc(y,b(w,&h )is" s )(fld)c(y,b(w,o,h”);fyg,0)7
Cc,=cjc
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This implicitly sets h' = h + a~'h” (ie. b(w,1,h') = b(w,1,h) + b(w,1,a"*h"). Also, the
ciphertext is properly distributed since

C, = (ff)c(%b(wﬂ,h)m”7ygs+s”)fc(yﬁb(w,O,h”)%S”,S”)(fd)C(y,b(wny»h”):—yg,0)
- (f{z)t:(yb(w h)sygd—ygd+s' ygs+s' )f b(w,0,h");—ygd+s",s") (14)
- (f{l)t:(yb(w h)iygd, ygS)f b(w,1,h);—ygad+as” as’)
. flc(yvb(,wy()’h///a)7_ygad+as ,aS ) (15)

= (g0)cWwblw Lh)ids)( ¢ )e(y,(bw,Lhth" [a);—ysad+as”,as") (16)

The equalities of (14) and (15) hold by linearity over random variables. The equality of (16) holds
because of relazed linearity over hidden common parameters. It should be noted that A" does not
appear anywhere else, it only used in the challenge ciphertext. Hence, b’ is randomly distributed.
If T'is e(f1, f2)*?, this has simulated Game,, properly. Otherwise, if T'is a random, a randomness
will be added to M. Therefore, this has simulated Gameg;,q;. O

Lemma 7 Suppose there exists a PPT adversary A who can distinguish between O§°%(ny) and
0OS§°%(ny) with non-negligible advantage €. Then, we can build an algorithm B breaking A1-(ny)
with € using A with an attributes set of size k < nj.

Proof: Given D := {g1, 92, 95, 95} U{97*, 652|171 € Z1,22 € Z} and T where from Al-(nq). B will

Zy =A{ de,,y, z, (dcz)?,
Vi € [n1], dezai, dez/ai, (dc)?zaq, y/a?, y? /ol
Y(i,7) € [n1,n1],1 # 7, dczai/aj,dcyzai/ai, (dcz)Qai/aj,dcybi/bi,dcyb?/b?
Y(i,7) € [n1,n1], bi,a:bi,bibj,dcy/bf,dcxy/b?,dcxybi/bf

V(i7j7 k) € [n17n17n1]7i #]}7 dcyblb]/bi }7
Zy ={ Vi € [n1], as,dez/a;
V(i,4) € [n1,nal,i # j, yai /a3, zbib;
Y(i,7) € [n1,n1], b, xbs, x2b;, 2bs, bib; 1,

simulate either OF§°%(n1) or O{°%(n) using A.

Initial response When A sends the initial query to B, B implicitly sets n = >
bi bi

computes gi = [[;c(,,1 91" and g3 = [[;c(n,) 92 1t outputs {g1, 92,97, 95}

k-type response When A sends the k-type query for a set of attributes S* = (wj, ..., w}) where

k < ny to B. B then randomly selects C, v/, t/, h, @, § from Z, and sets 6 = dy and ¢ = dc + C.
Then, it also sets

yh—h—i—Zy/al,yw—w—FZ (dez/a; — wiy/a?), —x—|—2b“

] bl and

i€[ny

i€[k] i€[k] 1€[k]
Zwlbz,nym7x2b+ Z bb],nyyfybe Z w;ib;b;.
ielk] i€n1] i,j€[k,n1] i€[nq] i,j€lk,n1]

Yz is properly distributed due to x which is used only for y,.

B selects rg £ Z,, and implicitly sets r = z. Allocating z to r is hidden to A since z was used

nowhere else. To compute gk(ﬁ o57,b(w,1,R)ir) , B sets

=T g5, ¢ =g, 95°=dj.

ItT= ggyz then gg* = ggr'“””. Therefore, B simulates the k-type response of O§°%(ny). If T is
random from G5 and we denote it T = gglyng, gt = ggrortvro B simulates the k-type outputs

of OF%(n;y).
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For all ¢ € [k], B computes the following:

e Compute g5*" and g5**: For wy, € S*, B randomly chooses 7y and sets 7y = ay — 7y. It

dy,2

computes gg“” " and g,”? as follows:
dy, —(de4-O) 2474 (W yn+Yuw)
92" = 9o Y
- g*éz+w;;]:‘ad) Fwyay Zie[k] y/a?
=93
Gov s Dietw ((dez Jfai—wiy/a2)—y (whyntyuw)
2
Cooay h ya,,/aﬁ *
= (g3) “(g" )t (ggme /)
i€ [k],iF
T ot st
ielk], ity
d _a
92" = g2 g2

e Compute g;iw'l and g;i"”’2: For wy, € S*, B randomly chooses 7/, ..., 7 such that Zze (k] =0
and implicitly sets 7§ = 7 + 2b;/n for all i € [k — 1] and 7}, = 7, + 3,1, )\ e—1) 2bi/n- This sets
Dic Ti = 2oien) Ti T 2ieny) 2bi/n =0+ 2n/n = z. All r{ are distributed randomly due to 7;.

[Case 1] For ¢ € [k — 1], B computes and

dyy _ g(fiﬁzbw/’?)"(wl*pﬂwl Licpr bitT— e wibi)
— J2

)
_ gﬂp(wznw—&-ng—n Zie[kl,i#w(w;,—wi*)b¢)+(wz,wzb¢+gjzbw—Eieww#w(w;—w,i*)zbibw)
=9
bif’/ w*) bi’l:/)g blbf(’wzjf’w:) P
=] & ] o™ ] 9~ 95",
i€[na] i€[n1] (4,5)€[k,n1]
i7
dy, (7, +b 2/m) _ b; Ty b
g2w2292w v HQ # zw
1€[n1]
where @1 = wjzzby + by — i h) izp (W), — w])2biby. go #1 can be computed since ggzbw’ ggb”’
zb;iby, . . .
and g5 are given in the instance.
d, d,
[Case 2] For ¢ = k, B computes g,"* and g, as follows:

diq g(’f‘;c+zi6[n1]\[k—l] 2bi /m) (Wen@+win 32, ¢ gy bi+IN—n 22 ¢y Wi bi)

2 - J2
_ g k Zle [n1\[k—1] zzbi+y Zie[nl]\[k—l] Zbi_Zie[k—l],je[nl]\[k—l](w:J_w:)Zb’ibj
2
Dy zzbiw; 2b; U Zbib'_(w;’_w;)
=95 I o I 4 11 92" 7

i€ni]\[k—1] i€[n1]\[k—1] i€lk—1],j€[n1]\[k—1]
d, NPy +>icm _1bypz/n) NP+ icin zby, b ™ by
92k2 =g, Y Eln1N\[k—1] =g, ¥ Elni\[k—1] _ H 9 ¥ H g2
i€[n1] i€ni]\[k—1]
where @y = 7 (winz + 0§ — 13, ¢y (Wi, — w])bi). g22 can be computed since g3%, g5 and gg"b"
are given. Finally, it outputs gk(ﬁ 57 b(w L))

c-type response When A sends c-type query for A to B after it sent the k-type query. Since S*
of k-type query does not satisfy A = NM(A), there exists S’ = N(S*) ¢ A where A = (A, p)
and A is an ¢ x m matrix. We let A, is the ¢th row of A. By proposition 11 in [13], B can
select a random vector 6 = (01,...,0,) € Z;' which satisfies (4;/,0) = 0 for all i such that
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p(i') € 8" and {(1,0,...0),8) = 1. It then implicitly sets ¢ = (s, 52, ..., 5m) = c- 0 + (dy) ' where
p = (0, 2, ..., by, ) is randomly selected from Z,'. This implicitly sets s = c. ¢ was already used in
¢, but its value was not revealed because of { which only appears in (. Therefore, assigning ¢ to s
is hidden to the adversary. The other values sy, ..., sy, are randomly distributed due to .

To compute the c-type response gf(A’b(w’l’h);s’s), it sets g7' = (¢¢) and ¢72 = (¢§)”. To compute
the other elements, it also computes g;"**, g;"* and g, for i’ € [¢] using one of following four
cases.

[Case 1] p(i') is not a negated attribute and p(i') € S’ (i.e. (4;,0) = 0).
B randomly selects t;; € Z, and computes

Cit, A, p)+Ctyr Ar, -‘rfti/ dent,
1 (Ag,w) =g§ w) (gde)t:

91 =9 )
cia | —to (k) ye g /0204 S e ) (dez/as—w] y/a?))
91 =50 )
_ gl—ti/ (’wtﬁ-‘rw) (g;lcz/ai)_ti/ (g:f/a?)_ti/ (p(z/)—'wl*)
gt =g

[Case 2] p(i') is not a negated attribute and p(i') ¢ S’ (i.e. (A;/,0) #0).
B selects 1 - Z, and sets ty =ty — (A, 0)y + D ielk] Ay 0rdezas e,

p(i’)—wi
: Ay ,0)(de)2za; =
cira 8(A;r,p)+Cty (A;r,0)dey (A, ,pwy+dct, —| (A;r,0)dey +Eie[k] %4_@%
g1 =9 =91 i
(Ay ) ¢ deyi (dc)? ALY Cir g ¢
_ i’ K c\t;r €)°zai\ ) —w* | i3
=g (gl T (a™ =) 7T - ()
i€[k]
. (A, .0)deza; s , . L
Cir g — (b = (A 0+ ey iy ) (P htp(i) 3o iy ¥/ a5+ 0432 ey (dez/a; —wiy/aF))
91 " =% ‘
B gft”i,(p(i')iﬁp(i') X iern Y/ a3+ (dez/a;—w)y/a?))
- J1

g(Ai/ﬂ)y(p(i/)fL-i-p(i/) ek y/%z"f‘w"‘zje[k] (dez/aj—w]y/a3))
1

(A.;,6)d i INT ) - *
— Sict —amwr - (PO RA) e qpy v/ a5 +0+E ey (dez/ag—wiy/a))

. gl
(4,1,0) (0 Vit @)+, e g (00—} Ja2 4] S deys/a; )
P JE[k]
=917 "%
N cza; deza; . *
—<Ai’79>((ﬂ(’t,)h+w) e p((j/),fu:'i‘ Z @) = wr Z (p(s") _wj)y/a‘? )
i€[k] v jelk]
"1
dezag; .
_(Ai/,9>(Eig[k] p(if;j'wz Eje[k] d(,Z/aj)
. gl
dcy;ai —(A;1.0)(p(") —w) (dez)?a; (A;1.0)
_ D3 P4 @5 N—wr aj ) —w*
=gP® - gPt- H(glj) PG —w] H(!h])"()l
(i) €l k] (i) Elh,K]
i#]
c ¢ i (A,/,6) d (2?)
i3 by b yN—(A;,0 czai\ p(i ) —w*
9" =ag" =g (g{)"" H(Ql )P

i€ k]

where &3 = —t;(p(i')h + @) — t > jemw dez/aj — tir > e (i) — w?)y/a3 and

28



Therefore, gfa and g‘f“ can be computed since g1, gfcz/a], ggf/ , g7, g?f */aj 7 and gdcz‘“ are given

in the instance.

[Case 3] p(i') is a negated attribute and p(i') € S’ (i.e. (4;,0) =0).
B randomly selects ¢;; from Z,. We let wj, denote p(i'). Because (A, 0) = 0, B can compute

i/ i’ ;i\t bibj\t,
gt = gy A H (g7t H (ghib )t

i€n1] (,5)€[k,n1]
g; e _ t o (Wi, +7) H (wd —w;)t; gii’,s — gii,'
i€ [k]

[Case 4] p(i’) is a negated attribute and p(i') ¢ S’ (i.e. (4, 0) #0).
B randomly selects ¢;; from Z, and implicitly sets t; = #; — <Ai/,0>dcy/bi. t; is properly
distributed due to the random value t;,. B computes

gc/-/,l (A;r,0)dcy+(A,; 7I>l'>+(£i/ —(Ay ﬂ)dcy/bi)(Zie[nl] wbﬁz(i,j)e[k,nl] bib;)

i

1 =9
(A, 0)dcy +<Ai’7”>+£i’(2ie[n1] @bi+32 6 jyeth,ng) 0ibs)
= gl

—(A,0) Ty demybi /b5, —{ (A, 0) D deybib; /b3,

(i,5)€lk,nq]

"9

o TT @y I @ I iAo

i€[nq] (i,9)€[k,n1] i€[ny]

dc bLbJ/b — "
H (gl ! 11’) (A ’9>a

(4,5)€[k,n1]
6, JF#Yp

re g(fi/7<Ai/,G)dcy/bi)(w;,erw;) e bitI—2 ek wibi)

— J1

o gfi/(w:/):H»wip Zie[k] biJF@*Zie[k] wibi)*<AV79>(wipx+wa/; Zq,e[k}] biJF?J*Zi,E[k] wibi)dCy/b?p

- J1
@, dey/b\_g0a, 0y, dewy/bl (A, ey deybs /b3, —(A,,,0) (w),—w]
e I R | L e

Ci

i€ (k]
i#)

(9% fi/ dcy/b? —(A,;,0
9"t =g (g )T

where @5 = fi/(wgpm + wy, Zie[k] bi +7— Zie[k] w;b;). ¢7* can be computed using g1, g and g%

Therefore, if T = ¢g2¥%, B simulates O§°¢(ny). If T is a random from Gy, B simulates OF%%(n4).
O

Lemma 8. Suppose there exists an A who can distinguish between two oracles O5¢(ny) and
07 (ny) with a non-negligible advantage €. Then, we can build B breaking A2-(ny) with € using
A with an access matrixz of size £ X m where £, m < ns.

Proof: Given D := {g1, 92,95, 95} U {97, 952|721 € Z1,22 € Z} and T where

from A2-(ny), B will simulate either O5¢ (ny) or O7¢ (ny) using A.

Initial response When the adversary A requests an initial instance to B. B computes gy =

o< % and g7 = g2 " and outputs {g1, g2, g7, g1}

c-type response: When A sends the c-type query for an access policy A* = NM (A*) where
* = (A*, p*) and the access matrix A* is an ¢ X m matrix where ¢, m < ny. We define two
sets Ly = {i|i € [¢] A p*(i) = =)} for negated attributes and Lp = {i|li € [¢{] N p*(i) = x;} for
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Zy={ V(i,j) € [n2,na], de, a, by, dcby, debibj, a’ /b3
V(lvja]/) € [2n27n23n2]>j # j/a albj'/bi’ )
v(zv.%]l) S [nQ»n27n2]7j 7é jl7 dcalbj/bj’vdcazbj/b?’

V(i 5,5',5") € [n2,n2,n2,mal,j # §', 5" # 5"}, dea’biby /b3 I3
Zy ={ V(i,j) € [n2,m2], d(_37 aivaibjfai/b?
V(Z,]) S [an,ng],i ;é n2 + 1, al_/bj
V(Z,]mj/) € [2n2,n27n2]7j 75.7./1 azbj/bi’ }

non-negated attributes. B randomly selects iL, w, T, Y, Q: , U from Z, and implictly sets

§=da, ¢=C+ Y. Aj -/, v=d+i,

(4,k)ELp x[m]

yn=h+ Y A ye=d— Y pR(i)A; b/,

(4:k)€Lpx[m] (4,k)ELP x[m]
ye=F+ > ALV oy =G— ) pt()AS e/,
(4:k)€Ln X [m] (d:k)€LN x[m]
LS Kb, /b2
Since gl,glfj,g‘f /bj,gtll b and g‘ll bi/b] are given in the instance, B can compute

z ak /b2 4 w D a® /b3 \ _p* () A
g=gt  JI G T)NE gl =gl T (e) )M

(4,k)ELpx[m)] (3,k)ELp x[m]

. _ i A i a® /b3 _p*(j) A%
gr=gt I (& ") gv =gl ] (@ )OO,
(G, k)EL N x[m] (G.k)ELN x[m]

L F ab; /b2 g+
=T o) II (gr )i

i€[na] (i,5,k)€[na] x Ly x[m]
\E aPbi /b2 g a® /b A%
=(] & I1 RO TR || NGBS
i€[na)] (i,j,k)emi@m[m] (k) ELN % [m)]
£

For a negated attribute w/, we define g, := g}’ and g, := g5 where g; € G} and go € Gs. B ran-
domly selects 32, ..., §, from Z,, and implictly sets ¢ = c¢(1,a,a?,...,a™ ') +d=1(0, 32, 83, ..., $m)-
This sets s = ¢. Due to §g, 83, ..., 8, § does not correlate to the other values in ¢. For A;’L where

Y € [4], B sets

Ap = (A3, @)= > A} ca’™ ! +d” 12Aw =Y Ay ea T 4 d TNy

i€[m] i€[m]

where Ay = 37", Ay ;3; and it is known to B.

To compute gc(A M LR)S9) for A% B computes gt = g§ and ¢5* = (g§)%7 = (g9°)(g%)” using

the elements in the instance. It randomly selects t,, and sets t, = —dcby, + t,. First, it computes
gy = (ngb“’) 1 t”’ . The others g;*" and g;** can be computed as follows:
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e If i) € Lp, B computes g;*"' =g

Cy,1

1

Cqp,2

91

where gf"’ =g

e if iy € L, B computes Cy1 =g

Cyp1

1

:gl

= gl
_ (gfcbw )—(p* () h+1)

=9

Z A:;hidcai

i€m]

—J1

6Aw+§£¢, Cop,2
1 » 91 =g

+a5\¢+(~(—dcb,¢, +iy)

(4.k)EL p x[m]

— > (A7 wdca®by /b))

iy Zmerp

‘01

(0™ (V) yn+yw)
1

as follows:

da Eie['m.] A:b,icai71+da‘(d71)x¢'+(§+z(j,k)eLp x [m] (A;,kak/bj))(_dwa+£w)

xm) A5, k0" /b

(IS\w _Edwa +5£¢ —

>

(J,K)ELp x[m]
e

(A] dea®by /bs)

N .k
iy Z(j,k)epr[m] Aj,ka /bj

:gl
ct A dcby ¢ dca®by, /by — A*
=g @@ T @y I
(4:k)ELp x[m] (4:k)€Lpx[m]
JF#Y
_ (0t (P)yuntyw) _ —dcby (0" () yn+yw)+iy (0 () ynt+yw)
=01 =01

b (o @bt

P (%)

* k /12
2 Ay

(4,k)EL p x[m]

10 —|

(j,k)EL p x[m]

B * k /12
P (])Aj,k'a /bj

—deby, (p* () i

>

(j,k)EL p X [m]
iy

(p" () — p* ())AS, - a¥/b)

ty (p* ($)yn+yw) g

=9

P
1

da ZiE[m] A:L,icaif

II

(4;k)€Lp x[m],j#Y

g9r°
(gfcakbw /bf ) (p* (¥)=p" (3)A] 1 gfﬁ

can be computed using g{" and g{*.

SAupHtyny,
Dty o follows:

yda(d™hAy

“k/bj)A;,kfw
k)

Pg
91

7 =~ * k 2 * k
(=deby+t) (& Xieng) bit22 (4 k) E[na,m],jeLy A6 0i/V5H20 0 mer y x(m) 45,087 /b5)

“01

Z Az)’idcai

i€[m]

=g

* k 2
_Z(i,k)G[ng,m],jGLN Aj,kdca bq/)bq‘,/bj_

i#]

i#]

Hady—E e, debybi

(j,k)EL j X [m]

>

* k
Aj ydea by /b

D7
"0 " 01
_ aj\,/,fi’zje[nﬂ dcby,b;
=9
* ® k
= X(i,k)€[na,m],je Ly ATkdoa’bybi /b7 D Afgdeatby /b
i (j,k)EL iy X [m]
i
"1 "9
~ k 2
_ a\ A debybj\—7 dca bl/,b,;/bj A*
= (97)™ H (91 ) H (91 )k
J€[n2] (i,k)€[n2,m],j€ELN i#j

II

D7

dca®by /by A*
(97" w/J)A“" "9

(4,k)ELN x[m],j#
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where @7 = f4ny,. B can compute gi7 using g7¥".
Computing gf’“ is similar to that in the previous case. In this case, y, and y, are used instead

of y, and y,, and Ly replaces Lp. B computes gf‘“ as follows:

Coyp,2 fw(/)* (V) yz+yy) _(p*(¢)i+g)d0bw+2(j,k)€LNX['m,],j#w P*(j)A;‘,k‘dcakbw/b? Py
9 =9 =01 "9
deby s\ —(p* Ty dea®by /b2 % (i) A%
= (g7 (p™ (¥)2+7) H (g7 0 %ye (AT k .gfs

(4,k)ELN x[m],j#p

where &g = flp(p* (V)y= + yy)- gfs can be computed using g{* and g7".

k-type response: When the adversary requests the k-type response to A for S, BB sets S’ = N(5).
We let AZ is the ¥th row of the access matrix A* which is given in the c-type query. By proposition
11 in [13], B can select a random vector 2’ = (1,23, ..., 2,) € Z;" which satisfies (2’, A;/) = 0 for
all ¢ such that p(i') € S’. Then, B randomly selects z; from Z, and sets z = (21, ..., 2m) = 212".

B randomly selects 7 from Z,, and sets r = Zie[m] zia™T 1 "t and rg = C”zizie[m],iyﬁl Zia" 2
ro is randomly distributed due to # which are not used anywhere else. r is randomly distributed
due to z; which was not used anywhere else.

To compute g;c(’g'a’s’b(w’l’h);r) for S. Firstly, B computes follows:

PN ~ no+2—i _ ~_ .
g3t =T (g5 (99)”" J[ (8™ )=
i€[m],i#l

If T is equal to gga”ﬁl, Dy is equal to ggT‘LWO and B simulates O35 (ny) because

di gda(Zie[m,] Zian2+14)g(d+f’)(0f*27:e[m],qz;él z;a"2T2H)
2

2 = 2
1 mo+2—i g omo42—i . - ngt2—i_ -
=[] " IT @™ @) )™ I @™ )
1€[m] 1€[m],i#l 1€[m],i#l
no+1 . . ng+2—i _~_.
=[(g8" ) - @8 (9s)” [T (e )
i€m],i#£1
If T is a random from G5 and we write it as gg“anrlgS‘, the randomness is added to ggl and B

simulates O7¢(ny). Then, it computes the others following:
do 7 __ a2tz ds __ To __ ([, C\P gn2ti—i —Zit1
g =gy= ] (8" ) =g =5)" ] (57 )
i€[m)] i€[m—1]

e Compute ¢** and g+*: To compute gi** = gy "W ¥ntve) o all 4 € [|S]], it computes

g5 " and g;w(wwy"w“’), separately. First, it computes

—Cr g_(g-"_z(j,k)Epr[m] AJ -a” /by) 2icim] zgan2tio
2 - J2

* no41+k—i
= 2(i,5,k)€[m] x Lp x[m] A5.x7i0"? /bi

B _Ezie[m] zian2+1—i i;ék
=92 p)
"Gy (i petmixpp Ajizica"? /b
* no+1 /p . no+1
@ Yjerp (A5:2)a"2 T /b; & (A},z)a™27" [b;
=0s° gy " =95°- H 99’
JjELP,jES
= 1- 14k—i .
where @5 = —(37,c () 2@ =37 kyetm]x L xm] A pzi - a™ +h=i/b;. The last equality of
itk

the above equation holds because <A;, z) = 0 for all j such that p*(j) € S. g5® can be computed

since {g4";Vi € [ny]} and {ggl/bJ;V(i,j) € [2ng,n2),i # n2 + 1} are given in the instance.
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ry (WyYn+yw) - ~ R . by a2t
Secondly, to compute g, , it creates 7y <— Zp and sets 1y, = Py =3 ;") em]x Lp Ty cow
p" ()¢S
where wy, # p*(i') due to wy € S. B computes
. z;b. qn2tl—i _ -
P (W ynF+Yuw) =3 (5 i) efm]x Lp ~wy ey (RWp+D)
T (W Yn+yw) _ (i) ¢S
92 =92
zb; a2 10 K AE o F
~ ZlaheimIxLp “wy =t @ L kel pxim] (Wu—p" (DA a" /b))
p* (i) ¢S
)
wy, =% (1) Fl4k—i 2
7Z(i,i',j,k)e[m]XL%:,X[m] Wy, —p* (i )A pzia"? ‘b /b3
_ P p*(i)gs
=92 " 92
wy—=p* () no+ldk—i 2
7§:udhﬁmehﬂxL%x[m]wd_577*A pZia? b/ /b3
_ @ p* (i) 28, (G#i )V (i#k)
— 929 . 92
Waep =P (J) 414k— 2
=2tk elmlx L xm) wy = () Ak FE byt /15
. P* (N ES, (j=1")A(i=k)
p)
-3, winas (AT Z)am2 L /b,
Py Do 2jerp. o*(estdj i
=92 92 92
o zibya™2 17t 5 ~ wy—p*(4) 14+-k—
where &g = T¢(w¢yh+yw)_z(1 i )e IXLp W(hww‘i‘w) and @19 = Z(L i 3,k)E[m]x L% x [m] mA* Zia2 TR
P (NS p*(i")es, (J#L )V (ik)

Both ¢3° and gq510 can be computed since gy" and g3

/3

can be computed and {92 J;V(z,j) €

[n2,na]} and {g2 g "5¥(i,7,5') € [2na,m2,n2],§ # j'} are given in the instance.

_ ZJELP, p*(j)éZS(A;az>an2+l/b"

Because g, 7 is cancelled out when g; " and go* “*¥"*¥*) are multi-
— ) dy W
plied, B can compute g =g, Crggw(w”’y"+y") and gy"? = gy"
dy1 o] dy2 Ty bi/a"2+17i Py — 77
92" = 95°93°95",  92"" = g5 H (92 )T,
(i,i")E€[mIXxLp
p* ()¢S
d d, d! " ’ d! ’
e Compute g,"' and g,"*: In order to compute gy*' = (0¥ T and gy*? = (g])™
!’ !

P,2

d . d
such that Zwe\S\ rw = r, B first sets 92 v + 1g, and g5 < 1g,. Then, it updates g,*"* and

> by multiplying gb "rwela ) and gb " for all m € [ns]. This process allows B to compute

HTFE[TLz] glg) r(Wpyetyy) _ g”r(w‘”y’+yy) and [, ¢, gb" = gI". After computing these values, B
will re-randomize the values so that they are properly distributed. The following Update process
is repeated for all m =1, ..., no.

gn2ti—i

Update: B can compute g5" because g5™" = [Ticpm (92 bx)=% and gglbj is given in the

instance. For all m € [ns], it then computes

brr(wyyatyy) _ e #1072 b (p(m)yatyy)
92 =92

brr(Wey Yz +yy)

There are three cases to compute g, as follows:
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[Case 1] If m € Ly A p(T) = 2y, Ay = wy, € S,

et 10" b (p(mE+gH p(m) S0 aFAT /)

(G, k) EL N X [m]

ber(WyYetyy) _
92 Y=g

D O e 1 (D DI ) Wy |

(4,k)EL N x[m]

" g2
Sieim 2@ bl ST (p(m) = p" (1) A] 0" /6]
(jwk)e.jij;rX[m]
= 9?11 P
_ gtu 11 (g;"“"“*"”'bw/b?)<p<w>fp*<j>>A;ikz1-

(i,4,k)E[m]x L n X [m],j#7

where @11 = [[;cp 20" 1 (p(m)Z + §). B can compute g since {ggtbj; Y(i,7) € [ne,n2l}

i€
is given in the instance. a¥/b2 was cancelled out in the boxed terms since 7 € Ly. In the above
no+1
equation, g, > /b which is not given in the instance does not appear since j # 7. Therefore,
d/
go™! can be computed.

[Case 2] If m € Ly A p(m) =z Ay ¢ 5,
b (wyyatyy) _ gzie[m] 210" 0 (w0 B+ e ry x om) (o =07 (1)a" AS/62)
X —

* (s * no+l4+k—i 2
P1a | Ectamrcimicngxim) (00 =0T (DA a2 b 1]
P

= g2
3 (i, k) Elm] x Ly x[m] (0o =" (1A zia™2 8 0, /67
— gg‘lz -Gy (k#i)V (j#m)
(0,4, k) [m]x L x [m] (@We—p" (D)A] pzia™2 00 /b7
. (k=i)A(j=m)
92
- g‘flz .g§13 -gQEiglml (wy=p" (AL z:a"2 " /bx = ggm .gglg
where @12 =37, 20" (wed + ) and
P15 = > (wy — p (1)) A5 pzia”™ b /03,
(4,4,k)E[m] X L n X [m]
(k#£i)V (j#T)
The last equality of the above equation holds since (A%, z) = 0 for all 7 such that p*(7) € S’ (i.e.
aib; . a'b; /b L
p*(m) ¢ S). g2 and g3** can be computed since {g; bJ;V(z,]) € [n2,n2]} and {g, /b Vi, 4,7 €

[2n2,n2,n2],7 # j'} are given.

[Case 3| If 7 ¢ Ly,

bt (WyYatyy) gzie[m] 22T ", (wwiJr@*Z(j,k)eLNx[mJ (ww*P*(j))“kA;,k/b?)
2 =9

N g no+lik—i 2
b1 gz(i,j,k)e[m]xLNx[m] (wy—p* (§))AS pzea™2 TR /b2
" Y2

= 92
5 an2+1+k—ibﬂ/b2 g .
= gF H (g5 J)(ww P ())A] k2

(i,4,k)€[m]x Ly X[m]

where @15 is identical to that in the previous case. It should be noted that m ¢ Ly. There-
bﬂ-T/(’LUin+yy)

fore, g, can be calculated since all terms are given in the instance. In other words,
no+1+k—1i

g ’ /% which was not given in the instance does not appear in the above equation because

j € Ln.
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. d! k! d’ K’
Now, it updates 92 P o™t (gom!) 15 and g P gy (ggm?) IS

Re-randomization: After the above updating process, B can derive

g;l{w _ (g;(wu,szryy))Zwe[nQ] ber/IS| _ (gg(wwyz+yy))17r/|5'|’

d. > brr/1S|
P,2 TE[ng] _ nr/|S|
92 =92 : =92 :

This sets ry, = r/|S| for all ¢ € [|S]]. Therefore, we need to re-randomize those de”"l and de”"2. In

order to re—randomlze them, we randomly select 7'1, ""fI/SI such that 7] + ... + 72|S\ = 0 and sets

g2 t g2 (g;(w’”y”+yy)) v and 92 2 92 : T . This implicitly sets ry, = r/[S| + 7, /b. Due

to 7y, ry, is randomly distributed. Moreover, Zwe[\su Ty =181 /18] + X ieqsy Py /b= O

Lemma 9 Suppose there exists a PPT adversary A who can distinguish between Ocos(nl) and
(’)Co‘s (n1) with non-negligible advantage €. Then, we can build an algorithm B breaking (Asymmet-
rzc) n1-DBDHE assumption with € using A with an attributes set of size k < ny.

Proof: Given D := {g1,92,95,95} U {97",95%|21 € Z1,22 € Zy} and Tp from (Asymmetric)
n1-DBDHE assumption where Z; = Zy = {dc, b*,...,b",b™+2 . b*1}. B will simulate either
0§ (n1) or OF?%(n;) using A.

Initial response When 4 sends the initial query to B, B randomly selects 7 from Z,. It outputs

{91.92. 91,93}
k-type response When A sends the k-type query for a set of attributes S* = (wj, ..., w}) where
k < ny to B. B computes a; which is the coefficient of z'=! in P(z) = [I,es-(y — 2) and set

Qk42 = ... = Qp,+1 = 0. It then randomly selects Cv, {9, 9; Vi € [nq]} from Z,,. It implicitly sets
§=200-b"*/eand ( =( -, c,, ai-b'. Forallie [n], it also sets
i =i 0, yi =g+ > (wi) Tyl = g > (wy) e
jelk] jelk]

B selects g <£ Z, and sets ry = —dc + 71 and ry = dc where 7; is randomly generated from
Z,,. Allocating dc to 75 is hidden to A since d appears nowhere else except r1. In r1, due to 7,
the value dc are not revealed. Hence, both r; and ry are properly distributed to the adversary. To

compute gh# S bW L) g ety

vTo dz _ dS —

d
I*Téo ga 75 9o *gza 9s *92-

IfT = ggbnﬁl, then gd* = g‘W"H'W0 Therefore, B simulates the k-type response of O§°%(ny). If

T is random from G5 and we denote it T = ggbn1+ gg, gdt = gyHoratiro B gimulates the k-type
outputs of OF?%(ny).
e Compute Using r1 = —dc + 71, B computes gg“ and ggs as follows:
92 =g —Cra+ri(yrai+...+yng ang)
. g*(C*Zienl aib")det(—det71) (e, ai(Fitd"))
=92
*édCﬂLFl(Zienl ai(ﬂi+bi))
= 92
9% = (95°) " "g5".

e Compute 92' and 92 B computes gz' and 92 as follows:

d/ T2W(Zie[nl] aiy;) o ndCZle[nl] az(quFZ]g[k ( )1 Tpriti= J) ndCZie[nI] ai?;;
92° = 9o =92 =92

35



957 = gi°

In ggé, Z(i,j)e[nl,k] ai(wj)i_lb"ﬁl_j = 0 since wj € S*. Finally, it outputs gS(B'a’S*’b(w’l’h);T).

c-type response When A sends c-type query for A to B after it sent the k-type query. Since S*
of k-type query does not satisfy A = NM(A), there exists S’ = N(S*) ¢ A where A = (4, p)
and A is an ¢ x m matrix. We let Ay is the ¢th row of A. By proposition 11 in [13], B can
select a random vector 8 = (01, ...,0,) € Z;' which satisfies (A;,0) = 0 for all 7' such that
p(i') € 8" and {(1,0,...0),0) = 1. It then implicitly sets ¢ = (s, 82, ..., $;m) = ¢+ 0 + (§) ' where
p = (0, 2, ..., ftn) is randomly selected from Zj'. This implicitly sets s = c. ¢ was already used
in ¢, r; and ro, but its value was not revealed because of 5 , 7 and d, respectively. Therefore,
assigning ¢ to s is hidden to the adversary. The other values so, ..., s, are randomly distributed

due to p.
c(A,b(w,1,h);s,s)

To compute the c-type response g; , it sets g7* = (gf) and g7*> = (g7)”. To compute
the other elements, it also computes g7, g7"2, ...., g;"*¥** for i/ € [¢] using one of following four
cases.

[Case 1] p(i') is not a negated attribute and p(i’') € S’ (i.e. (A;/,0) = 0).
For all j € [N — 1], B randomly selects ¢;; € Z,, and computes
C4t Ajr ) +Cty Ay, Gty Nagity Citya __ y
gy = gy = gt T (gl et g1 = gt
i€[n1]
Ci’ 245 —ty (Ji41—p ) g1+ T —p(i’ )b —t (Fj1—p(i') G j+1 —p(i')I
gi = g (Fj+1—p(') 91 p(") ):91 (Fj+1—p( )yl)gllﬂ (ng) p(i")?
[Case 2] p(i') is not a negated attribute and p(i') ¢ S’ (i.e. (Air,0) # 0). First, B can compute
S\ = v10pb" ! 4 vy with known values vy, ve and 6. It sets t;; = t;; — v150(zie[m] p(i")" i) Ay

where Ay = (3¢, aip(i)i=1).

cir 0180b™ 1T oo 40Ty — 1 X, b ai—Cu180( ) P(E)™T7) /Ay
|

_Ulgo(zi.je[nl]z aip(i/)nlfjb’H»j)/Al)
9 '

Vo Qi+ Ty V1 —C0180(C i pny) P T0) /AL
=g

g et s aip(i’)"1 796 ) JAy)
" 7

gy =gt T (gf)edort"

1€EN]
(i Y SO ¥ RS Ay
gci’,2+j _ g—ti/(yj+1—9(l) J1+b"" —p(i)?b)
1 - J1
gv150(zie[n1] p()" ) (G541 —p(8) G147 —p(i')b) /Ar
1

(g;i/-,2+j )(§j+1 —p(i/)jgh )gl_fz’ (ijrl _p(i/)jb)

gvl&U(Zie[nl] p(il)7L7ibi+j+1)/A1g_vléo(Zie[nl] p(’i/)”L+j7ibi+l)/A1
1 1

= (g;i’ 2+ )(Qj+1 —p(")? ﬂl)gl_fi’ (b7 =p(d")7b)

0150(216[”1]\{”1—” P(i/)nfibiJerrl)/Alg*ﬂ150(zie[nl —1) p(i)M I =it A,
1 1

[Case 3] p(i') is a negated attribute and p(i')’ € S’ (i.e. (4;,0) =0).
B randomly selects t;; from Z,,. Because (A;/,0) = 0, B can compute
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Cit 1 Ap)— Tt Arp)—nt, ! pritl—gynty Cit o t.,
9, = g Avmd=mnte — g (Av ) =nti gy H (91 ) gt =gy

jelk]

s gl—ti/(%ﬂ—p(i/)"z}i) H (g?nﬁl—f)((w;,)tp(i')"')
J'elk]
[Case 4] p(i') is a negated attribute and p(i')’ ¢ S’ (i.e. p(i’) € S and (A4;,0) #0).

First, B can compute d)\; = v100b" ! + vy with known values vi,vs and . It sets t; =
ti/ + Ul(sobl )/’I]

cir 0180b™ 1 foa 0G4+ 3 e g I g w1 S0 /-1 60 ek praFi—itd
g =N
. ./ ; -/
U2+777j/1+772i€[n1] bn1+171+ngiv160b1 /7]_1)160 EiE[nl]\i/ pr1tl—iti
= gl
-~ -/
Cit2 oty b" \v1d
g =g (g )" O/U»
gci’,2+j = g_fi/(g;Jrl_p(i/)j@i'f‘Zie[k](wr)jbnﬁrlii_ﬂ(i/)]‘ e 0"
1 —Jl

i’ - NG~ *\jpn —i N n —i
g—Ul(Sub1 /n)(y;+1_p(z/)in+Eie[k](wi )b 1l _p(Z/)J Zie[k] pritt )
1

= (g ) @a—p@ Y 5 g ot G (47 —p GOV

,vlgobi/(Zie[k]((w:)j7p(i/)j)bnl+1—i)/n
91

— (g5 ) W=V 57) g (i (01 =YD

*yj AV AYR —iti’
g_U16O(Eie[k]\{i/}((wi ) —=p(i')7)pr1 Ty
1

_ Therefore, if T' = ggb"ﬁl, B simulates O§°%(ny). If T is a random from Gy, B simulates
OF*(na). o

Lemma 10. Suppose there exists an A who can distinguish between two oracles @gel(nQ) and
@fd(ng) with a non-negligible advantage €. Then, we can build B breaking A2-(ns2) with € using
A with an access matrixz of size £ x m where £, m < ns.

Proof: Given D := {g1, 92,95, 95} U {g7*, 952|721 € Z1,22 € Zz} and T where

Zi ={ Y(i,7) € [n2, na], de, a, bj,dcbj7dcbibj,ai/b§
V(i,4,5") € [2n2,m2,n2],j # ', a'b; /b2 ,
v(7’7]7]/) € [n27n27n2]7j # .j/3 dcazbj/bj’7dcazbj/b?’

¥(i,5,5',5") € [n2,m2,m2,m2), 5 # 5,5 # 5}, dea’bibye /b, 13
Zy = { V('L,]) € [TLQ,?’LQ], dC, aivaibﬁai/b?
V(’L,.]) € [277’2777'2]77: #n2 + 1, al_/b]'
V(7’7.77]l) € [2n2,n27n2]7j #jlv alb]'/bi/ }

from A2-(ny), B will simulate either OS¢ (ny) or OF (ny) using A.

Initial response: When the adversary A requests an initial instance to B. B computes g =

2ielng) bi 2iclng) bi
9o

and g5 = g, and outputs {g1, g2, 97,97}

c-type response: When A sends the c-type query for an access policy A* = NM(A*) where
A* = (A* p*) and the access matrix A* is an ¢ X m matrix where ¢,m < ng. We define two sets
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= {i|]i € [ A p*(i) = x}} for negated attributes and L = {i|i € [¢]Np*(i) = z;} for non-negated
attributes. B randomly selects hi,...,hN, h’17 .. hN, W, Z, 9,¢, U from Z, and implictly sets

§=da, ¢=C+ > = Aly-d"/b, v=d+7,

(4,k)eLx[m]

For all i € [N],

yi = hi + Z p(§) T AS a3, yi = R+ Z p(§) A ya” /b

(4,k)ELx[m] (4,k)EL" x [m]
. kp. k/p2 b2
Since g1, glllj , g‘f /3 , g? /b and g /Y, are given in the instance, B can compute
i hi a® /b3 ()it Az 4 R aP /b2 xiyie1 g
gt =gt I (o 70T N gl =g [T @) A
(4,k)€LX[m] (j,k)EL’ x[m)]
: a®b; /b3 | A*
Uy1 H gl h H (gl j )A],k
i€lns] (3,4,k)€[n2] X L' x [m]
a¥b; /b3 A* LN
= (][ o™ (gr N TT e
i€[ns] (i.4,k)€ [ ]XL’X[m] (4,k)EL" X [m]

For a negated attribute w;, we define gi“g =gy and g;UE := gy where g1 € Gy and g2 € G3. Bran-
domly selects 32, ..., &, from Z,, and implictly sets ¢ = ¢(1,a,a?,...,a™ ') +d=1(0, 32, 83, ..., §m)-
This sets s = ¢. Due to 39, 83, ..., §;n, s does not correlate to the other coordinates in ¢. For A;Z
where ¢ € [€], B sets

Ay = (A5, &) Z AY ™t d 12141/”81 = Z A:Z’icai_l +d 'y

i€[m] 1€[m]

where Ay = 37", A7, ;8 and it is known to B.

To compute gc(A blwLh)iss) g A% B computes gt = ¢f and g7? = (¢5)T7 = (g¢)(g%)”

using the elements in the instance.
For the 9 row of A* and its corresponding attribute x,, It randomly selects t, and sets

debuy—-14 t” . The others can be computed as follows:

ty = —dcby, + ty. It computes g;** = (g
e If Yy € L (ie., p(1) = zy), B computes g7 and ¢;v* Vi’ € [N] as follows:

Cy1 5)\1/,+<t1/,
=91

91
. gda Sictm) A’ T Hda(d A+ ke r g (AF,50" /65)) (—deby+Ey)
- J1
Z A;’idcai +a5\¢+5(7dcbw+f,¢,)
i€[m]
=g

« k . Xk
- Do (A pdeaby /b)) [ty S enxm) Afkat /b
(J,k)ELX[m]

"0
Ao —C Ct * k £ «  k
aXy —Cdcby +(ty — ST (A pdeatby /b)) Hiy >kyenxim) A5k /;
(j,k)EL X [m]
J#Y

= gl
— St (g0 debyy—¢ dea®by /bj\— A% ak/bjy A% 1

=01 (91) gy ) H (91 ) H (g1 ") iwte

(4,k)eLx[m] (4,k)€Lx[m)]
J#Y
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Cporit o @ira—p (W) Y1) deby (yar i1 —p () Y1) Ty (Wir 1 —p" () y1)
91 =0 =0

= i 4 :
dcby (hi/+1+ ST Pt A, - ak /] )
(4,K)EL X[m]
= g].

dcby, (7p*(1b)i/f~11* P*(w)i, Z A;,k : ak/b? )

(G,k) €L x[m]

P
"9 91
deby (=" () | S (0 @) = p () )AL - " /2)
(4,k)EL X [m]
iy 4
=0 : glo
deby by, —p* ()1 R dea®by /b3y (p* ()¢ —p () )AL, P
= (")l @ T (g )@ DA g

(4,k)ELx[m],j#¢

N -1
@ —ty(Ysrp1—p (V)" Y1) P
where gllzgl /(1+1 ( ) ) 1

. g1 " can be computed using ¢! " and g¥*.

. C, I, "t
e if ) € L/, B computes g;"" = g v as follows:
cp1 dazie[m] Afpy,icaifl—&-da(d*l)s\w
9 =9
- ~ * k * k
(=deby+0)(h) Xicng) Bt (5 kye[ng,m] jel’ A5 k0 0/ 3+ e xim) A7 50" /b5)
i#]

"9

> A dea’ ady—h e, debybi

i€[m]

= gl
* * k
=3 (i k)elng,m] jel’ Alndeatbubi /LI > Afdeatby /b
= (3. k)EL! x[m] o,
"9 "1
_ ady—hi 2 e iny) debyb;
— gl
* k 2 * k
= 2(4,k)€[n2,m),jeL’ A5.rdca”bybi /b5 — D Ajpdeaby/b;
i#£] (G, k)EL' x[m]
iFY 45/2
"9 "9
~ ~ k 2
_ a\ Ay dcbybj\—h' dca®byb; /b5 _ A%
=)™ ] @)™ 11 (91 )T A
J€[n2] (i,k)€[n2,m],jEL’ i#]
deabby /by — A%, B
H (91 1)k gy

(4,k)EL X [m],j#

where ) = fyny,. B can compute g;* using g7
Computing g;*** is similar to that in the previous case. In this case, y/, is used instead of y;/
and L is replaced by L. B computes g;"* as follows:

s ()i )i 7 * nyi)
ez ~teWi = () yy)  deby (vl —p" () Y1) —te (Y —p () YY)
91 91 =0

o (ngbw )]_”,+1 —p* (w)q/i_’tl H (gfcakbw/bjz.)(p* (])7/ —p* (w)“)A;:k .

Py
91
(G, k)eLx[m],j#y

~ !
@ —ty Wi =P () v) @
where ¢,° = g, .0

’
. Y 4
can be computed using g," " and g}".
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k-type response: When the adversary requests the k-type response to A for S, BB sets S’ = N(5).
We let AZ is the ¥th row of the access matrix A* which is given in the c-type query. By proposition
11 in [13], B can select a random vector 2’ = (1,23, ..., 2,) € Z;" which satisfies (2’, A;/) = 0 for
all ¢ such that p(i') € S’. Then, B randomly selects z; from Z, and sets z = (21, ..., 2m) = 212".

B randomly selects 7 from Z,, and sets ro = ¢i—3, (1 1 210" 2 and ry = 30,0 zia T
ro is randomly distributed due to # which are not used anywhere else. ro is also randomly dis-
tributed due to z; which does not appear anywhere else.

To compute gf(ﬁ'a’s’b(w’l’h);” for S. Firstly, B computes follows:

A = no+2—i _~_
AN DU | BT e
i€[m],i#1

If T is equal to gd%™*"", Dy is equal to g3 ™ and B simulates Q3¢ (ny) because

& _ gda(zie[m] Zian2+17i) (d+lj)(0';‘_zie[m],i#1 Zian2+2—i)
2

20 = 92
. nog+2—1i . no+2—1 - ~ A an2t2—1 _ ~
_ H g;,,da 2 H (g;lda 2 ) 1 (ggc)r(gg)ur . H (g;la 2 ) 1
i€[m] i€[m],i#l i€[m],i#l
o1 N U no+2—i =~
=[5 ) |- (@899 ] @8 )T
i€m],i#l
If T is a random from G, and we write it as g42">"' g&, the randomness is added to ¢g&* and B

simulates @Y% (ny). Then, it computes the others following:

no+l—i . N no+l—i _
g =5 = [L 8™ o =g =" T (@™ )
i€[m] i€[m—1]

—Cra+ri(aiyi+...+anyn) ri(a1yi+...+anyn)
5 .

e Compute gg4 and ggsz gg“ =g is decomposed to g;C”’ and g,

First, it derives g; *™ as follows:

9747’2 = g_(é+z<jwk>ELX[m] A 0" [65) Eiemy 210"
2 - J2

* no+1l+k—i
L g1 (g R)E[m]x Lx[m] AjkFia"? /bj
_ *Czie[m] Zia i£k
=99 92

. gi S iyetmixe Ajizia2t /b,
2
@y e (Aj a2t /b, Py (A3,2)a"2 /b,
= 92 : gQ - 92 . H 92
JEL,jES

where @, = —( Yicim] 2@ = 3G R elmlx Lxm] Aj ki a2 t1HR=i /b, The last equality of
itk

the above equation holds because (A%, z) = 0 for all j such that p*(j) € S. ggé can be computed
since {g¢';Vi € [n2]} and {ggl/bj;V(i,j) € [2n2,n2],7 # n2 + 1} are given in the instance.
Secondly, to derive ggl(a1y1+"'+aNyN), it creates 7 <o Zpand sets 11 = 1= (; i'\em]x L %
p*(i")¢S
where P(p*(')) = Zyes(p*(i') —y). P(p*(¢')) # 0 due to p*(i') ¢ S. B computes
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ri(a1y1+...+anyn)

ngt+1—i

N z;b.a . .
rl(aller'"+aNyN)7Z(i,i’)€[m]><L P,(p*i(i,))(alyiJr...JraNy},)
_ p*(i")¢S
=92
z;b, a2t k2
= 2 emIx L 113(,;*@/)) > mernxim) P07 (3)A] xa®/b7)
p*()gs
" Y2
7)) no+1l+k—i 2
& Z(l i’ 5, k)€[7n]><L2><[m] P(p (i) A EZi@ 2 bi//bj
— 4 p*(i")¢s
=92 92
*(4) gn2titk—i 2
@ = E 0,7 gk elmix L2 x(m) B AT k20" bir /3
— ;% p* () g S, (A )V (i£k)
=92 92
P(p*(3) A* no+ltk—i 2
=it gy elmlx L2 x [m] BOFGNY AT kZa"? b;s /b3
p*(i')gS,(j=i")A(i=k)
" 92
@, Bl = Njer, pr(estAsEe"2 /b
=02""93° " 9s

I zibya2 0 ~/ ~/ ;o P(p*(4)) g+
where & = 7"1(alyl+~~+aNyN)_Z(i,i’)e[m]xL P~ (1) (a1y1+~~~+aNyN) and &5 = — Z(z i ],k)E[m]xLz | Plp (s ))Amzi‘
p*(i")¢s p*(i")es, (j#i! )v(a#k)

Both g;si‘ and g;pl5 can be computed since g3', ..., g3* can be computed and {g;zbj iV(i,7) € [ne,na)}
b /b L . . . . .
and {g;1 i/%; iV(i,7,7") € [2n2,m2,mn2],j # j'} are given in the instance.

—¢re _ri(a1yi+...+anyn)

=L, pr(yes (Asz)am2 T b,
Lijer, o es g =) /b is cancelled out when B computes 92 =05 299 ,

Because g,
: dy ds .
it can compute g5* and g5° as follows:

da _ P53 &y &5 ds _ Ty byan2tl=i i
go" 92 %9,'95°, 93" = 9o H (g9 VPR,
(i,i")€[m]x L
p* ()¢S

. Compute 92 and g2 In order to compute 934 = (gg(alyl'ir"'-ir(”\[yN))T2 and ggs = (g9)", B first

sets g2 + 1g, and 92 + 1g,. Then, it updates 92 and 92 by multiplying g," brr(aryiteFanyn) o q

"forall 7 € [no]. This process allows B to compute [ ], c(,,; g; wr(ayittanyy) g;’T(alyl+"‘+“NyN)

and [Lrepna gor" = gl".
It is achleved by repeating the following Update process for all 7 € [na].

. an2tli— . by .. .
Update: First, B can compute g5™" because g5 = Hle[m] (95 "br *)~% and g, ’ is given in
the instance. ,
There are three cases to compute gz”r(w“”y‘”+yy) as follows:
[Case 1] If m € L' A p(m) = 23, ANy = wy € S,
b,r7'(a1yi+...+aNy§v)
92
_ g(zie[m] 20" 70 (e ) @i07)
=92
(Zie[m] zsa™2 170 )( Z amp(]‘)iakA;,k/b? )
(i,5,k)E[N]X L’ x[m]
P
(Zie[m] Zian2+1_ib7r) Z aip(j)iA;,kak/b?
(4,4,k)E[N]X L' x [m]
45/ JjFET
=95" 92
no+l+k—i 2 N
= gf, g; : b"/bf)ai’P(J) Aj k7

(4,4',3,k) €[m] X [N]X L' X [m],j#m
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where B = (e () 710" 1 b2) (5, @if})- B can compute g3 since {g3 ; (i, j) € [n2,ma]}
is given in the instance. a* /b2 was cancelled out in the boxed terms since Z(i,k)e[N] «[m] aip(w)lA;’kak/bfr =

+1/b7r

0. In the above equation, gy " which is not given in the instance does not appear since j # .

Therefore, gzd"‘1 can be computed.
[Case 2] If m € L' A p(7) = a3, ANy & S,

b,rr(alyi—i-...-l-aNy;V)
92

(Ciepmy 20" 00) (e iy @i85)

— 92
(Cicpm z0™2 b ) ( > aip(4)'a” A} . /b7 |)
(i,5,k)E[N]X L’ X [m]
" 92
S04 G k) Elmlx [N x L xm] @50 P A] izia™ 00 /07
_ % (k#)V (j#m)
=92 92
S 647 Ry elm] X [N]x L xm] 97 PG) AT zia™2 T /07
, (k=) A=)
92
oL DL i ieimlx ayp(r)’ A%zt Jb,
=gy° gy - gy NEmIND (17)
oy @
— 926 . g27
where @) = 37 i i 1 epm)x (N x L' x[m) @i P()" A zia™ TR0, /b2 The equality of (17) holds
(ki) v (j£m) ,
since (A%,z) = 0 for all = such that p*(w) € S’ (i.e. p*(w) ¢ 9). g§7 can be computed since
b3 L L, .
g5 """ V(0,5 4') € [2n2,ma,mal, j # §')} are given.

[Case 3] If 7 ¢ L/,

ggwr(a1y{+...+awy§v)
o icim Zian2+l_ibﬂ)(2ie[N] a;ig;)
=92

(Cicpm 2ia™2 T 0b)( > aip(j) a" A%, /b2 )
(5,3, K EINTX L/ x [m]

P
N o
_ 94523 .gz(iwi',j,k)e[m]X[N]xL’><[m] ayp(g)" Aj pzia™2 IR b2
- J2 2
YA anztitk—iy 2
=92 H (92 !
(3, ,5,k)E[m] x [N]x L' x [m]

RO
)awpU)’ALkz_

no+1l+k—1i
It should be noted that gy ’ /b which was not given in the instance does not appear in the

above equation because j € L'.

d! k!
.2 7,2\1/|S

. d’ d’ k! d,
Now, it updates g,*" + go"" - (g5 )/15l and g,*? « g% - (g,

B Generic Security of Assumptions

We will prove our assumptions are secure in the generic group model. Our assumptions are based
on n-(A), n-(B) assumptions of [31]. However, in our assumptions, the indistinguishable element
is in 2. Hence, proving the generic security of our assumptions is more complicated than proving
n-(A), n-(B) assumptions which have the indistinguishable element in Gr.
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B.1 Converting Assumptions

We prove the security of assumptions in a generic way instead of providing separate proofs for
each assumption. Our proof is inspired by [22], but we use the assumptions of selective security
for the generalized proof. First, we formalize both assumptions. We then show that an assumption
of which the indistinguishable element is in G2 can be created and proved from an assumption
which is used to prove selective security such as n-(A), n-(B) assumptions.

We describe our notation. We set b = (hq, ..., h¢) € Zﬁ and let h;|, denote (hy, ..., hi—1,2, hiy1,..., he)
in which the ith coordinate of h is replaced by x and the other coordinates are unchanged. We
define z(h) to be the set of ratio monomials which are outputs of rational functions of h. We also
define v(h) to be a rational function outputting a monomial and there exists i € [¢] such that
v(hj|z) = x - v(h;p). Using z and v, we define the following two assumptions:

Assumptionge(z,v,f) If a group generator G, we define following distribution
G=(p,GGre) g, g&a, h&z

Z = {g} U {gz|z € z(h)},TO = e(gvg)v(h),Tl <_R— GT
We define the advantage of A in breaking this assumption to be:
Advgh(N) = |Pr[A(Z,Ty = 1] — Pr[A(D,Ty) = 1].

We say that G satisfies an algorithm A breaks Assumptionge;(z,v) if Advgiﬂ‘()\) is a negligible

function of A for any PPT.

Assumptiong%ym(z17 z9,v,0) If a group generator G, we define following distribution

G = (p,G1,G2,Gr,€) &£ G, fi &£ G, fa L Ga,c,d,hy, ooy hy1, b, by il s
Zy ={fi, [{YU{fi' 21 € z1(hjjac)} and Zo = {fo, f5} U{f5?|22 € z2(hijac) }
TO _ fs(hi\d),Tl & G2

where e is an asymmetric pairing such that e : G; x Gy — Gr.
We define the advantage of A in breaking this assumption to be:

Adv35A™ () = [Pr{A(Z, Ty = 1] - PrlA(D,Th) = 1].

We say that G satisfies an algorithm A breaks Assumptiongp(z,v) if Advgﬂ()\) is a negligible
function of A for any PPT.

For h € Z{, we let Z; and Z, denote {1, c}U{z1|z1 € z1(hyjqc)} and {1, c}U{zs|2 € za(hjjac)},
respectively. Then, we define E(Z1, Z5) be {ay|(z,y) € Z1 X 22}, the set of all possible pairwise
products between Z; and Z,. Therefore, E(Z;, Z5) represents all exponents of elements in an
asymmetric pairing can be obtained by {fi, fo, ff, f§} U{fi", f3*|21 € 21(Rjjac), 22 € z2(Rjjac)}-

Proposition 1. If Assumptionge (z, v, £) holds, Assumptiong;ym(zl,zg,11,6) also holds for all
rational functions z1 and z2 such that z1(h),z2(h) C z(h) for all h € Zf;.
Proof: To prove the proposition, we first prove the following claim:
Claim: For each function M € 2, the product M -v(h;q) is not in E(21, Z2)Uv(h)q)- (21 \{M})
where v(h;|q) - (21 \ {M}) is the set formed by multipying v(h;q) to all elements in Z1 \ {M}.

It is obvious that M - v(h;)4) cannot be in v(h;q)(21 \ {M}). Therefore, we will show that
M - v(h;)q) for all M € Z, is also not in E(Z1, Z3). First, we can compute E(21, Z2) as follows:

{L,c,c®}Uc z1(hijge) Uc: za(Rijae) U {21 - 22](21, 22) € 21(Rijac) X z2(hijac)}

Since all elements of Z;, Z5 and v(h;)4) are a ratio of monomials, all elements of E(Z;, Z2) U
v(hjjq) - (21 \ {M}) are also a ratio of monomials. Therefore, M - v(h;4) is also a monomial and
we will show that it is not in E(Z1, Z2) Uv(h;q)(21 \ {M}). Because M € Z1, M - v(h;q) is in
(v(hjjq) - Z1). Then, we compute v(h;q) - (21):

v(hia) - 21 = {v(hia), ¢ v(hija), v(hia) - 21121 € 21(Rijac) }-
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Case 1: M -v(h;q) is in {v(h;q), v(h;q) - 21|21 € z1(Rjjac)}-

For all monomials in E(Z, Z2), the degree of d is less than the degree of ¢ because d is

always accompanied by ¢ and ¢! is not in Z; and Z,. It means that, if M - v(h;|q) is in

{v(hija), v(hia) - z1(hjjqc)}, it cannot have a common element with E(Z1, Z5) because M -

v(h;)q) is a polynomial of which the degree of d is larger than the degree of c.

Case 2: M -v(h;q) = c-v(hjq) (i.e. M is equal to c).

By the definition of function v, ¢ - v(h;q) is equal to dc-v(h;)1), and v(h;);) dose not contain

any of d and c. Hence, it is not in {1, ¢, c?} since they do not include d, obviously. dc - v(hi1)

is not in ¢ z1(hyjgc) or ¢ z2(h;jqc) since the degree of c is larger than the degree of d for all
elements of ¢- z1(h;q.) and c- z2(h;jq.). Moreover, dc-v(h;);) which is equal to v(h;j4.) is not

in {z1(hjjac)} - {z2(hijqc)} since the Assumptionse(2,v) holds. In detail, Assumptionge; (2, v)

implies that dc - v(h;1) = v(hjjq) is not in {1,z(hqc)} - {1,2(R;4)} which is equal to

{1, 2(hjae) } U ({2(Rjjac) } - {2(Rijae) })- Since z1, z2 € 2, {z1(hjjac)} - {z2(Rijac) } is also a

subset of {z(hjjac)} - {z(hijac)}-

By the above claim, if we take any element from Z; of Assumption?}ym (21, 21,v) and compute
pairing with T € G2, there do not exist any pairing computations possible to compare the result
with to distinguish whether 8 is 0 or 1 in the generic group models. {e(a,b);Va,b € Zy X Zs} N
{e(a,T);Va € Z1} =0

Therefore, Assumption?}ym (21, 21,v) holds. O

B.2 The Generic Security of Assumptions Al-(n) and A2-(n)

Using Proposition 1, we can prove the security of our assumptions in the generic group model. In
detail, our assumptions can be proved using n-(A) and n-(B) assumptions of [31]. If we set n-(A)
and n-(B) assumptions as Assumptionge;(z,v,f) and ours as Assumptiong;ym(zl,zg,v,ﬁ). The
security is proved directly by Proposition 1.

Lemma A. Al-(n) is secure in the generic group model.

Proof: To prove this assumption, we first define a new assumption which can be used as Assumptionge;(z, v, £)
of Proposition 1. such that Zy, Z> € z(hy4.) and v(hy|q) = dyz where h = (s, ,y, 2,a1, ..., An, b1, ..., by) €
72"t (ie. £ = 2n 4 4) and Z; and Z, are the sets appearing in Al-(n). By setting z(hyjq.) =

Z1 U Zy, we can define Assumptionge;(z,v, ) as follows:

Assumption,.(z,v, ). If a group generator G and a positive integer n is given, we define following
distribution

G: (paGaGTve) ﬁga gﬁGa h = (dacaxayvzaala"'aanabla'“abn) &Zﬁ
D :={g}U{g*|z € z(h)}
where Z(h) = {53 z,Y, %, (52)23 i, SZ0;, sz/ai, (S)Qzai; y/a’%v yz/az2 Vi € [’Il],
aiszai/aj,yai/a?, syza; /a3, (sz)%a;/a; V(i,j) € [n,n],i # j,
by, wbi, w2b;, 2bs, bibs, sy /b7, swy /7, swybi /03 V(i, j) € [n, 7],
Zbibj7 Sybl/b?a Sybzb]/biv Syb?/b? V(ija k) € [TL, n, n]v { 7é .]}

To =e(g,9)®* and Ty s Gr

We define the advantage of an algorithm A in breaking Assumptionge;(z,v, ) to be
Adv % (N) = |[PrlA(D, Ty) = 1] — PrlA(D, T1) = 1]]

Claim: Assumptiong(z,v,£) is secure in the generic group model.
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Proof of the claim: This claim is trivially holds by n-(A) Assumption of [31]. Compared to n-(A)
Assumption, our assumption has only additional elements where x is appears in D and there is
no element z~!. This means that all possible pairing computations with newly added elements in
our assumption must have z in their exponents. However, 2 does not appear Ty. Hence, if n-(A)
Assumption is secure in the generic group model, n-(A) Assumption is also secure in the generic
group model. O

If we define Assumption?;ym (21, z2,v) of Proposition 1 by setting z1(h1jac) = Z1, 22(h1jac) =
Z3,v(hyjq) = dyz and £ = 2n + 4. This is possible because z1(h), 2z2(h) € z(h) and z(hyj4.) =
Z1 U Zs. Then, Assumption?}ym(zl, z9,v) is identical with Al-(n). Therefore, Al-(n) is secure in

the generic group model by Proposition 1. O

Lemma B. A2-(n) is secure in the generic group model.
Proof: We use the n-(B) Assumption of [31] to prove the security of A2-(n). From the n-(B)
Assumption, we can set £ =n + 2, v(h) = sa™*! and

z(h) = {s,ai,bj,sbj,sbibj,aibj7ai/b? Y(i,7) € [n,n]
a'/b; V(i,7) € 2n,n],i #n+1
a'b;/bj, ¥(i,4,5") € [2n.m,m], 5 # §'
saibj/bj/,saibj/b?, v(i,4,7') € [n,n,n],j # j'
sa'biby /b5, V(i.5.5',5") € [nnnnl g # ' 50 # 5

where h = (s,a,b1,...,by,). Since v(hy|q) = da™tt =d - v(hq)1) where hyq == (d, a,b,...,b,), we
can set the n-(B) Assumption as Assumptionge(z, v, £).

To show the our A2-(n) is a corresponding conversion of Assumptionge; (2, v, £) which can be
denoted as Assumptiongfyym(zl,zg,v). First, we set hq|q. := (dc,a,by,...,b,) . Then, we define
z1(hyjac) == Z1 and z3(hy|qc) == Zo where Z; and Z, are the sets appearing in A2-(n). Since both
z1(hyjqc) and za(hy)q.) are subsets of z(hy)4.), our A2-(n) is identical to Assumption’gls,?””(z17 29,0).
It means that A2-(n) is also secure in the generic group model by Proposition 1 because the n-(B)
Assumption is secure in the generic group model. O

Lemma C. (Asymmetric) n-DBDHE is secure in the generic group model.

Proof: Because n-DBDHE assumption [10] is secure in symmetric pairing, our (Asymmetric) n-
DBDHE is also secure by Proposition 1. m]
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