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Abstract
A certificate thumbprint is a hash of a certificate, computed over all certificate data
and its signature. Thumbprints are used as unique identifiers for certificates, in applications when making trust decisions, in configuration files, and displayed in interfaces.
In this paper we show that thumbprints are not unique in two cases. First, we demonstrate that creating two X.509 certificates with the same thumbprint is possible when
the hash function is weak, in particular when chosen-prefix collision attacks are possible. This type of collision attack is now practical for MD5, and expected to be practical
for SHA-1 in the near future. Second, we show that certificates may be mauled in a
way that they remain valid, but that they have different thumbprints.
While these properties may be unexpected, we believe the scenarios where this
could lead to a practical attack are limited and require very sophisticated attackers.
We also checked the thumbprints of a large dataset of certificates used on the Internet,
and found no evidence that would indicate thumbprints of certificates in use today are
not unique.
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Introduction

A certificate thumbprint, also called a fingerprint, is a hash of a certificate, computed over
all certificate data and its signature. Thumbprints are used as unique identifiers for certificates, in applications when making trust decisions, in configuration files, and displayed
in interfaces. Due to the variety of uses for thumbprints, it is not immediately clear what,
if any, their security needs are. Thumbprints are usually implemented with cryptographic
hash functions and used in security applications, in some cases as an implementation technique and not as a core security mechanism. This use is not unlike the hash function used
in a hash table; innocuous details alongside more security-critical components. In these
cases, migrating thumbprints from weak or broken hash functions may seem like a low
priority or unnecessary.
In other cases, when making trust decisions, thumbprints must be unique, e.g., when
deciding whether to authorize the subject of a certificate, an attacker with a certificate
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having the same thumbprint as an honest user may be incorrectly granted access. In this
paper we investigate the security of thumbprints, namely the the hash function security
properties required to ensure thumbprints are unique.
We consider two ways that thumbprints can be (non-)unique. First, given a thumbprint,
it should uniquely identify a certificate (Property U1), or equivalently, no two certificates
should have the same thumbprint. Second, given a certificate, there should be a unique
thumbprint associated with it (Property U2). We say that a thumbprint is U1-unique if it
satisfies Property U1 (U2-unique is defined similarly).
Property U2 We show that Property U2 does not hold by demonstrating simple ways
that thumbprints may fail to uniquely identify a certificate. For certificates signed with
ECDSA, the signature value may be modified, yet remain a valid signature on the same
message. This allows a certificate holder to modify their certificate, in an otherwise benign
way, to change the thumbprint. This could have security implications in systems that use
thumbprints to revoke access. We also give a similar modification for RSA-signed certificates, however it works on the encoding of the signature, rather than at the cryptographic
level.
Property U1 Identical thumbprints for different certificates (Property U1) is a collision
for the hash function used to compute the thumbprint, so clearly a collision-resistant hash
function is sufficient to guarantee Property U1. However, SHA-1 is commonly used for
computing certificate thumbprints, and trust decisions are made based on thumbprints.
With the recent demonstration that SHA-1 is not collision-resistant, and existing code
still relying on SHA-1 thumbprints, we need a more precise answer to determine risk to
applications. Collision resistance is sufficient, but is it necessary? If not, what hash function
properties are required for thumbprint security?
After a quick look, it might seem that a second pre-image attack on the hash function
used to compute the fingerprint breaks U1-uniqueness. Given a first certificate and associated thumbprint, the attacker must find a second certificate, with a chosen public key.
Abstractly this is a second preimage problem, but the specific format of the second certificate is significant. We now argue that a second preimage attack alone is not sufficient,
even when the CA signing key is known to the attacker.
Consider the case of a CA that issues certificates signed with a signature algorithm
that uses a strong hash algorithm like SHA-256 (denoted Hsign ), and a relying party that
computes thumbprints with a weak hash function (denoted H) for which second preimage
attacks are possible. The first challenge is that an honest CA issuing the certificate will
typically insert unpredictable values such as a serial number. Given that serial numbers
are generally 8–20 pseudorandom bytes, guessing the serial number is infeasible.
Now suppose the CA is malicious, so the attacker may use the signing key (the keypair
is (pk, sk)) and choose the certificate data (like the serial number). The attacker now faces
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the following problem: Given a certificate C1 and sk, find a second certificate C2 of the
form P ||S such that H(C1 ) = H(C2 ), and S is a valid signature on P with respect to
pk. This appears to be hard, at least for standardized signatures algorithms like ECDSA,
RSA-PSS and RSA-PKCS#1-v1.5. Intuitively, this is because for certificates to collide,
the attacker needs control over the last part of C2 , because of the iterated nature of the
Merkle-Damgård construction. But the last part of C2 is the signature, which depends on
Hsign (P ), and since Hsign is a secure hash function, getting a specific signature value (for
any message) is difficult, as we discuss in Section 6.2.
The point of this example is to show that the question of SHA-1 thumbprint security
does not have an obvious answer, and both the signature algorithm used by the certificate
issuer, and the digest algorithm used to compute the thumbprint can impact security.
Previous work by Stevens et al. [33, 35] created colliding TBSCertificate data1 , and
then used a signature on legitimate TBSCertificate to authenticate a malicious certificate.
The attack used a chosen-prefix collision attack on H, meaning the attacker can choose
two prefixes P and P 0 , and can then find S and S 0 such that P ||S and P 0 ||S 0 have the same
digest. Note that with Merkle-Damgård functions (like SHA-1, SHA-2 and MD5) if P ||S
and P 0 ||S 0 collide, then P ||S||T and P 0 ||S 0 ||T also collide.
Stevens et al. [35] demonstrated practical attacks on PKI when CAs use weak hash
functions for signing certificates. Since that work (and in part because of it), CAs have
largely switched to signature algorithms with strong digests like SHA-256. By contrast,
thumbprints are computed by applications controlled by a disparate set of relying parties,
and we have limited information about whether they have switched to strong functions.
Given that SHA-1 is the default thumbprint digest algorithm in Windows and OpenSSL
(and has been for many years), it’s likely still in widespread use.
In this paper, we demonstrate how a chosen-prefix collision attack on the thumbprint
digest algorithm, combined with a previously known property of RSA and ECDSA signatures is sufficient in practice to create two X.509 certificates with the same thumbprint.
We then conclude that resistance to chosen-prefix collisions is necessary for U1-unique
thumbprints. For our demo to work, the signature algorithm must be vulnerable to key
substitution attacks. In a key substitution attack, the attacker is given a signature on a
message that verifies under a first public key, and they must find a second key pair such
that the signature remains valid under the new public key. For this work, it’s important
to note that the message used in the second verification can be different. This property is
not an attack under the common definition of secure signatures (GMR security [12]), and
only impacts security in practice in some less common applications. Perhaps this is why
standards for ubiquitous signature algorithms like ECDSA and RSA do not mitigate it.
Essentially every X.509 certificate in use today is signed with an algorithm that allows a
form of key substitution attack.
Using a key substitution attack, we can create two certificates with the same signature,
1

TBSCertificate is everything in an X.509 certificate except the signature, we review this in Section 2.3.
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both valid under different issuer keys. The chosen-prefix collision attack allows us to have
different attributes in the two certificates, yet still have the same thumbprint.
Impact on existing software and systems It is difficult to fully assess the impact of
this finding, as many of the systems and applications using thumbprints are proprietary.
Further, use of thumbprints is not standardized, so aside from some general patterns,
details of their use will be particular to a given system, and require a separate security
analysis. Using thumbprints in the context of certificate pinning is one common use, and
we examine it in some detail. There are some mitigating factors that make us conclude
that this will not put deployed systems at risk in the short term.
• Efficient chosen-prefix collision attacks against SHA-1 have not been demonstrated
yet, and MD5 is not commonly used for computing thumbprints.
• Attacks in the scenarios we investigated (e.g., certificate pinning) would be sophisticated, and are likely to be out of reach to non-nation state attackers.
• As part of our investigation, we checked the thumbprints of roughly 125 million
X.509 certificates publicly accessible on the Internet. We checked for colliding SHA1 and MD5 thumbprints (and found none), and also used hash function collision
detection (§2.1) to check whether any of these certificates are part of a colliding
pair of certificates. Again, none were found. We also checked for evidence of key
substitution attacks, and found none. Because of this we have confidence that all
certificates in use on the Internet have unique thumbprints.
That said, we believe SHA-1 should be replaced with a stronger hash algorithm, and explain
our recommendations in Section 7. We believe most people would expect, though this is
not stated anywhere, that CAs should not be able to create multiple certificates with the
same thumbprint, and would see this as unexpected and undesirable.

1.1

Paper Summary

We start with a review of some background material in Section 2. In Section 3 we explain
how to create two certificates with the same thumbprint using key substitution and chosen
prefix collision attacks, we also explain our implementation and give a pair of certificates
with the same MD5 thumbprint in Appendix A. Section 4 shows ways that U2-uniqueness
does not hold for thumbprints, and we give example certificates that have two thumbprints in Appendix B. Section 5 describes our investigation of X.509 certificates in use on
the Internet. Section 6 discusses some interesting approaches to finding colliding thumbprints that were not quite practical. We conclude with some recommendations to improve
thumbprint security in Section 7.
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2

Background and Related Work

2.1

Hash function security

Let H : X → Y be a cryptographic hash function. Recall that a collision attack against H
is efficiently finding distinct M and M 0 in X such that H(M ) = H(M 0 ). A second preimage
attack is, given x ∈ X, efficiently find x0 ∈ X such that x0 6= x and H(x0 ) = H(x). If
collision attacks are hard, we say that H is collision resistant similarly, H can be secondpreimage resistant.
Chosen-prefix collision attacks In a chosen-prefix collision attack, we can choose
arbitrary prefix data, P and P 0 , and then find values S and S 0 such that P ||S and P 0 ||S 0
have the same hash. The values S and S 0 are outside of attacker control, and are sometimes
called “tumor” values, since they appear in final document or certificate, as random, useless
data. It’s also possible to append an arbitrary value T to both messages, so that P ||S||T
and P 0 ||S 0 ||T collide, because the Merkle-Damgård construction is iterated.
MD5 Practical collisions for MD5 were first disclosed in 2004 by Wang and Yu [37].
This collision was for random data. Less than three years later, the practical collision
attacks became more flexible, when chosen-prefix collisions were made practical by Stevens,
Lenstra and de Weger [33]. Once chosen-prefix collisions were possible, and the implications
understood, we saw demonstrations of attacks by researchers on public-key infrastructure:
the colliding certificates in [33], a rogue CA in [35] and finally a real-world, nation-state
attack with the Flame malware [11]. The tumor values for chosen-prefix collision attacks
are as short as 76 bytes, however shorter tumors require more computational effort to find
(e.g., about 249 MD5 calls for a three-block tumor instead of 216 calls for a nine block
tumor).
SHA-1 With SHA-1, there is a long history of steadily improving theoretical attacks
(see the references of [32]), with an actual collision being demonstrated in 2017 by Stevens
et al. [32]. Chosen-prefix collision attacks have not yet been demonstrated against SHA1. In 2013 Stevens [31] found a chosen-prefix collision attack against SHA-1 requiring
approximately 277.1 SHA-1 compression calls, which is over sixteen thousand times more
expensive than the 263.1 SHA-1 compression calls used to find the identical-prefix collision
in [32] 2 . The size of the tumors is roughly 128 bytes (two SHA-1 blocks). Already this
attack is arguably practical, for a sufficiently well-funded attacker. We don’t try to predict
when chosen-prefix collision attacks on SHA-1 will be efficient enough to be demonstrated
2

In the rump session at Eurocrypt 2018, Leurent and Peyrin gave a presentation with an overview of
new techniques for finding SHA-1 chosen-prefix collisions with complexity between 266.9 and 269.3 . At the
time of writing, the paper was not available.
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by researchers, but feel that it is already too risky to rely on the chosen-prefix collision
resistance of SHA-1 for security.
Collision Detection For MD5 and SHA-1 it is possible to efficiently detect inputs that
are part of a collision attack [30, 34]. That is, given M such that H(M ) = H(M 0 ) and
M and M 0 were constructed using known attacks on H, we can recognize that M is part
of a colliding pair, without knowing M 0 . We use this in our analysis of certificates on the
Internet, and discuss it further in Section 5.

2.2

Key Substitution Attacks

In a key substitution attack (also called a duplicate signature key selection attack), the
attacker is given a signature on a message that verifies under a first public key, and he
must find a second public key such that the signature remains valid under the new public
key. In [3, 15] Menezes et al. analyzed common signature algorithms with respect to key
substitution attacks. Later, Bohli et al., consider the case when the secret key is known [4].
For colliding certificate thumbprints if the issuer is compromised or malicious, his private
key may be used, so this extended model is relevant to our work. If the private key is used,
then key substitution attacks are possible for ECDSA signatures. We are also interested
in the case where the signature is verified with a different message as well as a different
public key. Key substitution attacks are most feasible on RSA but also ECDSA, as we
detail below.
RSA signatures We are given messages m1 and m2 , and an RSA public key (N1 , e1 ) and
a signature s = E(m1 )d1 (mod N1 ), where E is an encoding function that maps a message
to an integer modulo N1 . For PKCS#1 v1.5, E hashes m1 and adds padding bytes. For
RSA-PSS, E is more complicated, but what we describe here is independent of the choice
of E. Choose N2 = p2 q2 such that φ(N2 ) is smooth enough that we can use the PohligHellman algorithm to solve discrete logarithms in in Z∗N2 . Simultaneously, ensure that N2
is difficult to factor with Pollard’s p − 1 algorithm, by making sure the factors of φ(N2 ) are
large enough, e.g., 80 or more bits. We also need to ensure that s and E(m2 ) are generators
of Z∗p2 and Z∗q2 . Then we can efficiently find d2 such that E(m2 )d2 = s, or equivalently,
d2 = logE(m2 ) s (mod N2 ). Once we have d2 , compute e2 = d2 −1 (mod φ(N2 )), and output
(N2 , e2 , p2 , q2 ).
ECDSA To set notation we briefly review ECDSA. Let g generate a group of points on
an elliptic curve of prime order n, written multiplicatively. A key pair (pk, sk) is (g x , x)
where x ∈ Zn . A signature on m1 is (r, s) where r = f (g k ), for a random value k, and f
takes the x-coordinate of the point g k . The value s is computed s = (e1 + rx)/k (mod n)
where e1 is an encoding of H(m1 ). Verification checks that r = f (z) where z = g e1 /s pk r/s .
In [3] a key substitution attack is shown when g is part of the public key, different for each
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user. Since most standards fix g as part of the domain parameters, this will not work in
practice.
However, if the secret key x is known, then we can compute a second key pair (pk2 , x2 )
such that (r, s) is a valid signature of a new message m2 under (pk2 , x2 ). Let e2 be the
encoding of H(m2 ), then note that verification would compute z = g e2 /s pk2 r/s . It can be
shown that verification will succeed for the choice x2 = (e1 + rx − e2 )/r and pk2 = g x2 .
In another variant that does not require knowledge of x, the second public key is
computed as pk2 = R0s/r g −e2 /r , where R0 is a point with x-coordinate equal to r, and the
corresponding secret key x2 is unknown [4, Remark 4]. Verification of m2 with public key
pk2 and signature (r, s) will succeed, but no private key operations for pk2 can be done.
EdDSA is a new elliptic curve signature algorithm, not currently used to sign certificates, but is not vulnerable to key substitution attacks, and does not have malleable
signatures.
EdDSA EdDSA is also an elliptic curve scheme, so we re-use the notation from ECDSA.
A signature is a pair (R, s) where R is a point on the curve, computed as g k for a random
value k, and s = k + cx (mod n), where c = H(R||pk||m). Verification re-computes
c = H(R||pk||m) and checks whether g s = R · pk c . Even with knowledge of x, a key
substitution attack is not possible, since the signer’s public key is prepended to the message
being signed (see the analysis and discussion in [19, 15]).
The overwhelming majority of the 126M certificates in our dataset (§5) were signed
with RSA PKCS#1 (99.6%), then there were about 236K ECDSA-signed certificates and
204K certificates signed with RSA-PSS.

2.3

Review of X.509 Certificates

In this section we review X.509 certificates, in sufficient detail to explain our process for
creating certificates with colliding thumbprints. The main components of a certificate are
the subject’s name and public key, the issuer’s name, a serial number, validity period and
a signature authenticating these attributes.
X.509 certificate data is encoded according to the following ASN.1 structure from RFC
5280 [8].
Certificate ::= SEQUENCE {
tbsCertificate
TBSCertificate,
signatureAlgorithm
AlgorithmIdentifier,
signature
BIT STRING }
TBSCertificate ::=
version
serialNumber
signature
issuer

SEQUENCE {
[0] Version DEFAULT v1,
CertificateSerialNumber,
AlgorithmIdentifier,
Name,
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validity
subject
subjectPublicKeyInfo
issuerUniqueID [1]
subjectUniqueID [2]
extensions
[3]

Validity,
Name,
SubjectPublicKeyInfo,
IMPLICIT UniqueIdentifier OPTIONAL,
IMPLICIT UniqueIdentifier OPTIONAL,
Extensions OPTIONAL }

The majority of certificates in use are version 3 (about 83% in our dataset), where the
extensions field must be understood by relying parties (RP). Extensions of X.509 version
3 certificates can include critical additional attributes, such as key usage, or whether the
certificate is a CA certificate or an end-entity (EE) certificate.
Certificates are commonly encoded as DER, a binary representation of the ASN.1
Certificate structure, or PEM, an ASCII format that contains the base64 encoding of
the DER. More description of these encodings can be found in [8].
When a subject requests a certificate from a certificate authority (CA), they send a
standardized message called a certificate signing request (CSR) that contains their name
and public key, along with optional additional information [22]. The CSR is signed with
the subject’s public key, demonstrating possession of the corresponding private key.

2.4

How thumbprints are computed

When computing the thumbprint of a certificate, the entire Certificate ASN.1 structure is
input to a hash function, like SHA-256. The ASN.1 structure is encoded with the DER
encoding (which is unambiguous). There is not a standard specifying how to compute
thumbprints, but the Windows shell, .NET [1], and OpenSSL all use this de facto standard,
with SHA-1 as the default hash algorithm.3 The lack of a standard is understandable, since
thumbprints are typically local to an application or system, and interoperability between
systems is not required.

3

Creating Two Certificates with the Same Thumbprint

We describe how to create a pair of certificates with the same thumbprint, given a chosenprefix collision attack on H and a key substitution attack on the signature algorithm used
to sign the certificates. This demonstrates that certificates are not U1-unique when the
hash function is weak.
See Figure 1 for an overview of the demo. In the demo, a malicious or compromised
CA, denoted CA*, issues a certificate to an honest subject, and creates a second certificate
with the same thumbprint. The first certificate, C1 , is issued by Issuer1 (the CA), and is
issued to the honest subject, for which the private key is unknown to CA*.
3
For example, to compute a thumbprint of a PEM encoded certificate with openssl, use the command
openssl x509 -fingerprint -in certificate.crt.
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The second certificate, C2 , is issued by Issuer2. The CA creates Issuer2 as a new
(possible intermediate) CA, with a chosen key pair. The subject key pair in C2 is chosen
by CA*. Issuer2’s key pair is chosen such that the signature of C1 is also a valid signature
of C2 under Issuer2’s key. Choosing Issuer2’s key is done with a key substitution attack,
as described in Section 2.2.
Certificate C1 has the public key and name from the CSR. It can be signed with an
existing intermediate CA, for which CA* does not know the private key. C1 is crafted to
have the form P ||S||T , where
P is the beginning of tbsCertificate, including all but the last extension, the subject key
identifier (SKI) [8, §4.2.1.2]. This includes the version, serial number, issuer, and the
subject public key.
S is the SKI, set to the tumor value. This SKI will be longer than usual, and not computed
as recommended by [8], but it is allowed by the standard, and the software we tried
ignores long SKI values in end-entity certificates (where it arguably doesn’t really
have a purpose, since EE certificates do not issue further certificates). The SKI is
one of the X.509 v3 extensions, and since extensions may be encoded in any order,
we can choose to put it last, giving CA* control to choose arbitrary values for the
extensions in C2 (e.g., some other interesting extensions are (extended) key usage,
basic constraints, and CRL distribution points).
T is the signature of P ||S, created with Issuer1’s signing key in the normal way.
Certificate C2 is constructed to have the same thumbprint as C1 . It is issued by a new
intermediate CA, denoted Issuer2, and Issuer2’s public key is created after seeing the CSR.
C2 is of the form P 0 ||S 0 ||T , where
P 0 has the same format as P but the attributes can differ arbitrarily. P 0 has a different
serial number, issuer, and the subject public key is chosen by CA*.
S 0 is similar to S, an SKI attribute set to the second tumor value.
T is the signature, identical to T in C1 .
Trusting Issuer2 In addition to choosing Issuer2’s key pair at the time of the attack,
the attacker may also require that Issuer2 is a valid intermediate CA of a root trusted by
the relying party, or be a root itself. It depends on how the RP has implemented validation
(and optionally pinning). If the RP looks only at the leaf cert, Issuer2 does not need to
be trusted. If EE certs are third in the chain (or further), the same issuer that created
Issuer1 may issue a CA certificate to Issuer2, and Issuer2 will be immediately trusted by
RPs, without an update to the root store.
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Figure 1: Scenario used to create certificates C1 and C2 , with colliding thumbprints.
Pinning to C1 Note that if a relying party pins C1 , then even the CA that issued C1
cannot masquerade as the subject of C1 (Subject1). For example, without pinning, Issuer1
could issue additional certificates for Subject1 certifying keys it has generated, and these
certificates would be trusted by the RP. But if the RP has pinned C1 , other certificates
issued by Issuer1 will not be trusted. Therefore, the thumbprint collision described here
could allow a CA to intercept traffic between Subject1 and the RP, or masquerade as
Subject1, in a way not possible when thumbprints are unique.

3.1

Detailed Steps

We now describe the steps above in more detail. To make things concrete we assume the
signing algorithm used by Issuer1 is RSA (with either padding mode from PKCS#1 [20]).
1. The honest party submits a CSR for C1 . The subject name is Subject1.
2. CA* computes tbsCertificate1, the TBSCertificate data for C1 , excluding the last
field, the SKI.
3. CA* computes an arbitrary RSA keypair, the subjectPublicKey for C2 .
4. CA* computes tbsCertificate2, the TBSCertificate data for C2 , excluding the last
10

field, SKI. Note that the issuer is Issuer2, but Issuer2’s public key is not present in
the certificate.
5. Using the chosen-prefix collision attack, CA* computes the tumor values S and S 0 , for
the prefix values tbsCertificate1 and tbsCertificate2, then completes tbsCertificate1
and tbsCertificate2 by setting the SKIs to S and S 0 , respectively. Now tbsCertificate1
and tbsCertificate2 collide under H (but not Hsign ).
6. CA* signs tbsCertificate1 with Issuer1’s key and completes C1 and responds to the
CSR with it. Denote the signature value σ.
The following steps can be done offline, i.e., at anytime following the creation of C1 .
7. CA* performs the key substitution attack to create an RSA key pair such that σ is
a valid signature of tbsCertificate2 with respect to the new public key.
8. CA* forms C2 as tbsCertificate2 followed by σ.
9. CA* creates a certificate certifying Issuer2, CI2 .
10. CA* uses C2 and CI2 to masquerade as Subject1 to clients that have identify Subject1
by the thumbprint of C1 , other for some other malicious purpose.
Notes on Issuer2’s RSA key pair
• It will not have the usual public exponent e = 216 + 1, but instead e will be a large
random value. From our experiments, common software supports large values of e.4
About 2.2M of the RSA certificates in our dataset (1.9%) use an e value that is not
216 + 1. These are almost all small values, the largest being 40 bits.
• The RSA modulus N2 will not be a product of safe primes (i.e., product of p and q
such that (p − 1)/2 and (q − 1)/2 are also prime).
• It will be infeasible to factor N2 (provided a sufficient amount of time is spent on the
key substitution attack).
• It should be difficult to efficiently distinguish N2 from an honestly generated modulus.
4

Though not universally, for example, for moduli larger than 3072 bits, OpenSSL requires e be at most
64 bits.
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Comments
• The SKI is long and random looking on both certs, and some implementations may
notice this. But the SKI should be ignored in EE certs, as not all of them have it.
Alternatively, we could include the tumor in the (now deprecated) Netscape Comment
field as in [35]. We could also use a custom X.509 v3 extension marked non-critical,
which should be ignored by implementations.
• The signatures will be the same, and this should never happen in normal circumstances. See our discussion of signature malleability in Section 4 for a ways an
attacker can make the signatures different.
• A new intermediate CA, Issuer2, is required for each pair of certs with colliding
thumbprints. Since Issuer2’s key is secure, it can be used for other purposes to avoid
suspicion.
• The key substitution step is easier for the attacker when the CA signature algorithm
is RSA. If it’s ECDSA the attacker must know Issuer1’s signing key, oracle access is
insufficient.

3.2

Implementation Details

In order to demonstrate the feasibility of using our method to construct two certificates
with the same thumbprint we implemented it, creating two certificates with the same MD5
thumbprint. The issuer keys are RSA-2048, and the signature algorithm is RSA PKCS#1
v1.5 with SHA-256. The two end-entity certificates, along with the issuer certificates and
the second issuer’s key are given in Appendix A.
Our demo uses the OpenSSL command line tools where possible, mainly for the initial
step of creating Issuer1, initial versions of C1 and C2 to get the prefixes.
Once we have the prefixes, we used the HashClash [29] software package to find chosenprefix collisions with MD5. Our prefixes were 488 bytes long, the default settings of HashClash produce tumor values of nine 64-byte MD5 blocks (576 bytes) after rounding 488 to
the next multiple of 64, for a total of 600 bytes of overhead. Finding the collision took
about four hours on a 32 core server5 . As shown by Stevens et al. [35], with more computational effort the overhead can be reduced to as little as 76 bytes. As our implementation
serves only to demonstrate feasibility, we chose not to spend further resources to reduce
the overhead of the chosen-prefix collision.
For the key substitution attack, we need to extract the tbsCertificate data of C2 , and
encode it with PKCS#1 v1.5 encoding, and convert it to an integer. We also needed the
signature value from C1 represented as an integer. For this step we used the mbedTLS
library [2].
5

Specifically, we used an Azure D32s v3 instance.
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We then implemented the key substitution step of creating a second modulus (of the
correct form) and finding the correct public exponent by solving a discrete logarithm using our implementation of the Pohlig-Hellman algorithm in PARI-GP. We used 2048-bit
modulii for all keys in the demo, and for Issuer2’s key, the factors of φ(N2 ) were 32 bits.
With our implementation this takes about a minute on single core of an Intel Xeon E5-1630
clocked at 3.7 GHz. In practice the attacker would prefer larger factors of φ(N2 ) so that
N2 cannot be factored with Pollard’s p − 1 algorithm. Using 80-bit factors would make
the p − 1 algorithm impractical, while still allowing the discrete logarithm step of the key
substitution attack to remain practical (requiring roughly 240 operations). Again, we chose
not to optimize this step in our proof of concept, and this step was already shown to be
very efficient with modest compute resources by Henry and Goldberg [14]. Once we find
Issuer2’s key pair as integers, we again use mbedTLS to encode these as ASN.1/PEM, for
use with OpenSSL and other programs.

3.3

Generalizing to Other Primitives

We’ve demonstrated the attack with RSA signatures and MD5 thumbprints. For other
hash functions where chosen-prefix collision attacks are practical, we expect our demo to
generalize in a straightforward way, since nothing about our work is specific to a particular
hash function. The CPU cost and the size of the colliding certificates will depend on hash
function.
When different signature algorithms are used, the question is whether a key substitution
attack is feasible. We found in our survey (§5) that all certificates in use on the Internet
today are signed with an algorithm that allows a strong enough key substitution attack. For
ECDSA the attack may require access to the CA’s private key, as discussed in Section 2.2.

4

Creating Two Thumbprints for the Same Certificate

Now to Property U2, that a given certificate should have a unique thumbprint. Thumbprints are not U2-unique if the CA signature on the certificate is malleable. By malleable,
we mean that given a valid signature of m, we can construct a second, different signature
on m. This does not violate the GMR security definition for signatures, since the signer
did intend to sign m.
In this case a subject may change the signature in their certificate in order to change the
thumbprint. This could have security implications, for example, if a system implemented
revocation or banning by thumbprint (instead of by serial number and issuer public key,
as is done in OCSP [28]). Our quick search did not find examples in practice where this is
an issue.
Cryptographic Malleability Given an ECDSA signature (r, s) on message m, the value
(r, −s (mod n)) is also a valid signature on m. A similar malleability is not present in RSA
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signatures. In Appendix B we give a pair of ECDSA certificates that were mauled in this
way.
Mauling Certificate Signature Encoding Recall that the Certificate ASN.1 structure
has three fields: tbsCertificate, signatureAlgorithm, and signatureValue. The signatureAlgorithm is of type AlgorithmIdentifer, defined as follows:
AlgorithmIdentifier ::= SEQUENCE {
algorithm
OBJECT IDENTIFIER,
parameters
ANY DEFINED BY algorithm OPTIONAL

}

The optional parameters field is not used for RSA. Also, ASN.1 has a NULL type,
indicated with the bytes 05 00. Thus every certificate can encode the algorithmIdentifier
in two valid, equivalent ways, one with a NULL item in the sequence, and one without.
The X.509 standard [8, §4.1.2.3] requires that the signatureAlgorithm field be equal to the
signature field of the tbsCertificate (which is also of type AlgorithmIdentifier). OpenSSL
enforces this, but Windows does not, therefore we can change the DER encoding of the
certificate in order to change the thumbprint, but the signature remains valid, since the
signatureValue and tbsCertificate fields are unchanged.
We found certificates with this difference in the wild, and include an example in Appendix B. It appears more common to include the NULL item, (e.g., OpenSSL includes it),
but we speculate that some software removes it, perhaps as an optimization, or perhaps
when serializing and deserializing a certificate with the NULL item.

5

Thumbprints of Certificates on the Internet

Since certificates are public, and often accessible to anyone on the Internet, we were able to
compute the thumbprints of many certificates, and check whether they are unique. Project
Sonar [27] from Rapid7 uses ZMap [9] to regularly scan the Internet and publishes data
sets containing certificates in cooperation with the University of Michigan at scans.io [5].
We downloaded all available certificate data from scans before January 20th, 2018, from
the “SSL Certificates” [26] and the “More SSL Certificates” [25] data sets, which go back
to late 2013. The first set includes certificates from SSL services on TCP port 443 (usually
HTTPS), and the second includes certificates from other services that use SSL like IMAP,
POP3 and SMTP, sometimes using STARTTLS. This was about 65GB of gzip compressed
data, which resulted in 125.8 million unique certificates, i.e., 125.8 million of the certificates
had unique SHA-256 thumbprints. The large amount of redundant data is because most
certificates appear in multiple scans. We did the following analysis on this data set.
Compute thumbprints We computed the SHA-256, SHA-1, MD5 and MD4 thumbprints of the certificates. We then checked whether any thumbprints repeated for the
digests we computed. All thumbprints were unique.
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Run collision detection We used a collision detection algorithm for SHA-1 and MD5,
when computing the thumbprints. Collision detection [30, 34] gives us a way to check
whether any of the certificates in our data set were crafted to have the same thumbprint
as another certificate not present in our data set. Intuitively, all known collision attacks
against SHA-1 and MD5 require that colliding input messages individually satisfy certain
conditions, allowing us to recognize one message of a colliding message pair. For thumbprints, this means we can detect the case when a first certificate has been created as part of
an attack, but the second certificate has not been disclosed yet. Thus we can say with high
confidence that all certificates in the data set have unique SHA-1 and MD5 thumbprints,
among the set of all certificates ever created. Put another way, both certificates with the
same thumbprint must be outside of our data set. In theory it’s possible to circumvent
collision detection with a novel attack, however, since 20+ years of public cryptanalysis on
MD5 and SHA-1 did not find such an attack, it would be surprising.
Based on this analysis, we have confidence that for the moment, MD5 and SHA-1
thumbprints of certificates in use on the Internet are U1-unique.
Search for Key Substitution Attacks In order to check for evidence of key substitution attacks, we looked for distinct certificates with the same signature. We found many
certificates that shared a signature value with another certificate, but do not believe this is
because of a key substitution attack, since they did not appear to make intentional changes
to the attributes of the certificate.
There were 2451 certificates that did not have a distinct signature. These formed 701
groups of certificates with the same signature. Of these groups, 598 had size two, 95 had
size between 3 and 49, and 8 had size between 50 and 86. The majority of these certificates
(64%) were created by devices or deployments where certificates are not verified, usually
self-signed certificates, where X.509 is used as a data format to transfer for public keys. In
these certificates the public key and signature are fixed, but attributes in the certificates
(like an IP address in subjectAltName) frequently change. There is also an SSL proxy that
re-writes certain certificates (those it does not trust) without updating the signature, and
our dataset contains many instances of the original certificate and the re-written certificate.
Some of these certificates have a single byte signature, making it clear that they are just a
convenient way to encode the public key.
Another 32% of certificates with non-unique signatures appear to be due to corruption.
Network devices store a certificate on disk, it gets corrupted over time, and these corrupted certificates appear as distinct in our dataset. In many instances there are multiple
certificates with a single byte difference, suggesting the same fault in storage repeats over
time.
The remaining four percent includes 40 certificates with the signature encoding difference explained in Section 4, and certificates that have modifications we did not deem
suspicious, possibly made by developers when testing.
All ECDSA signature values (r, s) were unique, but we also checked whether ECDSA
15

signatures had unique r and s values, in order to detect the signature modification we
described in Section 4, where (r, s) is replaced with (r, −s (mod n)). We found 380 certificates that shared an r value with another certificate, and had unrelated s values. These
were all self-signed certificates from different instances of the same network device. We
speculate this device has a poorly seeded random number generator. We have notified the
vendor.

6

Other Attempts to Create Colliding Thumbprints

In this section we discuss two alternative approaches to creating two certificates with the
same thumbprint (non U1-unique), one practical one theoretical. Neither succeeds against
libraries in use, but the reasons why may be interesting.

6.1

Trailing Data

We investigated the simple approach of appending the tumor value to certificates. For
example, take two arbitrary certificates P and P 0 , then use a chosen-prefix collision attack
to to compute suffixes S and S 0 such that H(P ||S) = H(P 0 ||S 0 ). Depending on how the
thumbprint is computed, this may cause a problem. If data P ||S is stored in a file, say
cert.der, then an application that computes thumbprints by hashing the whole file will
also hash the suffix and get the colliding thumbprint value. If the thumbprint is computed
from the file with OpenSSL6 or Windows, the code will read the length of the ASN.1
Certificate structure and only hash this many bytes, skipping the suffix. However, hashing
the whole file is correct when there is no trailing data, so an application that did so would
usually work as expected.
We also tried updating the length of the Certificate structure, in hopes that the thumbprint would be computed over the entire data, and that the ASN.1 parser might ignore the
unknown data following the Signature field. The implementations we checked simply fail
to parse the certificate in this case.
The final value in the Certificate object is the Signature. We also tried using a larger
Signature field, with the tumor appended to the actual signature, to pass length checks
done by the ASN.1 parser. Here we hoped that the crypto library would read the first part
of the signature buffer (a valid signature), use it, and ignore the suffix. Standards for RSA
and ECDSA do enforce a length check on signatures, and indeed we found that OpenSSL,
Windows, Java and mbedTLS report the signature as invalid. Interestingly, the mbedTLS
RSA implementation verifies the signature successfully first, then checks the length and
returns an error. Inspection of the commit history shows that the length check was added
after the rest of the implementation7 , so earlier versions would have accepted the certificate
6
7

E.g., with the command openssl x509 -fingerprint -in cert.der -inform DER -md5
In 2013, by commit id ac4cd362.
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as valid. This is understandable since testing that primitives fail for many types of invalid
inputs is often overlooked. For example, the example RSA tests in the NIST Cryptographic
Algorithm Validation Program do not not test for this error [21].

6.2

Chosen Signature Suffix

Continuing with the approach of the previous section where additional data is appended
to the signature, we can also ask whether it’s possible to generate valid signatures, where
the last part of the signature is a chosen value. If this were possible, we might create
two certificates with signatures of the form P ||S and P 0 ||S 0 where S and S 0 are the tumor
values produced by chosen-prefix collision attack, that cause the certificate thumbprints to
collide.
In this situation, security of thumbprints relies on a nonstandard property of signatures,
namely that signers cannot arbitrarily choose the suffix of the signature value. Probabilistic
signature schemes always allow signers to choose a small number of trailing bytes arbitrarily
with some work; simply generate signatures until the desired suffix occurs by random
chance. The length of a suffix required for a chosen-prefix collision attack will probably
always be large enough to be out of reach, for example the smallest known suffix for MD5
is 608 bits.
Let Sign be a secure signature scheme, and consider the signature scheme Sign 0 (sk, M ) =
Sign(sk, M )||r, where r is an arbitrary value of fixed length, ignored during verification.
This is clearly weakly unforgeable under the common definition if Sign is weakly unforgeable. Strong unforgeability would require r to be non-malleable, which seems difficult to
achieve if it is a tumor value from a chosen-prefix collision attack that must depend on all
data preceding it. Still, Sign 0 demonstrates that it is possible to have a secure signature
scheme with signer-chosen suffixes.
One previously studied property of some signature schemes is called uniqueness [18]
(or invariance [13]), which requires that for every message there exists only a single valid
signature value. This is a stronger property, but it implies that signers cannot generate
signatures with a chosen suffix. Unfortunately, we did not find an analysis of standardized
signature schemes with respect to uniqueness.
We give some informal arguments for why finding signatures with a chosen suffix is
difficult for commonly used signature algorithms.
RSA PKCS#1 v1.5 Since the secret exponent d and modulus N are fixed, the problem
is to find a message M , such that (padding||H(M ))d mod N has the desired suffix. We
assume here that there is some flexibility in the choice of M , e.g., it contains a serial number
that can be freely chosen. Since exponentiation by d (mod N ) is a permutation, if H(M )
and H(M 0 ) are distinct, then so are their signatures. So there are no choices of d that bias
H(M )d towards the suffix value. When H is a random oracle, H(M ) is unpredictable, and
the distribution of bit patterns are uniformly random. In the simplest case, when d = 1,
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finding an M such that H(M ) has the desired suffix S requires 2`S work, where `S is the
bit length of S. Other choices of d do not reduce the search space, so the same amount of
work is required.
RSA PSS Similar reasoning applies to PSS, since the encoded message is the output of
a strong hash function, finding a message with a chosen suffix appears difficult.
ECDSA and EdDSA First note that for ECC signatures this is usually going to be
impossible because of the signatures are too short. For example, ECDSA with curve NIST
P256 has signatures of length about 64 bytes, and the smallest tumor for MD5 is 76 bytes.
With both ECDSA and EdDSA, the signing equation depends on the output of a strong
hash function, in a more complex way than for RSA signatures. It seems difficult to
compute signatures with a chosen suffix (but we don’t have a proof).

7

Recommendations

To mitigate security issues caused by non-unique thumbprints we recommend the following:
1. Applications should migrate all thumbprints to SHA-256 or SHA-512. If existing infrastructure cannot accommodate a 32-byte digest, truncating these stronger digests
to 20 or 16 bytes is preferable to using weaker algorithms.
2. In places where changing the digest is not possible (e.g., out-of-support apps that will
not receive an update), or will take time, use collision detection (for MD5 or SHA1 as appropriate). The collision detection check can be done by a passive network
observer for some protocols, such as TLS 1.2 where the client and server certificates
are sent unencrypted. An alternative to checking on the network is for the platform
to do it as part of certificate validation.
3. Projects that monitor PKI, like Certificate Transparency, should check certificate
thumbprints with SHA-1 and MD5 collision detection.
4. Do not use thumbprints to identify and block or revoke certificates in an application,
as certificate thumbprints may be changed regardless of the hash function used to
compute them. This could be addressed cryptographically by requiring CA signature
algorithms be strongly unforgeable, however, this would prevent the use of ECDSA,
which is is already in use and supported in most software, so we don’t see forbidding
it as a practical recommendation.
Non-recommendations The following partial mitigations are not recommended, since
they do not address the root cause.
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1. Rejecting RSA keys with e 6= 216 + 1. This only works for RSA, not ECDSA. It
may also be impractical to reject these certificates, since our dataset includes a large
number of RSA certificates with other values of e.
2. Rejecting certificates with long SKI values, or custom extensions, or otherwise profiling the X509 standard (RFC 5280). RPs should certainly not do this since the
extension may be legitimate and they simply don’t understand it (though others do).
It may make sense for subjects to scrutinize certificates they are issued, checking for
unexpected extensions, or running collision detection on certificates issued to them.
3. We also considered mitigations to prevent key substitution attacks, such as modifying
the issuer’s signing algorithm by prepending the issuer’s public key to the tbsCertificate data. We encourage this for new algorithms (as was done for EdDSA), but
think changing existing algorithms is too disruptive, relative to our recommendations
above.
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A

Example Certificates with Colliding MD5 Thumbprints

Below are four PEM encoded certificates, cert1.pem, issued by issuer1.pem, and cert2.pem
issued by issuer2.pem. We also include issuer2.key, the second issuer’s private key, that
we solved for with the key substitution attack.
To compute the MD5 thumbprint of cert1.pem, use
openssl x509 -in cert1.pem -outform DER | openssl dgst -md5

To check that issuer1.pem is the issuer of cert1.pem, use
openssl verify -CAfile issuer1.pem -verbose \;
-attime 1519522786 cert1.pem
cert1.pem
-----BEGIN CERTIFICATE----MIIFUDCCBDigAwIBAgIRAP8ttrDYI6IBq/y6yjjBzZQwDQYJKoZIhvcNAQELBQAw21
-----END CERTIFICATE----issuer1.pem
-----BEGIN CERTIFICATE----MIICoDCCAYgCCQD60kjmTUQwoTANBgkqhkiG9w0BAQsFADASMRAwDgYDVQQDDAdE-----END CERTIFICATE----cert2.pem
-----BEGIN CERTIFICATE----MIIFUDCCBDigAwIBAgIRAP9mhIkfyuhe6JyLNYqGrvMwDQYJKoZIhvcNAQELBQAw22
-----END CERTIFICATE----issuer2.pem
-----BEGIN CERTIFICATE----MIIDnzCCAocCCQDMR/Y/Bs+9TTANBgkqhkiG9w0BAQsFADASMRAwDgYDVQQDDAdE-----END CERTIFICATE----issuer2.key
-----BEGIN RSA PRIVATE KEY----MIIFoQIBAAKCAQEAg0tWyCTMEKi+HQPXAwIe2sZjJxstKD/M7h9bRLzFQ7T8FQ4l
KILuWYjJ+SaVUVJfKV6bNUjcmMenOdcmRwGN9mEhFaArnyN3+rlpWj2Xog5ZmYkf
O5U2JhRF2kAJGY7IV59NnOMhvofy3PUAEoiM0B7VGDMXfLJt903EcIfHcxVWG72F

23
-----END RSA PRIVATE KEY-----

B

Example Certificates with Mauled Signatures

In this appendix we provide examples of pairs of certificates with identical TBSCertificate
data, but different thumbprints, because of differences in the signatures.

B.1

A Mauled ECDSA Certificate

The first example is an ECDSA-signed certificate (ecdsa.pem), where we replaced s with
−s (mod n) (ecdsa-modified.pem). The issuer chain is provided as ecdsa-issuer.pem.
To view the certificate data and the thumbprints use the commands
openssl x509 -fingerprint -noout -in ecdsa.pem -text
openssl x509 -fingerprint -noout -in ecdsa-modified.pem -text

The SHA-1 fingerprints should (respectively) be
5F1B5BDDA91826A48C86F942D673C3A2C5DF0F0E
66E0E8D044A5D30187E7203279CC98FD95F0ED8F
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To verify the signatures, use the commands
openssl verify -CAfile ecdsa-issuer.pem ecdsa.pem
openssl verify -CAfile ecdsa-issuer.pem ecdsa-modified.pem
ecdsa.pem
-----BEGIN CERTIFICATE----MIIDvDCCA2KgAwIBAgIQDDJLjLyKRnWxamz96kxwsTAKBggqhkjOPQQDAjBvMQsw-----END CERTIFICATE-----

ecdsa-modified.pem
-----BEGIN CERTIFICATE----MIIDvTCCA2KgAwIBAgIQDDJLjLyKRnWxamz96kxwsTAKBggqhkjOPQQDAjBvMQsw25

YWNlcnRzLmRpZ2ljZXJ0LmNvbS9DbG91ZEZsYXJlSW5jRUNDQ0EtMi5jcnQwDAYD
VR0TAQH/BAIwADAKBggqhkjOPQQDAgNJADBGAiEAkrdDjkReXxAvANnf0vIiNx86
Ef9G86Ybmr++QyjB8JcCIQDwMch/PJ8FZWlL7p1aIiL20olG24asZqP4I3KVWPLD
4Q==
-----END CERTIFICATE----ecdsa-issuer.pem
-----BEGIN CERTIFICATE----MIIDdzCCAl+gAwIBAgIEAgAAuTANBgkqhkiG9w0BAQUFADBaMQswCQYDVQQGEwJJ-----END CERTIFICATE---------BEGIN CERTIFICATE----MIIDozCCAougAwIBAgIQD/PmFjmqPRoSZfQfizTltjANBgkqhkiG9w0BAQsFADBa26

-----END CERTIFICATE-----

B.2

A Mauled RSA Certificates

The second example demonstrates mauling the signatureAlgorithm field in the Certificate
ASN.1 sequence. Two certificates are provided: cert-has-NULL.pem a certificate with the
parameters field set explicitly to NULL (with the bytes 05 00), and cert-no-NULL.pem
where the parameters field is omitted. The issuer certificate is issuer-NULL.pem. Verification of cert-no-NULL.pem will fail in OpenSSL. When opening the certificates in Windows
(save them as .crt files), they will both verify correctly, and have the thumbprints:
50f125efca2428ff17d204b89e5264509a283da7
4736619c340b3b28979fa857039f8b2d7ff82c8e
cert-has-NULL.pem
-----BEGIN CERTIFICATE----MIIE3DCCA8SgAwIBAgIQPiM0Wu0sClF7Jt7UgB0QqjANBgkqhkiG9w0BAQsFADCB-----END CERTIFICATE----cert-no-NULL.pem
-----BEGIN CERTIFICATE----MIIE2jCCA8SgAwIBAgIQPiM0Wu0sClF7Jt7UgB0QqjANBgkqhkiG9w0BAQsFADCB
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==
-----END CERTIFICATE----issuer-NULL.pem
-----BEGIN CERTIFICATE----MIIEKjCCAxKgAwIBAgIQYAGXt0an6rS0mtZLL/eQ+zANBgkqhkiG9w0BAQsFADCB28

m7v/OeZWYdMKp8RcTGB7BXcmer/YB1IsYvdwY9k5vG8cwnncdimvzsUsZAReiDZu
MdRAGmI0Nj81Aa6sY6A=
-----END CERTIFICATE-----

C

Certificate Pinning

Certificate pinning is one of the scenarios we investigated when looking at thumbprint
security, so we include a description of pinning and how certificate thumbprints could
affect security in some implementations. Admittedly, the scenario is unlikely, and any
weakness would be difficult to exploit, but it serves as a concrete example.
Operating systems generally ship with a certificate store, a collection of trusted root CA
certificates. Applications like browsers, mail clients and TLS libraries may use these roots
when validating certificates. However, since there are a large number of CA certificates
in the platform certificate store, applications sometimes wish to limit which certificates
are trusted. For example, consider a mobile application that makes connections to a cloud
service (operated by the application author). These connections are secured with TLS, and
the application must validate the server certificate chain. The Android platform certificate
store contains over one hundred root certificates belonging to about seventy CAs.8 A
breach or malicious behavior by any one of these CAs can allow a network attacker to
successfully authenticate itself as the application’s cloud backend, and obtain user data,
and modify data sent to the application. The application can reduce its attack surface by
limiting the certificates it trusts. How this is done varies by application and platform.
The application can require that the certificate first chains to a root in the store, then
apply further checks. Applications that don’t need their backend services to be trusted by
browsers can use self-issued certificates and can skip validation against the platform store.
The further checks may be one, or a combination of the following:
• Checking that the root certificate is a known value.
• Checking that the certificate chain contains a specific intermediate CA certificate.
• Checking that the end-entity certificate is a specific value.
• Checking that the public key of one certificate in the chain matches a known value.
The known values are referred to as pins and they ship as part of the application. In most
examples we could find, the pin is a hash of the certificate or key, and the application hashes
received certificates and public keys to compare them to the pins. There are many secure
ways of implementing pinning [24], with various trade-offs. If the application implements
pinning by comparing certificate hashes to known hashes, there is potentially weakness if
thumbprints are not unique. If the attacker can obtain a certificate which hashes to the
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pin, for which he knows the private key, he can pass the pinning check, and authenticate
to the application.
Note that in this case, even the CA that issued the server certificate cannot impersonate
the server since the application will only accept certificates matching the pin — other
certificates the CA creates will be rejected. Therefore, crafting two certificates with the
same thumbprint can allow the CA to intercept the app traffic, in a way not possible when
thumbprints are unique.
Research related to certificate pinning Chothia et al. [6] and Stone et al. [36] review mobile apps and describe how some (mis)use pining to restrict the root CAs that can
authenticate a TLS server. Clark and van Oorschot [7] survey different mechanisms for pinning public keys in TLS connections supported by browsers, and Kranch and Bonneau [16]
study how some of these mechanisms are implemented and deployed. Fahl et al. [10] study
use of TLS by mobile apps and discuss the challenges with using certificate pinning, and
provide tools to help developers. Oltrogge et al. [23] review a large set of Android applications and estimate the feasibility of using certificate pinning, describe implementations,
their flaws, and how the Android platform supports pinning.

C.1

Detailed Attack Scenario

Here we explain a specific scenario in greater detail. The attack scenario is a targeted
attack, similar to Flame [11], where the attacker is trying to avoid detection.
• The CA is malicious or (more likely) compromised by the attacker. Without this
condition, input to the thumbprint algorithm will always end in a large unpredictable
value (the signature), and the serial number will be a large unpredictable value, so
this seems difficult to avoid.
• All issued certificates will be public, and even logged in systems like Certificate
Transparency [17]. The attack should remain undetectable.
• The legitimate subject (owner of certificate C1 ) is a high value website, web API,
or VPN service. The first certificate C1 is created between the CA and the subject.
From the requester’s perspective the process should not differ from the process of
interacting with an honest CA. The attacker may not necessarily know the key used
to sign C1 , but needs at least oracle access to it when creating C1 .
• We assume that clients (the relying parties) pin the certificate by thumbprint only.
– E.g., the application ships with a (list of) certificate thumbprint(s), and accepts
any TLS connections that complete successfully with an end-entity certificate
having the same thumbprint.
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– This is consistent with OWASP guidance on certificate pinning [24].
– Optionally, the client may require that the pinned certificate chains up to a root
in the certificate store. This is discussed in Section 3.
Attacker Goal:
• Given a CSR from the legitimate subject, create a legitimate certificate C1 , and a
second certificate C2 with a chosen public key, such that C1 and C2 have the same
thumbprint.
• The malicious certificate should be as close to possible as the legitimate certificate,
but the public key must be different, ideally the key pair is secure and known only
to the attacker, and indistinguishable from honestly generated keys.
• Certificate C2 can then be used in a man-in-the-middle attack against the client,
where the attacker authenticates as the legitimate subject.
Limitations Admittedly this scenario is somewhat contrived and requires a sophisticated
attacker. When compared to the Flame attack, a known sophisticated attack on PKI,
it additionally requires compromise of one or more CAs, whereas Flame only required
interacting with the CA as a subject of the PKI. Since most CAs have migrated away from
MD5 and SHA1, it’s natural that new cryptographic attacks increase in sophistication.
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