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Abstract
Techniques for eliminating variables from a system of nonlinear equations are used to find
solutions of the system. We discuss how these methods can be used to attack certain types of
symmetric block ciphers, by solving sets of equations arising from known plain text attacks.
The systems of equations corresponding to these block ciphers have the characteristics that
the solution is determined by a small subset of the variables (i.e., the secret key), and also that
it is known that there always exists at least one solution (again corresponding to the key which
is actually used in the encryption). It turns out that some toy ciphers can be solved simpler
than anticipated by this method, and that the method can take advantage of overdetermined
systems.
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Introduction

The goal of algebraic cryptanalysis is to exploit the algebraic structure of a cipher in order to
retrieve the secret key. This is achieved by expressing the encryption transformation as a large
system of nonlinear equations over a finite field, and then solving this system of equations. Algebraic cryptanalysis received renewed attention recently, and attacks such as the XL and XSL
algorithms were introduced [13, 14, 16], although these attacks were shown to be infeasible in
practice [21, 20, 22]. Approximately at the same time, direct constructions of Gröbner bases were
considered [4]. We also note that the algebraic approach may be combined with other cryptanalytic
methods [27].
As a consequence of these results, researchers instead started to consider reduced block ciphers
with a behaviour resembling that of real block ciphers, in order to perform experiments in practice
and to to gain insight into the behaviour and the effectiveness of algebraic attacks. In [8] the
authors performed experiments for solving systems of equations arising from small-scale versions
of AES by using Gröbner basis methods via the F 4 algorithm [17]. The results showed that even
for small-scale versions of AES, the computations became unfeasible at an early stage. The results
on small scale variants of the AES cipher were improved in [5], where the authors conclude that
Gröbner basis methods are unlikely to solve a full system of equations for AES.
The ideas presented in this paper are motivated by the recent papers [24, 25], where the authors
develop efficient algorithms for eliminating variables systems of Boolean equations. Our aim is to
eliminate the auxiliary variables introduced when describing reduced block ciphers as systems of
equations over F2 , while still limiting the degree of the polynomial equations that arise during the
elimination process, in contrast to other related methods such as Gröbner bases. The downside
of this approach is that during the elimination algorithm, higher degree polynomials have to be
discarded, with the implication that false solutions (keys) will be introduced in the system. In
order to deal with this problem, the concept of information loss is introduced. Using this concept,
we generalize the elimination algorithm from [24] into a dynamical elimination algorithm. We
perform experiments on several types of small scale block ciphers, and in particular demonstrate
how the suggested algorithm can eliminate many of the auxiliary variables from block ciphers while
1

