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Abstract
In 2018 the СTR-ACPKM internally re-keyed block cipher mode was adopted in Russian Standardization System and must pass through the last formal standardization stages
in IETF. The main distinctive feature of this mode is that during each message processing,
the key, used for data blocks transformation, is periodically changed. In the current paper
we obtained the security bound for this mode in the standard IND-CPNA security model.
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Introduction

The effectiveness of many cryptanalytic methods (see, e.g. [14, 11, 15]) depends heavily on
amount of data processed under a single key, therefore this amount of data should be limited.
A certain maximum amount of data, which can be safely encrypted under a single key, is called
«key lifetime». The trivial way to increasing the key lifetime (such as renegotiation) can reduce
the total performance due to termination of application data transmission, the use of random
number generators and many other resource-intensive additional calculations.
For the protocols based on block ciphers an efficient way to increasing the key lifetime is to
use various re-keying mechanisms. Re-keying mechanisms can be applied on the different protocol levels: on the block cipher level (fresh re-keying [13]), on the block cipher mode of operation
level (internal re-keying [7]), and on the message processing level (external re-keying [7]). From
the viewpoint of cryptographic and operational properties each of these approaches has its own
advantages and disadvantages (see [17] for details). For instance, the external re-keying approach doesn’t require the development of new block ciphers or modes of operation and allows
to apply a quite simple modular security analysis for resulting protocol [5], while the fresh
re-keying approach often changes the internal structure of the used block cipher, that requires
a nontrivial security analysis [13]. In the Russian protocols, the internal re-keying approach is
widely spread. For example, it is used in the protocols TLS [3], IPsec [1], CMS [2]. This approach is associated with the development of a special class of internally re-keyed block cipher
modes of operation. Their main feature is that during each message processing, the key, used
for data blocks transformation, is periodically changed.
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The current paper contains the security analysis of the СTR-ACPKM internally re-keyed
mode, which was adopted in Russian Standardization System and is currently being considered
in IETF. In addition, the СTR-ACPKM mode is also supposed to be used in the Russian
ciphersuites of the TLS 1.2 protocol [4]. The analysis of the СTR-ACPKM mode was carried
out in the paradigm of provable security, in other words, lower security bound was obtained in
security model relevant for encryption modes (the IND-CPNA model [9, 16]).
The proof for the СTR-ACPKM mode is similar to the proof for the GCM-ACPKM mode
presented in [7], since the GCM-ACPKM encryption part is based on the СTR-ACPKM mode.
However, the bounds for the GCM-ACPKM mode [7] are expressed in the term of the maximum
plaintext length, while the current paper contains tighter bound for СTR-ACPKM in the term
of the total plaintext length. This bound was obtained using the new more clear proof that
simplifies verification and comparison.
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Preliminaries and Basic Security Notions

By {0, 1}u we denote the set of u-component bit strings and by {0, 1}∗ we denote the set of
all bit strings of finite length. Let 0u be the string, consisting of u zeros. For bit strings U and
V we denote by U kV their concatenation. Let |U | be the bit length of the string U . We denote
by |U |u = d|U |/ue the length of the string U in u-bit blocks.
For a bit string U and a positive integer l 6 |U | let msbl (U ) (lsbl (U )) be the string, consisting
of the leftmost (rightmost) l bits of U . For nonnegative integers l and i let strl (i) be l-bit
representation of i with the least significant bit on the right. For a nonnegative integer l and a
bit string U ∈ {0, 1}l let int(U ) be an integer i such that strl (i) = U . Let Inc(U ) be the function,
which takes the input U ∈ {0, 1}u and outputs the string msbu/2 (U )kstru/2 (int(lsbu/2 (U )) +
1 mod 2u/2 ).
For any set S, define P erm(S) as the set of all bijective mappings on S (permutations on
S), and F unc(S) as the set of all mappings from S to S. A block cipher E (or just a cipher)

with block size n and key size k is the permutation family EK ∈ P erm({0, 1}n ) | K ∈ {0, 1}k ,
where K is a key. If the value s is chosen from a set S uniformly at random, then we denote
U
s←
− S.
For a bit string U we denote by U [i] ∈ {0, 1}n , 1 6 i 6 |U |n − 1, and U [|U |n ] ∈ {0, 1}h ,
h 6 n, such strings that U = U [1]kU [2]k . . . kU [|U |n ] and call them «blocks» of the string U .
We model an adversary using an interactive probabilistic algorithm that has access to one
or more oracles. The resources of A are measured in terms of time and query complexities.
For a fixed model of computation and a method of encoding the time complexity includes the
description size of A. The query complexity usually includes the number of queries and the
maximum length of queries or the total length of queries. Denote by AdvM
S (A) the measure of
the success of the adversary A in realizing a certain threat, defined by the model M, for the
cryptographic scheme S. The formal definition of this measure will be given in each specific
case.
A block cipher is usually regarded as a family of permutations, which on its own does not
provide such application-level security properties as integrity, confidentiality or authenticity
(see, e.g. [8]). The cipher is usually used as a base function for constructing other schemes
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or protocols that solve the above-mentioned cryptographic challenges. The security of such
constructions is proven under assumption that the block cipher is secure. In a paradigm of the
practice-oriented provable security (see [10]) we should quantify the security as a function of
the used cipher security for appropriate models. Standard security model for block ciphers is
PRP-CPA («Pseudo Random Permutation under Chosen Plaintext Attack») (see, e.g. [8]). The
formal definition can be found in Appendix B.
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Internally Re-keyed СTR-ACPKM mode

Internal re-keying is an approach to increasing the key lifetime by using a transformation
of a data processing key (a section key) during each separate message processing. Such key
transformation mechanisms are built into the particular base mode of operation and depend
heavily on the internal features of its structure, therefore they are called «internal» re-keying
mechanisms.
Each message is processed starting with the same key (the first section key) and each
section key is updated using the certain key update technique after processing certain amount
of message blocks (a section). The mode parameter, hereinafter called section size and denoted
as N , is measured in blocks and is fixed within a specific protocol depending on the requirements
of the system capacity and the key lifetime.
In this section we define the СTR-ACPKM internally re-keyed mode with section size N
(СTR-ACPKMN ). The mode structure is shown in Figure 1. During the processing of the input
plaintext P of the block length m = |P |n under the initial key K the message is divided into
l = dm/N e sections (denoted as P = P 1 kP 2 k...kP l , where P i ∈ {0, 1}nN for i ∈ {1, 2, ..., l − 1},
P l ∈ {0, 1}r , r 6 nN ). The first section of each message is processed under the section key
K 1 = K using the СTR subroutine. The (i + 1)-th section of message is continued to be
processed using the СTR subroutine under the K i+1 section key, which is calculated using
ACPKM transformation as follows:
K i+1 = ACPKM(K i ) = msbk (EK i (D1 )k . . . kEK i (Ds )),
where s = dk/ne and D1 , D2 , . . . , Ds ∈ {0, 1}n are arbitrary pairwise different constants such
that the (n/2)-th bit (counting from the right) side of each Di is equal to 1. The plaintext length
must be at most 2n/2−1 blocks. Note that the internal state (counter) of the СTR-ACPKMN
mode is not reset for each new section and the condition on the D1 , D2 , . . . , Ds constants allows
to prevent collisions of block cipher permutation inputs in cases of key transformation and
message processing (see [17, 6] for details).
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Figure 1: The СTR-ACPKMN encryption mode takes a key K ∈ {0, 1}k , a nonce IV ∈ {0, 1}n/2 (here
ctr = IV k0n/2 ) and a plaintext P ∈ {0, 1}∗ as inputs and returns a ciphertext C ∈ {0, 1}|P | as an output. The
ACPKM subroutine generates next section key K i+1 using the previous section key K i . The CTR subroutine
processes sections P 1 , . . . , P l of the plaintext P under the corresponding section keys. Each section consists of
R blocks, where R = N for intermediate sections and R 6 N for a final section.

3.1

Security Analysis of the СTR-ACPKM mode

The security analysis of the СTR-ACPKM mode has been carried out in the IND-CPNA
(«Indistinguishability under Chosen Plaintext and Nonce Attack») model, which is strictly
formalized in Appendix B. This model is similar to the standard IND-CPA security model [9]
but considers nonce-respecting adversaries [16]. Informally, in this model the adversary has to
distinguish the obtained ciphertexts from the «garbage», having the capability to adaptively
choose plaintexts and nonces (in a unique manner). The IND-CPNA is the strongest standard
security model (known at the time) which allows to analyze the cryptographic properties of the
mode from the viewpoint of computational «closeness» to the ideal one-time pad encryption [16].
Theorem 3.1. Let N be the parameter of СTR-ACPKM mode. Then for any adversary A with
time complexity at most t that makes queries, where the maximum message length is at most m
(m 6 2n/2−1 ) blocks and the total message length is at most σ blocks, there exists an adversary
B such that
PRP-CPA
AdvIND-CPNA
(B) +
СTR-ACPKMN (A) 6 l · AdvE

(σ1 + s)2 + . . . + (σl−1 + s)2 + (σl )2
2n+1

where s = dk/ne, l = dm/N e, σj is the total data block length processed under the section
key K j and σj 6 2n−1 , σ1 + . . . + σl = σ. The adversary B makes at most σ1 + s queries.
Furthermore, the time complexity of B is at most t + cn(σ + ls), where c is a constant that
depends only on the model of computation and the method of encoding.
The proof can be found in Appendix D.
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3.2

Comparative bounds analysis

In the current section we consider the obtained bound for the internally re-keyed CTRACPKM mode in more detail and compare it with the security bound for the CTR (see [9])
mode without re-keying. The bounds are presented in Table 1. The bound for the internally
re-keyed mode shows that the insecurity of the mode reaches minimum if σ1 = . . . = σl , i.e. if
all messages are of the same length.
(A)
AdvIND-CPNA
Mode

Mode

≈

СTR
СTR-ACPKMN ≈

σ2
2n+1

(σ1 + s)2 + . . . + σl2
2n+1

Table 1: Security bounds for the СTR mode and the internally re-keyed СTR-ACPKMN mode with the
section size N (under secure block cipher). Here s = dk/ne, σ is the total plaintexts block length, m is the
maximum plaintext block length and σj is the total block length of data, processed under the section key K j
(σ1 + . . . + σl = σ, where l = dm/N e).

Consider the case l = 1 (no re-keying during message processing). Note, that for the СTR
and СTR-ACPKMN modes the bounds are equal that is explained by total equivalence of the
considered modes.
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Conclusion

Results obtained in this paper show that, under security of the used block cipher, the
cryptographic properties of the СTR-ACPKM mode are improved compared to the properties
of the associated СTR mode without internal re-keying for all practical cases.
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A

Additional notations

Introduce additional notions which are used in further proofs. For an algorithm A by A ⇒ s
we denote an event, that occurs if the algorithm A returns value s as its execution result.
Denote by AO1 ,O2 ,... an adversary A that interacts with oracles O1 , O2 , . . . by making queries.
$
Notation b ←
− AO1 ,O2 ,... means that the algorithm A, after interacting with oracles O1 , O2 , . . .,
outputs bit b ∈ {0, 1}. For the deterministic algorithm A by A →
− x or by x ←
− A is denoted
that A returns the value x.
D
For any set S and distribution D on S by s ←
− S we denote that value s is chosen in set S
by random according to the distribution D.

B

Security Models
For a cipher E with parameters n and k define




PRP-CPA−1
PRP-CPA−0
AdvPRP-CPA
(A)
=
Pr
Exp
(A)
=
1
−
Pr
Exp
(A)
=
1
,
E
E
E

where the experiments ExpPRP-CPA−1
(A) and ExpPRP-CPA−0
(A) are defined in the following
E
E
way:
ExpPRP-CPA−b
(A)
E
if b = 0 then
U
P ←
− P erm({0, 1}n )
else
U
K←
− {0, 1}k
b
$
− AP
b0 ←
return b0

Oracle Pb (M ), M ∈ {0, 1}n
if b = 0 then
return P (M )
else
return EK (M )

The PRF notion is defined in the same way as PRP-CPA except for the random permutation
U
P ←
− P erm({0, 1}n ), which is replaced by the random function F ←
− F unc({0, 1}n ):




PRF−1
PRF−0
AdvPRF
(A)
=
Pr
Exp
(A)
=
1
−
Pr
Exp
(A)
=
1
.
E
E
E
U

Definition B.1. A symmetric encryption scheme SE for a set of keys K, a set of plaintexts P,
a set of ciphertexts C, and a set of nonces N consists of three algorithms {SE.K, SE.E, SE.D},
as follows:
$

• SE.K() →
− K: The randomized key generation algorithm that returns a key K ∈ K. This
algorithm is often defined by taking security parameter as input. But in this work it will
be omitted.
• SE.E(K, P, IV ) →
− C: The deterministic encryption algorithm, takes a key K ∈ K, a
plaintext P ∈ P, and a nonce IV ∈ N to return a ciphertext C ∈ C.
• SE.D(K, C, IV ) →
− P : The deterministic decryption algorithm, takes a key K ∈ K, a
ciphertext C ∈ C, and a nonce IV ∈ N to return a plaintext P ∈ P.
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Definition B.2. Let SE = {SE.K, SE.E, SE.D} be a symmetric encryption scheme and let A
be an adversary. The advantage of A for the scheme SE in the IND-CPNA model (IND-CPNAadvantage) is defined as




IND-CPNA−0
(A) = Pr ExpIND-CPNA−1
(A) ⇒ 1 − Pr ExpSE
(A) ⇒ 1 ,
AdvIND-CPNA
SE
SE
IND-CPNA−b
where the experiment ExpSE
(A), b ∈ {0, 1} is defined as follows

Oracle Encryptb (P, IV )

ExpIND-CPNA−b
(A)
SE

$

$

C←
− SE.E(K, P, IV )
if b = 0 then
U
R←
− {0, 1}|C|
return R
return C

K←
− SE.K()
$

b

b0 ←
− AEncrypt
return b0

C

Internally Re-keyed Mode

СTR-ACPKMN (K, IV, X)
1: CT R ←
− IV kstrn/2 (0)
2: b ←
− |X|n
3: K 1 ←
−K
4: for j ←
− 2 to db/N e do
5:
Kj ←
− ACPKM(K j−1 )
6: for i ←
− 1 to b do
7:
j←
− di/N e
8:
CT Ri ←
− π(CT R, i − 1)
9:
Gi ←
− EK j (CT Ri )
10: Y ←
− X ⊕ msb|X| (G1 k . . . kGb )
11: return Y

СTR-ACPKMN .K()
1: Key generation:
U
2: K ←
− {0, 1}k
3: return K
СTR-ACPKMN .E(K, IV, M )
1: Ciphertext computation:
2: C ←
− СTR-ACPKMN (K, IV, M )
3: return C
СTR-ACPKMN .D(K, IV, C)
1: Plaintext computation:
2: M ←
− СTR-ACPKMN (K, IV, C)
3: return M

Pseudocode 2: The СTR-ACPKM Mode.
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D

Security Analysis of the СTR-ACPKM mode

Proof. Define hybrid experiments Hybridj (A), j = 0, 1, . . . , dm/N e. In the experiment Hybridj (A)
the oracle in the IND-CPNA notion is replaced by the oracle, which operates in the following
way:
U

• The oracle chooses key K j+1 ←
− {0, 1}k ;
• In response to a query (P, IV ) the oracle returns C, where
C = M ⊕ msb|P | (C 0 kC j+1 k . . . kC dm/N e ),
U

here C 0 ←
− {0, 1}nN j and C i , i = (j + 1), . . . , dm/N e, is the result of the i-th section
processing under the K i section key. Note that the (j + 1)-th section is processed under
the «truly» random K j+1 key and each next key is produced according to ACPKM.
The result of any experiment described above is what the adversary A returns as a result.
Note that the Hybrid0 (A) experiment totally coincides with the ExpIND-CPNA−1
СTR-ACPKMN (A) experIND-CPNA−0
iment, and the experiment Hybriddm/N e (A) coincides with ExpСTR-ACPKMN (A) experiment, i.e.
the following inequalities hold:


Pr [Hybrid0 (A) ⇒ 1] = Pr ExpIND-CPNA−1
СTR-ACPKMN (A) ⇒ 1 ,




Pr Hybriddm/N e (A) ⇒ 1 = Pr ExpIND-CPNA−0
(A)
⇒
1
.
СTR-ACPKMN
Construct a set of adversaries Bj , j = 1, . . . , dm/N e, for the block cipher in the PRF model,
which uses A as a black box.
After receiving a query (P, IV ) from A the adversary Bj processes this query as in the
Hybridj (A) experiment but the encrypted blocks for masking the j-th section and blocks of
the (j + 1)-th section key are obtained by making queries to the oracle provided by the PRF
experiment. Note that Bj , j = 1, . . . , dm/N e − 1, makes at most σj + s queries and Bdm/N e
makes at most σdm/N e queries. The adversary Bj returns 1, if the adversary A returns 1, and
returns 0, otherwise.
Note that


Pr ExpPRF−1
(Bj ) ⇒ 1 = Pr [Hybridj−1 (A) ⇒ 1] ,
E


Pr ExpPRF−0
(Bj ) ⇒ 1 = Pr [Hybridj (A) ⇒ 1] .
E
The last equality is proceeded from that the input blocks for producing the K j+1 section
key and the input blocks for masking the j-th section are different for the random function.
Therefore, the K j+1 variable distribution is statistically indistinguishable from the «truly»
random one.
Then for the advantages of the adversaries Bj
dm/N e

dm/N e

X
j=1

AdvPRF
E (Bj )

=

X

dm/N e

Pr [Hybridj−1 (A) ⇒ 1] −

j=1

X

Pr [Hybridj (A) ⇒ 1] =

j=1



= Pr [Hybrid0 (A) ⇒ 1] − Pr Hybriddm/N e (A) ⇒ 1 = AdvIND-CPNA
СTR-ACPKMN (A).
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From the PRP/PRF switching lemma [12] for any block cipher E and any adversary B 0
making at most q queries we have
PRP-CPA
0
(B 0 ) +
AdvPRF
E (B ) 6 AdvE

q(q − 1)
q2
PRP-CPA
0
(B
)
+
6
Adv
.
E
2n+1
2n+1

Thus,
dm/N e−1 

dm/N e

AdvIND-CPNA
СTR-ACPKMN (A)

=

X
j=1

AdvPRF
E (Bj )

6

X
j=1

(Bj )
AdvPRP-CPA
E

(σi + s)2
+
2n+1


+

(σdm/N e )2
+
+
6
2n+1
lmm
(σ1 + s)2 + . . . + (σdm/N e−1 + s)2 + (σdm/N e )2
(B)
+
AdvPRP-CPA
6
,
E
N
2n+1
(Bdm/N e )
AdvPRP-CPA
E

where B is an adversary which makes at most σ1 + s queries. The last relation is due to
σ1 > . . . > σdm/N e and AdvPRP-CPA
(B 0 ) 6 AdvPRP-CPA
(B 00 ) for such adversaries B 0 and B 00 with
E
E
the same computational resources that the queries number made by B 0 is less than the queries
number made by B 00 .

10

