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Abstract

We propose a framework for achieving a public-key encryption (PKE) scheme that satis-
fies key dependent message security against chosen ciphertext attacks (KDM-CCA security)
based on projective hash function. Our framework can be instantiated under the deci-
sional diffie-hellman (DDH), quadratic residuosity (QR), and decisional composite residu-
osity (DCR) assumptions. The constructed schemes are KDM-CCA secure with respect to
affine functions and compatible with the amplification method shown by Applebaum (EU-
ROCRYPT 2011). Thus, they lead to PKE schemes satisfying KDM-CCA security for all
functions computable by a-priori bounded size circuits. They are the first PKE schemes
satisfying such a security notion in the standard model using neither non-interactive zero
knowledge proof nor bilinear pairing.

The above framework based on projective hash function captures only KDM-CCA secu-
rity in the single user setting. However, we can prove the KDM-CCA security in the multi
user setting of our concrete instantiations by using their algebraic structures explicitly. Es-
pecially, we prove that our DDH based scheme satisfies KDM-CCA security in the multi
user setting with the same parameter setting as in the single user setting.

Keywords: key dependent message security, chosen ciphertext security, projective hash
function.
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1 Introduction

1.1 Backgrounds

Key dependent message (KDM) security, introduced by Black, Rogaway, and Shrimpton [3],
guarantees confidentiality of communication even if an adversary can get a ciphertext of secret
keys. KDM security is useful for many practical applications including anonymous credential
systems [7] and hard disk encryption systems (e.g., BitLocker [4]). KDM security is defined with
respect to a function family F. Let n denote the number of keys and sk = (sky,--- ,sk,) be
secret keys. Informally, a PKE scheme is said to be F-KDM secure if confidentiality of messages
is protected even when an adversary can see a ciphertext of f(sk) under the k-th public key
for any f € F and k € {1,---,n}. In this paper, we focus on constructing PKE schemes
that satisfy KDM security against chosen ciphertext attacks, namely KDM-CCA security in the
standard model.

Camenisch, Chandran, and Shoup [6] proposed the first KDM-CCA secure PKE based
on the Naor-Yung paradigm [16]. They showed that for any function class F, F-KDM-CPA
secure PKE can be transformed into F-KDM-CCA secure one assuming non-interactive zero
knowledge (NIZK) proof. They also showed a concrete instantiation based on the decisional
diffie-hellman (DDH) assumption on a bilinear pairing. Subsequently, Hofheinz [10] showed
more efficient KDM-CCA secure PKE. His scheme is circular secure (KDM-CCA secure with
respect to selection functions) relying on both the DDH and decisional composite residuosity
(DCR) assumptions on a bilinear pairing.

The first KDM-CCA secure PKE using neither NIZK proof nor bilinear pairing was proposed
by Lu, Li, and Jia [14]. They claimed their scheme is KDM-CCA secure with respect to affine
functions (F-KDM-CCA secure) relying on both the DDH and DCR assumptions. However,
a flow on their security proof was later discovered by Han, Liu, and Lyu [9]. Han et al. also
showed a new F,g-KDM-CCA secure PKE scheme based on the construction methodology of
Lu et al. In addition, they constructed KDM-CCA secure PKE with respect to bounded degree
polynomial functions. Their schemes are efficient and secure relying on both the DDH and DCR
assumptions.

Despite the above previous efforts, it is still open whether we can construct KDM-CCA
secure PKE based on a single computational assumption using neither NIZK proof nor bilinear
pairing. All existing KDM-CCA secure PKE schemes without NIZK proof were proved to be
secure relying on both the DDH and DCR assumptions. These schemes are proposed based on a
specific algebraic structure and it is crucial to assume the hardness of both the DDH and DCR
problems on the specific algebraic structure. Thus, it seems difficult to construct KDM-CCA
secure PKE based on a single computational assumption using their techniques.

Moreover, it is also an open question whether we can construct KDM-CCA secure PKE
with respect to all functions computable by bounded size circuits (F,-KDM-CCA secure) using
neither NIZK proof nor bilinear pairing. The only existing way to construct Fu;-KDM-CCA
secure PKE is to utilize the amplification method shown by Applebaum [2]. Applebaum showed
if a PKE scheme is KDM-CCA secure with respect to projection functions, we can transform it
into a Fa-KDM-CCA secure one, where projection function is a function whose each output bit
depends on only a single bit of an input. Kitagawa, Matsuda, Hanaoka, and Tanaka [12] later
showed we can perform such a transformation even if the underlying PKE is only KDM-CCA
secure with respect to projection functions whose output is one bit.

Among existing KDM-CCA secure schemes, only Camenisch et al.’s scheme is compatible
with those transformations. Thus, a construction of F,-KDM-CCA secure PKE using neither
NIZK proof nor bilinear pairing is not known so far.



1.2 Our Results

Based on the above back ground, we show the following results.

A framework achieving KDM-CCA security in the single user setting. First, we
propose a framework to construct PKE that is F,-KDM-CCA secure in the single user setting
based on projective hash function. Our framework can be instantiated based on the DDH,
quadratic residuosity (QR), and DCR assumptions. More specifically, we obtain the following
theorem.

Theorem 1 (Informal) Under each of the DDH, QR, and DCR assumptions, there exists
PKE that is Far-KDM-CCA secure in the single user setting.

These schemes are also KDM-CCA secure with respect to projection functions of single-
bit output thus compatible with the amplification method of Applebaum [2] and Kitagawa et
al. [12]. Thus, we obtain the following corollary.

Corollary 1 (Informal) Under each of the DDH, QR, and DCR assumptions, there ezists
PKE that is Fa-KDM-CCA secure in the single user setting.

KDM-CCA secure PKE in the multi user setting. Then, we focus on KDM-CCA secu-
rity in the multi user setting. Although the above framework based on projective hash function
captures only KDM-CCA security in the single user setting, we can prove the KDM-CCA secu-
rity in the multi user setting of our concrete instantiations by using their algebraic structures
explicitly.

Our DDH based construction is an extension of the KDM-CPA secure scheme proposed by
Boneh, Halevi, Hamburg, and Ostrovsky [4]. Similarly to Boneh et al., using the self-reducibility
of the DDH problem, we can prove the KDM-CCA security in the multi user setting of our DDH
based construction with the same parameter setting as in the single user setting. Especially, we
formally prove the following theorem.

Theorem 2 (Informal) Under the DDH assumption, there exists PKE that is Fa-KDM-CCA
secure in the multi user setting.

Since the DDH based construction is compatible with the results by Applebaum [2] and
Kitagawa et al. [12], we obtain the following corollary.

Corollary 2 (Informal) Under the DDH assumption, there exists PKE that is Fa-KDM-CCA
secure in the multi user setting.

Our QR and DCR based constructions are extensions of the KDM-CPA secure scheme
proposed by Brakerski and Goldwasser [5]. If we allow the length of a secret key to depend on
the number of users, we can also prove the KDM-CCA security in the multi user setting of our
DCR and QR based schemes using a technique similar to Brakerski and Goldwasser. We briefly
explain how to prove it after the proof of multi user security of the DDH based scheme.

We summarize our results and previous results in Figure 1.



l Scheme ‘ Functions ‘ Assumption ‘ Free of pairing ‘ Amplification ‘ Flexible parameter

[6] Affine DDH v v
[10] Circular DDH+DCR v
[9]-1 Affine DDH+DCR v v
[9]-2 polynomial | DDH+DCR v v

Ours 1 Affine DDH v v v
Ours 2 Affine QR v v
Ours 3 Affine DCR v v

Figure 1: Comparison of KDM-CCA secure PKE schemes. “Amplification” indicates whether
we can transform the scheme into F,-KDM-CCA secure one using the results of Applebaum [2]
and Kitagawa et al. [12]. “Flexible parameter” indicates whether we can prove KDM-CCA
security in the multi user setting of the scheme without making the length of a secret key
depend on the number of users.

1.3 Technical Overview

Our starting point is the constructions of PKE proposed by Wee [19] that is KDM secure in
the single user setting (hereafter, KDM™ security). He showed how to construct KDMM-CPA
secure PKE based on homomorphic projective hash function. His framework captures the
previous constructions proposed by Boneh et al. [4] and Brakerski and Goldwasser [5].

Projective hash function was originally introduced by Cramer and Shoup [8] to construct
PKE satisfying indistinguishability against chosen ciphertext attacks (IND-CCA security). Thus,
we have a natural question whether we can construct KDMM-CCA secure PKE based on pro-
jective hash function.

We answer the above question affirmatively with a simple construction. Below, we first
review the construction proposed by Wee [19].

1.3.1 KDMW-CPA Secure PKE Based on Homomorphic Projective Hash Func-
tion

We consider a group C and its subgroup V satisfying the subgroup indistinguishability, that is,
uniform distributions over C and V are computationally indistinguishable. Based on C and V,
we define projective hash function as follows. A projective hash function is a family H of hash
functions Ag : C — K indexed by a key sk € SK, where K is a group. Let u be a projection
map defined over SK. We require Agx be projective, that is, for every ¢ € V, the value of
Agk(c) is determined by only ¢ and pk = p(sk). In addition, we require that there exist a public
evaluation algorithm Pub that given pk, ¢ € V, and a witness w of ¢ € V, outputs Ag(c). Below,
we denote group operations of C and IC by “” and “+”, respectively.

Using a projective hash function H, we can naturally construct a PKE scheme [T as follows.
When generating a key pair (pk,sk), we sample random sk and compute pk = u(sk). When
encrypting a message m € K, we first sample ¢ <~ V with a witness w of ¢ € V. Then, we
compute d < Pub(pk,c,w) + m and set (¢,d) as a ciphertext. When decrypting (c,d), we
compute m < d — Ag(c).

M is IND-CPA secure if H is smooth, that is, the value of Ag(c) is statistically chose to
uniform given pk = p(sk) and ¢, where sk <~ SK and ¢ <~ C.! We prove the IND-CPA security
of M as follows. We first switch ¢* used to encrypt the challenge message to ¢* <- C by using
the subgroup indistinguishability. Then, the distribution of the resulting ciphertext is close to
uniform due to the smoothness and thus IND-CPA security follows.

! More specifically, this property is called average-case smoothness in general.



KDM security from homomorphism. Wee [19] showed [ is also KDMW-CPA secure if
H is homomorphic, that is, for every cg,c; € C, it holds that Ag(co - ¢1) = Ask(co) + Ask(c1).
More precisely, I is KDM()-CPA secure with respect to functions defined as f.(sk) = Agc(e),
where e € C. Note that this function class corresponds to the set of affine functions in his
instantiations.

If H is homomorphic, we can change the distribution of an encryption of f.(sk), that is

(¢, Pub(pk, ¢, w) + Ask(e)) as

(¢, Pub(pk, ¢, w) + Agc(e)) , where ¢ <~ V
= (¢, Ag(c) + Agc(e)) , where ¢ <~V  (by projective property)

Q

(
= (¢, As(c - €)) ,where ¢ <~V (by homomorphism)
< (e, Sk(c e)) where ¢ <~ C  (by subgroup indistinguishability)

~s (c-e” (c)) ,where ¢ <~ C  (since e € C)
Roc (c e ) where ¢ <~V (by subgroup indistinguishability)
(c e L, Pub( pk c, w)) ,where ¢ <~V (by projective property) ,

where w denotes a witness of ¢ € V, and = and & denote computational indistinguishability
and statistical indistinguishability, respectively. This means that we can simulate an encryp-
tion of f.(sk) without sk. Then, based on the standard hybrid argument, we can prove the
KDM®-CPA security of 1 using the smoothness of ‘H similarly to the proof for the IND-CPA
security of I1.

1.3.2 Extension to KDMW_-CCA Secure PKE

We can construct IND-CCA secure PKE by adding 2-universal projective hash function to
the construction of 1. More precisely, we use a projective hash function H consisting of hash
functions Ay indexed by sk € SK defined on C and V.2 Let 1 and Pub be the projection map

and public evaluation algorithm of . We require that L be 2- universal, that is, for every
pk, ¢,c* € C \ V, and K,K* € K, A .(¢) = K holds with only negligible probability under the
condition that pk = i (sk) and ASAk( *) = K*, where sk <~ SK.

We modify I into IND-CCA secure N’ as follows. When generating a key pair, in addition
o (pk,sk), we sample sk <~ SK and compute pk = 7 (sAk>. A public key and secret key of I’

are (pk, pAk> and (sk, sAk>, respectively. When encrypting a message, we first compute ¢ and d

in the same way as [l using pk. Then, we compute 7 < Pub (pkc, w) and set (¢, d, ) as the

resulting ciphertext. When decrypting (c, d, 7), we first check whether 7 = A . (c) holds and if
o) decrypt a message in the same way as 1 using sk. Otherwise, we output J_

Since H is 2-universal, an adversary cannot compute A . (c) correctly for ¢ € C\ V even if
he obtain a single hash value Ask (c*) for ¢* € C\ 'V in the challenge ciphertext. In other words,
the adversary cannot make a valid decryption query (c¢,d,m) for ¢ € C\ V. Then, from the
projective property of H, the adversary cannot obtain information of sk other than pk through
decryption queries. Thus, we can reduce the IND-CCA security of N’ to the smoothness of H.

2 In the actual construction of IND-CCA secure PKE, we need to use 2-universal projective hash function
defined on C x K and V x K. Such a primitive is called extended projective hash function [8]. For simplicity, we
ignore this issue here.



Problems for proving KDMW-CCA security. Even if H is homomorphic, we cannot
prove the KDMW-CCA security of M’ straightforwardly. In the security game of KDM™M-CCA
security, an adversary can obtain an encryption of sk in addition to that of sk. Thus, we need
to eliminate sk from the view of the adversary to use the 2-universal property of A.

Moreover, if we can do that, there is another problem. Consider functions of the form

fe (sk, sAk> = Ax(e)+ f (sAk>, where e € C and f : SK — K is a function. If A is homomorphic,

using a similar argument as Wee [19], we can simulate an encryption of f. (sk7 sAk) by

(c e, Pub(pk, ¢, w) + f (sAk) ’[\Si( (C . 6_1)> ,

where ¢ € V and w is an witness of ¢ € V. Even if we can eliminate f (sAk> from the second

component, the third component IAXSAk (c . 6_1) incurs another problem. e is an element chosen
by an adversary in the security game, and thus c- e~ might not be included in V. Thus, the
adversary can obtain a hash value A;k (c . 6_1) for ¢c-e~! ¢ V through each KDM query f.. In
this case, we cannot rely on the 2-universal property of H to argue about decryption queries
made by the adversary if he makes multiple KDM queries. Therefore, we also need to eliminate
JA\SAk (c . 6*1) from the view of the adversary.

Our solution: Double layered encryption. We solve the above two problems at once by
extending double layered encryption techniques originally used to expand the plaintext space
of an IND-CCA secure PKE scheme [15, 11]. More precisely, by adding an outer encryption
layer, we put the estimation of the probability that an adversary makes an “illegal” decryption
query off till the end of the sequence of games where all information about the inner layer is
eliminated from the challenge ciphertexts. We use an IND-CCA secure PKE scheme [, as
the outer layer encryption scheme. When encrypting a message, we first generate (¢, d,7) in
the same way as I’ and then encrypt them by Mc,. We call the resulting PKE scheme Mygpm,.
Of course, if we just maintain a secret key csk of N, as a part of a secret-key of MNMygm, we
cannot use the IND-CCA security of lN¢c,. Thus, we add a modification. We maintain csk after
encrypting by H. More precisely, we modify the key generation procedure of MNyq, as follows.

We first generate (pk, sk) and (pAk, sAk) in the same way as " and generate a key pair (cpk, csk)
of Meea. Moreover, we sample ¢* <— C and compute d* < Agi(c*) + csk.? The resulting public
key and secret key of Ny, are (pk, pAk, cpk) and (sk,sAk,c*, d*), respectively.

The overview of the security proof is as follows. Let A be an adversary for the KDMM-CCA
security of MNygm. We consider functions of the form

fo (skoskoe”,d*) = Asele) + f (sk. ', ")
where e € C and f : SKxCx K — K is a function. This set of functions includes affine functions
in the actual instantiations.

1. We first change the security game so that we do not need sk to simulate KDM queries
using the projective property and homomorphism of A and subgroup indistinguishability.
Note that we do not need the smoothness of H to make this change as explained before.

After this change, the answer to a KDM query f. is of the form

Encepk (C -e~ ", Pub(pk, c,w) + f (SAk, c*, d*) 7A§k (c . e_l)>

3 Without loss of generality, we assume that the secret-key space of M, is K.




2. Then, we change the security game so that a decryption query CT made by A is replied
with L if ¢ ¢ V, where (¢,d, 7) < Decesk(CT). The probability that this change affects
the behavior of A is bounded by the probability that A makes a decryption query CT

A~

such that ¢ ¢ V and m = A (c), where (c,d, 7) < Deceek(CT). We call such a decryption
query a bad decryption query. Since sk is contained in answers to KDM queries, we cannot
estimate the probability at this point. However, as noted above, we can put the estimation
off till the end of the sequence of games, and thus we continue the sequence.

3. By the previous change on how decryption queries are replied, we can use the smoothness
of H. We eliminate csk encrypted in (¢*, d*) using the smoothness of H.

4. Then, we can use IND-CCA security of MNcc,. We change the security game so that a KDM
query made by A is replied with CT < Enccpk (0). In this game, the advantage of A is 0.

To complete the security proof, we need to estimate the probability that A makes a bad
decryption query. In the final game, sk is hidden from the view of A and he cannot obtain
any hash value ZA\SAk(C) for ¢ ¢ V. Thus, the probability is negligible in the final game if H is
2-universal. In fact, since the universal property of # is sufficient for this argument, we use a
universal projective hash function instead of a 2-universal one in the actual construction. Then,
the remaining problem is whether the probability that A makes a bad decryption query changes
during the sequence of games.

The probability does not change by the third step since the view of A before the third step
is statistically close to that after the third step from the smoothness of H. In addition, if we
can efficiently detect a bad decryption query made by A, we can prove that the probability does
not change by the fourth step based on the IND-CCA security of c.,;. For the purpose, in this
work, we require there exist a trapdoor that enables us to efficiently check the membership of
Y for projective hash function. We can complete the security proof under the existence of such
a trapdoor.

1.3.3 Instantiations

We instantiate the above framework based on the DDH, QR, and DCR assumptions by extend-
ing the instantiations of KDM(M-CPA secure PKE by Wee [19]. Therefore, the DDH based
construction is also an extension of that proposed by Boneh et al. [4], and the QR and DCR
based constructions are also extensions of those proposed by Brakerski and Goldwasser [5]. In
all constructions, we can make a trapdoor for checking the membership of V. We briefly review
the DDH based instantiation.

The DDH based instantiation. In the DDH based instantiation, we set
C=G'and V=1{(g},....q)) |r €2Z,} ,

where G is a cyclic group of order p, g1, ..., ge are random generators of G, and £ is a parameter
determined in the analysis. The uniform distribution over C and V are computationally indis-
tinguishable based on the DDH assumption on G. Moreover, the discrete logarithms «; such
that g; = g% for every i € [¢] can be used as a trapdoor to efficiently decide the membership of
V, where g is another generator and [¢] denotes {1,...,¢}.

We construct homomorphic projective hash function H exactly in the same way as Wee [19].
A secret key sk is randomly chosen s = s;---s4 € {0, 1}5. The corresponding public key is
90 = [licg 97" When hashing ¢ = (c1,...,¢¢) € C, we compute [[;c;c;". We see that this



construction satisfies the projective property and homomorphism. Moreover, we can prove the
(average-case) smoothness of it based on the leftover hash lemma by taking ¢ appropriately.
We construct a universal projective hash function H as follows. A secret key sk is randomly
chosen (x1,...,x4) € Zﬁ. The corresponding public key is go = Hie[é] g;*. When hashing
c=(c1,...,c0) € C, we compute Hie[ﬁ] ¢;*. This construction can be seen as an extension of
that proposed by Cramer and Shoup [8], and we can prove its projective property and universal

property.

The QR and DCR based instantiations. In the QR based construction, we use the same
C, V, and H as Wee [19]. However, in the QR based construction, we slightly modify how to
mask csk in the key generation. Roughly speaking, this is because a hash value of H uniformly
distributes over a group of order 2, and thus we need parallelization in order to mask csk using
the smoothness of H. In the modified version of construction, we avoid such parallelization.
However, in the construction of a universal projective hash function 7:[, we still need a paral-
lelized construction similarly to IND-CCA secure PKE based on the QR assumption proposed
by Cramer and Shoup [8]. When we consider CCA security, if the underlying group has a small
prime factor, we need a parallelized construction.

In the DCR based construction, we also apply some modifications to the construction of C,
V, and ‘H used by Wee. In the construction of Wee, the underlying group has a small prime
factor 2. Therefore, in a naive construction, we need parallelization. However, by defining hash
functions so that every time we compute a hash value, we first perform a squaring, we can make
the small factor useless to attack the scheme without parallelization. By this modification, the
range of hash functions become a group whose order does not have a small prime factor and we
can avoid parallelization.

Overhead of our constructions. The overhead of communicational complexity (that is,
the size of public-keys and ciphertexts) of our KDMW-CCA secure PKE schemes from its
KDMW-CPA secure counterparts [19] is very small in the DDH and DCR based constructions.
A public-key and hash value of H are just a single group element in the DDH and DCR based
constructions. Moreover, we can use highly efficient IND-CCA secure PKE schemes [17, 13] as
the outer layer scheme. In this case, the overhead of communicational complexity is only few
group elements.

1.3.4 Extension to Multi User Setting

Although the above framework based on projective hash function captures only KDMM-CCA
security, we can prove the KDM-CCA security in the multi user setting of concrete instantia-
tions.

As noted before, our DDH based construction is an extension of that proposed by Boneh et
al. [4], and our QR and DCR based constructions are extensions of those proposed by Brakerski
and Goldwasser [5]. In both works, they first show the KDMW-CPA security of their schemes,
and then prove its KDM-CPA security in the multi user setting by extending the proof for
KDMW-CPA security.

By using similar techniques, we can prove KDM-CCA security in the multi user setting of
our schemes. Especially, we prove the KDM-CCA security in the multi user setting of our DDH
based construction with the same parameter setting as in the single user setting. We also briefly
explain how to prove the KDM-CCA security in the multi user setting of our QR and DCR
based constructions after proving the multi user security of the DDH based construction.



2 Preliminaries

In this section, we define some notations and cryptographic primitives.

2.1 Notations

In this paper, z < X denotes choosing an element from a finite set X uniformly at random, and
y < A(x) denotes assigning to y the output of an algorithm A on an input x. For bit strings x
and y, x|y denotes the concatenation of x and y. For an integer ¢, [¢] denotes the set of integers
{1,...,¢}.

A denotes a security parameter. PPT stands for probabilistic polynomial time. A function
f(X) is a negligible function if f(\) tends to 0 faster than % for every constant ¢ > 0. We write
f(A) = negl(\) to denote f(\) being a negligible function.

2.2 Leftover Hash Lemma

We introduce the leftover hash lemma.

Lemma 1 (Leftover hash lemma) Let X, Y, and Z are sets. Let H:={h: X =Y} be a

universal hash family. Let aux : X — Z be a function. Then, the distributions (h, h(zx),aux(x))

and (h,y,aux(z)) are ‘Z‘HXZH -close, where h <~ H, x + X, and y < Y.

2.3 Public Key Encryption
We define public key encryption (PKE).

Definition 1 (Public key encryption) A PKE scheme PKE is a three tuple (KG, Enc, Dec)
of PPT algorithms. Below, let M be the message space of PKE.

e The key generation algorithm KG, given a security parameter 1*, outputs a public key pk
and a secret key sk.

o The encryption algorithm Enc, given a public key pk and message m € M, outputs a
ciphertext CT.

o The decryption algorithm Dec, given a secret key sk and ciphertext c, outputs a message
me{L}UM.

Correctness We require Dec(sk, Enc(pk,m)) = m for every m € M and (pk,sk) < KG(1*).

We introduce indistinguishability against chosen ciphertext attacks (IND-CCA security) for
PKE.

Definition 2 (IND-CCA security) Let PKE be a PKE scheme. We define the IND-CCA
game between a challenger and an adversary A as follows. We let M be the message space of
PKE.

1. First, the challenger chooses a challenge bit b {0,1}. Next, the challenger generates a
key pair (pk,sk) <+ KG(1*) and sends pk to A.

At any step of the game, A can make decryption queries.



Decryption queries A sends CT to the challenger. The challenger returns m <— Dec(sk,CT)
to A.

2. A sends (mo,ml) € M? to the challenger. We require that ‘mo‘ = ‘m1| The challenger
computes CT* < Enc (pk,mb) and returns CT to A.

Below, A is not allowed to query CT* as a decryption query.
3. A outputs b’ € {0,1}.

We say that PKE is IND-CCA secure if for any PPT adversary A, we have Advi&’&%‘i;()\) =
|Pr[b =] — 3| = negl()).

Next, we define key dependent message security against chosen ciphertext attacks (KDM-
CCA security) for PKE.

Definition 3 (KDM-CCA security) Let PKE be a PKE scheme, F function family, and n
the number of keys. We define the F-KDM™-CCA game between a challenger and an adversary
A as follows. Let SKC and M be the secret key space and message space of PKE, respectively.

1. First, the challenger chooses a challenge bit b < {0,1}. Neat, the challenger generates
n key pairs (pky,sky) < KG(1*) (k € [n]). The challenger sets sk := (sky,...,sky,) and
sends (pky,...,pk,) to A. Finally, the challenger prepares a list Lydm which is initially
empty.

2. A may adaptively make the following queries polynomially many times.

KDM queries A sends (4, f°, f!) € [n] x F x F to the challenger. We require that
f° and f' be functions such that f : SK® — M. The challenger returns CT
Enc (pkj,fb(sk)) to A. Finally, the challenger adds (j, CT) to Lxdm-

Decryption queries A sends (j, CT) to the challenger. If (§,CT) € Lydm, the challenger
returns L to A. Otherwise, the challenger returns m <— Dec (sk;, CT) to A.

3. A outputs b’ € {0,1}.

We say that PKE is F-KDM™ -CCA secure if for any PPT adversary A, we have Advﬁ%&fﬁAm()\) =
|Pr[b =] — 3| = negl(}).

In addition, we say that PKE is F-KDM-CCA secure if it is F-KDM™ -CCA secure for any
polynomial n = n(A).

Remark 1 (Difference with the previous definitions) In the original definition of KDM
security defined by Black et al. [3], an adversary is required to distinguish an encryption of f(sk)
from that of some constant message such as 0, where f is a function chosen by the adversary.

In our definition of KDM-CCA security, an adversary chooses two functions (f°, f!) and
is required to distinguish an encryption of f9(sk) from that of f!(sk). Such a definition was
previously used by Alperin-sheriff and Peikert [1] when they defined KDM security for identity-
based encryption to simplify their security proof. We also adopt this definition to simplify our
security proofs.

These two types of definitions are equivalent if the function class F contains a constant
function. This is the case for affine functions and projection functions that we focus on.
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2.4 Projective Hash Function

We review the notion of projective hash function introduced by Cramer and Shoup [8] after
introducing the notion of subset membership problem.

Definition 4 (Subset membership problem) Let C be a group and V be a subgroup of C.
We say that subset membership problem (C,V) is hard if for any PPT adversary A, it holds that

Advi Sy 4(N) = [Pr[A(c) = 1: ¢ <= C] = Pr[A(c) = 1: ¢ ¢ V]| = negl()) .

In this work, for a subset membership problem (C,V), we require that there exist a trapdoor
that enables us to efficiently check the membership of V. Moreover, we require that we can
efficiently sample ¢ from V with a witness of c € V.

Definition 5 (Projective hash function) A projective hash function H is a tuple (C,V,KC,SIC, PIC, A, 1).
e C and K are groups and V is a subgroup of C. SK and PK are sets.
o The hash function Ag indexed by sk € SIC, given ¢ € C, outputs a hash value K € K.

o The projection map p, given sk € SKC, outputs pk € PK.

Projective property We require that for any sk € SK and ¢ € V, the value of Ag(c) is
determined only by ¢ and pk = u(sk). In addition, we require that there exist a public
evaluation algorithm Pub, given pk = u(sk), ¢ € V, and a witness w that ¢ € V, outputs
Agk(c), where sk € SK.

In addition, if H satisfies the following homomorphism, H is said to be a homomorphic
projective hash family.

Homomorphism Let “-” and “+4 7 denote operations in C and IC, respectively. For all sk € S
and ¢, c1 € C, it holds that Ag(co - ¢1) = Ask(co) + Ask(c1).-

We define two security notions for projective hash function.

Definition 6 (Average-case smoothness) Let H = (C,V,K,SK,PK,A, u) be a projective
hash function. We say that H is average-case smooth if the distributions

(pk, ¢, Ask(c)) and (pk, ¢, K)
are statistically close, where sk <~ SK, pk = pu(sk), ¢ <~ C, and K < K.

Definition 7 (Universal property) Let H = (C,V,K,SK,PK,A, ) be a projective hash
function. We say that H is universal if for any pk € PK , c€ C\V, K € K, we have

Pr - [Agc(c) = K]|pu(sk) = pk] = negl(}) .
sk<—SK
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3 KDMW-CCA Secure PKE Based on Homomorphic Projec-
tive Hash Function

In this section, we show a framework for achieving KDM™M-CCA secure PKE based on homo-
morphic projective hash function.

Let H = (C,V,K,SK,PK, A, 1) be a homomorphic projective hash function with a public
evaluation algorithm Pub. We denote the group operations of C and K by “” and “4”, respec-

tively. Let H = <C VY, K, S?C, PAIC, A, ,&) be a projective hash function with a public evaluation

algorithm Pub. Let Meca = (KGeea, Enceca, Deceea) be a PKE scheme. We assume that the secret-
key space of e, is K for simplicity. Using these building blocks, we construct the following
PKE scheme MNygm = (KGkdm, Enckdm, Deckam). The message space of Mygm is M. We use an
invertible map ¢ : M — K in the construction.

KGam (1) :
e Cenerate sk «+- SK and compute pk < p(sk).
e Generate sk ¢~ SK and compute pAk — [ (sAk>.

e Generate (cpk, csk) < KGeea(11).
e Generate ¢* «- C and compute d* < Ag(c*) + csk.

e Return PK := (pk, pAk, cpk) and SK := <sk,sAk, c*,d*).
Eandm(PK,m) .
e Parse (pk, ok, cpk> « PK.

e Generate ¢ « V with an witness w of ¢ € V.
e Compute K < Pub(pk, ¢, w) and d < K+ ¢(m).
e Compute 7 Pub (pAk,c, w).
e Return CT <« Enceca (cpk, (¢, d, m)).
Deckdm (SK, CT) :

e Parse (sk,sAk, c*,d*> + SK.
e Compute csk < d* — Ag(c¥).

e Compute (¢,d, ) < Decees(csk, CT). If the decryption result is not in C x K x K,
return . Otherwise, compute as follows.

o If m# Asi((c)7 return L. Otherwise, return m < ¢~ (d — Ag(c)).
Correctness. We have Pub(pk, ¢, w) = Ag(c) and Pub (p;k, c, w) = /A\SAk(c) for ¢ € V, where w
is a witness of ¢ € V. Then, the correctness of lNyym follows from that of MNMee,.

Midm is KDM-CCA secure with respect to the function family Fons consisting of functions
described as

£, (sk, sk, ¢*, d*) — ! (Ask(e) +¢é <f <§k, c*,d*)>) :

where e € C and f : SK x C x K — M is a function. This class corresponds to affine and
projection functions in the instantiations. Formally, we prove the following theorem.
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Theorem 3 Let the subset membership problem (C,V) be hard. Let H be average-case smooth
and H universal. Let Meey be IND-CCA secure. Then, Mygm is ./—"phf-KDMl)-COA secure.

Proof of Theorem 3. Let A be an adversary that attacks the fphf—KDM(l)—CCA security
of Mygm- We proceed the proof via a sequence of games. For every ¢t € {0,...,8}, let SUC; be
the event that A succeeds in guessing the challenge bit b in Game t.

Game 0: This is the original ]-"phf—KDM(l)—CCA game regarding MNygm. We have Advlli,dk:::f}phf’A’l (\) =
‘Pr[SUCO] — 2|. The detailed description is as follows.

1. The challenger chooses a challenge bit b < {0, 1}, and runs as follows.
(a) Generate sk <~ SK and compute pk < p(sk).
(b) Generate sk <~ SK and compute pk < /i (sAk>.
(c) Generate (cpk,csk) < KGeea (17).
(d) Generate c* <~ C and compute d* + Ag(c*) + csk.
(e) Send PK := (pk, [fk,cpk) to A and prepare a list Lygm.
2. The challenger responds to queries made by A.
For a KDM query ((e, f2), (e, f!)) made by A, the challenger responds as follows.
(a) Generate ¢ - V with a witness w of ¢ € V.

(b) Compute K < Pub(pk, c,w) and d <+ K + Ag(e®) + ¢ (fb (sAk, c*,d*)).

(¢c) Compute 7 < Pub (pAk,c, w).
(d) Return CT < Enccea (cpk, (¢,d, 7)) to A and add CT to Ligm.

For a decryption query CT made by 4, the challenger returns | to A if CT € Lygm,
and otherwise responds as follows.

(a) Compute (¢, d, ) < Deccca(csk, CT). If the decryption result is not in C x I x K,
return L to A. Otherwise, responds as follows.

(b) Return L if m # IA\SAk(c) and m <+ ¢~ (d — Ag(c)) otherwise.
3. A outputs b’ € {0,1}.

Game 1: Same as Game 0 except that when A makes a KDM query, the challenger com-
putes K < Ag(c) and 7 /A\SAk(c) instead of K < Pub(pk, ¢, w) and m «+ Pub (pAk, c, w),
respectively.

Due to the projective property of H and 7:[, this change is only conceptual and thus we have
|Pr[SUCy| — Pr[SUC4]| = 0.

Game 2: Same as Game 1 except that when A makes a KDM query, the challenger generates
r
c+C.

We have |Pr[SUC;| — Pr[SUC;]| = negl(\) by the hardness of the subset membership problem
C,V).

Game 3: Same as Game 2 except that when A makes a KDM query ((e°, f°), (e!, f1)), the
challenger generates ¢ «- C and uses ¢ = ¢ - (e?)~! instead of c.

13



We have |Pr[SUCy] — Pr[SUC3]| = O since if ¢ uniformly distributes over C, then so does
c- ()L

By this change, the answer to a KDM query ((e°, %), (e!, f1)) in Game 3 is Enceca (cpk, (¢, d, 7)),
where

d=c- (") d=Aglc- ()™ + Ag(ed) + ¢ (fb (sAk, c*,d*)) = /A\sAk (¢) ,
and ¢ <~ C. Moreover, by the homomorphism of H, d = Asc(c) + ¢ ( b (sAk, o, d*)) holds.

Game 4: Same as Game 3 except that when A makes a KDM query, the challenger generates
¢ <V with a witness w of ¢ € V.

We have |Pr[SUC3] — Pr[SUC4]| = negl(\) by the hardness of the subset membership problem
V).

Game 5: Same as Game 4 except that when A makes a KDM query, the challenger computes
d < Pub(pk,c,w) + ¢ (fb (sAk,c*,d*>>. Note that the challenger still computes 7 with

T4 /A\sAk(c’).

Due to the projective property of H, this change is only conceptual and thus we have
|Pr[SUC4] — Pr[SUCs5]| = 0.

At this point, sk is not needed to compute answers to KDM queries. More precisely, the
answer to a KDM query ((€°, f9), (!, f1)) is Enceea (cpk, (¢, d, 7)), where

d =c- (e’ d = Pub(pk,c,w) + ¢ <fb (sAk, c*,d*)) ,m=Ag (c’) ,
¢ <V, and w is a witness of ¢ € V.

Game 6: Same as Game 5 except how the challenger responds decryption queries made by A.
In this game, the challenger returns L for a decryption query related to ¢ ¢ V. More
precisely, the challenger responds as follows.

For a decryption query CT made by A, the challenger returns L to A if CT € Lygm, and
otherwise responds as follows.
1. Compute (c¢,d, ) < Deccca(csk, CT). If the decryption result is not in V x K X K,
return L to A. Otherwise, respond as follows.
2. Return L if 7 # /A\SAk(c) and m < ¢~ ! (d — Ag(c)) otherwise.

We define the following event in Game ¢ (t =5,--- ,8).

A~

BDQ;: A makes a decryption query CT ¢ Lygm which satisfies c € C\ V and m = Ay (c), where
(¢,d, ) < Deccca(csk, CT). We call such a decryption query a “bad decryption query”.

Games 5 and 6 are identical games unless A makes a bad decryption query in each game.
Therefore, we have |Pr[SUC5] — Pr[SUCg]| < Pr[BDQg].
Below, we let td be a trapdoor for efficiently deciding the membership of V.

Game 7: Same as Game 6 except that the challenger generates d* < K.
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By the previous change, A cannot obtain information of sk other than pk through decryption
queries in Games 6 and 7. Moreover, as noted above, KDM queries are replied without using
sk in Games 6 and 7. Thus, the view of A in Games 6 and 7 can be perfectly simulated by
(pk, c*, Ag(c*)) and (pk, ¢*, d*), respectively, where sk <~ SK, pk < pu(sk), ¢* <~ C, and d* < K.
Therefore, we have |Pr[SUCg] — Pr[SUC;]| = negl(\) and |Pr[BDQg] — Pr[BDQ;]| = negl(\) from
the average-case smoothness of .4

csk is now eliminated from the view of A. Thus, we can use IND-CCA security of MNec,.

Game 8: Same as Game 7 except that when 4 makes a KDM query, the challenger computes
CT < Enceca (cpk, (15, 1k, 11@))’ where 1¢, 1x, and 1¢ are identity elements of C, K, and

~

K, respectively.

From the IND-CCA security of Mcca, we have |Pr[SUC;] — Pr[SUCs]| = negl(A).

Moreover, since reduction algorithms for IND-CCA security of e, can detect a bad decryp-
tion query made by A by utilizing decryption queries, td, and sk, we obtain |Pr[BDQ;] — Pr[BDQs]| =
negl(A) from the IND-CCA security of Mcc,.

We see that the value of b is information theoretically hidden from the view of A in Game 8.
Thus, we have |Pr[SUCs] — %’ = 0.

We estimate Pr[BDQg]. In Game 8, sk is hidden from the view of A except pk. Moreover, A
cannot obtain any hash value AS]((C) for ¢ € C\ V since an answer to a KDM query is computed
as CT < Enceca (cpk, (1c, 1k, 1/@)) in Game 8. Therefore, from the universal property of 7-2, we
obtain Pr[BDQg] = negl()\).%

From the above arguments, we see that
kdmcca 1
AV G Fone a1 (A) = | Pr[SUC] — 5

7
1
= [Pr[SUC,] — Pr[SUC ]| + ‘PT[SUCg] - 2‘
t=0

= ) [Pr[SUC] — Pr[SUC;41]| + [Pr[SUC5] — Pr[SUCE]|

te{0,...,7},t#£5
7
= > [Pr[sUC/] — Pr[SUCi1]| +  _ |Pr[BDQ;] — Pr[BDQ,1]| + Pr[BDQs]
te{0,..., 7} ,t#£5 t=6
= negl(\) .
Since the choice of A is arbitrary, Mggm is fphf—KDM(l)—CCA secure. O (Theorem 3)

Remark 2 (Shrink secret keys) We do not need to require any structure and homomor-
phism for sk and csk. Then, we can shrink them into a single pseudorandom function key K¢

4 In terms of reduction, we can construct a computationally unbounded adversary B that given (pk, c*,d"),
distinguishes whether d* « Ag(c*) or d* <~ K using .A. The only non-trivial part of the construction of B is how
B responds to decryption queries made by A. After Game 6, bad decryption queries made by A are replied with
1. In addition, if a decryption query is not a bad decryption query, computationally unbounded B can reply to
the decryption query correctly without using sk. This is done by extracting a witness related to the decryption
query and computing the hash value with Pub.

® Similarly to the estimation of |Pr[SUCs] — Pr[SUC7]|, in terms of reduction, we can construct a computationally
unbounded reduction that responds a decryption query from A correctly without knowing sk by extracting a
witness and using Pub.
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and modify the construction so that Ag (c*) masks Kpf. Moreover, we can maintain ¢* and
d* = Ag (¢*) + K as a part of the corresponding public key. If we do so, the resulting secret
key is just sk.

4 Instantiations

We show concrete instantiations of our framework described in Section 3.

4.1 Instantiation Based on the DDH Assumption
Definition 8 (DDH assumption) Let G be a cyclic group of order p. Let g be a random
generator of G. For any PPT algorithm A, we have

[Pr[A(p,g,9%,9%,9"") = 1] = Pr[A(p, g,9%, 9%, 97) = 1] = negl(A)| ,

where x,y, z & L.

Let G be a cyclic group of order p and gy, ..., g, random generators of G, where ¢ is deter-
mined later. We define C and V as

C=G" and V={(g},...,9)) |[r € Z,} .

V is a subgroup of C and subset membership problem (C, V) is hard under the DDH assumption
on G [4, 19]. Let g be another generator of G. Then, there exists a; € Z,, such that g% = g;
for every ¢ € [¢]. The trapdoor for checking the membership of V is {Ozz}le o

For (C,V) defined above, we construct two projective hash functions H = (C, V, K, SK, PK, A, u)

and H = (C VK, SK, PK, A, ﬂ). The construction of H is the same as that of projective hash
function based on the DDH assumption proposed by Wee [19] thus is a generalization of the

KDM-CPA secure PKE scheme proposed by Boneh et al. [4].
4.1.1 Construction of H

We define SK = {0,1}*, PK = G, and K = G. For every sk = s1---s;, € {0,1}* and ¢ =
(c1,...,ce) € C, we also define 1 and A as

HgsL and Ag(c Hcs’ )

€[4 i€[f]

Projective property. For every sk = s;---s; € {0,1}", pk = [ Licyy g',and c = (g7,...,9)),
where r € Z,, we define the public evaluation algorithm Pub as

Pub(pk,c,r) = pk" .

We see that

r

~(To | =TI 6" = Aule)

i€[f] i€[f)

and thus H satisfies projective property.
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Homomorphism. Foreverysk = s1---50 € {0,1}*, ¢ = (c1,...,¢) € C,and ¢ = (¢}, .. ¢y €

C, we have
Agk(c) H i H )% = H ci - ) = Age(c- )

1€[f] 1€[(] 1€[f]
and thus H is homomorphic.

Average-case smoothness. The leftover hash lemma implies that the following two distri-
butions

¢, H c, H g | and | ¢ K, H g

i€[¢] i€f] i€[¢)

are |/ Zor-close, where sk = s1- - s £H0,1¥, ¢ = (c1,...,¢0) < C, and K <~ K. Therefore, by

setting ¢ = 3logp, H satisfies average-case smoothness.
4.1.2 Construction of #
We define SK = Zf;, PK = G, and K = G. For every sk = (X1,...,mq) € SK and ¢ =

(c1,...,¢c0) € C, we also define i and A as

i (sAk> = [ g¥ and A, H e

1€[4]

Projective property. For every sk = (x1,...,2¢) € Zf,, pAk = Hie[e] g;', and c = (g],...,9)),
where r € Z,, we define the public evaluation algorithm Pub as

Pub (pAk, c, 7“) = pAkr
Similarly to H, we see that H satisfies projective property.

Universal property. For every pk € PK, ¢ = (g’l"l, cee ggé) €eC\V,and 7 € K, we consider
the following probability

Pr | [I e ==|]] " =vk| - (1)

i< Zp |y i€[l]

Let g be a generator of G. There exists a; € Zj, such that g; = g® for every i € [{]. Then, the
above probability of Equation 1 is the same as

Pr Z a;xir; mod p = log, Z a;x; mod p = log, pAk
zi$=Zp |y i€ll]

Since ¢ ¢ V, there exist i1, € [¢] such that r;, # r;,. Therefore, two equations

Z a;x;r; mod p = logg 7 and Z a;x; mod p = logg pAk
icll] i€[(]

are linearly independent. Thus, the probability of Equation 1 is %. This means that H is
universal.
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4.1.3 Associated Function Class

The message space of the DDH based construction is {0,1}. We define ¢(m) = ¢g™. Since we
restrict the message space to {0,1}, we can compute ¢! in the brute-force manner. Let Fyqp
be a function family consisting of functions described as

f. (sk,s“k, o, d*) — ¢! (Ask (g%, ..., q%) - ¢ (f (sAk,c*, d*)))
— ! (gziem eisi+f(§k,c*,d*))

= Z esi+f (sAk, c*,d*) ,
1€[¢]
where e; € {0, 1} for every i € [¢] and f is a function of single-bit output such that Zie[é} €iS; +
I (sAk7 c*, d*) € {0, 1} for all sk, sk, ¢*, and d*. The DDH based construction is Fygn-KDM™M-CCA

secure. In the construction, we can maintain sAk, c*, and d* as bit strings. In this case, the above
function class includes projection functions of single-bit output.

Remark 3 (Extension to affine functions) We can construct a DDH based PKE scheme
that is KDM-CCA secure with respect to affine functions by applying the following modifications
to the above construction. We set the message space as G. Let SK € {0,1}* be a bit string

that is a concatenation of sk and bit representation of (sAk, c*, d*). We maintain a secret-key

SK=s1---s1 as (¢°,...,¢°F). Then, the construction is Far-KDMW-CCA secure, where Fagr
is a function class consisting of functions described as

f(981a"'>98L) = H (gSi)ai - aop

1€[L]

where ag € G and ay,...,ar, € Z,. This class is exactly the class of affine functions defined by
Boneh et al. [4].

4.2 Instantiation Based on the QR Assumption

Definition 9 (QR assumption) Let N = PQ be a Blum integer for A-bit safe primes P,Q =

3 (mod 4) such that P =2p+1 and Q = 2q+1 for primes p and q. Let n = pq. We use Jn to

denote the set of elements in Z3 with Jacobi symbol 1. We also use QRy to denote the set of
)

quadratic residues modulo N. Jn and QRy are multiplicative groups of order ‘pT = 2n and
@ = n, respectively.
We say that the QR assumption holds if for any PPT algorithm A, we have

[PrlA(N, y) = 1] = PrlA(N,y') = 1] = negl(3)| ,

where y <~ In and y' < QRy.

We define N, Jy, and QR as in Definition 9. Then, we can decompose Jy as an internal
direct product (—1) ® QRy, and QRy is a cyclic group, where (—1) is the subgroup of Z}
generated by —1 mod N. Let g1,...,gs be random generators of QR ;, where ¢ is determined
later. We can generate a random generator g of QRy by generating p < Zy and setting
g = 1> mod N. Then, g is a generator of QR with overwhelming probability.
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We define C and V as

c={((=0™" gi.os (1% - g7)
V=Ag1,-- - 90) Ir € Zn} .

V is a subgroup of C and subset membership problem of (C,V) is hard under the QR assump-
tion [5, 19]. Let g be another generator of QR . Then, there exists a; € Z; such that g% = g;
for every ¢ € [¢]. The trapdoor for checking the membership of V is P, @), and {O‘i}z‘e[e]'

...,dgEZg,rEZn} , and

When sampling a random element ¢ = (c1,...,¢) from V, we randomly choose r <~ Zy_1

and set ¢; < g] for every ¢ € [(]. The distribution of ¢ is statistically close to the unifoflm
distribution over V. Moreover, r is a witness of ¢ € V. We can sample a random element from
C in a similar fashion.

For (C, V) defined above, we construct two projective hash functions H = (C, V, K, SK, PK, A, 1)

and H = (C V., I@, S7C, PK, A, ﬂ). The construction of H is the same as that of projective hash
function based on the QR assumption proposed by Wee [19] thus is a generalization of the

KDM-CPA secure PKE scheme proposed by Brakerski and Goldwasser [5].
4.2.1 Construction of H

We define SK = {0,1}¢, PK = QRy, and K = Jy. For every sk = s;---s, € {0,1}¢ and
c=(c1,...,¢0) € C, we also define p and A as

= H g;" and Ag(c) = H ct .

€[4 i€l

Projective property. Let sk =s;---s, € {0,1}¢, pk = Hie[ﬂ g;*;and ¢ = (g7, ..., 9)), where
r € Zn. We define the public evaluation algorithm Pub as

Pub(pk, ¢, r) = pk” .

We see that

r

(Lo | =TI = Asle)

€[] 1€[¢]

and thus H satisfies projective property.

Homomorphism. Foreverysk = s;---s, € {0,1},c = (c1,...,¢0) €C,and ¢ = (d},...,c)) €
C, we have

Asilc =L e 11 =1 )™ = Aule- )

iclf] €[l i€[(]

and thus H is homomorphic.

Average-case smoothness. For an element ¢ = (—1)?- ¢g" € Jy, we define e mod QRy =
(—1)4. Similarly to Wee [19], we can prove a weaker property that Ag(c) mod QR uniformly
distributes over (—1) using leftover hash lemma.
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In our construction, to mask a secret key of l.,; relying on this property, we need to use
several instances of H in parallel. However, we have another option which is more efficient than
the parallel construction. Below, we show it.

Without loss of generality, we assume that the secret-key space of e is QRy. When
mask csk in the key generation, we generate ¢* = (cj,...,c}) “ QR?V and computes d* <+

(Tiegg (™) - esk.

The leftover hash lemma implies that the following two distributions

o [ (@) ok =[] g7 | and | e K pk=]] g5

i€[(] €[4 €[4

are 4/ jor-close, where s1--- sy “ {0,1}* and K £ QRy. Therefore, by setting ¢ = 3logn, we
can statistically hide csk from the view of an adversary in the proof of KDMMW-CCA security.

4.2.2 Construction of H
We define SK = 23,6 PK = QRY;, and K = J}. For every

2n >
T11,---,T1¢
sk = : e Sk
TX1y---5 TN
and ¢ = (c1,...,¢¢) € C, we also define {1 and A as
Hie[z] g; " Hiem it
fu (sk) = : and Ag(c) = :
Hie[@] g Hiem ™
Projective property. Let
T11y- -5 T10 pk, [Lieyg 97"
sk = eSK ,pk=1| ¢ | = : e PK
Ly« TAL Pk [Liey 97

and ¢ = (g7,...,9;), where r € Z,. We define the public evaluation algorithm Pub as
(pkr)
(Fs)

Similarly to H, we see that H satisfies projective property.

Pub (;5k, ¢, 7‘) _

5 In the actual construction, we sample sk from ZAE, to sample sk without knowing n. The uniform distri-
2

butions over Z3* and Z\*Y, are statistically close.
2
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Universal property. We need to prove that the universal property holds not only for all
ce€C\V but also all ¢ € Jf\, \ C. This is because we cannot efficiently check the membership of
C. Note that we can check the membership of Jy by computing Jacobi symbol with respect to
N, and Jacobi symbol with respect to N can be computed without factorizations of N, that is
P and @ [18, Section 12.3].

For every ¢ = (c1,...,¢p) € J4 \ C, we define IAXSAk(c) in the same way as above. For every

pk = (pAkl,...,pAk)\> e PK, ¢ = (c1,...,¢cq) € I, and (m1,...,m)) € K, we consider the
following probability

Pr|[] & =mforall j e [N|]] ;" = pk; for all j € [A]

24 Lan icld] icld)
_ H Prr H C;»Eji = H g;vﬂ mod n _ pAkj . (2)
JEN %3t ZLan | i) i€lf]
We first consider the case where at least one element of ¢ = (cy,...,¢¢) is not in QRy.

Suppose that ¢;» € Jy \ QRy for some i* € [¢].

For two elements eg,e; € Jy, we write eg = e; mod QR to denote that eg mod QRy =
e1; mod QR ;. For two elements eg,e; € Jn, if eg = e holds, then so does eg = e; mod QR .
Thus, the probability of Equation 2 is bounded by

H Pr H ¢’ = m; mod QRy H g modn _ pAkj

GEN Tii$L2n | iefe] icld)
For every i € [(] and j € [A], ¢;”" mod QR is determined by only z;; mod 2 and independent
of zj; mod n from the Chinese Remainder Theorem since 2 and n = pq are relatively prime.
Therefore, the above probability is

Pr H ¢’ = m; mod QRy
jeN @il | el
Since ¢+ ¢ QR y, we can write ¢;« = —g"i*, where r;+ € Z,,. For every j € [\], we have
Clx*jz* _ (_1)%‘1‘* mod 2 | (g”* )zji* mod n )
Then, the above probability is
~1

N 1
Pr (—1)%ix mod 2 — 7 H ¢ mod QRy | = = .

r v A
jE[N T3 Lan ic[6] i
Thus, in this case, the probability of Equation 2 is negligible in .
We next consider the case where all elements of ¢ = (c¢1,...,¢/) ¢ V are in QRy. In this
case, we can write ¢ = (g{l, . ,gze), where 71,...,7¢ € Z,, and there exist i1, 2 € [¢] such that

ri, 7# Ti,. Let g be a generator of QR . Since g; is a generator of QRy, there exists o; € Z;,
such that g; = g for every i € [(]. The probability of Equation 2 is 0 if 7; ¢ QR for some
J € [A], and thus we consider the case where m; € QR for every j € [A]. Then, the probability
of Equation 2 is the same as

Pr Z Q4TiT i = logg mj mod n Z Ty = logg pAkj mod n
FEN T Ln | i icle)
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Since r;, # r;, mod n, either r;, # r;, mod p or r;; # r;, mod ¢ holds. Without loss of generality,
we assume that r;, # r;, mod p. Since p and ¢ are primes, the above probability is bounded by

Pr Z a;rizj; = logy mj mod p Z a;zji = log, pAkj mod p
€N =i el i€le]

Since r;, # r;, mod p, two equations
Z a;rizj; = log, mj mod p and Z a;zji = log, pAkj mod p
i€lf] i€l

are linearly independent. Thus, the above probability is .

p/\
From the above, for every c € Jf\, \ V, the probability of Equation 2 is negligible in A.

4.2.3 Associated Function Class
The message space of the QR based construction is {0,1}. We define ¢(m € {0,1}) = (—1)™.
Let Fqr be a family of functions described as
fo (skosk e, ) = 674 (Aac (=), (1) + 0 (f (ke d7) ) )
= 7t ((—1)Zeeta s S (S ))

= Z e;si+ f (sAk,c*,d*) mod 2 ,
i€[l]
where e; € Zg for every i € [(] and f is a function of single-bit output. The QR based
construction is }"qr—KDM(l)—CCA secure. In the construction, we can maintain sAk, c*, and d*
as bit strings. In this case, the above function class includes affine functions and projection
functions.

4.3 Instantiation Based on the DCR Assumption

Definition 10 (DCR assumption) Let N = PQ be a Blum integer for \-bit safe primes
P,Q =3 mod 4 such that P=2p+1 and Q = 2q+ 1 for primes p and q. Let n = pq. We can
decompose Ly as an internal direct product Gy ® (—1) ® G, ® Ga, where (—1) is the subgroup
of L2 generated by —1 mod N2, and Gy, G, and Gy are cyclic groups of order N, n, and 2,
respectively. Let T'=1+ N € Zy». T has order N, and thus it generates G .

We say that the DCR assumption holds if for any PPT algorithm A, we have

| Pr[A(N,y) = 1] = Pr[A(N,y) = 1]| = negl(}) ,
where y < Gy @ (=1) @ G, and i <+ (—1) ® G,,.

We define N, Gy, Gy, (—1), and T as in Definition 10. Let g1, ..., g¢ be random generators
of G, where ¢ is determined later. We can generate a random generator g of G,, by generating
s Zy» and setting g = 1V mod N2. Then, g is a generator of G,, with high probability.

We define C and V as

c={(T" (=1 gp,. T (<) gp)
’dl,...,dg GZN,’yl,...,’Yg EZQ,TEZn} ,and
V= {((_1)"{1 'g1lﬂ7--~7(_1)w gg) h/l?"'?’}/@ € ZQ,T € Zn} .
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V is a subgroup of C and subset membership problem of (C, V) is hard under the DCR assump-
tion. As shown by previous works [5, 19], two distributions {Tdi . (—gi)’"}i el and {(—gi)’"}iem

are computationally indistinguishable under the DCR assumption, where d; <~ Zy for every
i €[] and 7 <& Zs,. We see that uniform distributions over C and V are also computationally
indistinguishable under the DCR assumption.
Let g be another generator of G,,. Then, there exists a; € Z;, such that g% = g; for every
€ [¢]. The trapdoor for checking the membership of V is P, @, and {041}26[,Z

When sampling a random element ¢ = (c1,...,¢) from V, we randomly choose r <~ Zy_1
4

and y; <= Zy for every i € [¢], and set ¢; < (—1)% - gF for every i € [f]. The distribution of c is
statistically close to the uniform distribution over V. Moreover, r is a witness of ¢ € V. We can
sample a random element from C in a similar fashion.

For (C, V) defined above, we construct two projective hash functions H = (C, V, K, SK, PK, A, 1)

and H = (C VY, IC, Sk, PAIC, f\, /1). The construction of H is a slightly modified version of projec-
tive hash function based on the DCR assumption proposed by Wee [19] thus is a generalization

of the KDM-CPA secure PKE scheme proposed by Brakerski and Goldwasser [5]. For the reason
we need a modification, see Remark 4 after the constructions.

4.3.1 Construction of H

We define QRys = Gns-1 @Gy and Jys = Gns-1@(—1) G, = (—1) @QR ys. We define SK =
{0,1}, PK = G,,, and K = QRy:. For every sk = s;---s, € {0,1} and ¢ = (cy,...,¢) € C,
we also define p and A as

H gQS’ and Ag(c HCQSZ .

i€l €[]

Projective property. Letsk =s;---s, € {0,1}¢, pk = Hie[é] g?si, andc= ((-1)" -g7,...,(=1)" - gp),
where r € Z,, and v; € Zy for every i € [¢]. We define the public evaluation algorithm Pub as

Pub(pk, c,r) = pk” .

We see that

T

H g | =TI @™ =T (=17 g™ = Aslo)

i€l i€[f]
and thus H satisfies projective property.

Homomorphism. Foreverysk = s;---s;, € {0,1}, ¢ = (c1,...,¢/) €C,and ¢ = (d},...,c)) €

C, we have

Ask H 2s2 H 23Z _ H ;- )281 _ Ask(C' Cl)

i€l i€l i€l

and thus H is homomorphic.
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Average-case smoothness. Similarly to Wee [19], we prove a weaker property that is suffi-
cient for our construction.

For an element e = T% - ¢" € QRys, we define e mod G,, = T Let ¢ = (c1,...,¢) =
(Td1 (=) gt T (=1 ~g§), where di,...,dg € Zn, Y1,---,Y € Zs, and 7 € Z,,. We
have

2s;
A (c) mod Gy, = H (Tdi g:) mod Gy, = T2 e disi mod N
i€l

The leftover hash lemma implies that the following two distributions

¢ Z d;s;i mod N, H gfsi and | ¢, K, H 9251

€[4 i€[¢]

are \/ 2@ n_close, where sk = s1---5p < {0,1}, ¢ = (c1, ..., ¢) < C, and K <~ Zy. Moreover, if

K is uniformly at random over Zy, then so does 2K mod N. Therefore, by setting £ = 3log N,
the distribution of Ag(c) mod G, is statistically close to uniform over Gy.

4.3.2 Construction of A

We define SK = Z?an PK = G,, and K = QRys. For every sk = (x1,...,mq) € SK and
¢=(c1,...,c0) €C, we also define /i and A as

ﬂ( ) Hg%“ and A Hc%l .

Projective property. For every sk = (X1,...,mp) € SK, pk = Hie[@] g?“, and ¢ =
(=) g7, ..., (=1)" - g;), where © € Zy, and ; € Zy for every i € [{], we define the public
evaluation algorithm Pub as

Pub (pAk, c, 7“) = pAkT
Similarly to H, we see that H satisfies projective property.

Universal property. We need to prove that the universal property holds not only for all
c € C\V but also all ¢ € J4. \ C. This is because we cannot efficiently check the membership
of C. Note that we can check the membership of Jys by computing Jacobi symbol with respect
to IV, and Jacobi symbol with respect to N can be computed without factorizations of N, that
is P and @ [18, Section 12.3].

For every ¢ € J4. \ C, we define /AXsAk(c) in the same way as above. For every pk € PK,

c=(c1,...,¢q) € .,]I?VS, and 7 € K, we consider the following probability
Pr H 20 _ H g2:cz — ok
Ti$=LZNn | e[l icl)
©i$—ZNn ze[é] ze[z]

" In the actual construction, we sample sk from Zi\,x(f\,fl) to sample sk without knowing n. The uniform
NN-1)

distributions over ZX** and Z)]‘\,X(fi,_l) are statistically close.
NWN-1)
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We first consider the case where at least one element of ¢ = (c1,...,¢p) is not in (—1) ® G,,.
Suppose that ¢;« € Jns \ (—1) ® G, for some i* € [{].

For two elements eg,e; € QRys, we write eg = e; mod G, to denote that ey mod G,, =
e1 mod G,,. For two elements eg,e; € QRys, if eg = e1 holds, then so does eg = e; mod G,.
Thus, the probability of Equation 3 is bounded by

Pr H " = mod Gy, H gl.z(x" modn) _ ol
Ti$=ZNn | e[y icle)

For every i € [{], c?xi mod G, is determined by only x; mod N and independent of x; mod n from
the Chinese Remainder Theorem since N = P(Q and n = pq are relatively prime. Therefore,

the above probability is

Pr c?mi = 7 mod G,
r

Since ¢« ¢ (—1) ® G, we can write ¢;» = T%* - (—=1)%" . g"*  where d;» € Zy such that dg # 0,
Yix € Zg, and ri+ € Z,,. We have

2@ T2d; (z+ mod N) | 2r« (z;x mod n)

Ci* g

Then, the above probability is the same as

-1

Pr T2dix (zix mod N) = . H i mod G,

T
r
i $—ZNn i€[e] it

This probability is smaller than % or é Thus, in this case, the probability of Equation 3 is

negligible in A.

We next consider the case where all elements of ¢ = (¢1,...,¢) ¢ V are in (—1) ® G,. In
this case, we can write ¢; = (—1)% - g;", where v; € Zy and r; € Zj, for every i € [¢]. Since c ¢ V,
there exist 41,2 € [¢] such that r;, # r;,. Let g be a generator of G,,. Since g; is a generator of
G, there exists «; € ZF such that g; = g* for every i € [¢(]. The probability of Equation 3 is
0 if 7 ¢ G, and thus we consider cases of m € Gy,. Then, the probability of Equation 3 is the
same as

Pr |2 ;TiT; = logg 7 mod n|2 Z ;T = logg pAk mod n
Ti$Ln | e[f] icle]

Since 1 # r2 mod n, either r;, # r;, mod p or r;, # r;, mod g holds. Without loss of generality,
we assume that r;, # r;, mod p. Since p and ¢ are primes, the above probability is bounded by

Pr Z i =274 log, ™ mod p Z ;=274 log, pAk mod p
i Zn | je[f] iell]

Since r;, # r;, mod p, two equations

Z i, =271 log, 7 mod p , and Z ar; =271 log, pAk mod p
i€[/] ie[/]

are linearly independent. Therefore, the above probability is %.

Thus, for every ¢ € J4. \ V, the probability of Equation 3 is negligible in .
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Remark 4 (Difference with previous works [5, 19]) The difference between our construc-
tion and previous works is that when we compute a hash value of ¢, we first square each element
of ¢. By this operation, the ranges of H and H are QRys = Gy - Gn.

If we do not perform squaring, the ranges will be Jys = Gy - (—1) - G, and hash values
of some elements can be predicted with high probability since the order of (—1) is 2. In fact,
we can correctly guess the hash value of (—1,...,—1) € (—=1)¢ with probability at least % In
this case, to achieve universal property of H, we need parallelization similarly to the QR based
construction.

One might think we have another option where C and V are defined as subgroups of QR s
and G, respectively. This option is not working. The reason is that we cannot efficiently check
the membership of QR ps. Therefore, if we use such C and V, we still need to take elements of
Jns into account, and thus we need squaring.

4.3.3 Associated Function Class

The message space of the DCR based construction is Zy. We define ¢(m € Zy) = T™. Let
Fder be a family of functions described as

g <Sk’SAk’ < d*) =¢! (Ask (Tel/Q’ - ,T62/2> +¢ (f (SAk, & d*)))
= ¢_1 (Tzie[e] eisi—&-f(gk,cid*))

= Zeisi +f (sAk, c*,d*) mod N
i€[¢]

where % denotes the inverse of 2 modulo N, e; € Zy for every i € [¢], and f is a function whose
range is Zy. The DCR based construction is Fuer-KDMW_CCA secure. In the construction,
we can maintain sAk, c*, and d* as bit strings. In this case, the above function class includes
affine functions and projection functions.

5 KDM-CCA Security of the DDH Based Scheme

Although our framework shown in Section 3 captures only KDMM-CCA security, we can prove
the KDM-CCA security of concrete instantiations. In this section, we prove that our concrete
instantiation based on the DDH assumption is KDM-CCA secure. We also briefly explain how
to prove the multi user security of our QR and DCR based schemes in Remark 5 at the end of
this section.

Let G be a cyclic group of prime order p and g a random generator of G. Let lNey =
(KGeea, Enceca, Deceea) be a PKE scheme. We assume that the secret-key space of MNee, is G
for simplicity. We construct the following PKE scheme Mygn = (KGgqdn, Encydgn, Decgqn). The
message space of MNyqgp is {0, 1}.

KGaan(1*) :
e Generate gi,...,g0 « G.
e Generate s = s1 -5 + {0,1}' and z1,..., 2y < L.

o Compute go < [;cjq 9" and go < IL;epq 97"
e Generate (cpk, csk) + KGeea(17).
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e Cenerate w; < Z, and set e; < g;"* for every i € [(].
e Compute ey + Hie[é] e;" and u < e - csk.

o Set v:={zi}icpy I {ei}igpy llu-

e Return PK := ({gi}ie[g] ,go,go,cpk> and SK := (s,v).

EnCddh(PK, m) :

e Parse ({Qi}ie[g] , 90, 90, Cpk) +— PK.
o Generate 7 < Zy and compute ¢; < g} for every i € [(].
e Compute d < g™ - g{, and 7 < ;.

e Return CT « Enceca <cpk, <{ci}i€[£] ,d, 71'))
Decddh(SK, CT) .

o Parse (57 {23} icin | {eiticsg Hu) « SK.

e Compute csk < u - (Hiem ef">_

e Compute ({Ci}ie[e] ,d, 7r) < Deceea(csk, CT). If the decryption result is not in G*2,
returns L. Otherwise, compute as follows.

-1
e Return L if m # [[;cfq ¢;" and m « log, (d- (Hiew] cf’) > otherwise.

Correctness. In the decryption algorithm, we need to compute discrete logarithm on G.
We can efficiently perform this operation since we restrict the message space to {0,1}. The

1
¢ {1,g9}. Then, the correctness of MNygp

decryption algorithm returns L if d - (Hiew] cf’)
follows from that of Mcc,.

Let n be the number of key pairs in the security game. We define Fyq, as a function family
consisting of functions described as

f ({Sk,vk}ke[n]> = > {ak )+ f ({Uk}ke[n]> ;

k€(n]

where (-, -) denotes inner product over Z, a; € {0,1}*, and f is a function such that > kel (@, k) +

f ({Uk}ke[n]> € {0,1} for every {sy}cp, and {vx}icp,- By maintaining {vg} e, as bit strings,
Fddn includes projection functions of single-bit output. Mygm is KDM-CCA secure with respect
to Fydn. Formally, we prove the following theorem.

Theorem 4 Let MNe; be IND-CCA secure. Assuming the DDH problem is hard on G, MNygn i
Fadn-KDM-CCA secure.

As noted in Section 4.1.3, we can construct a PKE scheme that is KDM-CCA secure with
respect to affine functions defined by Boneh et al. [4] by some simple modifications.
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Proof of Theorem 4. Let n be the number of keys. Let A be an adversary that attacks the
Fddh-KDM-CCA security of lMgqn. We proceed the proof via a sequence of games. For every
t € {0,...,11}, let SUC; be the event that A succeeds in guessing the challenge bit b in Game t¢.

Game 0: This is the original Fuaan-KDM™_-CCA game regarding lMyqn. We have Advh‘fjmf%dh7A7n()\) =
|Pr[SUCy] — 3|. The detailed description is as follows.

1. The challenger chooses b <~ {0,1} and generates (PKy,SKy) for every k € [n] as
follows.

a) Generate g1, ..., gk — G.
(b) Generate s = S - spe = {0,1} and zp1, ..., T & L.
Compute gro < [l;efq (9r1)™ and gro < Tlicrg (g8)™"-
Generate (cpky, csky) ¢ KGeea(17).

Generate wy; <~ Z, and set ex; < (gr;)"** for every i € [(].

(
d
(
(

e
f) Compute exo < [T;cq (er;)°* and uy < egg - cskg.

g) Set vy := {xki}ie[f] | {eki}ie[@ [

(h) Set PKj := (Cpkk, {griticig 79k0a§k0> and SKy := (s, vk).

The challenger sends {PKy} keln) 1O A and prepares a list Lygm-

)
()
)
)
(f)
)

2. The challenger responds to queries made by A.
For a KDM query (j, ({ag}ke[n] ,f0> ) ({a,lﬁ}ke[n] ,f1>> made by A, the challenger
responds as follows.
(a) Set m =3 1 (ab,si) + f° <{vk’}k€[n]>'
(b) Generate r <~ Z, and compute ¢; < (g;;)" for every i € [¢].
(c) Compute d < ¢g" - (gjo)" and 7 < (g;o0)"-
(d) Return CT < Enceca (cpkj, ({Ci}ie[e} ,d, w)) and add (7,CT) to Lydm-
For a decryption query (7, CT) made by .4, the challenger returns L to A if (j,CT) €

Lydm, and otherwise responds as follows.
(a) Compute <{Ci}z‘e[£] ,d, 7r) < Deccca(cskj, CT). If the decryption result is not in

G2, return L and otherwise respond as follows.

y o\ —1
(b) Return L if w # [T, ;" and m + log, <d- (Hz‘e[z] cf”) > otherwise.
3. A outputs b’ € {0,1}.

Game 1: Same as Game 0 except how the challenger computes {eki}ie[e],ke[n}' The challenger

generates w; < Z, for every i € [(] and computes eg; < (gr;)"* for every i € [¢] and
k€ [n].

We have |Pr[SUCy| — Pr[SUC;|| = negl(\) since ((g1:)“", ..., (gni)*"*) and ((g1:)"™, - . ., (gni)™")
are computationally indistinguishable by the DDH assumption for every i € [¢].
Game 2: Same as Game 1 except how the challenger generates {Sk}ke[n} and {gki}ig[z],ke[n].
The challenger first generates s = sy ---s; <~ {0,1} and g1, ... g, <~ G. Then, for every
k € [n], the challenger generates A <~ {0,1}* and computes s;, < s @ Ay. In addition,
for every i € [(] and k € [n], the challenger generates yy; <~ Z, and computes gi; <+ g;*'.

28



|Pr[SUC1] — Pr[SUCs]| = 0 holds since the difference between Game 1 and 2 is only conceptual.

From Game 3 to 7, we change the game so that we do not need s to respond to KDM queries
made by A.
In Game 2, we have

Gk = H (gi) i = H (gi%i)si@Aki ,
i€[f] i€[¢)
where Ay; is the i-th bit of Ay for every i € [¢]. For every i € [¢] and k € [n], we have

S B A =1 (Bai =0)
! i 1_3i (Am:l)

Thus, by defining

)1 (A =0)
5’“"{—1 (Aki=1) o

for every i € [¢] and k € [n], we have

H g%z Hg(skz'ykzsz _ H i - Hgtskﬂkzsz

1E€EAE i€[f] 1EAE i€[(]

for every k € [n], where [], en,, Xi denotes Hze n A;ﬂ 8

Game 3: Same as Game 2 except that the challenger uses 0y;vk; instead of ~y; for every i € [/]
and k € [n]. More precisely, the challenger computes gx; < g?’“”’” for every i € [¢] and
k € [n], and ggo < HieAk Jki - Hie[ﬁ} g;*"*" for every k € [n]. Note that dx; - d; = 1 for
every i € [¢] and k € [n].

If ~x; distributes uniformly at random, then so does dx;vx; for every i € [(] and k € [n].
Therefore, we have |Pr[SUCy] — Pr[SUC3]| = 0.

Game 4: Same as Game 3 except how the challenger computes gxo, gk1, - - - , gre for every k € [n].
The challenger generates «y; for every k € [n] and computes gg; < g?’“aki for every i € [{]

and k € [n]. Moreover, the challenger computes gro < [Lica, 9ri - ILicp g;**" for every
k€ [n].

Pr[SUC3] — Pr[SUC4]| = negl()\) holds since (g{**,...,¢)*) and (g7*,...,g)*) are computa-
g 91 9 91 9
tionally indistinguishable by the DDH assumption for every k € [n].

Below, we let go = Hie[ﬁ] g;*. In Game 4, for every k € [n], we have

gki = 9" (i € []) , and

go= ] oei- [T = I] oni | - 53"

1€A S f] 1€AL

8 That is, HiEAk X, denotes the summation of X; over positions 7 such that Ag; = 1.
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Then, the answer to a KDM query (j, ({a%}ke[n] ,f0> , ({a}c}ke[n] ,f1>) in Game 4 is
Enceea (cpkj, ({Ci}ie[a ,d,w)), where

Ci

T = (gjo)" = H ¢, and r <~ 7Z, .
i€[f]

I

()" = (g})5% (i e [l]) , d = gZremlabon) I (ordicra) . (g0)"

We also have

Z <a2,sk> = Z <ai,s@Ak> = Z Z azi + Z Zazidkisi ,

ke[n] ke[n] ke€[n] i€y ke([n] i€[f]

where summation is done over Z and azi is the i-th bit of ai for every ¢ € [¢]. Thus, by defining

Yo=Y ap+f <{Uk}ke[n}) and pf = ) a0k (i €[4]) (5)

k€[n] i€A ke[n]

we have

VT

r

Y43, by s

d =g +Zz€[2] Hisi, H g]l . H gf
1EA; i€[f]

=TT e T (9 )"

1€EA; i€lf]

Note that Y and {Mf}ie[e] are computed from ({ai}ke[n] ,fb> and {0ki }ic (g1 hefn)-
Hereafter, we show the difference from the previous game by colored parts.

Game 5: Same as Game 4 except how the challenger responds to KDM queries.

For a KDM query (j, <{a2}ke[n] 7fO) : <{allf}ke[n] 7fl>) made by A, the challenger re-
sponds as follows.

1. Compute Y? and { uf} as Equation 5.

1€[{]

. Generate r1,...,1¢ < Zy.

s

2

3. Compute ¢; < (g; )5%i for every i € [{].

4. Compute d < ¢¥" - [Liea, ¢i - Ilieg (g“? . (gZ')%)
5. Compute 7 < [L;cqg ¢’

6. Return CT < Encee, <cpkj, ({Ci}ie[e} ,d, 77)) and add (7,CT) to Lygm-

By the DDH assumption, (g¢7,...,g;) and (971"1, cees gge) are computationally indistinguish-
able. Thus, we have |Pr[SUC4] — Pr[SUC5]| = negl()).

Game 6: Same as Game 5 except how the challenger responds to KDM queries.

For a KDM query (j, ({ag}ke[n] ,fo) , ({ai}ke[n] ,fl)) made by A, the challenger re-
sponds as follows.
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1. Compute Y and { ,uf} as Equation 5.

i€[()

2. Generate 71, ..., L.
55
3. Compute ¢; (g“"? gf’) " for every i € [7].

b
4. Compute d <+ g¥ - H/,EA. G - H7e[/] 9"

5. Compute 7 < [T;cq ¢; ek

6. Return CT <+ Enceca (cpkj, ({Ci}ie[e} ,d, 77)) and add (7,CT) to Ligm-

TiY5

We can make this change in two steps. We first replace g;""” with g;*. We then replace g;’

with g —hi. -g;*. Since r; is uniformly at random for every i € [¢], the answer to a KDM query made
by A identically distributes between Game 5 and 6. Thus, we have |Pr[SUC5] — Pr[SUCg]| = 0.

Game 7: Same as Game 6 except how the challenger responds to KDM queries.

For a KDM query (j, ({ag}ke[n] ,fo) , ({ai}ke[n] ,fl)) made by A, the challenger re-
sponds as follows.

1. Compute Y and { M?} as Equation 5.

i€f]

2. Generate r <~ L.
5
3. Compute ¢; <+ (gfﬂ? qj) " for every i € [{].

b .
4. Compute d «+ ¢g* - HiEA' ci - Hz‘,e[é] g;"

5. Compute 7 < [T;crq ¢ ¢

6. Return CT « Encec (Cpkj, ({cl-}iem d, w)) and add (4, CT) to Lidm.

By the DDH assumption, (g¢7,...,g;) and (971"1, . ,gge) are computationally indistinguish-
able. Thus, |Pr[SUCs] — Pr[SUC;]| = negl()) holds.
In Game 7, d generated to respond to a KDM query is of the form

"I e Hgm—gyb- [Te) -

I€EA; i€l I€EA;

Thus, we can reply to a KDM query made by A using g instead of s in Game 7.

Next, we eliminate secret keys of lN¢c; from the view of A. For this aim, we make eyg that
is used to mask csky uniformly at random for every k € [n]. We first change how the challenger
responds to decryption queries made by A.

Game 8: Same as Game 7 except how the challenger responds to decryption queries.

For a decryption query (j,CT) made by A, the challenger returns L to A if (§,CT) € Lidm,
and otherwise responds as follows.

1. Compute <{Ci}ie[e] ,d, 7r> < Deccca (cskj, CT). If the decryption result is not in G2,

return . Otherwise, compute as follows.
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2. Let ¢; = (gj:)"" for every i € [(].9 If there exists i/ € {2,...,¢} such that 7 # 7y,
return L. Otherwise, respond as follows.

) oo -1
3. Return L if w # [[;cg ¢;’" and otherwise m « log, <d~ (Hz’e[e} ci“> )

We define the following event in Game i (i = 7,...,11).

BDQ;: A makes a decryption query (7, CT) ¢ Lydm which satisfies the following conditions, where
<{ci}i€[é} ,d, 7r) < Decccs (cskj, CT).

. <{Ci}z‘e[€] ,d, 7T> € G'*2. Then, let ¢; = g;i, where r; € Z,, for every i € [(].
e There exists i’ € {2,...,¢} such that rq # ry.

o T= Hie[é} Cfﬁ

We call such a decryption query a “bad decryption query”.

Games 7 and 8 are identical games unless A make a bad decryption query in each game.
Therefore, we have |Pr[SUC;] — Pr[SUCs]| < Pr[BDQg].
For every k € [n], we have

e = (i)™ = (g% (i € [4])

ero = H(eki)ski _ H eki H (eki)ékisi _ H e H g;uisi

i€[¢) €A i€ll] 1EAE 1€[{]

Tk

Note that dg; - 0x; = 1 for every ¢ € [¢] and k € [n].

Wi S;

Game 9: Same as Game 8 except that ey <~ G is used instead of Hie[ﬁ] 9;

The view of A in Games 8 and 9 can be perfectly simulated by

Wi Si

glv"'ag@ugiulw"ugéue? Hg@
i€[()

,90 | and (g1,---,96 97,9, €0.90)

respectively, where ¢; + G and w; « Zy for every i € [{], s = 5154 “ {0,1}¢, eo < G, and
—2)

go = Hz’em g;*. By the leftover hash lemma, the view of A in Game 8 is 9= _close to that in
Game 9. Thus, by setting ¢ = 3\, |Pr[SUCg] — Pr[SUCy|| = negl(\) and |Pr[BDQg| — Pr[BDQy|| =
negl(A) hold.

There exists a; € Zy, such that g = g; for every i € [(]. Then, for every k € [n], we have

Gri = gai’Yk5ki — (g%)ai5ki (i €[f), gro= H(le)s’”
i€[¢]

eri = (gri)™ (1 € [{]) , and ey = H exi | edt -
1EA

9 Note that such r; exists unless gji is the identity element since ¢; € G for every i € [¢]. The probability that
gji is the identity element is negligible. Thus, we ignore this issue for simplicity.

32



Game 10: Same as Game 9 except that for every k € [n], the challenger generates ey <

Z r
<Hi€Ak eki> ey”, where zy, < Zp.

|Pr[SUCy] — Pr[SUC1o]| = negl()) holds since (g, eo, g7, e}F) and (g, e, 7%, e5") are computa-
tionally indistinguishable by the DDH assumption for every k € [n].

Moreover, we can efficiently check whether A makes a bad decryption query or not by
using {csky}epns {iticrg, and {@ki}iepq pepn)- Therefore, we also have [Pr[BDQg] — Pr[BDQ1o]| =
negl(A) by the DDH assumption.

In Game 10, ey distributes uniformly at random for every k € [n]. Therefore, A cannot

obtain any information of cski from wy = exg - csky for every k € [n], and thus we can use
IND-CCA security of Mee,.

Game 11: Same as Game 10 except that the challenger responds to KDM queries made by A
with CT + Enccca (cpk;, 0(+2)lal),

By the IND-CCA security of MNcca, we obtain |Pr[SUC1] — Pr[SUC11]| = negl(A).

Moreover, we can efficiently check whether .4 makes a bad decryption query or not by using
decryption queries for Meca, {ci};c(), and {@ki}ie (g gepny- Thus, [Pr[BDQ1o] — Pr[BDQy1]| = negl(A)
also holds by the IND-CCA security of MNcc,.

The value of b is information theoretically hidden from the view of A in Game 11. Thus, we
have |Pr[SUCy1] — 3| = 0.

In Game 11, xpq,..., 2z are hidden from the view of A except grg = Hie[@ (gri)™™ for
every k € [n]. Note that 4 cannot obtain information of xgq,...,zk other than gy through
decryption queries for every k € [n]. The reason is as follows. If a decryption query (j,CT)
made by A is not a bad decryption query, there exists r; € Z, such that ¢; = (g;;)™ for every

i € [¢], where <{Ci}z'e[12} ,d, 7r> +— Deccca (cskj, CT). Then, we have

T1

[T =TT @ = (T o™ | =@

i€l] i€[f] €[]

In addition, bad decryption queries made by A are replied with | in Game 11. This means that
for every k € [n], A cannot obtain information of x1, ...,z other than gio through decryption
queries.

We estimate Pr[BDQ]. Let (4, CT) be a decryption query made by A and let ({Ci}ie[é} ,d, 7T> —

Deccca (csk;, CT). Suppose that <{Ci}i€[€] ,d, 7r) € G2, ¢; = (g;)" for every i € [£], and there
exists ' € {2,...,¢} such that r; # ry. The probability that this query is a bad decryption
query 1is

Pro e ==|I] (0™ =ap] (6)

r
©ji$Zp | icl) i€ll]

This probability is the same as

Prr Z a;7j05i1ixj; = logg ™ mod p Z a;vj0jix5i = log, gjo mod p
zji$Zp | gy icll]
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a; # 0 and ~; # 0 holds for every ¢ € [¢] and j € [n] with high probability and thus we assume
so. Then, two equations

Z @;;j05i7;xj; = log, m mod p and Z a;7j0j:x5i = logy gjo mod p
i€l i€[f]

are linearly independent, and thus the probability shown in Equation 6 is %. Therefore, we
obtain Pr[BDQ;;] = negl(\).

From the above arguments, we have

Pr[SUCy] — =

kdmcca _
Advnddh’}—ddh»Am()\) - )

|

10
=) [Pr[SUC,] — Pr[SUC, 1] +
t=0

1
PT[SUC11] — 2‘

= ) |Pr[SUC] — Pr[SUC1]| + [Pr[SUC7] — Pr[SUCs]|
t€{0,...,10},t£7

10
= ) [Pr[SUC/] — Pr[SUC/;1]| + > [Pr[BDQ;] — Pr[BDQ;1]| + Pr[BDQy]
te{0,..., 10} t£7 t=8

= negl(\) .
Since the choice of A and n is arbitrary, MNygn i8S Faagn-KDM-CCA secure. O (Theorem 4)

Remark 5 (The multi user security of the QR and DCR based schemes) Our QR and
DCR based constructions are based on those proposed by Brakerski and Goldwasser [5]. If we
allow the length of secret keys to depend on the number of users n, we can prove that our QR
and DCR based constructions are KDM™-CCA secure using a technique similar to Brakerski
and Goldwasser.

To prove KDM(-CCA security, we need to eliminate encrypted n secret keys of the outer
IND-CCA secure PKE scheme contained in secret keys of the KDM-CCA secure scheme. In
the above proof of DDH based scheme, by using the self reducibility of the DDH problem, we
complete such a task by making a single group element Hz‘em g;""*" random using the leftover
hash lemma.

However, when proving the KDM™-CCA security of the QR and DCR based constructions,
to complete such a task, we need to make n group elements random using the leftover hash
lemma. Therefore, in that case, we need to set the length of secret keys depending on n similarly

to the proof of KDM™-CPA security by Brakerski and Goldwasser.
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