White-Box Implementation of the Identity-Based
Signature Scheme in the IEEE P1363 Standard
for Public Key Cryptography
Yudi Zhang1 , Debiao He1 , Xinyi Huang2 , Ding Wang3 and Kim-Kwang
Raymond Choo4
1

Key Laboratory of Aerospace Information Security and Trusted Computing, Ministry of
Education, School of Cyber Science and Engineering, Wuhan University, Wuhan, China.
hedebiao@163.com
2
School of Mathematics and Computer Science, Fujian Normal University, China
3
School of Electronics Engineering and Computer Science, Peking University, Beijing, China.
4
Department of Information Systems and Cyber Security and the Department of Electrical and
Computer Engineering, The University of Texas at San Antonio, San Antonio, TX 78249, USA.

Abstract. Unlike black-box cryptography, an adversary in a white-box security model
has full access to the implementation of the cryptographic algorithm. Thus, white-box
implementation of cryptographic algorithms is more practical. Nevertheless, in recent
years, there is no white-box implementation for public key cryptography. In this paper,
we propose the first white-box implementation of the identity-based signature scheme
in the IEEE P1363 standard. Our main idea is to hide the private key to multiple
lookup tables, so that the private key cannot be leaked during the algorithm executed
in the untrusted environment. We prove its security in both black-box and white-box
models. We also evaluate the performance of our white-box implementations, in order
to demonstrate utility for real-world applications.
Keywords: White-box implementation, White-box security, IEEE P1363, Identitybased signature, Key extraction
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Introduction

White-Box cryptography was first introduced by Chow et al. [CEJVO02, CEJv03] in
2002, and is designed to prevent software implementation of cryptographic algorithm from
being attacked in untrusted envrionments. Specifically, the key purpose of white-box
cryptography is to ensure the confidentiality of secret keys. Since the first white-box
implementations of DES and AES algorithms [CEJVO02, CEJv03], a number of other
white-box implementations have been proposed in the literature [BCD06, Kar11].
In the trusted environment, an adversary knows the algorithm of the cryptographic
system. The adversary can also require a number of inputs and obtain outputs from the
program. However, the adversary does not have the permission to access the internal
process of the program’s execution. In practice, an adversary can also observe and modify
the algorithm’s implementation to obtain the internal details, such as the secret key.
Many side-channel attacks have been proposed in recent, most of them can be mounted
on the existing cryptographic system, such as timing, power, and fault analysis attacks.
For example, the digital rights management (DRM) is commonly used to restrict the
use of proprietary hardware and copyrighted works. In the example shown in Fig 1, a
broadcasting company wishes to distribute their digital content (e.g., music and movies)
on the Internet, and set different permissions to the users such that only paying users
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can access the purchased content. However, these users should not be able to copy or
re-distribute the content. Therefore, the provider should encrypt the content before
distributing the content on the public network. If the user has the license to access the
content, then the Rights Expression Manager can parse the user’s authentication and
decrypt the encrypted content using the corresponding decryption program D. However,
iTunes DRM has been reportedly cracked by Johansen [Orl], where the vulnerability can
be exploited to re-distribute the content without authentication. Similar vulnerabilities in
iOS DRM applications have been revealed by D’Orazio and Choo [DC16], which can be
exploited to gain access to copyrighted materials for free.

M
Enck (M)

Content Service Provider

Auth

Deck (M)

Rights Expression Manager

Consumer

Figure 1: A Typical DRM Architecture
As more DRM services are offered via mobile devices / applications (apps), it is
vital to ensure the security of DRM and other services/apps, for example via the use
of cryptographic tools such as encryption and digital signature schemes. The latter is
indispensable in the Internet especially in e-commerce, due to its capability to demonstrate
the validity of user’s message and identity. Formally, a valid digital signature ensures
that the message was generated by a known signer, the signer cannot deny his/her
signature, and that the integrity of the message has not been compromised. To avoid
the limitations inherent in public key-based digital signature schemes, such as those of
[ElG84, AR00, JMV01], Shamir introduced the first identity-based cryptography [Sha84].
Since the seminal work of Shamir, many other identity-based signature (IBS) schemes,
such as those of [Hes03, CC03, BLMQ05], have been proposed in the literature.
While identity-based digital signature is a topic that has been extensively studied, there
is not any known white-box implementation of identity-based signature scheme. Thus, this
is the focus and contribution of the work in this paper. Specifically, in our study, we focus
on the white-box implementation of identity-based signature scheme in the IEEE P1363
standard for public key cryptography [Gro]. As far as we know, this is the first white-box
implementation of identity-based signature scheme (in the IEEE P1363 standard). Our
method is lightweight, and meets the white-box security requirement. As shown in Fig 2,
our method can be implemented in an untrusted wireless environment, including on mobile
devices such as Android or iOS device. Specifically, the Sign algorithm is implemented on
some user devices in the white-box model. Therefore, the malicious applications or hackers
obtaining user’s private key is impossible. Moreover, even if the device is lost, no one else
can get the user’s private key.
In Section 2, we introduce related white-box cryptography literature, prior to presenting the notations, the identity-based signature scheme in the IEEE P1363 standard,
mathematical assumptions and the definitions of white-box security in Section 3. In
Section 4, we propose our white-box implementation of the identity-based signature scheme
in the IEEE P1363 standard, and give the description of the detailed construction. In
Section 5, we lay special stress on analyzing the black-box and white-box security. We
implement our proposed method on a personal computer (PC), then we show and evaluate
the implementation performance in Section 6. We point that our method is efficient
and secure in the industrial area and the real-world applications. In the last section, we
conclude the paper.
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Figure 2: A Use Case for White-Box Implementation in Wireless Environment
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Related Work

White-box cryptography (WBC) is designed to protect software implementations of cryptographic algorithms when the software is running on untrusted environment, in the sense
that the adversary has full access to the implementation [CEJVO02, CEJv03]. Chow et al.
[CEJVO02, CEJv03] proposed the first white-box implementation for both DES and AES
algorithms, and the authors also introduced the White-Box Attack Context (WBAC). In
WBAC, the adversary seeks to extract the secret keys from the implementation. In recent
years, many other white-box implementations have also been put forward, such as whitebox implementations of DES and AES [BCD06, Kar11], although many of these schemes
have been shown to be vulnerable to practical key extraction or table-decomposition
attacks [BGEC04, WMGP07, LRM+ 14]. For example, using linear algebra, Lepoint et
al. [LRM+ 14] demonstrated how Lepoint’s construction can be broken. Biryukov et al.
[BBK14] also broke Chow et al.’s construction in 2014.
Billet et al. [BGEC04] proposed an effective cryptanalysis for white-box implementations of AES algorithm in 2004. They used algebraic cryptanalysis to analyze specific
lookup tables, and removed the non-linear parts of the internal implementation. In a later
work, Michiels et al. [MGH09] proposed an improved cryptanalysis, which can be used to
analyze a generic class of white-box implementations.
Biryukov et al. [BBK14] also showed that the white-box implementations of AES and
DES [CEJVO02, CEJv03] can be identified as a 3-layer ASA (affine-substitution-affine)
structure, and they proposed a more secure structure (i.e., a 5-layer ASASA construction).
Since the work of Biryukov et al. [BBK14], other researchers [BS10, BKLT13] have studied
the decomposition of secret nonlinear and linear layers. Theoretically, the more layers that
are employed, the more secure the construction is. However, Biryukov et al. [BK15] also
showed that even a 9-layer construction SASASASAS is vulnerable.
Delerabl et al. [DLPR14] proposed a notion of incompressibility: an adversary has full
access to the white-box implementation, but generate a program with the same function
and dramatically small size is impossible. Such a notion is also referred to as weak white-box
[BBK14] or space hardness [BI15] in the literature. In this notion, the adversary cannot
extract the key from the white-box implementation of the cryptographic algorithm, if the
implementation is large and incompressible.
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More recently in 2016, Bellare et al. [BKR16] utilized a large encryption key to protect
the key, which is called the bounded-retrieval model (BRM), and Fouque et al. [FKKM16]
proposed the first construction with provable security guarantee. They also introduced a
new definition of incompressibility (i.e. weak and Fouque et al. incompressibility).
A number of differential cryptanalysis techniques can be used to crack white-box
implementations [CEJVO02, LN05], especially on white-box implementations for DES. For
example, Chow et al. [CEJVO02] showed that their white-box implementations of DES
is vulnerable. They then introduced an attack similar to differential power analysis, i.e.
statistical bucketing attack. The statistical bucketing attack method has been improved
subsequently by Link and Neumann [LN05].
While there are numerous identity-based signature schemes, they are generally not
white-box attack resilience, and we are not aware of any white-box implementation for
identity-based signature scheme. Hence, our research has filled the gap in white-box
cryptography.

3

Preliminaries
r

We let S denote a set or distribution, and a ←
− S denote that a is randomly selected
from S. In this paper, n is the security parameter, for any polynomial p, if the equation
µ(n) = O(1/p(n)) holds, then the function µ(n) is negligible. The trusted key generation
center denotes in KGC, the probabilistic polynomial time algorithm denotes in P.P.T. H1
and H2 are two secure hash functions, such that H1 : {0, 1}∗ → Zp , and H2 : {0, 1}∗ → Zq .
Let Setup be the algorithm that, given the security parameter n, it outputs the bilinear
map parameters (g1 , g2 , G1 , G2 , G3 , e). G1 and G2 are two cyclic additive groups, g1 , g2
are generators of G1 , G2 respectively, G3 is a multiplicative group, there exists an efficient
bilinear map such that e : G1 × G2 → G3 , which contains properties as follows:
1. For all x1 , x2 ∈ G1 and y1 , y2 ∈ G2 , e(x1 + x2 , y1 ) = e(x1 , y1 )e(x2 , y1 ) and e(x1 , y1 +
y2 ) = e(x1 , y1 )e(x1 , y2 ).
2. For all 0 6= x ∈ G1 , there exists y ∈ G2 such that e(x, y) 6= 1.
3. For all 0 6= x ∈ G2 , there exists y ∈ G1 such that e(x, y) 6= 1.

3.1

The Identity-based Signature Scheme in IEEE P1363 Standard

In this section, we review the identity-based signature in the IEEE P1363 standard
[BLMQ05] briefly. The detailed algorithms are described below:
1. Setup: Taken as input the security parameter n, the KGC outputs the system
parameters params as follows:
(a) Chooses G1 , G2 , G3 and a pairing e : G1 × G2 → G3 .
(b) Picks a random generator Q2 of G2 , and calculates Q1 = φ(Q2 ) ∈ G1 .
r

(c) Randomly selects s ←
− Zp , sets s as the master secret key, then calculates
R = sQ2 and g = e(Q1 , Q2 ).
(d) Sets and outputs the system parameters params = (R, g, Q1 , Q2 , G1 , G2 , G3 , e)
available.
2. Extract: Taken as input a user’s identity ID, the KGC outputs the user’s private
key as follows:
(a) Computes the identity element hID = H1 (ID) where hID ∈ Zp .
(b) Outputs KID = (hID + s)−1 Q1 .
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3. Sign: Taken as input a message m, the user’s identity ID, the signer outputs the
signature σ as follows:
r

(a) Randomly selects r ←
− Zq , computes u = g r .
(b) Computes h = H2 (m, u) and S = (r + h)KID .
(c) Outputs the signature σ = (h, S).
4. Verify: Taken as input the signature σ, the corresponding message m, and the
identity ID , this algorithm should check the validation of the signature. The verifier
executes the steps as follows:
(a) Computes hID = H1 (ID).
(b) Computes u =

e(S,hID Q2 +R)
.
e(Q1 ,Q2 )h

(c) If h = H2 (m, u), then outputs 1; otherwise, outputs 0.

3.2

Mathematical Assumptions

Definition 1. We assume that there exists bilinear map groups G1 , G2 , and G3 , P is the
generator of G1 , Q is the generator of G2 . The q-Strong Diffie-Hellman problem (q-SDHP)
in (G1 , G2 ) is described as follows: taken as input (q + 2)-tuple (P, Q, xQ, x2 Q, . . . , xq Q),
1
P ) where c ∈ Z∗q . A P.P.T algorithm A solves q-SDHP in (G1 , G2 )
and output that (c, c+x
with the advantage  if
Pr[A(P, Q, xQ, x2 Q, . . . , xq Q) = (c,

1
P )] ≥ .
c+x

We say that q-SDHP in (G1 , G2 ) is infeasible if all P.P.T algorithms can solve q-SDHP in
(G1 , G2 ) with a negligible advantage .
Definition 2. Let G be a cyclic group of prime order q. The DL problem in G is to
compute a ∈ Zq for given (P, Y ) where Y = aP ∈ G. A P.P.T algorithm A sovles DL
problem in G with the advantage  if
Pr[A(P, Y ) = a : a ∈ Zq , Y = aP ] ≥ .
We say that the DL problem in G is infeasible if all P.P.T algorithm can solve the DL
problem in G with a negligible advantage .

3.3

White-Box Security

We adapt existing definitions of white-box security [BBK14, BI15], presented below.
Definition 3. White-Box Attack Context (WBAC) [CEJv03]:
• an attack software has full privileges and shares a host with the cryptographic
software, and it has full access to the implementation of the algorithm;
• cryptographic software can be executed dynamically and observed (i.e. the instantiated cryptographic keys);
• the internal details of the algorithm are completely visible and alterable.
Definition 4. Strong White-Box Security: We assume that the pair of algorithm (E, D)
is a symmetric key scheme, and K is the secret key. Let OEK be a function that computes
EK . Given full access to OEK , if obtain a function D0 equivalent to DK is computationally
hard, then we say that OEK is a secure strong white-box implementation for EK .
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Based on the definition in [BBK14] and our proposed white-box implementation of
identity-based signature scheme, we give the definition of weak white-box security.
Definition 5. Weak White-Box Security: Let the pair of algorithms (S, V ) be a signature
scheme, and K is the private key. We generate an equivalent key set F(K) for K, and it is
trivial to obtain an algorithm from F(K) which is equivalent to SK . The function OSK
is a T -secure weak white-box implementation for SK , if given the full access to OSK , to
obtain the K of length less than T from F(K) is computationally hard.
That is, when an adversary is given the full access to the secure weak white-box implementation to find out any compact equivalent function smaller than T, it is computationally
hard.

4

White-Box Implementation of the Identity-Based Signature Scheme in IEEE P1363

In this section, we propose our white-box implementation of the identity-based signature
scheme in the IEEE P1363 standard.
Our proposed method consists of the following five algorithms, namely: Setup, Extract,
WhiteBoxKeyGen, Sign and Verify.
1. Setup: Taken as input the security parameter n, the KGC outputs the system
parameters params as follows:
(a) Chooses G1 , G2 , G3 and a pairing e : G1 × G2 → G3 .
(b) Picks a random generator Q2 of G2 , and calculates Q1 = φ(Q2 ) ∈ G1 .
(c) Randomly selects s ∈ Zp , sets s as the master secret key, and calculates R = sQ2
and g = e(Q1 , Q2 ).
(d) Sets params = (R, g, Q1 , Q2 , G1 , G2 , G3 , e).
2. Extract: Taken as input a user’s identity ID, the KGC outputs the user’s private
key as follows :
(a) Computes the identity element hID = H1 (ID) where hID ∈ Zp .
(b) Outputs KID = (hID + s)−1 Q1 .
3. WhiteBoxKeyGen: Taken as input the user with the identity ID and params, the
KGC outputs white-box keys as follows:
r

(a) Randomly selects x1 , x2 · · · , xk ←
− Zp where k is a number greater than or equal
to 256.
(b) Computes {u1 = g x1 , u2 = g x2 , · · · , uk = g xk } and {X1 = x1 KID , X2 =
x2 KID , · · · , Xk = xk KID }.
r

(c) Randomly selects y1 , y2 · · · , y256 ←
− Zp .
(d) Computes {v1 = g y1 , v2 = g y2 , · · · , v256 = g y256 } and
{Y1 = KID + y1 KID , Y2 = 2KID + y2 KID , · · · , Y256 = 2255 KID + y256 KID }.
(e) Deletes {x1 , x2 · · · , xk } and {y1 , y2 · · · , y256 }.
4. Sign: Taken as input a message m, the user’s identity ID, the signer outputs the
signature σ as follows:
(a) Generates a k bits number Q
r randomly, where r is
Pa binary and represented as
rk · · · r2 r1 . Computes u0 = i:ri =1 ui , and S1 = i:ri =1 Xi .
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(b) Computes h = H2 (m, u0 ), where h is a binary and represented as h256 · · · h2 h1 .
P
(c) Computes S2 = i:hi =1 Yi , and sets S 0 = S1 + S2 .
(d) Outputs σ = (h, S 0 ).
5. Verify: Taken as input the signature σ, the corresponding message m, and the
identity ID, this algorithm should check the validation of the signature. The verifier
executes the steps as follows:
Q
(a) Binary h is represented as h256 · · · h2 h1 , and computes t1 = i:hi =1 vi .
(b) Computes t2 =

e(S 0 ,hID Q2 +R)
,
e(Q1 ,Q2 )h

and sets u =

t2
t1 .

(c) Computes h0 = H2 (m, u). If h = h0 , then outputs 1; otherwise, outputs 0.

5

Security Analysis

We show the black-box and white-box security analysis separately in this section.

5.1

Black-Box Security Analysis

First, we prove that our proposed method achieves the security requirement in the black-box
model. According to existing security model [BNN04, CC03, BLMQ05] for the identitybased signatures, an identity-based signature scheme is existentially unforgeable under
adaptive chosen-message attacks.
Definition 6. If an IBS scheme is existentially unforgeable under adaptive chosen message
and identity attacks, then for any P.P.T adversary A who interacts with a challenger C
will play the game as follows:
1. C executes Setup algorithm to produce the system parameters, then returns it to A.
2. A performs the two queries as follows:
(a) Query on Extract oracle. On input an identity ID, C outputs a private key
which corresponds to the identity ID.
(b) Query on Sign oracle. On input an identity ID and a message m, C outputs a
signature which corresponds to the ID’s private key.
3. A outputs the tuple (ID∗ , m∗ , σ ∗ ), where such ID∗ have never been queried to
Extract oracle, and (ID∗ , m∗ ) have never been queried to Sign oracle. If Verify
accepts (ID∗ , m∗ , σ ∗ ), then A wins the game.
A can win this game with a negligible advantage.
Lemma 1. [BLMQ05] Given an adaptively chosen message and the identity to the
attacker A, A can make qhi queries to the oracle H1 and the oracle H2 , qs queries to the
signing oracle. Within the time bound t, if A can produce a forgery with the advantage
 ≥ 10(qs + 1)(qs + qh2 )/2n , then there exists another algorithm B which can solve the
q-SDHP problem with the advantage t0 ≤ 120686qh2 t/.
Proof. In order to apply the forking lemma [PS00], for the P.P.T algorithm B, on input
1
(P, Q, xQ, x2 Q, . . . , xq Q), it finds a pair (c, c+x
P ). Similar to the proof in [BLMQ05], B
Pq−2
1
i
computes i=0 di ψ(x Q) = x+ωi G, where G is the generator of G1 .
Firstly, B initializes l a counter, and sets l = 1, then executes A on the input (Hpub , ID∗ ),
where Hpub ∈ G2 is the public key.
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• H1 -queries: On input an identity ID ∈ {0, 1}, if ID = ID∗ , then B selects w∗ ←
− Z∗p
r
randomly and returns it. Otherwise, B selects wl ←
− Z∗p randomly, sets w = wl , and
answers w together with the increments l. Then, B stores (ID, w) in the list L1 .
• Key extraction queries: For an input ID 6= ID∗ , B searches the list L1 and recovers
the pair (ID, w), then computes (1/(x + w))G and returns it.
r

r

• Sign queries: For an input tuple (m, ID), B randomly selects S ←
− G1 , h ←
− Z∗p , and
computes u = e(S, H1 (ID)H + Hpub )e(G, H)−h , then sets H2 (m, u) = h, if H2 (m, u)
is already set, then B aborts.
If the adversary A has no knowledge of the private key, but he still can simulate the
tuple (u, h, S), then there exists a P.P.T algorithm A0 which can employ A to generate two
signatures (m, u, h1 , S1 ) and (m, u, h2 , S2 ) where h1 6= h2 with the time t0 ≤ 120686qh2 t/.
Both signatures can pass the Verify algorithm.
Algorithm B executes A0 and to generate two different forgeries (m∗ , u, h1 , S1 ) and
(m∗ , u, h2 , S2 ), the two messages m∗ , u are the same. B searches the list L1 and gets the
pair (ID∗ , w∗ ). Note that, w∗ ∈
/ {w1 , . . . , wq−1 }, and the probability is at least 1 − q/2n .
If the two forgeries can pass the Verify algorithm, then we have
e((h1 − h2 )−1 (S1 − S2 ), (w∗ + x)H) = e(G, H),
due to (h1 − h2 )−1 (S1 − S2 ) = w∗1+x G, then B can extract σ ∗ = w∗1+x G.
Therefore, if A can forge a signature with the advantage  ≥ 10(qs + 1)(qs + qh2 )/2n in
time t, then, B can solve q-SDHP within time t0 .

5.2

White-Box Security Analysis

We proved that our proposed method is existentially unforgeable under chosen-message
attacks in the previous subsection. Now, we analyze the white-box security of our white-box
implementation of identity-based signature in the IEEE P1363 standard.
Lemma 2. If a P.P.T algorithm can compute and obtain the private key KID from the
public parameter, then it can solve the DL problem.
Proof. In our proposed method, the public parameter includes both params and white-box
key – see Table 1, Table 2, Table 3 and Table 4.
In the WhiteBoxKeyGen phase, KGC deletes {x1 , x2 , . . . , xk } and {y1 , y2 , . . . , y256 }.
If a P.P.T adversary A can compute KID from Table 2 and Table 3, then it means that
there exists a P.P.T algorithm A0 which can solve the DL problem in a non-negligible
advantage.
In other words, our proposed method meets the requirement of weak white-box security.

Table 1: Lookup Table for ui
Index
1
2
···
i
···
k

g x1
g x2
···
g xi
···
g xk
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Table 2: Lookup Table for Xi
Index
1
2
···
i
···
k

x1 KID
x2 KID
···
xi KID
···
xk KID

Table 3: Lookup Table for Yi
Index
1
2
···
i
···
256

KID + y1 KID
2KID + y2 KID
···
2i−1 KID + yi KID
···
2255 KID + y256 KID

Table 4: Lookup Table for vi
Index
1
2
···
i
···
256

g y1
g y2
···
g yi
···
g y256

Definition 7. White-Box Diversity [CEJv03]: If we encode the scheme implementation
steps, and can count the possible encoded steps, then this is the white-box diversity. The
greater the diversity value, the safer the scheme.
In our white-box implementation of the identity-based signature scheme in IEEE P1363
standard, the diversity is 2n+log2 k .

6

Performance Evaluation

In this section, we implement our proposed method using MIRACL Cryptographic SDK
[Mir], then we show the show and evaluate the implementation performance. In addition,
we compare our proposed method with the original IEEE P1363 signature scheme. The
implementation of our method is deployed on a PC (with an Intel Xeon E3-1230 v5
processor, 12GB memory and the Microsoft Windows 10 operating system). The curve we
used to evaluate is BN curve which achieves the AES-128 security.
The comparative summary between our method and the original IEEE P1363 scheme
is presented in Fig 3, where the black-box denotes the original scheme and the white-box
is our method. Note that only WhiteBoxKeyGen algorithm is employed in our method, and
it is executed by the KGC. Setup and Extract algorithms are same for the both schemes;
thus, they are omitted from the comparative summary. The time costs for both Sign and
Verify algorithms in the proposed and original schemes are similar, with the exception of
the time costs for the WhiteBoxKeyGen algorithm. However, WhiteBoxKeyGen is executed

White-Box Implementation of the Identity-Based Signature Scheme in the IEEE P1363
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COMPARISON OF COMPUTATION
COST (IN MILLISECONDS)

by the KGC, so it has little effect on the user.
10000.00

1000.00

100.00

10.00

1.00

Black-Box
White-Box

Setup

Extract

19.11
19.11

1.32
1.32

White
Box
KeyGen
0
4359.93

Sign

Verify

8.04
11.22

24.16
32.78

Figure 3: Computation Cost (in milliseconds): Comparative Summary
We also evaluate using messages of different lengths in both Sign and Verify algorithms.
As shown in Fig 4, the lengths of the messages used are 1byte, 32bytes, 1K bytes, 10K
bytes, 100K bytes and 1M bytes. With the exception of the message of 1M-byte in length,
the messages are signed for approximately 11 ms and 8 ms in white-box and black-box
implementation, respectively. It takes about 19 ms in white-box implementation and 15
ms in black-box implementation, respectively, when the length of the message is 1M bytes.

COMPARISON OF OVERHEAD TREND
FOR SIGN (IN MILLISECONDS)

40.00
35.00
30.00

25.00
20.00
15.00
10.00
5.00
0.00

White-Box
Black-Box

1B
11.08
8.06

32B
11.17
8.11

1KB
11.29
8.09

10KB
11.32
8.19

100KB
11.65
8.84

1MB
19.06
15.73

Figure 4: Time Costs for Messages of Different Sizes in the Sign Algorithm (in milliseconds)
Similarly, shown in Fig 5 is the time costs for the Verify algorithm. For messages less
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COMPARISON OF OVERHEAD TREND
FOR VERIFY (IN MILLISECONDS)

than or equal to 100 bytes, it takes almost 32 ms and 24 ms in white-box and black-box
implementation, respectively. However, when the message reaches 1M bytes, the time costs
for white-box and black-box implementations are respectively 41 ms and 32 ms.
80.00
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60.00
50.00
40.00
30.00
20.00
10.00
0.00
White-Box
Black-Box

1B
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24.25

32B
32.92
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33.35
24.15
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32.89
24.01

100KB
32.22
25.02

1MB
41.29
32.02

Figure 5: Time Costs for Messages of Different Sizes in the Verify Algorithm (in milliseconds)
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Conclusion

White-box cryptanalysis and attacks are more crucial than black-box security in a real-world
application, particularly in terms of ensuring the security of a user secret key.
In this paper, we proposed a novel white-box implementation for the identity-based
signature scheme in the IEEE P1363 standard which is efficient and secure. Specifically,
this allows us to produce a valid signature in a white-box model without leaking the private
key. The security analysis demonstrated that our method can meets the white-box security
requirement. According to the performance evaluation, our proposed method showed that
it is potentially useful in the industrial area and the real world applications.
In the future, we intend to conduct a more comprehensive evaluation, for example
using popular consumer devices (e.g., a broad range of Android, iOS, Windows Phones
devices, as well as IoT devices).
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