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Abstract
Consensus (a.k.a. Byzantine agreement) is arguably one of the most fundamental problems
in distributed systems, playing also an important role in the area of cryptographic protocols as
the enabler of a secure broadcast functionality. While the problem has a long and rich history
and has been analyzed from many different perspectives, recently, with the advent of blockchain
protocols like Bitcoin, it has experienced renewed interest from a much wider community of
researchers and has seen its application expand to various novel settings.
One of the main issues in consensus research is the many different variants of the problem
that exist as well as the various ways the problem behaves when different setup, computational
assumptions and network models are considered. In this work we perform a systematization
of knowledge in the landscape of consensus research starting with the original formulation in
the early 1980s up to the present blockchain-based new class of consensus protocols. Our work
is a roadmap for studying the consensus problem under its many guises, classifying the way it
operates in many settings and highlighting the exciting new applications that have emerged in
the blockchain era.

1 Introduction
The consensus problem—reaching agreement distributedly in the presence of faults—has been extensively studied in the literature starting with the seminal work of Shostak, Pease and Lamport [PSL80,
LSP82]. The traditional setting of the problem involves parties connected by point-to-point channels,
possibly using digital signatures in order to ensure the integrity of the information that is exchanged
in the course of the protocol. For a relatively recent overview of the many variants of consensus that
are considered in the distributed systems literature see Cachin et al. [CGR11]. Tolerating “Byzantine”
behavior, i.e., the presence of parties that may behave arbitrarily, possibly in malicious ways, has
been one of the hallmark features in the study of the problem.
Bitcoin was introduced by Nakamoto in 2008-2009 [Nak08a, Nak09], with the objective of providing a payment system that is decentralized in the sense of not relying on a central authority that
should be trusted for transactions to be considered as final. Expectedly, the fundamental enabling
component of the Bitcoin system is a consensus mechanism that facilitates agreement on the history of transactions. Given the conflicting interests of the Bitcoin protocol participants, such a system should be resilient to Byzantine behavior, which brings us to the main contribution of Bitcoin in
the context of the consensus problem, namely, a non-traditional and novel approach from the perspective of distributed computing to solve the problem in a setting that until then had not received
sufficient attention.
In light of these developments, it is important to rethink the consensus problem in the blockchain
era and organize the landscape that is currently being formed, acknowledging all the new directions
and novel tools that have become available in the context of consensus protocol design.
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One main aspect of our work is to look into the consensus problem from a modeling perspective
providing the definitions needed to understand the problem and the solutions that have been developed over the years both in the traditional and the newer blockchain settings. In the course of this,
we provide a taxonomy of protocols and impossibility results that comprehensively outline what is
currently known about consensus and which questions continue to remain open. Also important is
to “extract” the relevant consensus question that is particular to the Bitcoin protocol, which we term
“ledger consesus” (sometimes referred to as Nakamoto consensus), and which is an instance of the
state machine replication problem that has been long-studied in distributed systems [Sch90].
Consequently, we provide in this paper precise definitions of the relevant versions of consensus
that have been investigated and systematize the existing knowledge about the problem with respect
to (i) the network model, (ii) trusted setup assumptions, and (iii) computational assumptions under
which, and at what cost in terms of running time and communication overhead, the problem can be
solved.
We emphasize that our approach is problem-centric and the results being overviewed conceptual
and fundamental in nature, thus complementing the various other enumerative surveys of results
and publications on the subect (e.g., [BSA+ 17, SJS+ 18]).
Organization of the paper. We start in section 2 by specifying a model of multi-party protocol execution and how protocols’ properties will be deemed satisfied, as well as presenting the definition
of (variants of) the consensus problem. We then specify the available resources and assumptions
mentioned above under which the problem has been studied: Network assumptions (communication primitives, synchrony) in Section 3.1; trusted setup assumptions (no setup, public-state setup,
private-state setup) in Section 4; and computational assumptions (none, one-way functions, proofsof-work, random oracle) in Section 5. We then overview possibility (i.e., constructions) and impossibility results for consensus with respect to number of parties as a function of misbehaving parties
(resp., honest vs malicious computational power), trusted setup, running time and communication
costs in the traditional (point-to-point communication) setting (Section 6), and in the Bitcoin (peerto-peer) setting (Section 7). Finally, we dedicate Section 8 to the treatment of ledger consensus, starting with the definition of the problem, followed by the evaluation of existing results through a similar
lens as in the case of (standard) consensus in the previous section.
Some of the material (specifically, the ideal specification of some of the resources available to the
protocols) is presented in the appendix.

2 Model and Definitions
2.1 Protocol execution
In order to provide a formal description of protocols and their executions it is useful to consider a
formal model of computation. We will choose the Interactive Turing Machine (ITM) based resource
bounded model put forth by [Gol01, Can00b]. An ITM is like a Turing Machine but with the addition
of an incoming and an outgoing communication tape as well as an identity tape and a “subroutine”
tape. When an instance of an ITM is generated (we will henceforth call this an ITI, standing for
interactive Turing machine instance), the identity tape is initialized to a specific value that remains
constant throughout the instance’s execution. The ITI may communicate with other ITI’s by writing
to its outgoing communication tape.
Let us consider a protocol Π that is modeled as an ITM. Ideally, we would like to consider the
execution of this protocol in an arbitrary setting, i.e., with an arbitrary set of parties and arbitrary
configuration. A common way to model this in cryptography and distributed systems is to consider
that a certain program, thought of as an adversary, produces this configuration and therefore the
properties of the protocol should hold for any possible choice of that program, potentially with some
restrictions that are explicitly defined. The advantage of this particular modeling approach is that
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it obviates the need to quantify over all the details that concern the protocol (and substitutes them
with a single universal quantification over all such “environments”).
Suppose now that we have a protocol Π that is specified as an ITM and we would like to consider
all possible executions of this protocol in the presence of an adversary A , that is also modeled as an
ITM. We capture this by specifying a pair of ITM’s (Z ,C ), called the “environment” and the “control
program” respectively. The environment Z is given some input which may be trivial (like a security
parameter 1κ ) and is allowed to “spawn” new ITI’s using the programs of Π and A . By convention,
only a single instance of A will be allowed. Spawning such new instances is achieved by writing
a single message to its outgoing tape which is read by C . The control program is responsible for
approving such spawning requests by Z . Subsequently, all communication of the instances that are
created will be routed via C , i.e., C will be receiving the instances’ outgoing messages and will be
approving whether the can be forwarded to the receiving parties’ incoming tape. Note that this may
be used to simulate the existence of point to point channels, nevertheless we will take a more general
approach. Specifically, the control function C , will by definition only permit outgoing messages of
running ITI’s to be sent to the adversary A (with instructions for further delivery). This captures the
fact that the network cannot be assumed to be safe for the instances that are communicating during
the protocol execution. Beyond writing messages that are routed though A , ITIs can also spawn
additional ITIs as prescribed by the rules hardcoded in C . This enables instances of a protocol Π
to invoke subroutines that can assist in its execution. These subroutines, can be sub-protocols or
instances of “ideal functionalities” that may be accessible by more than a single running instance.
Given these features, the above approach provides a comprehensive framework for reasoning
about protocol executions. Nevertheless, some care needs to be applied to ensure that the total execution run time of the (Z ,C ) system remains polynomial-time: it is easy to see that even if all ITIs
are assumed to be polynomially bounded, the total execution run time may not be. By introducing
a more refined time keeping capability for ITIs, it was proven in [Can00b] that as long as the ITM Z
is “locally polynomial bounded” and C is a polynomial-time computable function, the execution of
(Z ,C ) as described above when Z is given input κ is polynomial-time bounded in κ (cf. Proposition 3 in [Can00b]). From this point on we will assume always that Z is locally polynomial bounded
and, for brevity, we will just state that it is polynomial bounded.
Functionalities. We will next need to specify the “resources” that may be available to the instances
running protocol Π. For instance, access to a reliable point-to-point channel or a “diffuse” channel
(see below). To allow for the most general way to specify such resources we will follow the approach
of describing them as “ideal functionalities” in the terminology of [Can00b]. In simple terms, an
ideal functionality is another ITM that may interact with instances running in parallel in the protocol
execution. The critical feature of ideal functionalities though is that they can be spawned by ITI’s
running protocol Π. In such case, the protocol Π is defined with respect to the functionality F .
The ideal functionality may interact with the adversary A as well as other ITI’s running the protocol
Π. One main advantage of using the concept of an ideal functionality in our setting, is that we can
capture various different communication resources that may be available to the participants running
the protocol. For instance, a secure channel functionality may be spawned to transmit a message
between two instances of Π that will only leak the length of the message to the adversary. As another
example, a message passing functionality may ensure that all parties are activated prior to advancing
to the next communication round (see below for synchronous vs. asynchronous executions).
Execution of multiparty protocols. When protocol instances are spawned by Z they will be initialized with an identity which is available to the program’s code as well as, possibly, with the identities
of other instances that may run in parallel (this is at the discretion of the environment program Z ).
The identities themselves may be useful to the program instance, as they may be used by the instance
to address other instances running in parallel. We will use the notation VIEWΠ,A ,Z (κ) to denote an
execution of the protocol Π with an adversary A and an environment Z . The execution is a string
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that is formed by the concatenation of all messages and all ITI states at each step of the execution
of the system (Z ,C ). The total length of the execution will be polynomial in κ. The parties’ inputs
are provided by the environment Z which also receives the parties’ outputs. Parties that receive no
input from the environment remain inactive. We denote by I NPUT() the input tape of each party.
We note that by adopting the resource bounded computation modeling of systems of ITM’s by
[Can00b] we obviate the need of imposing a strict upper bound on the number of messages that may
be transmitted by the adversary in each activation. In our setting, honest parties, at the discretion of
the environment, are given sufficient time to process all messages delivered by any communication
functionality given to them as a resource. It follows that denial of service attacks cannot be used to
the adversary’s advantage in the analysis (they are out of scope from our perspective of studying the
consensus problem).
Properties of protocols. In our theorems we will be concerned with properties of protocols Π. Such
properties will be defined as predicates over the random variable VIEWΠ,A ,Z (κ) by quantifying over
all possible adversaries A and environments Z . Note that protocols may only satisfy some properties with a small probability of error in κ (formally, a function that is negligible in κ or negl(κ)) as well
as in potentially other parameters. The probability space is determined by the private coins of all
participants and the functionalities they employ. Formally we have the following.
Definition 1. Given a predicate Q we say that the protocol Π satisfies property Q provided that for all
polynomial-time Z , A the probability that Q(VIEWΠ,A ,Z (κ)) is false is negl(κ).
Note that we will only consider properties that are polynomial-time computable predicates. Our
notion of execution will capture the single-session setting for the protocol Π hence properties Q will
be single-session properties.
Asynchronous vs. synchronous execution. The model is able to capture various flavors of synchrony. This is achieved by abstracting the network communication as a functionality and specifying
how the adversary may interfere with message delivery. The functionality may keep track of parties’
activations and depending on the case ensure that parties will be given a chance to act as the protocol
execution advances.
Static vs. dynamic environments. The model we present capture both static and dynamic environments. Specifically, it is suitable for protocols that run with a fixed number of parties that should
be known to all participants in advance but it can also allow protocols for which the number of participants is not known beforehand and, in fact, it may not even be known during the course of the
execution. Note that in order to allow for proper ITI intercommunication we will always assume that
the total set of parties is known, nevertheless, only a small subset of them may be active in a particular
moment during the protocol execution.
Setup assumptions. In a number of protocols, there is a need to have some pre-existing configuration (such as the knowledge of a common reference string (CRS), or a public-key infrastructure
(PKI)). Such setup assumptions can be also captured as separate functionalities F that are available
to the running protocol ITI’s.
Permissioned vs. permissionless networks. In the context of the consensus problem, this terminology became popular with the advent of blockchain protocols. The Bitcoin blockchain protocol is
the prototypical “permissionless” protocol where read access to the ledger is unrestricted and write
access (in the form of posting transactions) can be obtained by anyone that possesses bitcoin (which
may be acquired, in principle, by anyone that is running the Bitcoin client and invests computational
power solving proofs of work). On the other hand, a permissioned protocol imposes more stringent
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access control on the read and write operations that are available as well as with respect to who can
participate in the protocol. Extrapolating from the terminology as applied in the ledger setting, a
permissionless consensus protocol would enable any party to participate and contribute input for
consideration of the other parties. With this in mind, the traditional setting of consensus is permissioned, since only specific parties are allowed to participate; on the other hand, consensus in the
blockchain setting can be either permissioned or permissionless.
Cryptographic primitives. Some standard cryptographic primitives will be useful in the description of the consensus protocols. We overview them below. A digital signature scheme consists of
three PPT algorithms (Gen, Sign, Verify) such that (vk, sk) ← Gen(1κ ) generates a public-key/secretkey pair, σ ← Sign(sk, m) signs a message m, Verify(vk, m, σ) returns 1 if and only if σ is a valid
signature for m given vk. A digital signature scheme is existentially unforgeable, if for any PPT adversary A , that has access to a Sign(sk, ·) oracle, the event that A returns some (m, σ) such that
Verify(vk, m, σ) = 1 has measure negl(κ), where the probability is taken over the coin tosses of the
algorithms. A collision resistant (keyed) hash function family {Hk }k∈K has the property that Hk :
{0, 1}∗ → {0, 1}κ , it is efficiently computable and the probability to produce x 6= y with Hk (x) = Hk (y)
given k is negl(κ).

2.2 The consensus problem
As mentioned earlier, consensus (aka Byzantine agreement), formulated by Shostak, Pease and Lamport [PSL80, LSP82], is one of the fundamental problems in the areas of fault-tolerant distributing computing and cryptographic protocols, in particular secure multi-party computation [Yao82,
GMW86, BGW88, CCD87]. In the consensus problem, n parties attempt to reach agreement on a
value from some fixed domain V , despite the malicious behavior of up to t of them. More specifically, every party P i starts the consensus protocol with an initial value v ∈ V , and every run of the
protocol must satisfy (except possibly for some negligible probability) the following conditions:
– Termination: All honest parties decide on a value.
– Agreement: If two honest parties decide on v and w, respectively, then v = w.
– Validity: If all honest parties have the same initial value v, then all honest parties decide on v.
The domain V can be arbitrary, but frequently the case V = {0, 1} is considered given the efficient
transformation of binary agreement protocols to the multi-valued case [TC84].
There exist various measures of quality of a consensus protocol: its resiliency, expressed as the
fraction ( nt ) of misbehaving parties a protocol can tolerate; its running time—worst number of rounds
by which honest parties terminate; and its communication complexity—worst total number of bits/messages communicated during a protocol run.
In the consensus problem, all the parties start with an initial value. A closely related variant is the
single-source version of the problem (aka the Byzantine Generals problem [LSP82], or simply (reliable
or secure) “broadcast”), where only a distinguished party—the sender—has an input. In this variant,
both the Termination and Agreement conditions remain the same, and Validity becomes:
– Validity: If the sender is honest and has initial value v, then all honest parties decide on v.
A stronger, albeit natural, version of the consensus problem requires that the output value be one
of the honest parties’ inputs, a distinction that is only important in the case of non-binary inputs. In
this version, called strong consensus [Nei94], the Validity condition becomes:
– Strong Validity: If the honest parties decide on v, then v is the input of some honest party.
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Note that the distinction with the standard version of the problem is only relevant in the case of nonbinary inputs. Further, the resiliency bounds for this version also depend on |V | (see Section 6).
Another way to enhance validity is to require that the output of an honest party conforms to
an external predicate Q [CKPS01]. In this setting, each input v is accompanied by a proof π and
is supposed to satisfy Q(v, π) = 1 (for instance, π can be a digital signature on v and Q would be
verifying its validity). Note that the resulting guarantee is weaker than strong validity (since it could
be the case that the decision is made on an input suggested by a corrupted party), but nevertheless
it can be suitable in a multi-valued setting where only externally validated inputs are admissible as
outputs.
Finally, we point out that, traditionally, consensus problems have been specified as above, in a
property-based manner. Protocols for the problem are then proven secure/correct by showing how
the properties (e.g., the Agreement, Validity and Termination conditions) are met. Nowadays, however, it is widely accepted to formulate the security of a protocol via the “trusted-party paradigm”
(cf. [GMW86, Gol01]), where the protocol execution is compared with an ideal process where the
outputs are computed by a trusted party that sees all the inputs. A protocol is then said to securely
carry out the task if running the protocol with a realistic adversary amounts to “emulating” the ideal
process with the appropriate trusted party. One advantage of such a simulation-based approach is
that it simultaneously captures all the properties that are guaranteed by the ideal world, without
having to enumerate some list of desired properties. Simulation-based definitions are also useful for
applying composition theorems (e.g., [Can00a, Can00b]) that enable proving the security of protocols
that use other protocols as sub-routines, which typically would be the case for consensus and/or
broadcast protocols.
The above captures the classical definition of the consensus problem. A related and recently
extensively studied version of the problem is state-machine replication or “ledger” consensus that
we will treat in Section 8.
On the necessity of an honest majority. Regardless of the resources available to the parties in the
protocol execution, an upper bound of (less than) n/2 can be shown for resiliency (see, for example,
[Fit03]). Specifically, consider a set n of parties that are equally divided with respect to their initial
values between inputs 0 and 1, and an adversary that with 1/3 probability corrupts no one (case 1),
with 1/3 probability corrupts the parties that have input 0 (case 2) and with 1/3 probability corrupts
the parties that have input 1 (case 3). In any case, the adversarial parties follow the protocol. Observe
that case 1 requires from the honest parties to converge to a common output (due to Agreement),
while in the other two cases the honest parties should output 0 (case 2) and 1 (case 3). However, all
three cases are perfectly indistinguishable in the view of the honest parties and as a result a logical
contradiction ensues.

3 Network Assumptions
3.1 Communication primitives
Consensus protocols are described with respect to a network layer that enables parties to send messages to each other. An important distinction we will make is between point-to-point connectivity
vs. message “diffusion” as it manifests in a peer-to-peer communication setting.
Point-to-point channels. In this setting parties are connected with pairwise reliable and authentic channels. We call that resource RMT, for reliable message transmission. When a party sends a
message it specifies its recipient as well as the message contents and it is guaranteed that the recipient will receive it. The recipient can identify the sender as the source of the message. Refer to
Appendix A for the specification of the RMT ideal functionality. In such fixed connectivity setting, all
parties are aware of the set of parties running the protocol. Full connectivity has been the standard
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communication setting for consensus protocols, see [LSP82], although sparse connectivity has also
been considered (cf. [DPPU88, Upf92]). We present the functionality for RMT in the appendix.
In terms of measuring communication costs in this model, it will be simpler for us to use the
(maximum) total number of messages in a protocol run, rather than the total number of communicated bits, assuming a suitable message size. See, e.g., [Fit03] (Chapter 3) for a detailed account of
the communication complexity of consensus (and broadcast) protocols.
Peer-to-peer diffusion. This setting is motivated by peer-to peer message transmission that happens via “gossiping,” i.e., messages received by a party are passed along on to the party’s peers. We
refer to this basic message passing operation as “Diffuse.” Message transmission is not authenticated
and it does not preserve the order of messages in the views of different parties. When a message is
diffused by an honest party, there is no specific recipient and it is guaranteed that all activated honest parties will receive the same message. Nonetheless, the source of the message may be “spoofed”
and thus the recipient may not reliably identify the source of the message,1 and when the sender is
malicious not everyone is guaranteed to receive the same message. Contrary to the point-to-point
channels setting, parties may neither be aware of the identities of the parties running the protocol
nor their precise number. The ideal functionality capturing the diffuse operation is also presented in
Appendix A.
In order to measure the total communication costs of peer-to-peer diffusion, one needs to take
into account the underlying network graph. The typical deployment setting will be a sparse constantdegree graph for which it holds that the number of edges equals O(n). In such setting, each invocation of the primitive requires O(n) messages to be transmitted in the network.
Relation between the communication primitives. It is easy to see that given RMT, there is a straightforward, albeit inefficient, protocol that simulates Diffuse; given a message to be diffused, the protocol using RMT, will send the message to each party in the set of parties running the protocol. On
the other hand, it is not hard to establish that no protocol can simulate RMT given Diffuse. The argument is as follows, and it works no matter how the protocol using Diffuse may operate. When a party
A transmits a message M to party B , it is possible for the adversary in the Diffuse setting to simulate a “fake” party A that sends a message M 0 6= M to B concurrently. Invariably, this will result to a
setting where B has to decide which is the correct message to output and will have to produce the
wrong message with non-negligible probability. It follows that Diffuse is a weaker communication
primitive: one would not be able to substitute Diffuse for RMT in a protocol setting.
Other models. The above models may be extended in a number of ways to capture various real
world considerations in message passing. For instance, in point to point channels, the communication graph may change over the course of protocol execution with edges being added or removed
adversarially something that may also result in temporary network partitions. Another intermediate
model between point to point channels and diffusion, formulated by Okun [Oku05a], is to have a
diffusion channel with “port awareness,” i.e., the setting where messages from the same source are
linkable, or without port awareness, but where each party is restricted to sending one message per
round (see Section 3.2 for the notion of round) and their total number is known.

3.2 Synchrony
The ability of the parties to synchronize in protocol execution is an important aspect in the design
of consensus protocols. Synchrony in message passing can be captured by dividing the protocol
execution in rounds where parties are activated in some sequence and each one of them has the
opportunity to send messages which are received by the recipients at the onset of the next round.
1 Note that in contrast to a sender-anonymous channel (cf. [Cha81]), a diffuse channel will leak the identity of the sender
to the adversary.
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This reflects the fact that in real world networks messages are delivered most of the time in a timely
fashion and thus parties can synchronize the protocol execution in discrete rounds.
A first important relaxation to the synchronous model is to allow a “rushing adversary” [Can00a],
i.e., allow the adversary to control the activation of parties so that it acts last in each round having
access to all messages sent by honest participants before it decides on the actions of the adversarial
participants and the ordering of message delivery for the honest parties in the next round. This is
captured by the functionalities in Figures 3 and 4. A second relaxation is to impose a time bound on
message delivery that is not known to the protocol participants. We shall refer to this as the “partially synchronous setting” [DLS88]. The partial synchronous setting is easy to capture by the functionalities in Figures 3 and 4 as follows: a parameter ∆ ∈ N is introduced in each functionality that
determines the maximum time a message can remain “in limbo.” For each message that is sent, a
counter is introduced that is initially 0 and counts the number of rounds that have passed since its
transmission. When this counter reaches ∆ the message is copied to the inbox(·) strings for the active
participants.
An even weaker setting than partial synchrony is that of message transmission with eventual
message delivery, where all messages between honest parties are guaranteed to be delivered but
there is no specific time bound that mandates their delivery in the course of the protocol execution. This is the classical model in fault tolerant distributed computing that is referred to as asynchronous [FLP85, Lyn96]. It is easy to adapt Figures 3 and 4 to accomodate eventual delivery, following the recent formalization of this model in [CGHZ16]. Note that it is proven that no deterministic
consensus protocol exists in this setting [FLP85], and the impossibility can be overcome by randomization [BO83, Rab83, CD89, FM97].
Finally, in the “fully asynchronous setting” (cf. [Can00b]), where messages may be arbitrarily delayed or dropped consensus is trivially impossible.

4 Setup Assumptions
In the context of protocol design, a setup assumption refers to information that can be available at
the onset of the protocol to each protocol participant. Consensus protocols are designed with respect
to a number of different setup assumptions that we outline below.

4.1 No setup
In this setting we consider protocols that parties do not utilize any setup functionality beyond the existence of the communication functionality. Note that the communication functionality may already
provide some information to the participants about the environment of the protocol; nevertheless,
this setting is distinguished from other more thorough setup assumptions that are described below.
We note that in this setting it may be of interest to consider protocol executions wherein the adversary is allowed a certain amount of precomputation prior to the onset of protocol session that
involves the honest parties.

4.2 Public-state setup
A public-state setup is parameterized by a probability ensemble D. For each input size κ, the ensemble D specifies a probability distribution that is sampled a single time at the onset of the protocol
execution to produce a string denoted by s that is of length polynomial in κ. All protocol parties,
including adversarial ones, are assumed to have access to s. In this setting, the consensus protocol
will be designed for a specific ensemble D.
The concept of a public-state setup can be further relaxed in a model that has been called “sunspots” [CPS07], where the ensemble is further parameterized by an index a. The definition is the
same as above but now the protocol execution will be taken for some arbitrary choice of a. Intuitively,
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the parameter a can be thought as an adversarial influence in the choice of the public string s. In this
setting, the consensus protocol will be designed with respect to the ensemble class {Da }a .

4.3 Private-state setup
As in the public state case, a private state setup is parameterized by an ensemble D. For each input
size κ and number of parties n, D specifies a probability distribution that is sampled a single time
to produce a sequence of values (s 1 , . . . , s n ). The length of each value s i is polynomial in κ. At the
onset of the protocol execution, the ensemble is sampled once and each protocol participant will
receive one of the values s i following some predetermined order. The critical feature of this setting is
that each party will have private access to s i . Observe that, trivially, the setting of private-state setup
subsumes the setting of public-state setup.
As in the case of a public-state setup, it is important to consider the relaxation where the ensemble D is parameterized by string a. As before sampling from Da will be performed from some
arbitrary choice of a. It is in this sense where private-state setup has been most useful. In particular, we can use it to express the concept of a public-key infrastructure (PKI). In this setting the ensemble D employs a digital signature algorithm (Gen, Sign, Verify) and samples a value (pk i , sk i ) ←
Gen(1κ ) independently for each honest participant. For each participant which is assumed to be
adversarial at the onset of the execution, its public and secret key pair is set to a predetermined
value that is extracted from a. The private input s i for the i -th protocol participant will be equal to
(pk 1 , . . . , pk n , sk i ), thus giving access to all parties’ public keys and its own private key. Other types of
private setup include “correlated randomness” [Bea96], where parties get correlated random strinngs (r 1 , r 2 , ..., r n ) drawn from some predetermined distribution, which has been used to implement a
random beacon [Rab83].
One may consider more complicated interactive setups, such as for example the adversary choosing a somehow based on public information available about (s 1 , . . . , s n ), but we will refrain from considering those here. An alternative (and subsumed by the above) formulation of a private setup includes the availability of a broadcast channel prior to the protocol execution, which enables participants to exchange shared keys [PW92].

5 Computational Assumptions
The assumptions used to prove the properties of consensus protocols can be divided into two broad
categories. In the information-theoretic (aka “unconditional”) setting, the adversary is assumed to
be unbounded in terms of its computational resources. In the computational setting, on the other
hand, a polynomial-time bound is assumed.

5.1 Information-theoretic security
In the information-theoretic setting the adversarial running time is unbounded. It follows that the
adversary may take arbitrary time to operate in each invocation. Note that the protocol execution
may continue to proceed in synchronous rounds, nevertheless the running time of the adversary
within each round will dilate sufficiently to accomodate its complete operation. When proving the
consensus properties in this setting we can further consider two variations: perfect and statistical.
When a property, Agreement for example, is perfectly satisfied this means that in all possible executions the honest parties never disagree on their outputs. On the other hand, in the statistical
variant, there will be certain executions where the honest parties are allowed to disagree. Nevertheless, these executions will have negligible density in a security parameter (in this case, n) among all
executions. We observe that the statistical setting is only meaningful for a probabilistic consensus
protocol, where the honest parties may be “unlucky” in their choices of coins.
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5.2 Computational security
In the computational setting the adversarial running time, and/or the computational model within
which the adversary (and the parties running the protocol) are expressed becomes restricted. We
distinguish the following variants.
One-way functions. A standard computational assumption is the existence of one-way functions.
A one-way function is a function f : X → Y for which it holds that f is polynomial-time computable,
but the probability A (1|x| , f (x)) ∈ f −1 ( f (x))] is negligible in |x| for any polynomial time bounded program A . One-way functions, albeit quite basic, are a powerful primitive that enables the construction of more complex cryptographic algorithms that include symmetric-key encryption, collisionresistant hash functions and digital signatures [NY89]. Depending on the setup, it is possible to use
the one-way function assumption in various ways to assist in consensus protocol design.
Proof of Work. A proof of work (POW) [DN92] is a cryptographic primitive that enables a verifier to
be convinced that certain amount of computational effort has been invested with respect to a certain
context, e.g., a plaintext message or a nonce that the verifier has provided. A number of properties
have been identified as important for the application of the primitive including amortization resistance, sampleability, fast verification, hardness against tampering and message attacks, and alnost
k-wise independence [GKP17]. Some variants of POWs have been shown to imply one-way functions [BGJ+ 16].

5.3 The random oracle model
In the previous subsections the level of security described was captured in the standard computational model where all parties are assumed to be Interactive Turing machines. In many cases, including consensus protocol design, it is proven useful to describe properties in the random oracle
model, [BR93]. The random oracle model can be captured as an ideal functionality FRO (see Appendix A). In a relevant adaptation of the FRO model for the consensus setting, the access to the
oracle is restricted by a quota of q ≥ 1 queries per party per round of protocol execution [GKL15].
This bound is also imposed on the adversary who is assumed to control t parties. In case t < n/2, the
execution will be said to impose honest majority in terms of “computational power.”

6 Consensus in the Point-to-Point Setting
In the traditional network model of point-to-point reliable channels between every pair of parties,
the problem was formulated in [LSP82] in the two settings described in Section 5: the informationtheoretic setting and the computational (also called cryptographic, or authenticated) setting. As mentioned above, in the former no assumptions are made about the adversary’s computational power,
while the latter relies on the hardness of computational problems (such as factoring large integers or
computing discrete logs), and requires a trusted setup in the form of a PKI. Depending on the setting,
some of the bounds on the problems’ quality measures differ. Refer to Figure 1 (specifically, the left
subtree) as we go through the classification below.

6.1 Number of parties
For the information-theoretic setting, Lamport et al. [LSP82] showed that n > 3t is both necessary
and sufficient for the problems to have a solution. The necessary condition is presented in [LSP82]
for the broadcast problem (see [FLM86] for the consensus version of the impossibility result), as the
special case of 3 parties (“generals”), having to agree on two values (‘attack’, ‘retreat’), with one of
them being dishonest. As in the information-theoretic setting (with no additional setup) the parties are not able to forward messages in an authenticated manner, it is easily shown that an honest
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Figure 1: The taxonomy of consensus protocols and impossibility results in the synchronous setting;
n max /n min refers to participation tolerance (cf. Sec 7.1).
receiver cannot distinguish between a run where the sender is dishonest and sends conflicting messages, and a run where a receiver is dishonest and claims to have received the opposite message,
which leads to the violation of the problem’s conditions (Agreement and Validity, respectively). The
general case (arbitrary values of n) reduces to the 3-party case. The protocol presented in [LSP82]
matches this bound (n > 3t ), and essentially consists in recursively echoeing messages received in a
round while excluding the messages’ senders. (In the first round, only the sender sends messages.)
This is done for t + 1 rounds, at which point the parties take majority of the values received, and go
back up the recursion. t + 1 rounds were later shown to be optimal (see below), but the protocol
requires exponential (in n) computation and communication.
Lamport et al. [LSP82] also formulated the problem in the computational setting, where, specifically, there is a trusted private-state setup (of a PKI), and the parties have access to a digital signature
scheme. This version of the problem has been referred to as authenticated Byzantine agreement.
In contrast to the information-theoretic setting, in the computational setting with a trusted setup
the bounds for broadcast and consensus differ: n > t [LSP82] and n > 2t (e.g., [Fit03]), respectively.
The protocol presented in [LSP82] runs in t + 1 rounds but, as in the information-theoretic setting, is
also exponential; an efficient (polynomial-time) was presented early on by Dolev and Strong [DS83],
which we now briefly describe. In this protocol in the first round the sender digitally signs and sends
his message to all the other parties, while in subsequent rounds parties append their signatures and
forward the result. If any party ever observes valid signatures of the sender on two different messages, then that party forwards both signatures to all other parties and disqualifies the sender (and
all parties output some default message). This simple protocol is a popular building block in the area
of cryptographic protocols (refer, however, to Section 6.6).
In the computational setting, the original formulation of the problem assumes a PKI. In [Bor96],
Borderding considered the situation where no PKI is available, which he refers to as “local authentication,” meaning that no agreement on the parties’ keys is provided, as each party distributes its
verification key by itself. Borderding shows that in this case, as in the information-theoretic setting
11

above, broadcast and consensus are not possible if n ≤ 3t , even though this setting is strictly stronger,
as a dishonest party cannot forge messages sent by honest parties. The gist of the impossibility is that
the adversary can always confuse honest parties about the correct protocol outcome and digital signatures cannot help if they are not pre-associated with the parties running the protocol in advance
(something only ensured given a private setup).
Regarding the “strong” version of the problem (the decision value must be one of the honest
parties’ input values), Fitzi and Garay [FG03] showed that the problem has a solution if and only if
n > max(3, |V |)t in the unconditional setting2 , where V is the domain of input/output values, and
n > |V |t in the computational setting with a trusted setup, giving resiliency-optimal and polynomialtime protocols that run in t + 1 rounds.

6.2 Running time
Regarding the running time of consensus protocols, a lower bound of t + 1 rounds for deterministic
protocols was established by Fischer and Lynch [FL82]; the lower bound was shown for the case of benign (“crash”) failures, and extended to malicious failures by Dolev and Strong [DS83]. As mentioned
above, the original protocols by Lamport et al. already achieved this bound, but required exponential
computation and communication. In contrast to the computational setting, were a polynomial-time
resiliency- and round-optimal was found relatively soon [DS83], in the information-theoretic setting
this took quite a bit longer, and was achieved by Garay and Moses [GM98]. In a nutshell, the [GM98]
result builds on the “unraveled” version of the original protocol, presented and called Exponential
Information Gathering by Bar-Noy et al. [BDDS92], applying a suite of “early-stopping” (see more
on this below) and fault-detection techniques to prune the tree data structure to polynomial size.
Regarding strong consensus, the t + 1-round lower bound also applies to this version of the problem, which the protocols by Fitzi and Garay [FG03] achieve (as well as being polynomial-time and
resiliency-optimal).
In the t + 1-round lower bound for deterministic protocols, t is the maximum number of corruptions that can be tolerated in order to achieve consensus in a given model. Dolev, Reischuk and
Strong [DRS90] asked what would the running time be when the actual number of corruptions, say,
f is smaller than t , and showed a lower bound of min{t + 1, f + 2} for any consensus protocol, even
when only crash failures occur, which is important when f is very small. They called a consensus
protocol satisfying this property early-stopping. Faster termination, however, comes at a price of
non-simultaneous termination, as they also showed that if simultaneous termination is required,
then t + 1 rounds are necessary. (See also [DM90].)
Optimal early stopping for the optimal number of parties (i.e., n > 3t ) was achieved in the informationtheoretic setting by Berman and Garay [BGP92b]; the protocol, however, is inefficient, as it requires
exponential communication and computation. Relatively recently, an efficient (polynomial-time)
optimal early-stopping consensus protocol was presented by Abraham and Dolev [AD15a].
The above t + 1-round lower bound applies to deterministic protocols. A major breakthrough
in fault-tolerant distributed algorithms was the introduction of randomization to the field by BenOr [BO83] and Rabin [Rab83], which, effectively, showed how to circumvent the above limitation by
using randomization. Rabin [Rab83], in particular, showed that linearly resilient consensus protocols
in expected constant rounds were possible, provided that all parties have access to a “common coin”
(i.e., a common source of randomness). Essentially, the value of the coin can be adopted by the honest parties in case disagreement at any given round is detected, a process that is repeated multiple
times. This line of research culminated with the work of Feldman and Micali [FM97], who showed
how to obtain a shared random coin with constant probability from “scratch,” yielding a probabilistic consensus protocol tolerating the maximum number of misbehaving parties (t < n/3) that runs
in expected constant number of rounds.
The [FM97] protocol works in the information-theoretic setting; these results were later extended
2 The lower bound was in fact shown by Neiger, who formulated this version of the problem [Nei94].
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to the computational setting by Katz and Koo [KK09], who showed that assuming a PKI and digital
signatures there exists an (expected-)constant-round consensus protocol tolerating t < n/2 corruptions. Recall that broadcast protocols in the computational setting with setup tolerate an arbitrary
number (i.e., n > t ) of dishonest parties; in contrast, the protocol in [KK09] assumes n > 2t (as it is
based on VSS—verifiable secret sharing [CGMA85]). In [GKKO07], Garay et al. consider the case of
a dishonest majority (i.e., n ≤ 2t ), presenting an expected-constant-round protocol for t = n2 + O(1)
dishonest parties (more generally, expected O(k 2 ) running time when t = n2 + k), and showing the
impossibility of expected-constant-round broadcast protocols when n − t = o(n).
The speed-up on the running time of probabilistic consensus protocols comes at the cost of uncertainty, as a party that terminates can never be sure that other parties have also terminated—i.e.,
there cannot be simultaneous termination [DRS90], which is an issue when these protocols are invoked from a higher-level protocol, as a party cannot be sure how long after he receives his output
from a call to such a probabilistic termination (PT) consensus protocol (cf. [CCGZ16]) he can safely
carry out with the execution of the calling protocol. The sequential composition of PT consensus
protocols was addressed by Lindell et al. [LLR06] while the parallel composition of such protocols
by Ben-Or and El-Yaniv [BE03]. (The issue in the case of parallel invocations of expected-constantround PT protocols is that the overall running time of the parallel executions is not necessarily expected constant.) The above results on sequential and parallel composition, however, do not use
simulation-based security, and it was therefore unclear how (or if) one would be able to use them
to instantiate consensus (and/or broadcast) from a higher-level protocol. Such formal simulationbased (and therefore composable) definition and constructions of consensus protocols with probabilistic termination has been recently presented in [CCGZ16].

6.3 Trusted setup
We already covered this aspect above while describing the protocols achieving the different bounds
on the number of parties; here we briefly summarize it. There is no trusted setup in the unconditional setting, although in the case of randomized protocols there is the additional requirement
of the point-to-point channels being private in addition to reliable, while the “authenticated” consensus protocols assume a PKI. Related to a trusted setup assumption, we remark that if a precomputation phase is allowed in the information-theoretic setting where reliable broadcast is guaranteed, then Pfitzmann and Waidner showed that broadcast and consensus are achievable with the
same bounds on the number of parties as in the computational setting, using a tool known as a
“pseudo-signatures” [PW92].

6.4 Communication cost
A lower bound of Ω(n 2 ) on the number of messages (in fact, Ω(nt )) was shown by Dolev and Reischuk
for consensus for both information-theoretic and computational security [DR85]; for the latter, what
they showed was that the number of signatures that are required by any protocol is Ω(nt ), resulting
in an Ω(nt |σ|) bit complexity (for a constant-size domain), where |σ| represents the maximum signature size. The first information-theoretically secure protocols to match this bound were given by
Berman et al. [BGP92a] and independently by Coan and Welch [CW89]; regarding computational security, the protocol presented by Dolev and Strong [DS83] requires that many messages. By relaxing
the model and allowing for a small probability of error, King and Saia [KS16], presented a protocol
that circumvents the impossibility result (with message complexity Õ(n 1.5 )).
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6.5 Beyond synchrony
The case of partial synchrony, introduced in [DLS88], considers the existence of an unknown bound
∆ that determines the maximum delay of a message that is unknown to the protocol participants.3 As
shown in [DLS88], the resiliency bounds presented in the point-to-point subtree of Figure 1 remain
unaltered in the no setup and public setup cases, but it degrades to n/3 in the private setup case.
In the eventual delivery setting, as mentioned above, deterministic consensus is impossible but
it is still feasible to obtain protocols with probabilistic guarantees. Furthermore, note that in this
setting it is not possible to account for all of the honest parties’ inputs since parties cannot afford to
wait for all the parties to engage (since corrupt parties may never transmit their messages and it is
impossible to set a correct time-out). In more detail, without a setup in the information-theoretic
setting, it is possible to adapt the protocol in [FM97] and achieve n/4 resilience [Fel88] (see Figure 1).
Moreover, by allowing the protocol not to terminate with negligible probability it is possible to bring
the resiliency to n/3 [CR93, ADH08].
In the private-setup setting, assuming one-way functions, it is possible to obtain an alwaysterminating protocol with n/3 resiliency (cf. [Fel88]). We note that it is infeasible to go beyond n/3
resiliency, as shown in [BCG93,Can96], where this bound is argued for fail-stop failures, and thus the
above results are optimal in this sense.
Most protocols mentioned above demonstrate the feasibility of the respective bounds. Much effort has also been dedicated to achieving practical Byzantine fault tolerance (BFT) in the eventual
message delivery model. For completeness, here we mention some relevant results, with the work by
Castro and Liskov [CL02] as a notable instance, where they focus on a fault-tolerant replicated transactions service in the cryptographic setting with the corresponding Safety and Liveness properties
(see Section 8), achieving n/3 resiliency. Cachin et al. [CKS05] study consensus in the same model,
showing an efficient coin tossing protocol assuming a random oracle. Other related works focusing
on practical efficiency include the work by Kursawe and Shoup on “asynchronous” atomic broadcast [KS05] (atomicity means that broadcast executions are ordered in such a way that two broadcast
requests are received in the same order by any two honest parties), following the “optimistic” approach presented in [CL02] where first only a “Bracha broadcast” protocol [Bra84] is first attempted,
reverting to the use of cryptography if things go wrong. Finally, Miller et al. [MXC+ 16] improve on the
communication complexity of the protocol in [CKPS01], and guarantees Liveness without any timing
assumptions, which was the case in [CL02].

6.6 Property-based vs. simulation-based proofs
As mentioned in Section 2.2, consensus and broadcast protocols have been typically proven secure/correct following a property-based approach. It turns out, as pointed out by Hirt and Zikas [HZ10]
(see also [GKKZ11]), that in the case of adaptive adversaries who can choose which parties to corrupt
dynamically, during the course of the protocol execution (cf. [CFGN96]), most existing broadcast and
consensus protocols cannot be proven secure in a simulation-based manner. The reason, at a high
level, is that when the adversary (having corrupted a party) receives a message from an honest party,
can corrupt that party and make him change his message to other parties. This creates an inconsistency with the ideal process, where the party has already provided his input to the trusted party/ideal
functionality that abstracts consensus. To be amenable to a simulation-based proof, instead of sending its initial message “in the clear,” the sender in a broadcast protocol sends a commitment to the
message, allowing the simulator in the ideal process to “equivocate” when the committed value becomes known in case the party has been corrupted and the initial value changed [HZ10, GKKZ11].
3 In [DLS88] partial synchrony between the clocks of the processors is also considered as a separate relaxation to the
model. In the present treatment we only focus on partial synchrony with respect to message passing.
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7 Consensus in the Peer-to-Peer Setting
Consensus in the peer-to-peer setting is the consensus problem when the available communication
resource is peer-to-peer diffusion (cf. Section 3.1), a weaker communication primitive compared
to point-to-point channels. (For this section, refer to the right subtree of Figure 1.) This setting
arose with the advent of the Bitcoin blockchain protocol, and was formally studied for the first time
in [GKL15]. In a nutshell, it constitutes an unauthenticated model of communication where no correlation of message sources across rounds can be established and the exact number of parties that
participate in the protocol may be unknown to the protocol participants. Moreover, since the adversary may inject messages in the network, an honest party cannot infer the number of participants
from a message count. Because of this uncertainty, the consensus properties of Termination, Agreement and Validity hold for the honest parties that are participating in the protocol.
We note that in a precursor model, where there is no correlation of message sources, but the
point-to-point structure is still in place albeit without authentication, Okun showed that deterministic consensus algorithms are impossible for even a single failure [Oku05b, Oku05a], but that probabilistic consensus is still feasible by suitably adapting the protocols of [BO83, FM97]4 ; the protocol,
however, takes exponentially many rounds.
The consensus problem in the peer-to-peer setting has mostly been considered in the computational setting utilizing one-way functions and the proof-of-work (POW) primitive (Section 5). The
first suggestion for a solution was informally described in [AJK05], where it was suggested that POWs
can be used as an “identity assignment” tool, which subsequently can be used to bootstrap a standard consensus protocol like [DS83]. Nevertheless, the viability of this plan was never fully analyzed until an alternative approach to the problem was informally described by Nakamoto in an
email exchange [Nak08b], where he argued that the “Byzantine Generals” problem can be solved by
a blockchain/POW approach tolerating a number of misbehaving parties strictly below n/2. As independently observed in [ML14,GKL14], however, with overwhelming probability the Validity property
is not satisfied by Nakamoto’s informal suggestion.
The blockchain approach suggests to string POWs together in a hash chain and achieve agreement using a rule that favors higher concentrations of computational effort as reflected in the resulting hash chains. The inputs to the consensus problem are “entangled” within the POWs themselves
and the final output results from a processing of the hash chain. The approach was first formalised
in [GKL15] where also two constructions were provided that satisfy all properties assuming a public
setup.
Without access to a public setup, it is also possible to obtain a construction based on the results of [AD15b], who were the first to formalise the [AJK05] informal approach of using POWs for
identity assignment. Moreover, a blockchain-based approach is also possible as shown in [GKLP18].
Using a private setup, it becomes feasible to use primitives such as digital signatures and verifiable
random functions and obtain even more efficient constructions such as the consensus sub-protocol
of [Mic16].

7.1 Number of parties
One of the most important characteristics of consensus in the peer-to-peer setting is that the actual
number of parties that are running the protocol is not assumed to be known in advance. Instead, the
actual number of parties becomes a run-time execution parameter and the protocol is supposed to
be able to tolerate a range of different of possible choices for the number of parties. We capture this
by posing a range of possible operational values [n min , n max ], and posit that if the actual number of
parties falls within the range then the properties will be guaranteed. We call the ratio n max /n min for
a given protocol a protocol’s participation tolerance. We note that this notion is somewhat related
to models that have been considered in fault-tolerant distributed computing and secure multiparty
4 Hence, consensus in this setting shares a similar profile with consensus in the asynchronous network model [FLP85].
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computation (see, e.g., [GP92] and [HLP11], respectively). In such scenarios the parties are subject
to two types of faults, Byzantine and benign, such as “going to sleep,” but adversarially scheduled. In
the latter type, the parties will cease participating in the protocol execution.
In the convention introduced in [GKL15], each party has a fixed quota of hashing queries that is
allowed per round. As a result, the number of parties is directly proportional to the “computational
power” that is present in the system and the total number of POWs produced by the honest parties
collectively would exceed that of the adversary assuming honest majority with very high probability.
Given this it is tempting to imagine a direct translation of computational power to a set of identities [AJK05]. The main problem is that the set of identities as perceived by the honest partipants in
the protocol execution might be inconsistent. This was resolved with the protocol of [AD15b] where
POWs are used to build a “graded” PKI, where keys have ranks. The graded PKI is an instance of
the graded agreement problem [FM97], or partial consistency problem [CFF+ 05], where honest parties do not disagree by much, according to some metric. Subsequently, it is possible to morph this
graded consistency to global consistency by running multiple instances of [DS83]. This can be used
to provide a consensus protocol with resiliency n/2 without a trusted setup.
It is unnecessary though for the parties to reach consensus by establishing identities. In the first
consensus protocol presented in [GKL15], the parties build a blockchain where each block contains
a value that matches the input of the party that produced the block. The protocol continues for a
certain number of rounds that ensures that the blockchain has grown to a certain length. In the final
round, the parties remove a k-block suffix from their local blockchain, and output the majority bit
from the remaining prefix. Based on the property called “common prefix” in [GKL15], it is shown that
with overwhelming probability in the security parameter, the parties terminate with the same output,
while using the “chain quality” property, it is shown that if all the honest parties start with the same
input, the corrupt parties cannot overturn the majority bit, which corresponds to the honest parties’
input. The number of tolerated misbehaving parties in this protocol is strictly below n/3, a suboptimal resiliency due to the low chain quality of the underlying blockhain protocol. The maximum
resiliency that can be expected is n/2, something that can be shown by easily adapting the standard
argument for the necessity of honest majority shown in Section 2.
Optimal resiliency can be reached by the second consensus protocol of [GKL15] as follows: The
protocol substitutes Bitcoin transactions with a type of transactions that are themselves based on
POWs, and hence uses POWs in two distinct ways: for the maintenance of the ledger and for the
generation of the transactions themselves. The protocol requires special care in the way it employs
POWs since the adversary should be incapable of “shifting” work between the two POW tasks that it
faces in each round. To solve this problem, a special strategy for POW-based protocol composition
is introduced in [GKL15] called “2-for-1 POWs.” In the second solution presented in [GKL15] the
number of tolerated misbehaving parties is strictly below n/2.
We note that all these protocols come with a hard-coded difficulty level for POWs which is assumed to be correlated with the number of parties n. If f is the probability that at least one honest
party will produce a POW in a round of protocol execution, it holds that f approaches 0 for small n
while it approaches 1 for large n. It follows that the choice of POW difficulty results in an operational
range of values [n min , n max ] and it is possible to set the difficulty for any constant ratio n max /n min ,
so the participation tolerance of the protocol can be set to any arbitrary constant. We note that the
lower bound n min can be arbitrarily small as long as we are able to assume that even a single party
has sufficient computational power to ensure that finding POWs is not very rare. In case this is not
true and n < n min , the protocol cannot be guaranteed to satisfy Validity with high probability, while
on the other hand, if n > n max , the protocol cannot be guaranteed to achieve agreement with high
probability.
Using digital signatures and verifiable random functions (VRFs) (or just digital signatures and a
hash function modeled as a random oracle), it is possible to implement the second consensus protocol in [GKL15] over an underlying blockchain protocol that uses a public-key infrastructure as opposed to POWs, and allows for arbitrary participation tolerance such as [PS17a] for optimal resiliency
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of n/2. The idea is as follows: one can use VRFs for each participant to enable a random subset of
elected transaction issuers in each round. The ledger will then incorporate such transactions within
a window of time following the same technique and counting argument as in the second consensus
protocol of [GKL15].

7.2 Running time
In order to measure the running time that the protocols require in the peer-to-peer setting assuming POW, one will have to also take into account that periods of silence, i.e., rounds without any
message passing, may also be required for ensuring the required properties with high probability
in κ, a security parameter. In the consensus protocol derived from the protocol of [AD15b], O(n)
rounds are required where n is the number of parties. This can be improved to O(κ) by, e.g., using
a blockchain-based approach [GKLP18]. In the public-setup setting, assuming that the number of
parties fall within the operational range, the protocols of [GKL15] run also in time O(κ).
It is worth noting the contrast to the approach used in randomized solutions to the problem in
the standard setting (cf. Section 6.2), where achieving consensus is reduced to (the construction of)
a shared random coin, and comparable guarantees are obtained after a poly-logarithmic number of
rounds in the number of parties. The probabilistic aspect in the blockchain setting stems from the
parties’ likelihood of being able to provide proofs of work.
In the private setup setting it is possible to improve the running time to expected constant, e.g.,
by deploying the consensus sub-protocol of Algorand [Mic16] for 1/3 resiliency.

7.3 Trusted setup
The relevant trusted setup assumption in the above protocols include a fresh random string, that can
be incorporated as part of a “genesis block” in the blockchain protocol setting, or in general as part
of the POWs5 . The objective of this public setup is to prevent a pre-computation attack by the adversary that will violate the relative superiority of honest parties which would be derived by the honest
majority assumption. Note that protocols that require no trusted setup such as [AD15b, GKLP18]
take advantage of a special randomness exchange phase prior to POW calculation that guarantees
freshness without the need of a common random string.
It is worth to emphasize the fundamental advantage of the POW setting compared to other computational assumptions that have been used for consensus. Specifically, it is known that without a
private setup, consensus is not possible with more than n/3 corruptions [Bor96] even assuming digital signatures. The n/3 impossibility result does not apply here since, essentially, proofs of work can
make it infeasible for the adversary to present diverging protocol transcripts without investing effort
for distinct POW calculations.
Another observation is that assuming a private setup in the peer-to-peer setting, one can simulate point-to-point connectivity, and thus run any protocol from the previous section; nevertheless;
this reduction is not efficient and in the peer-to-peer setting with private-setup one can still obtain
protocols that are more efficient (e.g., with subquadratic communication complexity).

7.4 Communication cost
The total number of transmitted messages in the consensus protocols described above is, in expectation, O(n 2 κ) for the case of [AD15b, GKLP18] counting each invocation of the diffuse channel as
costing O(n) messages. For the two protocols of [GKL15] the number of messages is O(nκ) in the
public setup setting. In the private setup setting it can be possible to reduce this further using techniques from [Mic16].
5 Alternatively, the protocols would consider as valid any chain that extends the empty chain, and where the adversary

is not allowed any pre-computation.
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We recall that an important difference with randomized consensus protocols in the standard setting is that parties send messages in every round, while in the POW setting (honest) parties only
communicate whenever they are able to produce a proof of work; otherwise, they remain silent. This
also suggests that there may be honest parties that never diffuse a message6 and thus it is feasible to
drop communication costs to below n 2 (with a probabilistic guarantee; cf. Section 6.4).

7.5 Beyond Synchrony
The consensus protocols of [GKL15] in Figure 1 can be analyzed in the partial synchronous setting
as well (refer to the the full version of [GKL14] as a starting point). Recall that the way the protocols
operate in this setting is that a parameterisation of difficulty is hardcoded that provides a reasonable
POW production rate over message passing time. The security of the protocols will then be at the
theoretical maximum in terms of resiliency as long as the original estimate is close to being safe (network delay is low) and will degrade if the estimate is worse, dissipating entirely when the delay gets
larger (for the full argument, see [PSS17], where it is shown how the blockchain protocol’s consistency
collapses when delay is arbitrarily large).

7.6 Property-based vs. simulation-based proofs
To our knowledge, there is no simulation-based treatment of consensus in the peer-to-peer setting,
however it is easy to infer a functionality abstracting the problem. The only essential difference is
that the actual number of parties involved in the execution are to be decided on the fly and will be
unknown to the protocol participants.

8 Ledger Consensus
Ledger consensus (a.k.a. “Nakamoto consensus”) is the problem where a set of servers (or nodes) operate continuously accepting inputs (“transactions”) and incorporate them in a public data structure
called the ledger. Clients are able to read the ledger and submit transactions to be added to it. The
purpose of ledger consensus is to provide a unique view of the ledger to the clients. The properties
that a ledger consensus protocol must satisfy are as follows:
– Consistency (or Persistence): This property mandates that if a client queries an honest node’s
ledger at time t 1 and receives the response L 1 , then a client querying an honest node’s ledger
at time t 2 ≥ t 1 will receive a response L 2 that satisfies L 1 ¹ L 2 , where ¹ denotes the standard
prefix operation.
– Liveness: If a transaction t x is given as input to all honest nodes for a certain number of rounds
denoted by u, and a client queries any honest node’s ledger after that, then the node will respond with a value L that includes t x.
In the traditional distributed systems literature, such problem is often referred to as state machine
replication [Sch90]. Consistency ensures that parties have the same view of the log of transactions,
while Liveness ensures the quick incorporation of transactions.
Given a consensus protocol it is tempting to apply it in sequential composition in order to solve
ledger consensus. The reduction indeed holds but some special care is needed. First, let us consider the case where no setup is available. The construction in the synchronous network model is as
follows. First, suppose that we have at our disposal a consensus protocol that satisfies Agreement,
(Strong) Validity, and Termination after u rounds. The protocol has all nodes collect transactions and
6 Note the similarity with standard consensus in the eventual-delivery setting (Section 6.5), where not all honest parties’

inputs may be accounted for.
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then run the consensus protocol with the set of transactions as their input. When the protocol terminates after u rounds, the nodes assign an index to the output (call it the i -th entry to the ledger)
and move on to the next consensus instance. It is easy to see that Consistency is satisfied because of
Agreement, while Liveness is satisfied with parameter u because of Strong Validity and Termination.
It is worth noting that “plain” Validity by itself is not enough, since a ledger protocol is supposed to
run for any given set of transactions and as a result it is possible that no two honest nodes would
ever agree on a set of inputs. In this case, Validity might just provide that honest parties’ agree on an
adversarial value, which might be the empty string. As a result the ledger would be empty and Liveness would be violated. However it is possible to deal with this problem without resorting to the full
power of Strong Validity. For instance, it is sufficient to consider a variant of consensus where each
party has an input set X i and the joint output set S satisfies that X i ⊆ S. We note that such a “union”
consensus protocol can be implied by Interactive Consistency, as defined in [PSL80], and it has also
recently been considered explicitly as a consensus variant [DG17]. Other intermediate notions of
Validity such as a predicate-based notion [CKPS01] can be useful here as well.
Let us now comment how the reduction can be performed under different setup and network
assumptions. First, if a setup assumption is used, observe that the above reduction will require the
availability of the setup every u rounds. Given this might be impractical, one may consider how
to emulate the sequence of setups using a single initial setup. This approach is non-black-box on
the underlying protocol and may not be straightforward. For instance, when sequentially composing a POW-based consensus protocol that relies on a public setup, the security of the protocol may
non-trivially rely on the unpredictability of the i -th setup. Techniques related to sequential composition of a basic building block protocol have appeared in a number of ledger protocols, including [KRDO17, BPS16, Mic16]. Regarding network aspects, we observe that the reduction can proceed
in essentially the same way in the peer-to-peer setting as in the point-to-point setting. Finally, note
that when simultaneous termination is not available in the underlying consensus protocol, special
care is needed in applying composition (cf. [CCGZ16]).
Ledger consensus was brought forth as an objective of the Bitcoin blockchain protocol. For this
reason, in the remaining of the paper, we only consider the problem in the peer-to-peer setting (in
the point-to-point setting it is possible to adapt standard BFT methods to solve the problem, see
e.g., [MXC+ 16] for an example of this approach. A pictorial overview of our protocol classification is
presented in Figure 2.

8.1 Number of parties
As in the case of peer-to-peer consensus (Section 7.1), the actual number of parties n is not known in
advance and may be assumed to fall within a range of operational parameters n ∈ [n min , n max ]. This is
also related to the concept of “sporadic participation” that was considered in [PS17a], where certain
honest parties may “go to sleep” for arbitrary amounts of time.
In the POW setting, recall that each party has a fixed quota of queries that it can perform to a
hash function per unit of time and thus the number of parties is directly proportional to the total
computational or hashing power that is available. In this setting, first [GKL15] showed that ledger
consensus can be achieved when the number of corrupted parties is strictly below n/2. This bound
was also preserved in the partially synchronous setting, as shown by Pass et al. [PSS17]. With respect
to lower bounds, it is easy to see that n/2 is tight.
The above results refer to a static setting where there are no large deviations in the number of parties throughout the execution. The setting where the population of parties running the protocol can
dynamically (and quite drastically) change over time with the environment introducing new parties
and deactivating parties that have participated was considered for ledger consensus for the first time
in [GKL17]. Their main result is that ledger consensus can be achieved in the POW setting, assuming
an honest majority appropriately restated by considering the number of parties as they change over
time: Assuming n i are the active parties at time unit i , it holds that the number of adversarial parties
is bounded away from n i /2.
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Figure 2: The taxonomy of ledger consensus protocols (peer-to-peer setting).
Assuming a private setup and a setting where the adversary gets t Byzantine corruptions and s
asleep parties, in [PS17a] it is shown that ledger consensus can be achieved as long as t is strictly
bounded by a/2 where a = n − s is the number of “alert” parties, i.e., the number of asleep parties may be larger than n/2 and hence an arbitrary participation ratio can also be achieved in this
setting without resorting to POWs. With respect to lower bounds, in the case of sleep corruptions
the bound can be generalized to a/2; see [PS17a]. A dynamic setting of parties was also considered
in [KRDO17, BPS16, DGKR18], providing a similar type of results assuming a PKI with honest “stake”
majority. An important deficiency shared by these works is that new parties have to be chaperoned
into the system by receiving advice consistent with the views of the honest parties. This was highlighted as the “bootstrapping from genesis” problem in [BGK+ 18], who also put forth a more refined
model of dynamic participation, called dynamic availability. This model allows finer control from
the environment’s point of view in terms of disconnecting parties, or having parties lose access to
resources such as the clock or the hash function computing procedure.
Finally, in terms of participation tolerance, we observe that an arbitrary n max /n min can be achieved
by protocols such as [PS17a, BGK+ 18] while Algorand, [Mic16], requires n max /n min to be (approximately) 1 since the expected participation is a hardcoded value in the protocol.

8.2 Transaction processing time
Contrary to a consensus protocol, a ledger consensus protocol is a protocol that is supposed to be
running over an arbitrary, potentially long, period of time. Thus, the relevant measure in this context
is the amount of time that it takes for the system to insert a transaction in the log that is maintained
by the participants. This relates to the parameter u introduced as part of the Liveness property, which
determines the number of rounds needed in the execution model for a transaction to be included in
the log. Observe that Liveness is only provided for transactions that are produced by honest participants or are otherwise unambiguously provided to the honest parties running the protocol.
In this setting we observe that [GKL15] achieves ledger consensus with processing time O(κ)
rounds of interaction, where κ is the security parameter. This result is replicated in the partially
synchronous setting, where processing time takes O(κ∆) rounds, and where ∆ is the maximum delay
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that is imposed on message transmission. The above results assume the adversarial bounds consistent with honest majority which are tight (cf. [PS17b]). Considering a weaker adversarial setting
it is possible to improve Liveness; for instance, Algorand [Mic16] achieves expected-constant number of rounds while, Thunderella [PS17b], shows that the processing time can be dropped to O(1)
rounds worst-case, assuming an honest super-majority (i.e., adversarially controlled number of parties strictly below n/4) and the existence a certain specific party called the accelerator to be honest.

8.3 Trusted setup
Ledger consensus can be achieved in the public- or private-state setup setting. Protocols falling in the
former category are [GKL15, PSS17, GKL17], whereas protocols consistent with the latter are [Mic16,
PS17a, KRDO17, BPS16, GHM+ 17]. In the absence of a trusted setup, it has been shown that it is
possible to “bootstrap” a ledger consensus protocol from “scratch,” either directly [GKLP18] or via
setting up a public-key directory using proofs of work [AD15b].
An important further consideration between public and private setup is that in the peer-to-peer
setting, the former represents what typically is consistent with the so-called persmissionless setting,
while the latter is consistent with the permissioned setting. This follows from the fact that anyone
that has access to the peer-to-peer channel is free to participate in the protocol, if no setup or a public
setup is assumed. On the other hand, in the private setup setting, a higher level of permissioning is
implied: The parties that are eligible to run the protocol need to get authorized either by the setup
functionaliy so that they receive the private information that is related to the protocol execution, or,
alternatively, interact with the parties that are already part of the protocol execution so they can be
inducted. Note that the point-to-point setting is—by definition—permissioned. via access to the
RMT functionality.

8.4 Communication cost
Given that ledger consensus is an ongoing protocol that processes incoming transactions, defining
communication costs requires some care. To our knowledge, no formal definitions of communication costs for ledger consensus have been proposed. A first approach to the problem is to consider
a type of “communication overhead” on top of the transactions that are transmitted in the system.
It follows that the minimum communication necessary for each bit of transaction transmitted is the
diffusion of this bit. Given the above, the communication costs of ledger consensus protocols based
on blockchain protocols can be seen to be constant in the sense that parties transmit, up to constant
factors, more data.

8.5 Property-based vs. simulation-based proofs
The first simulation-based definition of ledger consensus was presented by Badertscher et al. [BMTZ17].
A refinement of this definition was presented in [BGK+ 18], where it was also shown how to adapt it
in a setting where a private setup is available. In terms of composability, an (expected) disadvantage
for POW-based protocols highlighted in the work of [BMTZ17] is that access to the random oracle
should be specific to the current ledger protocol session.

8.6 Beyond synchrony
Initial work in ledger consensus protocols in the public setup [GKL15,GKL17] and the no setup setting
[GKLP16, GKLP18] assumed a rushing adversary and synchronous operation. This can be extended
to the partial synchrony setting as shown in [PSS17] as well as in the full version of [GKL14] with the
same limitations explained in Section 7.5.
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A Ideal Functionalities
The ideal functionality that captures RMT is presented in Figure 3 assuming a synchronous operation; (cf. Section 3.2 where we discuss how the synchrony requirement can be relaxed). Given that not
all parties may be required to send a message in each communication round, the functionality has to
keep track of party activations and advance to the next “round” only when all parties have been given
a chance to act (note that an activation does not necessarily imply performing any protocol tasks).
The ideal functionality capturing the diffuse operation is presented in Figure 4 assuming again
synchronous network operation (likewise refer to Section 3.2 where we discuss how the synchrony
requirement can be relaxed). A salient feature of protocols running in the FDiffuse setting, is that the
session id may just provide an abbreviation of the universe of parties P = {P 1 , . . . , P n }, of which only
a subset may be activated.
The functionality capturing the formalisation of a hash function as a random oracle is shown
in Figure 5.
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Functionality FRMT
The functionality interacts with an adversary S and a set P = {P 1 , . . . , P n } of parties. Initialize a
Boolean flag flag(P i ) to false and a string inbox(P i ) to empty, for all i = 1, . . . , n.
– Upon receiving (Send, sid, P i , P j , m) from P i , store (Send, sid, P i , P j , m) and hand
(Send, sid, P i , P j , m, mi d ) to S , where mi d is a unique identifier.
– Upon receiving (Activate, sid, P i ) from P i , set flag(P i ) to true. If it holds that ∧ni=1 flag(P i ), then
for all i = 1, . . . , n, set flag(P i ) to false, and for any (Send, sid, P i , P j , m, mi d ) that is recorded
as unsent, mark it as sent, and copy (Send, sid, P i , P j , m, mi d ) to inbox(P j ).
– Upon receiving (Deliver, sid, mi d ) from S , assuming (Send, sid, P i , P j , m, mi d ) is recorded as
unsent, mark it as sent, and copy (Send, sid, P i , P j , m) to inbox(P j ).
– Upon receiving (Fetch, sid, P i ) from P i , return inbox(P i ) to P i and set inbox(P i ) to empty.

Figure 3: The reliable message transmission ideal functionality in the synchronous setting.

Functionality FDiffuse
The functionality interacts with an adversary S and a set U of parties. Initialize a subset A ⊆ U to
;, a Boolean flag flag(P i ) to false, and a string inbox(P i ) to empty, for all i such that P i ∈ U .
– Upon receiving (Send, sid, P i , m) from P i , set flag(P i ) to true, store (Send, sid, P i , m) and hand
(Send, sid, P i , m, mi d ) to S , where mi d is a unique identifier.
– Upon receiving (Activate, sid, P i ) from P i , set A = A ∪ {P i } and flag(P i ) to true. If it holds
that ∧i ∈A flag(P i ), then for all i = 1, . . . , n, set flag(P i ) to false, and for any P j , j ∈ A, and
any (Send, sid, P i , m, mi d ) that is recorded as unsent for P j , mark it as sent for P j , and copy
(Send, sid, P i , P j , m, mi d ) to inbox(P j ).
– Upon receiving (Deliver, sid, mi d , P i0 , P j ) from S and j ∈ A, assuming (Send, sid, P i , m, mi d )
is recorded as unsent for P j , mark it as sent for P j , and copy (Send, sid, P i0 , P j , m) to inbox(P j ).
– Upon receiving (Fetch, sid, P i ) from P i , return inbox(P i ) to P i and set inbox(P i ) to empty.

Figure 4: The peer-to-peer diffuse ideal functionality in the synchronous setting.

Functionality FRO
The functionality interacts with an adversary S and a set P = {P 1 , . . . , P n } of parties.
– Upon receiving (Eval, sid, x) from P i (resp. S ), return ρ to P i (resp. S ) if (x, ρ) ∈ T . If no entry
for x is in T , then choose ρ ← {0, 1}κ , add (x, ρ) in T and return ρ to P i .

Figure 5: The random oracle ideal functionality.
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