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Abstract. Post Quantum Lattice-Based Cryptography (LBC) schemes are increasingly gaining attention in
traditional and emerging security problems, such as encryption, digital signature, key exchange, homomorphic
encryption etc, to address security needs of both short and long-lived devices — due to their foundational
properties and ease of implementation. However, LBC schemes induce higher computational demand compared
to classic schemes (e.g., DSA, ECDSA) for equivalent security guarantees, making domain-specific acceleration a
viable option for improving security and favor early adoption of LBC schemes by the semiconductor industry.
In this paper, we present a workflow to explore the design space of domain-specific accelerators for LBC
schemes, to target a diverse set of host devices, from resource-constrained IoT devices to high-performance
computing platforms. We present the first results of design space exploration on workloads executing
NewHope and BLISS-BI schemes accelerated by our domain-specific accelerators, with respect to a baseline
without acceleration. We show that achieved performance with acceleration makes the execution of NewHope
and BLISS-BI comparable to classic key exchange and digital signature schemes while retaining some form
of general purpose programmability. In addition to 44% and 67% improvement in energy-delay product
(EDP), we enhance performance (cycles) of the sign and verify steps in BLISS-BI schemes by 24% and 47%,
respectively. Performance (EDP) improvement of server and client side of NewHope key exchange is improved
by 37% and 33% (52% and 48%), demonstrating the practicality of the approach to favor early adoption.
Keywords: Public Key Cryptography, Post-quantum Cryptography; Lattice-based Cryptography; Ideal Lattices; Key Exchange; Digital Signature; System on Chip; Domain Specific Acceleration; Cache Architecture.

1

Introduction

Lattice based cryptographic (LBC) schemes promise to provide quantum resistance, versatility and ease of
implementation compared to other post-quantum cryptography families. LBC primitives are versatile, as they
can be used not only for both public key and symmetric key cryptography, but also for new applications
such as homomorphic encryption. Thus, in addition to offering protection beyond the span of traditional
cryptography and against Quantum cryptanalysis [Sho97, Lon01], the foundational properties of LBC and
their ease of implementation make LBC primitives powerful and unique candidates for inclusion in future
cryptography standards [NDC17]. Indeed, lattice-based cryptography schemes promise to enhance security
for long-lived systems (e.g., critical infrastructure), as well as for safety-critical devices (e.g., smart medical
implants) [GMRS+ 15]. As with other post-quantum cryptography families, LBC computational requirements
are much larger compared to classic cryptographic primitives in terms of both key size and computational
requirements, thus conflicting with the demanding design constraints (speed of execution, area and power
consumption) of cryptographic blocks in modern Systems on Chip (SoCs). While custom hardware accelerators
have been deployed for standardized cryptography to tackle system design constraints [WWA01], emerging new
cryptography schemes, improved variant of the scheme, or successful attacks of a scheme necessitate a complete
redesign of whole custom hardware accelerator. The situation for LBC schemes (e.g., for public key cryptography)

