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Abstract
Homomorphic encryption is an emerging form of encryption that provides the ability to compute on encrypted
data without ever decrypting them. Potential applications include aggregating sensitive encrypted data on a cloud
environment and computing on the data in the cloud without compromising data privacy. There have been several
recent advances resulting in new homomorphic encryption schemes and optimized variants. We implement and
evaluate the performance of two optimized variants, namely Bajard-Eynard-Hasan-Zucca (BEHZ) and HaleviPolyakov-Shoup (HPS), of the most promising homomorphic encryption scheme in CPU and GPU. The most
interesting (and also unexpected) result of our performance evaluation is that the HPS variant in practice scales
significantly better (typically by 15%-30%) with increase in multiplicative depth of the computation circuit than
BEHZ, implying that the HPS variant will always outperform BEHZ for most practical applications. For the
multiplicative depth of 98, our fastest GPU implementation performs homomorphic multiplication in 51 ms for
128-bit security settings, which is faster by two orders of magnitude than prior results and already practical for
cloud environments supporting GPU computations. Large multiplicative depths supported by our implementations are
required for applications involving deep neural networks, logistic regression learning, and other important machine
learning problems.
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I. I NTRODUCTION

H

OMOMORPHIC encryption (HE) has been a topic of active research since the first design of a Fully
Homomorphic Encryption (FHE) scheme by Gentry in 2009 [1]. FHE allows performing arbitrary secure
computations over encrypted data without ever decrypting them. One of the potential applications is to upload
encrypted data to a public cloud computing environment and then outsource computations over these data to the
cloud without sharing secret keys or compromising data privacy by decrypting the data in the cloud.
At a high level, FHE is based on a Somewhat Homomorphic Encryption (SHE) scheme that provides at least
two homomorphic operations: addition and multiplication. The encryption and homomorphic operations require
adding some “noise” to guarantee a certain level of security based on the underlying hardness assumption, e.g.,
Ring Learning With Errors. This noise grows at some controlled rate with each homomorphic operation. As long
as the noise is under a certain level, the decryption returns the correct result for a given computation circuit.
The literature includes a number of FHE and SHE schemes that vary in construction, functionality and performance [2], [3], [4], [5], [6], [7]. One of the most promising schemes is the Fan-Vercauteren variant of Brakerski’s
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