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A secure end-to-end verifiable e-voting system
using zero knowledge based blockchain
Somnath Panja, Bimal Kumar Roy

Abstract—In this paper, we present a cryptographic technique
for an authenticated, end-to-end verifiable and secret ballot
election. Voters should receive assurance that their vote is cast
as intended, recorded as cast and tallied as recorded. The
election system as a whole should ensure that voter coercion is
unlikely, even when voters are willing to be influenced. Currently,
almost all verifiable e-voting systems require trusted authorities
to perform the tallying process. An exception is the DRE-i and
DRE-ip system. The DRE-ip system removes the requirement
of tallying authorities by encrypting ballot in such a way that
the election tally can be publicly verified without decrypting
cast ballots. However, the DRE-ip system necessitates a secure
bulletin board (BB) for storing the encrypted ballot as without
it the integrity of the system may be lost and the result can
be compromised without detection during the audit phase. In
this paper, we have modified the DRE-ip system so that if
any recorded ballot is tampered by an adversary before the
tallying phase, it will be detected during the tallying phase.
In addition, we have described a method using zero knowledge
based public blockchain to store these ballots so that it remains
tamper proof. To the best of our knowledge, it is the first end-toend verifiable Direct-recording electronic (DRE) based e-voting
system using blockchain. In our case, we assume that the bulletin
board is insecure and an adversary has read and write access
to the bulletin board. We have also added a secure biometric
with government provided identity card based authentication
mechanism for voter authentication. The proposed system is
able to encrypt ballot in such a way that the election tally can
be publicly verified without decrypting cast ballots maintaining
end-to-end verifiability and without requiring the secure bulletin
board.
Index Terms—E-voting, Blockchain, Direct Record Electronic,
Authentication, Biometric, Zero Knowledge, End-to-End verifiable.

I. I NTRODUCTION
LECTION is a process of establishing the democracy
in the country. It is also one of the most challenging
task, one whose constraints are remarkably strict. There has
been extensive adoption of Direct-recording electronic (DRE)
for voting at polling stations around the world. Starting with
the seminal work by Chaum, published in IEEE Security
& Privacy [1] in 2004, research on end-to-end (E2E) Evoting has become a thriving field. Informally, the notion
of being E2E verifiable refers to have two properties: First,
each voter is able to verify if their vote has been cast as
intended, recorded as cast. Second, anyone can verify if all
votes are tallied as recorded. By contrast, in traditional paperbased voting system, a voter can not verify how their vote is
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recorded and tallied in the voting process. As with traditional
elections, voters go to their polling station, prove that they
are eligible to cast vote by presenting their identity card.
The voter is given a token [2] that allows them to cast vote
for their candidates of choice. Thus the system depends on
trustworthy individual at the polling stations, thus leading
to the introduction of automated paperless secure e-voting
system. This paper presents a secure authenticated DRE based
E2E verifiable e-voting system without tallying authorities.
Hao et al. proposed a voting system, called DRE-i (DRE
with integrity) [15], to achieve E2E verifiability without
involving any tallying authorities (TAs). However, the precomputation strategy requires that the pre-computed data is
securely stored and accessed during the voting phase. This
introduces the possibility for an adversary to break into the
secure storage module and compromise the privacy of all
ballots. To overcome this issue, they provided the voting
system DRE-ip [16] (DRE-i with enhanced privacy). DREip achieves E2E verifiability without TAs and simultaneously
a significant stronger privacy guarantee than DRE-i. However,
both DRE-i and DRE-ip systems necessitates the requirement
of a secure public bulletin board (BB). If the public BB is not
secure, an attacker may change the already recorded ballots
on the BB in such a way that it can not be detected during the
audit phase and hence compromising integrity of the system. In
this paper, we have proposed a solution to remove requirement
of the secure BB. Instead of using secure BB, our system uses
an insecure BB, a modified the DRE-ip design and a new
blockchain technology. This system prevents vote coercion
even when the voter is willing to be influenced. For example,
a voter may be asked to vote for an adversary’s choice of
candidate and show the cast ballot receipt to prove their choice
of vote. Our system prevents that by encrypting the vote using
Cramer-Shoup encryption. The proposed system also provides
a verification of voter eligibility using a secure biometric based
authentication mechanism.
S. Nakamoto’s work on Bitcoin [17], prompted considerable
research on blockchain technology. One other blockchain
technology that could be used in e-Voting is Ethereum [18].
Here, we are using a modified blockchain technology for the
purpose of a secure decentralized storage.
A. Related work
There has been extensive research on e-voting system over
the past two decades. Researchers have proposed a number of
E2E verifiable schemes and some of these are used in practice.
Notable E2E e-voting system include Votegrity [1] (proposed
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by Chaum), Markpledge [3], Prêt à Voter [4], STAR-Vote [5],
Punchscan [6], scratch & vote [7], Scantegrity , Scantegrity II
[8], Helios [9], Bingo Voting [10], Wombat [11], DRE-i [15],
DRE-ip [16]. A review of these systems can be found in [12].
Many other schemes follow similar approaches, in particular,
a variant of Prêt à Voter, vVote, has been used in 2014 state
election in Victoria, Australia [13]. Scantegrity [8] was trialled
in local elections in Takoma Park, Maryland, USA [14]. Helios
[9] was used to elect Universitè catholique de Louvain in
2009 and it has been used in universities and associations
(IACR and ACM). Other schemes that have been used in
internal university or party elections include Punchscan [6],
Bingo Voting [10], Wombat [11] and DRE-i [15]. However,
almost all DRE based E2E verifiable systems require a secure
bulletin board. Our system relax the requirement of secure BB
and provides efficient solution using blockchain. The system
maintains security and integrity even if only one node in the
blockchain is honest.
B. Our contribution
1) We have introduced a privacy preserving secure biometric
and election ID card based authentication mechanism to the
DRE-ip e-voting system using a blockchain technology. 2) We
have modified the existing DRE-ip scheme so that if a recorded
ballot is modified in between the verification done by the voter
at the BB during voting phase and before final tally phase,
it would be detected during tallying phase. 3) We combined
it with a zero-knowledge based blockchain technology to
eliminate the need of secure bulletin board. We allow the
adversary to have read and write access to the bulletin board.
Our system preserves privacy of the voter and integrity of the
election process even if only one node in the blockchain is
honest.

Initial: g1 , g2
j : Rj , Zj , PW F {Zj } confirmed
Final: t, s

r

r

can change the value of Zj by interchanging g1j with g1j g1
or vice versa and simultaneously changing the partial tally
t accordingly. This change does not contradicts PW F and
can’t be detected during tallying phase. This is why we have
modified the scheme and used blockchain to secure storage
of ballots. The updated scheme has been discussed in section
VII.

III. C OMPONENTS OF THE PROPOSED SYSTEM
1) The proposed system consists of all the devices required
for the DRE-ip [16] system. However, in our case, the publicly
accessible BB may be insecure i.e. an adversary have read
or write access to the BB. So, it requires a DRE machine
with a printer attached to it and a public bulleting board to
show the recorded ballot in public. The bulletin board can
be a publicly accessible web site. 2) Additionally, a finger
print scanner with fingerprint pulse at the sensor and a key
pad to input voter identification number must be attached to
the DRE machine at the polling station which will verify
the eligibility of the voter to cast vote and prompt the DRE
machine to proceed with the voting process. 3) We maintain
two blockchain per each DRE machine with two different
consensus and mining process for two chains. The first chain is
created during voter registration process by election authorities
to securely store voter authentication information that will be
matched during voter authentication process. Second chain is
created during the voting phase to securely store recorded
ballots. The consensus algorithm and the mining process is
discussed in the corresponding sections.

C. Organization
Section II discusses the integrity problem in DRE-ip system
if the BB is not secure; section III provides an overview
of the platform; section IV describes the voter registration
process; section V presents a private blockchain to store
voter registration information; section VI discusses the voter
authentication during voting session; section VII presents vote
casting, recording and tallying algorithm; section VIII presents
a blockchain technology to store recorded ballots and discusses
on integrity and privacy of the system; section IX discusses
the concluding remarks.
II. T HE INTEGRITY PROBLEM IN DRE- IP WITH INSECURE
BB
We assume that the notion of DRE-ip [16] system provided
by Hao et al. is known. DRE-ip system necessitates a secure
BB. However, here we assume, the BB is insecure and allow
the adversary to have read and write access to the BB. The
DRE-ip system records each confirmed vote on the BB in
tabulated form.
r
r
where Zj ∈ {g1j , g1j g1 }. Now if an adversary knows
or guesses correctly which candidate the voter voted for, it

IV. VOTER REGISTRATION
In this phase, the voter will provide personal information
including voter identification number and a biometric information, fingerprint, to the authenticated officer. The information
provided will be verified during the ”Voter Authentication”
phase of the election. Following steps are involved in the
registration phase:
1. The officer takes details of voter like unique voter
identification number, name etc.
2. Officer asks the voter to provide fingerprint. Fingerprint
scanner with fingerprint pulse at sensor is used to scan the
fingerprint.
3. A biometric based encryption algorithm with enhanced
privacy and security [25] is used to the transform fingerprint
image to feature based encrypted data. This encrypted biometric data along with voter identification number, name etc.
are combined in the form (Voter identification number, name,
encrypted biometric data, Flag-”Not voted”) and stored in a
private blockchain discussed in the next section. Here, Flag
represents whether the voter has already voted or not.
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V. P RIVATE BLOCKCHAIN FOR VOTER REGISTRATION

VII. VOTING AND TALLYING P HASE

INFORMATION

In this section we describe the algorithm for voting phase
and tallying phase.

We use a blockchain combined with Merkle hash tree to
store the registration information. This blockchain is different
from the public blockchain used to store the encrypted ballot.
We use a private blockchain where only authenticated and
trusted party can join in the network and will securely delete
all information about fingerprint and voter information after
the end of election process. In this chain, the mining process
can only be done by administrator. During the registration
phase, the administrators are the authenticated officers. During
voting phase, DRE machine is the administrator. A provisional
voter list is being displayed on public based on this Block
chain without fingerprint information about two weeks before
start of the election. Any error reported by the public may be
corrected before start of the voting process. In that case, the
administrator updates the blockchain. After modification, the
hash value of the last block in the block is shared among
the trusted authorities. We construct the blockchain in the
following way.
1. We sort all registration information tuples (Voter identification number, name, encrypted biometric data, Flag-”Not
voted”) according to the voter identification number.
2. We decide the number of such tuple to be kept in the
single block based on the block size and encrypted biometric
data size, in our case, 512.
3. We put first 512 tuples in the first block arranging them
in Merkle hash tree structure and then mine that block. Then
we continue to create the next block using next 512 tuples,
mine the block and so on. We add two field, minimum and
maximum voter identification, in each of the block header and
Merkle tree internal node headers. These are used to facilitate
binary search based on that number.
4. During the voter authentication phase, the DRE will
change the flag field of the tuple to ”voted” after successful
authentication and update the hashes of the blockchain in
O(log2 n+m) time where n is the height of the Merkle tree and
m is the number of block after that block in the blockchain.
VI. VOTER AUTHENTICATION
At the polling station, the voter has to verify their identity
at the voter authentication phase. If he is an authentic voter, he
will be allowed to cast the vote. Following steps are involved
in this phase:
1. The unique voter identification number is taken from the
voter.
2. The DRE search for the voter identification number in
its private blockchain and check whether the voter is already
voted on not. If it finds a match in its blockchain and she is not
already voted, then it proceeds to step 3 otherwise it prompts
”no match found” or ”already voted ” and goes to step 1.
3. The fingerprint of the voter is taken using a fingerprint
scanner with fingerprint pulse at the sensor.
4. The verification procedure of the biometric based encryption algorithm [25] is executed and if it succeeds the voter is
allowed to vote otherwise not allowed.

A. Notation
We use same notations that are used in the DRE-ip system. We use PK {λ : Γ = γ λ } to denote a non-interactive
proof of knowledge of a secret λ such that Γ = γ λ for publicly known Γ and γ. We shorten the notation to PK {γ} where
context is clear. We use PW F {A : X, ..., Y, Z} to denote a
proof of well −f ormedness of A with respect to X, ..., Y, Z.
We shorten the notation to PW F {A} where context is clear.
These notations were introduced by Camenisch and Stadler
[20].
B. Cryptographic setup
Our proposed system work over an elliptic curve in an
ECDSA like group setting or a DSA like multiplicative cyclic
group setting where the decisional Diffie-Hellman (DDH)
assumption holds. In particular, we can choose two large
primes p and q such that q divides (p − 1). Then, we choose
the subgroup Gq of order q of the group Z∗p and assume that
g is the generator of Gq . q must be greater than the number
of voters. The decisional Diffie-Hellman assumption [21] is
given below.
Assumption 1. (DDH) The two probability distribution
{(g a , g b , g ab ) : a, b are randomly and independently chosen
from Z∗q } and {(g a , g b , g c ) : a, b, c are randomly and independently chosen from Z∗q } are computationally indistinguishable
in the security parameter n = log(q).
In our protocol, we have used non-interactive zeroknowledge proofs based on Fiat-Shamir heuristic [22] and the
proofs are in random oracle model [23].
C. Modified DRE-ip system
The system requires a publicly accessible bulletin board
(BB). The BB can be secure or insecure. We allow the
adversary to have read and write access to the BB. The
system incorporates voter initiated auditing to achieve endto-end verifiability. We assume one DRE machine used to
select a candidate in a regional zone. The BB maintains a
public blockchain per one DRE machine to store recorded
ballot sent by the DRE machine. Whenever the BB receives a
recored ballot from DRE machine, it creates a new block and
subsequently mine the block in the corresponding blockchain.
In subsequent discussion, we’ll show that only BB or DRE
can mine a block when it receives a recorded ballot generated
by only this particular DRE-ip algorithm. We assume DRE
has a write access to BB over an authenticated channel.
Here we describe the case where there are only two
candidates i.e. if vi represents the vote for i-th ballot, we
have vi ∈ {0, 1}. A Benaloh-style voter initiated auditing
[24] has been incorporated in the DRE-ip system to achieve
individual verifiability, i.e. the voter gets option to audit the
ballot composed by DRE to ensure that the DRE is preparing
the ballot according to her choice. An audited ballot is not
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used to cast a vote. Therefore, at the end of the voting phase,
the total set of ballots B will be the union of the audited ballots
A and cast ballots C i.e. B = A ∪ C.
We use the Cramer-Shoup cryptosystem to encrypt the
ballots. The algorithm is given below.
Key Generation Phase:
In this phase, the DRE executes the Cramer-Shoup key
generation algorithm to generate keys. The key generation
algorithm is executed only once prior to the voting phase.
1. The system generates an efficient description of a cyclic
group Gq of order q with two distinct, random generators
g1 , g2 .
2. It chooses five random values (x1 , x2 , y1 , y2 , z) from
{0, 1, ....., q − 1}.
3. It computes c = g1x1 g2x2 , d = g1y1 g2y2 , h = g1z .
4. The DRE publishes (c, d, h) along with the description
of Gq , q, g1 , g2 as its public key.
The public key along with group descriptions are shared
between DRE and BB and it is published on the BB. The
DRE securely deletes the secret key, (x1 , x2 , y1 , y2 , z), and
the logarithmic relationship between g1 and g2 .
Initialization:
Initially, t = 0, s = 0, s1 = 0, m = 0, n = 1, n1 = 1.
Voting Phase:
This phase involves the voter, the DRE and the BB.
1. The voter enters the booth, initiates the voting and keys
in her vote vi ∈ {0, 1}.
2. The DRE generates random ri ∈ Z∗q , evaluates
Ui = g1ri , Vi = g2ri , Ei = hri g1vi , αi = H(Ui , Vi , Ei ),
where H() is a universal one-way hash function (or a collisionresistant cryptographic hash function, which is a stronger
requirement)
Wi = cri dri αi ,
PW F {Ei : g1 , g2 , c, d, h, Ui , Vi , Wi } = PK {ri : ((Ui =
g1ri ) ∧ (Vi = g2ri ) ∧ (Ei = hri ) ∧ (Wi = (cdαi )ri )) ∨ ((Ui =
g1ri ) ∧ (Vi = g2ri ) ∧ (Ei /g1 = hri ) ∧ (Wi = (cdαi )ri ))}
s1 = s1 + ri , n1 = n1 Ui , PK {s1 : n1 = g1s1 }. Here PK {ri }
is a non-interactive zero knowledge proof of knowledge of ri
whereas PK {s1 } is a non-interactive zero knowledge proof of
knowledge of sum of all random numbers generated till now
i.e. s1 . At this stage, s1 = Σj∈B rj , n1 = Πj∈B Uj
The DRE machine provides a signed receipt including the unique ballot index i and the ballot content
(Ui , Vi , Ei , Wi , PW F {Ei }, PK {s1 }) to the voter.
3. The voter receives the first part of the receipt and choose
to either audit the ballot or confirm her vote.
In case of audit:
4. The DRE adds i to A. A signed receipt of the audit,
clearly marked as audited, including ri and vi is provided to
the voter.
5. The voter takes and keeps the receipt, verifies her choice
of vote vi . If the verification succeeds, voting continues to step
1 else the voter should raise a dispute.
6. The DRE merges both parts of the receipt in a single part,
(i :
(Ui , Vi , Ei , Wi , PW F {Ei }, PK {s1 }), (audited, ri , vi ))
and creates a block to mine it in the block-chain and also
send this transaction to BB.
In Case of confirmation:

4. The DRE adds i to C, updates the tally, the sum and
evaluates:
t = Σj∈C vj , m = Σj∈C rj αj , s = Σj∈C rj , n = Πj∈C Uj .
5. It evaluates PK {s : n = g1s }, the non-interactive zero
knowledge proof of knowledge of the partial sum s.
The DRE provides a signed receipt, clearly marked as
confirmed, including PK {s} to the voter. Then the DRE
securely deletes both ri and vi .
6. The voter leaves the booth with her receipts.
7. The DRE merges both parts of the receipt in a single part,
(i : (Ui , Vi , Ei , Wi , PW F {Ei }, PK {s1 }), (conf irmed, PK {s}))
and creates a block to mine it at its block-chain and also send
this transaction to BB.
8. The voter verifies that her receipts match those on the
BB.
Verification by blockchain:
This phase involves the DRE, BB and the underlying
blockchain.
The blockchain consensus verifies all the zero knowledge
proofs in a receipt before adding it to the blockchain. It also
verifies consistency of ri and vi in case of an audited ballot.
The blockchain consensus mechanism is described in detail
in the next section. The blockchain drops a receipt if the
verification of any of its zero knowledge proofs fails.
Tallying Phase:
This phase involves the DRE, BB, the blockchain and the
public.
1. The DRE posts on the BB the final tally t, final sum s
and m.
2. The public:
i) verify all the well-formedness proofs on the BB(wellformedness verification).
ii) verify that for all the audited ballots on the BB: the
first part of the receipt, (Ui , Vi , Ei , Wi , PW F {Ei }, PK {s1 }),
is consistent with ri and vi .
iii) verify that all the following equations hold(tally verification)
Πj∈C Uj = g1s , Πj∈C Vj = g2s , Πj∈C Ej = hs g1t , Πj∈C Wj =
cs dm

D. Extension to multiple candidate
If there are more than two candidates, say n(n >= 3), we
will consider an upper bound, say N , on the number of voters
and will encode the vote for j-th candidate as vi = N j−1 .
The i-th ballot in that case will of the form
((Ui , Vi , Ei , Wi , PW F {Ei }, PK {s1 }), (audited, ri , vi )) in
case of audit or
((Ui , Vi , Ei , Wi , PW F {Ei }, PK {s1 }), (conf irmed, PK {s}))
j−1
in case of confirmed vote, where Ei = hri g1N . The wellformedness proof PW F {Ei } will be 1-out-of-n disjunctive
proof and can be stated as:
PW F {Ei : g1 , g2 , c, d, h, Ui , Vi , Wi } = PK {ri :
j−1
∨nj=1 ((Ui = g1ri ) ∧ (Vi = g2ri ) ∧ (Ei /g1N
= hri ) ∧ (Wi =
α i ri
(cd ) ))}
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VIII. S TORING RECORDED BALLOT IN PUBLIC

non-interactive zero knowledge proofs and can be verified
by this blockchain consensus algorithm. Consensus algorithm
A public blockchain created to store recored ballots involv- include all the verification algorithms of the zero-knowledge
ing the DRE, BB and public nodes. In this section, we describe proofs. To create a valid transaction, an attacker has to
how we store the public key, (c, d, h), and recored ballots, solve multiple discrete logarithm problem (DLP) before the
both audited and confirmed, in the blockchain. The proposed blockchain grows up by one transaction i.e. the work required
solution avoid double-inclusion of the same ballot that is is exponential. It accepts the longest chain with validated
already included in the blockchain earlier. The network stores blocks as proof of work witnessed till the time.
The proof-of-work is done by the modified DRE-ip altransactions by hashing them into the ongoing blockchain
of zero-knowledge based consensus algorithm, forming a gorithm during its voting phase discussed in section Voting
record that can not be changed without solving the discrete Phase. Once a transaction satisfies proof-of-work, it cannot
logarithm problem (DLP) multiple times for each transaction. be changed without solving the DLP problem. As later blocks
The longest chain serves as the proof of sequence of events are added after it, the work to change the block would involves
witnessed. As long as there is one node that is not cooperating redoing all the blocks after it.
The administrator must set up parameters of the blockchain.
to attack the network, they’ll generate longest chain. As in
the other blockchain technology, messages are broadcast, and The public key of the voting algorithm, (c, d, h), is required by
nodes can leave and rejoin the network at will, accepting the the consensus algorithm. The administrator must set (c, d, h)
longest chain as proof of what happened while they were gone. as the global configuration parameters.
The consensus mechanism is stated below.
1. The first transaction must be (c, d, h) along with the deA. Transactions
scription of Gq , q, g1 , g2 . The block involving this transaction
We define a transactions as an audited ballot receipts, must be mined by the administrator i.e either the DRE machine
(i :
(Ui , Vi , Ei , Wi , PW F {Ei }, PK {s1 }), (audited, ri , vi )), or BB. This transaction is a special transaction that does not
or
a
confirmed
ballot
receipt, follow proof-of-work and its verification algorithm. These are
(i : (Ui , Vi , Ei , Wi , PW F {Ei }, PK {s1 }), (conf irmed, PK {s})). the public information that is needed during the verification
The first transaction is a special transaction involving (c, d, h) by public.
along with the description of Gq , q, g1 , g2 . Each transaction
2. From the second block onwards, the blockchain maintains
bears with the digital signature of the DRE machine as the following information. Let B, A, C are sets of all ballots,
owner of the transaction. DRE adds these transactions in the audited ballots and confirmed ballots respectively till the
blockchain and also sends this transaction to the BB. The BB current transaction. Initially, n = 1, n = 1.
1
again transfers the transaction to its peers.
The second transaction is an audited or a confirmed ballot
receipt. It follows the proof-of-work and verification process.
B. Avoiding double-inclusion of a receipt in the blockchain
The second block involving this second transaction must be
Before adding a transaction into the blockchain, a node mined by the administrator of the blockchain i.e. either DRE
needs to ensure that the transaction is not already added. To or BB.
3.
For
i-th
transaction,
accomplish this, we have included a zero knowledge proof,
PK {s1 }, in each transaction. The consensus algorithm verifies (i : (Ui , Vi , Ei , Wi , PW F {Ei }, PK {s1 }), (audited, ri , vi )), or
this zero-knowledge proof to ensure that the transaction is (i : (Ui , Vi , Ei , Wi , PW F {Ei }, PK {s1 }), (conf irmed, PK {s})),
not already included in the blockchain. Transactions must be it evaluates αi = H(Ui , Vi , Ei ), where H() is the same
publicly announced and the nodes must agree on a single cryptographic hash function used in encryption phase. Then
it calculates γ = cdαi and verifies the non-interactive zerohistory of the order in which they were received.
knowledge proof PW F {Ei } given g1 , g2 , c, d, h, Ui , Vi , Wi , αi
for that transaction using ”Verifier Algorithm 4” described
C. Blocks and hashing
in APPENDIX A. If verification fails it rejects the block
In the proposed solution, a block contains only single containing the transaction.
transaction. As with the other blockchain systems (as used
4. It updates n1 = Πj∈B Uj and verifies the non-interactive
by Bitcoin and related systems), a cryptographic collision zero-knowledge proof PK {s1 } given g1 , n1 for that transaction
resistant hash function is used to take a hash of a block using ”Verifier Algorithm 2” described in APPENDIX A. It
consisting a single transaction and published widely. Each hash rejects the block containing the transaction if verification fails.
include the previous hash in its hash to form a chain with each
5. It checks whether the transaction is a audited ballot or
additional hash reinforcing the previous one.
confirmed ballot by checking the ”audited” or ”confirmed”
mark in the transaction.
D. Distributed consensus mechanism and proof-of-work
In case of audited:
6. αi = H(Ui , Vi , Ei ) is already evaluated in step 3. It verThe proof of work involves creating a transaction or ballot
ri
ri
r vi
r r α
receipt that consists of the required zero-knowledge proofs. ifies whether Ui = g1 , Vi = g2 , Ei = h i g1 , Wi = c i d i i ,
and rejects the block if the verification fails.
The proof-of-work for a transaction is done by our modified
DRE-ip algorithm using Cramer-Shoup cryptosystems and
In case of confirmed:
BLOCKCHAIN
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7. It updates n = Πj∈C Uj and verifies the non-interactive
zero-knowledge proof PK {s} given g1 , n for that transaction
using ”Verifier Algorithm 2” described in APPENDIX A. It
rejects the block containing the transaction if verification fails.
If all the verification successes then the block is added to
the blockchain or else rejected.
E. Network
The network is similar to the other blockchain systems like
Bitcoin [17].
F. Integrity of the system
The voter initiated auditing performs two checks: first,
by observing the first part of the receipt is provided before
deciding either to audit or confirm the ballot; second, by
checking that all receipts match what is published on the BB.
These verification ensure that the votes are cast as intended and
recorded as cast. Since, each receipt consist of several zeroknowledge proofs that are to be verified by the blockchain,
an attacker must solve three discrete log problems to change
a ballot. Also, to change a single ballot, the attacker has
to redo the task for all ballots in the blockchain added
after that block. It can be checked that if all well-formdness
proofs and zero-knowledge proofs are correct and final tally
verification succeeds, then the reported tally is the correct
tally of all confirmed votes. This ensures that the votes are
tallied as recorded. So the system achieves end-to-end (E2E)
verifiability.
G. Privacy of the voter
As each vote is encrypted using Cramer-Shoup cryptosystem, the privacy of the voter is kept secret. The DRE must
not reveal its partial tally and sum information otherwise the
privacy of the ballots cast during the attack period is lost-a loss
which is inevitable but the ballots cast outside of the attack
period remains private.
IX. C ONCLUSION
In this paper, we have described a way store the voter
registration information and encrypted ballot using blockchain.
We have shown that the system provides an efficient and
practical DRE-based voting solution preserving privacy and
secrecy of ballots without secure bulletin board or hardware
storage even if the adversary gets temporary access to the DRE
machine. The use of this public blockchain ensures the ballot
integrity even if only one node in the blockchain network is
honest.
A PPENDIX A
In this section, we present non-interactive zero-knowledge
proof of knowledge. Similar proofs are also described in DREip [16] system.
Algorithm 1:
A prover with identifier ID generates a proof of knowledge
of a secret λ such that (Γ1 = γ1λ ) ∧ ... ∧ (Γ4 = γ4λ ) for known
ID, Γ1 , γ1 , ..., Γ4 , γ4 .

Input:ID, Γ1 , γ1 , ..., Γ4 , γ4 , λ such that (Γ1 = γ1λ ) ∧ ... ∧
(Γ4 = γ4λ )
Output:η = PK {λ : (Γ1 = γ1λ ) ∧ ... ∧ (Γ4 = γ4λ )}
begin
choose random w ∈ Z∗q
calculate t1 = γ1w , t2 = γ2w , t3 = γ3w and t4 = γ4w .
calculate
c = H(ID, γ1 , Γ1 , γ2 , Γ2 , γ3 , Γ3 , γ4 , Γ4 , t1 , t2 , t3 , t4 )
calculate r = w − cλ
return η = (c, r)
Verifier Algorithm 2:
Verification of proof η generated by Algorithm 1 given
ID, Γ1 , γ1 , Γ2 , γ2 , Γ3 , γ3 , Γ4 , γ4 .
Input:ID, Γ1 , γ1 , Γ2 , γ2 , Γ3 , γ3 , Γ4 , γ4 , η = (c, r)
Output:successful or failure
begin
calculate
t1 = γ1r Γc1 , t2 = γ2r Γc2 , t3 = γ3r Γc3 and t4 = γ4r Γc4 .
calculate
c0 = H(ID, γ1 , Γ1 , γ2 , Γ2 , γ3 , Γ3 , γ4 , Γ4 , t1 , t2 , t3 , t4 )
if c0 = c then return successful
else return failure
Algorithm 3:
A prover with identifier ID generates a proof of knowledge
of a secret λ such that either (Γ1 = γ1λ ) ∧ ... ∧ (Γ4 = γ4λ ) or
(Γ5 = γ5λ ) ∧ ... ∧ (Γ8 = γ8λ ) for known ID, Γ1 , γ1 , ..., Γ8 , γ8 .
Input:ID, (Γi , γi )8i=1 , λ such that Γ1 = γ1λ , ..., Γ8 = γ8λ
Output:η = PK {λ : ((Γ1 = γ1λ )∧...∧(Γ4 = γ4λ ))∨((Γ5 =
λ
γ5 ) ∧ ... ∧ (Γ8 = γ8λ ))}
begin
choose random w, r2 , c2 ∈ Z∗q
calculate t1 = γ1w , ..., t4 = γ4w and t5 = γ1r2 Γc12 , ..., t8 =
r2 c2
γ8 Γ1 .
calculate
c = H(ID, (γi , Γi )8i=1 , (ti )8i=1 ),c1 = c − c2
calculate r1 = w − c1 λ
return η = (c1 , c2 , r1 , r2 )
Verifier Algorithm 4:
Verification of proof η generated by Algorithm 3 given
ID, Γ1 , γ1 , ..., Γ8 , γ8 .
Input:ID, (Γi , γi )8i=1 , , η = (c1 , c2 , r1 , r2 )
Output:successful or failure
begin
calculate
t1 = γ1r1 Γc11 , t2 = γ2r1 Γc21 , t3 = γ3r1 Γc31 and t4 = γ4r1 Γc41
and
t5 = γ5r2 Γc52 , t6 = γ6r2 Γc62 , t7 = γ7r2 Γc72 , t8 = γ8r2 Γc82 .
calculate
c0 = H(ID, (γi , Γi )8i=1 , (ti )8i=1 )
if c0 = c1 + c2 then return successful
else return failure
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