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Abstract. Location information has wide applications in customization
and personalization of services, as well as secure authentication and access control. We introduce in-Region Authentication (inRA), a novel type
of authentication, that allows a prover to prove to a set of cooperating
verifiers that they are in possession of the correct secret key, and are
inside a specified (policy) region of arbitrary shape. These requirements
naturally arise when a privileged service is offered to registered users
within an area. Locating a prover without assuming GPS (Global Positioning System) signal however, incurs error. We discuss the challenge
of designing secure protocols that have quantifiable error in this setting,
define and formalize correctness and security properties of the protocols,
and propose a systematic approach to designing a family of protocols
with provable security where error can be flexibly defined and efficiently
minimized. We give a concrete instance of this family that starts with
two verifiers, prove its security and evaluate its application to four different policy regions. Our results show that in all cases false acceptance
and false rejection of below 6% can be achieved. We compare our results
with related works, and propose directions for future research.
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Introduction

Location-based services (LBS) have provided exciting opportunities to use position related information such as location, proximity or distance in improving
system security, control access, and personalized service delivery [13, 15, 28]. One
of the earliest applications of user location is for securing authentication systems [8] against man-in-the-middle (MiM). Secure authentication protocols are
challenge-response protocols between a prover and a verifier. In an MiM attack
against these protocols, an attacker runs two simultaneous sessions of the protocol, one with an honest prover and one with the (honest) verifier, and by passing
the responses of the prover to the verifier, succeeds in the protocol. Desmedt et
al. [8] showed that this attack that does not have any cryptographic solution,
can be prevented if the verifier uses an estimate of the location of the prover (e.g.
distance to the verifier) as a second factor in authentication. Distance (Upper)
Bounding (DUB) protocols [4] are challenge-response authentication protocols
that provide cryptographic authentication security with the extra guarantee that
the user is close to the verifier. These protocols have been widely studied, their

