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Abstract—Services provided as free by Online Social Networks
(OSN) come with privacy concerns. Users’ information kept by
OSN providers are vulnerable to the risk of being sold to the
advertising firms. To protect user privacy, existing proposals
utilize data encryption, which prevents the providers from monetizing users’ information. Therefore, the providers would not be
financially motivated to establish secure OSN designs based on
users’ data encryption. Addressing these problems, we propose
the first Privacy Preserving Group-Based Advertising (PPAD)
system that gives monetizing ability for the OSN providers. PPAD
performs profile and advertisement matching without requiring
the users or advertisers to be online, and is shown to be secure
in the presence of honest but curious servers that are allowed to
create fake users or advertisers. We also present advertisement
accuracy metrics under various system parameters providing a
range of security-accuracy trade-offs.

I. I NTRODUCTION
Online Social Networks (OSN) such as Facebook, Twitter,
and Google+ are in the center of people’s attention due to the
functionality and networking opportunities they offer. OSNs
consist of three main entities: Server, user, and advertiser.
Server supports the OSN’s functions using its storage and
computational resources. Users are able to share their personal
information with each other and establish new friendships
via OSN. Advertisers ask Server’s help to detect their target
customers out of OSN’s users. Despite the attractive services
that OSNs offer to the users, sharing personal information
with these networks raises privacy problems where servers
monetize users’ information by selling them to the advertising
companies [23], [26]. To prohibit the accessibility of OSN
providers to the plain information of users, secure OSN
designs that employ data encryption are proposed [11], [10],
[30], [32], [2], [3]. While these solutions provide tangible
benefits to the users’ privacy, they neglect the role of advertiser
as part of the OSN, which results in monetizing inability for
the server [31]. Thus, OSN servers are left with no financial
motivation to establish such secure OSN services.
The lack of a convincing commercial model for secure
OSNs is our main motivation to propose a Privacy Preserving
ADvertising (PPAD) system for OSNs. PPAD can be incorporated into secure OSN designs (where the OSN’s functionality
meet data confidentiality) to provide advertising service. Yet,
achieving the best of both worlds is impossible: we provide a
trade-off between personalized advertising accuracy and user
profile privacy. We first define these terms, explain why it is
impossible to achieve some goals simultaneously, and show

how we achieve a solution whose parameters can be tweaked
for various settings.
In PPAD, we introduce the notion of group-based advertising on the encrypted data. By group-based advertising, we
aim to cope with the security issues raised by the personalized
counterparts [35], [20]. In fact, performing personalized advertising on the encrypted data will ultimately violate user privacy. The reason is that knowing that a particular advertising
request (which is a set of attributes) is matched to an encrypted
profile implies that the profile entails the attributes listed in that
request. Therefore, although the matching is performed on the
encrypted data, the server is able to learn the profile content
i.e., user’s attributes. This cannot be prevented using any
(cryptographic) method unless one (unrealistically) assumes
that the adversarial server cannot create fake advertisement
requests targeting known attributes.
One remedy of this problem is that the final matching result
must be computed in the encrypted format (server does not
learn the result) and then the results are sent to the user to
open and read. However, this approach is cumbersome as the
user has to open (decrypt) all the matching results (which is
linear in the total number of advertising requests) and retrieve
the matched advertisements from the server in an oblivious
way (which again incurs a high load).
Due to this privacy concern, we define a new advertising paradigm called group-based advertising. In short, we
(randomly) partition users into groups of equal size at the
registration phase. Then, each advertising request is compared
to the profiles of a group of users and not a single user. The
matching result indicates whether there exist some thresholdmany target users among the group members. If it happens,
then the advertising is shown to all the group members. Note
that the matching result reveals neither the identity of the
matched user nor the number of matched users but only the
existence of at least threshold-many matches. By this method,
the matching result is unlikable to an individual profile. We
propose a formal security definition to capture this notion of
unlinkability.
Another property of PPAD is to keep the advertising procedure transparent to the users/advertisers, similar to the
insecure counterparts. That is, users and advertisers carry no
overhead except uploading their data to the social network.
Henceforth, the matching process is operated only by the
server and needless to any constant online connection of the

