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Abstract. One of the most efficient post-quantum signature schemes is
Rainbow whose harness is based on the multivariate quadratic polyno-
mial (MQ) problem. ELSA, a new multivariate signature scheme pro-
posed at Asiacrypt 2017, has a similar construction to Rainbow. Its ad-
vantages, compared to Rainbow, are its smaller secret key and faster
signature generation. In addition, its existential unforgeability against
an adaptive chosen-message attack has been proven under the hardness
of the MQ-problem induced by a public key of ELSA with a specific
parameter set in the random oracle model. The high efficiency of ELSA
is derived from a set of hidden quadratic equations used in the process
of signature generation. However, the hidden quadratic equations yield
a vulnerability. In fact, a piece of information of these equations can be
recovered by using valid signatures and an equivalent secret key can be
partially recovered from it. In this paper, we describe how to recover an
equivalent secret key of ELSA by a chosen message attack. Our experi-
ments show that we can recover an equivalent secret key for the claimed
128-bit security parameter of ELSA on a standard PC in 177 seconds
with 1326 valid signatures.

Keywords: post-quantum cryptography, multivariate public-key cryp-
tography, chosen message attack, Rainbow, ELSA.

1 Introduction

P. Shor [12] proposed quantum algorithms to factor large integers and to solve
discrete logarithms in polynomial time. If large-scale quantum computers are
built, most currently used public key cryptosystems, such as RSA, DSA and
ECC, will be insecure. The aim of Post-Quantum Cryptography (PQC) is to de-
velop cryptosystems that are secure against attacks by future quantum comput-
ers [2]. At PQCrypto 2016, the National Institute of Standards and Technology
(NIST) started the standardization process of post-quantum cryptography, and
there are currently 69 proposals of post-quantum cryptography [9].
Multivariate public key cryptosystems (MPKCs) [4] are considered to be
some of the most promising candidates for PQC. A lot of MPKCs have been
proposed starting with the Matsumoto-Imai scheme [8]. Among them, the UOV



[6] and HFEv~ [10, 11] signature schemes have in particular remained sound for
around two decades, and their signature sizes are relatively small compared with
other post-quantum signature schemes. Moreover, there are many submissions
of MPKCs to the NIST PQC standardization. Even amongst those, Rainbow [5],
a multi-layered version of the UOV scheme, has drawn a lot of attention because
of its efficiency, modest computational cost, high security and simplicity.

The ELSA [13] signature scheme, studied in this paper, is a variant of Rain-
bow; it was proposed at Asiacrypt 2017 by Shim et al. An advantage of ELSA
over Rainbow is its higher efficiency; that is, its secret key is smaller and its
signature generation is faster. Shim et al. actually succeeded to reduce the com-
plexity of signature generation from O(n?®) for Rainbow to O(n?), where n is
the number of variables, without weakening the security against known attacks.
The trick to reducing the complexity is choosing the secret keys sparsely and
attaching several hidden quadratic equations in the process of signature genera-
tion. Another advantage is that ELSA has existential unforgeability against an
adaptive chosen-message attack. This was proven under the hardness of the MQ
problem induced by the public key of ELSA with a specific parameter set in the
random oracle model.

In this paper, we propose a chosen message attack on ELSA, with which
we can obtain valid signatures by repeatedly accessing a signing oracle. Recall
that ELSA possesses hidden quadratic equations for accelerating the signature
generation; these are not used in Rainbow. Once the hidden quadratic equations
are recovered, an attacker can obtain an equivalent secret key of ELSA and
forge all signatures of ELSA by using the equivalent secret key. In fact, we show
that a piece of information associated with the hidden quadratic equations can
be recovered from at most n? valid signatures obtained in the chosen message
attack. Our attack is very efficient, and we prove that its complexity is O(n?*),
where n is the number of variables and 2 < w < 3 is the linear algebra constant.
In our experiments using Magma, we succeeded in recovering an equivalent secret
key with 1326 valid signatures in 177 seconds for the parameters selected in [13]
as 128-bit security.

Our paper is organized as follows: in §2, we briefly summarize the ELSA
scheme and its previous security analysis given in [13]. §3 discusses our new
attack and give a detailed algorithm to obtain an equivalent secret key of the
ELSA scheme. In §4, we preform the complexity analysis of our new attack and

present a Magma implementation of our algorithm. We conclude our paper in
85.

2 The ELSA Signature Scheme

Here, we briefly explain the basic concept of multivariate signature schemes
and summarize the construction of the ELSA scheme and its previous security
analysis following [13].



2.1 Multivariate Signature Scheme

Let n,m > 1 be integers, ¢ a power of prime, and F, a finite field of order g.
In a multivariate signature scheme, the public key P : F? — F7* is a quadratic
map, namely P(z1,...,2z,) = (P1(z1,.-,2Zn),- -+, Pm(z1,...,7,)) given by

Pzt 2n) = Z az('?ximj"‘ Z »Bz'(l)wi‘*‘V(l)

1<i<j<n 1<i<n

for 1 <[ < m, where a%), ﬂl-(l), MO F,. For such a signature scheme, the public
key P is generated by P =T o F o § with invertible affine maps 7 : Fj* — F",
§: Fy — F and a quadratic map F : Fy — Fi* that can be feasibly inverted.
Thus the secret key consists of 7, F and S.

To generate a s1gnature of a message m € 7", one recursively computes
z="T Ym),y = F1(z),w =S !(y). Thus a 81gnature for m is given by w.
Here, y means an element of the preimage of z under the central map F. The
verification involves checking whether P(w) = m.

2.2 Key Generation of ELSA

The ELSA [13] signature scheme is basically constructed in the manner described
in §2.1.

Let [, k, u,r be positive integers and set n =1+ k+u+r and m = k + u.
Denote the sets of [, k,u,r and n variables by

XL = (xL,lv cee ,SUL,Z), XK ‘= (901(,17 e >$K,k)»
Xy = ($U,1, cee 7$U,u)7 XR ‘= ($R,17 e JﬁR,r),
x = "(Xp, XK, XU, XR) = (TL1s- .-, TRy

First, we explain the construction of the central map of ELSA consisting of
two layers. Let L;(x) = L;(xr,Xxk,XRr), Rij(x) = Rij(xr,xk) (1 <i<r 1<
j < k) be linear polynomials and &;(x) = @;(xz) (1 < j < k) quadratic
polynomials. The first layer (Fi,...,Fy) of the central map of ELSA is

Fi(x):= > Li(xp,Xx,xp)Rij(x1,xx) + §;(x1), (1<j<k).

1<i<lr
To construct the second layer, let R; p45(x) (1 <i<r,1<j< u) Li(x) =
Li(xr,xx,%xr) (1 < j < u) be linear polynomials and @kﬂ( x) = Py (XL,XK)
(1 < j < u) quadratic polynomials. The second layer (Fi41,...,Fm) is
Frtj(x Z Li(xp, X5, XR) Ri ket (X) + Proyj (X1, Xk) + Ly (X1, XK, XR),

1<i<r
for 1 < j < u. The central map of ELSA is given by

F = t(f1,...,fk,fk+1,...,fm) :]FZ —>F2L



Next let us explain the secret and public keys of ELSA. Randomly choose two
invertible affine maps 7 : Fi* — Fi* and S : Fj — Fy and fix a linear polynomial
L(x) = L(xr) and r elements &1, ..., € F to generate a signature in ELSA
efficiently (see §2.3).

Secret key. The invertible affine maps 7T, S, the quadratic map F, the linear
polynomial L, and the constants &1, ...,&. € Fy.

Public key. The quadratic map P = *(Py,...,Pp) :=T o FoS: F} — F".

2.3 Signature Generation and Verification of ELSA

Here, we describe signature generation and signature verification of ELSA.

Signature generation. For a message m € Fy", compute z = oty ooy 2m) =
7~ !(m). Next, find y € F} with F(y) = z and L(y)Li(y) = & (1 < i < r).
Finally, compute w = S~'(y) € F7. The signature for m is w.

Signature verification. Check whether P(w) = m or not.

In the process of the signature generation, y € Fy is found as follows.

How to find y € Fy.
First, randomly choose y, € IFfI with L(yr) # 0 and find a solution yx to the
system of k linear equations in xg:

Y &GRiy(yLxx) = Llyr)(z — ®5(yr)), (1<j<k). (1)

1<i<r
Next, find a solution yr to the system of r linear equations in xp:
Li(yL,yx,xr) = L(yr) " '&, (1<i<r). (2)
Finally, find a solution yy € Fy to the system of u linear equations in xy:
> &Rk (o v Xu,yr) = Lyn)(2 — Pry (YL, YK) — Ly(yL, YK, Y R))
1<i<r
()
for 1 < j < w. In this way, we find y = *(yr,yx,yv,yr) € Fj such that

Fly) =z.
Note that equations (1)-(3) are derived from

L(xp)F;(x) = L(xr)z;, L(xp)Li(xXp,XKx,XR) =&, (4)
Thus we see that y computed above satisfies F(y) = zand L(y.)L:(yr, Yk, YR) =
& fori=1,...,r. Sincew =S"1(y) € [y, the signature w obtained above sat-
isfies

L(S(w)) - Li(S(w)) =&

fori=1,...,r. We also have L(S(w)) # 0.



Equations (1) for 1 < j < k can be written as
xgA+c=L(y.)[zx —b(yr)|, (5)

where A is a k x k matrix over F,, c is an element of F’;, zi = (21,...,2k) and
b(yr) = (P1(yr), ..., Pe(yr)) € FE. Since the entries of A do not depend on
Yk, the process of finding yx of (5) can be implemented as

yr = L(yr) [zx —b(yr)] A1 — cAq,

where A; := A~'. This means that, if we have A; as a part of the secret key and
[ is small enough, yx can be computed in O(k?) = O(n?) time. We can easily
check that equations (2) and (3) are similar. Then, by choosing ®y4; sparsely
as in [13], one can find yr,yy in O(n?) time. As a result, the complexity O(n?)
of the signature generation of ELSA is smaller than that the O(n®) complexity
of Rainbow (see [13, §5]).

2.4 Previous security analysis and parameter selection

In this subsection, we give a short survey of the security analysis of ELSA dis-
cussed in [13] and recall the 128-bit security parameter based on that security
analysis.

Direct attack. The direct attack generates a dummy signature of a given mes-
sage by directly solving a system of quadratic equations P(x) = m. It is known
that, if the polynomial system P(x) — m is semi-regular, the complexity of the
hybrid method [1] between the Grobner basis attack and the exhaustive attack

is
ok n—Fk+deg—1 v
< %1218 q (m ( dyeg ) (6)

where d,4 is the degree of regularity given as the first non-positive coefficient
of (1 —#)"/(1—¢)™ % and 2 < w < 3 is the linear algebra constant. In [13],
the authors chose (6) with w = 2 as a lower bound of security against the direct
attack.

Rainbow band separation (RBS). Let ¢ : Fy — Fy be the affine map such
that p(x) = (x1, %Xk, xv, L1(x),...,L.(x)) and put F' := F o o~ 1. A similar
argument to the one in [13, §3.2] shows that the coefficient matrices FY, ..., F/,
of F{(x),...,Fp,(x), i.e. Fj(x) = 'xFjx + (linear polynomial), can be written
as follows:

¥ 0 0 * ¥ % 0 *
;o OOkO* 3 o **kO* .
x % 00, X kK g



Due to these, we see that there exist vectors t = (t1,...,t,) € F;”_l and
s ="(s1,...,8n) € F} such that

I t *iphtu—2 0 %
Z siP; (( "0_1 1) x) ='x 0 01 0 | x+ (linear polyn.).

1<i<m * 0 #p41

Such (t,s) is part of an equivalent secret key. To recover (t,s), the attacker has
to solve a system of cubic polynomial equations of t,s. Though it is not easy
to estimate its complexity in general, the author of [13] concluded that ELSA is
secure enough against RBS attack under a suitable parameter selection.

Rank attacks. Let P, ..., P, be the coefficient matrices of P;(x),. .., Pn(X);
that is, each P; is the symmetric matrix of size n such that P;(x) = 'xP;x +
(linear polynomial in x). The rank attack recovers an equivalent secret key by
finding o, ..., ay € Fy such that the rank of a1 Py + - -+ + oy, Py, is small. By
carefully checking the coefficient matrices FY, ..., F) of F{(x),...,F,,(x) given
in (7), the authors of [13] estimated the complexities of the rank attacks as
follows:

Min-Rank attack: O(gmin{iktbi42r=k+1i42r+1,204k+1} . (polyn.)).
High-Rank attack: O(g" - %3)

Kipnis-Shamir’s (UOV) attack. Kipnis and Shamir [7] proposed a poly-
nomial time attack to recover an equivalent secret key of the oil and vinegar
signature scheme, and Kipnis, Patarin and Goubin [6] generalized it to the un-
balanced oil and vinegar signature scheme (UOV). It is known that this attack

. . . . . 0 .
is also possible when the coefficient matrices are in the form <*O :) and its
v

complexity is O(g™**{v=2.0} . (polyn.)). The authors of [13] concluded that the
complexity of Kipnis-Shamir’s attack on ELSA is

O(guin{r—uwh+ultrn—2u=1} _(nolon ))

by carefully studying the structure of the coefficient matrices FY,..., F/ of
Fi(x),...,Fr.(x) given in (7) and the process of this attack.

128-bit security parameter recommended by ELSA [13]. On the basis of
the above security analysis, the authors of [13] proposed the following 128-bit
security parameter

ELSA-128:  (q,1,k,u,m,n,m) = (28,6,28,15, 30,79, 43).

See [13, Table 4] for a performance comparison with other signature schemes.

3 Our Attack on ELSA

In this section, we describe a chosen message attack on ELSA. Indeed, we show
how to recover an equivalent secret key from the information associated with



equations (4) by launching a chosen message attack. We also explain the con-
struction of the equivalent secret key and a method for forging a signature from
it.

3.1 Chosen Massage Attack

A chosen message attack is a standard security notion in signature schemes. Let
O be a signing oracle which computes the signature w € Fy from a message
m € " using the secret key of ELSA. The chosen message attack tries to gen-
erate a valid pair of a message m’ and signature w’ by repeatedly accessing the
signing oracle O, where P(w’) = m’ for the public key P. The authors of ELSA
[13] proved that ELSA is existentially unforgeable against the chosen-message
attack. However, we show that there is a way to recover an equivalent secret
key by launching a chosen message attack. Recall that the signature generation
of ELSA uses equations (4) in order to accelerate the signature generation. We
also propose an attack that recovers the information associated with equations
(4) from the signatures w given in the chosen message attack.

In a weaker setting, the attacker is not allowed to choose the message m
before asking the signing oracle, which is sometimes called the known message
attack. We show that our attack is also feasible in this setting.

3.2 How to Recover the Information Associated with Equations (4)

As shown in §2.2, in ELSA, we use the hidden quadratic equations L(x)L;(x) =
& in (4) to generate a signature. By using the existence of the hidden quadratic
equations, we explain to be able to recover the r-dimensional subspace

Ls = Spang_{L1(S(x)), ..., Lr(S(x))} C Fy[x] (8)

from N valid signatures, where N := max{n+1,%(n —r+2)(n —r + 3)}.

Let W C Fy be the set of signatures generated by the ELSA scheme given
in §2.2. From §2.3, for any signature w € W, we have L(S(w)) - L;(S(w)) = &
and L(S(w)) # 0. They imply that for 1 <4,5 <r,

§iLi(S(w)) =& Li(S(w)) =0, (weW). 9)

Defining L;;(x) := &L;(S(x)) — &Li(S(x)) and L% := Spang,_{L;;(x)}i,;, then
it is easy to show that £% C Ls and Lia(x),..., L1,(x) form a basis of £%,
which implies dimp, LY =r—1.

To recover the space Lg, we first explain how to recover the subspace £%.
By (9), it is clear that £2 is contained in the space of linear polynomials which
vanish at any w € W. Since a linear polynomial in n-variables x is determined
by (n + 1)-tuple of a point of Fy and its value, in the following experiment,
we confirm that the subspace L% is equal to the space of linear polynomials in
n-variables x which vanish at n + 1 valid signatures.



Experiment 1. For n+ 1 valid signatures wi,...,w,4+1 € W, we experimented
whether

LL={f(x) €Fy[x] |degf <1, f(w;)=0,1<i<n+1}. (10)

We performed the experiment with three parameters: Example-1 and Example-2
defined below, and ELSA-128 in §2.4.
Example-1:  (q,1,k,u,7,n,m) = (28,4,15, 5,20, 44, 20),
Example-2:  (q,1,k,u,r,n,m) = (28,5, 20, 10, 25, 60, 30),
ELSA-128 . (q,1,k,u,7,n,m) = (28,6, 28,15, 30, 79,43).

We confirmed that the equality (10) holds in all of 100 experiments for each
parameter. The results of Experiment 1 lead to the following lemma:

Lemma 1. Lg 1s equal to the space of linear polynomials in n-variables x which
vanish at n + 1 valid signatures wy, ..., Wyny1 € W. Namely, we can recover EOS
from n + 1 valid signatures.

Next, we explain how to recover the space Ls from the subspace £%. In the
following, for a polynomial f(x) in variables x, the polynomial f(x,xx) means
f(xXr,%XK,0,...,0) and f(xr,Xx,Xv,2R,) := [(X1,XK, X0, 0,...,0,ZR,).

Choose a basis L1,...,L,_1 of E%. Let &1 : Fyy — Fy be an invertible affine
map such that

(Lio8S1)(x) =2rs (1<i<r—1). (11)

Set w' := Sy '(w) € F?. Since (£; 0 S1)(W') = Li(w) = 0 by (9), the zp ;-
component of w’ is zero for 1 < i < r — 1. Namely, we can write w' =
(Wr, Wi, w7, 0,...,0,wF ). Thus, if we define the quadratic polynomial in
(n —r + 1)-variables X1, Xk, Xy, TR,

Q(x):=(LoSo81)(xL, XK, Xu, ZR,r) - (L1 0S8 081) (XL, XK, XU, TR,r) — &1,

then we have

QW)

(L oS 081)(W/va/l(7wbvw3%,r) ’ (Ll oS8 081)(WIL7W/K7W/va/R,r) &
(LoSo8 )W) (LioSoS) (W) —&

LoS)(w)-(L1o8)(w) =&

=0.

Namely, the quadratic polynomial Q(x) = Q(xr,Xk,Xu,Zgr,) in (n — 7+ 1)-
variables X1, X, Xy, TR, has the property vanishing at Sy (w) for any w €
W. Since a quadratic polynomial in (n — r 4 1)-variables xr, Xk, Xy, TR, 1S
determined by N’ := %(n—r+2)(n—r+ 3)-tuple of a point of [y and its value,
in the following experiment, we confirm that, up to a constant factor, Q(x) can
be recover from the property vanishing at each S; 1<Wi) for N’ valid signatures
Wi,...,Wnr € W.



Experiment 2. Set N’ := $(n — 7 + 2)(n — r + 3). For N’ valid signatures
wi,...,wys € W, we experimented whether

F,Q(x) = {f € Fylxr,xx,Xv,2r,] | deg f <2, f(S7 (wi)) =0, 1 <i < N'}

Here, F,Q(x) stands for the vector space generated by Q(x). We performed the
experiment on the same three parameters in Experiment 1, and confirmed that
the equality holds in all of 100 experiments for each parameter. The Experiment
2 lead us to the following lemma:

Lemma 2. Up to a constant factor, we can recover Q(x) by computing a quadratic
polynomial in X1, Xk, Xy, r. such that it vanishes at Sy *(wy), ..., Sy H(War).
Namely, Q(x) (up to a constant factor) can be recovered from N’ wvalid signa-
tures.

Lemmas 1 and 2 imply the following:

Proposition 1. Set N :=max{n+1,3(n—7r+2)(n—7r+3)}. We can recover
the following subspaces (a) and (b) of Fy[x] from N walid signatures:

(a) Ls, (b) LY +TF,(LoS)(x).

Proof. From Lemmas 1 and 2, we can recover £ and Q(x) (up to a constant
factor) from N valid signatures. We can decompose the recovered Q(x) as follows:

Q(x) = D1(x)D2(x) + c,

where D1, Dy are linear polynomials in x and ¢ € Fy. By the definition of Q(x),
we know that

{D1,D2} ={(LoS081)(xp,XK, X, ZR,r), (L108081) (XL, XK, XU, TR,r) }-
Since Ls = L% + Fy (L1 0 S)(x), we have

{L£5,L+Fy(Lo8)(x)} = {LE +Fy(D10Sy)(x), LY +Fg(D20S7 ") (x)}.
Thus we can recover two subspaces (a) and (b) from N valid signatures. O

From Proposition 1, we have two subspaces, i.e., Ls and L2 + F,(L o 8)(x).
At this stage, we cannot determine which one is L£s. However, it is not hard to
construct an attack on ELSA.

3.3 Equivalent Secret Key of ELSA and Forging a Signature

We construct an equivalent secret key of ELSA by deforming the central map F
as follows. Let ¢ : Fj) — [y be the invertible affine map such that

o(x) =" (xp, XK, %X, L1(X), ..., L(x)) . (12)
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Put ' := F o ¢~ !. Thus we have

P=ToFoS=ToF o(poS8).

By a similar argument as [13, §3.2], it is easy to see that F'(x) = *(F|(x), ..., F} (X))

can be written as

Z TR XLaXK>+¢ (xr)

1<i<lr
* 0 *
. loopo « .
=000, 0 + (linear polyn.), (1<j<k), (13)
* x 00,
Z TR R, (x (XL,XK)
1<i<r
¥ % 0 x
S 0 x + (linear polyn.), (k+1<j<m), (14)
000, *
ok kK,

for linear polynomials R;j and quadratic polynomials @;.
We define an equivalent secret key of ELSA:

Definition 1. If two invertible affine maps T : Fy' — Fy' and S : Fy — Fy
satisfy the following conditions, then the pair (T,S) is called an equivalent secret
key of the ELSA scheme.

1. PP =4Pi,....P,) =T oPoS.
2. For1<j <k,

Pj(x) = Pj(XL,XK,XR) = Z x g - (linear polyn. in Xp,XK,XR)
1<i<r

+ (quadratic polyn. in Xr,,XR).
3. Fork+1<j<m

P’ Z xR, - (linear polyn. in x) + (quadratic polyn. in X1, XK, XR).
1<i<r

From (13) and (14), it is enough to find a pair (7, S) such that

¥, 0 0 x
. 0 _ 0
wosesi = |1k Tenm= (1)),
00 0 %

where y = (g1, . Ym)-
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We can forge a signature w for each message m € F¢" in the complexity
O(n?) from the equivalent secret key (7, S). First compute

m="(my,...,My) =T (m).

Then, randomly choose y;, € IFf] and yr € Fy. After that, find a solution yx € IF’;
of the system of k linear equations in x:

mj = PJ/'(yLaxKvyR)7 (]‘ < i < k)
Next, find a solution yy € Fy of the system of u linear equations in x:
mj = PiIyL, Y&, Xv,Xgr), (k+1<j<m)

and compute w = S(yr, Yk, Yu,Yr), which is a signature of the message m.

3.4 How to Recover an Equivalent Secret Key

In §3.2 we showed how to recover the space Ls in (8) from N valid signatures.
Here, we explain how to recover an equivalent secret key of the ELSA scheme
from the space Ls.

In this subsection, we choose one subspace from (a) or (b) in Proposition
1, and assume the subspace is equal to Lg in (8). Then we choose a basis
(Ly,...,L,) of the space Ls. We also assume the following, since the argu-
ment in this subsection needs only the quadratic part of the polynomials of the
central map F and public key P.

e All linear and quadratic polynomials L;, R;;,®; in §2.2 are homogeneous,
e the linear polynomials L; (x,xK,xgr) (1 < j < wu)in §2.2 are zero, and
e the secret key 7, S are linear maps.

Now we explain how to recover an equivalent secret key from the basis

(Ly,...,L,) of the space Lg in (8).
Choose an invertible linear map S’ : Fj — Fy! such that

(Lio8)(x)=wr, (1<i<r). (15)
Since £;(x) is a linear combination of L;(S(x)),..., L.(S(x)), we have

¥ ok k%
(poSos)x)=| """ "

¥k Ky K

00 0 %,

We now denote the matrix above in the right-hand-side by (61 g) with matrices
A, B,C of the sizes I+ k+u) x (I +k+u),(l+k+u)xrrxr, respectively.
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Due to (13) and (14), we can easily check that P’ = (P;,..., P, ) =PoS =
ToF o(poSoS’) is given by

x; % 0 Lk
tA | % %, 0 | Alx
/ _t k ! .
Pj<x) -\ Q ”O”Qu ,,”1,*,, X, (1 S] S m)
* ok % T*r

Thus, there exists an invertible (I + k 4+ u) X (I + k + u) matrix Se such that

¥ % 0 %
i (S2 0 _t * kg 0 % .
(e )= a e e asism (16)
* ok kK
¥ % 0
and it holds ASy = [ * %, 0 |. This means that the linear map S” : Fy — Fy
ok %y

S2 0

defined by §"(x) = <0 I

> X satisfies

x % 0 %

(@OSOS/OS//)(X):(A(fZg)X: **ko*

* ok ok, ok

00 0 =,
The following lemma follows immediately from this, (13) and (14).
Lemma 3. Set S := S 08’ 08", We obtain

¥ % 0 *
* kg 0 %
000,00
~ * % 0 %,
¥ % 0 %
* kg 0 .
x x, (k+1<j<m).
0 0 0 *

EEEE

From this lemma, it is clear that if 1 < j < k, then the variables xy do not
appear in F7 (0 S(x)). Also if k+1 < j < m, then xy appear in F}(p o S(x)).
From this fact, we have the following corollary:

Corollary 1. Let T : FI" — F" be an invertible linear map and define P =
(PY,....,PL) =T oPo(S08")=(ToT)oF o(poS). If the variables xr do
not appear in P (x) for any 1 < j <k, then each P} (x) is a linear combination
of Fi(poS8(x)),..., Fi(poS(x)). Thus we have

. *, 0

ToTl(y) = ( k )y.

* kg,
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In (17), we now write p 0 S(x) = (po0S 08 08")(x) = | ----+------ x with

the matrix A’ of the sizes (I + k) x (I + k). Since P/ (x) (1 < j < k) is a linear
combination of Fj(¢ 0 S(x)),...,Fi(p o S(x)), from (13), we can easily check
that

Thus, there exists an invertible (I 4+ k) x (I + k) matrix S5 such that
ta.t gl [ ¥ 0 o (% 0
5’4 (0 ok> A'Sy = (0 ok>

and it holds A'S3 = <il *O). If we define the linear map & : ¥y — F}' by
k

S"(x) = (%3 IO ) x and S := 8" 08" 08", then we have
u+r

A,i()* A,SJO* ¥, 0 0 %
(po808)(x) = | b2 | (52 0 Yo | 0 | [0
14 * k%, ok 0 Iyr ® ok kg ok %k kg K
00:0 =, 0010 %, 00 0 %,

From this and Corollary 1, the pair (7,8) satisfy Definition 1 in §3.3. Thus we
recovered an equivalent secret key from the space Ls in (8).

In Algorithm 1, we describe the detailed algorithm of our proposed attack in
this section. Note that our attack needs N = max{n, 3(n —r +2)(n —r + 3)}
valid signatures for ELSA with parameter (q,l, k,u,r,n,m).

4 Complexity Analysis and Experimental Results

This section analyzes the complexity of our attack on ELSA and describes an
experiment on it.

4.1 Complexity Analysis for Our Proposed Attack
We will use Algorithm 1 to analyze the complexity of our attack described in §3,

Proposition 2. The complezity of our proposed attack (Algorithm 1) is O(n?),
where 2 < w < 3 is the linear algebra constant.
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Algorithm 1 The detailed algorithm of our proposed attack in §3
Input: The public key P(x) = *(P1(x),...,Pm(x)) € F4[x]™ of ELSA with pa-
rameter (q,l, k,u,r,n,m) and N valid signatures wi,...,wny € Fy, where N :=
max {n+1,5(n—7r+2)(n—r+3)}.
Output: An equivalent secret key (7,S) of Definition 1 in §3.3.
1: Compute a basis (£1(x),...,Lr—1(x)) of the r — 1 dimensional vector space over
Fg:

{f(x) €Fy[x] |deg f <1, f(w;)=0,i=1,...,n+1}.
Choose an invertible affine map S : Fy — Fy such that
(Lio81)(x) =zRrs, 1<i<r—1).
2: Choose a non-zero polynomial Q(x) of the one-dimensional vector space:
{f € Fylxr,xK, %0, xR, | deg f < 2, f(S; ' (wi)) =0,1<i<N}.
Decompose Q(x) as follows:
Q(x) = D1(xr,xK, XU, TR,r)D2(XL, XK, XU, TR,r) + €,
where Dy and D» are linear polynomials in xr,xx,Xv, and zr,» and ¢ € F,. Set
D(x) := D1(XL, XK, XU, TR,r)- (18)
Choose an invertible affine map S’ : Fy — Fy such that
(LioS8)(x) =xri, (1<i<r—1), (DoS; 08)(x)=2zr

3: Compute the coefficient matrix ﬁj of size | + k + u associated with the quadratic
polynomial (P; o S")(xr,xk,xu) for 1 < j < m. Find an invertible matrix Sz of
size | + k + u such that thPng = <*la'k 00) for 1 < 5 < m. If there is no such
matrix, then return to Step 2 and reset (18)

D(x) := Da(xr,XK,XU, TR,r).

0 I
4: Compute an invertible linear map 7 : F;* — F* such that the variables xy do not
appear in PJ (x) for any 1 < j < k, where P = (P{,...,P),) := T oPo (S 08").
Namely, P} (x) = P} (xr,xx,xgr) for 1 < j < k.
5: Compute the coefficient matrix P!’ of size | + k associated with P (xr,xK) for

J
1 < j < k. Find an invertible matrix Ss of size | + k such that for 1 < j < m,

15,5y = <*z 0

Let 8" : Fi — F} be the invertible linear map such that S”(x) = (SQ 0) X.

0 Og

S"(x) = (%3 I 0 ) x. Finally compute S := 8’ 08" 0 S".
u+nr

). Let 8" : F; — F} be the invertible linear map such that
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Proof. In Step 1, we solve a linear system of size n + 1 to compute
{f(x) eFy[x] |deg f <1, f(w;)=0,i=1,...,n+1}.

This complexity is O(n*). Similarly, in Step 2, we solve a linear system of size
N. Thus the complexity is O(N*) = O(n*@). In Step 3, we must compute the
intersection of the kernel of ]51- (1 <i<m) of size | + k + u. This complexity is
O((I+k+u)*T) = O(n*T1). In Step 4, we solve a linear system of size m (< n).
In Step 5, we compute the intersection of the kernel of f’z’ (1 <i < m)ofsize [+k.
This complexity is O((I + k)*T1) = O(n**1). Therefore, the complexity of our
attack is O(n?). O

4.2 Experimental Results of Our Proposed Attack

The experimental results of Algorithm 1 in §3 are presented in Table 1. All the
experiments were performed using Magma V2.21-6 [3] running on a 1.6 GHz
Intel® Core™ i5 processor with 8GB of memory.

We experimented with three different parameters: Example-1, Example-2,
and ELSA-128. ELSA-128 is the 128-bit security parameter in §2.4. For each
parameter, we measured the time taken to generate an equivalent secret key
with our algorithm and to forge a signature using the equivalent secret key.
Table 1 presents the average times of 100 experiments for each parameter. Here,
N :=max{n+1,1(n—r+2)(n—r+3)} is the number of valid signatures needed
to recover an equivalent secret key of ELSA with parameter (q,l, k, u,r,n, m).

Table 1. Experimental results (second) of our attack against ELSA with parameter
(¢,1,kyu,r,n,m) and N = max{n + 1, %(n —7r+2)(n—7r+3)} is the number of valid
signatures.

lParameters[ (g,1, k,u,r,n,m) [ N [ Algorithm 1 [ forging a signature ‘
Example-1] (2%, 4, 15,5, 20,44, 20) | 351 7.928 0.021
Example-2 (28, 5,20, 10, 25,60, 30) | 703 40.19 0.069
ELSA-128 (28, 6,28,15,30,79,43) | 1326 176.68 0.101

For example, the number of valid signatures in ELSA-128 needed for our
attack to succeed is 1326. It is possible to generate an equivalent secret key in
about 176.68 seconds and forge a signature in about 0.101 seconds.

5 Conclusion

We studied the security of the post-quantum signature scheme ELSA, which
is an efficient variant of Rainbow. In order to accelerate signature generation,
ELSA uses special hidden quadratic equations. We proved such hidden quadratic
equations can be recovered by using valid signatures, and obtained an equiva-
lent secret key of ELSA from the hidden quadratic equations. According to our
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experiments conducted using Magma on a standard personal computer, it takes
about 177 seconds to recover an equivalent secret key from 1326 valid signatures
for the claimed 128-bit security parameter of ELSA.

Finally, we stress that the original Rainbow has no hidden quadratic equa-
tions discussed in this paper, and thus it is infeasible to apply our attack to
Rainbow.
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