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Abstract. Third-party applications on Facebook can collect personal data of the users who
install them, but also of their friends. This raises serious privacy issues as these friends are
not notified by the applications nor by Facebook and they have not given consent. This
paper presents a detailed multi-faceted study on the collateral information collection of the
applications on Facebook. To investigate the views of the users, we designed a questionnaire and collected the responses of 114 participants. The results show that participants are
concerned about the collateral information collection and in particular about the lack of notification and of mechanisms to control the data collection. Based on real data, we compute
the likelihood of collateral information collection affecting users: we show that the probability is significant and greater than 80% for popular applications such as TripAdvisor. We
also demonstrate that a substantial amount of profile data can be collected by applications,
which enables application providers to profile users. To investigate whether collateral information collection is an issue to users’ privacy we analysed the legal framework in light of
the new General Data Protection Regulation. We provide a detailed analysis of the entities
involved and investigate which entity is accountable for the collateral information collection.
To provide countermeasures, we propose a privacy dashboard extension that implements privacy scoring computations to enhance transparency towards collateral information collection.
Furthermore, we discuss alternative solutions highlighting other countermeasures such as notification and access control mechanisms, cryptographic solutions and application auditing.
To the best of our knowledge this is the first work that provides a detailed multi-faceted
study of this problem and that analyses the threat of user profiling by application providers.
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Introduction

Online Social Networks (OSNs) have become a dominant platform for people to express themselves,
share information and interact with each other. By design and popularity, Facebook has morphed
into an immense information repository [1], storing users’ personal data and logging their interactions with friends, groups, events and pages. The sheer amount and potentially sensitive nature
of such data have raised a plethora of privacy issues for the Facebook users including the lack of
awareness from users [2], the cumbersome privacy controls [3], the accidental information disclosure [4] and the reconstruction of the identity of users [5]. This paper focuses on the interdependent
information collection [6, 7]: apps installed by users collect data about users but also about their
friends, which clearly brings major privacy implications.
Due to Facebook’s popularity, third-party apps on Facebook use the Developers Platform [8]
to launch their applications (apps), benefiting from the existing massive user base [1]. Currently,
Facebook offers a set of more than 25, 000 apps [9], such as Criminal Case [10], Candy Crush
Saga [11], Angry Birds [12] and TripAdvisor [13]. When a user installs an application (app) from

