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Abstract. Security and privacy are paramount in the field of intelligent transportation
systems (ITS). This motivates many proposals aiming to create a Vehicular Public
Key Infrastructure (VPKI) for managing vehicles’ certificates. Among them, the
Security Credential Management System (SCMS) is one of the leading contenders
for standardization in the US. SCMS provides a wide array security features, which
include (but are not limited to) data authentication, vehicle privacy and revocation
of misbehaving vehicles. In addition, the key provisioning process in SCMS is realized
via the so-called butterfly key expansion, which issues arbitrarily large batches of
pseudonym certificates in response to a single client request. Although promising,
this process is based on classical elliptic curve cryptography (ECC), which is known
to be susceptible to quantum attacks. Aiming to address this issue, in this work
we propose a post-quantum butterfly key expansion process. The proposed protocol
relies on lattice-based cryptography, which leads to competitive key, ciphertext and
signature sizes. Moreover, it provides low bandwidth utilization when compared with
other lattice-based schemes, and, like the original SCMS, addresses the security and
functionality requirements of vehicular communication.
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Introduction

With the growing interest in creating Intelligent Transportation Systems (ITS), the
automotive industry is challenged to develop a variety of computing and communication
capabilities [1]. In particular, we are witnessing a surge in Vehicle-to-Everything (V2X)
communication capabilities that further enables vehicles to communicate with other entities
(e.g. other vehicles, Road Side Units (RSUs), pedestrians, etc.) [2]. This trend not only
makes vehicles an integral part of the Internet of Things (IoT) paradigm, but also enable
more efficient and safe transportation systems [3]. Besides performance, security and
privacy are essential requirements for the widespread deployment of V2X. A promising
solution for addressing this requirement is the Security Credential Management System
(SCMS) [4], a Vehicular Public Key Infrastructure (VPKI) solution that is among the
leading candidates for standardization in the United States [5]. Among other functionalities,
SCMS provides revocable privacy and prevents other entities from tracking devices. These
features are accomplished with the usage of pseudonym certificates, i.e., certificates that do
not expose the identity of their owners. Such certificates are issued via an efficient process
called the butterfly key expansion, and is even more cost-effective when implemented
with the unified butterfly keys (UBK) [6]. Basically, the butterfly key expansion issues
arbitrarily large batches of certificates from a single client request, while maintaining its

