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Abstract
Similar to digital circuits, analog and mixed-signal (AMS) circuits
are also susceptible to supply-chain attacks such as piracy, overproduction, and Trojan insertion. However, unlike digital circuits,
supply-chain security of AMS circuits is less explored. In this work,
we propose to perform “logic locking” on digital section of the AMS
circuits. The idea is to make the analog design intentionally suffer
from the effects of process variations, which impede the operation
of the circuit. Only on applying the correct key, the effect of process
variations are mitigated, and the analog circuit performs as desired.
We provide the theoretical guarantees of the security of the circuit,
and along with simulation results for the band-pass filter, low-noise
amplifier, and low-dropout regulator, we also show experimental
results of our technique on a band-pass filter.
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1.1

Introduction
Motivation

The increasing cost of manufacturing of integrated circuits (IC)
has forced many companies to go fabless over the years. With the
outsourcing of IC fabrication in a globalized/distributed design flow
including multiple (potentially untrusted) entities, the semiconductor industry is facing a number of challenging security threats. This
fragility in the face of poor state-of-the-art intellectual property (IP)
protection has resulted in hardware security vulnerabilities such
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as IP piracy, overbuilding, reverse engineering, and hardware Trojans [12]. To address these issues most effectively at the hardware
level [8], a number of hardware design-for-trust (DfTr) techniques
such as IC metering, watermarking, IC camouflaging, split manufacturing, and logic locking [9, 13, 22, 23, 25] have been proposed.
Logic locking, in particular, has received significant interest from
the research community, as it can protect against a potential attacker located anywhere in the IC supply chain, whereas other
DfTr techniques such as camouflaging or split manufacturing can
protect only against a limited set of malicious entities.
Logic locking inserts additional logic into a circuit, locking the
original design with a secret key. A locked design produces correct
outputs only upon applying the correct key; otherwise incorrect
outputs are produced. In addition to the original inputs, a locked
circuit has key inputs that are driven by an on-chip tamper-proof
memory [6, 19], as shown in Fig. 1. In case of digital designs, the
additional logic may consist of XOR gates [9, 13] or look-up tables
(LUTs) [1]. The locked netlist passes through the untrusted design
phases. Without the secret key (i) the design details cannot be recovered (for reverse-engineering), and (ii) the IC produces incorrect
outputs (for over-production). A locked IC has to be activated by
loading the secret key onto the chip’s memory.
While logic locking techniques exist for digital circuits, there is
a great dearth of techniques for AMS IP protection. In fact, analog
IPs are the most counterfeited semiconductor product and are the
weakest link in a complex system, because of the lack of defense
techniques [15]. Analog ICs are vulnerable to IP piracy as they have
relatively low transistor count and they are often associated with
distinct layout patterns, making it easy for a malicious foundry
to reverse engineer the layout. Hence, in this work, we develop a
defense technique to prevent overproduction of AMS ICs.

1.2

Problem statement

While logic locking schemes are well-defined for digital designs,
there is no formal approach for analog designs. In this work, we
develop a logic locking scheme for AMS designs. Here, only on
applying the correct key, the locked AMS design will produce the
desired response. Otherwise, for an incorrect key, the response deviates from the desired value. For example, in the case of band-pass
filter (BPF), it exhibits the desired frequency response for correct
key and an incorrect frequency response for an incorrect key.

