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Abstract
To simplify the certificate management procedures, Shamir introduced the concept of identity-based cryptography
(IBC). However, the key escrow problem is inherent in IBC. To get rid of it, Al-Riyami and Paterson introduced
in 2003 the notion of certificateless cryptography (CLC). However, if a cryptosystem is not perfectly implemented,
adversaries would be able to obtain part of the system's secret state via side-channel attacks, and thus may break
the system. This is not considered in the security model of traditional cryptographic primitives. Leakage-resilient
cryptography was then proposed to prevent adversaries from doing so. There are fruitful works on leakage-resilient
encryption schemes, while there are not many on signature schemes in the leakage setting.
In this work, we review the folklore generic constructions of identity-based signature and certificateless signature,
and show that if the underlying primitives are leakage-resilient, so are the resulting identity-based signature scheme
and certificateless signature scheme. The leakage rate follows the minimum one of the underlying primitives. We also
show some instantiations of these generic constructions.
Key words: identity-based signature, certificateless signature, black-box construction, bounded leakage model,
leakage-resilient cryptography

1. Introduction
Digital signature is the analogy of message authentication code (MAC) in the public key setting that ensures the
integrity of transmitted messages over public channels. In traditional public key infrastructure (PKI), to associate a
user's identity with its public key, a digital certificate issued by a Certificate Authority (CA) is needed. If Alice wants
to send an important message m to Bob and does not want anyone to modify m, she first registers her public key to a
CA and obtains a digital certificate CertA from the CA. Alice then signs m using her secret signing key, and sends m
and the signature σ along with her certificate to Bob. To check the integrity of the message, Bob first verifies CertA
and then verifies σ under the public key of Alice given in the certificate. If both verifications pass, Bob believes that
m was not modified by anyone else.
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Although PKI ensures the binding of a user's identity and its public key and is well used in practice, it suffers from
the certificate management problem. Certificate creation, storage, revocation and etc, require high computation and
storage costs.Therefore, we need a more convenient way to deal with the identity-public key binding problem.
To simplify the certificate management procedure, Shamir [1] introduced the notion of identity-based cryptography
(IBC) in 1984, in which a user can use any (personal) information as its public key, such as its name, telephone
number, email address, IP address and etc. A third party called Key Generation Center (KGC)1 , is then responsible for
generating secret keys for all users in the system. IBC reduces the computational and storage effort by simplifying the
key distribution, which makes it advantageous over the traditional PKI. On the other hand, however, IBC inherently
suffers from the key escrow problem, i.e. the KGC knows all users' private keys, and therefore a trusted KGC is
necessary. Moreover, a secure channel is required for key issuance between the KGC and a user.
To get rid of the key escrow problem, Al-Riyami and Paterson introduced the notion of certificateless cryptography
in 2003 [2]. In a certificateless signature (CLS) scheme, a KGC is responsible for issuing a partial secret key psk to a
user according to its identity ID. Besides, the user itself chooses a public key upk along with some secret information
usk. Only if the user knows both psk and usk can it sign a message. Verification of a signature requires the knowledge
of both the signer's identity ID and its public key upk. Thus, the KGC in a certificateless cryptosystem could not sign
a message on behalf of a user, and the key escrow problem does not exist any more.
(Leakage-Resilient Cryptography). Traditional cryptography (including IBC and CLC) focuses on that the input/output
of a cryptosystem does not affect the system's security. However, recent works have shown that if a cryptosystem is not
implemented well, an adversary is capable of obtaining (part of) the system secret state (even the secret key) via side
channel attacks, which is not captured in the security model. For example, Halderman et al. showed in their seminal
paper [3] the cold boot attack on encryption keys that are stored in the memory even when it loses power. Other sidechannel attacks include running-time attack [4], electromagnetic radiation analysis [5], power consumption analysis
[6], fault detection [7] and etc. To address side-channel attacks, Dziembowski et al. [8] introduced leakage-resilient
cryptography, which aims to constructing cryptographic schemes that remain secure even if the adversary is able to
obtain part of the secret state of the scheme. Dziembowski et al. [8] constructed stream ciphers under the assumption
only computation leaks information in the influential work [9] of Micali and Reyzin.
How to formalize the leakage is one of the major research topics of leakage-resilient cryptography. Inspired by
[9, 10], the security challenger additionally provides the adversary a leakage oracle OL (·), which takes as input a
polynomial-time computable leakage function f (·) chosen by the adversary and outputs the value of the function on
input the system's secret key, e.g. f (sk). It is required that all leakage functions should be efficiently computable since
we only consider probabilistic polynomial-time adversaries. If we additionally consider the leakage on the randomness
used in the computation, e.g. the random number used in the generation of a signature, we call this stronger notion fully
leakage resilience (FLR) [11]. To prevent the adversary from winning the security game trivially, we usually restrict
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the amount of leakage to the adversary. In the bounded leakage-resilient (BLR) model, the amount of leakage should
∑
satisfy qi=1 ∥ fi (X)∥ ≤ λ for some bound λ after q leakage queries in order to ensure certain entropy of the secret state.
Otherwise, secure cryptographic schemes are never achievable if the system internal state keeps unchanged over time.
If we do not limit the total length of leakage the adversary obtains over time, we then resort to the continuous leakageresilient (CLR) model [12], in which the system's secret state is updated periodically while the public information
keeps unchanged. The adversary is allowed to get a limited amount of leakage in each period.
There have been many works on leakage-resilient encryption schemes, but not many on the construction of signature schemes in the leakage setting. In this paper we focus on the (black-box) construction of leakage-resilient
signature schemes in the bounded leakage model.
1.1. Related Work
(Leakage-Resilient Signature). Katz and Vaikuntanathan proposed signature schemes which are existentially unforgeable under chosen-message attacks in the bounded leakage model based on standard assumptions [11] in Asiacrypt
2009. There are also some leakage-resilient signature schemes secure in other leakage models, for example, continuous
leakage model [12], hard-to-invert leakage model [13], auxiliary input model [14] and etc. Furthermore, full leakage
model was considered for digital signature [15, 14], in which the adversary is capable of obtain leakage of both the
secret key and the randomness used in the signing procedure. Wang et al. [16, 17] proposed a leakage-resilient and
strongly unforgeable signature scheme following the framework of [18], which however, requires adding elements to
the signature key pair. Recently, [19, 20] further proved the leakage resilience of Huang et al.'s strongly unforgeable
signature schemes [21], which removes the need of changing the key pair of the underlying signature scheme.
(Identity-Based Signature). Shamir proposed the first identity-based signature (IBS) scheme based on integer factorization problem in [1]. Since then, a lot of IBS schemes have been proposed, e.g. [22, 23, 24, 25, 26]. To name a few, a
provably secure IBS scheme was proposed by Hess in [23], which is existentially unforgeable under adaptively chosen
message and fixed ID attacks. In 2003, Choon et al. [24] proposed an IBS scheme based Gap Diffie-Hellman groups.
They formalized the definition of security of IBS, named existential unforgeability under adaptive chosen-message
and ID attacks. An IBS scheme supporting batch verification was later proposed by Cheon et al. in [25], which is a
variant of the scheme given in [24]. Chen et al. [26] proposed an IBS scheme without the need of a trusted KGC,
eliminating the inherent key escrow problem. In the leakage setting, Li et al. [27] proposed a traceable IBS scheme
and proved its security under the hardness of DDH problem. Wu et al. [28] proposed another leakage-resilient IBS
scheme based on Galindo and Vivek's leakage-resilient signature scheme [29] under the continuous leakage model,
and proved that their IBS scheme is secure against leakage attacks under the generic group model.
(Certificateless Signature). Al-Riyami et al. [2] proposed the first CLS scheme in 2003. Later, many different security
models and schemes [30, 31, 32, 33] as well as applications [34, 35, 36, 37, 38] of CLS have been proposed. However,
lots of the existing certificateless schemes are proven secure in the random oracle model. Liu et al. [39] proposed the
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first CLS scheme without random oracles. However, [40, 41] demonstrated that Liu et al.'s CLS scheme cannot resist
the KGC attacks [42] where the KGC becomes malicious and generates its master key in a special way so that even if
the KGC does not know a user's secret key, it still can sign a message (or decrypt a ciphertext) on behalf of the user.
Xia et al. pointed out that the CLS schemes in the standard model [39, 43] are insecure under the key replacement
attacks. However, to the best of our knowledge, there is no work on certificateless signature in the leakage setting in
the literature.
1.2. Our Contributions
In this work we study the black-box construction of leakage-resilient identity-based signature scheme and certificateless signature scheme. That is, we construct IBS and CLS from some basic cryptographic primitives and treat
them as black boxes. We do not care about the internal implementation of these primitives. We show that the folklore generic constructions of IBS and CLS are leakage-resilient if the underlying building blocks are leakage-resilient.
More precisely, we make the following contributions in the paper.
1. It is known that identity-based signature scheme could be constructed from a standard signature scheme in a
black-box manner [44, 45]. If the signature scheme is existentially unforgeable under chosen-message attacks,
the resulting IBS is then existentially unforgeable under chosen-message and chosen-identity attacks. However,
it is only known to hold in the traditional security model. In this work we formally prove that the aforementioned
claim also holds in the leakage setting. Namely, if the signature scheme is leakage-resilient, so is the resulting
IBS scheme.
2. Naor [46] observed that a standard signature scheme could be obtained via a simple transform from an IBE
scheme. The user secret key in IBE could serve as a signature on the identity. This transform could be extended
to convert a 2-level Hierarchical IBE (HIBE) scheme to an IBS scheme. We formally prove that if the underlying
2-level HIBE is one-way secure in the leakage setting, the resulting IBS is also leakage-resilient.
3. Hu et al. [47] showed that a secure CLS scheme can be constructed from an IBS scheme and a standard signature
scheme. We prove that the same method could also be used to construct a leakage-resilient CLS scheme. That
is, if the underlying signature scheme and the IBS scheme are both leakage-resilient, so is the resulting CLS
scheme.
Among all our proofs, the major difficulty lies in the simulation of the leakage oracle. Fortunately, by the hard-coding
technique [16, 17, 19, 20] the problem can be solved. The leakage rate of the resulting scheme follows the minimum
one of the underlying building blocks.
1.3. Paper Organization
In the next section we present some related definitions and adversarial models of signature schemes. In Sect. 3,
we describe two generic constructions of IBS and prove their security in the leakage setting. In Sect. 4, we describe
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the generic construction of CLS and prove its leakage resilience. In Sect. 5, we discuss about the instantiations of
these generic construction of leakage-resilient signature schemes. Finally, we conclude the paper in Sect. 6.

2. Definitions and Security Models
2.1. Digital Signature
Definition 1 (Digital Signature)
A digital signature scheme is specified by a triple of probabilistic polynomial-time (PPT) algorithms (Kg, Sig, Ver),
called key generation algorithm, signing algorithm and verification algorithm, respectively.
• Key Generation Algorithm. On input 1k , the algorithm generates a signing/verification key pair (vk, sk), i.e.
(vk, sk) ← Kg(1k ).
• Signing Algorithm. On input a signing key sk and a message m, the algorithm returns a signature σ, i.e.
σ ← Sig(sk, m).
• Verification Algorithm. On input a verification key vk and a message/signature pair (m, σ), the algorithm
returns 1 for acceptance or 0 for rejection, i.e. 1/0 ← Ver(vk, m, σ).
Security Model. The de facto security notion of digital signature is existential unforgeability under adaptive chosenmessage attack. Let Σ = (Kg, Sig, Ver) be a signature scheme. Then consider the following experiment, in which C
is a challenger and A is an adversary who tries to forge a valid message/signature pair.
EUF-CMA Experiment EUF-CMAA,Σ (1k ):
1. C runs (vk, sk) ← Kg(1k ) and gives the verification key vk to A. C keeps the signing key sk as a secret and
maintains a query list Q s which is initially empty.
2. A accesses to a signing oracle SO(·) adaptively for polynomially many times. Given a message m, the
signing oracle returns a signature σ obtained by running Sig algorithm. Set Q s = Q s ∪ {m}.
3. Finally, A outputs (m̂, σ̂). A wins if and only if (a) Ver(m̂, σ̂) = 1 and (b) m̂ < Q s . The advantage of A in
the experiment is defined to be its winning probability.
Definition 2 (EUF-CMA Security)
A signature scheme Σ is existentially unforgeable under adaptive chosen-message attack (EUF-CMA secure) if no
PPT adversary A has a non-negligible advantage in the experiment EUF-CMAA,Σ (1k ), i.e.
[
]
Pr Ver(m̂, σ̂) = 1 ∧ m̂ < Q s : (m̂, σ̂) ← ASO(·) (vk) ≤ negl(k),
where negl (·) is a negligible function in k.
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Leakage-Resilient Unforgeability. To model an adversary against a signature scheme, which is allowed to launch
side channel attacks, we additionally allow A to access to a leakage oracle LO(·). Given the ith adversarially chosen
leakage function fi (·), LO( fi ) returns Λi := fi (sk) where |Λi | = λi . W.l.o.g., we suppose that the adversary makes at
most qL leakage queries. We have following definition.
Definition 3 (Leakage-Resilient Unforgeability)
A signature scheme Σ is λ-leakage-resilient and existentially unforgeable under adaptive chosen-message attacks (λLR-EUF-CMA secure) if the probability that any PPT adversary A succeeds in outputting a valid signature on a new
message in the modified experiment is negligible, i.e.


qL
∑


SO(·),LO(·)

Pr Ver(vk, m̂, σ̂) = 1 ∧ m̂ < Q s ∧
λi ≤ λ : (m̂, σ̂) ← A
(vk) ≤ negl(k).
i=1

2.2. ID-based Signature
Identity-based signature (IBS) scheme differs from a standard signature scheme mainly in that the signer's public
key in IBS could be any identity string and that its secret key is generated by a third party. Below is the formal
definition of IBS.
Definition 4 (IBS)
An identity-based signature scheme Σ = (Setup, Extract, Sig, Ver) is specified by a tuple of four PPT algorithms,
called setup algorithm, key extraction algorithm, signing algorithm and verification algorithm, respectively.
• Setup Algorithm. On input 1k , KGC runs Setup to generate a master public/secret key pair (mpk, msk), i.e.
(mpk, msk) ← Setup(1k ).
• Extraction Algorithm. On input master key msk along with an identify ID, KGC runs Extract to generate the
corresponding signing key skID , i.e. skID ← Extract(msk, ID).
• Signing Algorithm. On input a user signing key skID , and a message m, the algorithm returns a signature σ,
i.e. σ ← Sig(skID , m).
• Verification Algorithm. On input a tuple (ID, m, σ), the verification algorithm returns 1 for acceptance or 0
for rejection, i.e. 0/1 ← Ver(ID, m, σ).
Note that we assume the master public key mpk is implicitly used in last three algorithms described above and therefore
is omitted for simplicity.
Security Model. The de factor security notion of IBS is existential unforgeability under adaptive chosen-message
and chosen-ID attack, which is a generalization of that of standard signature. Let Σ = (Setup, Extract, Sig, Ver) be
an IBS scheme. Then consider the following experiment, in which C is the challenger and A is a PPT adversary.
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EUF-CMIA Experiment of IBS CMA-IDAA,Σ (1k ):
1. C runs (mpk, msk) ← Setup(1k ) and gives mpk to A. It sets two initially empty list, Qe and Q s , and
initializes the system state S = {(KGC, msk)}.
2. A accesses to following oracles:
CreateUser Oracle CO(·). On input an identity ID, if ID has already been created, nothing is to be taken.
Otherwise, generate skID ← Extract(msk, ID) and update S = S ∪ {(ID, skID )}.
Extraction Oracle EO(·). Given an identity ID, check the list S and return the corresponding skID . Set
Qe = Qe ∪ {ID}.
Signing Oracle SO(·). Given a tuple (ID, m), retrieve the corresponding skID from S and return σ ←
Sig(skID , m). Set Q s = Q s ∪ {(ID, m)}.
ˆ m̂, σ̂). A wins if and only if (a) Ver(ID,
ˆ m̂, σ̂) = 1, (b) ID
ˆ < Qe and (c) (ID,
ˆ m̂) <
3. Finally, A outputs (ID,
Q s . The advantage of A in the experiment is defined to be its winning probability.
Note that compared with the security models considered in [23, 25, 24], we additionally add an auxiliary oracle
named CreateUser Oracle CO(·). W.l.o.g., we suppose that each ID used in other oracle queries has already been
ˆ m̂, σ̂) = 1, (b) ID
ˆ < Qe and (c) (ID,
ˆ m̂) < Q s . Then, we
created by CO(ID). Let Forge be the event that (a) Ver(ID,
have following definition.
Definition 5 (EUF-CMIA Security)
An IBS scheme Σ is existentially unforgeable under adaptive chosen-message and chosen-ID attack (EUF-CMIA
secure) if no PPT A has a non-negligible advantage in the experiment CMA-IDAA,Σ (1k ), i.e.
[
]
ˆ m̂, σ̂) ← ACO(·),EO(·),SO(·) (mpk) ≤ negl(k),
Pr Forge : (ID,
where negl (·) is a negligible function in k.
Leakage-Resilient Unforgeability. Similar to Def. 3, we additionally allow the adversary A to access to a leakage
oracle LO(·) to obtain a bounded leakage of the mater secret key and the signing keys used in the signing query
ˆ m̂, σ̂) = 1, (b) ID
ˆ < Qe , (c) (ID,
ˆ m̂) < Q s and (d)
phase in an IBS scheme. Let Forge be the event that (a) Ver(ID,
∑q
i=1 λi ≤ λ. Then, we have following definition.
Definition 6 (Leakage-Resilient Identity-Based Signature, LR-IBS)
An IBS scheme Σ is λ-leakage-resilient and existentially unforgeable under adaptive chosen-message and chosen-ID
attack (λ-LR-EUF-CMIA secure) if no PPT A has a non-negligible advantage in the modified experiment, i.e.
[
]
ˆ m̂, σ̂) ← ACO(·),EO(·),SO(·),LO(·) (mpk) ≤ negl(k),
Pr Forge : (ID,
where negl (·) is a negligible function in k.
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2.3. Certificateless Signature
In this part we give a brief introduction to certificateless signature. We follow the definition and security model of
certificateless signature scheme given in [47].
Definition 7 (CLS)
A certificateless signature scheme Σ = (MKg, PKg, UKg, CL-Sig, CL-Ver) is specified by a tuple of five PPT algorithms, called master key generation algorithm, user partial key generation algorithm, user key generation algorithm,
signing algorithm and verification algorithm, respectively.
• Master Key Generation. On input 1k , the algorithm generates a master public/secret key pair (mpk, msk), i.e.
(mpk, msk) ← MKg(1k ).
• User Partial Key Generation. On input msk and a user identity ID, the algorithm generates a user partial key,
i.e. psk ← PKg(msk, ID).
• User Key Generation. On input mpk and identify ID, the algorithm generates a user signing/verification key
pair (upk, usk), i.e. (upk, usk) ← UKg(mpk, ID).
• Signing Algorithm. On input a tuple (psk, usk, m), the algorithm generates the corresponding signature, i.e.
σ ← CL-Sig(psk, usk, m).
• Verification Algorithm. On input mpk, user identity ID, user public key uvk, message m and signature σ, the
algorithm returns 1 for acceptance or 0 for rejection, i.e. 0/1 ← CL-Ver(mpk, ID, upk, m, σ).
Security Model. There are two types of adversaries in CLS, AI and AII . Adversary AI models a malicious user,
which may compromise the target user's usk or replace uvk but does not get access to the user's partial key psk nor msk
of KGC. Adversary AII models a malicious-but-passive KGC, which knows msk and is able to derive partial keys of
any user.
There are five oracles according to the security model in [47]. Denote the system state by S = {S0 , S1 }. Let
Qrpk , Qrsk , Qrk , Q s be initially empty query lists. The oracles work as below.
CreateUser. On input ID, if ID has already been created, nothing is to be taken. Otherwise, generate psk ←
PKg(msk, ID) and (upk, usk) ← UKg(mpk, ID). Update system state S1 = S1 ∪ {(ID, psk, upk, usk)}. In
both case, uvk is returned.
RevealPartialKey. Given an identity ID, check the list S1 and return the corresponding psk. Set Qrpk = Qrpk ∪ {ID}.
RevealSecretKey. Given an identity ID, check the list S1 and return the corresponding usk. Set Qrsk = Qrsk ∪ {ID}.
ReplaceKey. Given an identity ID and a user signing/verification key pair (upk, usk), update the original user key
pair of ID in S1 with (upk, usk). Set Qrk = Qrk ∪ {ID}.
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Signing. Given (ID, m), retrieve (psk, upk, usk) where (ID, psk, upk, usk) ∈ S1 . Return the signature by running
σ ← CL-Sig(psk, usk, m). Set Q s = Q s ∪ {(ID, m)}.
Let Σ = (MKg, PKg, UKg, CL-Sig, CL-Ver) be a CLS scheme and denote the set of oracles described above by
O. Consider the following experiments.
Type-I Security Experiment UAAI ,Σ (1k ):
1. Challenger C initializes the system as follows.
(a) Run (mpk, msk) ← MKg(1k ) and give mpk to AI along with oracles O.
(b) Set S0 = {(KGC, msk)} and S1 = ϕ.
2. AI makes queries to oracles O adaptively for polynomially many times.
ˆ m̂, σ̂). AI wins if and only if (a) CL-Ver(mpk, ID,
ˆ upk ˆ , m̂, σ̂) = 1, (b) ID
ˆ < Qrpk
3. Finally, AI outputs (ID,
ID
ˆ m̂) < Q s . The advantage of AI in the experiment is defined to be its winning probability.
and (c) (ID,
Type-II Security Experiment KGCAAII ,Σ (1k ):
1. Challenger C initializes the system as follows.
(a) C invokes the adversary AII on input 1k , which then submits a master key pair (mpk, msk).
(b) Set S0 = {(KGC, msk)} and S1 = ϕ.
2. AII makes queries to oracles O (except the RevealPartialKey oracle) adaptively for polynomially many
times.
ˆ m̂, σ̂). AII wins if and only if (a) CL-Ver(mpk, ID,
ˆ upk ˆ , m̂, σ̂) = 1, (b)
3. Finally, AII outputs a tuple (ID,
ID
ˆ < Qrsk , and (c) ID
ˆ < Qrk and (ID,
ˆ m̂) < Q s . The advantage of AII in the experiment is defined to be its
ID
winning probability.
Definition 8 (Secure Certificateless Signature)
A certificateless signature scheme Σ is existentially unforgeability under adaptive chosen-message and chosen-ID
attack (CL-EUF-CMIA secure) if no PPT AI nor AII has a non-negligible advantage in experiment UAAI ,Σ and
KGCAAII ,Σ , respectively.
Leakage-Resilient Unforgeability. Similar to Def. 3, we modify the experiments by additionally providing AI , AII
a leakage oracle LO(·) which outputs at most λ bits of the system's secret state. That is, given an adversarially chosen
leakage function f (·), LO( f ) returns Λ := f (S). We have the following definition.
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Definition 9 (Leakage-Resilient Certificateless Signature, LR-CLS)
A certificateless signature scheme Σ is λ-leakage-resilient and existentially unforgeable under adaptive chosen-message
and chosen-ID attack (λ-LR-CL-EUF-CMIA secure) if there is no probabilistic polynomial-time adversary AI nor AII
has a non-negligible advantage in the modified experiments.
2.4. Hierarchical Identity-based Encryption
→
−
→
−
An identity hierarchy id (k) of depth k is a tuple of k strings id (k) = (id1 , · · · , idk ), where idi ∈ {0, 1}∗ for all i ∈ [k].
→
−
→
−
→
−
→
−
→
−
We say that id (k) is a descendant of id (k−1) if id (k−1) is a prefix of id (k) . Specifically, id (0) is defined as the empty
string ϵ, which is an ancestor of any identity hierarchy. The formal definition of hierarchical identity-based encryption
(HIBE) scheme is described as below.
Definition 10 (Hierarchical IBE, HIBE)
A hierarchical identity-based signature (HIBE) scheme HIBE = (Setup, KeyDer, Enc, Dec) is specified by a tuple of four PPT algorithms, called setup algorithm, key derivation algorithm, encryption algorithm and decryption
algorithm, respectively.
• Setup Algorithm. On input 1k , the KGC runs Setup to generate a master public/secret key pair (mpk, msk),
i.e. (mpk, msk) ← Setup(1k ).
→
−
− (k) of a k-level identity id (k) and a descendant identity idk+1 ,
• Extraction Algorithm. On input the secret key sk→
id
→
−
− (k) , id (k) , idk+1 ).
− (k+1) ← KeyDer(sk→
− (k+1) , i.e. sk→
the algorithm generates the corresponding private key sk→
id
id
id
→
−
Here we assume id (0) = ϵ (which is an empty string) and skϵ = msk.
→
−
• Encryption Algorithm. On input the master public key mpk, an identity hierarchy id and a message m, the
→
−
algorithm returns a ciphertext c ← Enc(mpk, id, m).
− , the algorithm Dec returns a message
• Decryption Algorithm. On input a ciphertext c and the secret key sk→
id
− , c) or ⊥ if the decryption fails.
m ← Dec(sk→
id

Security Models. The standard security notion of HIBE schemes is indistinguishability under chosen-identity and
chosen-plaintext attack (IND-ID-CPA). However, a weaker security notion of HIBE called one-wayness under chosenidentity and chosen-plaintext attack (OW-ID-CPA) [48] suffices for our purpose. Let us consider the following experiment for an ℓ-level HIBE.
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HIBE One-wayness Experiment. ID-OWEA,Σ (1k ):
− (0) := msk to A. Let S := {(KGC, msk)}.
1. The challenger C runs (mpk, msk) ← Setup(1k ) and gives sk→
id

→
−
2. A adaptively accesses to oracle KO(·). Namely, it submits an identity hierarchy id (i) = (id1 , · · · , idi )
→
−
− (i+1) ← KeyDer(sk→
− (i) , id (i) , idi+1 ).
(0 ≤ i < ℓ) and an identity idi+1 , and is returned sk→
id
id
→
−
→
−
3. A submits a challenge identity hierarchy id (∗) , with the restriction that any query (id (i) , idi+1 ) issued to
→
−
KO(·) should not be a prefix of id (∗) . The challenger C randomly selects a message m ← M, computes c ←
→
−
→
−
→
−
→
−
− ′ )}.
Enc(mpk, id (∗) , m) and returns c to the adversary. For any id ′ that is a prefix of id ∗ , set S = S∪{(id ′ , sk→
id
4. The adversary continues to issuing queries to KO(·) adaptively, except that it may not ask for the key of
→
−
any identity hierarchy which is a prefix of id (∗) .
5. Finally, A outputs m′ ∈ M and wins if and only if m = m′ . The advantage of A in the experiment is
defined to be its winning probability.
Definition 11 (One-Way under Chosen-Identity Attack, OW-CIA)
An HIBE scheme is one-way under adaptive chosen-identity attack (OW-CIA) if there is no PPT adversary A which
has a non-negligible advantage in the experiment ID-OWEA,Σ (1k ).
Similar to Def. 3, we also modify the experiment by additionally providing A a leakage oracle LO(·), and have
the following definition.
Definition 12 (Leakage-Resilient and One-Way under Chosen-Identity Attack, LR-OW-CIA)
An HIBE scheme is λ-leakage-resilient and one-way under chosen-identity attack (LR-OW-CIA) if there is no probabilistic polynomial-time A which has a non-negligible advantage in the modified experiment.

3. Leakage-Resilient Identity-Based Signature
3.1. From Leakage-Resilient Signature
It is known that given a standard signature scheme, one can construct an IBS scheme [44, 45]. Let LRS =
(Kg, Sig, Ver) be a standard signature scheme. An IBS scheme LR-IBS = (Setup, Extract, IB-Sig, IB-Ver) can be
constructed as follows.
Construction 1
Setup: The KGC runs Kg to obtain a master signing/verification key pair, i.e. (mpk, msk) ← Kg(1k ).
Extract: Given an identity ID, the KGC computes the corresponding private key as follows.
1. Run the Kg algorithm to obtain a key pair, i.e. (upk, usk) ← Kg(1k ).
2. Sign upk∥ID with its master key msk, i.e. δ ← Sig(msk, upk∥ID).
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3. Return (usk, upk, δ) to the user (via secure channel).
4. Set its secret key to be skID := usk, and set an auxiliary key QID = (upk, δ) which could be public.
IB-Sig: A user with secret key skID signs a message m ∈ {0, 1}∗ as follows:
1. Sign m with its secret key skID , i.e. σ ← Sig(skID , m).
2. Return the signature σ′ := (σ, QID ).
IB-Ver: Given a tuple (ID, m, σ′ ), parse the signature σ′ as (σ, upk, δ), output 1 for acceptance if and only if both
Ver(mpk, upk∥ID, δ) = 1 and Ver(upk, m, σ) = 1 hold. Otherwise, output 0 for rejection.
Below we are going to show that the construction above also works in the leakage setting. That is, if the underlying
signature scheme is leakage-resilient, so is the resulting IBS scheme. We have the following theorem.
Theorem 1
If LRS is a λ-LR-EUF-CMA secure signature scheme, then LR-IBS is a λ-LR-EUF-CMIA secure identity-based
signature scheme.
ˆ δ̂)) of
ˆ m̂, (σ̂, vk,
(Proof Intuition.) If there exists a probabilistic polynomial-time forger F outputs a valid forgery (ID,
ˆ is not allowed to be queried in the extract query phase.
LR-IBS, we consider the following cases. Note that the ID
ˆ ID,
ˆ is never quired in the signing query phase. Then (vk∥
ˆ δ̂) is exactly a forgery with respect to
Type 1. Query : ID
the signing key of the KGC.
ˆ has been quired in the signing query. This implies that m̂ is never quired along with ID
ˆ in the
Type 2. Query : ID
signing query phase, and therefore (m̂, σ̂) is a forgery with respect to the user's signing key.
Let Forge denote by the event that F succeeds in forging a valid signature. Then, we have
Pr[Forge] = Pr[Forge ∧ Query] + Pr[Forge ∧ Query].
Below we show that each of the terms on the right-hand side is negligible, thus proving the theorem.
Lemma 1
Pr[Forge ∧ Query] is negligible if LRS is λ-LR-EUF-CMA secure.
P

. Let F be a PPT adversary against our IBS scheme. Suppose that the output of F is a Type 1 forgery, i.e. Query

happens. We use it to build another PPT algorithm A1 to break the leakage-resilient unforgeability of the underlying
signature scheme. Consider the following experiment.
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1. A1 receives mpk from its challenger and is given access to oracles SO(·) and LO(·).
2. A1 sets two initially empty list Qe , Q s and the system state S = {S0 , S1 } = {{KGC, msk}, ϕ}. It invokes F
on input mpk and answers queries from F as follows.
CreateUser Query. On input identity ID, if ID has already been created, nothing is to be taken. Otherwise,
execute the following operations.
(a) Run (upk, usk) ← Kg(1k ).
(b) Obtain the signature δ ← SO(upk∥ID).
(c) Update S1 = S1 ∪ {(ID, upk, usk, δ)}.
Extract Query. Given an identity ID, check the list S1 and return the corresponding (upk, usk, δ). Set
Qe = Qe ∪ {ID}.
Signing Query. Given (ID, m), A1 does as follows:
(a) Retrieve the tuple (upk, usk, δ) where (ID, upk, usk, δ) ∈ S1 .
(b) Return (σ, upk, δ) to F where σ ← Sig(usk, m).
(c) Set the signing query list Q s = Q s ∪ {(ID, m)}.
Leakage Query. Given a leakage function f (S), construct an equivalent leakage function f ′ (S0 ) where
we hard-code the S1 part into f ′ . Return Λ := LO( f ′ ).
ˆ δ̂)) s.t. ID
ˆ ID,
ˆ m̂, (σ̂, upk,
ˆ < Qe and (ID,
ˆ m̂) < Q s . A1 outputs (upk∥
ˆ δ̂) and wins if and only
3. F outputs (ID,
ˆ ID,
ˆ δ̂) = 1 and (ID,
ˆ ∗) < Q s .
if Ver(mpk, upk∥
The probability that A1 wins is
ˆ ID,
ˆ δ̂) = 1 ∧ (ID,
ˆ ∗) < Q s ]
Pr[A1 wins] = Pr[Ver(mpk, upk∥
ˆ ID,
ˆ m̂, σ̂) = 1 ∧ ID
ˆ δ̂) = 1 ∧ Ver(upk,
ˆ < Qe ∧ (ID,
ˆ m̂) < Q s ]
≥ Pr[Ver(mpk, upk∥
= Pr[Forge ∧ Query]
Since LRS is λ-LR-EUF-CMA secure, we have Pr[A1 wins] ≤ negl1 (k), where negl1 (k) is a negligible function
in k. Then we have Pr[Forge ∧ Query] ≤ negl1 (k).
Next, we prove the term Pr[Forge ∧ Query] is negligible in k as well.
Lemma 2
Pr[Forge ∧ Query] is negligible if LRS is λ-LR-EUF-CMA secure.
P

. Let q s denote by the number of identities only queried in signing query phase and not in extract query phase.
13

Let qe denote by the number of identities ever queried in extract query phase. Consider a PPT adversary A2 who
breaks the security of LRS in the following experiment.
C runs (vk∗ , sk∗ ) ← Kg(1k ) and gives vk∗ to A2 . A2 does as follows.
1. Run Setup to obtain a key pair (mpk, msk) ← Setup(1k ).
2. Set two initially empty list Qe , Q s and the system state S = {S0 , S1 } = {{KGC, msk}, ϕ}.
$

3. Select a random value i∗ ← [q s + qe ].
4. Invoke F (mpk) and answer following queries.
CreateUser Query. Given the ith new identity IDi , initialize as follows.
(a) For any i , i∗ , compute(upki , uski ) ← Kg(1k ). Otherwise set (upki∗ , uski∗ ) := (vk∗ , ⊥).
(b) Sign upki with msk, i.e. δi ← Sig(msk, upki ∥IDi ).
(c) Update S1 = S1 ∪ {(IDi , uski , upki , δi )}.
Extract Query. Given an identity ID, check the list S1 and return the corresponding (usk, upk, δ). If
usk =⊥, abort. Set Qe = Qe ∪ {ID}.
Signing Query. Given an identity ID and a message m, A2 does as follows:
(a) Retrieve the tuple (usk, upk, δ) form S1 . If usk =⊥, ask the signing oracle SO(·) for a signature
σ on m; otherwise, compute σ ← Sig(usk, m). Return (σ, upk, δ) to F .
(b) Update the signing query list Q s = Q s ∪ {(ID, m)}.
′
∗
Leakage Query. Given a leakage function f (S), construct an equivalent leakage function fS/sk
∗ (sk ) :=

f (S) and return Λ = LO( f ′ ).
ˆ δ̂)) s.t. ID
ˆ m̂, (σ̂, upk,
ˆ < Qe and (ID,
ˆ m̂) < Q s . A2 outputs (m̂, σ̂) and wins if and
5. Finally, F outputs (ID,
ˆ = IDi∗ , Ver(vk∗ , m̂, σ̂) = 1.
only if ID
Let Abort be the event that the experiment does not abort in extract query phase. Then we have Pr[Abort] =
1 − qe /(qe + q s ) = q s /(qe + q s ). Then, the probability that A2 wins is
ˆ = IDi∗ ∧ (ID,
ˆ m̂) < Q s ∧ Abort]
Pr[A2 wins] = Pr[Ver(vk∗ , m̂, σ̂) = 1 ∧ ID
ˆ = IDi∗ ] · Pr[Abort]
≥ Pr[Forge ∧ Query ∧ ID
ˆ = IDi∗ ] · q s
= Pr[Forge ∧ Query] · Pr[ID
qe + q s
1
qs
= Pr[Forge ∧ Query] ·
·
q s qe + q s
1
=
· Pr[Forge ∧ Query]
q s + qe
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Since LRS is λ-LR-EUF-CMA secure, we have that Pr[A2 wins] ≤ negl2 (k), where negl2 (k) is a negligible
function in k. Thus we have Pr[Forge ∧ Query] ≤ (q s + qe )negl2 (k), where both q s , qe are polynomial in k.



Combing the two lemmas above together, we obtain that
Pr[Forge] = Pr[Forge ∧ Query] + Pr[Forge ∧ Query] ≤ negl1 (k) + (q s + qe ) · negl2 (k),
which is negligible in k. This competes the proof of Theorem 1.
3.2. From Leakage-Resilient 2-level HIBE
Sect. 3.1 describes a method of constructing identity-based signature schemes from standard ones in the bounded
leakage setting. Although Construction 1 satisfies the definition of IBS, it is essentially a certificate-based transformation and not a pure identity-based one. It does not have the full advantage of identity-based cryptography. In this
part, therefore, we study another generic construction of IBS, which is based on a 2-level hierarchical IBE scheme.
Let HIBE = (Setup, KeyDer, Enc, Dec) be a 2-level HIBE scheme. IBS scheme LR-IBS = (IB-Setup, Extract,
IB-Sig, IB-Ver) can be constructed as follows.
Construction 2
Setup: KGC runs (mpk, msk) ← Setup(1k ) to generate the system parameters.
Extract: For a user with identity ID, KGC calculates the corresponding user secret key by running skID ← KeyDer(msk, ID).
IB-Sig: A user with secret key skID signs a message m ∈ {0, 1}∗ as follows:
→
−
1. Construct an ID-tuple id = (ID, m).
→
−
→
−
− ← KeyDer(skID , id).
2. Obtain the decryption key of id by running S →
id
−.
3. Return the signature σ := S →
id

IB-Ver: Given the signature σ of message m for identity ID,
→
−
1. Construct an ID-tuple id = (ID, m).
→
−
2. Encrypt a randomly chosen message m′ ← M, i.e. c ← Enc(mpk, id, m′ ).
3. Output 1 (accept) if and only if Dec(σ, c) = m′ holds. Otherwise, output 0 (reject).
Theorem 2
If HIBE is λ-LR-OW-CIA secure, then LR-IBS is λ-LR-EUF-CMA secure.
P

. Suppose that F is a probabilistic polynomial-time forger which breaks the security of our leakage-resilient

IBS scheme LR-IBS. We use it to construct another probabilistic polynomial-time algorithm A which breaks the
leakage-resilience security of the underlying HIBE scheme. Consider the following experiment.
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1. A is given the system parameters and the master public key mpk of the HIBE scheme, as well as oracle
access to a key derivation oracle KO(·) and a leakage oracle LO(·).
2. A sets the system state S = {KGC,msk} and invokes F (mpk). It then answers the queries from F as
follows.
CreateUser Query. On input an identity ID, if ID has already been created, nothing is to be taken. Otherwise, obtain skID ← KO(ID) from its own key derivation oracle and update S = S ∪ {(ID, skID )}.
Extraction Query. Given identity ID, search the list S and return the corresponding skID . Set Qe = Qe ∪
{ID}.
Signing Query. Given a tuple (ID, m), search the corresponding skID in S and return σ

←

KeyDer(skID , (ID, m)). Set Q s = Q s ∪ {(ID, m)}.
′
Leakage Query. Given a leakage function f (S), construct an equivalent leakage function fS/msk
(msk). A

returns Λ := LO( f ′ ).
−∗
ˆ m̂, σ̂), then A outputs →
ˆ m̂) to C and receives a ciphertext c of a randomly
3. When F outputs (ID,
id = (ID,
chosen message m.
4. Finally, A outputs m′ = Dec(σ̂, c). A wins if and only if m′ = m.
ˆ m̂, σ̂), then σ̂ is exactly the decryption
The rest of the proof is straightforward. If F outputs a valid signature (ID,
→
−
ˆ m̂) and therefore A is able to correctly decrypt the ciphertext ĉ. Notice that, ID,
ˆ which is a prefix
key of id = (ID,
→
−∗
ˆ m̂), was never queried in the extraction query step. This ensures that ID
ˆ was never queried in the key
of id = (ID,
→
−∗
derivation query step before being submitted by F as the challenging identity tuple id . Since HIBE is λ leakageresilient, then A is able to correctly answer the leakage queries from F .
Therefore, if F succeeds in forging a valid signature, our algorithm A breaks the LR-OW-CIA security of HIBE.

4. Leakage-Resilient Certificateless Signature
In this section we are going to show a construction of leakage-resilient certificateless signature scheme. More precisely, let LR-IBS = (Setup, Extract, IB-Sig, IB-Ver) be an ID-based signature scheme, and LRS = (Kg, Sig, Ver)
be a signature scheme. Consider Hu et al.'s (non-leakage-resilient) CLS construction [47] LR-CLS = (MKg, PKg,
UKg, CL-Sig, CL-Ver), which is described as below.
Construction 3
MKg: Return the key pair (mpk, msk) ← Setup(1k ).
PKg: On input the master secret key msk and ID, return psk ← PKg(msk, ID).
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UKg: Return (upk, usk) ← Kg(1k ).
CL-Sig: On input (psk, usk, m), sign the message m as follows:
1. Run σ0 ← Sig(usk, m∥mpk∥ID∥upk).
2. Run σ1 ← IB-Sig(psk, m∥mpk∥ID∥upk∥σ0 ).
3. Return the signature σ := (σ0 , σ1 ).
CL-Ver: On input (ID, m, (σ0 , σ1 )), output 1 (accept) if and only if the following equations hold. Otherwise, output
0 (reject).
Ver(upk, m∥mpk∥ID∥upk, σ0 ) = 1, and
IB-Ver(mpk, m∥mpk∥ID∥upk∥σ0 , σ1 ) = 1.
We prove that Hu et al.'s scheme is leakage-resilient if the underlying building blocks are leakage-resilient as well.
We have the following theorem.
Theorem 3
If LR-IBS is λ1 -LR-EUF-CMIA and LRS is λ2 -LR-EUF-CMA secure, then LR-CLS is λ-LR-CL-EUF-CMIA
secure, where λ = min{λ1 , λ2 }.
Below we show that each of adversaries AI and AII has negligible advantage in Type-I experiment and Type-II
experiment.
P

. We first construct a probabilistic polynomial-time forger F which breaks the security of leakage-resilient IBS

scheme LR-IBS by running AI . Consider the following experiment.
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1. F

obtains the master public key from its challenger,

and is given access to oracles

CO(·), EO(·), SO(·), LO(·).
2. F prepares the system initial state S = {S0 , S1 } where S0 = {(KGC, msk)}, S1 = ϕ and four initially empty
query lists Qrpk , Qrsk , Qrk , Q s . It then invokes AI (mpk) and answers the adversary's queries as below.
CreateUser. On input an identity ID, if ID has already been created, nothing is to be taken. Otherwise,
send ID to CO(·) and generate the user key pair (upk, usk) ← Kg(1k ). Update the system state
S1 = S1 ∪ {(ID, ⊥, upk, usk)}. In both case, upk is returned.
RevealPartialKey. Given an identity ID, check list S1 and retrieve the corresponding tuple
(ID, psk, upk, usk) from S1 . If psk =⊥, send ID to oracle EO(·), obtain the corresponding partial
private key psk and fill it in the tuple. Set Qrpk = Qrpk ∪ {ID} and return psk.
RevealSecretKey. Given an identity ID, check list S1 and retrieve the corresponding tuple
(ID, psk, upk, usk) from S1 . Set Qrsk = Qrsk ∪ {ID}, and return the corresponding usk.
ReplaceKey. Given an identity ID and user public/secret key pair (upk, usk), replace the original public/secret key pair of ID with (upk, usk) in S1 . Set Qrk = Qrk ∪ {ID}.
Signing. Given an identity ID and a message m, retrieve the user key pair (upk, usk) from S1 . Set m′ =
m∥mpk∥ID∥upk and compute the signature σ0 ← Sig(usk, m′ ). Send (ID, m′′ ) to SO(·) and obtain
σ1 where m′′ = m′ ∥σ0 . Set Q s = Q s ∪ {(ID, m)} and return σ = (σ0 , σ1 ).
Leakage. Given a leakage function f (S0 , S1 ), Let Se ⊂ S1 be the set whose tuples are queried in the
RevealPartialKey phase. Construct an equivalent leakage function f ′ (S0 , S1 /Se ) where we hardcode the Se part into the function f . Return Λ ← LO( f ′ ).
ˆ m̂, (σ̂0 , σ̂1 )}, F outputs (ID,
ˆ m̂′′ , σ̂1 ) where m̂′′ = m̂∥mpk∥ID∥upk
ˆ
3. Finally, when AI outputs {ID,
ˆ ∥σ̂0 . F
ID
ˆ upk ˆ , m̂′′ , σ̂1 ) = 1, and ID
ˆ < Qrpk and ID
ˆ < Qrk .
wins if and only if IB-Ver(mpk, ID,
ID
The probability that AI wins is
ˆ upk ˆ , m̂, (σ̂0 , σ̂1 )) = 1 ∧ ID
ˆ < Qrpk ∧ (ID,
ˆ m̂) < Q s ]
Pr[AI wins ] = Pr[CL-Ver(mpk, ID,
ID
ˆ upk ˆ , m̂′′ , σ̂1 ) = 1 ∧ ID
ˆ < Qrpk ∧ (ID,
ˆ m̂) < Q s ]
≤ Pr[IB-Ver(mpk, ID,
ID
= Pr[F wins ]
Since LR-IBS is λ1 -LR-EUF-CMIA secure, we have
Pr[F wins ] ≤ negl1 (k),
where negl1 (k) is a negligible function in k. Then we have Pr[AI wins] ≤ negl1 (k).
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Next, we construct a probabilistic polynomial-time forger F ′ to break the security of leakage-resilient signature
scheme LRS by running AII . Denote by q s the number of identities queried in the signing phase. Consider the
following experiment.
1. F ′ obtains vk∗ from its challenger and is given access to oracles SO(·), LO(·).
2. F ′ invokes the adversary AII , and receives from AII a master key pair (mpk, msk). It then prepares the
system state S = {S0 , S1 } := {{(KGC, msk)}, ϕ} and four initially empty query lists Qrsk , Qrk , Q s . It then
$

selects a random value i∗ ← [q s ], and answers the adversary's queries as below.
CreateUser. On input an identity ID, if ID has already been created, nothing is to be taken. Otherwise, if ID is the i∗ -th newly queried identity, set the corresponding user public/secret key pair to be
(upk, usk) = (vk∗ , ⊥); else, generate the user partial key psk ← Extract(msk, ID) and user key pair
(upk, usk) ← Kg(1k ). Update the system state S1 = S1 ∪ {(ID, psk, upk, usk)}. Return upk.
RevealSecretKey. Given an identity ID, check the list S1 and retrieve the corresponding tuple
(ID, psk, upk, usk). If usk =⊥, abort. Otherwise, set Qrsk = Qrsk ∪ {ID} and return usk.
ReplaceKey. Given an identity ID and a user public/secret key pair (upk, usk), replace the original public/secret key pair of ID with (upk, usk) in S1 . Set Qrk = Qrk ∪ {ID}.
Signing. Given an identity ID and a message m, F ′ does as follows:
(a) Retrieve (ID, psk, usk, upk) from S1 and set m′ = m∥mpk∥ID∥upk.
(b) If usk =⊥ (which means ID = IDi∗ ), send m′ to oracle SO(·) and obtain the corresponding
signature σ0 ; otherwise, compute σ0 ← Sig(usk, m′ ).
(c) Set m′′ = m′ ∥σ0 and compute σ1 ← IB-Sig(psk, m′′ ).
(d) Set Q s = Q s ∪ {(ID, m)} and return σ = (σ0 , σ1 ).
Leakage. Given a leakage function f (S) := f (S0 , S1 ), construct an equivalent leakage function
′
fS/usk
(uskIDi∗ ) = f (S), where uskIDi∗ is implicitly defined to be the unknown secret key sk∗ .
ID
i∗

Return Λ ← LO( f ′ ).
ˆ m̂, (σ̂0 , σ̂1 )}. If ID
ˆ , IDi∗ , F ′ aborts. Otherwise, suppose that AII wins in the
3. Finally, AII outputs {ID,
ˆ has not been queried as a RevealSecretKey query nor a ReplaceKey query.
experiment, and thus ID
′
′
ˆ m̂′ , σ̂0 ) where m̂′ = m̂∥mpk∥ID∥upk
ˆ
F ′ outputs (ID,
ˆ . F wins if and only if Ver(upkID
ˆ , m̂ , σ̂1 ) = 1,
ID
∗
′
upkID
ˆ = vk and SO(m̂ ) was never queried before.
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The probability that F ′ wins is
′
∗
′
Pr[F ′ wins] = Pr[Ver(upkID
ˆ , m̂ , σ̂0 ) = 1 ∧ upkID
ˆ = vk ∧ SO(m̂ ) was not queried]


 Ver(upk , m̂′ , σ̂ ) = 1 ∧ ID
ˆ = IDi∗ ∧ 
ˆ
0
ID



= Pr 

 ID
ˆ < Q ∧ (ID,
ˆ ∗, ∗) < Q ∧ (ID,
ˆ m̂) < Q 
rsk

rk

s

rsk

rk

s



 CL-Ver(mpk, ID,
ˆ upk ˆ , m̂, (σ̂0 , σ̂1 )) = 1∧
[
]
ID


ˆ = IDi∗
≥ Pr 
 · Pr ID
 ID
ˆ < Q ∧ (ID,
ˆ ∗, ∗) < Q ∧ (ID,
ˆ m̂) < Q 

=

1
· Pr[AII wins]
qs

Since LRS is λ2 -LR-EUF-CMA secure, we have that
Pr[F ′ wins] ≤ negl2 (k),
where negl2 (k) is a negligible function in k. Thus, Pr[AII wins] ≤ q s · negl2 (k), where q s is polynomial in k.
Therefore, we have Pr[AI wins] ≤ negl1 (k) and Pr[AII wins] ≤ q s · negl2 (k), which implies that our LR-CLS
scheme is λ-LR-CL-EUF-CMIA secure. The leakage bound λ takes the minimum value of λ1 and λ2 . The initiation is
that we reduce the security of our construction to primitives with different amount of leakage resilience, then buckets
effect happens. To be more concretely, a minimum leakage bound of F and F ′ ensure that they are both able to answer
the leakage queries from AI and AII , respectively. This competes the proof.



5. Instantiations
In this section we discuss about how to instantiate our black-box construction of leakage-resilient IBS and CLS
schemes. There are not many choices of leakage-resilient signature schemes in the literature, and the efficiency and
leakage resilience of the resulting scheme depend highly on the underlying schemes. Below we show the instantiations
of leakage-resilient IBS and CLS, respectively.
(Leakage-Resilient IBS). To get a leakage-resilient IBS scheme, we can apply the transform present in Sec. 3.1 to any
of the leakage-resilient signature schemes in [15, 19]. For example, if we instantiate the underlying signature scheme
with Boyle et al.'s scheme [15] whose leakage rate is 1 − o(1), the resulting IBS scheme enjoys 1/2 − o(1) leakage
rate, where we consider leakage on the user signing keys and the master signing key of KGC.
We can also apply the transform present in Sec. 3.2 to Lewko et al.'s leakage-resilient HIBE scheme [49]. Note
that Lewko et al.'s leakage-resilient HIBE scheme is (l MK , lS K )-master-leakage secure where l MK = lS K = (n − 1 −
2c) log p2 and c is a constant value and p2 is a prime number whose length is polynomial in n. The resulting IBS
scheme is then (n − 1 − 2c) log p2 -leakage-resilient.
(Leakage-Resilient CLS). To get a leakage-resilient CLS scheme, we can apply the transform present in Sec. 4 to the
IBS scheme obtained above and any of the leakage-resilient signature schemes in [15, 19], and the resulting scheme
could have leakage rate as high as 1/3 − o(1).
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Figure 1: Transforms among various signature notions

(Full Leakage Resilience). We note that if the underlying signature is fully leakage-resilient [15], which allows the
leakage of the randomness used in the key generation and signature generation, the IBS scheme obtained via the
transform in Sec. 3.1 would be fully leakage-resilient as well. The proof is similar with that of Theorem 1. It also
applies to the construction of leakage-resilient CLS. The only drawback is that it depends on NIZK proof system,
which results in low efficiency. To propose a signature scheme with high efficiency and leakage rate is one of our
future works.
(Strong Unforgeability). Wang et al. [19] and Huang et al. [20] studied the construction of leakage-resilient and
strongly unforgeable signature schemes, independently. Applying their techniques to the black-box constructions of
IBS and CLS schemes shown in this paper, we can obtain leakage-resilient and strongly unforgeable IBS and CLS
schemes. For example, when instantiating the underlying signature scheme with Wang et al.'s scheme [19], we can
get a (1/2 − o(1))|sk|-leakage-resilient and strongly unforgeable IBS scheme.

6. Conclusion
The works on the generic construction of (standard, identity-based, certificateless) signature scheme are summarized in Fig. 1, where LR-OT S is a leakage-resilient strong one-time signature scheme and LRS S is a leakage-resilient
strongly unforgeable signature scheme. Note that the transform labelled by 1 is completed by [19, 20]. In this paper
we focus on the other transforms described in Fig. 1. We present a black-box transform (labelled by 4 in the figure)
to certificateless signature scheme from a standard signature scheme and an IBS scheme and prove its security in the
leakage setting. Furthermore, we present a black-box construction (labelled by 2 in the figure) of leakage-resilient
IBS scheme from a leakage-resilient signature scheme, and a construction (labelled by 3 in the figure) of IBS from a
leakage-resilient 2-level HIBE scheme.
However, the technique we used in the security proof suffers from bucket effect. That is, the leakage rate is restricted
by the lower rate of the underlying leakage-resilient components. How to improve the leakage rate in the black-box
construction is one of our future work.
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