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Abstract. Midori is a family of lightweight block cipher proposed by
Banik et al. in ASTACRYPT 2015 and it is optimized with respect to
the energy consumed by the circuit per bit in encryption or decryption
operation. Midori is based on the Substitution-Permutation Network,
which has two variants according to the state sizes, i.e. Midori64 and
Midoril28. It attracted a lot of attention of cryptanalyst since its re-
lease. For Midori64, the first meet-in-the-middle attack was proposed by
Lin and Wu, which was published on the ToSC 2017 recently. The first
impossible differential attack of Midori64 was presented by Chen et al.
and Dong gave the first related-key differential attack. Guo et al. in-
troduced an invariant space attack against full-round Midori64 in weak
key setting, which was published in ToSC 2017 recently. However, for
Midoril28, there are only one impossible differential cryptanalysis result
proposed by Chen et al. against 10-round reduced Midoril28 and one
related-key result by Gérault et al. in INDOCRYPT 2016. In this paper,
we present a new impossible differential attack on Midoril28 by using
a new impossible differential proposed by Sasaki et al., we achieve 10-
round impossible differential attack with the time complexity 2''* and
11-round impossible differential attack with the time complexity 212694
finally. This is the best single-key cryptanalytic result of Midoril28 as
far as we know. We should point out the our attacks do not threaten the
security of full-round Midoril28.

Keywords: cryptanalysis, lightweight block cipher, impossible differen-
tial, Midoril28, single-key attack

1 Introduction

Block cipher plays an important role in the security of communication. As many
devices are confined in size, light weight block ciphers are needed urgently. Nowa-
days quantities of light weight block ciphers are designed for different applica-
tions, like HIGHT [14], CLEFIA [21], PRESENT [5], KATAN and KATANTAN
[8], Piccolo [20], LED [13], KLEIN [11], SIMON and SPECK [2].

At ASTACRYPT 2015, a new lightweight block cipher Midori [1] was pre-
sented by Banik et al. Considering the encryption and decryption operation,
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they optimized Midori in aspect of its energy consumed by the circuit. As both
Substitution-Permutation Network (SPN) and Feistel architectures have advan-
tages in different aspects. The designers of Midori select SPN architecture over
Feistel to get a secure cipher with the minimized number of rounds.

Impossible differential cryptanalysis was first proposed by Biham [3,4] and
Knudsen [16] independently at the end of the last century. As explored by many
cryptanalysts in the following years, it is still a method with great vitality.
Opposite to differential cryptanalysis, which is to find the differentials with high
probability, impossible differential cryptanalysis is to find the differentials with
zero probability. Therefore, the pairs of (plaintext, cipertext) with right key
will absolutely not obey any of impossible differentials. Once a pair obeys the
impossible differential, the corresponding key used to encrypt is certainly a wrong
key. As quantities of impossible differentials applied, wrong keys are eliminated,
and the right key is supposed to be only one left. Many automatic approaches of
searching impossible differentials emerge, such as matrix method [15], automatic
search for word-oriented block ciphers [23] and so on.

Table 1. Summary of the attacks on Midori

Version Method Rounds Time Data Reference
Midori64 Impossible differential 10 280-81 962.4 6]
Midori64 Meet-in-the-middle 10 2995 9595 [17]
Midori64 Meet-in-the-middle 11 2122 953 [17]
Midori64 Meet-in-the-middle 12 2125:5 9555 [17]
Midori64  Invariant subspace attack(2%%)%  full 216 2 [12]
Midori64  Nonlinear invariant attack(2°4)%  full 216 2 [22]
Midori64 Related key attack’ 14 o116 959 9]
Midori64 Related key attack full 2358 22375 [10]
Midoril28 Impossible differential 10 o9 olI8.63 [7]
Midori128 Impossible differential 10 Q116.71 9116.17 [7]
Midoril28 Impossible differential 10 oll  9l09.94  gant g6
Midori128 Impossible differential 11 2126:94 912694 Qocy 7
Midoril28 Related key attack full 13T o137 [10]

¥.Weak key space is 2°2 and 2%% respectively
1:The designers of Midori state no security claim under related key setting

In this paper, we apply the impossible differential method to the cryptanalysis
of Midoril28 and achieve 11-round attack which is one more round than the
result ever, as the designers state no security claim under related-key setting,
our result is the best single-key cryptanalytic result of Midoril28 as far as we
know.
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The rest of this paper is organized as follows: in Sect. 2 we give a brief descrip-
tion of Midori block cipher and some notations that we use in the attack. Some
related works are introduced in Sect. 3. Filtering round keys using rebound-like
technique is introduced in Sect. 4. We introduce the new impossible differential
path in Sect. 5 and give a new 10-round impossible differential attack on Mi-
doril28 in Sect. 6. Our 11-round impossible differential attack is presented in
Sect. 7. Section 8 concludes the paper.

2 Brief Description of Midoril28

We use the following notations in this paper.

— P,C,K: the plaintext, ciphertext and master key of Midoril28

— WK: the whitening key, which is equal to the master key in Midoril28
— X;:  the input of the i-th round, P is plaintext, Xo =P & K

—Y;: the state after SubCell(SC) operation of the i-th round

— Z;: the state after ShuffleCell(ShC) operation of the i-th round

— W;:  the state after MixColumn(MC) operation of the i-th round

— X;[j]: the j-th cell of X;

— k;:  the subkey of the i-th round, i =0---,19

— u;:  the equivalent subkey after M C~! operation of k;i =0---,19

— AX:  the difference of two states X and X’

2.1 Round Function Specifications

Midori [1] is a lightweight block cipher designed by Banik et al. at AISACRYP-
T 2015. It adopts the Substitution-Permutation Network(SPN). There are two
versions of Midori with state sizes of 64-bit and 128-bit, denoted as Midori64
and Midoril28, respectively. They are designed to reduce energy consumption
when implemented in hardware. Midori128 has 128-bit state size and its key size
is 128-bit. It uses the following 4 x 4 array as a data expression:

S0 S4 S8 S12
81 85 S9 S13
S =

$2 56 S10 S14
S§3 S7 S11 815

where the size of each cell is 8-bit.
The round function F' of Midori128 is composed of the following 4 operations:

— SubCell(SC): Apply the non-linear 8 x 8 S-box in parallel on each 8-bit
cell of the state. Midoril28 utilizes four different 8-bit S-boxes SSbgy, SSby,
SSby and SSbz, where SSby, SSby, SSby, SSbs : {0,1}® — {0,1}8. The
details of S-box can refer to [1].

— ShuffleCell(ShC): The 8-bit cells of the state are performed as follows:
(SQ7 S1y ey .915) —

(50, 510, 85, 54, 511, 51, 89, 53, 512, 56, 57, 513, 52, 58).
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Fig. 1. The encryption algorithm of Midoril28

— MixColumn(MC): Midoril28 utilizes an almost MDS matrix M defined
as follows:
0111

1011
1101
1110

M =

M is applied to every column of the state S, i.e. '(s;, Sit1,Sit2,Sit3) <
M - (i, Siy1, Sit2, Sivs) and i = 0,4,8,12.
— KeyAdd(AK): The i*" 128-bit round key 7k; is XORed to the state S.

Before the first round, an additional AK operation is applied, and in the last
round, the ShuffleCell and MixColumn operations are omitted. The total round
number of Midoril28 is 20. The encryption algorithm of Midoril28 is depicted
in Fig. 1, more details can be referred to [?].

2.2 Key Schedule

The key-schedule of Midoril28 is quite simple. A 128-bit mater key K is used
to generate the round key with the simple linear equations. The whitening key
is the same as the master key, and the sub-key for round i is k; = rk; = K @ 3;,
where 0 < 4 < 18 and (; is constant.

3 Related works

Many works emerge as for the cryptanalysis of Midori. We briefly describe some
of their approaches and results here. Firstly, we list the works in single-key model.

Lin and Wu [17] proposed a 12-round meet-in-the-middle attack on Mi-
dori64. Using both differential enumeration technique and key-dependent sieve
technique, they obtained a 7-round meet-in-the-middle distinguisher. Then they
added 1 round and 4 rounds at the beginning and the end of the distinguisher,
respectively.

Chen et al. presented a 10-round impossible differential attack on both Mi-
dori64 [6] and Midori128 [7]. They found a 6-round impossible differential, which
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has two nonzero but equal cells in the input and one nonzero output cell in the
output. Together with exploiting the properties of S-boxes, they reduced time
complexity by the hash table constructed in the pre-computation phase.

Furthermore, the weak-key attack also attracted the cryptanalysts. Some
novel ideas are proposed and achieved efficient results.

The invariant subspace attack against Midori64 was presented by Guo et al.
[12] As a weak-key attack, the weak key space is of size 232. Actually, just one
chosen plaintext query can make it able to distinguish Midori64 from a random
permutation. Thus, the attack cost negligible computation and memory. This
work illustrated that the selection of key used should be careful.

At ASIACRYPT 2016, Todo et al. [22] proposed the nonlinear invariant at-
tack and applied it to Midori64. It succeed to distinguish full-round Midori64
in a weak-key set in size of 264, They also consider the modes of operation as
Midori64 consumes low energy. In the well-known modes of operation like CBC,
CFB, OFB and CTR, the attack achieved to recover 32-bit plaintext among the
64-bit block. Their attacks are all practical.

Additionally, cryptanalysis in the related-key model is performed on Midori.
Some representative works are listed here.

Dong and Shen [9] propose a 14-round related-key differential attack on Mi-
dori64. They explored the Mixcolumn and obtained branching properties. Ac-
cording to that, they found many 4-round truncated differentials for Midori64.
It is proved that no truncated differentials with more rounds exist by exhaustive
search. The above conclusion is also right for Midori128 because Midori64 and
Midoril28 applies the same Mixcolumn matrix in the round function.

At INDOCRYPT 2016, full-round related-key key recovery attacks on both
Midori64 and Midoril28 are proposed by Gérault and Lafourcade [10]. As to
obtain optimal related-key differentials with high probability, they constructed
automatic search with the help of a constraint programming model.

4 Filtering Round Keys using Rebound-like Technique

The original rebound attack is a hash function analyzing technique which was
first proposed by Mendel et al. [18] in FSE 2009. It uses the following property
of S-box.

Property 1 (Property of S-boz). Given AX and AY two non-zero differences,
the equation of s-box S(z) @ S(z & AX) = AY has one solution on average.

As shown in Fig. 2, the rebound attack works in two phases: inbound phase
and outbound phase. In the inbound phase the low-weight input and output
differences are propagated to forward and backward which connect usually in the
most expensive part. Then generate all possible actual value pairs that satisfy the
difference and construct solutions though the connected part such as S-box layer
using Property 1. Then in the outbound phase, these solutions are propagated
through the other rounds in both directions.
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In differential attack and impossible differential attack, one find pairs that
meet the given differential under guessed keys, denoted as (z, z’, key). In differ-
ential attack, we maintain a counter of such pairs with the key, store it a list
indexed by the key, the right key is marked by the largest counters in the list.
In impossible differential attack, one filter guessed keys if there is at least one
pair meet the given differential under these keys. So the important step in these
two attack models is to find pairs efficiently to meet a given differential under
guessed key. In these section, we apply the rebound-like technique to accelerate
this step.

As an example shown in Fig. 3, if we use the classic guess-and-determine
method to find pairs that meet the differential, for one given (z,x’), we need
guess 224 key bytes in diagonal to find one (z,2’, key) that meets the truncated
differential. The time complexity is 224. However, using a rebound-like technique,
as shown in Fig. 4, there are only 2% possible differences in z, for a given pair
(x,2"), using Property 1, we can get the value in y for a Az and then the key

SB

MC

Fig. 4. Rebound-like Technique
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bytes in diagonal are computed. So using the rebound-like technique, the time
complexity to a pair (z,z’, key) that meets the truncated differential is 1.

5 The new impossible differential path by Sasaki et al.
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Fig. 5. 7-round impossible differential of Midoril128

The impossible differential used in our attack was proposed by Sasaki et al. [19]
to be presented at EUROCRYPT 2017. They provided a new tool searching for
impossible differentials which can additionally consider the property of S-box
with small size. As depicted in Fig. 5, (000, 0000, 0000, 0000) and (0800, 0000,
0000, 0000) will not be the input diffecrence and output difference of 7-round Mi-
doril28 at the same time, where o = (x,%,0,0,0,0, x,%), 8 = (0,0, %, *, *, x,0,0).
Based on the work by Sasaki et al., we truncate their impossible differential of
Midoril28, change two cells of it and get a new 6-round impossible differential
as shown in Fig. 6.

we use the 6-round impossible differential as shown in Fig. 6 to implement a
new 10-round impossible differential attack on 10-round Midoril28 and use the
7-round impossible differential by Sasaki et al. to achieve 11-round attack.



8 Wenquan Bi et al.

6 A New Impossible Differential Attack on 10-Round
Midoril28

In this section, we present a new impossible differential attack on 10-round Mi-
doril28 with the new impossible differential characteristic shown in Fig. 6 which
was presented in [19]. In our attack, we use the rebound-like technique to filter
the round keys which follow the impossible differential and need to be discard.
In that way, we don’t guess the round keys but the difference and reduce the
time complexity.

We start Midoril28 at round 0, and place this impossible differential path
at round 2 to 8, then add two rounds before the 6-round impossible differential
and two rounds after it. We illustrate the states of each round in Fig. 7.
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Fig. 6. 6-round impossible differential of Midoril28

6.1 Data Collecting Phase

We take all possible values in the nine cells at position [1,2,5,7,10,11,13, 14, 15]
of plaintext P and remain other cells constants. Then we take the 23%9 =
272 plaintexts as a structure, encrypt it through 10-round Midoril28 and get
the ciphertexts. Insert the corresponding ciphertexts into a hash table indexed
by cell positions [4,5,6,7,8,9,10,11,12,13,14,15]. For each row we expect to
have 272 x 278%12 — 2724 ciphertexts. Select all possible pairs in each row
with more than one ciphertexts, we expect to have 2(724)x2-1 5 98x12 _ 947
pairs. We take 2" structures and get 27747 pairs with zero difference in cell
[4,5,6,7,8,9,10,11,12,13, 14, 15].
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6.2 Key Recovering Phase

In this phase, we eliminate wrong values of the 11-byte key K10, 1,2,3,5,7, 10,
11,13, 14, 15] by showing that the impossible differential path holds if these keys
were used.
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Fig. 7. A new 10-round impossible differential attack on Midoril28

v

Step 1 For each of the 2739 pairs, guess the 24-bits difference values
AX4[0,5,15], then deduce AYy[1,2,5,7,10,11,13, 14, 15], Xo[1,2,5,7,10,11,13,
14,15] and Yp([1, 2,5, 7,10, 11,13, 14, 15] can be got from AYy and AXy = AP ac-
cording to the property 1. Then compute the master K[1,2,5,7,10,11,13,14,15]
from the P and Xj. In this step, we get 224 values of K[1,2,5,7,10,11, 13,14, 15].
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Step 2 For each pair in step 1, guess the 4-bit difference values of AX5[1] (the
differences with the pattern (%0000 * *)), then deduce AY;[0, 5, 15]. According
to the property 1, X;[0,5,15] and Y710, 5, 15] can be got from AY7[0,5,15] and
AX1]0,5,15] which was guessed in step 1. As the values of Yy[1,2,5,7,10,11, 13,
14,15] are known in step 1, W4[0,5,15] can be got and we can compute the
subkey Ko[0,5,15]. In this step, we get 2* values of Ky[0,5,15]. As the Kq =
K @ By, we have two 8-bit linear equation in position (5,15) and there is a key
independent sieve for the key we deduced. So we expect 224 x 24 x 278x2 = 212
different master key K[0,1,2,5,7,10,11, 13,14, 15] left after this step.

Step 3 For each pair in step 2, guess the 28%2+4 values of AY3[0,5,15]
where byte 0 and 15 take all possible values and byte 5 is with the bit pattern
(00 * * * x00), then deduce 220 AXy[0,1,2,3], as the difference AYy = AC,
Xo[0,1,2,3] and Yy[0,1,2,3] can be got according to the property 1. Then the
master key K[0,1,2,3] can be computed by Yy[0,1,2,3] and C. Notice that
there are three bytes key K0, 1, 2] repeated with the key deduced in step 1 and
2. Compare the 24-bit value, if they are unequal, discard this value. We expect
220 x 212 % 278x3 — 98 yalue left after this step.

Step 4 After guess and eliminate for 2”747 pairs, if there are keys left of
the 88-bit master key, exhaustive search the other 40-bit master key to get and
examine the right key.

Note that for each pair, we could eliminate 2% value of the 11-byte key
K][0,1,2,3,5,7,10,11,13, 14, 15]. We want to eliminate all the values in the sub-
key list unless the value of subkey is correct. The probability of a wrong value in

list is 2788, we expect the number of wrong keys left is N = 288 x (1— QQTBS)QMM

288 5 (1 — 2780)2%x2" 7% 1 988 5 9=1.40x2" " 1 then we have n = 38.94.

6.3 Complexity Analysis

The data complexity is 27172 = 211094 chosen plaintexts.
The time complexity of data collecting phase is 211994 10-round encryptions.
Step 1 requires 2 x 27139 x 224 = 210294 gpe round encryptions.
Step 2 requires 2 x 27139 x 224 x 24 = 210694 gpe_round encryptions.
Step 3 requires 2 x 27139 x 212 x 220 — 911094 gperound encryptions.

Step 4 requires 24° 10-round encryptions.
2110944 9102.94 /1() 4 9106.94 /1() 4 211094 /14240 ~ 2111 1(-round encryptions.

7 Impossible Differential Attack on 11-Round Midoril28

In this section, we present a new impossible differential attack on Midoril28
with the new impossible differential characteristic (* * 0000 * *) — (00 * * x x00)
shown in [19]. We launch our attack like the way in Sect. 6. We start Midoril28
at round 0, and place this impossible differential path at round 2 to 8, then add
two rounds before the 7-round impossible differential and three rounds after it.
We illustrate the states of each round in Fig. 8.
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7.1 Data Collecting Phase

We take all possible values in the nine cells at position [1,2,5,7,10,11, 13, 14, 15]
of plaintext P and remain other cells constants. Then we take the 28%9 = 272
plaintexts as a structure, encrypt it through 11-round Midoril28 and get the
ciphertexts. Insert the corresponding ciphertexts into a hash table indexed by
cell positions [0,1,2,3,7,8,9,10,11,12,13,14,15]. For each row we expect to
have 272 x 278%13 = 92732 ciphertexts. Select all possible pairs in each row
with more than one ciphertexts, we expect to have 2(=32)x2-1 5 98x13 — 939
pairs. We take 2" structures and get 2”39 pairs with zero difference in cell
0,1,2,3,7,8,9,10,11,12, 13, 14, 15].

Xo
Z0 Wo X1
5 She L% AL
|1 |
X2

SC
—

1

L1 I

Yo
Y1 Z1 W1
Yo

L1

7-round impossible differential
Z9 Wy X10
5¢ ShC mcC | AK
> —> >
[ [ ] ]
Y10 C
sc | Ak

Fig. 8. 11-round impossible differential attack on Midoril28
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7.2 Key Recovering Phase

In this phase, we eliminate wrong values of the 11-byte key K[0,1,2,4,5,6,7, 10,
11,13, 14, 15] by showing that the impossible differential path holds if these keys
were used.

Step 1 For each of the 2739 pairs, guess the 24-bits difference values
AX1]0,5,15], then deduce AY[1,2,5,7,10,11, 13, 14, 15], Xo[1,2,5,7, 10, 11, 13,
14,15] and Yp([1, 2,5, 7,10, 11,13, 14, 15] can be got from AYy and AXy = AP ac-
cording to the property 1. Then compute the master K[1,2,5,7,10,11, 13,14, 15]
from the P and Xj. In this step, we get 224 values of K[1,2,5,7,10,11, 13,14, 15].

Step 2 For each pair in step 1, guess the 4-bit difference values of A X5[1] (the
differences with the pattern (%0000 * *)), then deduce AY;[0, 5, 15]. According
to the property 1, X1[0,5,15] and Y7[0, 5, 15] can be got from AY;[0,5,15] and
AX1[0,5,15] which was guessed in step 1. As the values of Yy[1,2,5,7,10,11, 13,
14,15] are known in step 1, W4[0,5,15] can be got and we can compute the
subkey Ko[0,5,15]. In this step, we get 2* values of Ky[0,5,15]. As the K =
K @ Sy, we have two 8-bit linear equation in position (5,15) and there is a key
independent sieve for the key we deduced. So we expect 224 x 24 x 278x2 = 212
different master key K[0,1,2,5,7,10,11, 13,14, 15] left after this step.

Step 3 For each pair in step 2, guess the 4-bits values of AYy[1] with the
bit pattern (00 x % * x00), then deduce 2* AXj4[4,5,6], as the difference AY;g =
AC, X10[4,5,6] and Yig[4,5,6] can be got according to the property 1. Then
the master key K[4,5,6] can be computed by Yi0[4,5,6] and C. Notice that
there are two bytes key K5, 6] repeated with the key deduced in step 1 and
2. Compare the 16-bit value, if they are unequal, discard this value. We expect
24 x 212 x 278%2 = 1 value left after this step.

Step 4 After guess and eliminate for 2713° pairs, if there are keys left of
the 88-bit master key, exhaustive search the other 40-bit master key to get and
examine the right key.

Note that for each pair, we could get 1 value of the 11-byte key K0,1,2,4,5,
6,7,10,11,13,14,15]. We want to eliminate all the values in the subkey list
unless the value of subkey is correct. The probability of a wrong value in list

is 278 we expect the number of wrong keys left is N = 288 x (1 — 22T18)2"+39 =

288 5 (1 — 2788)2% X277 5 988 5 9=1.4x2" ¥ 1 then we have n = 54.94.

7.3 Complexity Analysis
The data complexity is 27172 = 212694 chosen plaintexts.
The time complexity of data collecting phase is 2'26-%4 11-round encryptions.
Step 1 requires 2 x 27139 x 224 = 211894 gpe round encryptions.
Step 2 requires 2 x 27139 x 224 x 24 = 212294 gpe_round encryptions.
Step 3 requires 2 x 27139 x 212 x 24 = 211094 gne_round encryptions.

Step 4 requires 24° 11-round encryptions.
2126494 + 2118.94/11 + 2122494/11 + 2110.94/11 + 240 ~ 2126.94 11-round encryp-
tions.
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8 Conclusion

In this paper, we present a new cryptanalysis of Midoril28 by using the impos-
sible differential attack. We achieve 10-round impossible differential attack on
Midori128 with time complexity 2!'* which is better than the result before by
Chen et al.. And then we extend the attack one more round to 11 rounds. The
time and data complexity are both 212694 for our 11-round impossible differen-
tial attack on Midori128. The attacks of all previous attacks on Midori are listed
in Tab. 1. Our results are the best single-key cryptanalytic results on Midoril28
as far as we know, which have no threaten the security of full-round Midoril28.

Acknowledgments. We would like to extend my sincere gratitude to the
anonymous reviewers for their time and advice on this paper.
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