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Abstract

Several ecash systems have been proposed in the last twenty years or so,
each offering features similar to real cash. One feature which to date has not
been provided is that of a payee giving change to a payer for an e-coin in an
off-line setting. In this paper, we indicate how an off-line ecash system can
solve the change-giving problem. In addition, our protocol offers the usual
expected features of anonymity and unlinkability of the payer, but can reveal
the identity of an individual who illegally tries to spend ecash twice.
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1. Introduction

Computer-based technology is significantly impacting our ability to ac-
cess, store and distribute information. Among the most important uses of
this technology is electronic commerce: performing financial transactions via
electronic information exchanged over telecommunications lines. In particu-
lar; the development of secure and efficient ecash systems has been given a
great deal of attention in recent years [3], [4], [9], [10].

Electronic commerce systems come in many forms including digital checks,
debit cards, credit cards, and stored value cards. The usual security features
for such systems are unforgeability, customer anonymity, and detection of
double spending by the customer.

The type of electronic payment system we focus on here is ecash. Ecash
(also called digital cash) is a term that is still not well defined in the research
literature; rather, attempts to define it have been by listing desired charac-
teristics. As the name implies, ecash scheme is an electronic payment system

Preprint submitted to Electronic Commerce and Applications February 1, 2018



modeled after the existing paper cash system. Paper cash has such features
as: it is portable (easily carried), recognizable (as legal tender) hence readily
acceptable, transferable (without involvement of a financial network), un-
traceable (no record of where money is spent), anonymous (no record of who
spent the money) and it has the ability to make “change”. Most designers
of ecash focused on preserving the features of anonymity and unlinkability.
Thus, ecash scheme is usually thought of as an electronic payment system
that offers these two properties.

In improving electronic commerce take-up, trust has been shown to be a
major factor [22]. The use of ecash online with only a limited value at risk
is therefore preferable to the use of credit cards which can have very high
credit limits. Anonymity in electronic transactions has also been shown to be
a promoter of trust in the e-commerce environment and therefore beneficial
to the online economy [1][24].

DigiCash (https://en.wikipedia.org/wiki/DigiCash), based on the
work of David Chaum in [7] and [8], was a form of early electronic pay-
ment which required user software in order to withdraw notes from a bank
and designate specific encrypted keys before it can be sent to a recipient.
This advancement of public and private key cryptography allows electronic
payments to become untraceable by the issuing bank, the government, or
a third party. The system of Blind Signatures through DigiCash software
improved security for its users by the issuance of secured keys which pre-
vented third parties from accessing personal information by means of online
transactions. Netcash (http://www.netcheque.org/netcash/), developed
in the early 1990s, is a framework for electronic currency developed by Clif-
ford Neuman and Ari Medvinsky at the Information Sciences Institute of
the University of Southern California. NetCash will enable new types of
services on the Internet by providing a real-time electronic payment system
that satisfies the diverse requirements of service providers and their users.
Among the properties of the NetCash framework are: security, anonymity,
scalability, acceptability, and interoperability. In recent years, the number of
businesses accepting bitcoin continues to increase. Bitcoin is often described
as an anonymous currency because it is possible to send and receive bitcoins
without giving any personally identifying information.

In general, a payment system involves three parties, viz. banks, customers
and shops, and three protocols, viz. withdrawal, payment and deposit (e.g.
[18][29][30][33]). Execution of these three protocols in sequence constitutes
the life-cycle of ecash, in which cash “travels” from a bank to a customer,



from that customer to a shop, and back again from that shop to a bank.

A natural requirement for ecash systems is that the payment should be
off-line, that is, not involving on-line cooperation with the bank; this ensures
that purchases can be completed quickly without waiting for a bank (whose
computer system may be down or loaded with similar enquiries) to process
the information. Kane in [18] and Solat in [28] discuss these situations.
Thus we distinguish between on-line and off-line ecash systems, depending on
whether the bank needs or does not need to verify ecash during a transaction
in real-time.

Off-line ecash systems are also highly preferable over on-line systems in
case of low-value payments. In off-line ecash systems, the payee can accumu-
late payments, and deposit the aggregate value at the bank at suitable times
when network traffic is low.

A fairly large body of recent cryptographic literature is devoted to the
design of privacy-protecting off-line ecash systems. However, as we point out
in the next section, no existing off-line ecash system can offer change.

In this paper, we present an off-line digital cash scheme which
provides unlinkability, customer anonymity and the ability for a
shop to give change. We enable the giving of the change feature by means
of group blind signatures.

Related Work: The customer anonymity and unlinkability of ecash is usu-
ally achieved with a blind signature protocol, first introduced by Chaum [7]
[8]. A blind signature allows a person to get a message signed by another
party without revealing any information about the message to that party.
Some electronic cash systems with blind signature have the property that an
individual’s spending cannot be determined even if all parties collude [10].
Forging paper cash is difficult. So, ideally, the illegal creation, copying,
and re-use of ecash should be unconditionally or computationally impossible.
Unfortunately, ecash is just digital information and is easily copied. Thus,
rather than attempt to prevent copying of ecash, the focus has moved to
detection of and response to copying. To protect against double spending,
a bank needs to maintain a database of spent ecash and the deposit of cash
arriving a second time should be rejected. In particular, in an off-line sys-
tem, the best we can do is to detect when double spending has occurred,
rather than prevent it. In this case, in order to protect the payee, it is then
necessary to identify the payer which requires the disabling of the anonymity
mechanism. This is at the heart of the subject-matter: it should be ensured



that each ecash satisfies the property “once spent, concealed; twice spent,
revealed” and referred to in this paper as ‘protection against double spend-
ing’, identified in [15], interpreted as meaning that the identity of a payer
remains concealed if she does not act illegally but is revealed to the bank if
she attempts to spend the same ecash twice. In order to accomplish this, the
identity of the customer must be included in the cash somehow. This basic
property of privacy-protecting off-line payment systems was first introduced
in [9] as “accountability after the fact”. There have been a number of pa-
pers in recent years offering a solution to this [2], [6], [12], [13], [17], [29].
Almost all of these off-line systems offer traceability as a security measure
against double-spending based on a paradigm of Chaum, Fiat and Naor [9].
However, they still have to face several difficulties.

The first difficulty we mention is that the bank does not know what it
is signing in the withdrawal step in accordance with the original meaning
of blind signature. This introduces the possibility that the bank might be
signing something other than what it is intending to sign. The existing
solution to this consists of specifying that the bank’s digital signature be
valid only in authorizing a withdrawal of a fixed amount. So, for example, the
bank could have one key for a $10 withdrawal, another for a $50 withdrawal,
and so on as described in [21]. This solution increases the complexity of key
management of the ecash system.

The second difficulty we mention is that none of the off-line ecash systems
offer the ability to make “change”. (A recent paper by Kane [18] has a very
flexible change protocol, but it must operate on-line with the bank.) For
example, suppose that Alice is enrolled in a non-transferable, off-line cash
system, and she wants to purchase an item from Bob that costs, say, $4.99.
If she happens to have electronic coins whose values add up to exactly $4.99
then she simply spends these coins. However, it is unlikely that she will have
the exact change for most purchases. Nor would she wish to keep a large
reserve of coins on hand for some of the same reasons that one does not
carry around a large amount of paper cash: loss of interest and fear of the
cash being stolen or lost. Instead of change, the current solution as given
in [7], [17], [31], [32] to Alice’s dilemma is to use divisible coins: coins that
can be “divided” into pieces whose total value is equal to the value of the
original coin. However, in these papers, this “division” of the coin needs to
be done at the time the e-coin is constructed and not all possible purchase
price configurations can be anticipated or accommodated.

A third difficulty we mention is that in all existing offline systems, the
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shop merchant sees the total value of the ecash proffered for payment. This
is equivalent, in the paper cash world, to showing the merchant what bills
are in your wallet before drawing out one with which to pay. We argue that
this is unacceptable; a shop merchant presented with a large amount of ecash
may be tempted to cheat the payer during or after the transaction.

Some existing ecash systems are surveyed as follows.

Early in 1991, Okomoto and Ohta [20] gave a divisible ecash scheme
whose efficiency was improved by Eng and Okomoto in [11]. And in [21],
Okomoto improved this scheme yet further. All these schemes depend on a
tree structure to provide the divisibility feature.

Canard and Gouget [6] presented a construction of divisible ecash which
generates a binary tree of keys. Their scheme is off-line, anonymous, un-
forgeable and discloses a double-spender.

Tan introduced an off-line ecash scheme based on blind proxy signatures
from bilinear pairings [29]. The scheme permits anonymity of the user, with
identification if the user double spends. The facility of giving change is not
available with this scheme.

In [2], Au, Susilo and Mu presented a zero-knowledge argument system,
and, based on it, built an off-line ecash scheme with anonymity which traces
double spending.

Juang’s off-line scheme [17] used bilinear pairings over elliptic curves
claiming that this reduces computational cost (see Table 1). Like the other
schemes described here, it provides anonymity along with the ability to iden-
tify a double-spender.

Eslami and Talebi [12] proposed an off-line scheme which is anonymous,
detects double-spending, equips the e-coins with an expiration date and en-
ables portability of coins between storage devices. Blind signatures based
on the ElGamal signature scheme are used to construct this model and it is
proved to be secure against a number of types of fraud.

Everaere et al. [13] argued that while on-line payment environments are
not efficient, they provide better protection against double-spending than
do off-line environments. They take a novel risk management approach,
allowing trade-offs between efficiency and effectiveness. No claim of e-coin
unforgeability is made in the paper, and the authors of the present paper
were unable to establish this property for [13].

In [16], the author constructs efficient blind and partially blind signa-
ture schemes over bilinear groups in the standard model. The main aim is
efficiency in deriving signatures, and the protocols, aimed at 80-bit secu-



rity, yield signatures consisting of only 40 bytes which is approximately 70%
shorter than those in existing schemes with the same security in the standard
model. This is achieved by restricting the signature derivation rounds to two
moves. The author describes how these protocols compare favourably in ev-
ery efficiency measure to all existing counterparts offering the same security
in the standard model and even to many existing schemes in the random
oracle model. While mention is made of applications to ecash, no ecash
scheme is developed; however, the paper mentions that the unforgeability
of the blindness protocols is based on intractability assumptions under the
generic group model, and that their blindness holds with respect to malicious
signing keys in the information-theoretic sense.

Finally, we mention the paper [25], which describes implementations of
ecash systems. The authors provide their own model of an ecash scheme
based on mobile trusted module architectures in which at design time, user
payment tokens are composed of two modules: an untrusted but powerful
execution platform (such as a smartphone) and a trusted but constrained
platform (referred to as a secure element). Their scheme fulfills all common
properties of ecash while relaxing the amount of trust usually placed in the
payment token. Moreover, they provide a proof-of-concept implementation
using commercially available platforms.

None of the above ecash systems is able to give change. However, Kane
[18] has an interesting scheme based on continued fractions which is able to
give change in an on-line environment; the bank must confirm the change
during the transaction.

In recognition of these deficiencies of the existing ecash systems, in this
paper, we propose a new electronic off-line cash scheme which offers the
change feature available in paper cash and prevents a shop from seeing the
total value of the ecash proffered for payment. In addition, our scheme pro-
vides the required customer anonymity and unlinkability features; it is com-
posed of a total of seven protocols: group membership key extract, payment
certificate issue, ecash withdrawal, payment, change, deposit and revocation.
While it is built on the well-known Schoenmakers ecash protocol [26] and the
Ramzan blind signature group protocol [23], it is, to our knowledge, the first
off-line ecash scheme providing change to the payer.



Summary of our ecash scheme contribution:
- operates off-line

- prouvides unlinkability

- provides customer anonymity

- detects double-spending

- allows a shop to give change without knowing the total value of ecash
proffered for payment.

- is the only off-line cash scheme we know of which gives change.

Subsequent sections are arranged as follows. In Section 2 we provide the
technical background for the new protocols. Section 3 gives an overview of
our ecash scheme and defines the security model. Section 4 provides details
of the components of the protocols along with an example. Sections 5 and 6
deal with their security and performance. Conclusions are drawn in the final
section.

2. Preliminaries

Our scheme is based on the discrete logarithm problem and on group
blind signatures. We give the background details in this section.

2.1. Definitions

Let G be a cyclic group of order n generated by some g € G, and a € Z7,
where n = pq,p = 2P+1,q = 2Q+1 and p, q, P, () are all large primes, G is a
cyclic subgroup of ZY, p’ is a prime and n|(p’ — 1), a has large multiplicative
order modulo p and ¢g. The definitions following can be found in Sections 3.2
and 3.3 of [5].

Definition 1. The discrete logarithm of y € G to the base g is the
smallest non-negative integer x satisfying

g =Y.

It is a widely held assumption that GG,g can be chosen such that the
discrete logarithm equation is infeasible to solve for z.
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Definition 2. The double discrete logarithm of y € G to the base g and
a is the smallest non-negative integer x satisfying

a®

g =Y

if such an x exists.

(G, g,n and a can be chosen such that the double discrete logarithm equa-
tion is infeasible to solve for z.

Definition 3. An e-th root of the discrete logarithm of y € G to the
base g is an integer x satisfying

if such an x exists.

If the factorization of n is unknown, computing e-th roots in Z is infea-
sible.

Definition 4. An (¢ + 1)-tuple (c, 51,52, -+, ¢) € {0,1}* x Z¢ satisfying

c= H€<m7 Y, 9, gSIyq ) gszy027 U 7gSeyCe),
where ¢; is the i-th leftmost bit of ¢, H is a hash function and H, represents
the first ¢ bits of the output of H, is a signature of knowledge of the
discrete logarithm of y € GG to the base g on a message m, with respect
to security parameter ¢, denoted as

SKLOG[aly = ¢°](m).

Based on the Schnorr signature scheme [27], if the signer does not know
the discrete logarithm of y to the base ¢, then it is infeasible for him to
construct the £+ 1 tuple (c, s1, $2, -+ , S¢) satisfying the above equation. We
can think of Definition 4 as an interactive protocol in which the ¢; (1 <
i < () represent challenges and the hash function H serves to remove the
interaction. If the prover knows « such that o = log,y, he can randomly
choose ry,rq, -+ , 1y from Z,, hash m,y,g,9™,9™,---,¢" with H to obtain
a random challenge ¢, and obtain sq, so,-- - , s¢ by setting

si =r; —a-c;(modn).



Definition 5. A signature of knowledge of a double discrete loga-
rithm of y to the base g and a, on message m with security parameter ¢, de-

noted as SK LOGLOG [aly = g*"|(m), is an (¢+1)-tuple (c, s1, 82, -+ ,5¢) €
0,1} x Z** satisfying the equation,

C:Hf(mayagaaaplap%'“ 7P€)7

where P, = ¢*" if ¢; = 0 and P, = y*" otherwise.

Based on the Camenisch and Stadler group signature scheme [5],
SKLOGLOG[aly = ¢*"](m) can be computed only if a double discrete
logarithm o of the group element y € G to the base g € G and a € Z is
known. Knowing «, the signature can be computed as follows.

1. For 1 <14 </, randomly choose r; from Z.
2. Set P, = g% and compute ¢ = H(m,y, g,a, P1, Py, -+ , P).
3. Set s; =r; if ¢; =0 and s; = r; — o otherwise.

Definition 6. A signature of knowledge of an e-th root of the discrete
logarithm of y to the base g, a message m, with security parameter ¢, denoted

as SKROOTLOG[aly = ¢g*](m), is an (¢ + 1)-tuple (c,s1, 82, -+ ,8) €
{0, 1} x Z** satisfying the equation,

C:Hﬁ(may>g>avplvp27'” 7P€)7

where P, = ¢% if ¢; = 0 and P, = y* otherwise.

Based on the Camenisch and Stadler group signature scheme [5], such
a signature can only be computed if the e-th root of the discrete loga-

rithm « of y to the base g is known. When « is known, we can construct
SKROOTLOG,|a| y = g*|(m) as follows.

1. For 1 <14 </, randomly choose r; from Z.
2. Set P; = ¢g"i and compute ¢ = H(m,y,g,a, P1, Py, -+, P).
3. Set s; =r; if ¢; = 0 and s; = r;/a otherwise.

2.2. Group Signature

In general, a group signature scheme consists of the following five proce-
dures [5].

Setup - a probabilistic algorithm that generates the group’s public key Y
and a secret administration key S for the group manager.

9



Join - an interactive protocol between the group manager and the new group
member Bob that produces Bob’s secret key x and his membership
certificate A.

Signing - an interactive protocol between group member Bob and an ex-
ternal user Alice which takes as input a message m from Alice, and a
secret key = from Bob, and produces a signature s on m.

Verifying - an algorithm which on input (m, s,)), determines if s is a valid
signature for the message m with respect to the group public key ).

Open - an algorithm which, on input (m,s,S), determines the identity of
the group member who issued the signature s on the message m.

According to page 47 of Ramzan’s thesis [23], a group signature scheme
must satisfy the following security requirements.

1. Unforgeability: Only group members can issue a valid signature on
behalf of the entire group, i.e., only group members can issue signatures
that are verifiable by the group public key.

2. Conditional Signer Anonymity: Anyone can easily check that a
message/signature pair was signed by some group member, but only
the group manager can determine which member issued the signature.

3. Undeniable Signer Identity: The group manager can always deter-
mine the identity of the group member who issued a valid signature.
Moreover, he can also prove to some other entity (such as a judge)
which member signed a given document. (This feature is also referred
to as ‘non-repudiation’.)

4. Unlinkability: Determining if two different signatures were computed
by the same group member is computationally infeasible for everyone
except by the group manager.

Ramzan also mentions security against framing and collusion attacks.
However, our focus is on fundamental security features 1 through 4 above
for our scheme and we do not consider any attacks on it in this paper. The
security requirements of the group blind signature scheme are very similar
to those of the group signature scheme. Our proposal also has the blindness
property in the signature; that is:
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5. Blindness of Signature: The signer is unable to view the messages
he signs. Moreover, the signer should have no recollection of having
signed a particular document even though he (or anyone else for that
matter) can verify that the signature is indeed valid.

This Blindness property holds because it is held in the Ramzan scheme.
We do not use property 5 as a comparison with other schemes, but we need
the assumption of this property in order to prove Theorems 3, 4 and 5 in
Section 5.

3. Our Ecash Model

Our system is intended to provide an on-line shopping service to cus-
tomers purchasing a product which can be delivered on-line. In this scenario,
a customer wants to purchase an electronic commodity, for example, software
or a movie, from an on-line shop with electronic cash through a computing-
capable device, such as a PC, notebook, or mobile phone, connected to the
Internet.

While our scheme is based on that of Schoenmakers [26] in association
with the Ramzan group blind signature [23], we have added several novel
components which combine to provide our off-line cash system with the ca-
pability of giving change, as indicated at the end of Section 1.

3.1. Participants

Our system is built on an existing group blind signature scheme [23] and
involves four parties, viz.,

1. Customers (C) - register with banks, withdraw ecash from banks, pay
ecash to online shops, and get “change” from shops.

2. Shops (S) - register with banks, receive ecash from customers, make
“change” to customers, and deposit ecash in banks.
3. Banks (B) - issue ecash to customers and deposit ecash for shops.

In order to introduce our scheme’s ability to give change, unlike the au-
thors of [23] and [26], we require a fourth party:

4. Payment Certificate Authority (PC'A) - issues one-time payment cer-
tificates to customers.
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We assume that all bank branches form a few bank groups, each of which
has a group manager (GM). Each shop is required to join a bank group by
opening a bank account. The group manager of a bank group is in charge of
issuing membership keys to bank branches and shop members. In addition,
each customer is required to open a bank account with a bank group.

In the following description, we consider one bank group only where our
ecash system is illustrated in Figure 1. We can easily extend our system to
multiple bank groups.

3.2. Ecash Denominations

As with real money, our ecash scheme has a number of denominations.
For example, US currency exists in 12 denominations: $0.01, $0.05, $0.10,
$0.25, $0.50, $1, $2, $5, $10, $20, $50, and $100. We assume there exist a
fixed total of m different denominations for ecash in our scheme. For each
denomination, we assume that each GM has a public and private key pair by
which membership keys for group members are extracted. Therefore, each
group member, whether a bank branch or a shop, has m membership keys
for the m different denominations of ecash. ecash with any value other than
one of these m denominations can usually be represented by a sum of the m
elementary electronic cash denominations.

3.8. Protocols

In general, any ecash system involves three basic protocols - withdrawal,
payment and deposit (eg. [9]). Since the ability for a shop to give
change to a customer will be introduced into our system, we re-
quire three additional protocols

- membership key extract
- payment certificate issuing
- giving change.

Finally, we add a revocation protocol which revokes the public keys of anyone
detected as spending an ecash twice. A brief description of the entire set of
seven protocols needed is as follows; the starred ones (numbers 1, 2, 5 and
7) are new and specifically designed for our scheme.
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*1

*2

Membership Key Extract Protocol: A new member of a bank group (ei-
ther a bank branch or a shop) interacts with the group manager (GM),
which extracts secret m membership keys from the public key of the
new member. Each membership key corresponds to one denomination
of ecash. All these keys are sent to the new member through a secure
channel and are unknown to other group members. The procedure for
membership application is illustrated in Figure 1.

Membership Application Request @
or

m Membership Keys (Secure Channel)

Figure 1: Membership Application

Payment Certificate Issuing Protocol: To spend ecash, a customer (C'),
interacting with the Payment Certificate Authority (PCA), has his
identification (embedded by both C' and PC'A) and one-time payment
public key blindly signed by the PCA. In this way, C' can obtain
multiple one-time payment certificates (OT PC') from the PC' A, but the
PC A knows nothing of these certificates. The procedure for payment
certificate issuing is illustrated in Figure 2.

Payment Certificate Request (Cid)
PCA One-Time Payment Certificate (OTPC)

Figure 2: Payment Certificate Issuing

Withdrawal Protocol: To withdraw an ecash with a fixed denomination,
a customer C', interacting with a bank branch B where the customer
has a bank account, has his one-time payment certificate blindly signed
by the bank branch B with the membership key corresponding to the
denomination, on the basis of a group blind signature scheme. After the
group blind signature is sent to the customer, the same amount of cash
is deducted from the customer’s account. The ecash is composed of the
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5

name of the bank group, the one-time payment certificate issued by
the PC'A, the denomination of the ecash, and the bank branch’s group
blind signature on the certificate. The procedure for e-cash withdrawal
can be illustrated in Figure 3.

- Withdrawal Request (OTPC)
E-Cash ( Group Blind Signature on OTPC)

Figure 3: Withdrawal

Payment Protocol: To spend an ecash of a fixed denomination, a cus-
tomer C interacting with an online shop S from which the customer
is purchasing an electronic commodity, sends to S the ecash together
with his signature on the payment. The shop S accepts the payment
if (i) the one-time payment public key is certified by the PCA; (ii) the
group blind signature is produced by a member in a bank group; (iii)
the signature on the payment is produced by a customer who knows the
one-time payment secret key. The procedure for payment is illustrated

in Figure 4.
Payment Request (E-Cash/Signature)
Payment Confirmation

Figure 4: Payment

Change Protocol: To obtain change from an ecash with a fixed denom-
ination, a customer C, interacting with an online shop S, has his new
one-time payment certificate blindly signed by S, with the membership
key corresponding to the denomination, on the basis of a group blind
signature scheme. This protocol is the same as the withdrawal protocol
except that the bank branch is replaced by the shop and the customer
C' is anonymous now. The procedure for change issuing is illustrated
in Figure 5.
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Change Request (OTPC)
E-Change (Group Blind Signature on OTPC)

Figure 5: Change

6 Deposit Protocol: A shop S deposits a spent ecash paid by a customer
C through the group manager GM of the specified bank group. The
GM opens the identity of the signer of the group blind signature in
the ecash and forwards the ecash to the corresponding bank branch B
where the signer is either B itself or a shop S’ having an account with
B. The bank branch B checks the validity of the ecash as in the three
points of the payment protocol and then transfers the value of the ecash
to the shop S. In case the signer is a shop S’, the bank branch deducts
the same amount of cash from the account of the shop S’. (Figure 6)

Deposit Request (E-Cash/Signature)

Deposit Confirmation

Figure 6: Deposit

*7 Revocation Protocol: A bank group manager announces a list of re-
voked public keys of those group members who operate improperly.

3.4. Security Model
We define two of the main security features (unforgeability and customer
anonymity) of our ecash scheme by means of games as described below.

(1) Customer anonymity

We define customer anonymity of an ecash system by means of a game
between a challenger C and an adversary A, the latter who may be a bank,
a shop or even the Payment Certificate Authority (PCA), as follows.

1. After initialisation of the ecash scheme, the adversary is provided with
all public information, all public keys and all private keys of banks,
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shops and the Payment Certificate Authority (PCA). Note that we do
not consider unforgeability here.

2. The adversary A chooses two customers Cy and C to challenge.

3. Each customer C; (i = 0,1) played by the challenger C runs the pay-
ment certificate issuing protocol with the Payment Certificate Author-
ity (PCA) played by the adversary A. In the end, each customer
obtains a one-time payment certificate from the PCA.

4. Each customer C; (i = 0,1) played by the challenger C runs the with-
drawal protocol with a bank B played by the adversary A (or the change
protocol with a shop S played by the adversary A). In the end, both
customers obtain ecash with the same denomination from the bank (or
the shop).

5. The challenger C randomly selects a customer C}, where b = 0 or 1.
The customer C}, played by the challenger C runs the payment protocol
with a shop S played by the adversary A. In the end, the customer C,
spends the ecash in the shop S.

6. The challenger C provides the adversary A with all transcripts of the
customer Cj in the payment protocol (i.e., all communication data from
the customer Cj). The adversary A then outputs his guess b where
b € {0,1}. If ¥/ = b, the adversary A wins the game.

We define the advantage of the adversary A in breaking the customer
anonymity of the ecash system as the probability that the adversary A
guesses b correctly.

Definition 7. An ecash system has customer anonymity if the advantage of
any Probabilistic Polynomial Time (PPT) adversary is not more than 1/2
plus any non-negligible value.

Remark. Since the adversary .4 may be a bank or a shop, he is able to exam-
ine the payment of the customer Cj in the deposit protocol in order to guess b.

(2) Unforgeability

Next, we define unforgeability for our ecash scheme. The adversary may
be a customer, the PC'A, a bank branch or a shop. When a bank branch or
a shop is the adversary, we consider the case where the bank branch or the
shop forges an ecash in the name of another bank branch or another shop.

Definition 8. An ecash system has unforgeability if any Probabilistic Poly-
nomial Time (PPT) adversary, provided with ¢ ecash issued by a bank or
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a shop, where ¢ is the security parameter defined in Section 2, cannot pro-
duce a new ecash in the name of the bank or the shop with non-negligible
probability.

4. Our Protocols

In this section, we first describe our setting and then give the details of our
membership key extract, payment certificate issuing, withdrawal, payment,
change and deposit protocols.

4.1. Setup

Assume that there are m denominations for ecash; this will assist in
implementing our ‘giving change’ function. The trusted group manager of
a bank group chooses a security parameter k and computes the following
values:

1. m RSA public keys (IV, ¢;) and private keys d; (i = 1,2,--- ,m), where
the length of N is at least 2k bits. We require that N = pq where
p=2p+1,g=2¢ +1 and p,q,p/,q are all primes. In practice, one
should choose p and ¢ to be significantly longer than k bits in order to
ensure that factoring the modulus NNV is infeasible.

2. A cyclic group G =< G > of order N for which computing discrete
logarithms is hard. In particular, we choose G to be a cyclic subgroup
of Z} where P is a prime and N|P — 1. (See Subsection 2.1.)

3. An element g € Z3 where g has large multiplicative order modulo p
and q.

The public key of the bank group is GPK = {N,eq, e, ,en, G, 9,G}
while the secret key of the bank group is GSK = {dy,ds, - ,d,}.

In addition, the trusted Payment Certificate Authority (PC'A) chooses a
security parameter [ and computes the following values:

1. A cyclic group H =<h> of prime order n. One should choose n to
be significantly longer than [ bits in order to ensure that computing
discrete logarithms is infeasible.

2.y =A™, yo = h*? for randomly chosen x;, xo from Z7.
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The public key of the PCA is PCAPK = {H, h,y1, 42} while the secret
key of the PCA is PCASK = {x,25}.

We also assume the existence of a public-key infrastructure (PKI). The
Payment Certificate Authority (PCA), any group manager (GM), any bank
branch (B), any shop (S), and any customer (C) must be part of this PKI.
All members of the PKI have public and private keys associated with this
PKI, and know the public parameters of all parties.

4.2. Group Membership Key Extract Protocol

When a new member (either a bank branch B or a shop ) joins the bank
group, it executes the following steps:

1. Picks up a randomly chosen secret key x € Z%.

2. Computes y = g*(mod N).

3. Signs y with its secret key associated with the PKI. This forces the new
member to tie its identity with y.

To obtain a membership key, the new member sends y along with its
signature on y to the group manager and proves that it knows x (without ac-
tually revealing x) using the signature of knowledge of the discrete logarithm.
If the group manager is convinced that the new member knows x, he gives
the new member m membership keys vy, v, --- , v, for m denominations of
ecash, where

v; = (y 4+ 1)%(mod N).

We assume that there exists a secure channel between the new member
and the group manager during membership key extract.

4.8. Payment Certificate Issuing Protocol

To spend ecash, a customer C' is required to obtain a one-time payment
certificate from the PCA. Our payment certificate issuing protocol is devel-
oped based on Schoenmakers’ withdrawal protocol [26] and is described as
follows.

1. Using the identity ¢;4 (for instance, the bank account number) of C,
both PC'A and C' compute

W=y ys
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2. PC'A randomly chooses w from Z and then computes
a=h"

Then PC'A sends a to C.
3. C randomly chooses five integers ¢, ¢, to, pt, v from Z* and computes:

S1 = h/t (1>
S2 = Yy (2)
o = ah’h* (3)
d = pu+ H(s1,82,a)(mod n) (4)
where H is a secure hash function. Then C sends § to the PCA.
4. PCA computes
15} + d (mod n) (5)
pr— w —_—
CigT1 + X9
and sends ( to C.
5. C' computes
B = p+ V(mod n) (6)
and verifies
Sf/ _ a/hH(sl,SQ,a’) <7>

The one-time payment certificate is OT PC = {sq, s9, &/, '} where (sq, s9,
o/, B') satisfies Eq. (7) and the customer C keeps t, t1, to secret.

We assume that there exists a secure channel between C' and PC' A dur-
ing payment certificate issuing. Our payment certificate issuing protocol is
illustrated in Figure 7.

Remark. Each ecash is linked to a payment certificate of the customer.
In order to prevent anyone from tracing the customer, a payment certificate
should be used only once. This has the advantage that if a customer tries to
spend the same ecash twice, he will be identified (see Theorem 2). It has the
disadvantage that for each ecash withdrawn a new payment certificate must
be issued.
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4.4. Withdrawal Protocol

Our withdrawal protocol is based on the Ramzan group blind signature
scheme in Chapter 4 of [23], where a customer C' wants to obtain a group
blind signature of a bank branch g, which belongs to a bank group B, on
an ecash with a denomination A\. Assume that the customer C' has obtained
a one-time payment certificate OT PC = {s1, s9,a/, '} from the PCA, and
that the bank branch § has obtained its group membership key v, extracted
from its public key y = ¢g”(mod N) such that v{* = (y + 1). Our withdrawal
protocol runs as follows.

1. The bank branch £ randomly chooses r from Z3, and sets

g/ — gT
Z/ — g/y
Then, as in [23], 5 chooses 2 integers 11 1,712, ** ,T1.0,T2,1,T2,2," " s T2

»

from Z3%, sets
P, = g/grl’i(mod N)
g

P2 L g/r;);(mod N)
7Z -

for i = 1,2,--- ¢ (the security parameter defined in Subsection 2.1)
and sends Py 1, -, Py, Po1, -+, Py, G, Z' to the customer C.

2. The customer C randomly chooses two permutations 7y, w5 : {1,2,--- , ¢} —
{1,2,--- ¢} and, as in [23], sets

Qi = P

Q2 = Poryi)

For 1 <i < ¢, C randomly chooses 2({—i) integers ay ;,- -+ , 10, A2, "+ , A2y
and an integer w from Z3 and sets

g/l — g/w
Z/l — Z/w
_ Awg*Vi(mod N)
RLi — W,

wa?‘i (mod N)

RQ,i = W
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Then C' computes
Hy = (01,1701,2, T ,Cu)

= HZ(Sla 52, Z//7 g,/7 g, R1,17 ) Rl,é)

Hy, = (02,1702,27"' ,Cz,e)
== Hf(sla S92, ZHQ”) g//7 g, R2,17 ) R2,€)

where H,(-) = H(-)||H(-), and sends to

r / / /
Hy = (01,1’ Cro) 7" acl,e)
= (C1m(1), Clm(): " CLm(0)
r / / /
Hy, = (02,17 Cooy 702,5)
= (Com(1)s C2ma(2)s """ s C2ma(0))

. For 1 <i </, the bank branch 8 computes

. T14 if Cll,i =0
li; =

' r1; —x otherwise

o — T2 if Cl27i =0
27 794/va(mod N) otherwise
and sends ¢y, -+ ,t14,t21, - , T2 to C.

. The customer C' verifies that

{ Go™tmed N) i ¢ —

P ;= Z,gtl,i(mod N)

)

otherwise

b @R g =0
2 (Z’Q')tﬁ‘(mOd N otherwise

If verified, C' computes
S1i = tim @) T a1

S2,i = lomy(i) 02,
fori=1,2,--- /.
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Finally, C' obtains a group blind signature from the bank branch /5 on his
one-time payment certificate, that is,

ZH? g”7 {H17 81,17 81,27 Ty Sl,f}) {H27 82,17 82,27 Ty SQ,E}'

According to Definition 5, the (¢ + 1)-tuple (Hy,S11,S1.2, " ,S1¢) is a
signature of knowledge of a double discrete logarithm of Z” to the base G”
and g, on message (s, s2), denoted as

SKLOGLOG[z|Z" = G""](s1, 52)

According to Definition 6, (¢ + 1)-tuple (Ha, 21,822, - , S2¢) 1S a signa-
ture of knowledge of an e-th root of the discrete logarithm of Z”G” to the
base G” and g, on message (s, s2), denoted as

SKROOTLOG[|Z"G" = G"X (51, 55)

An ecash takes a form of the denomination A, the name of the bank group
B, one-time payment certificate OTPC = {s1, 59,0/, 5}, the group blind
Signature Q”, Z”, ‘/1 = {Hl, 51,1,51,2," 781,4}, ‘/2 = {HQ, 521,522, " ,Sgﬂg}.
To verify the ecash, one can compute

P1/7z' _ (g//(l_cl,i)zllcl,i)gslvi(mod N)

P — (Z//CQ,ig//)sgﬁ.(mod N)
2i = ’
for i =1,2,--- ,¢ and then check that

" " / /
Hl - Hﬂ(slas%z 7g 7g7P1,1?'” ) l,ﬁ)

Hy = HZ(SI’8272”g”7g”7g7p2/,17 S Q/e)

We assume that there exists a secure channel between the customer and
the bank, such as SSL. The withdrawal protocol is illustrated in Figure 8.

4.5. Payment Protocol

At this point, the customer C' can purchase an electronic commodity from
a shop S on the Internet by paying with an ecash. The electronic commodity
may be a subscription of an online service for certain period which can be
accessed online with an account name and a password. We assume that an
anonymity network (such as Tor [31] originally short for The Onion Router, a
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Figure 8: Withdrawal Protocol where € indicates a random choice.
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free software for enabling online anonymity), is available for the customer to
send his order and payment information to the shop and receive the electronic
commodity anonymously.

To purchase an electronic commodity from the shop S, the customer C
submits to S (1) order information (OI) including the description of the
product, the quantity and price of the product, the name of the shop, the
purchase date and one-time public key used to protect the electronic com-
modity in the case that the electronic commodity is composed of an ac-
count name and a password ... ; (2) payment information (PI) includ-
ing )\, B, OTPC = {81,82,0&’,6/}, g//,ZH, Vi = {H1751,1751,27' . ,Sljg},
Vo ={Hs, s21,522, -, Sa¢}; and (3) a signature of C' on OI and PI with his
secret keys t,11,ts, and which is generated as follows.

The customer C' computes

d = H(H(OI)|H(PI)) (10)
ro= Cg-d-t+t (11)
To = d't"’tQ (12)

where ¢;q is the identity of C. The signature (r1,75) is valid if

Yy = sies (13)

The shop S accepts the payment if (1) V; is a valid signature of the double
discrete logarithm, i.e., Vi = SK LOGLOG(z| 2" = G"9"](s1, 52);

(2) V4 is a valid signature of knowledge of the root of the discrete logarithm,
ie., Vo = SKROOTLOG[v,\|2"G" = g//viA](Sl,Sg); (3) Eq. (7) holds; and
(4) Eq. (13) holds.

The shop does not need the bank’s help with authorising the payment
from the customer as it can check the validity of the customer’s payment
directly by verifying the customer’s one-time payment certificate, the group
blind signature (issued by either a bank branch or a shop), and the cus-
tomer’s signature on the payment. If all are correct, the shop accepts the
payment and sends the electronic product encrypted by the one-time pub-
lic key specified in the order information to the customer via an anonymity
network.

In case the customer C' spends several ecash amounting to the price of
the commodity, C' and S need to run the payment protocol for each cash.

The payment protocol is illustrated in Figure 9.
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4.6. Change Protocol

We assume that only reputable shops, such as Safeway, Coles, Big W,
Target, can join a bank group and obtain group membership keys. To make
change of denomination A, the customer C' has his new one-time payment
certificate blindly signed by the shop with the secret key x and the group
membership key vy, in the same way as our withdrawal protocol, in which
the role of a bank branch is played by the shop.

If the change is composed of several ecash, C' and S need to run the
change protocol several times.

4.7. Deposit Protocol

Our ecash system is built on a group blind signature scheme and our de-
posit protocol corresponds to the open procedure in the group blind signature
scheme.

When a shop deposits an ecash A\, H(OI), PI ({s1,sq2,&/,0'}, B, 2", G",
{H1, 511,812, ,S1e}, {H2, 821,822, -+ ,S2,0}) and (71, r2) in the bank group
specified in the payment information, the bank group manager (GM) searches
for y such that

Z/l — g//y ( 14)

from the database. In this way, GM can reveal the identity of the signer
of the group blind signature in the ecash. Based on the denomination, GM
transfers the same amount of cash from the signer (either a bank branch or
a shop) to the shop’s account.

Double Spending Identification. In case two ecash with the same PI, i.e.,
{51,8270/,5/}, B, zZ".G", {H1731,1,31,2, T 781,5}7 {H2,82,1,82,2, HR) 52,2} are
deposited, double spending is detected as follows.

Assume that the rest of the two ecash details are H(OI), PI, (ry,72) and
H(OI'), PI, (r},1}), respectively; we have

o= CGg-di-t+t
ro = di-t+ts
= Ca-dy-t+t
Ty = dy-t+ts

where dy = H(H(OI)|H(PI)) and dy = H(H(OI')|H(PI)).
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From the above equations, we can infer

r—r; = ¢q-(d—dg) -t (15)
ro—ry = (di—dy)-t (16)

Since H is a secure hash function, it is computationally infeasible for the
customer to construct two messages with the same hash value. Therefore,
it is reasonable to assume d; # ds. Thus the bank group manager GM can
obtain the identity of the double spender by computing

Cid = ; (17)

GM asks the bank branch where the customer has an account to deduct
the double spent cash from his account and transfer it into the account of
the shop which deposited the ecash.

4.8. Revocation Protocol

To revoke a bank branch or a shop with a public key y, the bank group
manager includes y in the list of revoked public keys and announces the list
to the public. As in our deposit protocol, one can identify a revoked ecash
by checking Eq. (14) given an ecash.

4.9. An Ezxample

We illustrate the scheme described in Section 4 by means of an example.
Our setup has 4 ecash denominations: $1, $10, $50 and $100, each corre-
sponding to a public and private key pair. A customer wishes to withdraw
one ecash worth $100, and has obtained a payment certificate for it as in
Subsection 4.3 (Figure 7). Using this certificate, the customer interacts with
the bank to withdraw $100 as described in subsection 4.4 and illustrated
more briefly in Figure 8.

To purchase an electronic item costing $75 with her ecash, the customer
interacts with the shop as in Subsection 4.5, and as illustrated in Figure 9.
The shop invokes the change protocol of Subsection 4.6 to return $25 to the
customer (in this case, two ecash of value $10 and five of value $1), blindly
signed by the shop.

Later, the shop deposits the $100 ecash with the bank which checks to
see if it has been spent twice.
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5. Security Analysis

This section analyses the security of our ecash system according to Defi-
nitions 7 and 8 specified in Section 3.

Theorem 1. Assume that the Schoenmakers ecash system has customer
anonymity and the Ramzan group blind signature scheme also has blindness
(i.e., the signer is unable to view the messages he signs), and that there is
an anonymity network for sending ecash to shops and for receiving electronic
products. In this case, our ecash system has customer anonymity.

Proof. According to the Customer Anonymity game specified in Section
3, in Step 6, the adversary is provided with all transcripts from the cus-
tomer Cj, including (1) order information (OI) including the description of
the product, the quantity and price of the product, the name of the shop, the
purchase date and one-time public key; (2) a payment information (PI) in-
cluding A\ (the denomination), B (the bank group), OT PC = {s1, s9,, '}
(one-time payment certificate), G”, 2", Vi = {Hi,$11,512,  * , 514}, Vo =
{Hs, 521,522, -, 524} (the group blind signature of B on (sy, s2) with the
secret key corresponding to denomination \), and (3) (r1,72) (a signature of
C on OI and PI with his secret keys ¢, 1, t5).

As assumed in our security model in Section 3.4, the PC'A and the bank
(or the shop) are all controlled by the adversary. To guess b of part 6, the
adversary is able to examine each component of the transcripts from the
customer C}.

1. The OI does not contain any identification information of the customer.

2. The PC'A adversary cannot distinguish customers Cy and C; with
OTPC because the Schoenmakers withdrawal protocol by which we
construct our Payment Certificate Issuing protocol is blind. (Note that
if the Schoenmakers withdrawal protocol is not blind, the Schoenmak-
ers ecash system does not have customer anonymity.)

3. The shop (or bank) adversary cannot distinguish customers Cy and C4
with G”, 2", Vi = {H1, 511,512, ,S1,}, Vo = {Ha, 821,522, , 82,0}
because the Ramzan group blind signature scheme used in our with-
drawal protocol has blindness.

4. Given (r1,rs), (81, s2), the adversary cannot derive ¢ (the identity of the
customer Cj) from Eq. (10) - (13) because the Schoenmakers payment
protocol by which we construct our payment protocol has customer
anonymity.
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5. The shop adversary cannot distinguish Cy and C; by the source of the
customer Cj, such as the IP address of the customer Cj, because the
channel by which the shop receives the ecash from the customer ¢}, and
delivers the electronic commodity to the customer C} is an anonymous
network.

The above analysis shows that the adversary cannot guess b correctly with
a probability of more than 1/2 plus a non-negligible value. Based on Defini-
tion 7, we conclude that our ecash system has anonymity and unlinkability.

A

Theorem 2. Assume that the Ramzan group blind signature scheme has
unforgeability; then our ecash system has unforgeability.

Proof. The ecash takes the form of A\, B, OTPC = {s1,s2,¢/,0'}, G", 2",
Vi= {Hh 51,15 51,2, " *° 751,£}7 Vo= {H2, 521,522, *° 752,4}-

As assumed in our security model, the PC' A is controlled by the adversary.
Therefore, the adversary can construct any one-time payment certificate.
Each ecash contains a signature of the bank branch (or the shop), that is,
g”,Z”, Vi = {Hh 51,1, 51,25 " *° >S1,£}, Vo = {Hz, 521,522, " 732,4}-

If the adversary can produce a new ecash, he is able to forge a new
signature of the bank branch (or the shop) which contradicts the assumption
that the Ramzan group blind signature scheme has unforgeability. Therefore,
Theorem 2 holds. A

Our next three theorems provide proofs of double spending detection
(Theorem 3) and unlinkability (Theorems 4 and 5).

Theorem 3. Assume that the Schoenmakers ecash system satisfies “once
concealed, twice revealed”, and the Ramzan group satisfies Blindness of Sig-
nature, then our ecash detects double spending.

Proof. Based on Theorem 1 and our assumptions, we know that our ecash
system has customer anonymity.

Our ecash system identifies the double spender in the same way as the
Schoenmakers ecash system. Based on the double spending identification
described in Section 4.7, it can be seen that our ecash system can identify
the double spender by computing ¢ = (r; — r})/(re — ry) and thus satisfies
“twice revealed”. A

To further overcome double-spending, we can apply smart card techniques
for the control of the customer’s secret keys t,t1,to as in [14]. In this appli-
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cation, the bank issues a smart card, like a credit card, to the customer. The
smart card generates secret keys ¢, ¢, t5 for the customer during the payment
certificate issuing. The secret keys are unaccessible to the customer. During
the payment, the smart card ensures the secret keys are used to generate a
signature only once.

In order to spend an ecash twice, the customer has to first compromise the
smart card to obtain the secret keys t,t;,ts. This attack is very expensive.

Theorem 4. Assume that the Schoenmakers ecash system has customer
anonymity, the Ramzan group satisfies Blindness of Signature, and that there
is an anonymity network for sending ecash to shops and for receiving elec-
tronic products. Then our ecash system satisfies unlinkability.

Proof. Given two ecash spent by the same customer, an adversary, who may
be the PCA, the bank or the shop, has three ways to link two ecash spent
by the same customer.

1. The adversary links the two ecash according to their payment certifi-
cates. In our ecash system, each payment certificate is used by a cus-
tomer only once. The adversary first has to identify the customer from
the payment certificates and then link the two ecash. Our payment
certificate issuing protocol is built on the Schoenmakers withdrawal
protocol, which is blind if the Schoenmakers ecash system provides
customer anonymity. Therefore, this link attack can be prevented.

2. The adversary links the two ecash according to their signatures. Be-
cause the Ramzan signature is blind, this link attack can be prevented.

3. The adversary traces the source of the customer who sends the ecash,
such as the IP address of the customer. If two ecash come from the
same source, they are most likely spent by the same customer. Because
the customer sends the ecash to the shop(s) over an anonymity network,
this link attack can be prevented. A

Theorem 5. Assume that the Ramzan signature satisfies Blindness of Sig-
nature, then determining if two different ecash were issued by the same group
member (either a bank branch or a shop) is infeasible for everyone except for
the bank group manager.

Based on the properties of group blind signature, Theorem 5 can be
proved with ease.
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In [23], Ramzan presents an application of the blind signature idea to
digital cash. There are three stages: withdrawal, spending and deposit,
and when the shop deposits Alice’s ecash at the bank, the bank is able to
determine that it has not already been spent. By using blind signing, Alice
remains anonymous both to the bank and the shop. As in our scheme, only
the Central Bank is able to tell which bank branch issued the ecash. However,
the shop is unable to provide change to Alice in the Ramzan scheme and so
her ecash must be for the exact amount of the transaction. The distinguishing
feature of the Ramzan scheme is argued to be its scaleability — shops and
bank branches can join the Bank Group at any time. The scheme has a
major flaw however — the shop must be online with the bank to verify the
ecash before sending the sale item to Alice. The scheme we have developed
in this paper uses the principal features of blind signature of the Ranzam
scheme, and retains its scaleability, but in addition, it is able to function in
an offline setting (the shop can issue goods before checking with the bank
for double-spending) as well as adding the feature of providing change for an
ecash larger than required.

Table 1 specifies the main similarities and differences between our scheme
and that of Ramzan [23].

Table 1. A comparison of our scheme with the Ramzan scheme.

Feature Ramzan [23] | Our Proposal
Customer anonymity YES YES
to shop and bank

The issuing bank branch YES YES
is not identifiable

Double spending YES YES
is detected

Scaleable (shops and bank YES YES
branches can join any time)

Offline sales NO YES
Shop can give customer change | NO YES

6. Performance Analysis

We analyse the performance of our ecash system and compare it with
some existing ecash systems.

6.1. Changeability
Instead of giving change, some existing ecash systems [6], [11], [20], [21]
use divisible coins: coins that can be “divided” into pieces whose total value
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is equal to the value of the original coin. However, this “division” of the coin
needs to be done at the time the e-coin is constructed and not all possible
purchase price configurations can be anticipated or accommodated.

Our proposed ecash system offers a simple solution to this problem. If
the balance of the ecash provided by a customer is more than the price of
the commodity that the customer wants to purchase, the shop can simply
give the customer change. This change is a new ecash signed by the shop in
the same way as our withdrawal protocol. If the change contains multiple
denominations, the customer and the shop need to run the change protocol
several times.

This change now acts as the new ecash for the customer instead of the
old one. In addition, the change is certified with the group blind signature
of the shop and the shop cannot deny the change.

In the deposit protocol, the bank manager is able to determine the identity
of the shop which issued the change and then deduct the appropriate amount
from the shop’s account. If the shop issues change whose sum is more than
the balance available to the shop, the bank can detect the malicious action
and then execute effective measures against the malicious shop.

6.2. Computational Cost Comparison

As a measure of the practicality of our ecash system, we compare the
computational cost of the customer in our system with four existing divis-
ible ecash schemes . We follow the method of measurement used by [17];
thus, we assume that H is the computational time of one hashing operation
(rather than a hash function), M is the computational time of one modular
multiplication in a 1024-bit modulus, F is the computational time of one
modular exponential operation in a 1024-bit modulus. Again following [17],
we assume that F ~ 240M and H ~ 2/5M. We do not include any measure
of modular addition. The cost of inverting an element was calculated as for
an exponentiation.

Table 2 shows the features of selected schemes and computes the cost of
the three basic protocols needed in an ecash scheme: withdrawal, payment
and deposit.

The authors of [11] suggest that a coin of value $1000 would be sufficient
for a person for several days, so we use the power of 2 counterpart $2'° as
a benchmark to compare each of the papers in Table 2. In each case, the
variable k is the logarithm base 2 of the size of the coin.
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Table 2. Comparison of several ecash schemes

Eng and Okamoto Canard and Tewari and Our
Properties Okamoto [21]1995 Gouget Hughes Proposal
[11]1994 [6] 2010 [30] 2016
Unforgeability Yes Yes Yes Yes Yes
Customer Yes Yes Yes Yes Yes
Anonymity
Detects Yes Yes Yes Yes Yes
double
spending
Unlinkability Yes Yes Yes Yes Yes
Operates Yes Yes Yes No Yes
off-line
Allows the No No No Yes Yes
giving of
change
Computational | 19E + 15M | (4 +2k)E+ 2F(k +4)240M | (2H +2E + M)2F~1 [ 0(k)E
cost to the +(k+1DH | 2M+ oktlg +2 = D2 g ~ 240kM
users of ~ 4575 M (3+2k)H ~ +2F M ~ 482 % 2100 ~ 15,360M
withdrawal, +kH (963 + 481k)M | ~7,373,211M | +32M (k =64
payment ~ 5394M ~ 494, 327TM (using k ~ 2'1) | ~ 493,600 if a 64-bit
and deposit (using (using average (where k ~ 210 hash is used)
k211 k ~ 210) is used as an
average)

The first three columns of Table 2 present schemes which have a divisi-
bility feature. All three of these schemes depend on tree structures and this
makes them costly.

In both [11] and [21] the nodes of a binary tree are used in the spending
protocol. With root node worth 2'°) the entire tree has (2! — 1) = 2048
nodes. In a worst case scenario, all of these nodes can be used. However,
Okamoto states in [21] (page 446) that the average number of nodes used in
this paper would be about half that. This reduces the computational cost
of the payment protocol of this paper below that of [11], but as is shown in
Table 2, the overall computational cost is much greater than that in [11]. The
paper [6] again uses a binary tree in which the maximum height is referred to
as L. In our evaluation we refer to L as k and set it at approximately 2! for
a fair comparison. The total computational cost is the worst of all papers.

In [30], Tewari and Hughes use a linear block chain method rather than
a binary tree. A coin recipient needs to verify all transactions of previous
owners. If the coin is worth $2'°, then we will assume that the longest
chain of transactions is k¥ = 2'! (which can be set as a maximum length
before which the coin expires). The recipient of a coin must ensure that each
transaction indicated in the coin is valid. The recipient must also solve a
discrete logarithm problem modulo k, for which we have assumed /210 = 25
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multiplications, assuming an average chain length of 219

Our performance compares favourably with the schemes of the first four
columns. It is the only one that both gives change and operates off-line, and
it is much more computationally efficient than all the others except [11].

7. Conclusion

With the development of electronic technology, computer networks, and
modern cryptography, ecash is expected to replace paper money due to its
high efficiency and security.

Until now, two trends in the research area of ecash have been visible.
Starting with the introduction of payment schemes in the field of cryptogra-
phy by Chaum, Fiat and Naor, research contributions have tended either to
introduce new features into existing ecash paradigms or to address stronger
attack models.

Our paper presents a new ecash system with the ability to give change.
For instance, in the paper of Tewari and Hughes [30], the authors use the
blind signature protocol of Chaum [7] along with Bitcoin protocols [19] to pro-
duce a fully anonymous and transferable ecash system which authenticates
transactions and prevents double-spending. They claim that their major con-
tribution is a novel delegated signature scheme with distributed verification,
which enables secure anonymous transfer of coins from one user to another
without the need to contact a trusted third party. Like us, the authors as-
sume that the bank has a number of coin denominations for each of which it
provides a distinct signature key. Unlike our ability to transact off-line and
our dependence on the bank to establish after-the-fact, that a coin has been
double-spent, their double-spending and revealing of the double-spender is
done within the block chain system and so is technically an ‘on-line’ detec-
tion. At about the same time, the authors of [33] assisted the development
of stronger attack models by focusing on defining security and providing for-
mal proofs of security of desirable ecash features in the standard model for
their scheme, which includes use of dynamic group signatures. In order to
place the ecash system on a mathematical foundation, we introduce the def-
initions of digital signature, hash function, certificate and the concepts of
blind signature, group blind signature and blind certificate.

The proposed ecash system is composed of seven protocols: group mem-
bership key extract, payment certificate issue, ecash withdrawal, payment,
change, deposit and revocation. In the certificate issue protocol, a customer
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obtains a blind certificate from the certificate authority. With the certifi-
cate, the customer exchanges some paper cash into an electronic token at a
bank in the load protocol. When the customer purchases some commodity
from an on-line shop, he pays the ecash to the shop following the payment
protocol. An ecash is made using a combination of the blind certificate of
the customer, the electronic token and the signature of the customer on this
payment. If the amount of the electronic token is more than the price of the
commodity, the shop carries out the change protocol to give the customer
a new electronic token in “change”. At a suitable time, the shop deposits
the ecash paid by the customer at the specified bank on the basis of the de-
posit protocol. Finally, once any security leak relevant to a blind certificate
(e.g., the secret signing transformation of the customer has been exposed
or double-spending has been detected) appears, the revocation protocol can
revoke any ecash based on the blind certificate.

The proposed ecash system satisfies the property “once concealed, twice
revealed” and provides anonymity and unlinkability to customers. The secu-
rity of the proposed system is ensured by a series of theorems.

Considering future work, we note that in the case of an on-line ecash
system, a “change” to one payment can be given by a bank. This would
prevent a shop from knowing where a customer has shopped in the past.
However, the proposed off-line ecash cannot satisfy this property because the
change is offered by a shop instead of a bank. To overcome this weakness,
in future work, we will investigate the possibility of a shop making use of a
digital signature algorithm with one time pair of keys to anonymously issue
an electronic token as“change” for customers. Although this kind of “change”
no longer contains the identity of the shop, the bank can uniquely determine
the identity of any shop by its certificate and signature.

Our future work will thus try to apply the digital signature algorithm
with a one time pair of keys in the proposed ecash system and further opti-
mize it.
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