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Abstract. Profiled side-channel attacks feature a number of steps one
needs to take. One significant step, importance of which is sometimes
ignored, is selection of the points of interest (features) within side-channel
measurement traces. A large majority of the related works on profiling
in side-channel analysis starts with an assumption that the features are
somehow selected and distinct attack methods are compared in order to
find the best approach for the key recovery.
Contrary to this, in this work we concentrate on the feature selection
step and show that if an optimal selection is done, most of the attack
techniques perform well i.e., result in the key recovery. Consequently, in
this paper, we investigate in details how more advanced feature selection
techniques stemming from the machine learning domain can be used to
improve the attack efficiency. To this end, we look into relevant aspects
and we provide a systematic evaluation of machine learning methods of
interest.
Our results show that the so-called Hybrid feature selection methods perform with the best classification accuracy over a wide range of test scenarios and number of features selected. The experiments are performed on
several real-world data sets containing software and hardware implementations of AES, and even including the random delay countermeasure. We
emphasize the L1 regularization technique, which consistently performed
well and in many cases resulted in significantly higher accuracy than the
second best technique. Further on, we consider even Principal Component Analysis (PCA) as a typical dimensionality reduction method and
show that feature selection combined with the ML classification remains
the method of choice (when confronted with PCA).

1

Introduction

Profiled side-channel attacks (SCAs) have received a lot of attention in the last
years due to the fact that this type of attacks defines the worst case security
assumptions. Besides the more traditional choice of template attack, a number of
machine learning (ML) techniques have been investigated in this context [1–4].
The common knowledge from those results suggests that profiled side-channel
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analysis can be extremely powerful for key recovery, with machine learning being
a highly viable choice.
Contrary, feature selection, and in particular the usage of ML based techniques, did not receive a significant attention. Early works on template attacks
introduced SOST/SOSD [5] as feature selection methods and consequently most
of the follow-up works assume that this step has somehow been performed in
a satisfactory, if not optimal manner. A common strategy often also suggests
using Pearson correlation for this purpose e.g., [1, 2, 6].
There are a number of papers considering profiled SCA, where the number
of features is fixed and the analysis is conducted by considering only the changes
in the number of traces or by selecting a more powerful classifier, see e.g., [7–9].
In this work, we take those observations one step further. We show not only that
feature selection is a crucial step in profiling attacks but we also shed some light
on how to use it for the following goals:
– training a model faster,
– reducing the complexity of a model,
– improving the accuracy of a model (when suitable features are selected),
– reducing overfitting,
– “correcting” the covariance matrix in template attack when the number of
features is too large with respect to the number of traces.
It is somewhat surprising that the SCA community (until now) did not take
a closer look into the feature selection part of the classification process. Similar to the powerful classification methods coming from the ML domain, there
are also other feature selection techniques one could utilize. To the best of our
knowledge, there exists merely one work that is focusing on the feature selection for profiled SCA [10] but it does not consider machine learning techniques
and it compares only methods known for side-channel analysis either as feature
selection techniques or distinguishers.
Note that, in leakage detection (see e.g., [11]), one is identifying data-dependent
but not necessarily model-agnostic leakage information. Consequently, detecting
features (points in the trace) is somehow a task orthogonal to leakage detection as leakage detection (according to e.g., TVLA) may not necessarily lead
to a successful key recovery. However, one approach could be as follows: first
use leakage detection to identify possible leakages in the trace, then analyze the
corresponding operation, in particular, determine if the model is key sensitive,
and finally use feature selection in combination with the underlying model for a
profiled distinguisher. In this paper, we purely concentrate on feature selection
techniques.
More precisely, we investigate how the efficiency of SCA distinguishers can increase due to feature selection techniques. When discussing features (also known
as points of interest, points in time, variables, attributes), we can distinguish
among relevant, irrelevant, and redundant features. A meaningful separation of
those is very important in optimizing the attack strategy.
The ultimate aim of this paper is to discuss and identify techniques that
will enable us to find subsets of features consisting of relevant features only. For
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this, we employ a number of feature selection techniques ranging from “simple”
ones like the Pearson correlation, which is de-facto standard in the side-channel
community, to more complex approaches such as various Wrapper and Hybrid
methods used in the ML domain. To the best of our knowledge, such advanced
techniques have never been used in the context of SCA before. We summarize
our contributions in more detail below.

1.1

Our contributions

Our main contributions are as follows:
1. We introduce a novel approach of using ML techniques for the important
problem of feature selection in SCA.
2. We demonstrate the potential of Wrapper and Hybrid methods in SCA as
they perform the best for feature selection on the examined datasets.
3. We show how to overcome some previously identified shortcomings of template attacks by the ML techniques, which not just solves the problems but
improves upon the accuracy of templates as well.
4. Our methods also turn out to lead to the dimensionality reduction when
supported with a “proper” designation of a feature selection subset. This
suggests that selected classifiers can be also viable competitors for PCA-like
techniques for dimensionality reduction.
5. All our results are verified on the real-world data sets i.e., two AES implementations from the DPA contest (software and hardware) and one AES
implementation on an 8-bit microcontroller with random delays as a countermeasure.

1.2

Previous work

Ever since the seminal work of Chari et al. introducing template attacks [12],
efforts were put into optimizing those and enlarging their scope. The observation
on the profiling, i.e., training phase in template attacks, has naturally led to
machine learning techniques and their potential impact on the key recovery
phase.
With that respect, a number of ML techniques have been investigated, see
e.g., [1–3]. The results suggested the unquestionable potential of ML for templates and as such were stimulating for further research. However, the limitations
of this approach stayed unveiled and a full potential remained unclear. The work
of Lerman et al. [13] in particular compared template attacks and machine learning on dimensionality reduction. They conclude that template attacks are the
method of choice as long as a limited number of features can be identified in
leakage traces containing most of relevant information. Accordingly, an increase
in the number of points of interest favors ML methods. Our results show that
the answer is not so simple, i.e., it depends on several factors such as number of
features, classifier, implementation etc.
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To the feature selection problem, there were very few attempts and works
devoted, as some simple techniques were considered satisfactory enough. For example, early works that introduced SOST/SOSD [5] as feature selection methods and consequently the majority of follow-up papers skipped this step completely. One strategy also suggested using Pearson correlation for this purpose
e.g., [1, 2, 6], which is an obvious solution but does not answer the following
question: can we do better?
Some authors noticed the importance of finding adequate time points in other
scenarios. Reparaz et al. [14] introduced a novel technique to identify such tuples
of time samples before key recovery for multivariate DPA attacks. A typical use
case that the attacker is confronted with in this case is a masked implementation,
requiring higher-order attacks (and hence multiple features corresponding to the
right time moments e.g. when mask is generated and manipulated).
Zheng et al. looked into this specific feature selection question but left ML
techniques aside [10]. Picek et al. considered a number of machine learning techniques for profiling attacks and investigated the influence of the number of features in the process by applying Information Gain feature selection [15]. Thus,
our work is the first one to address feature selection problematics from the ML
perspective in details. Finally, we also question the previous results on dimensionality reduction as our comparison of ML feature selection and PCA (which
is feature extraction) favors the former.
This paper is organized as follows. In Sect. 2, we introduce our notation
and we also describe the datasets used in experiments. Sect. 3 reminds a reader
on template attacks and reviews machine learning algorithms of interest for
profiling. Sect. 4 explains feature selection techniques that are used in the rest
of the paper. Sect. 5 presents our results and gives a discussion on the relevance
of our findings. Sect. 6 points to several directions for possible future work and
concludes the paper.

2
2.1

Background
Our notation

Calligraphic letters (e.g., X ) denote sets, capital letters (e.g., X) denote random
variables taking values in these sets, and the corresponding lowercase letters
(e.g., x) denote their realizations. Let k ∗ be the fixed secret cryptographic key
(byte) and the random variable T the plaintext or ciphertext of the cryptographic
algorithm which is uniformly chosen. The measured leakage is denoted as X and
we are particularly interested in multivariate leakage X = X1 , . . . , XD , where
D is the number of time samples or features (attributes) in machine learning
terminology.
Considering a powerful attacker who has a device with knowledge about the
secret key implemented, a set of N profiling traces X 1 , . . . , X N is used in order
to estimate the leakage model beforehand. Note that this set is multi-dimensional
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(i.e., it has dimension D × N ). In the attack phase, the attacker then measures
additional traces X 1 , . . . , X Q from the device under attack in order to break
the unknown secret key k ∗ .
2.2

Datasets

In our experiments, we use three data sets as outlined below.
DPAcontest v2 [16] DPAcontest v2 provides measurements of an AES hardware implementation. Previous works showed that the most suitable leakage
model (when attacking the last round of an unprotected hardware implementation) is the register writing in the last round, i.e.,
Y (k ∗ ) = Sbox−1 [Cb1 ⊕ k ∗ ] ⊕
{z
}
|
previous register value

Cb2
|{z}

,

(1)

ciphertext byte

where Cb1 and Cb2 are two ciphertext bytes, and the relation between b1 and
b2 is given through the inverse ShiftRows operation of AES. In particular, we
choose b1 = 12 resulting in b2 = 8 as it is one of the easiest bytes to attack6 .
In Eq. (1), Y (k ∗ ) consists of 256 values, as an additional model we applied the
HW on this value resulting in 9 classes. These measurements are relatively noisy
and the resulting model-based SNR (signal-to-noise ratio), i.e., var(signal)
var(noise) =
var(y(t,k∗ ))
var(x−y(t,k∗ )) ,

with a maximum value of 0.0096. We conduct our experiments by
starting with the whole AES trace consisting of 3 253 features.
DPAcontest v4 [17] The 4th version provides measurements of a masked
AES software implementation. As the mask is known, one can easily turn it into
an unprotected scenario. As it is a software implementation, the most leaking
operation is not the register writing but the processing of the S-box operation
and we attack the first round. Accordingly, the leakage model changes to
Y (k ∗ ) = Sbox[Pb1 ⊕ k ∗ ] ⊕

M
|{z}

,

(2)

known mask

where Pb1 is a plaintext byte and we choose b1 = 1. Compared to the measurements from version 2, the SNR is much higher with a maximum value of 5.8577.
For our experiments, we start with a preselected window of 4 000 features from
the original trace (we preselect all features around the S-box operation).
Random Delay Countermeasure [18] As our third use case, we use an actual
protected implementation to prove the potential of our approach. Our target is
a software implementation of AES on an 8-bit Atmel AVR microcontroller with
6

see e.g., in the hall of fame on [16]
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implemented random delay countermeasure as described by Coron and Kyzhvatov in [18]. We mounted our attacks in the Hamming weight power consumption
model against the first AES key byte, targeting the first S-box operation. The
data set consists of 50 000 traces of 3 500 features each. For this dataset, the
SNR has a maximum value of 0.0556.

3

Profiled Attacks

In this section, we introduce the methods we use in the classification tasks. Note
that we opted to work with only a small set of techniques, since we aim to explore how to find the best possible subset of features, while the classification
task should be considered as just a means of comparison among feature selection methods. Consequently, we try to be as “method-agnostic” as possible and
we note that for each set of features, one could probably find a classification
algorithm performing slightly better.
3.1

Naive Bayes

The Naive Bayes classifier is a method based on the Bayesian rule, which works
under a simplifying assumption that the predictor features (measurements) are
mutually independent among the D features, given the class value Y . Existence of
highly-correlated features in a dataset can thus influence the learning process and
reduce the number of successful predictions. Additionally, Naive Bayes assumes
s normal distribution for predictor features. A Naive Bayes classifier outputs
posterior probabilities as a result of the classification procedure [19].
The space complexity
for Naive Bayes algorithm for both training and testing

phase is O |Y|Dv , where |Y| is the number of classes, D is the number of
features, and v is the average number of
 values for a feature. The time complexity
for the training phase equals O N D and for the testing phase it is equal to
O |Y|D , with N being the number of training examples.
3.2

Support Vector Machines

Support Vector Machine (SVM) is a kernel based machine learning family of
methods that are used to accurately classify both linearly separable and linearly
inseparable data [20]. The SVM algorithm is parametric and deterministic. The
basic idea when the data are not linearly separable is to transform them to
a higher dimensional space by using a transformation kernel function. In this
new space, the samples can usually be classified with a higher accuracy. For
classification purposes, we use radial-based SVM, where the most significant
parameters are the cost of the margin C and the radial kernel parameter γ. A
low C makes the decision surface smooth, while a high C aims at classifying all
training examples correctly. The parameter γ defines how much influence a single
training example has where the larger γ is, the closer other examples must
 be
to be affected. The time complexity for SVM with radial kernel is O DN 3 and
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the space complexity is O DN 2 . For feature selection purposes, we use linear
SVM as Wrapper method, because theevaluation is significantly faster (in time
and space complexity range of O DN ) than radial-based SVM. We note that
utilizing a linear kernel is an efficient choice when the number of dimensions is
high (as in our case) or when we can assume there is a linear separation between
data.
3.3

Template Attack

Similar to the Naive Bayes classifier, the template attack relies on the Bayes theorem but considers the features as dependent. In the state-of-the art, template
attack relies mostly on a normal distribution. Accordingly, template attack assumes that each P (X = x|Y = y) follows a (multivariate) Gaussian distribution
that is parameterized by its mean and covariance matrix for each class Y . The
authors of [21] propose to use only one pooled covariance matrix averaged over all
classes Y to cope with statistical difficulties and thus a lower efficiency. Besides
the standard approach, we additionally use this version ofthe template attack in
2
our experiments.
 The time complexity for TA is O N D in the training phase

2
and O |Y|D in the testing phase, while the space complexity is O |Y|D2 v .

4

Feature Selection Techniques

When considering how to select the most important features, i.e., when dealing with the feature subset selection problem, an algorithm must find a way of
selecting some subset of features, while ignoring the rest of them. Such an algorithm can be classified into three broad classes of feature selection techniques:
Filter methods, Wrapper methods, and Hybrid methods [22]. Note that, the first
three presented Filter methods have been used as feature selection techniques
for side-channel analysis in previous works, whereas the remaining methods to
our best knowledge, have never been studied to find features in traces.
4.1

Filter Selection Methods

The selection of features with Filter methods is independent of the classifier
method. Features are selected on the basis of their scores obtained after running
various types of statistical tests. We give a depiction of Filter methods principle
in Figure 1, with methods and numbers pertaining to our work.
Pearson Correlation Coefficient Pearson correlation coefficient measures
linear dependence between two variables, x and y, in the range [−1, 1], where 1 is
total positive linear correlation, 0 is no linear correlation, and −1 is total negative
linear correlation. Pearson correlation for a sample of the entire population is
defined by [23]:
PN
((xi − x̄)(yi − ȳ))
qP
.
(3)
P earson(x, y) = qP i=1
N
N
2
2
(x
−
x̄)
(y
−
ȳ)
i=1 i
i=1 i
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Fig. 1: Filter methods

It should be mentioned that Pearson correlation was calculated in our case for
the target class variables HW and intermediate value, which consists of categorical values that are interpreted as numerical values. The features are ranked in
descending order of Pearson correlation coefficient.
SOSD In [5], the authors proposed as a selection method the sum of squared
differences, simply as:
SOSD(x, y) =

X

(x̄yi − x̄yj )2 ,

(4)

i,j>i

where x̄yi is the mean of the traces where the model equals yi . Because of the
square, SOSD is always positive. Another advantage of using the square is to
enlarge big differences.
SOST SOST is the normalized version of SOSD [5] and is thus equivalent by
the pairwise student T-test:
s
SOST (x, y) =

X

(x̄yi − x̄yj )/

i,j>i

σy2
σy2i
+ j
nyi
nyj

!2
(5)

with nyi and nyj being the number of traces where the model equals to yi and
yj , respectively.
Symmetric Uncertainty Symmetric Uncertainty (SU) ranks the quality of a
feature using the expression [24]:
SU (X, Y ) = 2

H(X) − H(X|Y )
,
H(X) + H(Y )

(6)

where H(X) is the entropy of the feature, and H(X|Y ) is the conditional entropy of the feature knowing the values of the class attribute (model) [25]. We
estimated the entropies in Eq. (6) using histograms.
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4.2

Wrapper Selection Methods

In Wrapper methods [26], there is a feature selection algorithm implemented as
a wrapper around a classifier. The feature selection algorithm conducts a search
for a good subset by using the classifier algorithm as a part of the function
evaluating feature subsets, as depicted in Figure 2. Note that in the Wrapper
techniques, the classifier algorithm is considered as a black box. The classifier
is run on the dataset with different sets of features removed from the data. The
subset of features with the highest evaluation is chosen as the final set on which
to run the classifier [27].

Fig. 2: Wrapper methods

More precisely, we use “best-first” forward direction search method to find
feature subsets. This strategy uses greedy hill climbing with backtracking capabilities, starting from an empty feature subset and inspecting how the addition
of a feature to the set influences the output of the classifier. The feature that
increases the accuracy the most is kept in the selected set. When backtracking to
a smaller set and examining all such paths through the feature set does not lead
to better results, the search ends. The search may backtrack to at most k earlier
branching decisions, which is a parameter of the search. Although the overall
worst case time and space complexity of the search is exponential
 in the number
of branching decisions k given a set of features D, i.e., O Dk , the complexity
is reduced by keeping k small.
For our experiments, we use two different classifiers in combination with
wrapper selection techniques. First, the Naive Bayes classifier as explained in
Section 3.1 [28, 29] and, second, SVM with a linear kernel. The details on SVM
are given in Section 3.2. Note that, since wrapper methods check a number
of different subsets, the feature selection process is often treated as a highdimensional problem.
4.3

Hybrid Selection Methods

Hybrid methods combine Filter and Wrapper techniques. First, a filter method
is used in order to reduce the feature space dimension space. Then, a wrapper method is utilized to find the best candidate subset. Hybrid methods usually achieve high accuracy that is characteristic to wrappers and high efficiency
characteristic to filters. We depict a diagram for Hybrid methods as used in this
paper in Figure 3.
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Fig. 3: Hybrid methods

L1-based Feature Selection In general, regularization encompasses methods
that add a penalty term to the model, which then in turn reduces the overfitting
and improves generalizations. L1 regularization works by adding a regularization
term α · R(θ), where θ represents the parameters of the model that is used to
penalize large weights/parameters. For an D-dimensional input (i.e., the number
PD
of features equal to D), R(θ) is equal to i=1 |θi |. In the regularization term, α
controls the trade-off between fitting the data and having small parameters. By
adding a penalty for each non-zero coefficient, the expression forces weak features
to have zero as coefficients, where a zero value means that the feature is omitted
from the set. The usage of L1 regularization as a tool for feature selection is well
known, for example the linear least-squares regression with L1 regularization
(Lasso) algorithm [30]. There can be certain effects with L1 regularization when
used for feature selection: most notably, out of a group of highly correlated
features, L1 regularization will tend to select an individual feature [31]. In all
our experiments, we use linear SVM with L1 for hybrid feature selection.
Stability Selection Stability selection is a method based on subsampling
in combination with some classification algorithm (that can work with highdimensional data) [32]. The key concept of stability selection is the stability
paths, which is the probability for each feature to be selected when randomly
resampling from the data. In other words, a subsample of the data is fitted to
the L1 regularization model, where the penalty of a random subset of coefficients
has been scaled. By repeating this procedure n times, the method will assign
high scores to the features that are repeatedly selected.
We use multinomial logistic regression for this task and we set the number of
randomized models to 5. Multinomial logistic regression uses a linear predictor
function f (k, i) to predict the probability that observation i has the outcome
k, of the form f (k, i) = β0,k + β1,k x1,i + . . . + βM,k xM,i where βM,k xM,i is a
regression coefficient of the mth variable and the kth outcome. The β coefficients
are estimated using the maximum likelihood estimation, which requires finding
a set of parameters for which the probability of the observed data is the greatest.

5

Experimental Evaluation

In our experiments, we are interested in supervised (profiled) problems that
have a large number of features D but where could exist a small subset D0
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of features that is sufficient to learn the mapping from the features X to the
classes Y . Since our datasets have a very large number of features, we divide
our experiments into two phases. The first phase concentrates on reducing the
number of features to the smaller subsets of sizes [10, 25, 50, 75, 100] with the
Filter methods, i.e., using Pearson correlation, SOSD, SOST, and Symmetric
Uncertainty. Once we select the 100 most important features by utilizing those
methods, then we additionally use more computationally intensive techniques
(two based on the Wrapper techniques, and two based on Hybrid methods) to
find smaller subsets (see Section 4). Note that we use Symmetric Uncertainty as
the source from where to reduce features with the Wrapper and Hybrid methods.
Instead of the Symmetric Uncertainty, any other technique could have been
chosen; we opted to use it due to its stability and high performance over all
datasets and models.
From the initial datasets, we randomly select 15 000 traces for each one. We
divide them in 2:1 ratio where we take the bigger set as the training set (10 000
traces) and the smaller set for testing (5 000 traces). On the training set, we
conduct a 5-fold cross-validation and use the averaged results of individual folds
to select the best classifier parameters. Note that we report results from the
testing phase only where we present them as the accuracy (%) of the classifier,
where the accuracy is the number of correctly classified traces divided by the
total number of traces. Note that for the intermediate model, Naive Bayes is
used instead of radial based SVM as ML classifier, since radial based SVM is
computationally more complex to conduct (as we have 256 classes instead of 9)
and our focus lies on the feature selection techniques. All experiments are done
with MATLAB, Python, and Weka tools [33].
For SVM with radial kernel that is used for final classification purposes, we
conduct tuning of the margin C and the radial kernel parameter γ. For the C
parameter we explore values in range [0.01, 0.1, 1, 2, 5, 10, 20, 30, 40, 50, 60] and
for γ in
[0.01, 0.02, 0.05, 0.1, 0.2, 0.3, 0.4, 0.5, 0.6, 1.0] range. For the DPAcontest v4, we
select as the best parameter combination γ = 0.4 and C = 5. For DPAcontest
v2, we use γ = 0.05 and C = 2. For all investigated Wrapper methods, we allow
at most k = 5 earlier branching decisions.
When using the linear SVM as Wrapper, we tune the parameter C in the
range [0.01, 0.02, 0.05, 0.1, 0.5, 1, 5] and we select it to be equal to 1 for all datasets.
Finally, for the L1 regularization with the linear SVM, we again tune the parameter C in the range [0.01, 0.02, 0.05, 0.1, 0.5, 1, 5] and we select the parameter
C to be equal to 0.01.
Once the best feature subsets are selected, we run three profiled attacks for
each feature selection technique in order to evaluate its efficiency. We use multiple
profiled attacks in order to avoid potential effects that a certain feature selection
technique could have on a specific attack. To verify this, we check whether the
results for any attack significantly deviate from the other results. We emphasize
that the goal here is not to compare the efficiency of attacks and consequently,
we do not give such an analysis. Finally, we note that for the Wrapper and
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Fig. 4: SOST and Symmetric Uncertainty results for DPAcontest v4, HW model

Hybrid methods, selecting the exact number of features can be difficult (since
the methods can simply discard multiple features) and consequently subset sizes
of [10, 25, 50, 75] represent an upper bound on the number of actually selected
features.
5.1

DPAcontest v4

Tables 1 and 2 display the results for DPAcontest v4 with the HW model (i.e.,
HW (Y (k ∗ ))) and intermediate value model (i.e., Y (k ∗ )), respectively. For each
size of the feature subset, we give the best obtained solution in a cell with gray
background color.
When considering the HW model, we observe that Symmetric Uncertainty is
the best option when having 100 features, closely followed by SOSD and SOST.
Naturally, for a subset containing 100 features, we do not expect significant difference between the techniques, as it is very likely that all techniques select a
very similar subset and even minor differences will not influence the accuracy
highly. Still, Table 1 shows weaker results with Pearson correlation compared
to other methods. For smaller numbers of features, we observe that the Hybrid
methods are performing the best. Interestingly, taking 75 features with L1 regularization is nearly as accurate as taking 100 features with SOST and therefore
one can reduce the complexity of the attack by considering a more advanced feature selection technique as preprocessing. Also, we cannot conclude that SOST
is always superior to SOSD as stated in previous works but is better in the
majority of cases.
One can observe that TA is only resulting in reasonable accuracy when considering less than 50 traces, except when using the Naive Bayes wrapper that
still gives good accuracies with 50 and 75 features. Indeed, for all other methods,
the accuracies look like randomly fluctuating. For example, for SOST we have
around 70% for the subsets of size 10 and 25, then a drop down to 0.8%, followed
by a rise to around 16% and a drop again to 0.0% for a subset of 100 features.
The observation that the TA results in low accuracies (or success rates), when
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Table 1: Accuracy for DPAcontest v4 - HW model
Pearson correlation
25
50

Classifier

10

TA

57.66

59.38

10.72

5.14

75

100
0.14

TA (pooled)

55.18

55.98

81.73

83.77

88.88

SVM

59.44

66.10

80.90

90.92

94.89
100

SOST
Classifier

10

25

50

75

TA

72.63

76.61

0.80

15.97

0.00

TA (pooled)

70.19

73.49

81.35

88.06

92.30

SVM

74.55

80.95

93.11

95.26

96.37

Classifier

10

25

50

75

100

TA

73.15

76.99

28.23

1.04

33.25

TA (pooled)

70.05

74.79

77.57

85.21

90.30

SVM

74.71

82.63

88.79

93.98

95.99

SOSD

Symmetric Uncertainty
25
50

Classifier

10

75

100

TA

72.19

73.35

19.23

62.62

0.76

TA (pooled)

69.87

70.39

81.09

83.77

91.30

SVM

73.32

81.60

93.14

95.32

97.54

Classifier

Linear SVM wrapper over SU with 100 features
10
25
50
75

TA

73.29

83.03

8.64

4.62

TA (pooled)

69.99

82.01

88.98

89.54

SVM

74.26

90.02

95.84

96.70

Classifier

Naive Bayes wrapper over SU with 100 features
10
25
50
75

TA

71.65

72.71

76.27

70.53

TA (pooled)

70.17

69.57

73.97

68.33

SVM

73.48

74.78

80.38

74.86

Classifier

10

TA

72.19

TA (pooled)

69.87

74.37

82.17

90.58

SVM

83.92

90.28

95.16

97.08

Classifier

L1 over SU with 100 features
25
50
75
76.93

24.89

0.86

Stability selection over SU with 100 features
10
25
50
75

TA

72.19

72.81

6.60

4.42

TA (pooled)

69.87

71.23

80.95

90.88

SVM

74.22

92.04

95.78

96.90

the number of features is high compared to the number of traces, is in accordance
with previous works [21]. We depict in Figure 4 the accuracies for template at-
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Table 2: Accuracy for DPAcontest v4 - intermediate value model
Pearson correlation
25
50

Classifier

10

75

100

TA

6.96

0.20

0.02

0.08

0.00

TA (pooled)

5.42

8.62

27.03

49.98

60.64

Naive Bayes

5.16

7.88

13.30

18.46

22.38
100

SOST
Classifier

10

25

50

75

TA

18.51

0.20

0.02

0.00

0.02

TA (pooled)

18.53

37.94

60.56

72.23

74.71

Naive Bayes

13.91

21.67

24.91

31.18

32.13

Classifier

10

25

50

75

100

TA

26.75

0.14

0.10

0.00

0.06

TA (pooled)

24.35

43.92

65.05

73.89

75.01

Naive Bayes

13.25

20.97

27.67

26.35

26.13

75

100

SOSD

Symmetric Uncertainty
25
50

Classifier

10

TA

16.29

0.16

0.00

0.00

0.00

TA (pooled)

15.81

36.23

60.02

74.65

75.05

Naive Bayes

15.60

28.96

28.74

34.62

31.54

Classifier

Linear SVM wrapper over SU with 100 features
10
25
50
75

TA

26.75

20.15

0.02

0.06

TA (pooled)

24.33

43.82

64.85

70.99

Naive Bayes

13.76

23.34

32.06

32.64

Classifier

Naive Bayes wrapper over SU with 100 features
10
25
50
75

TA

13.91

37.86

49.56

0.28

TA (pooled)

4.85

33.01

43.64

53.10

Naive Bayes

15.14

30.24

35.22

42.38

Classifier

10

TA

28.61

TA (pooled)
Naive Bayes
Classifier

L1 over SU with 100 features
25
50
75
0.02

0.18

0.04

26.11

51.78

66.89

74.01

15.36

28.82

32.26

33.68

Stability selection over SU with 100 features
10
25
50
75

TA

25.15

0.16

0.00

0.26

TA (pooled)

21.41

47.36

64.25

73.07

Naive Bayes

19.48

30.64

34.06

31.66

tack and pooled template attack for SOST and Symmetric Uncertainty for each
additional feature, which confirms our results given in the table. One can no-
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Fig. 5: Selected features (in white) over the complete preselected window of 4 000
features from the original trace (DPAcontest v4). SVM SU denotes Support
Vector Machine Wrapper, NB SU denotes Naive Bayes Wrapper, L1 SU denotes
L1-based Feature Selection, and SS SU denotes Stability Selection.

tice that when using more than approximately 45 features, the accuracy is not
stable anymore, which stems from an imprecise estimation of the covariance matrices. More precisely, as we consider the HW model, the amount of traces within
one class follows a binomial distribution, and thus HW classes 0 and 8 contain
much less traces than the other HW classes. Now, as the estimation becomes
unstable, in the testing phase TA classifies the traces to classes with unstable
covariance matrices, which naturally results in low accuracies. Interestingly, the
Naive Bayes wrapper removes the features such that it becomes more efficient
than the pooled TA. So, instead of using only one pooled covariance matrix,
which reduces the precision for each class, we show that good feature selection
can also help with instabilities and even give higher accuracies.
When using the intermediate value model (see Table 2), we observe that,
for a larger number of features, Symmetric Uncertainty is the best choice, while
for the smaller number of features, L1 regularization is by far the best. From
Tables 1 and 2 we notice the obtained accuracies may differ significantly, which
is to be expected due to the different models but the question is what are the
different selected features.
Figure 5 highlights (in white) the selected subset of features of sizes 10 and 25
for each of the methods over the complete preselected window of 4 000 features.
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Fig. 6: Zoom in into Figure 5 (region with the most selected features)

For the subset of 10 features, one can notice that the area is approximately the
same over all techniques. Interestingly, all techniques, except Pearson correlation, SOST, and SU, select an additional area for the intermediate value model
compared to the HW model. When looking at the subset of 25 for the HW model,
we observe that, indeed, stability selection, which results in the highest accuracy
for SVM using 25 features, is selecting an additional area of features that is not
selected by the other methods. For the intermediate value model, in which L1
over SU is the best technique, we can make the same observation.
To take a look at this behavior in more detail, we depict Figure 5 and additionally Figure 6, which represents a zoom of the interesting area. First, even if
the broad area for the subset of 10 features is the same, each technique selects
distinct individual features. Finally, our previous observations about the best
performing techniques for a subset of 10 and 25 features for both models are
confirmed in Figure 6.
5.2

DPAcontest v2

When using the traces from the DPAcontest v2 (see Tables 3 and 4), we observe
that the situation changes considerably compared to the DPAcontest v4 due
to the higher amount of noise. For Table 3, we emphasize that SVM obtained
the highest accuracies but we cannot consider this attack as the best performing
method. This is due to the fact that the noise level is very high and consequently
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Table 3: Accuracy for DPAcontest v2 - HW model
Pearson correlation
25
50

Classifier

10

TA

9.96

15.61

0.86

6.76

75

100
7.12

TA (pooled)

4.64

6.32

7.30

9.16

9.12

SVM

26.80

26.82

26.82

26.78

26.92
100

SOST
Classifier

10

25

50

75

TA

9.18

15.85

6.02

1.12

15.41

TA (pooled)

5.78

5.84

6.52

7.88

8.08

SVM

26.82

26.82

26.82

26.82

26.82

Classifier

10

25

50

75

100

TA

0.24

0.40

0.32

0.54

0.42

TA (pooled)

0.44

0.44

0.46

0.42

0.40

SVM

26.82

26.82

26.82

Classifier

10

75

100

TA

9.80

15.13

9.06

8.90

3.74

TA (pooled)

7.36

8.50

8.20

8.20

9.28

SVM

26.82

26.82

26.82

26.82

26.82

SOSD

Classifier

26.82
26.82
Symmetric Uncertainty
25
50

Linear SVM wrapper over SU with 100 features
10
25
50
75

TA

10.80

15.23

4.26

3.82

TA (pooled)

5.66

7.18

8.40

8.84

26.82

26.82

26.82

26.82

SVM
Classifier

Naive Bayes wrapper over SU with 100 features
10
25
50
75

TA

2.72

3.38

4.92

2.62

TA (pooled)
SVM

2.68

3.24

5.92

3.58

26.82

26.82

26.82

26.82

Classifier

10

L1 over SU with 100 features
25
50
75

TA

9.28

15.81

11.78

0.40

TA (pooled)

7.18

7.50

8.50

9.14

26.82

26.82

26.82

26.82

SVM
Classifier

Stability selection over SU with 100 features
10
25
50
75

TA

10.64

15.29

1.90

1.42

TA (pooled)

7.66

7.40

7.82

8.40

SVM

26.82

26.82

26.82

26.82

the classification between classes is not straightforward. More precisely, when
considering the Hamming weight results (HW model) in extremely imbalanced
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Table 4: Accuracy for DPAcontest v2 - intermediate value model
Pearson correlation
25
50

Classifier

10

75

100

TA

0.28

0.34

0.40

0.34

0.40

TA (pooled)

0.38

0.52

0.34

0.32

0.38

Naive Bayes

0.50

0.46

0.38

0.40

0.44

SOST
Classifier

10

25

50

75

100

TA

0.24

0.40

0.32

0.54

0.42

TA (pooled)

0.44

0.44

0.46

0.42

0.40

Naive Bayes

0.46

0.50

0.46

0.5

0.54

Classifier

10

25

50

75

100

TA

0.36

0.20

0.36

0.38

0.48

TA (pooled)

0.52

0.40

0.44

0.40

0.52

Naive Bayes

0.52

0.48

0.46

0.48

0.50

SOSD

Symmetric Uncertainty
25
50

Classifier

10

75

100

TA

0.34

0.44

0.46

0.50

0.44

TA (pooled)

0.34

0.34

0.38

0.36

0.36

Naive Bayes

0.50

0.50

0.40

0.58

0.46

Classifier

Linear SVM wrapper over SU with 100 features
10
25
50
75

TA

0.36

0.36

0.36

0.44

TA (pooled)

0.32

0.52

0.38

0.40

Naive Bayes

0.38

0.42

0.42

0.46

Classifier

Naive Bayes wrapper over SU with 100 features
10
25
50
75

TA

0.50

0.60

0.40

0.40

TA (pooled)

0.48

0.56

0.56

0.56

Naive Bayes

0.32

0.52

0.66

0.66

Classifier

10

TA

7.08

27.27

0.00

TA (pooled)

1.50

3.22

5.48

9.70

Naive Bayes

0.36

0.58

0.50

0.40

Classifier

L1 over SU with 100 features
25
50
75
0.00

Stability selection over SU with 100 features
10
25
50
75

TA

5.54

0.00

0.00

0.00

TA (pooled)

1.60

2.70

5.86

8.82

Naive Bayes

0.48

0.46

0.54

0.58

classes (i.e., imbalanced population), they are strongly biased towards the HW
class 4. As SVM (in the standard setting) is optimizing its classification with
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Fig. 7: Features selected in the last round of AES (DPAcontest v2)

respect to the accuracy, the most effective principle is to put most of the records
into the HW class 4. However, clearly, this will not be beneficial in SCA setting.
When only looking at TA and TA pooled methods, we observe that the
Pearson correlation reaches the best solution for a subset of 75 features, which is
only slightly higher than L1 over SU. For 100 features, SU results in the highest
accuracy, for 10 features SVM wrapper over SU performs the best, and L1 over
SU performs the best for 25 and 50 features.
When considering the intermediate value model, Table 4 shows that L1 over
SU finds the best feature subsets for 10, 25, and 75 features. The other Hybrid
method, SS over SU find the best result for 50 features, and finally, for 100
features SOST reaches the highest accuracy. We note that, in this scenario, the
classification is relatively complex and accuracies are very low (and in some cases
also random). So, again as for DPAcontest v4, we observe that Hybrid techniques
(in particular L1 over SU) perform effectively as a feature selection method for
the HW as well as the intermediate value model.
The selected features over the computation of the last round of AES is displayed in Figure 7. Compared to the DPAcontest v4, the features are much wider
spread and one cannot notice a particular area which is common to all techniques
as in Figure 6. This in particularly holds for the HW model and stems from the
high class imbalance scenario.
Finally, we run statistical analysis to determine the difference in the performance of the tested feature selection algorithms. We investigate three scenarios:
what is the best class of feature selection techniques for DPAcontest v2 and v4,
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and the best performing feature selection technique in general (note that we
do not consider in our analysis the scenario with 100 features since Hybrid and
Wrapper methods are not evaluated on it). We conduct nonparametric statistical
analysis and as a measure of efficiency we use accuracy. Since we have several
algorithms and test scenarios, we use a multiple comparison test – Friedman
two-way analysis of variances. Based on it, we conclude that there are differences in the performance of algorithms in all three scenarios. When considering
DPAcontest v4 and v2, the best ranked class of feature selection techniques is
Hybrid. When considering all feature selection methods over all test traces, the
best ranked method is L1 over SU. Based on these results, we run post-hoc analysis to find where those differences exactly are and we use level of significance
α of 0.05. When considering DPAcontest v4 and v2, Hybrid class is statistically
better than both Filter and Wrapper classes. When considering all feature selection techniques, L1 over SU technique performs statistically better than all
the other methods except Stability Selection over SU. Interestingly, when considering only Filter methods, the best performing one is Symmetric Uncertainty,
which is again a method not used in SCA.

5.3

Unsupervised Dimensionality Reduction

The emphasis of this work is on profiling (i.e., supervised) attacks and consequently, the dimensionality reduction techniques lend themselves well to supervised scenarios. However, this is not mandatory. We can reduce the number
of features in an unsupervised way and afterwards apply profiling attacks. In
this section, we briefly explore such a perspective and consider how it compares
with the supervised approach when it is used both in dimensionality reduction
and classification steps. We emphasize that the dimensionality reduction in the
unsupervised scenarios is much harder than in the supervised scenarios due to
the absence of class information. To test whether unsupervised feature selection is powerful enough to be used in SCA, we use a technique called Laplacian
score [34]. It relies on the assumption that data belonging to the same class is
often close to each other and the feature importance is evaluated by the locality preserving, i.e., Laplacian score. Our results show that even for the simplest
dataset we consider (DPAcontest v4), Laplacian score is not adequate. Due to a
large imbalance of measurements, Laplacian score selects features resulting in a
trivial classifier, i.e., classifier predicting the majority class (HW 4). When considering the intermediate value model, we are able to obtain accuracy of 0.58 for
10 most important features. We note that this result is better than the random
classifier (having accuracy equal to 1/256) but far from results obtained in Section 5.1. This indicates that such unsupervised feature selection techniques are
not powerful enough to be used in SCA. Still, unsupervised feature extraction
techniques could be more fit for such a task.
We consider a technique well-used in SCA community – Principal Component
Analysis (PCA) [35]. Note, PCA is strictly speaking not feature selection but
feature extraction technique, however we still deem it relevant for our research.
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Principal component analysis (PCA) is a well-known linear dimensionality reduction method that may use Singular Value Decomposition (SVD) of the data
matrix to project it to a lower dimensional space. PCA creates a new set of
features (called principal components) that are linearly uncorrelated, orthogonal, and form a new coordinate system. The number of components equals the
number of the original features. The components are arranged in a way that
the first component covers the largest variance by a projection of the original
data and the subsequent components cover less and less of the remaining data
variance. The projection contains (weighted) contributions from all the original
features. Not all the principal components need to be kept in the transformed
dataset. Since the components are sorted by the variance covered, the number
of kept components, designated with L, maximizes the variance in the original
data and minimizes the reconstruction error of the data transformation. The
Python implementation of PCA uses either the LAPACK implementation of the
full singular value decomposition (SVD) or a randomized truncated SVD by the
method of Halko et al. [36], depending on the shape of the input data and the
number of components selected to extract. We experiment with L values in the
range [10, 25, 50, 75, 100], obtained from the original datasets.
Table 5 gives results for datasets DPAcontest v2 and v4. As it can be seen,
PCA yields very good results, where it is especially interesting that TA and
pooled TA perform better than the machine learning based classifiers SVM and
Naive Bayes. Still, we note that for each of the cases, Tables 1 to 4 give better results with feature selection techniques. Such good results with PCA are
expected, since it combines the information from all features into principal components and therefore it uses information not available to classifiers after feature
selection. This is especially apparent for DPAcontest v4, since there is less noise
to be included in the principal components. Unfortunately, PCA has a problem
(like all feature extraction techniques) with the feature interpretability, since the
obtained principal components usually (linearly) combine information from all
features. In order to counteract that effect, techniques like Sparse PCA could
be used, since in this technique, each principal component is constructed from
the set of sparse components that can still optimally reconstruct the data [37].
Finally, we note that we did not consider Linear Discriminant Analysis (LDA),
although it is quite a standard technique in SCA [38]. If LDA is used in dimensionality reduction, it can result in a maximum number of classes - 1 components.
For scenarios we consider here, it means for HW model, it can have maximally
8 components, which would make any comparison with our results unfair, since
the lowest number of features we consider is 10.

5.4

Random Delay Countermeasure

The results obtained in this paper as well as in the literature, show how feature
selection or extraction can have substantial impact on classification results. Still,
in this paper we considered up to now only DPAcontest v2 and v4 datasets,
which are de facto standards in SCA community but leave much to be wanted.
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Table 5: Principal Component Analysis Results
Classifier

Accuracy for DPAcontest v4 - HW model
10
25
50
75

100

TA

8.36

26.15

27.61

3.00

9.86

TA (pooled)

5.58

20.09

86.59

96.02

96.56

27.76

34.38

80.92

86.44

86.22

SVM
Classifier

Accuracy for DPAcontest v4 - value model
10
25
50
75

100

TA

1.40

2.02

0.14

0.18

0.22

TA (pooled)

0.88

5.36

42.90

66.25

75.41

Naive Bayes

1.3

5.02

13.94

21.68

25.76

Classifier

Accuracy for DPAcontest v2 - HW model
10
25
50
75

TA

10.42

TA (pooled)
SVM
Classifier

100

17.05

15.73

9.94

6.16

5.10

7.38

6.04

7.00

8.16

26.82

26.82

26.82

26.82

26.82

Accuracy for DPAcontest v2 - value model
10
25
50
75

100

TA

0.44

0.46

0.44

0.44

0.36

TA (pooled)

0.58

0.42

0.52

0.48

0.40

Naive Bayes

0.48

0.62

0.38

0.40

0.40

DPAcontest v4 can be regarded easy, since there is a clear class separation while
DPAcontest v2 is difficult due to a large amount of noise.
Next, we consider here a dataset containing random delay countermeasure.
We again take 15 000 measurements and divide them into 2:1 ratio for training
and testing. We consider two representative cases: feature selection done with
SOST and then attack with TA or TA pooled, which would be direction researcher in SCA community follow. The second representative case is the best
feature selection technique selected on the basis of our experiments – L1-based
feature selection. We combine that selection mechanism with SVM classification. Note that this also represents a natural choice since we use SVM both in
feature selection and classification. We consider HW model and give results in
Table 6. As it can be observed, when the number of features is equal or larger
than 50, L1-based selection and SVM classification outperforms SOST with TA
by far (more than double the accuracy), which is a clear indicator that machine
learning based selection and classification should be considered as a method of
choice in profiling attacks. Only when the number of features is relatively small,
e.g., 25 and 10, we observe that SOST with TA outperforms L1-based selection
with SVM. We emphasize that the differences in accuracy for those 2 cases are
almost negligible since the number of features is small and most of them are the
same for both selection techniques.
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Table 6: Random delay countermeasure - HW results with 100 features
Classifier

10

25

50

75

100

SOST + TA

8.82

15.64

6.34

5.94

4.90

SOST + TA pooled

5.70

6.28

8.42

10.06

10.36

L1-based selection + SVM

7.56

13.84

19.1

20.4

22.46

5.5

Discussion

First, we summarize the most important findings of our work.
1. As our main goal, we demonstrate the influence of feature selection in classification, by using several real-world experimental setup.
2. Since the “No Free Lunch” theorem holds for all supervised learning techniques [39], there is no way to a priori decide on the best feature selection
method. Accordingly, feature selection should receive at least equal attention
as the classification and its tuning process.
3. We show the importance of feature selection conducted individually for each
model under consideration. For instance, we show that if a feature selection
is done for the Hamming weight scenario, then in general, one should not
use the same features when considering another, e.g. the identity model.
4. We also confirm that having a higher number of features than the number
of traces per class results in template attack becoming unstable, as already
indicated by previous works (e.g., [21]). However, this does not hold for ML
techniques. We show an alternative to increasing the number of traces, or
using only one pooled covariance matrix as suggested by [21]. More in detail,
another approach is to use one of the Wrapper or Hybrid techniques, which
may even result in higher accuracies compared to the template attack using
one pooled covariance matrix.
5. We show that even a very small subset of features, if selected properly,
can obtain higher accuracies than a superset obtained with other selection
techniques (that may contain redundant or incorrect features).
The dimensionality reduction techniques are commonly mentioned in the
profiling context, often PCA-related. We reiterate the discussion by asking why
and when is necessary to conduct such a procedure. First, we note that some
techniques belonging to the domain of deep learning like Convolutional Neural
Networks do not even need dimensionality reduction since they have implicit
feature engineering procedures and they are designed in a way to fully utilize
the power of modern GPUs, which makes them efficient even in the presence of
thousands of features. Naturally, this does not mean dimensionality reduction
techniques cannot or should not be done with deep learning. Such techniques
can still benefit from preselection of important features where those benefits are
both improved accuracy and decreased computational complexity.
Why would one want to reduce the number of features in a dataset? There
exists a notion called the curse of dimensionality (and closely related Hughes
effect notion). For a fixed number of training samples, the predictive power
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reduces as the dimensionality increases. Consequently, for scenarios with a large
number of features, we need to use more training examples where that number
increases exponentially with the number of dimensions.
In general, dimensionality reduction techniques can be divided into feature
selection and feature extraction techniques. In the feature selection techniques,
we use different (supervised or unsupervised) techniques to select the most important features, i.e., we solve the feature subset selection problem. In the feature
extraction techniques, we reduce the data from a high dimensional space to a
lower dimension space. There, we can diversify between those techniques that
change the original features (e.g., PCA) or those that construct new higher level
features from the original ones (feature construction with genetic algorithms).
The techniques that construct new features from the original ones take some of
the features from the original space and combine them in a (nonlinear) way in order to obtain new features used in conjunction with the original features. Note,
there are also feature transformation techniques that just change the original
features, e.g., scale them in some range in order to reduce the chances that some
features will unintentionally have higher importance than the other ones. Additionally, such techniques can speed up the classification process. For instance,
in SVM the underline algorithm is solving the gradient descend optimization
problem. If all features are in the same range, the convergence speed is improved
and the time needed to find support vectors is reduced.
The main advantage of feature selection techniques over feature transformation techniques is in the preservation of data interpretability. Feature transformation techniques can have a higher discriminating power but to transform
the data can be computationally expensive. Our main point here is that those
issues cannot be a priori dismissed nor deemed crucial as they are extremely
case-sensitive i.e., they depend on many factors.

6

Conclusion & Future Work

In this paper, we addressed the following questions: how to select the most
informative features from the raw data and what is the influence of the feature
selection step in the performance of the classification algorithm? Our results
show that the proper selection of features has tremendous impact on the final
classification accuracy. We notice that often a small number of features using a
proper feature selection technique can achieve approximately the same accuracy
as some other technique using much larger number of features.
We demonstrated how state-of-the-art techniques for feature selection from
the ML area behave for profiling in side-channel analysis. We observe that much
more powerful techniques than those currently used in SCA community are applicable and achieve higher accuracies. Our results show that Hybrid techniques,
which are combining Filter and Wrapper techniques, perform particularly well
for the investigated datasets with both low and high noise. We especially emphasize the L1 regularization technique as the best performing one. Also, we
notice that the Pearson correlation is rarely the most successful technique for
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feature subset selection, which is a common choice for feature selection in the
SCA community.
We find that using Naive Bayes wrapper as a feature selection technique
copes well with the known problem of instabilities in the covariance matrix for
the template attack. Even more, in our experiments using this feature selection technique with TA is most of the time more efficient than using a pooled
covariance matrix, as proposed in the state-of-the-art.
Naturally, the feature selection techniques investigated here represent only a
fraction of those in use today. One obvious future research direction is to explore
further feature selection methods. Next, we made in this work several choices that
could have been done differently. For instance, we used Symmetric Uncertainty
as the first filter before applying Wrapper and Hybrid techniques. It would be
interesting to see what further increase in accuracy can be obtained if for each
scenario we use the best approach from SOSD, SOST, Pearson correlation, and
Symmetric Uncertainty. Another straightforward extension of our work would be
to study more deeply the complexity and convergence of the investigated feature
selection techniques. Future work may compare feature selection with feature
reduction techniques in detail and determine which type may be superior in
specific contexts.
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