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Abstract—Lightweight ciphers become indispensable and inevitable in the ubiquitous smart devices. However, the security
of ciphers is often subverted by various types of attacks, especially, implementation attacks such as side-channel attacks.
These attacks emphasise the necessity of providing efficient
countermeasures. In this paper, our contribution is threefold:
First, we observe and resolve the inaccuracy in the well-known
and widely used formula for estimation of the number of gate
equivalents (GE) in shared implementation. Then we present
the first quantitative study on the efficacy of Transparency
Order (TO) of decomposed S-Boxes in thwarting a side-channel
attack. Using PRINCE S-Box we observe that TO-based decomposed implementation has better DPA resistivity than the
naive implementation. To benchmark the DPA resistivity of
TO(decomposed S-Box) implementation we arrive at an efficient
threshold implementation of PRINCE, which itself merits to be
an interesting contribution.

I. I NTRODUCTION
Usage of smart electronic devices in day to day life is
rapidly growing and almost unavoidable. Smart electronic
devices are resource constraints having less memory, low
power and limited computation capability. Since, lightweight
ciphers require only minimal resources, they are identified
to provide compact solutions to achieve security goals to
protect such devices. The theoretical proofs of security for
cryptographic algorithms give us some confidence; however
may not be sufficient to protect against real-world attacks.
As the smart devices are portable and easily accessible
to the attacker, these devices are shown to be prone to
implementation attacks in a rapid phase. Side-channel analysis attacks exploit the information leakage through physical
medium to reveal the secret key of the device. In particular,
Differential Power Analysis (DPA) attack is considered as
more effective form of side-channel attack that reveals the key
with high probability [1]. These attacks brought the attention
to develop effective and efficient countermeasures. One such
countermeasure, which is widely studied and provably secure,
is Threshold Implementation (TI) of block ciphers.
In TI, a non-linear component of block cipher is decomposed into secret shares and the method was first proposed
by Nikova et al [2], [3]. Efficient way of realising TI for
lightweight cipher was presented in [4]. Threshold Implementation of 4-bit S-Boxes is proposed in [5]. The degree of SBox, d, decides the number of secret shares, which must be
greater than d. In TI the higher degree S-Box is decomposed
into smaller degree S-Boxes so that the number of shares

needed get reduced, which in turn reduces the area requirement
for TI. At the same time, the decomposed S-Boxes must satisfy
the TI properties, such as correctness, non-completeness, and
uniformity. Indeed not all decompositions need to satisfy the
uniformity property, in such cases re-sharing is used to achieve
it. However, if non-uniform decomposition is used then the
design is vulnerable to attacks as shown in [6], [7].
Leander et al. proposed sixteen optimal 4-bit S-Boxes [8]
for lightweight block ciphers. It is stated that only eight out
of sixteen are suitable for PRINCE in [9]. Then G13 (also
represented as C231 ) class of S-Box is taken for PRINCE
implementation based on lexicographical order. S-Boxes are
predominantly the point of interest for DPA, due to bit flip
occurs randomly in circuit. Theoretically this nature has been
studied and defined a metric, Transparency order to evaluate
the resistivity of the S-Box against DPA attack by Prouff et
al [10]. Further, this metric is studied and explored in many
papers [11]–[16]. In [11], it is found that G13 class of S-Box
has high TO, and it is vulnerable to power analysis attack.
Subsequently, differential power analysis attack on PRINCE
is demonstrated in [17].
It is stated in [14] that the small reduction in the TO,
will increase the trace requirement 2.5 − 3 times to mount
successful DPA attack. However this prediction on TO is not
explored with practical evaluation so far.
Our Contributions
In this paper, we analyse DPA resistance of a decomposed
4-bit S-Box. Our contributions are as follows:
• We first observe the inaccuracy in the well-known and
widely used formula proposed by Axel et al. for weighted
sum estimation of shared function. In particular their
formula leads to an incorrect result when used to compute the weighted sum for the shared implementation
of a boolean function. We present a revised formula to
produce accurate results in shared implementation.
• We then present an area-efficient TI of PRINCE block
cipher, before adopting for resource constrained devices.
For this, we use two-level decomposition of PRINCE SBox that falls in class G13 . The chosen decomposition,
which satisfy all TI properties is taken and optimized
further for implementation.
• We finally study the transparency order for S-Box decomposition and its influence in DPA attack. Our practical
evaluations on PRINCE S-Box show that the number
of traces required for DPA attack on naive S-Box is

increased significantly for the case of S-Box decomposition with lower transparency order. This implies that the
TO-decomposed S-Box implementation is superior over
the naive implementation. However benchmarking TOdecomposed S-Box implementation against TI implementation reveals that TI implementation should provide a
much better security than any (even unrolled) unprotected
implementation. Nevertheless, our experiments show that
low transparency order implementation of decomposed SBox may be considered as an intermediate countermeasure between the naive and TI implementations and the
lesser TO means the better immunity against DPA attacks.
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II. O N E STIMATION F ORMULA FOR W EIGHTED S UM
To find the efficient decomposition, in terms of number of
gate count (Wsum ) for shared implementation, Axel et.al [4]
proposed a formula to estimate a weighted sum of shared
function. We found that the proposed formula have an inconsistency in the result which differs from the actual gate count
for the given shared function. This has been illustrated below
with sample function (1). For simplicity, we have taken 1-bit
inputs w, x, y, and z to compute F . We also defined shares
for the function F as f1 , f2 , and f3 .
F = 1 + x + y + w + xz

(1)

f1 = 1 + x2 + y2 + w2 + x2 z2 + x2 z3 + x3 z2
f2 = x3 + y3 + w3 + x3 z3 + x3 z1 + x1 z3
f3 = x1 + y1 + w1 + x1 z1 + x1 z2 + x2 z1
Following Axel et.al, the XOR and AND gates are given
the weightage of 2 and 1 GE respectively. With 16 XOR and
9 AND operations, the (manual) weighted sum calculation
of the shared function results in 41 GE, whereas Axel et.al
formula (2) outputs the estimated weighted sum as 47 GE. For
fixing this inconsistency, we revised the Axel et al formula as
in (3) .
Wsum = (2 × C) + (6 × L) + (27 × Q)

(2)

Wsum = 2 × ((3 × C) − 2) + 6 × (L + Q − 1) + 21 × Q (3)
where,
C is number of Constant
L is number of Linear Co-efficient
Q is number of Quadratic Co-efficient.
We calculated the weighted sum for the same function using
our formula and obtained the result as 41 GE, which matches
with the actual value of the shared function. The Table I
presents the result obtained manually, using our formula and
from Axel et al formula. In the following sections, we use our
formula to choose the efficient decomposition of S-box.

of eighth S-Box, as given in [9]. We studied the characteristics
of that S-Box and its inverse using the TI Tool [18].
The S-Box of PRINCE is one of the eight golden SBoxes proposed in [19], and it falls under the Class 231 with
algebraic degree 3 and presented in Table II. We have two
choices for the implementation of TI: a) to implement with
5 or 4 shares satisfying all the properties; b) to implement
the decomposed S-Box to reduce the number of required
shares. In the first case, the implementation requires 5 or 4
times more area than the unprotected implementation. In the
second case, if the S-Box is decomposed into lower degree
functions, say quadratic functions, then the TI requires 3
shares to implement, which minimizes the required area. But
the first level decomposition of PRINCE S-Box yields, one
cubic function and one quadratic function. This decomposition
requires at least 4 shares, which does not have significant
gain in the area requirement. Therefore to reduce the area
requirement further, subsequent level of decomposition on
cubic functions yields two quadratic functions as shown in
Figure 1. Finally, the PRINCE S-Box is decomposed into three
quadratic functions.
Using TI tool [18], PRINCE S-Box is decomposed into
304 solutions in the first level of decomposition and 2576
solutions after the second level of decomposition. To construct
a secure shared implementation, three TI properties, are to be
fulfilled [3]. We have taken first 644 solutions out of 2576
for our analysis. Though all 644 solutions satisfy, correctness
and non-completeness properties; only 40 solutions satisfy
uniformity properties of TI. The other solutions require either

III. T HRESHOLD I MPLEMENTATION OF PRINCE S-B OX
The PRINCE family proposed eight classes of S-Box for
their design, in which the author chose to use affine equivalent

Fig. 1. Decomposition Approach

Fig. 2. PRINCE S-Box Decomposition
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re-masking or virtual variable technique to make them satisfy
the uniformity property.
In decomposed S-Box, we analysed 644 solutions using our
weighted sum formula which is given in (3). A solution
that does not satisfy the uniformity property may also be
area efficient after re-masking. To make the process easy and
efficient, we classify the solutions into two divisions. Solutions
that satisfy the uniformity property and solutions that fail to
satisfy the uniformity property of TI. Using (3), we calculated
the weighted sum for all solutions of F, G and H functions.
We identified the least weighted sum on both classifications
separately and compared. The candidate of first category has
the least weighted sum of 412 GE, which is quite lesser than
the least weighted sum of 447 GE for the second category.
Therefore, we chose the candidate with weighted sum 412
GE for hardware space efficient implementation of PRINCE
S-Box whose classes are given in Figure 2 and its shares are
given in Appendix.
Similarly for Inverse S-Box, 2-level decomposition was performed and 644 solutions of quadratic functions were obtained.
The solutions were divided into two divisions and the efficient
implementation of Inverse S-Box is also obtained using the
same procedure. The Inverse S-Box has the least weighted
sum of 354 GE. The decomposed functions F, G and H for
the S-box are presented in Table III and decomposed functions
F −1 , G−1 and H −1 are presented in Table IV.
A. Hardware Implementation Optimization and DPA experiments
We present round based implementation of PRINCE
with TI countermeasure. The implementation is done using
VerilogHDL. Round based TI takes 16 clock cycles to
complete an encryption as 2 clock cycle for key whitening,
12 clock cycles for round function and 2 clock cycles for
mid-layer. The architecture of round based implementation
with TI is presented in Figure 3. Inputs M1 and M2 are
the mask values, which are 64-bits each. Three registers are
maintained to update the state for each round. The S-Box and
its inverse were implemented with efficient decomposition
as H(G(F (x))) and H −1 (G−1 (F −1 (x))) respectively. An
interesting observation is that S-Box and Inverse S-Box are
decomposed with same G-function. To improve the area

Fig. 3. Architecture of PRINCE Threshold implementation

Fig. 4. Sharing of G-function between S-Box with TI and its Inverse

efficiency further, we shared the G function module for
S-Box and its Inverse as shown in Figure 4.
To evaluate the security of protected implementation, we
realised TI of PRINCE in SASEBO G board in which the
target FPGA device is Xilinx Virtex2Pro. Power measurements
were taken for 300,000 encryptions and Pearson’s correlation
coefficient analysis were performed for the attack. Figure 5
shows that the correct key (plotted in black) is hidden
with the other key hypothesis that are plotted in grey. It is
understood that TI is secure against DPA attack. In [17],
the DPA attack was successful with 30,000 encryptions.
Whereas, the protected implementation is secure up to
300,000 encryptions, which is 10 times more secure than the
unprotected implementation. Due to resource limitations the
protected implementation is tested up to 300,000 encryptions.
However, TI is believed to provide more security as mentioned
in [3].

A. Experimental Result
1) Naive S-Box implementation: Naive S-Box of PRINCE
cipher has TO 3.4 and area became 78. We plot the
correlation values at 2.021µsec for different samples.
The correct key bit is highlighted in black and others
in grey. Figure 6 shows that after 30,000 encryptions the
correlation coefficient for the correct key value 108 is
ranked first with correlation value 0.038 on the hypothesis
list of 213 .

Fig. 5. Attack on Threshold Implementation
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IV. T RANSPARENCY O RDER AND DPA ATTACKS
In general, TO is calculated for naive S-Box to evaluate the
DPA resistivity of any cipher. In this paper, we analyse the
influence of TO in decomposed S-Box. Our first observation
is, TO of naive S-Box is not same as the TO of decomposed
S-Box. This observation motivates us to study the behaviour
of TO value with respect to the DPA resistance of decomposed
S-Box implementation. We use PRINCE for our case study.
The decomposition of PRINCE S-Box has many possible
ways using cubic and quadratic functions. The first level
decomposition, which comprises of a cubic and quadratic
functions, are analysed initially. We noted that the TO of
the first level decomposed functions and naive S-Box has
negligible difference and may not be suitable for the analysis.
Therefore, we analysed the second level decomposition of
PRINCE S-Box. The second level decomposition comprises
of three quadratic functions and has 2576 (644 × 4) possible
solutions. All solutions are taken for analysis and sorted
the solutions based on least TO. We also estimated area
requirement in terms of weighted sum as discussed in Section
II for the chosen decomposition.
We performed DPA attack on three types of
implementations: 1) Naive S-Box implementation as
shown in Table II with the TO of 3.4 2) decomposed
implementation of quadratic functions F, G and H as shown
in Table III with TO of 2.933, 3.2 and 3.46 respectively 3)
decomposed implementation of quadratic functions F, G and
H as shown in Table V with TO of 2.933 each. Case 3 is
the decomposition that has least TO among all solutions. To
verify the impact of changing TO values, same experiment
setup (SASEBO-G board) is retained for all experiments to
neglect noise influence.

Fig. 6. Attack on naive S-Box

2) Decomposed implementation with different TO values: In this case, we had taken the decomposition used
for TI for which the TO of decomposed functions are
(T OSFi = 2.933, T OSGi = 3.2, T OSHi = 3.46) and the Sbox area is measured as 72 GE. DPA attack on this implementation reveals secret key with 30,000 encryptions.
In Figure 7, the correct key value 108 (in decimal) is
uniquely distinguishable which is having the correlation
value of 0.03 at 2.032µsec. This decomposed function
did not have any impact on the resistivity against DPA
attack. The reason could be T OSHi = 3.46, which is being
the highest among three functions TO value. The higher
TO of H function may dominate the other functions.
Subsequently, T OSHi = 3.4 is same as T ON S = 3.4.
Therefore, number of traces required to attack did not
vary.

Fig. 7. Attack on Decomposed S-Box with different TO values

3) Decomposed implementation with same TO values
The least TO from the decomposed functions (T OSFi =
T OSGi = T OSHi = 2.933) is taken for analysis and
its area requirement is 87. When DPA is explored for
this decomposition, the cipher requires 2,50,000 traces
to reveal 85 percentage of secret key. Figure 8 shows
highest correlation value of 0.01 at 2.102µsec for the key
value 108. From this, we observe that the decomposed
solution achieve eight times better security than the naive
implementation in terms of DPA resistance. Hence, TO
based decomposed implementation may be considered as
an implementation strategy to resist DPA to certain extent.

TABLE VI
C OMPARATIVE S TUDY
Metrics

Naive

TO

TI

No. of encryptions for DPA attack

30,000

250,000

> 300,000

Area of S-box in GE

78

87

412

sum, achieves eight times better security when compared to
naive S-Box implementation.
V. C ONCLUSION

Fig. 8. Attack on Decomposed S-Box with same TO values)

We practically evaluate the impact of TO value on the DPA resistivity of S-Box, which has not been verified so far. From the
experimental results we observe that TO-based decomposed
implementation seems to provide better trade-off between
naive and TI-based approaches. That is, TO-based decomposed
implementation is superior to naive implementation but is
inferior to TI-based approach. Experimentally we verified that
there is an inverse relationship between TO value and the
DPA resistance; that is, when the TO value increases, DPA
resistance decreases.
B. Comparative study of PRINCE S-Box results for constrained device
Normally, constrained devices has low area, limited computational capability and low power consumption. Though device
has many limitations, it is expected to provide the level of
security as in conventional device. Such thing may not be
practically realisable. But, word trade-off gives two choices
for users depending on application requirement.
• Select the specific parameter (in this case security)
• Parameter affordability (level of the security)
In this paper, security affordability is studied and its metric
are tabulated in Table VI. Three kinds of security affordability
were discussed, such as naive, decomposed S-Box (least TO)
and decomposed TI (least area) of PRINCE. Even though
decomposed TI has better security when compared to other
implementations, it comes at the cost of area. Therefore, by
far decomposed S-Box implementation achieves better tradeoff, i.e. small increase in area, say about 10 GE in weighted

Protecting lightweight ciphers from side-channel attack is
seen to be a mammoth task. In this paper, we observed and
corrected the inaccuracy in the widely-accepted formula for
estimating gate equivalents for shared implementation. Then
we presented the first quantitative study on the efficacy of
Transparency Order (TO) of decomposed functions of SBoxes and its effectiveness in thwarting a specific side-channel
attack, namely DPA. Using PRINCE S-Box we observed
that TO-based S-Box decomposition may be considered as
an intermediate countermeasure since TO-based decomposed
implementation provides better DPA immunity than the naive
implementation but not as strong as DPA immunity that can
be achieved via the TI method. For this we arrived at an
efficient threshold implementation (TI) for PRINCE block
cipher using two-level decompositions, which itself is an
interesting contribution.
A PPENDIX
Listed below are the algebraic normal forms (ANFs) of
the PRINCE non-linear function that implemented with TI
countermeasure.
A. F and H function of S-Box decomposition with 3-share.
F1 (w2 , x2 , y2 , z2 , w3 , x3 , y3 , z3 ) = (f13 , f12 , f11 , f10 )
f10 = x2 + w2 y2 + w2 y3 + w3 y2 + w2 z2 + w2 z3 + w3 z2
f11 = z2 + y2 + w2
f12 = w2
f13 = z2 + w2 + x2 z2 + x2 z3 + x3 z2 + x2 y2 + x2 y3 + x3 y2
F2 (w3 , x3 , y3 , z3 , w1 , x1 , y1 , z1 ) = (f23 , f22 , f21 , f20 )
f20 = x3 + w3 y3 + w3 y1 + w1 y3 + w3 z3 + w3 z1 + w1 z3
f21 = z3 + y3 + w3
f22 = w3
f23 = z3 + w3 + x3 z3 + x3 z1 + x1 z3 + x3 y3 + x3 y1 + x1 y3
F3 (w1 , x1 , y1 , z1 , w2 , x2 , y − 2, z2 ) = (f33 , f32 , f31 , f30 )
f30 = x1 + w1 y1 + w1 y2 + w2 y1 + w1 z1 + w1 z2 + w2 z1
f31 = z1 + y1 + w1
f32 = w1
f33 = z1 + w1 + x1 z1 + x1 z2 + x2 z1 + x1 y1 + x1 y2 + x2 y1
H1 (w2 , x2 , y2 , z2 , w3 , x3 , y3 , z3 ) = (h13 , h12 , h11 , h10 )
h10 = 1 + z2 + x2 + w2 y2 + w2 y3 + w3 y2

h11 = 1 + y2 + w2 x2 + w2 x3 + w3 x2
h12 = z2 +y2 +w2 +w2 y2 +w2 y3 +w3 y2 +w2 x2 +w2 x3 +w3 x2
h13 = y2 + x2 + w2 x2 + w2 x3 + w3 x2
H2 (w3 , x3 , y3 , z3 , w1 , x1 , y1 , z1 ) = (h23 , h22 , h21 , h20 )
h20 = z3 + x3 + w3 y3 + w3 y1 + w1 y3
h21 = y3 + w3 x3 + w3 x1 + w1 x3
h22 = z3 +y3 +w3 +w3 y3 +w3 y1 +w1 y3 +w3 x3 +w3 x1 +w1 x3
h23 = y3 + x3 + w3 x3 + w3 x1 + w1 x3
H3 (w1 , x1 , y1 , z1 , w2 , x2 , y2 , z2 ) = (h33 , h32 , h31 , h30 )
h30 = z1 + x1 + w1 y1 + w1 y2 + w2 y1
h31 = y1 + w1 x1 + w1 x2 + w2 x1
h32 = z1 +y1 +w1 +w1 y1 +w1 y2 +w2 y1 +w1 x1 +w1 x2 +w2 x1
h33 = y1 + x1 + w1 x1 + w1 x2 + w2 x1
B. F −1 and H −1 function of inverse S-box decomposition
with 3-share
−1
−1 −1
−1
F1−1 (w2 , x2 , y2 , z2 , w3 , x3 , y3 , z3 ) = (f13
, f12
f11 , f10
)
−1
f10 = 1 + w2 + x2 z2 + x2 z3 + x3 z2
−1
f11
= 1 + z2
−1
f12 = x2
−1
f13
= z2 +y2 +w2 +w2 z2 +w2 z3 +w3 z2 +w2 x2 +w2 x3 +w3 x2
−1
−1
−1
−1
F2−1 (w3 , x3 , y3 , z3 , w1 , x1 , y1 , z1 ) = (f23
, f22
, f21
, f20
)
−1
f20 = w3 + x3 z3 + x3 z1 + x1 z3
−1
f21
= z3
−1
f22
= x3
−1
f23
= z3 +y3 +w3 +w3 z3 +w3 z1 +w1 z3 +w3 x3 +w3 x1 +w1 x3
−1
−1
−1
−1
F3−1 (w1 , x1 , y1 , z1 , w2 , x2 , y2 , z2 ) = (f33
, f32
, f31
, f30
)
−1
f30 = w1 + x1 z1 + x1 z2 + x2 z1
−1
f31
= z1
−1
f32
= x1
−1
f33
= z1 +y1 +w1 +w1 z1 +w1 z2 +w2 z1 +w1 x1 +w1 x2 +w2 x1
−1
−1
−1
H1−1 (w2 , x2 , y2 , z2 , w3 , x3 , y3 , z3 ) = (h−1
13 , h12 , h11 , h10 )
−1
h10 = y2 + w2 x2 + w2 x3 + w3 x2
h−1
11 = x2 + w2
h−1
12 = 1 + y2 + x2 + w2 x2 + w2 x3 + w3 x2
h−1
13 = z2 +y2 +w2 +w2 x2 +w2 x3 +w3 x2 +w2 y2 +w2 y3 +w3 y2
−1
−1
−1
H2−1 (w3 , x3 , y3 , z3 , w1 , x1 , y1 , z1 ) = (h−1
23 , h22 , h21 , h20 )
−1
h20 = y3 + w3 x3 + w3 x1 + w1 x3
h−1
21 = x3 + w3
h−1
22 = y3 + x3 + w3 x3 + w3 x1 + w1 x3
h−1
23 = z3 +y3 +w3 +w3 x3 +w3 x1 +w1 x3 +w3 y3 +w3 y1 +w1 y3
−1
−1
−1
H3−1 (w1 , x1 , y1 , z1 , w2 , x2 , y2 , z2 ) = (h−1
33 , h32 , h31 , h30 )
−1
h30 = y1 + w1 x1 + w1 x2 + w2 x1
h−1
31 = x1 + w1
h−1
32 = y1 + x1 + w1 x1 + w1 x2 + w2 x1
h−1
33 = z1 +y1 +w1 +w1 x1 +w1 x2 +w2 x1 +w1 y1 +w1 y2 +w2 y1

C. Common G function of both S-box and inverse S-box
decomposition with 3-share

G1 (w2 , x2 , y2 , z2 , w3 , x3 , y3 , z3 ) = (g13 , g12 , g11 , g10 )
g10 = w2
g11 = 1 + z2 + y2 + w2 + w2 y2 + w2 y3 + w3 y2
g12 = 1 + x2 + y2 + w2 + w2 z2 + w2 z3 + w3 z2
g13 = 1 + z2 + y2 + x2 + w2 x2 + w2 x3 + w3 x2
G2 (w3 , x3 , y3 , z3 , w1 , x1 , y1 , z1 ) = (g23 , g22 , g21 , g20 )
g20 = w3
g21 = z3 + y3 + w3 + w3 y3 + w3 y1 + w1 y3
g22 = x3 + y3 + w3 + w3 z3 + w3 z1 + w1 z3
g23 = z3 + y3 + x3 + w3 x3 + w3 x1 + w1 x3
G3 (w1 , x1 , y1 , z1 , w2 , x2 , y2 , z2 ) = (g33 , g32 , g31 , g30 )
g30 = w1
g31 = z1 + y1 + w1 + w1 y1 + w1 y2 + w2 y1
g32 = x1 + y1 + w1 + w1 z1 + w1 z2 + w2 z1
g33 = z1 + y1 + x1 + w1 x1 + w1 x2 + w2 x1
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