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Abstract
SCA(Side-channel analysis) is a well-known method to recover the
sensitive data stored in security products. Meanwhile numerous countermeasures for hardware implementation of cryptographic algorithms
are proposed to protect the internal data against this attack fortunately. However, some designs are not aware that the protection of
the plaintext and ciphertext is also crucial. In this work, we attack
an implementation TDES(triple DES) by taking advantage of such
leakages detected in a widely used commercial product which is based
on the hardware platform that passed the EAL5+ certification. In
particular, we guess entire DES keys to construct hypotheses for the
intermediate outputs in a TDES calculation. The time cost for this
approach is nearly 2132 of that by a brute force. Furthermore, if in
addition leakage about the key becomes available, the attack costs become practical. That is, reducing the key entropy of every DES key
to 228 allows an enumeration of the entire TDES in 21.6 hours.
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Introduction

Nowadays cryptography algorithms and protocols are the critical components
for billions of electronic products. Hence the sensitive data stored in an
embedded device is potentially attacked by adversaries.
Among these attacking methods, Differential Power Analysis(DPA) has
become a widely exploited cryptographic device vulnerability analysis technique since it was first proposed by Kocher [1]. It is powerful because at1

tackers only need to calculate the correlations between obtained side-channel
information and internal sensitive data, then the secret information can be
retrieved by analyzing the power consumption of various cryptographic operations.
Besides the internal data, the plaintext and ciphertext also leaks. Basically, these leakages at least leak the location of real calculations by analyzing
the side-channel information. Additionally, Underwrites Laboratories have
already attacked the MAC-ISO9797-1 standard successfully using the leakage
of plaintext instead of exploiting sensitive data inside the DES block [9].
TDES is a standard secure algorithm and widely used in secure processors.
It concludes 3 independent single DESes [5] with three keys. The encryption
and decryption of TDES are as below, DESenc indicates the DES encryption
process, and DESdec indicates the decryption.
cipher = DESenc (K3, DESdec (K2, DESenc (K1, plaintext)))
plaintext = DESdec (K3, DESenc (K2, DESdec (K3, cipher)))

(1)

A 3-key TDES indicates that these three key are independent to each other
and 2-key TDES is defined as K1 = K3. Basically a 3-key TDES need
2168 times of computations to exhaust the whole key search space. Even
with meet-in-the-middle attack [10], both 2-key and 3-key TDES need 2112
times of brute forces to retrieve the private key. However, if the attacker can
use plaintext and side-channel information to retrieve K1 using DPA, then
TDES can be cracked DES by DES.
Below are the highlights of this proposal.
- Present an attack on TDES implementations where the DES itself is
secure, but only plaintext, ciphertext and key leaks.
- Instead of targeting and S-box, the whole DES block is targeted at
once.
- To make the attack practical, include information about key to reduce
the search space.
The rest of this paper is organized as follows. In Section 2, the background
and basic knowledge of side-channel analysis will be presented; Section 3 tells
all the leakages we found in a particular commercial IC. In Section 4,the new
DPA attack method to retrieve all the keys of TDES will be introduced in
details and the attack results are presented. Additionally, the costs for a real
attack is also evaluated and compared with that of a brute force attack and
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a regular DPA for DES as well. Finally, we highlight some contributions we
made in this paper.

2

Background

DPA has been widely studied and developed by cryptographic communities
in last 20 years since Kocher’s first set-up in 1999. The original DPA calculates the differential power for single bit of an internal data and several
other statistical algorithms are proposed which can reduce the total number
of traces needed to recover the key, such as PPA(Partitioning Power Analysis) [2], multi-bit DPA [3] and CPA(Correlation Power Analysis) [4]. The
target of internal data are also from the single bit model to multi-bit with
Hamming weight model. The model assumes that the power consumption is
linearly related to Hamming weight. Let A be the internal data and HW (A)
be the Hamming weight of A. Let T = {Ti |1 ≤ i ≤ N } be the N trace
acquired. This linear model is defined as below
T (t) = ξH(A) + l

(2)

In Eq. (2), l indicates the noise in the traces and let ξ denote the linear
parameter. Since the internal data A can be calculated by plaintexts, cipher
texts and limited guessing keys. (E.g. A = S(p ⊕ k) where p and k are only
a few bits, p is partial of known plaintexts for many traces and k needs to be
guessed.) So for each key, the correlation between HW (Akey ) and the traces
which is defined as Pearson correlation can be computed.
Supposedly if the side-channel information perfectly match the Hamming
weight model, the correlation is one for correct key. In other words, the
maximum correlation indicates the correct key hypothesis.
Fortunately, we have countermeasures against DPA such as masking technology [7, 11] which protects the internal data by involving a random number to reduce or even remove the correlation between the sensitive data with
side-channel information.
And after several decades of development in the hardware implementation
of cryptographic algorithm, most coprocessors themselves have been hardened to resist DPA. However, the protection of plaintext and ciphertext of
the algorithm have relationship with the whole system architecture and the
CPU structure, which makes the protection ever harder. This paper will gen-
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eralize Underwrites Laboratories’ approach in order to recover a full TDES
key.

3

Leakage description

The leakages are originally found in single DES algorithm with EM traces.

Figure 1: A typical EM rawtrace
Figure 1 illustrates a raw trace for DES encryption acquired with EM
probe. Besides the input and output operations, it also tells 4 calls to the
DES engine.
Let PByte (i), CByte (i), KByte (i){0 ≤ i ≤ 7} denote the 8 bytes plaintexts,
cipher texts and private keys. Totally 4 kinds of leakages are found for this
chip.

HW (PByte (i) ⊕ PByte (i + 4)){0 ≤ i ≤ 3}



HW (CByte (i) ⊕ CByte (i + 4)){0 ≤ i ≤ 3}
(3)
HW (KByte (i) ⊕ KByte (i + 4)){0 ≤ i ≤ 3}



HW (PByte (i) ⊕ CByte (i + 4)){0 ≤ i ≤ 3}
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When targeting on the Hamming weight of the leakage model in Eq. (3),
the correlation between each model and the traces which have been properly
aligned can be calculated and figured as Figure 2.

Figure 2: Correlation between 4 models and the traces
Figure 2 indicates that the leakages are coming from the hardware because
the spikes are appearing at one or two clocks away from the first or last round
of DES calculation, while software will cost more clock cycles for related
instructions.
There are totally 4 spikes for key, so the keys of 4 DES calls are not
indepentent with each other and these 4 DES calls are most likely the forward
or backward calculations of single DES. What’s more, the spikes of PByte (i)⊕
CByte (i + 4) and CByte (i) ⊕ CByte (i + 4) are located at the same time in the
second and 4th DES calls, which tell these two DES calls are most likely
the same operation. Hence, the multiple calls to the DES engine are due to
countermeasures against fault attacks with the order of forward-backwardforward-backward.
Additionally, the plaintext, ciphertext and key are most likely transferred
5

in the portion of word(32 bits) using shifting operation in the internal architecture of this DES engine. So without proper masking the data register
switches from one word to another and leads to a Hamming distance leakage
between the 32 bits MSB and LSB.
To see how many traces are needed to exploit the leakage, we perform a
UL attack using the leakage of PByte (i) ⊕ PByte (i + 4). DPA can be applied
to attack MAC such as the proposal from Underwrites Laboratories [9] and
the minimal trace number needed is as Table (1).
Leakage Model PByte (0) ⊕ PByte (4) PByte (1) ⊕ PByte (5)
Trace Number
3800
2800
Leakage Model PByte (2) ⊕ PByte (6) PByte (3) ⊕ PByte (7)
Trace Number
3800
2600
Table 1: Trace number needed to perform UL attack
We can also build templates for key. More specifically, target on the
KByte (i) ⊕ KByte (i + 4){0 ≤ i ≤ 3} and build the template here. This allows
us to reduce the entropy of K which later on allows to make our attack
practical.
Having these ingredients we can focus on the main contribution of the
DPA attacking using the leakage of HW (CByte (i) ⊕ CByte (i + 4)).

4

New DPA attack method

In this section we will show that mounting a side-channel attack directly
on the DES output (instead of on e.g. the S-box output) is not only more
efficient than attacking TDES, but is even practical with the help of some
additional information on key.
Let Kset denote the search space we needed for the first DES and we
have Kset ≤ 256 . Supposedly, N traces are acquired when N randomized
plaintexts are applied to the chip, let Pi {1 ≤ i ≤ N } and Ci {1 ≤ i ≤ N }
denote the plaintexts and cipher texts. For each K ∈ Kset, the corresponding cipher texts C(Pi , K) can be computed accordingly. Let Cset(K) be the
cipher text sets specified as below
Cset(K) = {C(P, K)|P = Pi , 1 ≤ i ≤ N }, {K ∈ Kset}
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(4)

For each specific K, the related correlation between the cipher texts and
traces can be calculated. So the correct key will be distinguishable from
other keys. Hence we have
Key = arg max ρ(Cset(K), trace)
K∈Kset

4.1

(5)

Practical attack results

Totally 1500 traces and 128 hypothesis of keys are involved in the coming
results and figures of DPA. In next section, the total costs for this attack will
be evaluated with details. the internal data is defined as the 32 bits MSB
exclusive-or with 32 bits LSB of cipher text. The attack result is illustrated as
Figure 3. In this figure, the correct key shows up a distinguishable correlation
spike which indicate a successful attack.

Figure 3: Attacking results using 1500 traces
When filter out the sample point 2021 out of the original traces, the
correlation trend when increase the trace number can also be plotted as
Figure 4,
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Figure 4: Correlation trends when increase trace number
Figure 4 indicates that the minimal trace number needed to perform
a successful attack is less than 256. This is also reasonable because DES
algorithm is a non-linear system and if key is not correct the cipher text can
be regarded as random number and the correlation between the model and
the trace will be approximately zero.

4.2

Costs evaluation

The cost for an attack can be defined as.
T = Tacquisition + Tpre−computation + Tcorrelation−calculation

(6)

The pre-computation indicates the internal data calculation such as the
Hamming weight of output of SBOX. The third part means the costs for
computing calculation between the internal data and the traces.
Typically, one million traces can be acquired within 12 hours. So 1k
traces costs less than one minute.
For correlation calculation of two vectors in an Intel i7-5600U CPU(dual
core with 4 threads) with Matlab, 106 times of correlations for two 103 elements vectors cost nearly 85 seconds. Let tdes denote the time cost of one
DES encryption for brute force and tdes−cpu be the time cost when using Intel i7-5600U CPU. Moreover, COPACABANA is capable of processing more
8

than 292 billion DES per second utilizing 128 FPGA cores[12], which indi1
−38
second.
cates that tdes ≈ 292∗2
30 ≈ 2
Moreover, Biham’s research [8] indicates that a DES takes about 300
instructions. So we have
300
tdes−cpu ≈
≈ 2−24 second
(7)
2 ∗ 3.2G
Next we will set up some cost references to compare with this attack. The
first scenario is for a single DES certification with one million traces. The
total costs for this attack is
TregularDP A = 12 hours + 0 + 0 ≈ 12 hour

(8)

The second one is the meet-in-the-middle brute force attack. And a TDES
costs 2 single DES.
Tbrutef orce = 0 + 2112 ∗ 2tdes + 0 ≈ 2113 tdes

(9)

For this approach, totally 256 traces are needed and the key search space
for a single DES is 2k = Kset and the costs are
Tthis = 1 min + 2k ∗ 256tdes−cpu +

2k ∗ 85
106

228 tdes−cpu + 85
220−k
≈ 101 ∗ 2k−20 second
≈

(10)

Compared with Eq. (9), this approach is apparently reasonable for a real
attack, actually
2113 tdes
2113 ∗ 2−38
Tbrutef orce
=
≈
≈ 232.3
k−20
56−20
Tthis
101 ∗ 2
101 ∗ 2

(11)

The equation above means that this attack is 232 faster than brute force.
Additionally we have 101 ∗ 229−20 ≈ 14.3 hour, so if the key search space are
reduced to 229 , then the efforts for this attack is similar to the regular DES
certification. Moreover, this reduction of key space will be also possible if
one can build template attack for the key. In particular, it turns out that
in our case, if use the leakage for key in Eq. (3) and build template for
KByte (i) ⊕ KByte (i + 4), then only 28 bit key entropy will be remained. Then
this attack only costs 7.2 hours to retrieve K1. Finally, by applying the same
technique on all DES keys, a TDES key can be recovered in only 21.6 hours.
9
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Conclusions

In this paper, we presented 4 types of leakages for a widely used commercial
product which is based on the hardware platform that passed the EAL5+ certification. Moreover, since this chip uses the hard-macro design technology,
the leakage would affect the other family members as well.
Using the leakages for plaintexts, we also applied an attack to the protocol
MAC-ISO9797-1 standard and the trace number required is less than 16K.
Moreover, using the leakage of ciphertext, we applied a DPA to DES and
it turns out that only 256 traces is required to perform a successful attack.
After that the private key of TDES can be retrieved DES by DES.
Another contribution of this paper is that the effort and cost of this
attack have also been evaluated. If the key search space for each DES can
be reduced to 28 bits, then this attack can break TDES within 21.6 hours by
using an Intel i7-5600U CPU, which means this approach can be much more
powerful if combined with other kinds of attacks.
To protect products against this attack, the design needs to apply hardware countermeasures when retrieving ciphertext.
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