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ABSTRACT

address block to the AS that is allowed to advertise it in
BGP. ROAs can be leveraged by BGP routers to perform
Route-Origin Validation (ROV) [9, 45]: identifying and discarding “invalid” BGP route-advertisements from unauthorized ASes, thus protecting against IP prefix hijacking. Beyond being the leading and, thus far, only standardized solution to prefix hijacking, RPKI is also a prerequisite for
prominent routing security mechanisms such as BGPsec [42],
and for other proposals for defending against BGP pathmanipulation attacks, e.g., [15, 16, 58].
Yet, despite RPKI’s crucial role in securing the Internet
routing system, RPKI’s deployment is frustratingly low [47],
leaving the Internet largely exposed to dangerous traffic hijacking attacks. We embark on a systematic study of RPKI’s
deployment and security. We tackle the following fundamental questions: What is the adoption status of RPKI
and ROV? What are the implications for security of partial adoption of RPKI/ROV? What are the root-causes for
the slow adoption rates? How can deployment be pushed
forward? We address these questions through a combination of empirical analyses of multiple datasets, a survey of
over 100 network practitioners, and extensive simulations on
empirically-derived data. We next describe our main contributions.

The Resource Public Key Infrastructure (RPKI) binds IP
address blocks to owners’ public keys. RPKI enables routers
to perform Route Origin Validation (ROV), thus preventing
devastating attacks such as IP prefix hijacking. Yet, despite
extensive effort, RPKI’s deployment is frustratingly sluggish, leaving the Internet largely insecure. We tackle fundamental questions regarding today’s RPKI’s deployment
and security: What is the adoption status of RPKI and
ROV? What are the implications for global security of partial adoption? What are the root-causes for slow adoption?
How can deployment be pushed forward? We address these
questions through a combination of empirical analyses, a
survey of over 100 network practitioners, and extensive simulations. Our main contributions include the following. We
present the first study measuring ROV enforcement, revealing disappointingly low adoption at the core of the Internet.
We show, in contrast, that without almost ubiquitous ROV
adoption by large ISPs significant security benefits cannot
be attained. We next expose a critical security vulnerability: about a third of RPKI authorizations issued for IP
prefixes do not protect the prefix from hijacking attacks.
We examine potential reasons for scarce adoption of RPKI
and ROV, including human error in issuing RPKI certificates and inter-organization dependencies, and present recommendations for addressing these challenges.

1.

1.1

Deployment Status

Extensive effort is devoted to promoting the adoption of
RPKI and ROV. The IETF’s SIDR (Secure Inter-Domain
Routing) working group standardized the relevant protocols, and router support for ROV is already available from
all major vendors. For RPKI to provide meaningful security guarantees, two conditions must be met: (1) ASes
should issue ROAs covering their address blocks, and (2)
ASes should configure BGP routers to do ROV, i.e., discard BGP advertisements that are incompatible with ROAs.
Only about 6.5% of IP prefixes advertised in BGP are covered by ROAs [47, 57]. (We will discuss the root-causes for
this scarce deployment later on.) What about adoption of
ROV?
Any AS, anywhere, can enforce ROV, provided that its
routers support ROV (most modern routers do). We aim
to understand how many ASes actually do. We present the
first quantitative study of ROV adoption. Our findings are
disappointing: only a very small fraction of the large ISPs
at the core of the Internet enforce ROV.

INTRODUCTION

The Border Gateway Protocol (BGP) computes routes
between the tens of thousands of smaller networks, called
Autonomous Systems (ASes), which make up the Internet.
ASes range from large ISPs and content providers to small
businesses and universities. BGP is notoriously vulnerable to devastating attacks and configuration errors. Consequently, nation states and corporations are in constant
danger from attacks that utilize BGP’s insecurity to disconnect ASes from the Internet and to launch highly effective
man-in-the-middle attacks. A particularly worrisome and
common attack vector is IP prefix hijacking, where an AS
advertises in BGP an IP prefix not belonging to it. Prefix
hijacks are effective and easy to launch, with the extra benefit of a plausible excuse: benign configuration errors [53].
Every year several high-profile incidents resulting from prefix hijacks make the news (e.g., [1, 8, 51, 52]), and many
others go under the radar [55].
The Resource Public Key Infrastructure (RPKI) [38] is a
hierarchical certification system. RPKI stores Route Origin Authorizations (ROAs), signed records that bind an IP

1.2

Security Evaluation

Security in partial deployment. Given our results for
ROV adoption, a natural question arises: What is the im1

