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Abstract. For vectorial Boolean functions, the behavior of iteration
has consequence in the diffusion property of the system. We present a
study on the diffusion property of iterated vectorial Boolean functions.
The measure that will be of main interest here is the notion of the de-
gree of completeness, which has been suggested by the NESSIE project.
We provide the first (to the best of our knowledge) two constructions
of (n,n)-functions having perfect diffusion property and optimal alge-
braic degree. We also obtain the complete enumeration results for the
constructed functions.
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1 Introduction

Vectorial Boolean functions have been extensively studied for their applications
in cryptography, coding theory, combinatorial design etc., see [4] for a survey.
Let F% denote the n-dimensional vector space over the finite field Fo with two
elements. Vectorial Boolean functions are functions from the vector space F§ to
the vector space F5*, for given positive integers n and m. These functions are
called (n, m)-functions and include the single-output Boolean functions (which
correspond to the case m = 1).

In 1949, Shannon [I6] used the term diffusion to denote the quantitative
spreading of information. For an (n, m)-function, the diffusion property describes
the influence of input bits on the output bits. The exact meaning of diffusion
relates strongly to the methods of cryptanalysis. An intuitive measure related
to diffusion is of considerable importance for vectorial Boolean functions: the
degree of completeness, denoted by D., which is given by the comments from
the NESSIE project [15]. In [10], Kam and Davida introduced the concept of
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complete functions, which means that every output bit depends on every input
bit (also see [7l9]). For a vectorial Boolean function, the degree of completeness
quantifies the rate of input bits that the output bits depend on. A complete
function possesses optimal degree of completeness, i.e., D, = 1. In this paper,
we use the notion of the degree of completeness to indicate the diffusion prop-
erty of a vectorial Boolean function. In this sense, by perfect diffusion property
we mean iterated vectorial Boolean functions which possess optimal degree of
completeness. There are other indicators of diffusion property which shall not be
discussed here. For instance, the branch number of diffusion layers (see [6]) re-
lates closely to differential cryptanalysis [2] and linear cryptanalysis [12] on block
ciphers. The diffusion factor (see [6]) quantifies the average number of changed
output bits when a single input bit is changed. The degree of completeness can
be seen as some kind of weakened version of diffusion factor.

The investigation on the degree of completeness of iterated (n,n)-functions
helps in general the understanding of the evolution of diffusion property of cryp-
tographic systems. Some methods of cryptanalysis on cryptosystems are based
on the idea of identifying the relation between a particular output bit with the
input bits. If every output bit depends on only a few of the input bits, there
may exist some potential attacks, such as algebraic attacks [II5], since one may
convert the cipher-text into a system of polynomial equations and solve it di-
rectly. For example, in a product cryptosystem [16] such as block cipher and
hash function, the degrees of completeness of iterated round functions (seen as
vectorial Boolean functions) have consequence in the diffusion property of the
whole system. A round function is preferable to have perfect diffusion property
for providing complete diffusion, see the general model in Section [3:2} In the
context of stream ciphers, the model of augmented functions should be consid-
ered (see []]), where an update function L is iterated to generate keystreams
by composing an output function. If the degrees of completeness of the iterated
update functions L), i = 1,2,..., are very low, then the algebraic attack is
expected to be efficient. Other potential applications of functions with perfect
diffusion property could be found.

Though the degree of completeness has been observed from a cryptographic
point of view, it seems that as a mathematical object, vectorial Boolean function
with good diffusion property has rarely been studied in the literature. In this
paper, we mainly study the diffusion property of vectorial Boolean functions.
A function is called to have perfect diffusion property (see Definition [2)) if the
degree of completeness always attains 1 (under the affine permutations) after the
function has been iterated some number of times. We provide two constructions
of vectorial Boolean functions which have perfect diffusion property, and prove
that the iterated functions always have optimal algebraic degree. To the best of
our knowledge, this is the first time when such constructions are proposed. We
first construct a class of rotation symmetric (n,n)-functions (see Definition |3))
with perfect diffusion property. These functions are generalizations of rotation
symmetric Boolean functions, which have practical advantages that the evalua-
tions are efficient and the representations are short. In our second construction,
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a class of almost balanced (n,n)-functions with perfect diffusion property is giv-
en. Moreover, complete enumeration results for the constructed functions are
obtained, which show that there are many (n, n)-functions with perfect diffusion
property.

This paper is organized as follows. Formal definitions and necessary prelim-
inaries are introduced in Section [2} In Section [3] two constructions of vectorial
Boolean functions with perfect diffusion property are proposed for the first time,
and the complete enumeration results for these functions are presented. To avoid
being too theoretical, we give an explicit example to show that it is possible to
construct recursive round functions to provide complete diffusion. We summarize
this paper in the last section.

2 Background and Preliminaries

In this paper, additions and multiple sums calculated modulo 2 will be de-
noted by @ and &P, respectively, additions and multiple sums calculated in
characteristic 0 or in the additions of elements of the finite field Fon will be
denoted by + and ), respectively. The functions from the vector space F3 to
Fy are called n-variable Boolean functions, and the set of all the n-variable
Boolean functions is denoted by B,. For f € B,, the Hamming weight (in
brief, weight) of f is wt(f) = |{z € F} | f(z) = 1}|, and the (0, 1)-sequence
defined by (f(vo), f(v1),...,f(van_1)) is called the truth table of f, where
vo = (0,...,0,0),vy = (0,...,0,1),...,van_y = (1,...,1,1) are ordered by
lexicographical order. An n-variable Boolean function f can be uniquely repre-
sented in the algebraic normal form (in brief, ANF) that

f@) = D conttay -y,

veFy

where © = (21,...,2,) € F}, v = (v1,...,v,) € F§, ¢, € Fa. Let wt(v) denote
the Hamming weight (or weight) of a vector v, that is the number of its nonzero
coordinates, then deg(f) = max,ery {Wt(v) | ¢, # 0} is called the algebraic
degree of f.

Proposition 1. [3] Let f € B,, and f(z) = Gavelb‘g cpxtay? - aln. Then, ¢, =
D.cry o<o [ (7). where x < v means that x = (z1,...,2n) is covered by v =

(v1,...,0p), i€, for anyi = 1,...,n, x; = 1 implies v; = 1. In particular,

deg(f) = n if and only if wt(f) is odd.

An affine permutation L on Fj is defined as L(z) = aM @ a, where M is
a nonsingular n x n matrix over Fy and a € Fy. Moreover, if a = 0, then L is
called a linear permutation.

Proposition 2. [J] The algebraic degree of an n-variable Boolean function f
is affine invariant, i.e., for every affine permutation L, we have deg(f o L) =

deg(f).
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For i =1,...,n, denote by e; the vector in F3 whose i-th component equals
1, and 0 elsewhere. The degree of completeness of an n-variable Boolean function
f is defined as

{i|a; =0,1<i<n}
)
n

where a; = |[{z € Fy | f(2) ® f(x D e;) = 1}|, i = 1,...,n. Equivalently, let
V(f) = {i | 3z € F} such that f(z) ® f(xDe;) =1,1<i < n}, (2)

be the set of indices of the variables appearing in the ANF of f, then D.(f) =
vl n.

Let n and m be two positive integers. The functions from Fy to Fy' are
called (n,m)-functions (or vectorial Boolean functions). Such a function F' is
given by F = (f1,..., fm), where the Boolean functions fi,..., f,, are called
the coordinate functions of F. An (n,m)-function is called balanced if for any
b € F7', the size of the pre-image set |[F~1(b)| = 2"~ ™. The derivative of F at
direction a is defined as

ANoF(z)=F(z)® F(x ®a), a€Fy\ {0}
The algebraic degree of F, denoted by Deg(F'), is defined as

Deg(F) = max deg(fi)-

S

The degree of completeness of F is defined as

1
m
Since the degree of completeness of an n-variable Boolean function can also be
described as Do (f) = [V(f)|/n, where V() is defined as in (2)), then for an (n, m)-
function F' = (f1,..., fm), we have D.(F) = (|V(f1)| + - + |V(fm)]) /nm. Also,
the following equivalent definition is easy to obtain, which is originally given by
the NESSIE project [15].

Definition 1. [T5] For an (n,m)-function F = (f1,..., fm), the degree of com-
pleteness is defined as
po(F)—1- Mo ey =01sismisjsml],

mn

where a;; = {z € Fy | fj(x)® fi(x De) =1}, i=1,....n,j=1,...,m.

For an (n, m)-function F, it is obvious that 0 < D.(F) < 1, and F is called
complete if D.(F) = 1 (see [10]), which provides the highest possible level of
diffusion. Note that D.(F') defined in (3 takes the mean value of all the D.(f;)’s
with ¢ =1,...,m, while the following two meaningful measures are also intuitive,

DI (F) = max {De(f)}. DZ(F) = min {D.(f)}
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Clearly, D™ (F) < D.(F) < D™ (F), and D" (F) = 1 if and only if D.(F) =
1. Hence, D™ is the strongest measure of completeness for vectorial Boolean
functions. In this paper, we mainly discuss the measure D, suggested by the
NESSIE project [15].

For an n-variable Boolean function f, since for any b € Iy,

a;=HreFs [ flr)@fz@e) =1} ={z eF3 [ fzab)@ fzdbBe;) = 1}],

where ¢ = 1,...,n, then from (I)), we have D.(f(z)) = D¢(f(z @ b)). In general,
the degree of completeness is not invariant under composition on the right by
linear permutations. For example, let f(x1,...,2,) =21 ® - Dz, € By, and
L(zy,...,x) = (1 ® -+ ® Xp,T2,...,%,) which is a linear permutation on FY,

then f o L(zy,...,2y) = x1, and thus D.(f) = 1 > D.(f o L) = 1/n. For a
—_—
positive integer 7, let F(") = F o ..o F denote the r-th iterated function of F.

Definition 2. An (n,m)-function F is called non-degenerate if for every linear
permutation L on By, D.(FoL) = 1. Moreover, F is said to have perfect diffusion
property if m = n and for any positive integer k, F%) is non-degenerate.

Theorem 1. For an (n,m)-function F = (f1,..., fm), if for alli =1,...,m,
deg(f;) = n, then F is non-degenerate.

Proof. According to Proposition [2| one gets that for every linear permutation L
on F% and every 1 < < m, deg(fioL) = deg(f;) = n, thus D.(f;oL) = 1. From
(3), we have that D(F o L) = (D.(fio L)+ -+ + D.(fm o L)) /m = 1. Hence,
F' is non-degenerate. ad

Remark 1. When we choose a basis {a1, ..., a,} of Fan over Fa, then the vector
space [F5 can be endowed with the structure of finite field Fa» by an isomorphism
mix=(21,...,2n) € FY = 100 + -+ + T, € Fan. For a Boolean function f
on Fan, we identify D.(f) with D.(f o 7). Since for any i = 1,...,n,

ai={z €F} | for(e) + fon(z@e) =1}
=z €Fy | f(n(z)) + f (7(x) + m(es)) = 1}
=|{z €Fan | f(z) + f(z+a;) =1},

then from 7 one gets that D.(f) = D.(f ow) = 1 if and only if for any
i = 1,...,n, the derivative A,, f(x) is not a zero function (i.e., there exists
x € Fan such that A,, f(x) = 1). Note that L is a linear permutation on Fj
if and only if 7 o L o 77! is an additive automorphism on Fy». Hence, from
Definition [2| a Boolean function f is non-degenerate if for any ¢ = 1,...,n and
any additive automorphism L of Fon, A,, f o L(x) is not a zero function.

Remark 2. The trace function from Fa» to Fo is defined as

2n71

Tri‘(x):x+x2+m22+~-~+x ,
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where € Fan. Given a basis {aq,...,a,} of Fan over Fy, a function F from
Fan to itself can be written as F(x) = fi(x)ag + -+ + fn(x)ay, where f;(z) =
TrY(B;F(x)),i=1,...,n, are the n-variable coordinate Boolean functions of F,

and {f1,...,0,} is the dual basis of {aq,...,a,} satisfying

0for ¢+#j

n 3. — )

T (efy) {1 for i = j.
It is known that for any basis of Fon over Fy, there exists a dual basis (see [11]
Chapter 2]). From Definition [2 we know that an (n,n)-function F has perfect
diffusion property if and only if for every k, every coordinate function of F(*)
is non-degenerate, which is equivalent to saying that, for any j € {1,...,n},

f](k) (z) = Tr} (B;F*™(2)) is non-degenerate. From Remark we have that

f;k) (x) is non-degenerate if and only if for any ¢ € {1,...,n} and any additive

automorphism L of Fan,
k k k
Ao [P o Liw) = fP o L(z) + i o L(z + )
=T (5jF<k> 0 L(x)) P (5jF<k> o L(z + ai))
=07 (B 00, F¥ 0 L(z))
is not a zero function. As a consequence, from Definition [2| an (n,n)-function F'
is said to have perfect diffusion property if for any positive integer k, any ¢, 5 €

{1,...,n}, and any additive automorphism L of Fon, Tt} (804, F*) o L(z)) is
not a zero function.

3 Constructions of Vectorial Boolean Functions with
Perfect Diffusion Property

In this section, we construct two classes of (n,n)-functions which have perfect
diffusion property. Moreover, the enumeration results for the constructed func-
tions are obtained.

3.1 Rotation Symmetric (n,n)-Functions with Perfect Diffusion
Property
Let (x1,29,...,2,) € F§. For 1 < k < n — 1, define
pf;(xl,xg,...,xn) = (Zhtly e ooy Ty Ty e - oy The)
and p0(xq,9,...,2,) = (21,%2,...,2,). Inspired by the concept of rotation

symmetric Boolean functions used in fast hashing algorithms [I4], we present
the following definition of rotation symmetric (n, n)-functions.
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Definition 3. Let f be an n-variable Boolean function. An (n,n)-function F is
called rotation symmetric (in brief, RS) if it has the form

F(x) = (f(x), f o pu(@), fopp(x),.... fopp (). (4)
Let f € B,and F = (f, fopl,...,fop?™1). For any x € F} and any integer
1>1,
Fopl(x) = (foph(x),foph™(x),....[oph (x))
= pl, (f(@), fopp(a),.... fopp ' (x)) = py, 0 Fla). (5)

An (n, n)-function F satisfying Eq.(f)) is called shift-invariant in [6]. Recall that
an n-variable rotation symmetric Boolean function f is defined as f o pl(z) =
f(z) for any x € F} (see [14]). By Eq.(5), the following equivalent definition of
RS (n,n)-functions is easy to obtain.

Proposition 3. An (n,n)-function F is RS if and only if for any x € Fg,
Fopl(z) = ph o F(a).

Proposition 4. If F is an RS (n,n)-function, then for any integer k > 1, F*)
is an RS (n,n)-function.

Proof. We prove it by induction on k. The result is already true for k = 1.
Suppose that F(*) is RS for k = s, where s > 1, then F(5) has the form

FO(z) = (f(2), f o pp(),.... fopii (2)),
which implies that

FO (a) = FO(R@) = (f (F(@)» fo pb (F(@)) - f o g2 (F(a))
= (foF(sc),foFopiL(a:),...,foFopZ_l(x)), (6)

where Eq.@ follows from Eq. since F' is RS. Hence, for k = s+ 1, F*) is an
RS (n,n)-function. By the mathematical induction, we get that for k& > 1, F(¥)
is RS. a

Remark 3. From Proposition[3|and Proposition[d] one can see that rotation sym-
metric (n,n)-functions possess many desirable properties like (i) the algebraic
representations are short; (ii) the evaluation of the functions is efficient (since
a circular shift of the input bits leads to the corresponding shift of the output
bits); (iii) the iterated functions are still rotation symmetric.

Under the action of pﬁ, 0 < k < n—1, the orbit generated by the vector
x = (x1,22,...,%,) is defined as

It is easy to check that the cardinality of an orbit generated by = = (21, ...,z,) is
a factor of n. In fact, let |0, (x)| = ¢, and suppose that n = p-t+r for p,r € Z and
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0 < r < t. Then p!(z) = x, which implies that p?*(z) = z, thus p? ?*(z) = z,
i.e., pi(x) =z, a contradiction to the fact that |O,(z)| =t > r. Clearly, all the
orbits generate a partition of F5. Every orbit can be represented by its lexico-
graphically first element, called the representative element. It is proved that (see
g. [6, Appendix A.1]) the number of distinct orbits is ¥,, = %ka (k)2
where ¢(k) is the Euler’s phi-function. Let {Agn), Agn), ce Ag;)} denote the set
of all the representative elements in lexicographical order, where Agn) = 0 and
AEIZ) =1, and we use {41, Aa,..., Ag, } for short if there is no risk of confusion.
For f € B, and 1 < i < Wy, let f|o, (4,) denote the restriction of f to O, (A;),
ie., for x € On(4A;), flo,a,)(®) = f(x). Then, we have the following theorem.

Theorem 2. For any n-variable Boolean function f satisfying the following con-
ditions:

(i) Fori:1,2,..., -1, wt (f|o (A2) ) i - wt(A;)/n, where t; = |0, (A;)];
(ii) (1) = 0,

the RS (n,n)-function F(z) = (f(z), f o pi(x), ..., fopi~(x)) has perfect dif-
fusion property, and for every k > 1, Deg (F(k)) =n.

Proof. Fori=1,2,...,¥, —1,let F|p, (a,) denote the ¢; x n matrix over Fy that

Flo, ) = = : :
F(ﬂfﬁl(/lz)) pn \PRTHE(A)) ) L

where t; = |0, (4;)| and the last equality is from Eq.(§). It is obvious that the
number of 1’s in every column (as well as every row) of F|p, (4,) is the same.
Since wt (f|o, (1)) = ti - wt(4;)/n, then every row of F|o, (a,) has the same
weight that

wt (f|0n(/11)) 'n t; 'Wt(/li) n

Hence, for = = p!,(A;), where i = 1,2,..., ¥, — 1l and [ = 0,...,]|O0,(4)| -1,
wt(F(z)) = wt (F (pil(/ll))) = wt (4;) = wt (pln(/li)) = wt(x),

i.e., for every x € F§ \ {1}, wt(F(x)) = wt(z). Therefore, for every k > 1 and
every x € F4 \ {1}, we have

wt (F(k)(x)) = wt(). (8)

Thanks to Proposition |4, we know that F(*) is still an RS (n, n)-function, thus
we can write FF) as (f®), f® o pl . f*) o pn=1) where f*) € B,,. From
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Eq.7 we have that for i =1,2,...,¥, — 1, every column of the matrix

F®) (A F®) (A)

(k) F(k) (pvlm(/lz)) p}t (F(k) (Az))
F |On(Ai) - : - :

FO (i (40) i () (4)

tiXn tiXn

has weight ¢; - wt(A;)/n. Since Ufz"l O, (4;) = Fy, then it is easy to prove that

St wt(A) s
. :

i=1

Condition (ii) implies wt (F*)(1)) = 0, then we have

v, —1

w (p0) = 32 Bt gy

i=1

Hence, according to Proposition (1} deg (f(k)) = n, which leads to Deg (F(k)) =
n. Note that for [ = 0,...,n — 1, pl, is an affine permutation on F%, then from
Proposition we have deg (f(k) o P%) = deg(f®) = n. Thus, Theoremimplies
that F(*) is non-degenerate. Therefore, F(z) has perfect diffusion property. 0O

In Theorem [3 we will calculate the number of all the functions constructed
in Theorem [2} Before that, we introduce the following lemma which is given by
Maximov [I3, Lemma 1].

Lemma 1. [75] For F%, the number of orbits with t elements of weight w is

%Zk\t,qklw u(t/k) - (Z)%’;), fort,w=1,...,n, where q; = m,
Mntw = § 1, fort=1w=0,
0, otherwise,

9)

where p(-) is the Mébius function, i.e., for integer t > 1, u(t) = 1, if t = 1;
w(t) = (=)™, if t = p1pa -+ - Pm, where p1, ..., pm are distinct primes; p(t) =0,
for all other cases.

Theorem 3. The number of distinct RS (n,n)-functions constructed in Theo-

rem |4 is
n

—1 n Mn,t,w
t sy
Ny =] (w) , (10)
w=1 1 n

t=

where My ¢ = %Zk‘wk‘w wu(t/k) - (Z%z), Uk = geatnmys and p() is the Mébius
function.
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Proof. In Theoremlfor any i =1,2,...,%, — 1, wt (flo, 4,)) = ti - wt(4;)/n,
which implies that one can construct ( f )/ ) distinct f |O )’s. Moreover,
Lemma [I] claims that the number of orblts with ¢ = ¢; elementb of weight w =
wt(A;) 1S M t,0- Then, one can get that the number of distinct RS (n, n)-functions
constructed in Theorem [2]is N, in Eq.. a

Example 1. For F$, all the orbits and the values of N6,¢,w 11 Eq.@ are listed in
Table |1} where ¢t and w are respectively the number and the weight of elements
in an orbit.

Table 1. All the orbits of Fg and the values of 76 +,w

t|w t|lw
06(000000)[1|0[|O6(010011) 6|3
06(000001)[6|1||06(010101)|2|3
06(000011)[6|2[|O06(001111)|6|4
06(000101)[6|2[|06(010111)|6|4
06(001001)(3|2{|{06(011011) 3|4
06(000111)(6|3]|06(011111)(6|5
06(001011)[6|3[|O06(111111)|1|6

Ne,t,wlt 123456

w

0 100000

1 000001

2 001002

3 010003

4 001002

5 000001

6 100000

Then, from Theorem [3] we have

5 6 t N6,t,w
No = H H (m) = 92,6244 x 10! ~ 237.9’

6

while the number of all the (6,6)-functions is 22°6 = 2384,

Ezample 2. In Example [1} we have shown all the orbits {Og(4;),i = 1,...,14}
of FS. Let f be a 6-variable Boolean function defined as

flog o000y = (0), floso10011) = (1,0,0,1,0,1),
flosooooory = (0,0,0,1,0,0), flog0101) = (0, 1),

flogooo11y = (0,0,1,1,0,0), flos(oo1111) = (1,1,0,1,1,0),
f|©6(000101) = (O, 1,0,1,0, O), f|06(010111) = (07 1,1,1,0, 1)
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flosoi001y = (1,0,0), floscor1011) = (1,0, 1),
f|(’)6(000111) = (07 ]-7 07 07 ]-7 ]-)7 fl(’)f;(()lllll) = (]-7 17 1u ]-7 07 ]-)7
flosoto11y = (1,0,0,1,0,1), flogaiiiiny = (0),
where the binary vectors on the right-hand side denote the truth tables of the
restriction functions f|og(a,), @ = 1,...,14, ie.,

f|o6(Ai) = (f(Al)’f Opflj(/li)v B f © péiil(/li)) ’

where t; = |Og(A;)]. Since the function f satisfies the conditions in Theorem
then the RS (6, 6)-function

F=(f.fops---.fon)

has perfect diffusion property. Due to Proposition the iterated function F'(*) is
RS for k > 2. Let f(®) = f (F(=1) then F(F) = (f) B opl . f*) o pl).
By Proposition |1} the ANF's of the following Boolean functions can be obtained
from the truth tables of f, f2), f®) 4 respectively.

f(a,- . w6)
=T1T2T3T4T526 D T1T2T3T4X5 D T2X3T4T5%6 D T122T3T4 © T1X2X3T5
D 1222475 © T1T2T4T6 D T1T2T5T6 O T1T3T4T6 D T2T3T4T5 D T2X324%6
D ToTg4T5L5 D T3X4X5L6 B L1X2X5 D T1ToLg D x1X3L4 B 136 D T1T5Z6
D 237475 D T324T6 D T4T5T6 D T4,
f(g)(xl, [N 7.(1,‘6)
=T1ToT3T4L5Le D T1X2X3T5Lg D T1X2X4X5L6 DB L1X2X3X5 D T1L2L3Lg
D T1T2T4T5 D T1X3L4L6 D 24506 D T3TL4T5Tg D T1T2X3
D r17374 D T2x4T5 O T3T4T5 D 71,
FO(xy,. .., z6)
=T1X2T3T4T526 D T1X2T3T4X5 D T1T2T3T4%6 D T1X3T4T5X6 D T2X3T4T5T6
D 21722375 O 1227405 © T120224T6 D T1T2T5%6 O 1237405 © T12X3T4T6
@D T2x324%5 D T2T4T5T6 D T122%5 O T1T2%6 D T1T3T4 D 12326 D T1T5T6
@D x2x3%4 D T3T4T6 B T4T5T6 D X4,

f(4)(.131,...,],‘6) = f(Q)(J?h...,Z‘G).

The ANFs of the functions directly show that the RS (6,6)-function F' has
perfect diffusion property, and for every k > 1, Deg (F(k)) =6.

3.2 Almost Balanced (n,n)-Functions with Perfect Diffusion
Property

We have presented a construction of RS (n,n)-functions with perfect diffusion
property. These functions are of interest from a practical point of view as their
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representations are short and the evaluations are efficient. In this part, we pro-
pose a large set of almost balanced (n,n)-functions with perfect diffusion prop-
erty. Here we call an (n,m)-function F' almost balanced, if for every b € Fom,
|F~1(b) — 2"~™| takes a small value. For a finite set E with cardinality |E| = N,
the set of all the permutations on F forms a symmetric group Sy whose group
operation is the function composition.

Note that for n > 2, there is no balanced (n,n)-function (i.e., permutation
on F%) with perfect diffusion property. In fact, let F' be a permutation on FJ,
then since all the permutations on 4 form a finite symmetric group, there must
exist some i > 1 such that F'(*) = id, where id denotes the identity permutation.
Hence, we have F()(z) = z for every z € F}, which implies D (F)) = 1/n <
1. Thus, F' cannot have perfect diffusion property. Therefore, finding almost
balanced (n,n)-functions with perfect diffusion property is attractive.

Theorem 4. For any o that belongs to the symmetric group on the set Fy \
{0,1}, the almost balanced (n,n)-function

0, =0 orl,
o(x), otherwise,

F(z) = { (11)

has perfect diffusion property, and for every k > 1, Deg (F(k)) =n.

Proof. From Eq., one gets that for any k > 1,

0 rz=0or1l
(k) — ) 5
F(=) {a(k) (z), otherwise.

Since ¢®) is a permutation on F3 \ {0,1}, then it is easy to see that ever
coordinate function of F'*) has weight 27~ —1, which implies from Proposition
and Theorem [1| that Deg (F(k)) = n and F®) is non-degenerate. Therefore, F
has perfect diffusion property. ad

The following enumeration result is obvious.

Theorem 5. The number of distinct almost balanced (n,n)-functions construct-
ed in Theorem[f] is P, = (2" — 2)!.

Ezample 3. The number of almost balanced (6, 6)-functions with perfect diffu-
sion property constructed in Theorem [4]is Pg = (26 — 2)! ~ 2284 compared with
the enumeration result in Example [I]that the number of RS (6, 6)-functions with
perfect diffusion property constructed in Theorem [2]is Mg ~ 2379,

Remark 4. Denote by %, 4, the sets of all the (n,n)-functions constructed in
Theorem [2| and Theorem [ respectively. Then, it is easy to check that .y = %,
F3 C Y3, and for n > 4, F, (¥, # 0 but neither %, C ¥4, nor 4,, C .F,,.

As an application in product cryptosystems, we consider the following model.
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Model. Let G be an (n,n)-function, K;, i = 0,1,..., be vectors in F3. Then,
in a product cryptosystem, the i-th round function F; is

‘ _ Gz ® Ky), ifi =1,
Fi(z) = {G(Fi_l(x) o Kio1),ifi > 2. (12)
Suppose that Ky = K; = --- = K, and we define F'(z) = G(z ¢ K). Then,

by , we have for i > 1, Fj(x) = F(x). The function F is preferable to have
perfect diffusion property, which leads to D.(F;) = 1 for each ¢ > 1. If the K;’s
are not identical, then the case is more complicated. In the following, we use a
simple example to illustrate that by using (n,n)-functions in , one can get
D.(F;) =1 for i odd. The example given here is suggestive if not very practical.

Ezample 4. In the above model, let

0, rz=0or1l,
Glz) = {o(x), otherwise,
be an almost balanced function in , where ¢ is a permutation on E = F§ \
{0,1} satisfying {0,1} U (o) is a Fa-subspace of F}, where U(c) = {x € F |
o(x) =z} is the set of fixed points of 0. Let K;_1, F;, i > 1, be defined in .
We now prove that if U(o) # 0 and for i > 1, K; € U(o) \ A;, where A; = () and

k k
A; = { @Ki,j, @KH ®1
j=1 j=1

then Deg(F;) = n and D.(F;) = 1 for all odd i. One can easily check that for
1> 2, A; is a set, i.e., all the elements in A; are distinct.

For i > 1, let fl(’) be the [-th coordinate function of F;, where 1 < [ < n.
It is clear that wt (fl(l)) = 2"~! _ 1 which is odd, then from the proof of

Theorem |4} we have Deg(F;) = n and D.(Fy) = 1. Moreover, there exist exactly
two z € FY such that Fy(xz) = 0, and for each y € E \ Ay, there exists exactly
one z € F% such that Fy(z) = y. By calculating iteratively, one can get that for
every ¢ > 2 and every k = 1,...,7 — 1, there exist exactly two x € F§ such that
Fi(x) = @?:1 K;_; or 0, and for each y € E'\ A;, there exists exactly one x € Fy
such that F;(z) = y. Since for i > 1, K; & A;, then K; @1 € E\ A;, thus there
exists exactly one z € F3, denoted by z; 0, such that F;(z; ) = K; ¢ 1, which
implies G(F;(z;0) @ K;) = 0. Recall that {0,1}|JU (o) is a Fa-subspace of F3,
then for ¢ > 1, since K; € U(0), we have A; C U(o). From the above discussion,
we obtain that for ¢ > 1, the multiset {* G(F;(z) ® K;) | x € Fy \ {zi0} *} is
equal to the multiset {* F;(z) ® K; | x € F§ \ {z;,0} *}. Hence, for ¢ > 1, denote

by gl(i) the I-th coordinate function of F;(x)® K;, where 1 < I < n, then we have

wt (fl(i+1)> = wt (gl(i)> —1.

k=1,...,z’—1}, i>2,
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It is obvious that wt ( fl(i)> and wt (gl(i)) have the same parity, which leads to
that wt (fl(i)) and wt (fl(iﬂ)) have different parities. Therefore, if 7 > 1 is odd,
then wt (fl(i)) is odd, thus we have Deg(F;) = n and D.(F;) = 1.

4 Concluding Remarks

In this paper, we construct two classes of (n,n)-functions with perfect diffusion
property and optimal algebraic degree. These functions provide complete diffu-
sion after iterations. The enumeration results for the constructed functions show
that there are many (n,n)-functions which have perfect diffusion property.

The functions constructed in Theorem [2| and Theorem [4| represent a theoret-
ical interest, which may have weak resistance to different cryptanalysis. Further
improvements in the design of (n,n)-functions with perfect diffusion property
are of interest. In addition, the RS (n, n)-functions defined in this paper may be
worth discussing in the future for their efficient evaluations and short represen-
tations.

Acknowledgments. The authors would like to thank the anonymous referees
for their helpful comments.
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