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Abstract. The Kalyna block cipher was selected during Ukrainian Na-
tional Public Cryptographic Competition (2007-2010) and its slight mod-
ification was approved as the new encryption standard of Ukraine in 2015.
Main requirements for Kalyna were both high security level and high per-
formance of software implementation on general-purpose 64-bit CPUs.
The cipher has SPN-based (Rijndael-like) structure with increased MDS
matrix size, a new set of four different S-boxes, pre- and postwhitening
using modulo 264 addition and a new construction of the key schedule.
Kalyna supports block size and key length of 128, 256 and 512 bits (key
length can be either equal or double of the block size). On the time of
this paper publishing, no more effective cryptanalytic attacks than ex-
haustive search are known. In this paper we present the adapted English
translated specification of Kalyna as it is given in the national standard
of Ukraine.

1 Introducton

Block ciphers are the most widely used symmetric cryptographic
primitives. Besides providing confidentiality, they are also used as
main components in hashing functions, message authentication codes,
pseudorandom number generators, etc.

Until 2015 GOST 28147-89 was the main block cipher used in
Ukraine [1]. Even now this cipher still provides acceptable level of
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practical security. However, its software implementation is signifi-
cantly slower and less effective on modern platforms comparing to
newer solutions like AES [2]. In addition, more effective theoretical
attacks than brute force search were discovered [3].

Based on the experience of international cryptographic compe-
titions, like AES [4] or NESSIE [5], The State Service of Special
Communication and Information Protection of Ukraine had been or-
ganized National Public Cryptographic Competition [6] to select a
block cipher that could become a prototype of the national standard.
Main requirements to candidates were a high level of cryptographic
security, variable block size and key length (128, 256, 512), and an
acceptable performance of encryption in software implementation.
There were no restrictions concerning lightweight (hardware) imple-
mentations.

The block cipher Kalyna was selected among other candidates [7]
and its slight modification (aimed to performance improvement and
more compact implementation) was approved as the national stan-
dard DSTU 7624:2014 [8].

The new standard describes both the block cipher and ten modes
of operation for it. In this paper we describe an adapted version of
the specification based on Electronic Code Book (ECB) mode as it
is given in the national standard of Ukraine.

2 Symbols and notations

The following notations are used in the standard.

0x – prefix of numbers given in the hexadecimal notation;
GF (28) – the finite field with the irreducible polynomial x8 + x4 +

x3 + x2 + 1;
⊕ – logical exclusive OR (XOR) operation for binary vectors;
bxc – integer part of x, i.e. for a rational x the greatest y such

that y ≤ x;
|X| – the length of the bit sequence X;

Ll,r(X) – the function that returns r least significant bits from the
input sequence X of l-bit length;

Rl,r(X) – the function that returns r most significant bits from the
input sequence X of l-bit length;
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� – the right shift of the fixed length sequence (to the least
significant symbols); the most significant symbols are filled
with 0’s; number of symbols to be shifted is defined by the
second argument

� – the left shift of the fixed length sequence (to the most sig-
nificant symbols); the least significant symbols are filled
with 0’s; number of symbols to be shifted is defined by the
second argument

≫ – the cyclic shift (rotation) right of the fixed length sequence
(the least significant symbols are moved to the most signif-
icant positions);

≪ – the cyclic shift (rotation) left of the fixed length sequence
(the most significant symbols are moved to the least signif-
icant positions);

+ – addition defined on the additive group of the least non-
negative remainders Z264 (addition modulo 264);

⊗ – scalar product of two vectors defined over the finite field;
l – the block size of Kalyna, l ∈ {128, 256, 512};
k – the key length of Kalyna, k ∈ {128, 256, 512} (k = l or

k = 2 · l);
c – the number of rows in the state matrix;
Vj – j-dimensional vector space over GF (2), j ≥ 1;

T
(K)
l,k – the basic encryption transformation, a mapping Vl 7→ Vl

parametrized by the encryption key K;

U
(K)
l,k – the basic decryption transformation, a mapping Vl 7→ Vl

parametrized by the encryption key K;
W1||W2 – concatenation of the two bit sequences in such a way that

the left (the least significant) part of the resulting sequence
is equal to W1 and the right (the most significant) one to
W2; the length of the resulting sequence is equal to the sum
of W1 and W2;

Ξ ◦ Λ – sequential application of transformations Ξ and Λ (Λ is
applied first);

t – the number of iterations in the transformations T
(K)
l,k and

U
(K)
l,k ;
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t∏
i=1

Λ(i) – sequential application of the transformations Λ(1), Λ(2), ...,
Λ(t) (the transformation Λ(1) is applied first);

µ
(j)
l – representation of non-negative integer j as an l-bit sequence

(the little-endian convention is used);

Kalyna-l/k – application of the transformations T
(K)
l,k or U

(K)
l,k with the

block size of l bits and the key length of k bits.

3 General parameters

The basic encryption transformation is a mapping: T
(K)
l,k : Vl → Vl

that depends on K ∈ Vk, where l, k ∈ {128, 256, 512}, such that

k = l or k = 2 · l. T (K)
l,k is implemented as an iterative application

of several functions taking a 8 × c matrix over GF (28) as an input
argument x ∈ Vl. The 8× c matrix is the cipher internal state.

The basic decryption transformation U
(K)
l,k parametrized by the

encryption key K is the mapping inverse to T
(K)
l,k . All permitted

combinations of parameters, that defines Kalyna-l/k, are given in
Table 1.

Table 1. The number of rounds and the number of rows in the state matrix for different
values of block size and key length

# Block size (l) Key length (k) Rounds (t) Rows of the state matrix (c)

1
128

128 10
2

2 256 14

3
256

256 14
4

4 512 18

5 512 512 18 8

4 Input and output data

The basic transformations process an input block of l bits size (either
plaintext or ciphertext). The internal state matrix G is represented
as (gi,j), where gi,j ∈ V8, i = 0, 7 and j = 0, c− 1. The internal state
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matrix is filled by input bytes B1, B2, ..., Bl/8 in the column-by-
column order.

5 Encryption

5.1 Structure of the basic encryption transformation

The basic encryption transformation T
(K)
l,k is defined in the following

way:

T
(K)
l,k = η

(Kt)
l ◦ ψl ◦ τl ◦ π′l ◦

t−1∏
ν=1

(κ
(Kν)
l ◦ ψl ◦ τl ◦ π′l) ◦ η

(K0)
l ,

where K – an encryption key of k-bit length,

η
(Kν)
l – the function of addition of the internal state with the

round key Kν modulo 264,

π′l – the layer of non-linear bijective mapping (S-box layer) that
process byte (i.e., elements of V8) vectors,

τl – permutation of elements gi,j ∈ GF (28) of the cipher internal
state (right circular shift),

ψl – the linear transformation of the internal state elements over
the finite field,

κ
(Kν)
l – the function of modulo 2 addition of the round key Kν

and the state matrix.

In the functions π′l, τl and ψl input argument x ∈ Vl and output
value χ(x) ∈ Vl, χ ∈ {π′l, τl, ψl}, are represented as matrices of 8× c
size.

5.2 Function of addition modulo 264

η
(Kν)
l processes columns of the internal state matrix G = (gi,j) and

columns of the round key matrix Kν = (kνi,j) using modulo 264 ad-
dition. The result is also an 8 × c matrix (the internal state after
the round key addition). In the addition operation the little-endian
convention is used, i.e. less significant bytes have smaller indexes.
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5.3 Layer of non-linear bijective mapping

The function π′l implements the S-box layer. Each element gi,j ∈ V8
of the internal state matrix is substituted by πi mod 4(gi,j), where
πs : V8 7→ V8, s ∈ {0, 1, 2, 3}, are substitutions (S-boxes) given in
Appendix A. For example, let gi,j be 0x23 then π0(0x23) = 0x4F .

Another set of substitutions different from those presented in
Appendix A can be used. In this case, S-boxes must be supplied in
the prescribed manner.

5.4 Permutation of elements in the internal state

The function τl executes cyclic right shift for the rows of the state
matrix G = (gi,j). The number of shifted elements depends on the
row number i ∈ {0, 1, ..., 7}, the block size l ∈ {128, 256, 512}, and
is calculated according to the formula δi = b i·l

512
c. For example, the

fifth row of the state matrix of the cipher with the 256-bit block size
is circularly shifted right by two positions.

5.5 Linear transformation

To perform the function ψl each element gi,j ∈ V8 of the internal
state matrix G is represented as an element of the finite field GF (28)
formed by the irreducible polynomial Υ(x) = x8 + x4 + x3 + x2 + 1,
or 0x11D in hexadecimal notation.

Each element of the resulting state matrix W = (wi,j) is calcu-
lated over GF (28) according to the formula

wi,j = (υ ≫ i)⊗Gj,

where υ = (0x01, 0x01, 0x05, 0x01, 0x08, 0x06, 0x07, 0x04) is the vec-
tor that forms the circulant matrix with the MDS property, and Gj

is the jth column of the state matrix G.

The vector υ consists of the hexadecimal constants (bytes) that
are elements of the finite field GF (28). The right circular shift is
made with respect to elements of the set υ.
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5.6 Function of addition modulo 2

The function κ
(Kν)
l , which is dependent on the parameter Kν ∈ Vl

(the round key of the νth iteration), takes the cipher internal state
x ∈ Vl as the argument. Both the round key and the internal state
are represented as matrices of 8 × c size. In the function κ

(Kν)
l the

internal state matrix G and the matrix representation of the round
key Kν = (kνi,j) are added using the XOR operation. The result is a
matrix of 8× c size.

6 Decryption

6.1 Structure of the basic decryption transformation

The basic encryption transformation T
(K)
l,k is defined by:

U
(K)
l,k = −1η

(K0)
l ◦

1∏
ν=t−1

(−1π
′
l◦−1τl◦−1ψl◦κ

(Kν)
l )◦−1π′l◦−1τl◦−1ψl◦−1η

(Kt)
l

where K – an encryption key of k-bit length,

−1η
(Kν)
l – the function of subtraction of the round key Kν from

the internal state modulo 264,

−1ψl – the inverse linear transformation of the internal state ele-
ments over the finite field,

−1τl – inverse permutation of elements gi,j ∈ GF (28) of the cipher
internal state (left circular shift),

−1π
′
l – the layer of inverse non-linear bijective mapping (inverse

S-box layer) that processes byte vectors,

κ
(Kν)
l – the function of modulo 2 addition of the round key Kν

and the state matrix (the involutive function).
Like in encryption, in the functions −1π

′
l, −1τl and −1ψl input

argument x ∈ Vl and output value χ(x) ∈ Vl, χ ∈ {−1π′l, −1τl, −1ψl},
are taken as matrices of 8× c size.

6.2 Function of subtraction modulo 264

−1η
(Kν)
l is the inverse function to η

(Kν)
l . The function −1η

(Kν)
l pro-

cesses columns of the internal state matrix G = (gi,j) and columns
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of the round key matrix Kν = (kνi,j) using modulo 264 subtraction.
The result is an 8 × c matrix (the internal state after round key
subtraction).

In the subtraction operation the little-endian convention is used,
i.e. less significant bytes have smaller indexes.

6.3 Layer of inverse non-linear bijective mapping

The function −1π
′
l implements the inverse S-box layer. Each element

gi,j ∈ V8 of the internal state matrix is substituted by −1πi mod 4(gi,j),
where −1πs : V8 7→ V8, s ∈ {0, 1, 2, 3}, are substitutions given in
Appendix A. For example, let gi,j be 0x23 then −1π0(0x23) = 0x56.

Another set of substitutions different from those presented in
Appendix A can be used. In this case, S-boxes must be supplied in
the prescribed manner.

6.4 Inverse permutation of elements

The function −1τl executes cyclic left shift for the rows of the state
matrix G = (gi,j). The number of shifted elements depends on the
row number i ∈ {0, 1, ..., 7}, the block size l ∈ {128, 256, 512}, and
is calculated according to the formula δi = b i·l

512
c. For example, the

fifth row of the state matrix of the cipher with the 256-bit block size
is circularly shifted left by two positions.

6.5 Inverse linear transformation

To perform the function −1ψl each element gi,j ∈ V8 of the internal
state matrix G is represented as an element of the finite field GF (28)
formed by the irreducible polynomial Υ(x) = x8 + x4 + x3 + x2 + 1,
or 0x11D in hexadecimal notation.

Each element of the resulting state matrix −1W = (−1wi,j) is
calculated over GF (28) according to the formula

wi,j = (−1υ ≪ i)⊗Gj,

where −1υ = (0xAD, 0x95, 0x76, 0xA8, 0x2F, 0x49, 0xD7, 0xCA) is
the vector that forms the circulant matrix with the MDS property,
and Gj is the jth column of the state matrix G.



9

The vector υ consists of the hexadecimal constants (bytes) that
are elements of the finite field GF (28). The left circular shift is made
with respect to elements of the set υ.

7 Round key generation

7.1 Intermediate key Kσ

The length of the intermediate key Kσ is equal to the block size
(l bits), and is represented as a matrix of 8 × c size. This key is
generated from the encryption key K using the following transfor-
mation:

Θ(K) = ψl ◦ τl ◦ π′l ◦ η
(Kα)
l ◦ ψl ◦ τl ◦ π′l ◦ κ

(Kω)
l ◦ ψl ◦ τl ◦ π′l ◦ η

(Kα)
l ,

where η
(·)
l , π′l, τl, ψl, κ

(·) are functions described in Section 5.

When the block size and the key length are equal (k = l) then

Kα = Kω = K (the second argument for the functions η
(·)
l and κ

(·)
l

is the encryption key).
If the block size and the key length are not equal (k = 2 · l), then

Kα||Kω = K, i.e. Kα = Ll,l/2(K) and Kω = Rl,l/2(K).
The l-bit value l+k+64

64
(given in the little-endian notation) is taken

as an argument for the transformation Θ(K) to obtain the value of
the intermediate key Kσ.

7.2 Round keys with even indexes

Each round key K0, K1, ..., Kt has the size of the internal cipher state
(l bits) and is represented as a matrix of 8× c size. The generation
of round keys depends on the encryption key K, the intermediate
key Kσ and the index i.

The round keys Ki with even indexes (i ∈ {0, 2, ..., t}) are ob-
tained by the Ξ(K,Kσ ,i) transformation:

Ξ(K,Kσ ,i) = η
(ϕ

(Kσ)
i )

l ◦ ψl ◦ τl ◦ π′l ◦ κ
(ϕ

(Kσ)
i )

l ◦ ψl ◦ τl ◦ π′l ◦ η
(ϕ

(Kσ)
i )

l ,

where η
(·)
l , π′l, τl, ψl, κ

(·) are functions described in Section 5, and

ϕ
(Kσ)
i returns the internal state that consists of the Kσ added modulo
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264 with the constant shifted by the round key index. The function
ϕ
(Kσ)
i is defined as ϕ

(Kσ)
i = η

(Kσ)
l

(
ϑ�

(
i
2

))
, where the value ϑ =

µ
(0x00010001...0001)
l has the length of the cipher internal state.

The value K ≫ 32 · i (K is the encryption key) is the input
to the transformation Ξ(K,Kσ ,i) when the key length is equal to the
block size (k = l).

If the block size and the key length are not equal (k = 2 · l), then
the following values are used as the input to the transformation
Ξ(K,Kσ ,i):

– Lk,l(K ≫ 16 · i) to generate the round keys with even indexes
divisible by 4 (i = {0, 4, 8, ...});

– Rk,l(K ≫ 64 · b i
4
c) to generate the round keys with even indexes

not divisible by 4 (i = {2, 6, 10, ...}).

7.3 Round keys with odd indexes

Each round key with odd index is generated from the previous round
key with even index according to the formula:

Ki = (Ki−1 ≪ (
l

4
+ 24)),

where l is the size of the cipher internal state (in bits) and i ∈
{1, 3, ..., t− 1}.

8 Conclusions

Kalyna ia a block cipher with SPN-based (Rijndael-like) structure.
It has increased MDS matrix size, a new set of four different S-boxes,
pre- and postwhitening using modulo 264 addition and the key sched-
ule based on the round fuction transformations only. Kalyna sup-
ports block size and key length of 128, 256 and 512 bits (key length
can be either equal or double of the block size). Kalyna is adopted as
the new Ukrainian encryption standard DSTU 7624:2014 that also
includes ten modes of operation and test vectors. The description of
the block cipher given in this paper is an adapted English version of
the Kalyna specification from the original standard.
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A S-boxes for the Kalyna block cipher
(hexadecimal notation)

Substitution π0

A8 43 5F 06 6B 75 6C 59 71 DF 87 95 17 F0 D8 09

6D F3 1D CB C9 4D 2C AF 79 E0 97 FD 6F 4B 45 39

3E DD A3 4F B4 B6 9A 0E 1F BF 15 E1 49 D2 93 C6

92 72 9E 61 D1 63 FA EE F4 19 D5 AD 58 A4 BB A1

DC F2 83 37 42 E4 7A 32 9C CC AB 4A 8F 6E 04 27

2E E7 E2 5A 96 16 23 2B C2 65 66 0F BC A9 47 41

34 48 FC B7 6A 88 A5 53 86 F9 5B DB 38 7B C3 1E

22 33 24 28 36 C7 B2 3B 8E 77 BA F5 14 9F 08 55

9B 4C FE 60 5C DA 18 46 CD 7D 21 B0 3F 1B 89 FF

EB 84 69 3A 9D D7 D3 70 67 40 B5 DE 5D 30 91 B1

78 11 01 E5 00 68 98 A0 C5 02 A6 74 2D 0B A2 76

B3 BE CE BD AE E9 8A 31 1C EC F1 99 94 AA F6 26

2F EF E8 8C 35 03 D4 7F FB 05 C1 5E 90 20 3D 82

F7 EA 0A 0D 7E F8 50 1A C4 07 57 B8 3C 62 E3 C8

AC 52 64 10 D0 D9 13 0C 12 29 51 B9 CF D6 73 8D

81 54 C0 ED 4E 44 A7 2A 85 25 E6 CA 7C 8B 56 80

Substitution π1

CE BB EB 92 EA CB 13 C1 E9 3A D6 B2 D2 90 17 F8

42 15 56 B4 65 1C 88 43 C5 5C 36 BA F5 57 67 8D

31 F6 64 58 9E F4 22 AA 75 0F 02 B1 DF 6D 73 4D

7C 26 2E F7 08 5D 44 3E 9F 14 C8 AE 54 10 D8 BC

1A 6B 69 F3 BD 33 AB FA D1 9B 68 4E 16 95 91 EE

4C 63 8E 5B CC 3C 19 A1 81 49 7B D9 6F 37 60 CA

E7 2B 48 FD 96 45 FC 41 12 0D 79 E5 89 8C E3 20

30 DC B7 6C 4A B5 3F 97 D4 62 2D 06 A4 A5 83 5F

2A DA C9 00 7E A2 55 BF 11 D5 9C CF 0E 0A 3D 51

7D 93 1B FE C4 47 09 86 0B 8F 9D 6A 07 B9 B0 98

18 32 71 4B EF 3B 70 A0 E4 40 FF C3 A9 E6 78 F9

8B 46 80 1E 38 E1 B8 A8 E0 0C 23 76 1D 25 24 05

F1 6E 94 28 9A 84 E8 A3 4F 77 D3 85 E2 52 F2 82

50 7A 2F 74 53 B3 61 AF 39 35 DE CD 1F 99 AC AD

72 2C DD D0 87 BE 5E A6 EC 04 C6 03 34 FB DB 59

B6 C2 01 F0 5A ED A7 66 21 7F 8A 27 C7 C0 29 D7
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Substitution π2

93 D9 9A B5 98 22 45 FC BA 6A DF 02 9F DC 51 59

4A 17 2B C2 94 F4 BB A3 62 E4 71 D4 CD 70 16 E1

49 3C C0 D8 5C 9B AD 85 53 A1 7A C8 2D E0 D1 72

A6 2C C4 E3 76 78 B7 B4 09 3B 0E 41 4C DE B2 90

25 A5 D7 03 11 00 C3 2E 92 EF 4E 12 9D 7D CB 35

10 D5 4F 9E 4D A9 55 C6 D0 7B 18 97 D3 36 E6 48

56 81 8F 77 CC 9C B9 E2 AC B8 2F 15 A4 7C DA 38

1E 0B 05 D6 14 6E 6C 7E 66 FD B1 E5 60 AF 5E 33

87 C9 F0 5D 6D 3F 88 8D C7 F7 1D E9 EC ED 80 29

27 CF 99 A8 50 0F 37 24 28 30 95 D2 3E 5B 40 83

B3 69 57 1F 07 1C 8A BC 20 EB CE 8E AB EE 31 A2

73 F9 CA 3A 1A FB 0D C1 FE FA F2 6F BD 96 DD 43

52 B6 08 F3 AE BE 19 89 32 26 B0 EA 4B 64 84 82

6B F5 79 BF 01 5F 75 63 1B 23 3D 68 2A 65 E8 91

F6 FF 13 58 F1 47 0A 7F C5 A7 E7 61 5A 06 46 44

42 04 A0 DB 39 86 54 AA 8C 34 21 8B F8 0C 74 67

Substitution π3

68 8D CA 4D 73 4B 4E 2A D4 52 26 B3 54 1E 19 1F

22 03 46 3D 2D 4A 53 83 13 8A B7 D5 25 79 F5 BD

58 2F 0D 02 ED 51 9E 11 F2 3E 55 5E D1 16 3C 66

70 5D F3 45 40 CC E8 94 56 08 CE 1A 3A D2 E1 DF

B5 38 6E 0E E5 F4 F9 86 E9 4F D6 85 23 CF 32 99

31 14 AE EE C8 48 D3 30 A1 92 41 B1 18 C4 2C 71

72 44 15 FD 37 BE 5F AA 9B 88 D8 AB 89 9C FA 60

EA BC 62 0C 24 A6 A8 EC 67 20 DB 7C 28 DD AC 5B

34 7E 10 F1 7B 8F 63 A0 05 9A 43 77 21 BF 27 09

C3 9F B6 D7 29 C2 EB C0 A4 8B 8C 1D FB FF C1 B2

97 2E F8 65 F6 75 07 04 49 33 E4 D9 B9 D0 42 C7

6C 90 00 8E 6F 50 01 C5 DA 47 3F CD 69 A2 E2 7A

A7 C6 93 0F 0A 06 E6 2B 96 A3 1C AF 6A 12 84 39

E7 B0 82 F7 FE 9D 87 5C 81 35 DE B4 A5 FC 80 EF

CB BB 6B 76 BA 5A 7D 78 0B 95 E3 AD 74 98 3B 36

64 6D DC F0 59 A9 4C 17 7F 91 B8 C9 57 1B E0 61
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Substitution −1π0

A4 A2 A9 C5 4E C9 03 D9 7E 0F D2 AD E7 D3 27 5B

E3 A1 E8 E6 7C 2A 55 0C 86 39 D7 8D B8 12 6F 28

CD 8A 70 56 72 F9 BF 4F 73 E9 F7 57 16 AC 50 C0

9D B7 47 71 60 C4 74 43 6C 1F 93 77 DC CE 20 8C

99 5F 44 01 F5 1E 87 5E 61 2C 4B 1D 81 15 F4 23

D6 EA E1 67 F1 7F FE DA 3C 07 53 6A 84 9C CB 02

83 33 DD 35 E2 59 5A 98 A5 92 64 04 06 10 4D 1C

97 08 31 EE AB 05 AF 79 A0 18 46 6D FC 89 D4 C7

FF F0 CF 42 91 F8 68 0A 65 8E B6 FD C3 EF 78 4C

CC 9E 30 2E BC 0B 54 1A A6 BB 26 80 48 94 32 7D

A7 3F AE 22 3D 66 AA F6 00 5D BD 4A E0 3B B4 17

8B 9F 76 B0 24 9A 25 63 DB EB 7A 3E 5C B3 B1 29

F2 CA 58 6E D8 A8 2F 75 DF 14 FB 13 49 88 B2 EC

E4 34 2D 96 C6 3A ED 95 0E E5 85 6B 40 21 9B 09

19 2B 52 DE 45 A3 FA 51 C2 B5 D1 90 B9 F3 37 C1

0D BA 41 11 38 7B BE D0 D5 69 36 C8 62 1B 82 8F

Substitution −1π1

83 F2 2A EB E9 BF 7B 9C 34 96 8D 98 B9 69 8C 29

3D 88 68 06 39 11 4C 0E A0 56 40 92 15 BC B3 DC

6F F8 26 BA BE BD 31 FB C3 FE 80 61 E1 7A 32 D2

70 20 A1 45 EC D9 1A 5D B4 D8 09 A5 55 8E 37 76

A9 67 10 17 36 65 B1 95 62 59 74 A3 50 2F 4B C8

D0 8F CD D4 3C 86 12 1D 23 EF F4 53 19 35 E6 7F

5E D6 79 51 22 14 F7 1E 4A 42 9B 41 73 2D C1 5C

A6 A2 E0 2E D3 28 BB C9 AE 6A D1 5A 30 90 84 F9

B2 58 CF 7E C5 CB 97 E4 16 6C FA B0 6D 1F 52 99

0D 4E 03 91 C2 4D 64 77 9F DD C4 49 8A 9A 24 38

A7 57 85 C7 7C 7D E7 F6 B7 AC 27 46 DE DF 3B D7

9E 2B 0B D5 13 75 F0 72 B6 9D 1B 01 3F 44 E5 87

FD 07 F1 AB 94 18 EA FC 3A 82 5F 05 54 DB 00 8B

E3 48 0C CA 78 89 0A FF 3E 5B 81 EE 71 E2 DA 2C

B8 B5 CC 6E A8 6B AD 60 C6 08 04 02 E8 F5 4F A4

F3 C0 CE 43 25 1C 21 33 0F AF 47 ED 66 63 93 AA
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Substitution −1π2

45 D4 0B 43 F1 72 ED A4 C2 38 E6 71 FD B6 3A 95

50 44 4B E2 74 6B 1E 11 5A C6 B4 D8 A5 8A 70 A3

A8 FA 05 D9 97 40 C9 90 98 8F DC 12 31 2C 47 6A

99 AE C8 7F F9 4F 5D 96 6F F4 B3 39 21 DA 9C 85

9E 3B F0 BF EF 06 EE E5 5F 20 10 CC 3C 54 4A 52

94 0E C0 28 F6 56 60 A2 E3 0F EC 9D 24 83 7E D5

7C EB 18 D7 CD DD 78 FF DB A1 09 D0 76 84 75 BB

1D 1A 2F B0 FE D6 34 63 35 D2 2A 59 6D 4D 77 E7

8E 61 CF 9F CE 27 F5 80 86 C7 A6 FB F8 87 AB 62

3F DF 48 00 14 9A BD 5B 04 92 02 25 65 4C 53 0C

F2 29 AF 17 6C 41 30 E9 93 55 F7 AC 68 26 C4 7D

CA 7A 3E A0 37 03 C1 36 69 66 08 16 A7 BC C5 D3

22 B7 13 46 32 E8 57 88 2B 81 B2 4E 64 1C AA 91

58 2E 9B 5C 1B 51 73 42 23 01 6E F3 0D BE 3D 0A

2D 1F 67 33 19 7B 5E EA DE 8B CB A9 8C 8D AD 49

82 E4 BA C3 15 D1 E0 89 FC B1 B9 B5 07 79 B8 E1

Substitution −1π3

B2 B6 23 11 A7 88 C5 A6 39 8F C4 E8 73 22 43 C3

82 27 CD 18 51 62 2D F7 5C 0E 3B FD CA 9B 0D 0F

79 8C 10 4C 74 1C 0A 8E 7C 94 07 C7 5E 14 A1 21

57 50 4E A9 80 D9 EF 64 41 CF 3C EE 2E 13 29 BA

34 5A AE 8A 61 33 12 B9 55 A8 15 05 F6 03 06 49

B5 25 09 16 0C 2A 38 FC 20 F4 E5 7F D7 31 2B 66

6F FF 72 86 F0 A3 2F 78 00 BC CC E2 B0 F1 42 B4

30 5F 60 04 EC A5 E3 8B E7 1D BF 84 7B E6 81 F8

DE D8 D2 17 CE 4B 47 D6 69 6C 19 99 9A 01 B3 85

B1 F9 59 C2 37 E9 C8 A0 ED 4F 89 68 6D D5 26 91

87 58 BD C9 98 DC 75 C0 76 F5 67 6B 7E EB 52 CB

D1 5B 9F 0B DB 40 92 1A FA AC E4 E1 71 1F 65 8D

97 9E 95 90 5D B7 C1 AF 54 FB 02 E0 35 BB 3A 4D

AD 2C 3D 56 08 1B 4A 93 6A AB B8 7A F2 7D DA 3F

FE 3E BE EA AA 44 C6 D0 36 48 70 96 77 24 53 DF

F3 83 28 32 45 1E A4 D3 A2 46 6E 9C DD 63 D4 9D
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B Kalyna test vectors 
 

В.1 Notations 

 

Table B.1. Notations used in the test vectors 

KT σK  (intermediate key) 

k0 αK  

k1 ωK  

KD δK  

id 

depening on the round key index and the block length and key 

length ratio: ( )iK ⋅>>> 32 , or ( )iKL ll ⋅>>>162/,  or  














⋅>>>
4

642/,

i
KR ll  

tmv )2/(i<<ϑ  
round[i] i th encryption (decryption) round 
round[i].rkey the ith round key 
add_rkey the result of )( vK

lη  transformation  

xor_rkey the result of )( vK
lκ  transformation 

s_box the result of lπ ′  or lπ ′−1  transformation 

s_row the result of lτ  or lτ1−  transformation 

m_col the result of lψ  or lψ1−  transformation 

ShiftLeft the result of <<  transformation 
Rotate the result of >>>  transformation 
RotateLeft the result of <<<  transformation 
state[i] the internal state of the round key generation transformation on 

the ith round 
 

Input and output values are given as bit sequences in hexadecimal notation. 
 

В.2 Test vectors 

В.2.1 Round key generation: 128-bit key expansion for 128-bit block encryption/decryption 
 

KEY:     

    000102030405060708090A0B0C0D0E0F 

 
Intermediate key (KT) generation 

 

state[0]: 

    05000000000000000000000000000000 
 

state[0].k0: 

    000102030405060708090A0B0C0D0E0F 
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state[0].k1: 

    000102030405060708090A0B0C0D0E0F 

 

state[0].add_rkey: 
    050102030405060708090A0B0C0D0E0F 

 

state[0].s_box: 
    75BB9A4D6BCB452A713ADFB31790511F 

 

state[0].s_row: 
    75BB9A4D1790511F713ADFB36BCB452A 

 

state[0].m_col: 

    62C97C6E6ABF4133ED5131D624C7C182 
 

state[0].xor_rkey: 

    62C87E6D6EBA4734E5583BDD28CACF8D 
 

state[0].s_box: 

    FC4F5E9CC3232E40D98141FC1FD382BF 
 

state[0].s_row: 

    FC4F5E9C1FD382BFD98141FCC3232E40 

 
state[0].m_col: 

    53E85C8F02C0CA94B7578DD19C8B8A35 

 
state[0].add_rkey: 

    53E95E9206C5D09BBF6097DCA8989844 

 
state[0].s_box: 

    5A04E6B66C846B1D26E724A5C50B28E5 

 
state[0].s_row: 

    5A04E6B6C50B28E526E724A56C846B1D 

 

state[0].m_col: 
    862F1F653B775BA1D05CBC2F38E2D87D 

 

KT: 
    862F1F653B775BA1D05CBC2F38E2D87D 

 

Round keys for Kalyna-128/128 (even indexes) 
 

state[0]: 

    862F1F653B775BA1D05CBC2F38E2D87D 

 
state[0].KT: 

    862F1F653B775BA1D05CBC2F38E2D87D 

 
state[0].id: 

    000102030405060708090A0B0C0D0E0F 

 
state[0].tmv: 

    01000100010001000100010001000100 

 
state[0].add_rkey (tmv): 

    872F20653C775CA1D15CBD2F39E2D97D 

 

state[0].add_rkey (kt_round): 
    87302268407C62A8D965C73A45EFE78C 

 

state[0].s_box: 
    467CC09BDCA48F49074589CEE4597F21 

 



 

 

18 

state[0].s_row: 

    467CC09BE4597F21074589CEDCA48F49 

 

state[0].m_col: 
    1A9A6AF231E9AD8BF973D32B8458BE1A 

 

state[0].xor_rkey (kt_round): 
    9DB54A970D9EF12A282F6E04BDBA6767 

 

state[0].s_box: 
    30E14EC0F0B004551F4DDA73AA23E2AA 

 

state[0].s_row: 

    30E14EC0AA23E2AA1F4DDA73F0B00455 
 

state[0].m_col: 

    8F203E065FC35445B5FEB9ACA7A0C676 
 

state[0].add_rkey (kt_round): 

    16505E6B9B3AB1E6865B77DCE082A0F4 
 

state[2].ShiftLeft (tmv): 

    02000200020002000200020002000200 

 
state[2].Rotate (id): 

    08090A0B0C0D0E0F0001020304050607 

 
state[2].add_rkey (tmv): 

    882F21653D775DA1D25CBE2F3AE2DA7D 

 
state[2].add_rkey (kt_round): 

    90382B7049846BB0D25DC0323EE7E084 

 
state[2].s_box: 

    EB9FC8EACC7E156C0A3752F3BBA6F67B 

 

state[2].s_row: 
    EB9FC8EABBA6F67B0A3752F3CC7E156C 

 

state[2].m_col: 
    1A29E0E1CC4D9E953829331A35006DB5 

 

state[2].xor_rkey (kt_round): 
    9206C184F13AC334EA758D350FE2B7C8 

 

state[2].s_box: 

    6913B67B54C8F34051B5EDCC09DDC196 
 

state[2].s_row: 

    6913B67B09DDC19651B5EDCC54C8F340 
 

state[2].m_col: 

    F640660971D226D5B84DE2DA41B111C5 
 

state[2].add_rkey (kt_round): 

    7E70876EAE4984768AAAA00A7C93EC42 
 

state[4].ShiftLeft (tmv): 

    04000400040004000400040004000400 

 
state[4].Rotate (id): 

    000102030405060708090A0B0C0D0E0F 

 
state[4].add_rkey (tmv): 

    8A2F23653F775FA1D45CC02F3CE2DC7D 
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state[4].add_rkey (kt_round): 

    8A302568437C65A8DC65CA3A48EFEA8C 

 
state[4].s_box: 

    217C9B9B37A49C493C45B0CE9C59E721 

 
state[4].s_row: 

    217C9B9B9C59E7213C45B0CE37A49C49 

 
state[4].m_col: 

    5F4F282C082C44E06D27B3AD5A6D0414 

 

state[4].xor_rkey (kt_round): 
    D5600B49375B1B41B97B7382668FD869 

 

state[4].s_box: 
    F8E7024FEED9D438EC06D610A5511B88 

 

state[4].s_row: 
    F8E7024FA5511B88EC06D610EED9D438 

 

state[4].m_col: 

    BB9EB160DF19E1536A15B652D328FC80 
 

state[4].add_rkey (kt_round): 

    45CED4C51E9140F53E7276820F0BD9FE 
 

state[6].ShiftLeft (tmv): 

    08000800080008000800080008000800 
 

state[6].Rotate (id): 

    08090A0B0C0D0E0F0001020304050607 
 

state[6].add_rkey (tmv): 

    8E2F2765437763A1D85CC42F40E2E07D 

 
state[6].add_rkey (kt_round): 

    963831704F8471B0D85DC63244E7E684 

 
state[6].s_box: 

    D39F2CEA277E0B6CC43719F342A60A7B 

 
state[6].s_row: 

    D39F2CEA42A60A7BC43719F3277E0B6C 

 

state[6].m_col: 
    24E625C345281CB2DDD2B8406AFC6B08 

 

state[6].xor_rkey (kt_round): 
    AAC902A6065F7F13058E7C6F2A1E8B75 

 

state[6].s_box: 
    A6779A076CCA333D753D60601567E9A6 

 

state[6].s_row: 
    A6779A071567E9A6753D60606CCA333D 

 

state[6].m_col: 

    FE47C7BD358960C17902A202C57DE333 
 

state[6].add_rkey (kt_round): 

    8C77EE227900C462515F66320560C4B1 
 

state[8].ShiftLeft (tmv): 
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    10001000100010001000100010001000 

 

state[8].Rotate (id): 

    000102030405060708090A0B0C0D0E0F 
 

state[8].add_rkey (tmv): 

    962F2F654B776BA1E05CCC2F48E2E87D 
 

state[8].add_rkey (kt_round): 

    963031684F7C71A8E865D63A54EFF68C 
 

state[8].s_box: 

    D37C2C9B27A40B49124575CE96595421 

 
state[8].s_row: 

    D37C2C9B96595421124575CE27A40B49 

 
state[8].m_col: 

    9290A865A6D00D6FF71F20FDB73013F9 

 
state[8].xor_rkey (kt_round): 

    04BF8700EDA766CE1743ECD2FFD2FB84 

 

state[8].s_box: 
    6B058D68D6A0B984AFF35A82802F8B7B 

 

state[8].s_row: 
    6B058D68802F8B7BAFF35A82D6A0B984 

 

state[8].m_col: 
    7468437D115B4517CA2ACEF03DC4845A 

 

state[8].add_rkey (kt_round): 
    0A9872E25CD2B0B8AA879A2086A66DD8 

 

state[10].ShiftLeft (tmv): 

    20002000200020002000200020002000 
 

state[10].Rotate (id): 

    08090A0B0C0D0E0F0001020304050607 
 

state[10].add_rkey (tmv): 

    A62F3F655B777BA1F05CDC2F58E2F87D 
 

state[10].add_rkey (kt_round): 

    AE384970678489B0F05DDE325CE7FE84 

 
state[10].s_box: 

    A29FEFEA537EF76C8137E8F3BCA6747B 

 
state[10].s_row: 

    A29FEFEABCA6747B8137E8F3537EF76C 

 
state[10].m_col: 

    791B5A53FC485CDBC36C85A8CA94514E 

 
state[10].xor_rkey (kt_round): 

    DF346536A73F277A333059879276A933 

 

state[10].s_box: 
    C8089CE8A0BC85DB617C7BA0693FEB45 

 

state[10].s_row: 
    C8089CE8693FEB45617C7BA0A0BC85DB 
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state[10].m_col: 

    B1F671433964497706AF16A690F54FE3 

 

state[10].add_rkey (kt_round): 
    5726B1A894DBC418F60BF3D5E8D74861 

 

Round keys for Kalyna-128/128 (odd indexes) 
 

roundKey [0]: 

    16505E6B9B3AB1E6865B77DCE082A0F4 
 

roundKey[1].RotateLeft: 

    E6865B77DCE082A0F416505E6B9B3AB1 

 
roundKey[3].RotateLeft: 

    768AAAA00A7C93EC427E70876EAE4984 

 
roundKey[5].RotateLeft: 

    F53E7276820F0BD9FE45CED4C51E9140 

 
roundKey[7].RotateLeft: 

    62515F66320560C4B18C77EE227900C4 

 

roundKey[9].RotateLeft: 
    B8AA879A2086A66DD80A9872E25CD2B0 

 

Round keys for Kalyna-128/128 
 

round[0].rkey: 

    16505E6B9B3AB1E6865B77DCE082A0F4 
 

round[1].rkey: 

    E6865B77DCE082A0F416505E6B9B3AB1 
 

round[2].rkey: 

    7E70876EAE4984768AAAA00A7C93EC42 

 
round[3].rkey: 

    768AAAA00A7C93EC427E70876EAE4984 

 
round[4].rkey: 

    45CED4C51E9140F53E7276820F0BD9FE 

 
round[5].rkey: 

    F53E7276820F0BD9FE45CED4C51E9140 

 

round[6].rkey: 
    8C77EE227900C462515F66320560C4B1 

 

round[7].rkey: 
    62515F66320560C4B18C77EE227900C4 

 

round[8].rkey: 
    0A9872E25CD2B0B8AA879A2086A66DD8 

 

round[9].rkey: 
    B8AA879A2086A66DD80A9872E25CD2B0 

 

round[10].rkey: 

    5726B1A894DBC418F60BF3D5E8D74861 
 

В.2.2 Round key generation: 256-bit key expansion for 128-bit block encryption/decryption 
 

KEY: 
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    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 

 

Intermediate key (KT) generation 
 

state[0]: 

    07000000000000000000000000000000 
 

state[0].k0: 

    000102030405060708090A0B0C0D0E0F 
 

state[0].k1: 

    101112131415161718191A1B1C1D1E1F 

 
state[0].add_rkey: 

    070102030405060708090A0B0C0D0E0F 

 
state[0].s_box: 

    59BB9A4D6BCB452A713ADFB31790511F 

 
state[0].s_row: 

    59BB9A4D1790511F713ADFB36BCB452A 

 

state[0].m_col: 
    4E79B8861793DD1FED5131D624C7C182 

 

state[0].xor_rkey: 
    5E68AA950386CB08F5482BCD38DADF9D 

 

state[0].s_box: 
    4712CEC20655EAD444D1C812F4DE91FF 

 

state[0].s_row: 
    4712CEC2F4DE91FF44D1C8120655EAD4 

 

state[0].m_col: 

    40FC95632BA11B2E408AF2832E729F57 
 

state[0].add_rkey: 

    40FD97662FA621354893FC8E3A7FAD66 
 

state[0].s_box: 

    DCC0245FC6703CCC9CFEF827D55FEE5F 
 

state[0].s_row: 

    DCC0245FD55FEE5F9CFEF827C6703CCC 

 
state[0].m_col: 

    1F4477802D3668599A40153652482CBF 

 
KT: 

    1F4477802D3668599A40153652482CBF 

 
Round keys for Kalyna-128/256 (even indexes) 

 

state[0]: 
    1F4477802D3668599A40153652482CBF 

 

state[0].KT: 

    1F4477802D3668599A40153652482CBF 
 

state[0].id: 

    000102030405060708090A0B0C0D0E0F 
    101112131415161718191A1B1C1D1E1F 
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state[0].tmv: 

    01000100010001000100010001000100 

 

state[0].add_rkey (tmv): 
    204478802E3669599B40163653482DBF 

 

state[0].add_rkey (kt_round): 
    20457A83323B6F60A34920415F553BCE 

 

state[0].s_box: 
    3E33B1F19EAE3872E59B4938413C4184 

 

state[0].s_row: 

    3E33B1F1413C4184E59B49389EAE3872 
 

state[0].m_col: 

    F9F45F8A351DE7190CED38BE9E391A20 
 

state[0].xor_rkey (kt_round): 

    D9B0270A1B2B8E4097AD2E88CD71379F 
 

state[0].s_box: 

    078B8526FDB180B570E6D10520DCB4B2 

 
state[0].s_row: 

    078B852620DCB4B270E6D105FDB180B5 

 
state[0].m_col: 

    37849E6A1148A98452EC5420936D915B 

 
state[0].add_rkey (kt_round): 

    57C816EB3F7E12DEED2C6B56E6B5BE1A 

 
state[2].ShiftLeft (tmv): 

    02000200020002000200020002000200 

 

state[2].add_rkey (tmv): 
    214479802F366A599C40173654482EBF 

 

state[2].add_rkey (kt_round): 
    31558B93434B8070B459315170654CDE 

 

state[2].s_box: 
    723CE9D7374E87EAAE492C1422459D80 

 

state[2].s_row: 

    723CE9D722459D80AE492C14374E87EA 
 

state[2].m_col: 

    B352D956D536B2654E47C35D1428ADDB 
 

state[2].xor_rkey (kt_round): 

    9216A0D6FA00D83CD207D46B40608364 
 

state[2].s_box: 

    6988B387E6CE1B3A0AC101ABDCE75D37 
 

state[2].s_row: 

    6988B387DCE75D370AC101ABE6CE1B3A 

 
state[2].m_col: 

    B7C220FD5864632731F16C0F188480B0 

 
state[2].add_rkey (kt_round): 

    D8069A7D889ACD80CD3184456CCCAE6F 
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state[4].ShiftLeft (tmv): 

    04000400040004000400040004000400 

 
state[4].Rotate (id): 

    08090A0B0C0D0E0F1011121314151617 

    18191A1B1C1D1E1F0001020304050607 
 

state[4].add_rkey (tmv): 

    23447B8031366C599E401936564830BF 
 

state[4].add_rkey (kt_round): 

    2B4D858B3D437A68AE512B496A5D46D6 

 
state[4].s_box: 

    E1953F77A4F3B19BA263C84F5B37C387 

 
state[4].s_row: 

    E1953F775B37C387A263C84FA4F3B19B 

 
state[4].m_col: 

    C543C5047DC319547E7F3E36CEC258A3 

 

state[4].xor_rkey (kt_round): 
    E607BE844CF5750DE03F2700988A681C 

 

state[4].s_box: 
    13C1DD7B8FED6E1EACBC8568679CAC25 

 

state[4].s_row: 
    13C1DD7B679CAC25ACBC85688FED6E1E 

 

state[4].m_col: 
    A01D511704DDD4C0E4F133F510FAC23F 

 

state[4].add_rkey (kt_round): 

    C361CC973513411A82324D2B6742F3FE 
 

state[6].ShiftLeft (tmv): 

    08000800080008000800080008000800 
 

state[6].add_rkey (tmv): 

    27447F8035367059A2401D365A4834BF 
 

state[6].add_rkey (kt_round): 

    3F5D999B51538E78A2411F395E4D3AC6 

 
state[6].s_box: 

    A137301DE75B8067016BE10847950EE6 

 
state[6].s_row: 

    A137301D47950EE6016BE108E75B8067 

 
state[6].m_col: 

    B5E77C683534B50FAAAC63F3B3BC1CD3 

 
state[6].xor_rkey (kt_round): 

    92A303E80002C55608EC7EC5E9F4286C 

 

state[6].s_box: 
    694BB50BA8EBBED371345E06295A5389 

 

state[6].s_row: 
    694BB50B295A538971345E06A8EBBED3 
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state[6].m_col: 

    5CCCE90B3099104B67AE52746470DB96 

 

state[6].add_rkey (kt_round): 
    8310698C65CF80A409EF6FAABEB80F56 

 

state[8].ShiftLeft (tmv): 
    10001000100010001000100010001000 

 

state[8].Rotate (id): 
    101112131415161718191A1B1C1D1E1F 

    000102030405060708090A0B0C0D0E0F 

 

state[8].add_rkey (tmv): 
    2F4487803D367859AA40253662483CBF 

 

state[8].add_rkey (kt_round): 
    3F559993514B8E70C2593F517E655ADE 

 

state[8].s_box: 
    A13C30D7E74E80EAE849901408451880 

 

state[8].s_row: 

    A13C30D708451880E8499014E74E80EA 
 

state[8].m_col: 

    0BF3DD6AB724DFBDA53C3FC9C6A16AE7 
 

state[8].xor_rkey (kt_round): 

    24B75AEA8A12A7E40F7C1AFFA4E95658 
 

state[8].s_box: 

    B4A818E32156BCBA09A47161000455A1 
 

state[8].s_row: 

    B4A818E3000455A109A471612156BCBA 

 
state[8].m_col: 

    97913D434410A221590C44E2DF47D950 

 
state[8].add_rkey (kt_round): 

    C6D5C4C381461A7B034D691842901510 

 
state[10].ShiftLeft (tmv): 

    20002000200020002000200020002000 

 

state[10].add_rkey (tmv): 
    3F4497804D368859BA40353672484CBF 

 

state[10].add_rkey (kt_round): 
    3F459983513B8E60C2493F417E555ACE 

 

state[10].s_box: 
    A13330F1E7AE8072E89B9038083C1884 

 

state[10].s_row: 
    A13330F1083C1884E89B9038E7AE8072 

 

state[10].m_col: 

    39B1A6C170C3F9D57BCEEB12D8996F25 
 

state[10].xor_rkey (kt_round): 

    06F531413DF5718CC18EDE24AAD1239A 
 

state[10].s_box: 
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    6CED2C38A4ED0B21EF3DE8EDA67AD88C 

 

state[10].s_row: 

    6CED2C38A67AD88CEF3DE8EDA4ED0B21 
 

state[10].m_col: 

    458C61A1F89135A0F8723B45DB00ECBE 
 

state[10].add_rkey (kt_round): 

    84D0F82146C8BDF9B2B3707B4D49387E 
 

state[12].ShiftLeft (tmv): 

    40004000400040004000400040004000 

 
state[12].Rotate (id): 

    18191A1B1C1D1E1F0001020304050607 

    08090A0B0C0D0E0F1011121314151617 
 

state[12].add_rkey (tmv): 

    5F44B7806D36A859DA40553692486CBF 
 

state[12].add_rkey (kt_round): 

    775DD19B8953C678DA415739964D72C6 

 
state[12].s_box: 

    3B37F51D7D5B1967576BC608D39505E6 

 
state[12].s_row: 

    3B37F51DD39505E6576BC6087D5B1967 

 
state[12].m_col: 

    3CDEFEBF436BDB230B258F8591F35287 

 
state[12].xor_rkey (kt_round): 

    639A493F2E5D737AD165DAB303BB3E38 

 

state[12].s_box: 
    B79DEFDF9337D6DBEA453D8E0676B256 

 

state[12].s_row: 
    B79DEFDF0676B256EA453D8E9337D6DB 

 

state[12].m_col: 
    E4B524A8329B2CD2E5B8DAC2E7FCD9F3 

 

state[12].add_rkey (kt_round): 

    43FADB28A0D1D42BBFF92FF9794546B3 
 

state[14].ShiftLeft (tmv): 

    80008000800080008000800080008000 
 

state[14].add_rkey (tmv): 

    9F44F780AD36E8591A419536D248ACBF 
 

state[14].add_rkey (kt_round): 

    A74D018CB943F6682A52A749E65DC2D6 
 

state[14].s_box: 

    A095D921ECF3549B158EBC4F13370887 

 
state[14].s_row: 

    A095D92113370887158EBC4FECF3549B 

 
state[14].m_col: 

    BA67CCF50AA5E5DF662CF57A04B36300 
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state[14].xor_rkey (kt_round): 

    25233B75A7930D867C6D604CD6FBCFBF 

 
state[14].s_box: 

    B65841A6A0FEDC63148C56235027827A 

 
state[14].s_row: 

    B65841A65027827A148C5623A0FEDC63 

 
state[14].m_col: 

    24DAF027D1F504CB40E00EFF2A6AAFD2 

 

state[14].add_rkey (kt_round): 
    C31EE8A87E2CED245A21A435FDB25B92 

 

Round keys for Kalyna-128/256 (odd indexes) 
 

roundKey [0]: 

    57C816EB3F7E12DEED2C6B56E6B5BE1A 
 

roundKey[1].RotateLeft: 

    DEED2C6B56E6B5BE1A57C816EB3F7E12 

 
roundKey[3].RotateLeft: 

    80CD3184456CCCAE6FD8069A7D889ACD 

 
roundKey[5].RotateLeft: 

    1A82324D2B6742F3FEC361CC97351341 

 
roundKey[7].RotateLeft: 

    A409EF6FAABEB80F568310698C65CF80 

 
roundKey[9].RotateLeft: 

    7B034D691842901510C6D5C4C381461A 

 

roundKey[11].RotateLeft: 
    F9B2B3707B4D49387E84D0F82146C8BD 

 

roundKey[13].RotateLeft: 
    2BBFF92FF9794546B343FADB28A0D1D4 

 

Round keys for Kalyna-128/256 
 

round[0].rkey: 

    57C816EB3F7E12DEED2C6B56E6B5BE1A 

 
round[1].rkey: 

    DEED2C6B56E6B5BE1A57C816EB3F7E12 

 
round[2].rkey: 

    D8069A7D889ACD80CD3184456CCCAE6F 

 
round[3].rkey: 

    80CD3184456CCCAE6FD8069A7D889ACD 

 
round[4].rkey: 

    C361CC973513411A82324D2B6742F3FE 

 

round[5].rkey: 
    1A82324D2B6742F3FEC361CC97351341 

 

round[6].rkey: 
    8310698C65CF80A409EF6FAABEB80F56 
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round[7].rkey: 

    A409EF6FAABEB80F568310698C65CF80 

 

round[8].rkey: 
    C6D5C4C381461A7B034D691842901510 

 

round[9].rkey: 
    7B034D691842901510C6D5C4C381461A 

 

round[10].rkey: 
    84D0F82146C8BDF9B2B3707B4D49387E 

 

round[11].rkey: 

    F9B2B3707B4D49387E84D0F82146C8BD 
 

round[12].rkey: 

    43FADB28A0D1D42BBFF92FF9794546B3 
 

round[13].rkey: 

    2BBFF92FF9794546B343FADB28A0D1D4 
 

round[14].rkey: 

    C31EE8A87E2CED245A21A435FDB25B92 

 
 

 

В.2.3 Round key generation: 256-bit key expansion for 256-bit block encryption/decryption 
 

KEY: 
    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 

 
Intermediate key (KT) generation 

 

state[0]: 
    09000000000000000000000000000000 

    00000000000000000000000000000000 

 

state[0].k0: 
    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 

 
state[0].k1: 

    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
 

state[0].add_rkey: 

    090102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
 

state[0].s_box: 

    DFBB9A4D6BCB452A713ADFB31790511F 
    6D152B3DC91CBB83795C71D56F5716BD 

 

state[0].s_row: 
    DFBB71D5C91C511F713A9A4D6F57BB83 

    6D15DFB36BCB16BD795C2B3D1790452A 

 
state[0].m_col: 

    81B873FEF0692FBB4EE3702C2DC1ECF9 

    1C3B2ECCB31C46CB0EF13CE6FEE16710 

 
state[0].xor_rkey: 

    81B971FDF46C29BC46EA7A2721CCE2F6 
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    0C2A3CDFA70950DC16E826FDE2FC790F 

 

state[0].s_box: 

    4C0C0B1B4E89A1697AC6B111DDE2134C 
    17024CEFA03A10A52CECAD1B64C7FD1F 

 

state[0].s_row: 
    4C0CAD1BA03A134C7AC60B1B64C710A5 

    1702B1114E89FD1F2CEC4CEFDDE2A169 

 
state[0].m_col: 

    D905723FF356C644F1610397522EE49F 

    A5A1D64F36C3C5C9671996CA04DD3C87 

 
state[0].add_rkey: 

    D9067442F75BCC4BF96A0DA25E3BF2AE 

    B5B2E8624AD8DBE07F32B0E520FA5AA6 
 

state[0].s_box: 

    0713146E2AD94B852579DCF847AEA042 
    E980C515AB3968CB552E735A3E8A1807 

 

state[0].s_row: 

    0713735AAB39A0422579146E3E8A68CB 
    E980DCF82AD91807552EC51547AE4B85 

 

state[0].m_col: 
    19198C1CA96B064B8E0ED34A5D7F1A85 

    EF0932D459CFE4B29BA66D7355B8AEF8 

 
KT: 

    19198C1CA96B064B8E0ED34A5D7F1A85 

    EF0932D459CFE4B29BA66D7355B8AEF8 
 

Round keys for Kalyna-256/256 (even indexes) 

 

state[0]: 
    19198C1CA96B064B8E0ED34A5D7F1A85 

    EF0932D459CFE4B29BA66D7355B8AEF8 

 
state[0].KT: 

    19198C1CA96B064B8E0ED34A5D7F1A85 

    EF0932D459CFE4B29BA66D7355B8AEF8 
 

state[0].id: 

    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
 

state[0].tmv: 

    01000100010001000100010001000100 
    01000100010001000100010001000100 

 

state[0].add_rkey (tmv): 
    1A198D1CAA6B074B8F0ED44A5E7F1B85 

    F00933D45ACFE5B29CA66E7356B8AFF8 

 
state[0].add_rkey (kt_round): 

    1A1A8F1FAE700D529717DE556A8C2994 

    001B45E76EE4FBC9B4BF888E72D5CD17 

 
state[0].s_box: 

    973629BDA230DCAE7043E8485B0EA129 

    A8BA0078C3878BA3AE05C72724B36483 
 

state[0].s_row: 
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    9736C727C387A129704329BD24B38BA3 

    A8BAE848A2306483AE0500785B0EDCAE 

 

state[0].m_col: 
    FD9D025DF9E7BE0E93420E6B880D30D9 

    FB690743F5ED5827B9B648088A7CF24C 

 
state[0].xor_rkey (kt_round): 

    E7848F41538CB9451C4CDA21D6722B5C 

    0B603497AF22BD952510267BDCC45DB4 
 

state[0].s_box: 

    0C7E29385A0EFAF46F163D2F50B7C818 

    95E776C0766496C2B642AD7C3C9A366F 
 

state[0].s_row: 

    0C7EAD7C7664C8186F1629383C9A96C2 
    95E73D2F5A0E366FB64276C050B7FAF4 

 

state[0].m_col: 
    DDC1992A356A54EAA0F97DBD8490AF1C 

    79A996086E3EF1CD8360BD4D16DC7E3D 

 

state[0].add_rkey (kt_round): 
    F7DA2647DFD55B352F085208E30FCBA1 

    69B3C9DCC80DD7801F072CC16C942E36 

 
state[2].ShiftLeft (tmv): 

    02000200020002000200020002000200 

    02000200020002000200020002000200 
 

state[2].Rotate (id): 

    08090A0B0C0D0E0F1011121314151617 
    18191A1B1C1D1E1F0001020304050607 

 

state[2].add_rkey (tmv): 

    1B198E1CAB6B084B900ED54A5F7F1C85 
    F10934D45BCFE6B29DA66F7357B8B0F8 

 

state[2].add_rkey (kt_round): 
    23229827B778165AA01FE75D7394329C 

    09234EEF77EC04D29DA771765BBDB6FF 

 
state[2].s_box: 

    4F64281131D4BB41788D7FC428C4C4FB 

    DF58CB363B34988230A00BA80F250D61 

 
state[2].s_row: 

    4F640BA83B34C4FB788D28110F259882 

    DF587FC431D40D6130A0CB3628C4BB41 
 

state[2].m_col: 

    7483738AAB21CB5E17E9CB7A18D2905A 
    3044F3F891B92D0E8664B18829DCE74D 

 

state[2].xor_rkey (kt_round): 
    6F9AFD96004AC31587E71E3047AD8CDF 

    C14DC72CCA76CBBC1BC2DEFB7E6457B5 

 

state[2].s_box: 
    1E9D0CEBA868F34A46A6167032E6ECEF 

    EF9589D1C13FEA69FD94E8C90896C650 

 
state[2].s_row: 

    1E9DE8C9C13FECEF46A60CEB0896EA69 
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    EF951670A868C650FD9489D132E6F34A 

 

state[2].m_col: 

    C406833B5209E65A31475C7EC4101C56 
    357966BDA43338181AD68DC29997C2C9 

 

state[2].add_rkey (kt_round): 
    DF1F1158FD74EEA5C15531C9239038DB 

    26839A9100031FCBB77CFD35F14F73C2 

 
state[4].ShiftLeft (tmv): 

    04000400040004000400040004000400 

    04000400040004000400040004000400 

 
state[4].Rotate (id): 

    101112131415161718191A1B1C1D1E1F 

    000102030405060708090A0B0C0D0E0F 
 

state[4].add_rkey (tmv): 

    1D19901CAD6B0A4B920ED74A617F1E85 
    F30936D45DCFE8B29FA6717359B8B2F8 

 

state[4].add_rkey (kt_round): 

    2D2AA22FC1802062AA27F1657D9C3CA4 
    F30A38D761D4EEB9A7AF7B7E65C5C007 

 

state[4].s_box: 
    D2025766EF2A4915A6AA04BE9F074CF6 

    EDD6095C48534647A0F9E5AC8884522A 

 
state[4].s_row: 

    D202E5AC48534CF6A6AA576688844647 

    EDD604BEEF2A522AA0F9095C9F074915 
 

state[4].m_col: 

    A109372255EE05E6B92165C7B7C1D130 

    4DB87490C3774C28001C032FEACDC415 
 

state[4].xor_rkey (kt_round): 

    BC10A73EF8850FAD2B2FB28DD6BECFB5 
    BEB142449EB8A49A9FBA725CB37576ED 

 

state[4].s_box: 
    9442BCE185A259D0E14DCABF50248250 

    F646D7E591E0078CB1230518BDB56C98 

 

state[4].s_row: 
    9442051891E08250E14DBCE1BDB5078C 

    F646CABF85A26C98B123D7E5502459D0 

 
state[4].m_col: 

    AD11556EAFF961BF3CFD185CC77B8B77 

    3E6CB13C9E420EAB4CF08F85036A4A1A 
 

state[4].add_rkey (kt_round): 

    CA2AE58A5C656C0ACE0BF0A628FBA9FC 
    3176E710FC11F75DEB9601F95C22FD12 

 

state[6].ShiftLeft (tmv): 

    08000800080008000800080008000800 
    08000800080008000800080008000800 

 

state[6].Rotate (id): 
    18191A1B1C1D1E1F0001020304050607 

    08090A0B0C0D0E0F1011121314151617 
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state[6].add_rkey (tmv): 

    2119941CB16B0E4B960EDB4A657F2285 

    F7093AD461CFECB2A3A675735DB8B6F8 
 

state[6].add_rkey (kt_round): 

    3932AE37CD882C6A960FDD4D6984288C 
    FF1244DF6DDCFAC1B3B7878671CDCC0F 

 

state[6].s_box: 
    192E319420112DD8D3F865CFF97E5321 

    805611EF7B1F21C6BDA88D6333524B1F 

 

state[6].s_row: 
    192E8D637B1F5321D3F83194335221C6 

    805665CF20114B1FBDA811EFF97E2DD8 

 
state[6].m_col: 

    4AA6E8AF7E516A17E66B7739036BA142 

    1E8FD918F4A78B59A9F1ABBC7C4ACE92 
 

state[6].xor_rkey (kt_round): 

    6BBF7CB3CF3A645C7065AC73661483C7 

    E986E3CC956867EB0A57DECF21F2786A 
 

state[6].s_box: 

    DB05608E82C8CC182245AB0CA5655D2B 
    2955586AD712E2AD87A1E839DD0166D8 

 

state[6].s_row: 
    DB05E839D7125D2B2245608EDD01E2AD 

    2955AB0C82C866D887A1586AA565CC18 

 
state[6].m_col: 

    303E68D014A53103AEE60C228D73A9FB 

    CB91B47F8141D1CA55702E278E5F9A67 

 
state[6].add_rkey (kt_round): 

    5157FCECC510404E44F5E76CF2F2CB80 

    C29BEE53E310BE7DF816A49AEB175160 
 

state[8].ShiftLeft (tmv): 

    10001000100010001000100010001000 
    10001000100010001000100010001000 

 

state[8].Rotate (id): 

    000102030405060708090A0B0C0D0E0F 
    101112131415161718191A1B1C1D1E1F 

 

state[8].add_rkey (tmv): 
    29199C1CB96B164B9E0EE34A6D7F2A85 

    FF0942D469CFF4B2ABA67D7365B8BEF8 

 
state[8].add_rkey (kt_round): 

    291A9E1FBD701C52A617ED55798C3894 

    0F1B54E77DE40ACAC3BF978E81D5DC17 
 

state[8].s_box: 

    BF3640BDAA30CDAE98430648770E0929 

    09BA4D789F87DF1C8C0524274CB32A83 
 

state[8].s_row: 

    BF3624279F870929984340BD4CB3DF1C 
    09BA0648AA302A838C054D78770ECDAE 

 



 

 

33 

state[8].m_col: 

    385521F2597A5C8ABB3B2F35571EDEC7 

    9C88CB7B477C127DF539FFD0004CDF8F 

 
state[8].xor_rkey (kt_round): 

    114CBDEEE0114AC12535CC7F3A61F442 

    638189AF2EB3E6CF5E9F82A365F46177 
 

state[8].s_box: 

    F316963BAC154EC6B65D4B5BD52B396E 
    B7DAF7C7931E0A394798F065885A81EC 

 

state[8].s_row: 

    F316F065931E396EB65D963B885A0A39 
    B7DA4B5BAC1581EC4798F7C7D52B4EC6 

 

state[8].m_col: 
    3503796BE2E56FDF030FEF3CEA018E4C 

    0CC6609C407774FDC0D3CB3EE27BA8F2 

 
state[8].add_rkey (kt_round): 

    5E1C15889B51862AA11DD2875781B8D1 

    0BD0A270AA4669B06B7A49B2473467EB 

 
state[10].ShiftLeft (tmv): 

    20002000200020002000200020002000 

    20002000200020002000200020002000 
 

state[10].Rotate (id): 

    08090A0B0C0D0E0F1011121314151617 
    18191A1B1C1D1E1F0001020304050607 

 

state[10].add_rkey (tmv): 
    3919AC1CC96B264BAE0EF34A7D7F3A85 

    0F0A52D479CF04B3BBA68D7375B8CEF8 

 

state[10].add_rkey (kt_round): 
    4122B627D578345ABE1F055E9194509C 

    27236CEF95EC22D2BBA78F7679BDD4FF 

 
state[10].s_box: 

    F2640D11F8D47641F68D222C84C410FB 

    0E58A436D734C08299A029A877250161 
 

state[10].s_row: 

    F26429A8D73410FBF68D0D117725C082 

    0E58222CF8D4016199A0A43684C47641 
 

state[10].m_col: 

    4641D0938B13DFE45A7B1CCDBA270481 
    1FF4E160AB164E2DB1ADA6996A4D2157 

 

state[10].xor_rkey (kt_round): 
    7F587C8F4278F9AFF475EF87C7583E04 

    10FEB3B4D2D94A9E0A0B2BEA1FF5EFAF 

 
state[10].s_box: 

    5581600983D434C74EB544A07F81B273 

    6D293A6F0A354EC187B2C8E339ED44C7 

 
state[10].s_row: 

    5581C8E30A35B2734EB5600939ED4EC1 

    6D2944A083D444C787B23A6F7F8134C7 
 

state[10].m_col: 
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    FE387A41563DC05F5A1BB64EB4487CF6 

    F9598D131BA04A3CC1B41F091D5A0C0A 

 

state[10].add_rkey (kt_round): 
    3752265E1FA9E6AA082AA99931C8B67B 

    0864DFE7946F4FEF7C5BAD7C9212DB02 

 
state[12].ShiftLeft (tmv): 

    40004000400040004000400040004000 

    40004000400040004000400040004000 
 

state[12].Rotate (id): 

    101112131415161718191A1B1C1D1E1F 

    000102030405060708090A0B0C0D0E0F 
 

state[12].add_rkey (tmv): 

    5919CC1CE96B464BCE0E134B9D7F5A85 
    2F0A72D499CF24B3DBA6AD7395B8EEF8 

 

state[12].add_rkey (kt_round): 
    692ADE2FFD805C62E6272D66B99C78A4 

    2F0B74D79DD42ABAE3AFB77EA1C5FC07 

 

state[12].s_box: 
    F902E8668B2AD31513AAE05FEC0766F6 

    C6B2145C30537A3F10F9C1AC1184F82A 

 
state[12].s_row: 

    F902C1AC305366F613AAE86611847A3F 

    C6B2E05F8B2AF82A10F9145CEC07D315 
 

state[12].m_col: 

    0F050A1A16CAE04C8014C1DA4136B7C3 
    C669FDD3BA832B8287F32F35EB78B8DD 

 

state[12].xor_rkey (kt_round): 

    561CC606FFA1A6074E1AD291DC49ED46 
    E9638F07234C0F315C5582467EC05625 

 

state[12].s_box: 
    23F5194E80328A2A0436799F3C9B06F9 

    29FD292A4F16595DBC3CF0F908F15551 

 
state[12].s_row: 

    23F5F0F94F1606F90436194E08F1595D 

    29FD799F80325551BC3C292A3C9B8A2A 

 
state[12].m_col: 

    DF8D77B9961CF272A6C26B217AB48C40 

    FCBD0BC4AA3691539E006FA36302A142 
 

state[12].add_rkey (kt_round): 

    38A743D67F8838BE74D17E6C1734E7C5 
    2BC87D984406B60679A71C17F9BA8F3B 

 

state[14].ShiftLeft (tmv): 
    80008000800080008000800080008000 

    80008000800080008000800080008000 

 

state[14].Rotate (id): 
    18191A1B1C1D1E1F0001020304050607 

    08090A0B0C0D0E0F1011121314151617 

 
state[14].add_rkey (tmv): 

    99190C1D296C864B0E0F534BDD7F9A85 
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    6F0AB2D4D9CF64B31BA7ED73D5B82EF9 

 

state[14].add_rkey (kt_round): 

    B13226384589A46A0E10554EE184A08C 
    7713BCDFE5DC72C22BB8FF86E9CD4410 

 

state[14].s_box: 
    BE2EAD56E4D507D8D842A932527EB321 

    3BB4BDEFD91F0593E1E0676329521122 

 
state[14].s_row: 

    BE2E6763D91FB321D842AD5629520593 

    3BB4A932E4D51122E1E0BDEF527E07D8 

 
state[14].m_col: 

    6B32139766E2C11626F86626C792297A 

    C2811243AC6428547C2FC387411FE262 
 

state[14].xor_rkey (kt_round): 

    F22B1F8A4F8E475D28F7356D1AEDB3FF 
    AD8BA09775AB4CE767882EF494A7CC9B 

 

state[14].s_box: 

    C0B1E143273D2EC41F66789C97FB3A61 
    0BCFB3C0C7C39D785311D1599DA04B1D 

 

state[14].s_row: 
    C0B1D159C7C33A611F66E1439DA09D78 

    0BCF789C273D4B1D5311B3C097FB2EC4 

 
state[14].m_col: 

    6350A58A0C5544FE0A419870AB566227 

    EE6B64418240377ED68A5651E36CBB09 
 

state[14].add_rkey (kt_round): 

    FC69B1A735C1CA491850EBBB88D6FCAC 

    5D7616165C109C31F13144C5B825EA02 
 

Round keys for Kalyna-256/256 (odd indexes) 

 
roundKey [0]: 

    F7DA2647DFD55B352F085208E30FCBA1 

    69B3C9DCC80DD7801F072CC16C942E36 
 

roundKey[1].RotateLeft: 

    08E30FCBA169B3C9DCC80DD7801F072C 

    C16C942E36F7DA2647DFD55B352F0852 
 

roundKey[3].RotateLeft: 

    C9239038DB26839A9100031FCBB77CFD 
    35F14F73C2DF1F1158FD74EEA5C15531 

 

roundKey[5].RotateLeft: 
    A628FBA9FC3176E710FC11F75DEB9601 

    F95C22FD12CA2AE58A5C656C0ACE0BF0 

 
roundKey[7].RotateLeft: 

    6CF2F2CB80C29BEE53E310BE7DF816A4 

    9AEB1751605157FCECC510404E44F5E7 

 
roundKey[9].RotateLeft: 

    875781B8D10BD0A270AA4669B06B7A49 

    B2473467EB5E1C15889B51862AA11DD2 
 

roundKey[11].RotateLeft: 
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    9931C8B67B0864DFE7946F4FEF7C5BAD 

    7C9212DB023752265E1FA9E6AA082AA9 

 

roundKey[13].RotateLeft: 
    6C1734E7C52BC87D984406B60679A71C 

    17F9BA8F3B38A743D67F8838BE74D17E 

 
Round keys for Kalyna-256/256 

 

round[0].rkey: 
    F7DA2647DFD55B352F085208E30FCBA1 

    69B3C9DCC80DD7801F072CC16C942E36 

 

round[1].rkey: 
    08E30FCBA169B3C9DCC80DD7801F072C 

    C16C942E36F7DA2647DFD55B352F0852 

 
round[2].rkey: 

    DF1F1158FD74EEA5C15531C9239038DB 

    26839A9100031FCBB77CFD35F14F73C2 
 

round[3].rkey: 

    C9239038DB26839A9100031FCBB77CFD 

    35F14F73C2DF1F1158FD74EEA5C15531 
 

round[4].rkey: 

    CA2AE58A5C656C0ACE0BF0A628FBA9FC 
    3176E710FC11F75DEB9601F95C22FD12 

 

round[5].rkey: 
    A628FBA9FC3176E710FC11F75DEB9601 

    F95C22FD12CA2AE58A5C656C0ACE0BF0 

 
round[6].rkey: 

    5157FCECC510404E44F5E76CF2F2CB80 

    C29BEE53E310BE7DF816A49AEB175160 

 
round[7].rkey: 

    6CF2F2CB80C29BEE53E310BE7DF816A4 

    9AEB1751605157FCECC510404E44F5E7 
 

round[8].rkey: 

    5E1C15889B51862AA11DD2875781B8D1 
    0BD0A270AA4669B06B7A49B2473467EB 

 

round[9].rkey: 

    875781B8D10BD0A270AA4669B06B7A49 
    B2473467EB5E1C15889B51862AA11DD2 

 

round[10].rkey: 
    3752265E1FA9E6AA082AA99931C8B67B 

    0864DFE7946F4FEF7C5BAD7C9212DB02 

 
round[11].rkey: 

    9931C8B67B0864DFE7946F4FEF7C5BAD 

    7C9212DB023752265E1FA9E6AA082AA9 
 

round[12].rkey: 

    38A743D67F8838BE74D17E6C1734E7C5 

    2BC87D984406B60679A71C17F9BA8F3B 
 

round[13].rkey: 

    6C1734E7C52BC87D984406B60679A71C 
    17F9BA8F3B38A743D67F8838BE74D17E 
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round[14].rkey: 

    FC69B1A735C1CA491850EBBB88D6FCAC 

    5D7616165C109C31F13144C5B825EA02 

 
В.2.4  Round key generation: 512-bit key expansion for 256-bit block encryption/decryption 

 
KEY: 

    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 

 
Intermediate key (KT) generation 

 

state[0]: 

    0D000000000000000000000000000000 
    00000000000000000000000000000000 

 

state[0].k0: 
    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 

 
state[0].k1: 

    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 
 

state[0].add_rkey: 

    0D0102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
 

state[0].s_box: 

    F0BB9A4D6BCB452A713ADFB31790511F 
    6D152B3DC91CBB83795C71D56F5716BD 

 

state[0].s_row: 
    F0BB71D5C91C511F713A9A4D6F57BB83 

    6D15DFB36BCB16BD795C2B3D1790452A 

 

state[0].m_col: 
    AE04BE1C9546BC944EE3702C2DC1ECF9 

    1C3B2ECCB31C46CB0EF13CE6FEE16710 

 
state[0].xor_rkey: 

    8E259C3FB1639AB366CA5A0701ECC2D6 

    2C0A1CFF872970FC36C806DDC2DC592F 
 

state[0].s_box: 

    89F43EDFBEFD958EA5D3182A43340887 

    49D6CD61460F1E57FA4F45FCE81F7B66 
 

state[0].s_row: 

    89F445FC460F0887A5D33EDFE81F1E57 
    49D6182ABEFD7B66FA4FCD614334958E 

 

state[0].m_col: 
    FB38EF23C9943F7F252BB9CAB6405AAD 

    99589805F39649485E9FE892FE2A188D 

 
state[0].add_rkey: 

    FB39F126CD9945862D34C3D5C24D68BC 

    A969AA1807AC5F5F76B802AE1A4836AC 

 
state[0].s_box: 

    CA14049E208F0063D208F39DE895AC69 
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    020DCE1359A94871B2E09A4297D1B7B9 

 

state[0].s_row: 

    CA149A4259A9AC69D208049E97D14871 
    020DF39D208FB7B9B2E0CE13E8950063 

 

state[0].m_col: 
    AD632F572D6E2D6E7C09DFA2F2206E6E 

    6E941BE6D4514D414B83EE3181E65B46 

 
KT: 

    AD632F572D6E2D6E7C09DFA2F2206E6E 

    6E941BE6D4514D414B83EE3181E65B46 

 
Round keys for Kalyna-256/512 (even indexes) 

 

state[0]: 
    AD632F572D6E2D6E7C09DFA2F2206E6E 

    6E941BE6D4514D414B83EE3181E65B46 

 
state[0].KT: 

    AD632F572D6E2D6E7C09DFA2F2206E6E 

    6E941BE6D4514D414B83EE3181E65B46 

 
state[0].id: 

    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 

 
state[0].tmv: 

    01000100010001000100010001000100 

    01000100010001000100010001000100 
 

state[0].add_rkey (tmv): 

    AE6330572E6E2E6E7D09E0A2F3206F6E 

    6F941CE6D5514E414C83EF3182E65C46 
 

state[0].add_rkey (kt_round): 

    AE64325A327334758512EAADFF2D7D7D 
    7FA52EF9E9666458649C094D9E037B65 

 

state[0].s_box: 
    A296C4419E6C76A6DA56E7D0806DAFDD 

    553BD19129FCCCA16A076ACF9192E5BE 

 

state[0].s_row: 
    A2966ACF29FCAFDDDA56C4419192CCA1 

    553BE7D09E6CE5BE6A07D191806D76A6 

 
state[0].m_col: 

    7AEC1A5F1B29136969224EF37117F911 

    5082050AFA459DDCB43FE4EDEE7B8106 
 

state[0].xor_rkey (kt_round): 

    D48F2A0835473D07142BAE518237967F 
    3F1619EC2F14D39DF8BC0BDC6C9DDD40 

 

state[0].s_box: 

    7E517AD463FADE2AC9B13114FE3E375B 
    A188E474C665BFFF851D02A538B965B5 

 

state[0].s_row: 
    7E5102A5C665375BC9B17AD438B9BFFF 

    A188311463FA65B5851DE474FE3EDE2A 
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state[0].m_col: 

    495A67E19FDBAE3A8E90DDD68CFD78B3 

    19CCE15C710A51151055050232E32C7E 
 

state[0].add_rkey (kt_round): 

    F7BD9738CE49DDA80B9ABD79801EE821 
    8860FE42475C9F565CD8F433B4C989C4 

 

state[2].ShiftLeft (tmv): 
    02000200020002000200020002000200 

    02000200020002000200020002000200 

 

state[2].add_rkey (tmv): 
    AF6331572F6E2F6E7E09E1A2F420706E 

    70941DE6D6514F414D83F03183E65D46 

 
state[2].add_rkey (kt_round): 

    CF84537A53935595A6320BCE204E9E9D 

    A0C54F190B87857885BC2A6DBF239C85 
 

state[2].s_box: 

    827E9EDB5AFEA9C2982E02843E9140FF 

    7884358A95BF3F67DA1D7A9C26583E8F 
 

state[2].s_row: 

    827E7A9C95BF40FF982E9EDB26583F67 
    788402845AFE3E8FDA1D358A3E91A9C2 

 

state[2].m_col: 
    90BEEC22C412E3566D0C5E073CB45FDC 

    1A22E07311A7DBF6579837CD133089AA 

 
state[2].xor_rkey (kt_round): 

    3FDDDD75EB7CCC381305BFA5C8942FB2 

    6AB6FD95C7F694B71A1BC7FC90D6D4EC 

 
state[2].s_box: 

    A19965A6B9A44B56CBCB4375FBC47200 

    5BB80CC27FA750C597BA8957EB610174 
 

state[2].s_row: 

    A19989577FA77200CBCB65A6EB6150C5 
    5BB84375B9A4017497BA0CC2FBC44B56 

 

state[2].m_col: 

    91A74E4CB680E1F584F99CC1508750D5 
    50919E9D24F1446F53B0A16F6F256C8C 

 

state[2].add_rkey (kt_round): 
    400B80A3E5EE106402037E6445A8C043 

    C025BC83FB4294B0A03392A1F20BCAD2 

 
state[4].ShiftLeft (tmv): 

    04000400040004000400040004000400 

    04000400040004000400040004000400 
 

state[4].Rotate (id): 

    08090A0B0C0D0E0F1011121314151617 

    18191A1B1C1D1E1F2021222324252627 
    28292A2B2C2D2E2F3031323334353637 

    38393A3B3C3D3E3F0001020304050607 

 
state[4].add_rkey (tmv): 

    B1633357316E316E8009E3A2F620726E 
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    72941FE6D85151414F83F23185E65F46 

 

state[4].add_rkey (kt_round): 

    B96C3D623D7B3F7D901AF5B50A368885 
    8AAD3901F56E6F606FA41455A90B866D 

 

state[4].s_box: 
    EC89DE15A40690DDEB3686508744C78F 

    21E63B8D44E338721EEF944802B2889C 

 
state[4].s_row: 

    EC89944844E3C78FEB36DE1502B23872 

    21E68650A406889C1EEF3B8D874490DD 

 
state[4].m_col: 

    D0D2A52F00CAA937AF0AEC45D1F620D4 

    BB99DD9A3F2EAD2FE6DC926AF357B71E 
 

state[4].xor_rkey (kt_round): 

    61B1967831A498592F030FE727D652BA 
    C90DC27CE77FFC6EA95F605B76B1E858 

 

state[4].s_box: 

    4846376772EF2892C69259780E614F3F 
    059008280C5FF8FA02CA56B1B246C5A1 

 

state[4].s_row: 
    484656B10C5F4F3FC6923767B246F8FA 

    0590597872EFC5A102CA08280E612892 

 
state[4].m_col: 

    1FAEA40EB0780D0AB532F94600C1BF77 

    FDE58F6ACAAFC245494A60727B6579BE 
 

state[4].add_rkey (kt_round): 

    D011D865E1E63E78353CDCE9F6E131E6 

    6F7AAF50A301148798CD52A4004CD904 
 

state[6].ShiftLeft (tmv): 

    08000800080008000800080008000800 
    08000800080008000800080008000800 

 

state[6].add_rkey (tmv): 
    B5633757356E356E8409E7A2FA20766E 

    769423E6DC5155415383F63189E66346 

 

state[6].add_rkey (kt_round): 
    DD8C6182619B639DB43A19D62E56ACA5 

    AECD5D21198F93805384F8348DEB694D 

 
state[6].s_box: 

    620E8110486A77FFAEC8E4879319AB75 

    A252362FE051A8345A7E8C401B03B8CF 
 

state[6].s_row: 

    620E8C40E051AB75AEC881101B03A834 
    A252E487486AB8CF5A7E362F931977FF 

 

state[6].m_col: 

    BD93C3FD74216DD1B4C31EAE6DD2299D 
    2B7A5161A7E323BEDC1D3C630EC82CAE 

 

state[6].xor_rkey (kt_round): 
    08F0F4AA414F58BF30CAF90C97F25FF3 

    5DEE72877BB276FF8F9ECA52872E4FE8 
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state[6].s_box: 

    71B639E4F2EED07A92D33454700148F0 

    A9DB05A0F5806C61FFB0B0AE4673350B 
 

state[6].s_row: 

    71B6B0AEF58048F092D339E446736C61 
    A9DB3454F2EE350BFFB005A07001D07A 

 

state[6].m_col: 
    FD35509E796E47E2C57D43EFB9B69761 

    F8362F80F625F1EEA0ADFBE931CCB8FE 

 

state[6].add_rkey (kt_round): 
    B29987F5AEDC7C5049872A92B4D70DD0 

    6ECB5266D3774630F330F21BBBB21C45 

 
state[8].ShiftLeft (tmv): 

    10001000100010001000100010001000 

    10001000100010001000100010001000 
 

state[8].Rotate (id): 

    101112131415161718191A1B1C1D1E1F 

    202122232425262728292A2B2C2D2E2F 
    303132333435363738393A3B3C3D3E3F 

    000102030405060708090A0B0C0D0E0F 

 
state[8].add_rkey (tmv): 

    BD633F573D6E3D6E8C09EFA202217E6E 

    7E942BE6E4515D415B83FE3191E66B46 
 

state[8].add_rkey (kt_round): 

    CD74516A51835385A42209BE1E3E9C8D 
    9EB54D090977836883AC285DBD139A75 

 

state[8].s_box: 

    204AD5D8E7009E8F00646AE245D83EBF 
    91E17D52DF975D9B60A953C4AAB495A6 

 

state[8].s_row: 
    204A53C4DF973EBF0064D5D8AAB45D9B 

    91E16AE2E70095A660A97D5245D89E8F 

 
state[8].m_col: 

    33E7193F1E502A1F6478A38FA24735B0 

    485388A09E15B35A0C6C99D60337FAFC 

 
state[8].xor_rkey (kt_round): 

    8E842668233E1771E8714C2DA0664BDE 

    36C7A3467A44EE1B57EF67E792D191BA 
 

state[8].s_box: 

    897EAD9B4FD8A3BC12DC9D1678FC1280 
    FAA31FF9BABD46D52B59E278697ACF3F 

 

state[8].s_row: 
    897EE278BABD128012DCAD9B697A46D5 

    FAA39D164FD8CF3F2B591FF978FCA3BC 

 

state[8].m_col: 
    96F7850E919AFA70A4F27B11D5B09E58 

    9F5BE3CABE75396BB9E5E9943D9AB746 

 
state[8].add_rkey (kt_round): 

    535BC565CE0838DF30FC6AB4D7D11CC7 
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    1DF00EB1A3C796AC1469E8C6CE80238D 

 

state[10].ShiftLeft (tmv): 

    20002000200020002000200020002000 
    20002000200020002000200020002000 

 

state[10].add_rkey (tmv): 
    CD634F574D6E4D6E9C09FFA212218E6E 

    8E943BE6F4516D416B830E32A1E67B46 

 
state[10].add_rkey (kt_round): 

    FD94818A81A383A5D44239DE4E5ECCAD 

    8E953DE9F8567348738C183DADF38955 

 
state[10].s_box: 

    8BC4C9434C4B5D757E693B8004604BD0 

    8947DE958519D6E9280E62D20BF0F748 
 

state[10].s_row: 

    8BC462D285194BD07E69C9430BF0D6E9 
    89473B804C4BF748280EDE9504605D75 

 

state[10].m_col: 

    EBED1B41E47BFB5347A4318A53298A03 
    A61B4E0E6B52456A082D2E3B12FBC825 

 

state[10].xor_rkey (kt_round): 
    268E5416A915B63DDBADCE284108046D 

    288F75E89F03282B63AE2009B31DB363 

 
state[10].s_box: 

    9A3D4D53021C0DD2B8E684F2F2E9989C 

    1F516E0BB192535EB7784952BD573AFD 
 

state[10].s_row: 

    9A3D4952B192989CB8E64D53BD57535E 

    1F5184F2021C3AFDB7786E0BF2E90DD2 
 

state[10].m_col: 

    8AF008FEE045302EC63CF177DE3D7910 
    3F039DDF6676C91DCC14F00517AEFC51 

 

state[10].add_rkey (kt_round): 
    575458552EB47D9C6246F01AF15E077F 

    CD97D8C55BC8365F3798FE37B8947898 

 

state[12].ShiftLeft (tmv): 
    40004000400040004000400040004000 

    40004000400040004000400040004000 

 
state[12].Rotate (id): 

    18191A1B1C1D1E1F2021222324252627 

    28292A2B2C2D2E2F3031323334353637 
    38393A3B3C3D3E3F0001020304050607 

    08090A0B0C0D0E0F1011121314151617 

 
state[12].add_rkey (tmv): 

    ED636F576D6E6D6EBC091FA33221AE6E 

    AE945BE614528D418B832E32C1E69B46 

 
state[12].add_rkey (kt_round): 

    057D8972898B8B8DDC2A41C65646D495 

    D6BD8511417FBB70BBB46065F51BD27D 
 

state[12].s_box: 
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    75A5F7627DCFE9BF3C02A5E623AB01C2 

    50253F03F25F6FEA993856BE44BA79DD 

 

state[12].s_row: 
    75A556BEF25F01C23C02F76244BA6FEA 

    5025A5E67DCF79DD99383F0323ABE9BF 

 
state[12].m_col: 

    4904EC17619C76E16EDCC35F41AAE239 

    EEED3A3868C5D647DA128E40C07839E6 
 

state[12].xor_rkey (kt_round): 

    A46783400CF21B8FD2D5DCFC738B4C57 

    407961DE7C975B065191A072019EA2A0 
 

state[12].s_box: 

    00415DB51701D4090AB32A5728CF9D30 
    DC6281801486974EE793B36243B05797 

 

state[12].s_row: 
    0041B36214869D300AB35DB543B0974E 

    DC622A5717015797E793818028CFD409 

 

state[12].m_col: 
    C1AC36FE4137026F7A95BF0AF1592D5B 

    0B3B5BB7FF54EA20BCF06768F11B8A2E 

 
state[12].add_rkey (kt_round): 

    AE10A655AFA56FDD369FDEAD237BDBC9 

    B9CFB69D14A777624774969AB2022675 
 

state[14].ShiftLeft (tmv): 

    80008000800080008000800080008000 
    80008000800080008000800080008000 

 

state[14].add_rkey (tmv): 

    2D64AF57AD6EAD6EFC095FA37221EE6E 
    EE949BE65452CD41CB836E3201E7DB46 

 

state[14].add_rkey (kt_round): 
    659DE992E9ABEBADFC0A61A67626F475 

    F69DA5F1605FDB50DB94804515FCF15D 

 
state[14].s_box: 

    88B9A7B629C361D07CD68107B22239A6 

    A7B91C6D34CA6831B8C487F44DC704C4 

 
state[14].s_row: 

    88B987F434CA39A67CD6A7B64DC76831 

    A7B9810729C304C4B8C41C6DB22261D0 
 

state[14].m_col: 

    52CE3A5C45CD792D26096551D72119FB 
    6884C66F66A2E2281528DE7B4E863534 

 

state[14].xor_rkey (kt_round): 
    7FAA950BE8A3D443DA003AF2A500F795 

    86105D8932F02F69DEABB0494F61EE72 

 

state[14].s_box: 
    55FF0FB3124B010E57CE0EDC68CEAAC2 

    1842369A9EB67288E3C3734F272B4662 

 
state[14].s_row: 

    55FF734F9EB6AAC257CE0FB3272B7288 
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    18420EDC124B4662E3C3369A68CE010E 

 

state[14].m_col: 

    0E43B4841D8A94569F092BD6E4228E26 
    DD6DC57E548AD30892EC238986A448AE 

 

state[14].add_rkey (kt_round): 
    3BA763DCCAF841C59B138A7957447C95 

    CB026165A9DCA04A5D7092BB878B24F5 

 
state[16].ShiftLeft (tmv): 

    00010001000100010001000100010001 

    00010001000100010001000100010001 

 
state[16].Rotate (id): 

    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 
    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 

 
state[16].add_rkey (tmv): 

    AD642F582D6F2D6F7C0ADFA3F2216E6F 

    6E951BE7D4524D424B84EE3281E75B47 

 
state[16].add_rkey (kt_round): 

    CD85517B51945396A43309CF1E4F9C9E 

    9EC64D1A0988837983BD286EBD249A86 
 

state[16].s_box: 

    20A2D57CE7C49EEB00F76A3945EE3EC1 
    91E87DB7DF115D20602553FAAA9E9563 

 

state[16].s_row: 
    20A253FADF113EC100F7D57CAA9E5D20 

    91E86A39E7C4956360257DB745EE9EEB 

 

state[16].m_col: 
    33EA3FD054E41A5679AEE6C6D4B74A71 

    0BC517D1E254A8425C3A0559ED7DAEE7 

 
state[16].xor_rkey (kt_round): 

    9E8E1088798B373905A439652696241E 

    65500C363606E50017BEEB6B6C9AF5A0 
 

state[16].s_box: 

    913D4A0577CFB40875EF3BBE9A095CF5 

    884C9FE8FA134768AF2461AB389D8697 
 

state[16].s_row: 

    913D61ABFA135CF575EF4A05389D4768 
    884C3BBE77CF8697AF249FE89A09B408 

 

state[16].m_col: 
    6C5916C2F3CF19CF2153A86FA30BEE6E 

    79A15F55692CEA862327B5D47192B231 

 
state[16].add_rkey (kt_round): 

    19BE451A213F473E9D5D8713962D5CDE 

    E7367B3C3E7F37C96EABA307F3790E79 

 
state[18].ShiftLeft (tmv): 

    00020002000200020002000200020002 

    00020002000200020002000200020002 
 

state[18].add_rkey (tmv): 
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    AD652F592D702D707C0BDFA4F2226E70 

    6E961BE8D4534D434B85EE3381E85B48 

 

state[18].add_rkey (kt_round): 
    AD66315C317533778414E9AFFE2F7C7F 

    7EA72DFBE868635A639E084F9D057A67 

 
state[18].s_box: 

    0BFC2C1872B5E3EC5C65A7C7564D605B 

    08A0E0C912127741B7B0BA9930CBB1AA 
 

state[18].s_row: 

    0BFCBA991212605B5C652C1830CB7741 

    08A0A7C772B5B1AAB7B0E0C9564DE3EC 
 

state[18].m_col: 

    B6EE6D7593FB1EF2E18F0BEE31D7D437 
    E298CAB7EC12C78AB4B6B62E70F1A74B 

 

state[18].xor_rkey (kt_round): 
    1B8B422CBE8B33829D84D44AC3F5BA47 

    8C0ED15F38418AC9FF33581DF119FC03 

 

state[18].s_box: 
    FDCFD7D1F6CFE310307E01D68CEDF286 

    3F17F571F46B1DA380F7D079545CF84D 

 
state[18].s_row: 

    FDCFD079F46BF286307ED7D1545C1DA3 

    3F1701D6F6CFF84D80F7F5718CEDE310 
 

state[18].m_col: 

    AE64E3E5D4A91771995533643A3BC601 
    7B57D0BDA4354458932798CB6D716EDB 

 

state[18].add_rkey (kt_round): 

    5BCA123F021A45E1156112092D5E3472 
    E9EDEBA57989919BDEAC86FFEE59CA23 

 

Round keys for Kalyna-256/512 (odd indexes) 
 

roundKey [0]: 

    F7BD9738CE49DDA80B9ABD79801EE821 
    8860FE42475C9F565CD8F433B4C989C4 

 

roundKey[1].RotateLeft: 

    79801EE8218860FE42475C9F565CD8F4 
    33B4C989C4F7BD9738CE49DDA80B9ABD 

 

roundKey[3].RotateLeft: 
    6445A8C043C025BC83FB4294B0A03392 

    A1F20BCAD2400B80A3E5EE106402037E 

 
roundKey[5].RotateLeft: 

    E9F6E131E66F7AAF50A301148798CD52 

    A4004CD904D011D865E1E63E78353CDC 
 

roundKey[7].RotateLeft: 

    92B4D70DD06ECB5266D3774630F330F2 

    1BBBB21C45B29987F5AEDC7C5049872A 
 

roundKey[9].RotateLeft: 

    B4D7D11CC71DF00EB1A3C796AC1469E8 
    C6CE80238D535BC565CE0838DF30FC6A 
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roundKey[11].RotateLeft: 

    1AF15E077FCD97D8C55BC8365F3798FE 

    37B8947898575458552EB47D9C6246F0 

 
roundKey[13].RotateLeft: 

    AD237BDBC9B9CFB69D14A77762477496 

    9AB2022675AE10A655AFA56FDD369FDE 
 

roundKey[15].RotateLeft: 

    7957447C95CB026165A9DCA04A5D7092 
    BB878B24F53BA763DCCAF841C59B138A 

 

roundKey[17].RotateLeft: 

    13962D5CDEE7367B3C3E7F37C96EABA3 
    07F3790E7919BE451A213F473E9D5D87 

 

Round keys for Kalyna-256/512 
 

round[0].rkey: 

    F7BD9738CE49DDA80B9ABD79801EE821 
    8860FE42475C9F565CD8F433B4C989C4 

 

round[1].rkey: 

    79801EE8218860FE42475C9F565CD8F4 
    33B4C989C4F7BD9738CE49DDA80B9ABD 

 

round[2].rkey: 
    400B80A3E5EE106402037E6445A8C043 

    C025BC83FB4294B0A03392A1F20BCAD2 

 
round[3].rkey: 

    6445A8C043C025BC83FB4294B0A03392 

    A1F20BCAD2400B80A3E5EE106402037E 
 

round[4].rkey: 

    D011D865E1E63E78353CDCE9F6E131E6 

    6F7AAF50A301148798CD52A4004CD904 
 

round[5].rkey: 

    E9F6E131E66F7AAF50A301148798CD52 
    A4004CD904D011D865E1E63E78353CDC 

 

round[6].rkey: 
    B29987F5AEDC7C5049872A92B4D70DD0 

    6ECB5266D3774630F330F21BBBB21C45 

 

round[7].rkey: 
    92B4D70DD06ECB5266D3774630F330F2 

    1BBBB21C45B29987F5AEDC7C5049872A 

 
round[8].rkey: 

    535BC565CE0838DF30FC6AB4D7D11CC7 

    1DF00EB1A3C796AC1469E8C6CE80238D 
 

round[9].rkey: 

    B4D7D11CC71DF00EB1A3C796AC1469E8 
    C6CE80238D535BC565CE0838DF30FC6A 

 

round[10].rkey: 

    575458552EB47D9C6246F01AF15E077F 
    CD97D8C55BC8365F3798FE37B8947898 

 

round[11].rkey: 
    1AF15E077FCD97D8C55BC8365F3798FE 

    37B8947898575458552EB47D9C6246F0 



 

 

47 

 

round[12].rkey: 

    AE10A655AFA56FDD369FDEAD237BDBC9 

    B9CFB69D14A777624774969AB2022675 
 

round[13].rkey: 

    AD237BDBC9B9CFB69D14A77762477496 
    9AB2022675AE10A655AFA56FDD369FDE 

 

round[14].rkey: 
    3BA763DCCAF841C59B138A7957447C95 

    CB026165A9DCA04A5D7092BB878B24F5 

 

round[15].rkey: 
    7957447C95CB026165A9DCA04A5D7092 

    BB878B24F53BA763DCCAF841C59B138A 

 
round[16].rkey: 

    19BE451A213F473E9D5D8713962D5CDE 

    E7367B3C3E7F37C96EABA307F3790E79 
 

round[17].rkey: 

    13962D5CDEE7367B3C3E7F37C96EABA3 

    07F3790E7919BE451A213F473E9D5D87 
 

round[18].rkey: 

    5BCA123F021A45E1156112092D5E3472 
    E9EDEBA57989919BDEAC86FFEE59CA23 

 

 
В.2.5 Round key generation: 512-bit key expansion for 512-bit block encryption/decryption  

 
KEY: 
    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 

    202122232425262728292A2B2C2D2E2F 
    303132333435363738393A3B3C3D3E3F 

 

Intermediate key (KT) generation 

 
state[0]: 

    11000000000000000000000000000000 

    00000000000000000000000000000000 
    00000000000000000000000000000000 

    00000000000000000000000000000000 

 
state[0].k0: 

    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 

 

state[0].k1: 
    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 

    202122232425262728292A2B2C2D2E2F 
    303132333435363738393A3B3C3D3E3F 

 

state[0].add_rkey: 
    110102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 

    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 
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state[0].s_box: 

    F3BB9A4D6BCB452A713ADFB31790511F 

    6D152B3DC91CBB83795C71D56F5716BD 

    3EF6C002B4F4AD111F0F7A5E496DD166 
    9226C445D15DB794F4140E1A5810B2DF 

 

state[0].s_row: 
    F314C45EB457BB1F71BB0E4549F41683 

    6D3A9A1AD16DADBD7915DF4D585DD111 

    3E5C2BB36B10B7661FF6713D17CBB294 
    920FC0D5C99045DFF4267A026F1C512A 

 

state[0].m_col: 

    16D6D3F4211375579D40CE70414C6086 
    9A3801A4784DB204C5766C433973AC84 

    EE9B1D8953D5CF421773C8EF40AFFCCD 

    738240440513C00A4A038A1805B8C578 
 

state[0].xor_rkey: 

    16D7D1F7251673509549C47B4D416E89 
    8A2913B76C58A413DD6F7658256EB29B 

    CEBA3FAA77F0E9653F5AE2C46C82D2E2 

    43B372773126F63D723AB0233985FB47 

 
state[0].s_box: 

    2CAFF517B688D631D79BAE7C6E6BDA9A 

    210FC2C53881073D62206CA1B6E3CA1D 
    3D2390E43BB6A7BEA17B130A38C9796B 

    371E05EC722254D224C8730219A28B86 

 
state[0].s_row: 

    2CC8050A3BE3079AD7AF73EC38B6CA3D 

    219BF50272C9A71D620FAE17192279BE 
    3D20C27CB6A2546BA1236CC56E888BD2 

    377B90A1386BD686241E13E4B681DA31 

 

state[0].m_col: 
    0DDCBB649DCAD739C008F8CC961A5339 

    A3323726365533C6E27DA5BA21FF93B8 

    BEA186B0CA310A643F44DCC928AB8B26 
    87143B65B736CC2981759E6C2474A06F 

 

state[0].add_rkey: 
    0DDDBD67A1CFDD40C81102D8A2276148 

    B34349394A6A49DDFA96BFD53D1CB2D7 

    DEC2A8D3EE56308B676D06F554D8B955 

    B7456D98EB6B0261B9AED8A760B1DEAE 
 

state[0].s_box: 

    F09996AA118265B5FB159A8101AA81E9 
    BDF3EF08AB79EFFCE609439DA4F5CA5C 

    E39420F77319A677538C45A99639FA48 

    31337CA4B9E59A44EC781B043446E842 
 

state[0].s_row: 

    F0787CA973F5EFE9FB991BA49619CAFC 
    BD159604B939A65CE6F39AAA34E5FA77 

    E309EF8111469A48539443080182E844 

    318C209DABAA6542EC3345F7A47981B5 

 
state[0].m_col: 

    3FA1F2AA32DBC89CB851FB92A7DC1981 

    574F00BCF22AACAAB3DFFE72935E67DC 
    C277C3E723BEEBEE11409466A10F1DC2 

    59B929E49B1FCE6C68AB5251731CC4BB 
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KT: 

    3FA1F2AA32DBC89CB851FB92A7DC1981 

    574F00BCF22AACAAB3DFFE72935E67DC 
    C277C3E723BEEBEE11409466A10F1DC2 

    59B929E49B1FCE6C68AB5251731CC4BB 

 
Round keys for Kalyna-512/512 (even indexes) 

 

state[0]: 
    3FA1F2AA32DBC89CB851FB92A7DC1981 

    574F00BCF22AACAAB3DFFE72935E67DC 

    C277C3E723BEEBEE11409466A10F1DC2 

    59B929E49B1FCE6C68AB5251731CC4BB 
 

state[0].KT: 

    3FA1F2AA32DBC89CB851FB92A7DC1981 
    574F00BCF22AACAAB3DFFE72935E67DC 

    C277C3E723BEEBEE11409466A10F1DC2 

    59B929E49B1FCE6C68AB5251731CC4BB 
 

state[0].id: 

    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 

 
state[0].tmv: 

    01000100010001000100010001000100 

    01000100010001000100010001000100 
    01000100010001000100010001000100 

    01000100010001000100010001000100 

 
state[0].add_rkey (tmv): 

    40A1F3AA33DBC99CB951FC92A8DC1A81 

    584F01BCF32AADAAB4DFFF72945E68DC 

    C377C4E724BEECEE12409566A20F1EC2 
    5AB92AE49C1FCF6C69AB5351741CC5BB 

 

state[0].add_rkey (kt_round): 
    40A2F5AD37E0CFA3C15A069EB4E92890 

    686013CF0740C3C1CCF8198EB07B86FB 

    E398E60A49E312163A69BF91CE3C4CF1 
    8AEA5C17D15405A4A1E48D8CB05903FB 

 

state[0].s_box: 

    DC7186D0EE728265EF7B45C1AE0453C3 
    86E7C239591AF3C69021E427B30688C9 

    100B0A26CCD02B53D50D439F3D549D6D 

    21C6D383EACC22F61187ED21B349B5C9 
 

state[0].s_row: 

    DC87D39FCC06F3C3EF71ED833DD088C6 
    867B8621EA542BC990E745D0B3CC9D53 

    1021C2C1EE49226DD50BE439AE72B5F6 

    210D0A27590482C911C64326B31A5365 
 

state[0].m_col: 

    8E45E2C3CFB0C98AEC3E837E26EF899E 

    4CB51B9282975E0D2D3F1B46C2D72289 
    D20FB19A71FE55684F397124CF0CB35B 

    692F3223B5B5E31B23CD93A4A4590579 

 
state[0].xor_rkey (kt_round): 

    CEE41169FC6B0016556F7FEC8E33931F 
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    14FA1A2E71BDF3A799E0E43456894A55 

    1178757D5540B9865D79E4426D03AD99 

    339618C729AA2C774A66C0F5D045C0C2 

 
state[0].s_box: 

    3D8717887CE593531620337489F7A8BD 

    C98A713C3325DB044072F14023D54E48 
    F3D46EDD161AFA63A962F16E7B92EE8B 

    6109622BBFFF2DECABFC52A9F7335293 

 
state[0].s_row: 

    3DFC626E16D5DBBD1687522B7B1A4E04 

    C92017A9BF92FA48408A3388F7FFEE63 

    F37271747C332D8BA9D4F13C89E552EC 
    61626E4033F79393AB09F1DD2325A853 

 

state[0].m_col: 
    D9A5CC51BFED0CB0F904FFDF84CBC7C0 

    309BBE466D0559A44F00F34AB849ECEC 

    E5D0F97C2040E3113FCA48A6793D252F 
    AD8328CDC6BF327298852A44DED59D29 

 

state[0].add_rkey (kt_round): 

    1947C0FCF2C8D64CB256FB722DA8E241 
    88EABF026130064F03E0F2BD4CA854C9 

    A848BE6445FECF00510ADE0C1C4D43F1 

    073D53B163DF01DF01317E9552F262E5 
 

state[2].ShiftLeft (tmv): 

    02000200020002000200020002000200 
    02000200020002000200020002000200 

    02000200020002000200020002000200 

    02000200020002000200020002000200 
 

state[2].Rotate (id): 

    08090A0B0C0D0E0F1011121314151617 

    18191A1B1C1D1E1F2021222324252627 
    28292A2B2C2D2E2F3031323334353637 

    38393A3B3C3D3E3F0001020304050607 

 
state[2].add_rkey (tmv): 

    41A1F4AA34DBCA9CBA51FD92A9DC1B81 

    594F02BCF42AAEAAB5DF0073955E69DC 
    C477C5E725BEEDEE13409666A30F1FC2 

    5BB92BE49D1FD06C6AAB5451751CC6BB 

 

state[2].add_rkey (kt_round): 
    49AAFEB540E8D8ABCA620FA6BDF13198 

    71681CD71048CCC9D5002396B9838F03 

    ECA0EF1252EB1B1E4371C899D74455F9 
    93F2651FDA5C0EAC6AAC56547921CCC2 

 

state[2].s_box: 
    CCFF7450DCEC1BD9C1485907AAC22CA4 

    3312CD5C6DD14BA3F8CED8EBEC00294D 

    CF184446E203D4F537DC328B1ABDA991 
    3A019CBD576F51B95BA955C877F64B93 

 

state[2].s_row: 

    CCA99C8BE2004BA4C1FF55BD1A0329A3 
    334874C857BDD44DF8125950776FA9F5 

    CFCECD07DCF651913718D85CAAEC4BB9 

    3ADC44EB6DC21B935B013246ECD12CD9 
 

state[2].m_col: 
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    3DA107CB26FE80A82C4087C231CAE663 

    1ED5EEE87A6255FDF1896F96EA0F8715 

    AC170CA45E6F3F29B51B66DA2FC6BCA0 

    8AA7CD233E2FED068EF6D7BA07C00750 
 

state[2].xor_rkey (kt_round): 

    7C00F36112254A3496117A509816FDE2 
    479AEC548E48FB5744566FE57F51EEC9 

    6860C9437BD1D2C7A65BF0BC8CC9A362 

    D11EE6C7A3303D6AE45D83EB72DCC1EB 
 

state[2].s_box: 

    14CEDB441DF44E40D315B13167880C6B 

    329D5AC889D18B304219385A556346A3 
    86E7260EF57A792B98D942693F771F15 

    EA670A2BE57CDED8D0375DAD241FB6AD 

 
state[2].s_row: 

    14370A69F5638B6BD3CE5D2B3F7A4630 

    3215DBADE57779A3429DB144247C1F2B 
    86195A311D1FDE1598E738C867F4B6D8 

    EAD9265A89884EADD067420E55D10C40 

 

state[2].m_col: 
    E366FD4FFD4EC8D7E9AE79A95CDF60D6 

    8A1A9F7AF7B62ACF0D00A2306EEA8BDC 

    5FE40C30DBEC156D107F858C6C7DC371 
    853F0FE5AFD831BA9912F73892BD479A 

 

state[2].add_rkey (kt_round): 
    2408F2FA312A9374A300773C06BC7C57 

    E369A136ECE1D879C2DFA2A30349F5B8 

    235CD21701AB035C23BF1BF30F8DE233 
    E0F83AC94DF8012703BE4B8A07DA0D56 

 

state[4].ShiftLeft (tmv): 

    04000400040004000400040004000400 
    04000400040004000400040004000400 

    04000400040004000400040004000400 

    04000400040004000400040004000400 
 

state[4].Rotate (id): 

    101112131415161718191A1B1C1D1E1F 
    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 

    000102030405060708090A0B0C0D0E0F 

 
state[4].add_rkey (tmv): 

    43A1F6AA36DBCC9CBC51FF92ABDC1D81 

    5B4F04BCF62AB0AAB7DF0273975E6BDC 
    C677C7E727BEEFEE15409866A50F21C2 

    5DB92DE49F1FD26C6CAB5651771CC8BB 

 
state[4].add_rkey (kt_round): 

    53B208BE4AF0E2B3D46A19AEC7F93BA0 

    7B7026DF1A50D6D1DF082D9EC38B990B 
    F6A8F91A5CF325264D79D2A1E14C5F01 

    5DBA2FE7A324D87374B4605C8329D6CA 

 

state[4].s_box: 
    5A80BAE2ABB6138E7E79E4427F7F4197 

    F530ADEF974C75B0C8E9E0C18CCF30B3 

    A7E434B7BCF09B9E6E62792E5216488D 
    A9237278E59E1B0C36385618600F751C 
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state[4].s_row: 

    5A38722EBCCF75977E80567852F030B0 

    F579BA18E5169BB3C830E4E2609E489E 

    A7E9AD42AB0F1B8D6EE4E0EF7FB6750C 
    A96234C1977F131C362379B78C4C418E 

 

state[4].m_col: 
    CAC24443D9FDAE3B4FA09E1F5049581E 

    E35ECB7D1C9267ECAA2AFE3F9234539C 

    73B8DD0332A7A45B087420894DCEDF09 
    345C4609743D78495B133BBBE591D650 

 

state[4].xor_rkey (kt_round): 

    8963B2E9EF2662A7F3F1618DFB95459F 
    B811CFC1EAB8D7461DF5FC4C056A3840 

    B5CF1AE415194BB51D34B8EFE8C1FECB 

    69E56BEDEB22AA2537B86DEA928D1EEB 
 

state[4].s_box: 

    7DFDCA958D228F04EDC281BFCA4700B2 
    1C1582C651E063F94BEDF823757909B5 

    E98271BA4D5C12504B08FE36126E74AF 

    F9BE1598B964CE51EEE07CE3690A16AD 

 
state[4].s_row: 

    7DE015364D7963B2EDFD7C98125C09F9 

    1CC2CAE3B96E12B54B15819569647450 
    E9ED82BF8D0ACEAF4B82F8C6CA221651 

    F908712351478FADEEBEFEBA75E00004 

 
state[4].m_col: 

    753E43BC72A1BE60A0FBEC59A68BD033 

    B09E527189AECA2B52B8622936AAE180 
    FDBC7908D9008B0BD9AB4CCB535E461C 

    43272D775FD9DE3D2E8D723403752268 

 

state[4].add_rkey (kt_round): 
    B8DF3967A97C8BFD5C4DECEC5168EEB4 

    0BEE562D80D97AD60998659CCD084D5D 

    C33441F000BF7AFAEEEBE431F96D67DE 
    A0E05A5BFFF8B0AA9A38C9857A91EA23 

 

state[6].ShiftLeft (tmv): 
    08000800080008000800080008000800 

    08000800080008000800080008000800 

    08000800080008000800080008000800 

    08000800080008000800080008000800 
 

state[6].Rotate (id): 

    18191A1B1C1D1E1F2021222324252627 
    28292A2B2C2D2E2F3031323334353637 

    38393A3B3C3D3E3F0001020304050607 

    08090A0B0C0D0E0F1011121314151617 
 

state[6].add_rkey (tmv): 

    47A1FAAA3ADBD09CC0510393AFDC2181 
    5F4F08BCFA2AB4AABBDF06739B5E6FDC 

    CA77CBE72BBEF3EE19409C66A90F25C2 

    61B931E4A31FD66C70AB5A517B1CCCBB 

 
state[6].add_rkey (kt_round): 

    5FBA14C656F8EEBBE07225B6D30148A8 

    877832E72658E2D9EB1039A6CF93A513 
    02B1052368FB312E19419E69AD142BC9 

    69C23BEFAF2CE47B80BC6C648F31E2D2 
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state[6].s_box: 

    412394E6232146CDACB79B010DBB9249 

    46D4C4789A811335B9423B0782FE1C3D 
    5F46220286272C3CE06B40880B65C8A3 

    F994413676DFF17C9B1DA437FF261382 

 
state[6].s_row: 

    411D418886FE1349AC23A4360B271C35 

    46B7943776652C3DB9D49BE6FFDFC83C 
    5F42C4012326F1A3E0463B780D21137C 

    F96B22079ABB46829B944002828192CD 

 

state[6].m_col: 
    B67A0E9FD21250ABBD0E23A335227C80 

    DCEFAFB53A0855A4A7BF7F59E9A219C6 

    65BEEF27859E37BC3344495D89920186 
    DB9A137AEE40BDC3DF648F200823A701 

 

state[6].xor_rkey (kt_round): 
    F1DBF435E8C980377D5F20309AFE5D01 

    83A0A709C022E10E1C60792A72FC761A 

    AFC924C0AE20C4522A04D53B209D2444 

    BA23229E4D5F6BAFAFCFD571733F6BBA 
 

state[6].s_box: 

    54CD39CC127787949FCA4970B529368D 
    6018BC522F64FF196FE7FD5524C76CB7 

    76775CA7A231AEAE15EA5F1A3EB95CE5 

    F158C0C16ECA15C776825FBC28BC153F 
 

state[6].s_row: 

    5482C01AA2C7FF8D9FCD5FC13E316C19 
    60CA39BC6EB9AEB76F1849CC28CA5CAE 

    76E7BC7012BC15E51577FD52B57715C7 

    F1EA5C552F29873F76585FA724643694 

 
state[6].m_col: 

    33152CCC6FC589269BA791F36CC361FF 

    A636493F88189D511BA5AE6A8740130F 
    705702163B48A4FFA0E229C75F6D43A6 

    A2BB1F48C540107E279FF855463D0FE8 

 
state[6].add_rkey (kt_round): 

    7AB62677AAA05AC35BF994861CA08380 

    058651FB824351FCD684B5DD229F82EB 

    3ACFCDFD660698EEB922C62D097D6868 
    0375512C6960E6EA974A53A7C159DBA3 

 

state[8].ShiftLeft (tmv): 
    10001000100010001000100010001000 

    10001000100010001000100010001000 

    10001000100010001000100010001000 
    10001000100010001000100010001000 

 

state[8].Rotate (id): 
    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 

    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
 

state[8].add_rkey (tmv): 

    4FA102AB42DBD89CC8510B93B7DC2981 
    674F10BC022BBCAAC3DF0E73A35E77DC 

    D277D3E733BEFBEE2140A466B10F2DC2 
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    69B939E4AB1FDE6C78AB6251831CD4BB 

 

state[8].add_rkey (kt_round): 

    6FC224CE6600FFC3F07A35BEE30958B0 
    978042EF3660F2E1FB1849AEDF9BB51B 

    D278D5EA37C301F62949AE71BD1C3BD1 

    79CA4BF7BF34F48390C47C6C9F39F2DA 
 

state[8].s_box: 

    1E945C84A5CE670F812D78E2103AD06C 
    702AD736FAE7A0BBCAC5EF42C86AFBD5 

    0AD45FE3EE28D94CBF9B31BCAAF541B0 

    77D31217260839F1EB9A6089B114A0DE 

 
state[8].s_row: 

    1E9A12BCEE6AA06C81946017AA28FBBB 

    702D5C8926F5D9D5CA2A7884B108414C 
    0AC5D7E2A51439B0BFD4EF3610CEA0F1 

    779B5F42FA3A67DEEBD331E3C8E7D00F 

 
state[8].m_col: 

    CAE1A187CD510ACE3B509B084B41EFD4 

    8A1B2505425A463AC760D8AB10E72A88 

    EDD37DF598F9E2A993375FA409B70C25 
    F80AFD1B8FC4F3107E75D658700B7044 

 

state[8].xor_rkey (kt_round): 
    8540A32C8F8AD252F301909BFC9DC655 

    ED5435B94071FA9004BFD6D8B3B95D54 

    3FA4AE12AB471947B277FBC2B8B821E7 
    91B3C4FF24DB2D7C06DEB409F317A4FF 

 

state[8].s_box: 
    DA1A1FD1FF9C79AEEDBB271D7CB91948 

    D6CC7847DCDC21C36B057581BD0C36C8 

    A1EF314674FAE486CE978B931CE03C78 

    841EAE61B4CDE0286CAC1A52ED430761 
 

state[8].s_row: 

    DAACAE93740C2148ED1A1A611CFA36C3 
    D6BB1F52B4E0E4C86BCC27D1EDCD3C86 

    A105781DFF43E078CEEF75477C9C0728 

    84973181DCB979616C1E8B46BDDC19AE 
 

state[8].m_col: 

    BC9F8687DF5B65738B332152730F8125 

    6E1BC4FF84A7BB74F41E903F115CFF2A 
    677808B0FD2AFD13C7E13C57E2F0321F 

    937FEB552C21655A1753084922698EC6 

 
state[8].add_rkey (kt_round): 

    0B41893222373E1053852CE52AECAAA6 

    D56AD4BB87D2771FB7FE9EB2B4BA7607 
    39F0DB9731E9F802E821E1BD930060E1 

    FC38253AD84043C78FFE6A9AA5856282 

 
state[10].ShiftLeft (tmv): 

    20002000200020002000200020002000 

    20002000200020002000200020002000 

    20002000200020002000200020002000 
    20002000200020002000200020002000 

 

state[10].Rotate (id): 
    28292A2B2C2D2E2F3031323334353637 

    38393A3B3C3D3E3F0001020304050607 
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    08090A0B0C0D0E0F1011121314151617 

    18191A1B1C1D1E1F2021222324252627 

 

state[10].add_rkey (tmv): 
    5FA112AB52DBE89CD8511B93C7DC3981 

    774F20BC122BCCAAD3DF1E73B35E87DC 

    E277E3E743BE0BEF3140B466C10F3DC2 
    79B949E4BB1FEE6C88AB7251931CE4BB 

 

state[10].add_rkey (kt_round): 
    87CA3CD67E0817CC08834DC6FB1170B8 

    AF885AF74E680AEAD3E02076B7638DE3 

    EA80EDF24FCB19FE4151C679D52453D9 

    91D263FFD73C0C8CA8CC9474B7410AE3 
 

state[10].s_box: 

    46D34C8708E9A36A71007DE6CA151EDA 
    761118170412DFE30D7249A831FDED76 

    512A06DC2785E4E0F2631920F89E9E35 

    842F77611A549F21C5E25024316BDF76 
 

state[10].s_row: 

    46E2772027FDDFDA71D35061F885EDE3 

    76004C241A9EE4760D117D8731549EE0 
    517218E6086B9F35F22A4917CAE9DF21 

    846306A80415A376C52F19DC31121E6A 

 
state[10].m_col: 

    4B6821B420E1DDFB76C1E1F1AB876850 

    C39E81955F9EA76725ABC2D21F6D76DC 
    B4F3F0C6FB0BF7C24E094E8407ED06D8 

    8463DDCAF9C5B7EA5D606ED3B3CF482B 

 
state[10].xor_rkey (kt_round): 

    14C9331F723A3567AE90FA626C5B51D1 

    B4D1A1294DB56BCDF674DCA1AC33F100 

    56841321B8B5FC2D7F49FAE2C6E23B1A 
    FDDA942E42DA5986D5CB1C8220D3AC90 

 

state[10].s_box: 
    C977E3BD24C878AAA27D211538D9D5B0 

    AE7A693E6EE11512A74A2A2E2DF70468 

    237EC22F1CE1F816559B216BD4DD41B7 
    8BDE503C83DE7B63F885CD103E74ABC3 

 

state[10].s_row: 

    C985506B1CF715B0A277CD3CD4E10412 
    AE7DE31083DDF868A77A21BD3EDE4116 

    234A691524747BB7557E2A3E38C8AB63 

    8B9BC22E6ED978C3F8DE212F2DE1D5AA 
 

state[10].m_col: 

    53B2E4EA39BC981EF12D779ECCD56A79 
    7C46E184D0A717F254F765F9D7AB7523 

    2E680ABA9F870952270431710BB5CC2E 

    364F69206CB7539B2668C622F6F50997 
 

state[10].add_rkey (kt_round): 

    B253F7958C9781BBC97F923194B2A4FA 

    F3950141E3D2E39C27D7846C8B0AFDFF 
    10E0EDA1E34515415844E5D7CCC409F1 

    AF08B30428D74108AE1339748912EE52 

 
state[12].ShiftLeft (tmv): 

    40004000400040004000400040004000 
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    40004000400040004000400040004000 

    40004000400040004000400040004000 

    40004000400040004000400040004000 

 
state[12].Rotate (id): 

    303132333435363738393A3B3C3D3E3F 

    000102030405060708090A0B0C0D0E0F 
    101112131415161718191A1B1C1D1E1F 

    202122232425262728292A2B2C2D2E2F 

 
state[12].add_rkey (tmv): 

    7FA132AB72DB089DF8513B93E7DC5981 

    974F40BC322BECAAF3DF3E73D35EA7DC 

    027803E863BE2BEF5140D466E10F5DC2 
    99B969E4DB1F0E6DA8AB9251B31C04BC 

 

state[12].add_rkey (kt_round): 
    AFD264DEA6103FD4308B75CE231A98C0 

    975042BF3630F2B1FBE8487EDF6BB5EB 

    128915FB77D341066959EE81FD2C7BE1 
    B9DA8B0700453494D0D4BC7CDF4932EB 

 

state[12].s_box: 

    762FCC80984290FE92CF6E844F3628A7 
    704CD77AFA7CA090CAEC92ACC8E5FBAD 

    1DD5F4C93B74A54EF949467E8BDFE5BB 

    ECDEE92AA8337629F753BD28C89BC4AD 
 

state[12].s_row: 

    7653E97E3BE5A0A7922FBD2A8B74FB90 
    70CFCC28A8DFA5ADCA4C6E80C833E54E 

    1DECD784989B76BBF9D5927A4F42C429 

    EC49F4ACFA3690ADF7DE46C9C87C28FE 
 

state[12].m_col: 

    711137EC4357F74C4C99D75FE5FB82E6 

    4FD5D7DD10CF90C6CD49B1C265F4DC5F 
    99FAE49D8487380AA713FABCA4050248 

    6478E16E6FB53712BF96FF361BF72D8B 

 
state[12].xor_rkey (kt_round): 

    0EB00547318CFFD1B4C8ECCC0227DB67 

    D89A976122E47C6C3E968FB1B6AA7B83 
    9B82E775E73913E5F6532EDA450A5F8A 

    FDC1888AB4AA397F173D6D67A8EB2937 

 

state[12].s_box: 
    D88B2286720E67B0AE4F5A6A5FAA68AA 

    C49D2444A3876089BB0929908AFFE5F1 

    DEC97FA60C14C25AA75BD1DEE4D64843 
    8B6EC743AEFF3B5BAF107CAAC503A194 

 

state[12].s_row: 
    D810C7DE0CFF60AAAE8B7C43E414E589 

    C44F22AAAED6C2F1BB9D5A86C5FF485A 

    DE09246A72033B43A7C929445F0EA15B 
    8B5B7F90A3AA6794AF6ED1A68A8768B0 

 

state[12].m_col: 

    1D9A540E7A473229639F698253924D59 
    CB69776EC9BF4BB441ED26F974F88172 

    0489BC5F24FAE337705DAA7A1A725A4E 

    36C6F7D88A2471A33BA147BDAFC61D48 
 

state[12].add_rkey (kt_round): 
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    9C3B87B9EC223BC65BF1A4153B6FA7DA 

    62B9B72AFCEA375F34CD656C4857294F 

    0601C04788B80F27C19D7EE1FB81B710 

    CF7F61BD66447F10E34CDA0E63E32104 
 

state[14].ShiftLeft (tmv): 

    80008000800080008000800080008000 
    80008000800080008000800080008000 

    80008000800080008000800080008000 

    80008000800080008000800080008000 
 

state[14].Rotate (id): 

    38393A3B3C3D3E3F0001020304050607 

    08090A0B0C0D0E0F1011121314151617 
    18191A1B1C1D1E1F2021222324252627 

    28292A2B2C2D2E2F3031323334353637 

 
state[14].add_rkey (tmv): 

    BFA172ABB2DB489D38527B9327DD9981 

    D74F80BC722B2CAB33E07E73135FE7DC 
    427843E8A3BE6BEF9140146721109DC2 

    D9B9A9E41B204E6DE8ABD251F31C44BC 

 

state[14].add_rkey (kt_round): 
    F7DAACE6EE1887DC38537D962BE29F88 

    DF588AC77E383ABA43F190862774FDF3 

    5A915D03C0DB890EB161368A4535C3E9 
    01E3D30F484D7C9C18DD048527527AF3 

 

state[14].s_box: 
    2ADEAB7D73C58DA5F45BAFEBE1DD8305 

    C8811D2B089F0E3F37C227630E4A0CF0 

    6693364D2FCDF719BE2BB743E45DF395 
    43D0BF1F9C9560FB7999988F0E8EB1F0 

 

state[14].s_row: 

    2A99BF432F4A0E05F4DE981FE4CD0C3F 
    C85BAB8F9C5DF7F03781AF7D0E95F319 

    66C21DEB738E6095BE93272BE1C5B1FB 

    432B366308DD8DF079D0B74D0E9F83A5 
 

state[14].m_col: 

    73A6C3E7610EEE44C88552B4B4D58D21 
    7ED26D83848A3DAF4CEB57279DC3C6F2 

    C9DCA4E1EC193A2FB92C21E71DB6D421 

    32B3DE256DE1952AA009D3BFBFF37866 

 
state[14].xor_rkey (kt_round): 

    CC07B14CD3D5A6D9F0D72927930814A0 

    A99DED3FF6A111047F0B29548E9C212E 
    8BA4E7094FA751C0286C35803CA649E3 

    EB0A77C176C1DB4748A201EE4CEF3CDA 

 
state[14].s_box: 

    90C1F9230DB38A3581AFA1113AE99497 

    02B906DFA732177355B2A1C889073C3C 
    B0EF7F5227A0D5A71F8978345870EF76 

    B9D67EC6B26E68869C71D93B8F594CDE 

 

state[14].s_row: 
    90717E342707179781C1D9C658A03C73 

    02AFF93BB270D53C55B9A1238F6EEFA7 

    B0B206110D5968761FEFA1DF3AB34C86 
    B9897FC8A7E98ADE9CD6785289329435 
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state[14].m_col: 

    7A3E153B84D79DF76422D3188D0036CD 

    89EC14A9B405A99EB42CD38CDD7A69B8 

    6ED6FC65C39CEA09AB7DB0E3D5418F75 
    B56093F9DF9C3EC31233698A0A95E737 

 

state[14].add_rkey (kt_round): 
    39E087E636B3E6949C744EACB4DDCF4E 

    603C95652731D549E70C5200F1D95095 

    B04E404E675B56F93CBEC44AF7512C38 
    8E1A3DDEFBBC8C30FADE3BDCFDB12BF4 

 

state[16].ShiftLeft (tmv): 

    00010001000100010001000100010001 
    00010001000100010001000100010001 

    00010001000100010001000100010001 

    00010001000100010001000100010001 
 

state[16].Rotate (id): 

    000102030405060708090A0B0C0D0E0F 
    101112131415161718191A1B1C1D1E1F 

    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 

 
state[16].add_rkey (tmv): 

    3FA2F2AB32DCC89DB852FB93A7DD1982 

    575000BDF22BACABB3E0FE73935F67DD 
    C278C3E823BFEBEF11419467A1101DC3 

    59BA29E59B20CE6D68AC5252731DC4BC 

 
state[16].add_rkey (kt_round): 

    3FA3F4AE36E1CEA4C05B059FB3EA2791 

    676112D00641C2C2CBF9188FAF7C85FC 
    E299E50B48E41117396ABE92CD3D4BF2 

    89EB5B18D05504A5A0E58C8DAF5A02FC 

 

state[16].s_box: 
    A14B3942FA2C84F62FD922B2BDC6859F 

    532B2BE76C6B08935E7F620976A43F57 

    648F47B39C8717831979DDB6201012DC 
    7D039713F73C987578BEECBF767B9A57 

 

state[16].s_row: 
    A1BE97B69CA4089F2F4BEC1320873F93 

    53D939BFF71017575E2B2242763C1283 

    647F2BB2FA7B98DC198F62E7BD2C9A75 

    7D7947096CC684577803DDB3766B85F6 
 

state[16].m_col: 

    4DDCF43A6D773018EF748CD8C7BBEB3C 
    47752AABDCB35412CA727906585AB287 

    12C5517DA4DF31F4C738149A690FE6D3 

    586F65FA7BDB2C92F5AE9D2E728830A6 
 

state[16].xor_rkey (kt_round): 

    727E06915FABF8855726774B6066F2BE 
    10252A162E98F8B979928775CB05D55A 

    D0BD92958760DA1BD67980FDC81FFB10 

    01D54C1FE0FBE2FF9D02CF7C0195F41A 

 
state[16].s_box: 

    2483459F41C38C8F2B227E8534FCA0E2 

    6DF47A53930B8C47771B8DA65ECB5F41 
    F72599C246E73DD55062871BFB8D8B22 

    43B39DBDAC27136130EB8228434739B7 
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state[16].s_row: 

    24EB9D1B46CB8CE22B8382BDFBE75F47 

    6D224528AC8D3D4177F47E9F43278BD5 
    F71B7A854147132250258D5334C33961 

    436299A693FC8CB730B387C25E0BA08F 

 
state[16].m_col: 

    A15A1B6F0C08332BC75942216A4DB114 

    81A23E9C4C59152192F8D336907CE627 
    AAF627209F75339B9E394E91FA1A3C80 

    FBE3E6B967074D4A51727FAF4DC73D71 

 

state[16].add_rkey (kt_round): 
    E0FC0D1B3FE4FBC87FAC3DB5112BCB96 

    D8F23E593F85C1CC45D9D2AA23DC4D05 

    6C6FEB08C3341F8BAF7AE2F89B2B5943 
    549E109F03281BB8B91ED201C1E4012E 

 

state[18].ShiftLeft (tmv): 
    00020002000200020002000200020002 

    00020002000200020002000200020002 

    00020002000200020002000200020002 

    00020002000200020002000200020002 
 

state[18].Rotate (id): 

    08090A0B0C0D0E0F1011121314151617 
    18191A1B1C1D1E1F2021222324252627 

    28292A2B2C2D2E2F3031323334353637 

    38393A3B3C3D3E3F0001020304050607 
 

state[18].add_rkey (tmv): 

    3FA3F2AC32DDC89EB853FB94A7DE1983 
    575100BEF22CACACB3E1FE74936067DE 

    C279C3E923C0EBF011429468A1111DC4 

    59BB29E69B21CE6E68AD5253731EC4BD 

 
state[18].add_rkey (kt_round): 

    47ACFCB73EEAD6ADC8640DA8BBF32F9A 

    6F6A1AD90E4ACACBD3022198B7858D05 
    EAA2ED1450ED19204173C69BD54653FB 

    91F46321D85E0CAE68AE54567723CAC4 

 
state[18].s_box: 

    32A9F8C5BBC675D0FB96DC4999F0728C 

    1E797135D868B0AF0DEB3CA431A2ED4B 

    5171062D2EFBE458F26C191DF8AB9EC9 
    845A772FC4609F4286784DD33B58B00A 

 

state[18].s_row: 
    3278771D2EA2B08CFBA94D2FF8FBEDAF 

    1E96F8D3C4ABE44B0D79DCC53B609E58 

    51EB7149BB589FC9F2713C3599C6B042 
    846C06A4D8F0750A865A192D316872D0 

 

state[18].m_col: 
    5AFDDB9FE68517F395F11D6ACA5C7229 

    60D59FEA6DF1ECEC228D3D6CA146B08A 

    DED22CC77258CA954AF04D63CF210A72 

    B8506870076CA7C9509504B950905063 
 

state[18].xor_rkey (kt_round): 

    655E2933D458DF6D2DA2E6FE6D826BAA 
    37849F549FDD4040916CC3183226D754 

    1CABEF2E519821655BB2D90B6E3017B6 
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    E1EB41969C4D69A7383856EA238E94DE 

 

state[18].s_box: 

    8860A1457E81919CD2710AE07BC915E4 
    EE7E83C8B19925B58489F3139E2263C8 

    6FC3443CE70B3CBE0F8023B3C37CA301 

    5203A5EB5D95B804F49F55E34F3D5080 
 

state[18].s_row: 

    889FA5B3E72225E4D26055EBC30B63B5 
    EE71A1E35D7C3CC8847E0A454F95A3BE 

    6F8983E07E3DB8010FC3F3C87B815004 

    52804413B1C99180F403233C9E99159C 

 
state[18].m_col: 

    44D7E6EB6B2C07F3F3DA620F31A586D4 

    175714B7D6D5862E0A7138BB03C2807C 
    E1D7643667817B597F2594C6DF3FA7E4 

    0F9F93D617C6D50EB0B467633A8AA766 

 
state[18].add_rkey (kt_round): 

    837AD9989E09D091AB2E5EA4D883A057 

    6EA81475C90233DBBD5237309722E85A 

    A35128208B41674A9067282F8151C4A8 
    685ABDBCB3E7A37D1862BAB6ADA86B24 

 

Round keys for Kalyna-512/512 (odd indexes) 
 

roundKey [0]: 

    1947C0FCF2C8D64CB256FB722DA8E241 
    88EABF026130064F03E0F2BD4CA854C9 

    A848BE6445FECF00510ADE0C1C4D43F1 

    073D53B163DF01DF01317E9552F262E5 
 

roundKey[1].RotateLeft: 

    026130064F03E0F2BD4CA854C9A848BE 

    6445FECF00510ADE0C1C4D43F1073D53 
    B163DF01DF01317E9552F262E51947C0 

    FCF2C8D64CB256FB722DA8E24188EABF 

 
roundKey[3].RotateLeft: 

    36ECE1D879C2DFA2A30349F5B8235CD2 

    1701AB035C23BF1BF30F8DE233E0F83A 
    C94DF8012703BE4B8A07DA0D562408F2 

    FA312A9374A300773C06BC7C57E369A1 

 

roundKey[5].RotateLeft: 
    2D80D97AD60998659CCD084D5DC33441 

    F000BF7AFAEEEBE431F96D67DEA0E05A 

    5BFFF8B0AA9A38C9857A91EA23B8DF39 
    67A97C8BFD5C4DECEC5168EEB40BEE56 

 

roundKey[7].RotateLeft: 
    FB824351FCD684B5DD229F82EB3ACFCD 

    FD660698EEB922C62D097D6868037551 

    2C6960E6EA974A53A7C159DBA37AB626 
    77AAA05AC35BF994861CA08380058651 

 

roundKey[9].RotateLeft: 

    BB87D2771FB7FE9EB2B4BA760739F0DB 
    9731E9F802E821E1BD930060E1FC3825 

    3AD84043C78FFE6A9AA58562820B4189 

    3222373E1053852CE52AECAAA6D56AD4 
 

roundKey[11].RotateLeft: 



 

 

61 

    41E3D2E39C27D7846C8B0AFDFF10E0ED 

    A1E34515415844E5D7CCC409F1AF08B3 

    0428D74108AE1339748912EE52B253F7 

    958C9781BBC97F923194B2A4FAF39501 
 

roundKey[13].RotateLeft: 

    2AFCEA375F34CD656C4857294F0601C0 
    4788B80F27C19D7EE1FB81B710CF7F61 

    BD66447F10E34CDA0E63E321049C3B87 

    B9EC223BC65BF1A4153B6FA7DA62B9B7 
 

roundKey[15].RotateLeft: 

    652731D549E70C5200F1D95095B04E40 

    4E675B56F93CBEC44AF7512C388E1A3D 
    DEFBBC8C30FADE3BDCFDB12BF439E087 

    E636B3E6949C744EACB4DDCF4E603C95 

 
roundKey[17].RotateLeft: 

    593F85C1CC45D9D2AA23DC4D056C6FEB 

    08C3341F8BAF7AE2F89B2B5943549E10 
    9F03281BB8B91ED201C1E4012EE0FC0D 

    1B3FE4FBC87FAC3DB5112BCB96D8F23E 

 

Round keys for Kalyna-512/512 
 

round[0].rkey: 

    1947C0FCF2C8D64CB256FB722DA8E241 
    88EABF026130064F03E0F2BD4CA854C9 

    A848BE6445FECF00510ADE0C1C4D43F1 

    073D53B163DF01DF01317E9552F262E5 
 

round[1].rkey: 

    026130064F03E0F2BD4CA854C9A848BE 
    6445FECF00510ADE0C1C4D43F1073D53 

    B163DF01DF01317E9552F262E51947C0 

    FCF2C8D64CB256FB722DA8E24188EABF 

 
round[2].rkey: 

    2408F2FA312A9374A300773C06BC7C57 

    E369A136ECE1D879C2DFA2A30349F5B8 
    235CD21701AB035C23BF1BF30F8DE233 

    E0F83AC94DF8012703BE4B8A07DA0D56 

 
round[3].rkey: 

    36ECE1D879C2DFA2A30349F5B8235CD2 

    1701AB035C23BF1BF30F8DE233E0F83A 

    C94DF8012703BE4B8A07DA0D562408F2 
    FA312A9374A300773C06BC7C57E369A1 

 

round[4].rkey: 
    B8DF3967A97C8BFD5C4DECEC5168EEB4 

    0BEE562D80D97AD60998659CCD084D5D 

    C33441F000BF7AFAEEEBE431F96D67DE 
    A0E05A5BFFF8B0AA9A38C9857A91EA23 

 

round[5].rkey: 
    2D80D97AD60998659CCD084D5DC33441 

    F000BF7AFAEEEBE431F96D67DEA0E05A 

    5BFFF8B0AA9A38C9857A91EA23B8DF39 

    67A97C8BFD5C4DECEC5168EEB40BEE56 
 

round[6].rkey: 

    7AB62677AAA05AC35BF994861CA08380 
    058651FB824351FCD684B5DD229F82EB 

    3ACFCDFD660698EEB922C62D097D6868 
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    0375512C6960E6EA974A53A7C159DBA3 

 

round[7].rkey: 

    FB824351FCD684B5DD229F82EB3ACFCD 
    FD660698EEB922C62D097D6868037551 

    2C6960E6EA974A53A7C159DBA37AB626 

    77AAA05AC35BF994861CA08380058651 
 

round[8].rkey: 

    0B41893222373E1053852CE52AECAAA6 
    D56AD4BB87D2771FB7FE9EB2B4BA7607 

    39F0DB9731E9F802E821E1BD930060E1 

    FC38253AD84043C78FFE6A9AA5856282 

 
round[9].rkey: 

    BB87D2771FB7FE9EB2B4BA760739F0DB 

    9731E9F802E821E1BD930060E1FC3825 
    3AD84043C78FFE6A9AA58562820B4189 

    3222373E1053852CE52AECAAA6D56AD4 

 
round[10].rkey: 

    B253F7958C9781BBC97F923194B2A4FA 

    F3950141E3D2E39C27D7846C8B0AFDFF 

    10E0EDA1E34515415844E5D7CCC409F1 
    AF08B30428D74108AE1339748912EE52 

 

round[11].rkey: 
    41E3D2E39C27D7846C8B0AFDFF10E0ED 

    A1E34515415844E5D7CCC409F1AF08B3 

    0428D74108AE1339748912EE52B253F7 
    958C9781BBC97F923194B2A4FAF39501 

 

round[12].rkey: 
    9C3B87B9EC223BC65BF1A4153B6FA7DA 

    62B9B72AFCEA375F34CD656C4857294F 

    0601C04788B80F27C19D7EE1FB81B710 

    CF7F61BD66447F10E34CDA0E63E32104 
 

round[13].rkey: 

    2AFCEA375F34CD656C4857294F0601C0 
    4788B80F27C19D7EE1FB81B710CF7F61 

    BD66447F10E34CDA0E63E321049C3B87 

    B9EC223BC65BF1A4153B6FA7DA62B9B7 
 

round[14].rkey: 

    39E087E636B3E6949C744EACB4DDCF4E 

    603C95652731D549E70C5200F1D95095 
    B04E404E675B56F93CBEC44AF7512C38 

    8E1A3DDEFBBC8C30FADE3BDCFDB12BF4 

 
round[15].rkey: 

    652731D549E70C5200F1D95095B04E40 

    4E675B56F93CBEC44AF7512C388E1A3D 
    DEFBBC8C30FADE3BDCFDB12BF439E087 

    E636B3E6949C744EACB4DDCF4E603C95 

 
round[16].rkey: 

    E0FC0D1B3FE4FBC87FAC3DB5112BCB96 

    D8F23E593F85C1CC45D9D2AA23DC4D05 

    6C6FEB08C3341F8BAF7AE2F89B2B5943 
    549E109F03281BB8B91ED201C1E4012E 

 

round[17].rkey: 
    593F85C1CC45D9D2AA23DC4D056C6FEB 

    08C3341F8BAF7AE2F89B2B5943549E10 
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    9F03281BB8B91ED201C1E4012EE0FC0D 

    1B3FE4FBC87FAC3DB5112BCB96D8F23E 

 

round[18].rkey: 
    837AD9989E09D091AB2E5EA4D883A057 

    6EA81475C90233DBBD5237309722E85A 

    A35128208B41674A9067282F8151C4A8 
    685ABDBCB3E7A37D1862BAB6ADA86B24 

 
В.2.6  Encryption/decryption: 128-bit block with 128-bit key 

 
Kalyna-128/128 encryption 

 
KEY: 
    000102030405060708090A0B0C0D0E0F 

PLAINTEXT: 

    101112131415161718191A1B1C1D1E1F 

 
round[0].rkey: 

    16505E6B9B3AB1E6865B77DCE082A0F4 

 
round[0].add_rkey: 

    2661707EAF4FC7FD9E7491F7FC9FBE13 

 
round[1].s_box: 

    9A2B1EAC76EE891B914ACF177C98DD3D 

 
round[1].s_row: 

    9A2B1EAC7C98DD3D914ACF1776EE891B 

 

round[1].m_col: 
    16CEDEE8D9990F9E25B506F042D3B305 

 

round[1].r_key: 
    E6865B77DCE082A0F416505E6B9B3AB1 

 

round[1].xor_rkey: 
    F048859F05798D3ED1A356AE294889B4 

 

round[2].s_box: 

    81D13FB27562EDE1EA4B5542BFD1F76F 
 

round[2].s_row: 

    81D13FB2BFD1F76FEA4B55427562EDE1 
 

round[2].m_col: 

    32F172C7E2D2E1C93B4D13958FBCE28D 
 

round[2].r_key: 

    7E70876EAE4984768AAAA00A7C93EC42 
 

round[2].xor_rkey: 

    4C81F5A94C9B65BFB1E7B39FF32F0ECF 

 
round[3].s_box: 

    8FDA86338F6A9C7ABEA63AB2ED4D5139 

 
round[3].s_row: 

    8FDA8633ED4D5139BEA63AB28F6A9C7A 

 
round[3].m_col: 

    044E672502E945D313F24197773D4547 

 

round[3].r_key: 
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    768AAAA00A7C93EC427E70876EAE4984 

 

round[3].xor_rkey: 

    72C4CD850895D63F518C311019930CC3 
 

round[4].s_box: 

    249A648F714775DFE70E2C22E0FE9F0F 
 

round[4].s_row: 

    249A648FE0FE9F0FE70E2C22714775DF 
 

round[4].m_col: 

    73EC521DA9BAF9777A44212456FE0215 

 
round[4].r_key: 

    45CED4C51E9140F53E7276820F0BD9FE 

 
round[4].xor_rkey: 

    362286D8B72BB982443657A659F5DBEB 

 
round[5].s_box: 

    FA64888131B1FA104244C60765ED68AD 

 

round[5].s_row: 
    FA64888165ED68AD4244C60731B1FA10 

 

round[5].m_col: 
    5DCBF7EE9765340D700AB86C7E3CFCBC 

 

round[5].r_key: 
    F53E7276820F0BD9FE45CED4C51E9140 

 

round[5].xor_rkey: 
    A8F58598156A3FD48E4F76B8BB226DFC 

 

round[6].s_box: 

    C5ED3FA44D7990FE89EE6CDA99647C57 
 

round[6].s_row: 

    C5ED3FA499647C5789EE6CDA4D7990FE 
 

round[6].m_col: 

    9EDCE2CB1E774F272D2C66281402B14F 
 

round[6].r_key: 

    8C77EE227900C462515F66320560C4B1 

 
round[6].xor_rkey: 

    12AB0CE967778B457C73001A116275FE 

 
round[7].s_box: 

    1DC39F955397E9F4146C93B7F3486EE0 

 
round[7].s_row: 

    1DC39F95F3486EE0146C93B75397E9F4 

 
round[7].m_col: 

    44B90F555C682F068FDB6918B7108ED5 

 

round[7].r_key: 
    62515F66320560C4B18C77EE227900C4 

 

round[7].xor_rkey: 
    26E850336E6D4FC23E571EF695698E11 
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round[8].s_box: 

    9AEC1045C38C3593BBA1164CD70D8003 

 

round[8].s_row: 
    9AEC1045D70D8003BBA1164CC38C3593 

 

round[8].m_col: 
    1073FCB6ECF68F31BCB77E752220169C 

 

round[8].r_key: 
    0A9872E25CD2B0B8AA879A2086A66DD8 

 

round[8].xor_rkey: 

    1AEB8E54B0243F891630E455A4867B44 
 

round[9].s_box: 

    970380C8B39E909A2C7CF1480055E5E5 
 

round[9].s_row: 

    970380C80055E5E52C7CF148B39E909A 
 

round[9].m_col: 

    375DCC2C800C45F61DD9C471E522E0A6 

 
round[9].r_key: 

    B8AA879A2086A66DD80A9872E25CD2B0 

 
round[9].xor_rkey: 

    8FF74BB6A08AE39BC5D35C03077E3216 

 
round[10].s_box: 

    FF661201789C581D0374D34D5983C453 

 
round[10].s_row: 

    FF6612015983C4530374D34D789C581D 

 

round[10].m_col: 
    2A996BD4E2BFE707EBBDF763CBFA64A5 

 

round[10].add_rkey: 
    81BF1C7D779BAC20E1C9EA39B4D2AD06 

 

CIPHERTEXT: 
    81BF1C7D779BAC20E1C9EA39B4D2AD06 

 
Kalyna-128/128 decryption 

 

KEY: 
    0F0E0D0C0B0A09080706050403020100 

CIPHERTEXT: 

    1F1E1D1C1B1A19181716151413121110 
 

round[10].rkey: 

    45D32764EB4B669ED8A3B2E73888CC77 
 

round[10].sub_rkey: 

    DA4AF5B72FCEB2793F72622CDA894498 
 

round[10].m_col: 

    AFF9B83FCDB4966CB66A08CEB5CB2EAD 

 
round[10].s_row: 

    AFF9B83FB5CB2EADB66A08CECDB4966C 

 
round[10].s_box: 
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    17AF69BA9A0547EB259BC23A8813BDB0 

 

round[9].r_key: 

    2479F950B52187E2AE8BD65CCC7452D0 
 

round[9].xor_rkey: 

    33D690EA2F24C0098B1014664467EF60 
 

round[9].m_col: 

    57462621E191A0381BF38C63CF30B906 
 

round[9].s_row: 

    57462621CF30B9061BF38C63E191A038 

 
round[9].s_box: 

    DAB1C98CEC7066C58D43F8862B4EF241 

 
round[8].r_key: 

    8BD65CCC7452D02479F950B52187E2AE 

 
round[8].xor_rkey: 

    516795409822B6E1F4BAA8330AC910EF 

 

round[8].m_col: 
    9642B19B65CF2889BDE6680A472ACF71 

 

round[8].s_row: 
    9642B19B472ACF71BDE6680A65CF2889 

 

round[8].s_box: 
    54107A685E80915FB3ADDBC4598B986C 

 

round[7].r_key: 
    028F414771A7C56F54CA78E33B34F568 

 

round[7].xor_rkey: 

    569F3B2F2F275430E767A32762BF6D04 
 

round[7].m_col: 

    A6CDDEE3A0583E57AC8E7CD65D9B2B3F 
 

round[7].s_row: 

    A6CDDEE35D9B2B3FAC8E7CD6A0583E57 
 

round[7].s_box: 

    AADB3DEA9C4912BAE0526D4AA7239CFC 

 
round[6].r_key: 

    CA78E33B34F568028F414771A7C56F54 

 
round[6].xor_rkey: 

    60A3DED1A8BC7AB86F132A3B00E6F3A8 

 
round[6].m_col: 

    8D530B8B7402299F3A503F7DF2AB32C7 

 
round[6].s_row: 

    8D530B8BF2AB32C73A503F7D7402299F 

 

round[6].s_box: 
    EFD471994146C8AF93D085E6AB2A8F91 

 

round[5].r_key: 
    7F6553DB7E6FD3F87EF21749B0A405C2 
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round[5].xor_rkey: 

    90B122423F291B57ED2292AF1B8E8A53 

 

round[5].m_col: 
    401954D8D158D58A39F7F8FC5629A7BD 

 

round[5].s_row: 
    401954D85629A7BD39F7F8FCD158D58A 

 

round[5].s_box: 
    9956F66AFEFEE91F1F33FCDD34235119 

 

round[4].r_key: 

    F21749B0A405C27F6553DB7E6FD3F87E 
 

round[4].xor_rkey: 

    6B41BFDA5AFB2B607A6027A35BF0A967 
 

round[4].m_col: 

    4A97D857436E3AE986CA521D43136ED5 
 

round[4].s_row: 

    4A97D85743136ED586CA521D436E3AE9 

 
round[4].s_box: 

    4B7723FC0106751B685FC09B01C1B348 

 
round[3].r_key: 

    D802781E471AB0CAFA9845CC2A6036C0 

 
round[3].xor_rkey: 

    93755BE2461CC5D192C785572BA18588 

 
round[3].m_col: 

    9622BE6806AF0D7EDED06D2B82536AF3 

 

round[3].s_row: 
    9622BE6882536AF3DED06D2B06AF0D7E 

 

round[3].s_box: 
    5426C500CFD409329BE384C703D7B681 

 

round[2].r_key: 
    9845CC2A6036C0D802781E471AB0CAFA 

 

round[2].xor_rkey: 

    CC63092AAFE2C9EA999B9A8019677C7B 
 

round[2].m_col: 

    AA4DF979D644A69FCA4C64030DEF4808 
 

round[2].s_row: 

    AA4DF9790DEF4808CA4C6403D644A69F 
 

round[2].s_box: 

    BD2FB11DD3A45F39FB50CD11ED363091 
 

round[1].r_key: 

    AD2D1BB5A3ADDF1F3B9CED1432A9A3D7 

 
round[1].xor_rkey: 

    1002AAA870098026C0CC2005DF9F9346 

 
round[1].m_col: 

    D85F982C138E21465D9E7EFE81F940F3 
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round[1].s_row: 

    D85F982C81F940F35D9E7EFE138E2146 

 
round[1].s_box: 

    0E7F045EF0AF9E329C2477D4E652FA12 

 
round[0].sub_rkey: 

    7291EF2B470CC7846F09C2303973DAD7 

 
PLAINTEXT: 

    7291EF2B470CC7846F09C2303973DAD7 

 

 
В.2.7  Encryption/decryption: 128-bit block with 256-bit key 

 
Kalyna-128/256 encryption 

 
KEY: 

    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
 

PLAINTEXT: 

    202122232425262728292A2B2C2D2E2F 
 

round[0].rkey: 

    57C816EB3F7E12DEED2C6B56E6B5BE1A 
 

round[0].add_rkey: 

    77E9380E64A338051556958112E3EC49 

 
round[1].s_box: 

    3B0409196A4B094B4D190F7E1DD05A4F 

 
round[1].s_row: 

    3B0409191DD05A4F4D190F7E6A4B094B 

 
round[1].m_col: 

    837E4D092BF2EC90C77690C58B4D640A 

 

round[1].r_key: 
    DEED2C6B56E6B5BE1A57C816EB3F7E12 

 

round[1].xor_rkey: 
    5D9361627D14592EDD2158D360721A18 

 

round[2].s_box: 
    A9FE81159F657B3C62F6D0F734B77113 

 

round[2].s_row: 
    A9FE811534B7711362F6D0F79F657B3C 

 

round[2].m_col: 

    D307A5B6D309C3F1979C20CC8430F3DE 
 

round[2].r_key: 

    D8069A7D889ACD80CD3184456CCCAE6F 
 

round[2].xor_rkey: 

    0B013FCB5B930E715AADA489E8FC5DB1 
 

round[3].s_box: 

    95BB90AF0FFE51BC66E6079A12C73690 
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round[3].s_row: 

    95BB90AF12C7369066E6079A0FFE51BC 

 

round[3].m_col: 
    AB6B52A69B5A923227E8DDB17B13599B 

 

round[3].r_key: 
    80CD3184456CCCAE6FD8069A7D889ACD 

 

round[3].xor_rkey: 
    2BA66322DE365E9C4830DB2B069BC356 

 

round[4].s_box: 

    E170770DE344E6FB9C7C685E6C6AF3D3 
 

round[4].s_row: 

    E170770D6C6AF3D39C7C685EE344E6FB 
 

round[4].m_col: 

    84958A6BC7C60F15E6296722E488975A 
 

round[4].r_key: 

    C361CC973513411A82324D2B6742F3FE 

 
round[4].xor_rkey: 

    47F446FCF2D54E0F641B2A0983CA64A4 

 
round[5].s_box: 

    325AC357C0B3CB1F6ABA7A5260D3CCF6 

 
round[5].s_row: 

    325AC35760D3CCF66ABA7A52C0B3CB1F 

 
round[5].m_col: 

    819B71BCE05B75E3F99EF1714E4D3B42 

 

round[5].r_key: 
    1A82324D2B6742F3FEC361CC97351341 

 

round[5].xor_rkey: 
    9B1943F1CB3C3710075D90BDD9782803 

 

round[6].s_box: 
    DE5C036D5E54B422593727A207D4534D 

 

round[6].s_row: 

    DE5C036D07D4534D593727A25E54B422 
 

round[6].m_col: 

    9724FDB357EFCABBFBCCA18E7148854C 
 

round[6].r_key: 

    8310698C65CF80A409EF6FAABEB80F56 
 

round[6].xor_rkey: 

    1434943F32204A1FF223CE24CFF08A1A 
 

round[7].s_box: 

    C90850DF9E314EBDC05884ED82B61DB7 

 
round[7].s_row: 

    C90850DF82B61DB7C05884ED9E314EBD 

 
round[7].m_col: 

    51E8912C2A9B61CAC023604CD2F27536 



 

 

70 

 

round[7].r_key: 

    A409EF6FAABEB80F568310698C65CF80 

 
round[7].xor_rkey: 

    F5E17E438025D9C596A070255E97BAB6 

 
round[8].s_box: 

    442C5E0E9BF42306D3181E514786F201 

 
round[8].s_row: 

    442C5E0E4786F201D3181E519BF42306 

 

round[8].m_col: 
    8C5B243390BA9222A3D5043A43629F06 

 

round[8].r_key: 
    C6D5C4C381461A7B034D691842901510 

 

round[8].xor_rkey: 
    4A8EE0F011FC8859A0986D2201F28A16 

 

round[9].s_box: 

    AB3DF664F3C7C792780B7C0D43011D53 
 

round[9].s_row: 

    AB3DF66443011D53780B7C0DF3C7C792 
 

round[9].m_col: 

    DD155C0CB27E38249147CAF0DA1DEA9D 
 

round[9].r_key: 

    7B034D691842901510C6D5C4C381461A 
 

round[9].xor_rkey: 

    A6161165AA3CA83181811F34199CAC87 

 
round[10].s_box: 

    988817BEA654205D4CDAE140E007ABA0 

 
round[10].s_row: 

    988817BEE007ABA04CDAE140A654205D 

 
round[10].m_col: 

    68FBCA337ED2DCDDA13989273391189D 

 

round[10].r_key: 
    84D0F82146C8BDF9B2B3707B4D49387E 

 

round[10].xor_rkey: 
    EC2B3212381A6124138AF95C7ED820E3 

 

round[11].s_box: 
    CFB1C446F43681EDCB9C341808394976 

 

round[11].s_row: 
    CFB1C44608394976CB9C3418F43681ED 

 

round[11].m_col: 

    3A0461D2E3A0619EDF1A301B0591F3BA 
 

round[11].r_key: 

    F9B2B3707B4D49387E84D0F82146C8BD 
 

round[11].xor_rkey: 
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    C3B6D2A298ED28A6A19EE0E324D73B07 

 

round[12].s_box: 

    8CB879F867FB530711B0F676B4AF412A 
 

round[12].s_row: 

    8CB879F8B4AF412A11B0F67667FB5307 
 

round[12].m_col: 

    321CE7907F7A3DC259BFA0E4AB9B98F8 
 

round[12].r_key: 

    43FADB28A0D1D42BBFF92FF9794546B3 

 
round[12].xor_rkey: 

    71E63CB8DFABE9E9E6468F1DD2DEDE4B 

 
round[13].s_box: 

    335E4CDAC8C3A79513AB29790AACE885 

 
round[13].s_row: 

    335E4CDA0AACE88513AB2979C8C3A795 

 

round[13].m_col: 
    C5BECE42A6B7CC87CEE9BB9AFC3EF122 

 

round[13].r_key: 
    2BBFF92FF9794546B343FADB28A0D1D4 

 

round[13].xor_rkey: 
    EE01376D5FCE89C17DAA4141D49E20F6 

 

round[14].s_box: 
    73BBB49C41F2F7C69FFFA5387EB0494C 

 

round[14].s_row: 

    73BBB49C7EB0494C9FFFA53841F2F7C6 
 

round[14].m_col: 

    95CD566091D32765B72653E17180F381 
 

round[14].add_rkey: 

    58EC3E091000158A1148F7166F334F14 
 

CIPHERTEXT: 

    58EC3E091000158A1148F7166F334F14 

 
Kalyna-128/256 decryption 
 

KEY: 

    1F1E1D1C1B1A19181716151413121110 
    0F0E0D0C0B0A09080706050403020100 

 

CIPHERTEXT: 
    2F2E2D2C2B2A29282726252423222120 

 

round[14].rkey: 
    44FEDFC4E5CDB7AA3F52FCDDD9538EF2 

 

round[14].sub_rkey: 

    EB2F4D67455C717DE8D3284649CE922D 
 

round[14].m_col: 

    07364CA471C4E367E417C0B352317200 
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round[14].s_row: 

    07364CA452317200E417C0B371C4E367 

 

round[14].s_box: 
    D91A3C98E1202FB2450E220B08943378 

 

round[13].r_key: 
    56DD948709B40D1FA85F1E30B4FE3E4E 

 

round[13].xor_rkey: 
    8FC7A81FE89422ADED513C3BBC6A0D36 

 

round[13].m_col: 

    67C17AA724BCC6F70387E50460F56840 
 

round[13].s_row: 

    67C17AA760F568400387E50424BCC6F7 
 

round[13].s_box: 

    98072AC0831CDB34C5E47BA7723F57D3 
 

round[12].r_key: 

    5F1E30B4FE3E4E56DD948709B40D1FA8 

 
round[12].xor_rkey: 

    C7191A747D2295621870FCAEC632487B 

 
round[12].m_col: 

    9BDA5A3EF9E732B04D512FD4AFBFE593 

 
round[12].s_row: 

    9BDA5A3EAFBFE5934D512FD4F9E732B0 

 
round[12].s_box: 

    8081EC2917877BC2158F6A086960C8D1 

 

round[11].r_key: 
    8736F598CD4C31FA14C99BDF628C7DFF 

 

round[11].xor_rkey: 
    07B719B1DACB4A380146F1D70BECB52E 

 

round[11].m_col: 
    4C1727896BE04BE835D8B3FC77715A94 

 

round[11].s_row: 

    4C17278977715A9435D8B3FC6BE04BE8 
 

round[11].s_box: 

    810E906C79A2EC37C43EA0DD04B8CC36 
 

round[10].r_key: 

    C99BDF628C7DFF8736F598CD4C31FA14 
 

round[10].xor_rkey: 

    48954F0EF5DF13B0F2CB381048893622 
 

round[10].m_col: 

    B17D54978D064D3F4DD0E175318092C5 

 
round[10].s_row: 

    B17D5497318092C54DD0E1758D064D3F 

 
round[10].s_box: 

    9F90F6A0B7B248B715E31FA5EF7B54BA 
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round[9].r_key: 

    11802F59009668A7CEE93685BB646C8A 

 
round[9].xor_rkey: 

    8E10D9F9B7242010DB0A2920541F3830 

 
round[9].m_col: 

    D1ABE7BE77892A9D88E01A668C94F7CD 

 
round[9].s_row: 

    D1ABE7BE8C94F7CD88E01A6677892A9D 

 

round[9].s_box: 
    3446EA65C3C289BB65B8B42F796CDCD5 

 

round[8].r_key: 
    E93685BB646C8A11802F59009668A7CE 

 

round[8].xor_rkey: 
    DD706FDEA7AE03AAE597ED2FEF047B1B 

 

round[8].m_col: 

    0612FA09E4D01B40F90AF747D4C02F31 
 

round[8].s_row: 

    0612FA09D4C02F31F90AF747E4D01B40 
 

round[8].s_box: 

    0368B98FC6FD6A50698D89B945E3D834 
 

round[7].r_key: 

    87F46663EB5A51FD9AEBF6C636BD5842 
 

round[7].xor_rkey: 

    849CDFEC2DA73BADF3667F7F735E8076 

 
round[7].m_col: 

    6B4BC58A8B5F92B2AE80B2CC935E9A66 

 
round[7].s_row: 

    6B4BC58A935E9A66AE80B2CC8B5F92B2 

 
round[7].s_box: 

    04A3E8192EE6022FB4B23E35FD7F489F 

 

round[6].r_key: 
    EBF6C636BD584287F46663EB5A51FD9A 

 

round[6].xor_rkey: 
    EF552E2F93BE40A840D45DDEA72EB505 

 

round[6].m_col: 
    E5D0F931DDC734DD4E6D623F046A248B 

 

round[6].s_row: 
    E5D0F931046A248B4E6D623FDDC734DD 

 

round[6].s_box: 

    A3E3B1504E9B9799F42D18BA21FCF97D 
 

round[5].r_key: 

    94A7148430A76B18CCB45688BD991EEF 
 

round[5].xor_rkey: 
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    3744A5D47E3CFC8138994E329C65E792 

 

round[5].m_col: 

    F8A92ECA7CA71B55EC429F80C043D1CF 
 

round[5].s_row: 

    F8A92ECAC043D1CFEC429F807CA71B55 
 

round[5].s_box: 

    D5AC4702F2172E4DB9100CDEFCF6D82A 
 

round[4].r_key: 

    B45688BD991EEF94A7148430A76B18CC 

 
round[4].xor_rkey: 

    61FACFBF6B09C1D91E0488EE5B9DC0E6 

 
round[4].m_col: 

    7FEFC8D43BC036CC9C04561353A0C72B 

 
round[4].s_row: 

    7FEFC8D453A0C72B9C0456133BC036CC 

 

round[4].s_box: 
    C7A42B0867A788C748E9601877FD5D35 

 

round[3].r_key: 
    6474A47C57ED785BB6A7B299EFEF2106 

 

round[3].xor_rkey: 
    A3D08F74304AF09CFE4ED28198127C33 

 

round[3].m_col: 
    3241DCDA5BB6FC81C97DA831AF7A0ED5 

 

round[3].s_row: 

    3241DCDAAF7A0ED5C97DA8315BB6FC81 
 

round[3].s_box: 

    47670DB817D13A1B149093506AF007D8 
 

round[2].r_key: 

    A7B299EFEF21066474A47C57ED785BB6 
 

round[2].xor_rkey: 

    E0D59457F8F03C7F6034EF0787885C6E 

 
round[2].m_col: 

    016A66A8E9E8259455631C7EA79DCA0C 

 
round[2].s_row: 

    016A66A8A79DCA0C55631C7EE9E82594 

 
round[2].s_box: 

    A29B7876F69AB2737F51A581B5C64037 

 
round[1].r_key: 

    77C1FAA7C0E06FDF0C126E684EE61403 

 

round[1].xor_rkey: 
    D55A82D1367ADDAC7343CBE9FB205434 

 

round[1].m_col: 
    751FCD75F3C8FA65C719FC5DAE5658A1 
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round[1].s_row: 

    751FCD75AE5658A1C719FC5DF3C8FA65 

 

round[1].s_box: 
    05DC1CA5B412E35875560731113AB9A3 

 

round[0].sub_rkey: 
    F36DB456CEFDDFE1B45B5F7030CAD996 

 

PLAINTEXT: 
    F36DB456CEFDDFE1B45B5F7030CAD996 

 

 
В.2.8  Encryption/decryption: 256-bit block with 256-bit key 

 
Kalyna-256/256 encryption 

 
KEY: 
    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 

 
PLAINTEXT: 

    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 
 

round[0].rkey: 

    F7DA2647DFD55B352F085208E30FCBA1 
    69B3C9DCC80DD7801F072CC16C942E36 

 

round[0].add_rkey: 

    17FC486A03FB815C57317C330F3DF9D0 
    99E4FB0FFD420DB8574066FCA8D16C75 

 

round[1].s_box: 
    AFC792D80627C9182B266045091034E7 

    40878B1F8B69DCDA2B1AB957C57AA4A6 

 
round[1].s_row: 

    AFC7B9578B6934E72B2692D8C57ADCDA 

    408760450627A4A62B1A8B1F0910C918 

 
round[1].m_col: 

    283D9E2711C75C40337BC7AAE17F3DDB 

    643F5DB7B208F27EBE1346E5383E5D77 
 

round[1].r_key: 

    08E30FCBA169B3C9DCC80DD7801F072C 
    C16C942E36F7DA2647DFD55B352F0852 

 

round[1].xor_rkey: 
    20DE91ECB0AEEF89EFB3CA7D61603AF7 

    A553C99984FF2858F9CC93BE0D115525 

 

round[2].s_box: 
    3EACCF74B378449A8D1EB0DD48E70E17 

    685B268B5CD753A125E2A8E2F015A951 

 
round[2].s_row: 

    3EACA8E25CD70E178D1ECF74F01553A1 

    685BB0DDB378A95125E2268B48E7449A 
 

round[2].m_col: 

    265A9ED9588BDE16848906BF840AC222 

    79F7FEFB690BA863738A0AADDB72E3D7 
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round[2].r_key: 

    DF1F1158FD74EEA5C15531C9239038DB 

    26839A9100031FCBB77CFD35F14F73C2 
 

round[2].xor_rkey: 

    F9458F81A5FF30B345DC3776A79AFAF9 
    5F74646A6908B7A8C4F6F7982A3D9015 

 

round[3].s_box: 
    2533297E68D7A68EE41FB4A8A09D2191 

    414ACCD8F9E9C14935A7AAA41510274A 

 

round[3].s_row: 
    2533AAA4F9E92191E41F297E1510C149 

    414AB4A868D7274A35A7CCD8A09DA68E 

 
round[3].m_col: 

    C4F7BE3F60C4A2A584D11113A578A31D 

    927275BB6CF91F07C662E4F2EEC9A349 
 

round[3].r_key: 

    C9239038DB26839A9100031FCBB77CFD 

    35F14F73C2DF1F1158FD74EEA5C15531 
 

round[3].xor_rkey: 

    0DD42E07BBE2213F15D1120C6ECFDFE0 
    A7833AC8AE2600169E9F901C4B08F678 

 

round[4].s_box: 
    F053D12A99DD3CDF4D7A2B54C38291CB 

    A0000E96A2229353919827254AE95467 

 
round[4].s_row: 

    F0532725A22291CB4D7AD12A4AE99353 

    A0002B5499DD546791980E96C3823CDF 

 
round[4].m_col: 

    5387F788E1BA245006B87D90E3FD8C7F 

    0B7AF743CFDA32633B147DF991D5F6AF 
 

round[4].r_key: 

    CA2AE58A5C656C0ACE0BF0A628FBA9FC 
    3176E710FC11F75DEB9601F95C22FD12 

 

round[4].xor_rkey: 

    99AD1202BDDF485AC8B38D36CB062583 
    3A0C105333CBC53ED0827C00CDF70BBD 

 

round[5].s_box: 
    40E62BCAAAAD9241FB1EEDE85E139BF1 

    D5D24AEE6185BEE1F7C96068206602A2 

 
round[5].s_row: 

    40E6606861859BF1FB1E2BCA2066BEE1 

    D5D2EDE8AAAD02A2F7C94AEE5E139241 
 

round[5].m_col: 

    20E3A76A0CEE8F5E4232613ACAA7D764 

    DDCD1549A1D05A83CF5E0F37FF5CE9C7 
 

round[5].r_key: 

    A628FBA9FC3176E710FC11F75DEB9601 
    F95C22FD12CA2AE58A5C656C0ACE0BF0 
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round[5].xor_rkey: 

    86CB5CC3F0DFF9B952CE70CD974C4165 

    249137B4B31A706645026A5BF592E237 

 
round[6].s_box: 

    1885D30F81AD3447E2F21E127016A5BE 

    B493B46FBD361E5FE4EB2FB1441B1394 
 

round[6].s_row: 

    18852FB1BD36A5BEE2F2D30F441B1E5F 
    B4931E1281AD1394E4EBB46F70163447 

 

round[6].m_col: 

    14715F8EF4B7CE46DCE5DA190CEAA7B7 
    F51C844E711CF84260965F447CD968A7 

 

round[6].r_key: 
    5157FCECC510404E44F5E76CF2F2CB80 

    C29BEE53E310BE7DF816A49AEB175160 

 
round[6].xor_rkey: 

    4526A36231A78E0898103D75FE186C37 

    37876A1D920C463F9880FBDE97CE39C7 

 
round[7].s_box: 

    E4221F1572A080D46742DEA656C5A494 

    EEBF2F7969D2C3DF672A8B8070F23B2B 
 

round[7].s_row: 

    E4228B8069D2A49467421F1570F2C3DF 
    EEBFDEA672A03B2B672A2F7956C580D4 

 

round[7].m_col: 
    532711BE326227E0CAB9C6ED320C9CAA 

    2BAA36AB2A1D6AA15905B6922A197A43 

 

round[7].r_key: 
    6CF2F2CB80C29BEE53E310BE7DF816A4 

    9AEB1751605157FCECC510404E44F5E7 

 
round[7].xor_rkey: 

    3FD5E375B2A0BC0E995AD6534FF48A0E 

    B14121FA4A4C3D5DB5C0A6D2645D8FA4 
 

round[8].s_box: 

    A1B358A6CE18BD19407B75EE275A1D19 

    BE6B3CB8AB16DEC4E9F18A826A3729F6 
 

round[8].s_row: 

    A1B38A82AB161D19407B58A66A37DEC4 
    BE6B75EECE1829F6E9F13CB8275ABD19 

 

round[8].m_col: 
    7A2D2B7F820289D86A6D260B1288E2B4 

    C9ADA5F49A7529B6F807F4947EB3F5F0 

 
round[8].r_key: 

    5E1C15889B51862AA11DD2875781B8D1 

    0BD0A270AA4669B06B7A49B2473467EB 

 
round[8].xor_rkey: 

    24313EF719530FF2CB70F48C45095A65 

    C27D078430334006937DBD263987921B 
 

round[9].s_box: 
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    B426B217E05B59DC5E303921E43A18BE 

    E8A5FC7B92F7254E3AA5969E19BF99D5 

 

round[9].s_row: 
    B426969E92F718BE5E30B21719BF254E 

    E8A53921E05B99D53AA5FC7BE43A59DC 

 
round[9].m_col: 

    9EB2CF8E39D65B728A0DACA356B86232 

    BEDC7066681B7EA2E5F7E6AD296A2853 
 

round[9].r_key: 

    875781B8D10BD0A270AA4669B06B7A49 

    B2473467EB5E1C15889B51862AA11DD2 
 

round[9].xor_rkey: 

    19E54E36E8DD8BD0FAA7EACAE6D3187B 
    0C9B4401834562B76D6CB72B03CB3581 

 

round[10].s_box: 
    E0BECBE81299E9E7E6A0E71C1374627C 

    176A118D60338FC57B89C15E0685787E 

 

round[10].s_row: 
    E0BEC15E6033627CE6A0CBE806858FC5 

    176AE71C1299787E7B89118D1374E9E7 

 
round[10].m_col: 

    B13E2B20301F89BADE85228E8749D34F 

    4C7916A4566E24C889BDA67E7D2838BE 
 

round[10].r_key: 

    3752265E1FA9E6AA082AA99931C8B67B 
    0864DFE7946F4FEF7C5BAD7C9212DB02 

 

round[10].xor_rkey: 

    866C0D7E2FB66F10D6AF8B17B6816534 
    441DC943C2016B27F5E60B02EF3AE3BC 

 

round[11].s_box: 
    1889DCACC6B8382250F9E9838ADA9C40 

    4257260EE8BB1511445E02CA8DC85869 

 
round[11].s_row: 

    188902CAE8BB9C4050F9DCAC8DC81511 

    4257E983C6B85869445E260E8ADA3822 

 
round[11].m_col: 

    11C543291599CFD537D49B0C27DC12B1 

    19BE28BA642DB5644829DFBEA32ADACC 
 

round[11].r_key: 

    9931C8B67B0864DFE7946F4FEF7C5BAD 
    7C9212DB023752265E1FA9E6AA082AA9 

 

round[11].xor_rkey: 
    88F48B9F6E91AB0AD040F443C8A0491C 

    652C3A61661AE742163676580922F065 

 

round[12].s_box: 
    CD5AE9B2C3938E26F71A390EFB18EF25 

    88DF0E44A5367F6E2C446CA1DF6442BE 

 
round[12].s_row: 

    CD5A6CA1A536EF25F71AE9B2DF647F6E 
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    88DF390EC39342BE2C440E44FB188E26 

 

round[12].m_col: 

    2191299282D46C2A03988A61ABD93DC3 
    8E690127E2044580D4797B7596303E3D 

 

round[12].r_key: 
    38A743D67F8838BE74D17E6C1734E7C5 

    2BC87D984406B60679A71C17F9BA8F3B 

 
round[12].xor_rkey: 

    19366A44FD5C54947749F40DBCEDDA06 

    A5A17CBFA602F386ADDE67626F8AB106 

 
round[13].s_box: 

    E0442FE58B6F4D293B9B391E94FB3D4E 

    6832607A98EBDB630BACE2151E9CF94E 
 

round[13].s_row: 

    E044E21598EB3D4E3B9B2FE51E9CDB63 
    6832391E8B6FF94E0BAC607A94FB4D29 

 

round[13].m_col: 

    9EAA058EE2002985E3500609B739E53D 
    3ADF3AFF8CC2F6DB8E1C00027D75C93E 

 

round[13].r_key: 
    6C1734E7C52BC87D984406B60679A71C 

    17F9BA8F3B38A743D67F8838BE74D17E 

 
round[13].xor_rkey: 

    F2BD3169272BE1F87B1400BFB1404221 

    2D268070B7FA51985863883AC3011840 
 

round[14].s_box: 

    C0252C880EB1FF7FF565937ABE1AD72F 

    D22287EA318AD5A4C2FDC7CE8CBB62B5 
 

round[14].s_row: 

    C025C7CE318AD72FF5652C888CBBD5A4 
    D222937A0EB162B5C2FD87EABE1AFF7F 

 

round[14].m_col: 
    FA048CAFD80757EB968AF86753E72DDF 

    43C34CD6C45971289706185FA859EF29 

 

round[14].add_rkey: 
    F66E3D570EC92135AEDAE323DCBD2A8C 

    A03963EC206A0D5A88385C24617FD92C 

 
CIPHERTEXT: 

    F66E3D570EC92135AEDAE323DCBD2A8C 

    A03963EC206A0D5A88385C24617FD92C 
 

Kalyna-256/256 decryption 

 
KEY: 

    1F1E1D1C1B1A19181716151413121110 

    0F0E0D0C0B0A09080706050403020100 

 
CIPHERTEXT: 

    3F3E3D3C3B3A39383736353433323130 

    2F2E2D2C2B2A29282726252423222120 
 

round[14].rkey: 
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    3DD43BC93076156C81E6C77D7638C7E3 

    95C83DB4DD578B62A6D4A3498BB95E97 

 

round[14].sub_rkey: 
    026A01730AC423CCB64F6DB6BCF9694C 

    9A65EF774DD29DC5815181DA9768C288 

 
round[14].m_col: 

    2427960B8BDFFF7CF2B5413581651A7E 

    9EDD55F423B57F74785A6948F414CCB5 
 

round[14].s_row: 

    2427413523B5CCB5F2B555F4F414FF7C 

    9EDD69488BDF1A7E785A960B81657F74 
 

round[14].s_box: 

    72FB3BD956756440417556453839E17B 
    32E2A155FD2CB481A0F4BDE8F014E7EC 

 

round[13].r_key: 
    BCD79B8EEC4A6BC5A536832502E46FBE 

    18D8C7EECA5860AAFCFAEDB68D5057D9 

 

round[13].xor_rkey: 
    CE2CA057BA3F0F85E443D5603ADD8EC5 

    2A3A66BB3774D42B5C0E505E7D44B035 

 
round[13].m_col: 

    B89C1C9A4E919F7CD1027AC67E261D85 

    EEDF4945D4F1176966B4EDD67BF04BC2 
 

round[13].s_row: 

    B89C7AC6D4F14BC2D10249457BF09F7C 
    EEDFEDD64E911D8566B41C9A7E261769 

 

round[13].s_box: 

    DB8A2AC1C6C0CC95342A20336DF30C7B 
    372C8D4AF44E8A4B5A13A589D43111BC 

 

round[12].r_key: 
    5860AAFCFAEDB68D5057D9BCD79B8EEC 

    4A6BC5A536832502E46FBE18D8C7EECA 

 
round[12].xor_rkey: 

    83EA803D3C2D7A18647DF98FBA688297 

    7D4748EFC2CDAF49BE7C1B910CF6FF76 

 
round[12].m_col: 

    068FC199BAAB1C576BBDAD9F9D91555E 

    78375847B504B7E334F88D5314FC42F1 
 

round[12].s_row: 

    068FAD9FB50442F16BBD584714FC1C57 
    78378D53BAAB555E34F8C1999D91B7E3 

 

round[12].s_box: 
    039926919AE9F0830444E3B97C66A5FC 

    A05D87167A46562B600FB74F944E36EA 

 

round[11].r_key: 
    A05443492334573C631005D855A3091F 

    093A108046ABD13ED177C0440BF70EE0 

 
round[11].xor_rkey: 

    A3CD65D8B9DDA7BF6754E66129C5ACE3 
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    A96797963CED8715B178770B9FB9380A 

 

round[11].m_col: 

    4E9B2069DEB617F4BA94B70BDF00AE32 
    FF690A0F8335AE6C5B5ED9220257460F 

 

round[11].s_row: 
    4E9BB70B8335460FBA940A0F025717F4 

    FF69D922DEB6AE325B5E2069DF00AE6C 

 
round[11].s_box: 

    F44936E842D9EEC37AC2E6C3A91D1145 

    8F4201109BF0C44E6AE6A8BC0983C4B0 

 
round[10].r_key: 

    ABD13ED177C0440BF70EE0A054434923 

    34573C631005D855A3091F093A108046 
 

round[10].xor_rkey: 

    5F9808393519AAC88DCC0663FD5E5866 
    BB153D738BF51C1BC9EFB7B5339344F6 

 

round[10].m_col: 

    CA29B16E69B1A280967DA79598AE2591 
    067889629CC7C619D47A3B12119D2D20 

 

round[10].s_row: 
    CA29A7959CC72D20967D8962119DA280 

    06783B1269B12591D47AB16E98AEC619 

 
round[10].s_box: 

    FBFEE9E948FC2C795490C772A19AAFDE 

    03AE39CD922B40F9C6D17A42A63B570E 
 

round[9].r_key: 

    AFFE0B7F2A36AB76E1439917F5696AC6 

    9CF3865E419AA4C1037233CDCEFD99B4 
 

round[9].xor_rkey: 

    5400E29662CA870FB5D35E6554F3C518 
    9F5DBF93D3B1E438C5A3498F68C6CEBA 

 

round[9].m_col: 
    023D11CC89E6911CBE160965EE795AB7 

    19DE92F570DCB904FA3A8687E6135E2A 

 

round[9].s_row: 
    023D096570DC5E2ABE1692F5E613911C 

    19DE868789E65AB7FA3A11CCEE79B904 

 
round[9].s_box: 

    A98E38A397717E07B14C481EFA06DFCA 

    39DAF5D68EADEC1A36094435376A66A7 
 

round[8].r_key: 

    9AA4C1037233CDCEFD99B4AFFE0B7F2A 
    36AB76E1439917F5696AC69CF3865E41 

 

round[8].xor_rkey: 

    332AF9A0E542B3C94CD5FCB1040DA0E0 
    0F718337CD34FBEF5F6382A9C4EC38E6 

 

round[8].m_col: 
    E54A7658070DF92D63DC75A65F068DE7 

    567195DB6A560BE02E64C02E3FFB3F29 
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round[8].s_row: 

    E54A75A66A563F2963DC95DB3FFBF92D 

    5671C02E070D8DE72E6476585F060BE0 
 

round[8].s_box: 

    A374D6756412859435719A7A8CEDB114 
    FEA222A1D96987D050223420027B71FE 

 

round[7].r_key: 
    EC16284BAAD247CBAAB9F1C31904D06F 

    6058AF4643D5FC31E73DEF49CFA76050 

 

round[7].xor_rkey: 
    4F62FE3ECEC0C25F9FC86BB995E9617B 

    9EFA8DE79ABC7BE1B71FDB69CDDC11AE 

 
round[7].m_col: 

    4E272E6B48A5CA05717094765AA9E7A6 

    8F30AE36CC72719577BC0C7E94DB6381 
 

round[7].s_row: 

    4E279476CC7263817170AE3694DBCA05 

    8F300C7E48A5E7A677BC2E6B5AA97195 
 

round[7].s_box: 

    F4FB14E349E0D7D808A6C4EFBCEEB288 
    4C70FD81617DEA75793F47E253AC1AE9 

 

round[6].r_key: 
    D5FC31E73DEF49CFA76050EC16284BAA 

    D247CBAAB9F1C31904D06F6058AF4643 

 
round[6].xor_rkey: 

    21072504740F9E17AFC69403AAC6F922 

    9E37362BD88C296C7DEF28820B035CAA 

 
round[6].m_col: 

    2E8E724BADCC3BDE740D9720B27C881D 

    31C7E4494E296CFCD0305167C8D11413 
 

round[6].s_row: 

    2E8E97204E291413740DE449C8D13BDE 
    31C75167ADCC881DD030724BB27C6CFC 

 

round[6].s_box: 

    50525B79F4FE7418AB6919A8DF4839DA 
    B7FC0E783B54869BE4702F05763076DD 

 

round[5].r_key: 
    95974F65DB29D79DB30A0903AC810306 

    4616401AF54AE81E55628E034EFE3C37 

 
round[5].xor_rkey: 

    C5C5141C2FD7A385186310AB73C93ADC 

    F1EA4E62CE1E6E85B112A10638CE4AEA 
 

round[5].m_col: 

    A3B75E9A9738C1530007C8EB4DAC9D9A 

    9F3454782CD6F15E1400518494DCDAC5 
 

round[5].s_row: 

    A3B7C8EB2CD6DAC50007547894DCC153 
    9F34518497389D9A14005E9A4DACF15E 
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round[5].s_box: 

    22722B96160A6EB7A49CF6E7BC71B716 

    7DEC0ECE1AB44C897C837E8915DEE42B 

 
round[4].r_key: 

    4AE81E55628E034EFE3C3795974F65DB 

    29D79DB30A0903AC8103064616401AF5 
 

round[4].xor_rkey: 

    689A35C374846DF95AA0C1722B3ED2CD 
    543B937D10BD4F25FD8078CF039EFEDE 

 

round[4].m_col: 

    9FF4068CD12C70B2523C2CDC60DC8488 
    A1588510C452737444EED1FAE9ECCB40 

 

round[4].s_row: 
    9FF42CDCC452CB40523C8510E9EC70B2 

    A158D1FAD12C848844EE068C60DC7374 

 
round[4].s_box: 

    7D2531F2D8CD4E34E1552782B5E81D9F 

    3F232E6E34E1CE69F54FED9A8371B0EC 

 
round[3].r_key: 

    3A4CD6E462CD392FBF122BE2E99D1A60 

    B4D0E79E1090587867C1259A6DA956A4 
 

round[3].xor_rkey: 

    4769E716BA00771B5E470C605C7507FF 
    8BF3C9F024719611928EC800EED8E648 

 

round[3].m_col: 
    DC4D43C0F1ACD896ED76727D30845746 

    0BA9D95352A0DBABE3174FC5D6D60B33 

 

round[3].s_row: 
    DC4D727D52A00B33ED76D953D6D6D896 

    0BA94FC5F1AC5746E31743C03084DBAB 

 
round[3].s_box: 

    402F2FE6E1A771A9F3BB0116ED0A23C8 

    ADAC52B7BADEA212DE0EBF979DC5F36B 
 

round[2].r_key: 

    90587867C1259A6DA956A43A4CD6E462 

    CD392FBF122BE2E99D1A60B4D0E79E10 
 

round[2].xor_rkey: 

    D07757812082EBC45AEDA52CA1DCC7AA 
    60957D08A8F540FB4314DF234D226D7B 

 

round[2].m_col: 
    17707BEBB0F469C6725F3A6231C80C3F 

    07A0F4FC32DD9D6ACB1F60DA13CFA7B6 

 
round[2].s_row: 

    17703A6232DDA7B6725FF4FC13CF69C6 

    07A060DAB0F40C3FCB1F7BEB31C89D6A 

 
round[2].s_box: 

    0CA6B37247E2E992317F15DDE68BA1C1 

    D9A77CB88B25FDBA13DC5996B73A4CCC 
 

round[1].r_key: 
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    E02C1D2EEA7D57C95605BEC30ED52C2B 

    4AC1D238A7CABEC5AA16A6351B8B660E 

 

round[1].xor_rkey: 
    EC8AAE5CAD9FBE5B677AAB1EE85E8DEA 

    9366AE802CEF437FB9CAFFA3ACB12AC2 

 
round[1].m_col: 

    CC7E0C6072C0FDBF89AAA70D32A2886B 

    1F1E8CC30B909243FA36006C38E46D2E 
 

round[1].s_row: 

    CC7EA70D0B906D2E89AA8CC338E4FDBF 

    1F1E006C72C0886BFA360C6032A29243 
 

round[1].s_box: 

    4984E922AD0D84A18E27F8906CA8798D 
    28B345B031FD86E2361AFD6F4785488A 

 

round[0].sub_rkey: 
    7FC5237896674E8603C1E9B03F8B4BA3 

    AB5B7C592C3FC3D361EDD12586B20FE3 

 

PLAINTEXT: 
    7FC5237896674E8603C1E9B03F8B4BA3 

    AB5B7C592C3FC3D361EDD12586B20FE3 

 
В.2.9  Encryption/decryption: 256-bit block with 512-bit key 

 
Kalyna-256/512 encryption 

 
KEY: 

    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 

 
PLAINTEXT: 

    404142434445464748494A4B4C4D4E4F 

    505152535455565758595A5B5C5D5E5F 

 
round[0].rkey: 

    F7BD9738CE49DDA80B9ABD79801EE821 

    8860FE42475C9F565CD8F433B4C989C4 
 

round[0].add_rkey: 

    37FFD97B128F23F053E307C5CC6B3671 
    D8B150969BB1F5ADB4314F8F1027E823 

 

round[1].s_box: 
    EED7237C1D51D8645AD0FC0690E5B7BC 

    C44610EBDE4686D0AE2635096DAAC502 

 

round[1].s_row: 
    EED73509DE46B7BC5AD0237C6DAA86D0 

    C446FC061D51C502AE2610EB90E5D864 

 
round[1].m_col: 

    0E024E3F31410B541F7A5326870535F9 

    D596CB7C8904DF9E1CF4CA83B8E612EE 
 

round[1].r_key: 

    79801EE8218860FE42475C9F565CD8F4 

    33B4C989C4F7BD9738CE49DDA80B9ABD 
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round[1].xor_rkey: 

    778250D710C96BAA5D3D0FB9D159ED0D 

    E62202F54DF36209243A835E10ED8853 
 

round[2].s_box: 

    3BC9105C6D7715E4A9105947EA49061E 
    13649AA96EF08F52B4C85D2C6DFBC7EE 

 

round[2].s_row: 
    3BC95D2C6EF0061EA910105C6DFB8F52 

    136459476D77C7EEB4C89AA9EA4915E4 

 

round[2].m_col: 
    CD179C15E91FCC4405EFB6C5111A7ACF 

    80DD714A467FB05F69EFF9DA3A3987D4 

 
round[2].r_key: 

    400B80A3E5EE106402037E6445A8C043 

    C025BC83FB4294B0A03392A1F20BCAD2 
 

round[2].xor_rkey: 

    8D1C1CB60CF1DC2007ECC8A154B2BA8C 

    40F8CDC9BD3D24EFC9DC6B7BC8324D06 
 

round[3].s_box: 

    1BF5CD0117C22A585934322E9680F221 
    DC2164A3AA105C36051F157CFB2E7D4E 

 

round[3].s_row: 
    1BF5157CAA10F2215934CD01FB2E5C36 

    DC21322E17C27D4E051F64A396802A58 

 
round[3].m_col: 

    EAC6F69EDC22DDAA8C44FEC9C5203DC9 

    6C7F493E4127BA8718F15491311B6977 

 
round[3].r_key: 

    6445A8C043C025BC83FB4294B0A03392 

    A1F20BCAD2400B80A3E5EE106402037E 
 

round[3].xor_rkey: 

    8E835E5E9FE2F8160FBFBC5D75800E5B 
    CD8D42F49367B107BB14BA8155196A09 

 

round[4].s_box: 

    8900E62CB1DD8C530905BDC4C72A51B1 
    200AD7593A41F92A9965F27E165C2F52 

 

round[4].s_row: 
    8900F27E3A4151B10905E62C165CF92A 

    200ABDC4B1DD2F529965D759C72A8C53 

 
round[4].m_col: 

    E8B4B452FF4F1202616D942D34F47F97 

    1092B746AFB4979751EDDA1EA1538777 
 

round[4].r_key: 

    D011D865E1E63E78353CDCE9F6E131E6 

    6F7AAF50A301148798CD52A4004CD904 
 

round[4].xor_rkey: 

    38A56C371EA92C7A545148C4C2154E71 
    7FE818160CB58310C92088BAA11F5E73 

 



 

 

86 

round[5].s_box: 

    F43BA49445402DDB9663920AE81CCBBC 

    55EC625317E15D220531C73F118DE60C 

 
round[5].s_row: 

    F43BC73F17E1CBBC9663A494118D5D22 

    55EC920A4540E60C05316253E81C2DDB 
 

round[5].m_col: 

    4917F1B070247D59E86BA29B28A387BD 
    6420FEBB61881901439808705A43C441 

 

round[5].r_key: 

    E9F6E131E66F7AAF50A301148798CD52 
    A4004CD904D011D865E1E63E78353CDC 

 

round[5].xor_rkey: 
    A0E11081964B07F6B8C8A38FAF3B4AEF 

    C020B262655808D92679EE4E2276F89D 

 
round[6].s_box: 

    782C4A7ED34EFC4C1C4F1F0976AE4E36 

    2F31CA158881BA359A624632A33F8CFF 

 
round[6].s_row: 

    782C463288814E361C4F4A7EA33FBA35 

    2F311F09D34E8CFF9A62CA1576AEFC4C 
 

round[6].m_col: 

    1FA25C2A5C29D68B74986C9C904A6D58 
    43EEC59F5E4A395F9F1FB0AE52B6A7D0 

 

round[6].r_key: 
    B29987F5AEDC7C5049872A92B4D70DD0 

    6ECB5266D3774630F330F21BBBB21C45 

 

round[6].xor_rkey: 
    AD3BDBDFF2F5AADB3D1F460E249D6088 

    2D2597F98D3D7F6F6C2F42B5E904BB95 

 
round[7].s_box: 

    0BAE68EFC0EDCEB4A48DC319B4B95605 

    D2F424911B103360384DD75029EA6FC2 
 

round[7].s_row: 

    0BAED7501B105605A48D68EF29EA3360 

    D2F4C319C0ED6FC2384D2491B4B9CEB4 
 

round[7].m_col: 

    4A31C749C44CD02004866D7182E2BF92 
    F2D5CA9DEA960DBA92C672BB84A166B8 

 

round[7].r_key: 
    92B4D70DD06ECB5266D3774630F330F2 

    1BBBB21C45B29987F5AEDC7C5049872A 

 
round[7].xor_rkey: 

    D885104414221B7262551A37B2118F60 

    E96E7881AF24943D6768AEC7D4E8E192 

 
round[8].s_box: 

    C4A24AE5C964D462FC3C7194CE152972 

    29E3667E769E50D25312312B7EECFFB6 
 

round[8].s_row: 
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    C4A2312B769E2972FC3C4AE57EEC50D2 

    29E37194C964FFB65312667ECE15D462 

 

round[8].m_col: 
    46648730A91F78A21D438ADD2EC56B29 

    901B072E3A5E1F041F298F1E1EC4AC58 

 
round[8].r_key: 

    535BC565CE0838DF30FC6AB4D7D11CC7 

    1DF00EB1A3C796AC1469E8C6CE80238D 
 

round[8].xor_rkey: 

    153F42556717407D2DBFE069F91477EE 

    8DEB099F999989A80B4067D8D0448FD5 
 

round[9].s_box: 

    4DBCD748534325DDD205F68825657E3B 
    1B036AB2408FF749951AE281F7BD299D 

 

round[9].s_row: 
    4DBCE281408F7E3BD205D748F7BDF749 

    1B03F6885343299D951A6AB2256525DD 

 

round[9].m_col: 
    893CC8FC3829246CB7547EFFED166CC0 

    3D784E90307A81CC3C836952554797C5 

 
round[9].r_key: 

    B4D7D11CC71DF00EB1A3C796AC1469E8 

    C6CE80238D535BC565CE0838DF30FC6A 
 

round[9].xor_rkey: 

    3DEB19E0FF34D46206F7B96941020528 
    FBB6CEB3BD29DA09594D616A8A776BAF 

 

round[10].s_box: 

    A403E4CB800801156C66FA88F2EB22F2 
    CAB8848EAA0F3D52659581D8219715C7 

 

round[10].s_row: 
    A40381D8AA0F22F26C66E4CB21973D52 

    CAB8FA88800815C76595848EF2EB0115 

 
round[10].m_col: 

    DA4D2268590D0628342F8561AE7BBADF 

    DB0E56056101BCEA0080C210E64F55B2 

 
round[10].r_key: 

    575458552EB47D9C6246F01AF15E077F 

    CD97D8C55BC8365F3798FE37B8947898 
 

round[10].xor_rkey: 

    8D197A3D77B97BB45669757B5F25BDA0 
    16998EC03AC98AB537183C275EDB2D2A 

 

round[11].s_box: 
    1B5CB1D23B0CE56F230D6E7C41F49697 

    2C8F80A7D5771D50EEC54C1147CDE055 

 

round[11].s_row: 
    1B5C4C11D5779697230DB1D247CD1D50 

    2C8F6E7C3B0CE055EEC580A741F4E56F 

 
round[11].m_col: 

    5DF231D67160C6872B0F20FBC7120387 
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    2A57BBCEA72C7540261D0C5A0A3B9278 

 

round[11].r_key: 

    1AF15E077FCD97D8C55BC8365F3798FE 
    37B8947898575458552EB47D9C6246F0 

 

round[11].xor_rkey: 
    47036FD10EAD515FEE54E8CD98259B79 

    1DEF2FB63F7B21187333B8279659D488 

 
round[12].s_box: 

    329238B0D8E6D57173CCC51267F4D220 

    4B597201A1063C1328F7FE11D3490105 

 
round[12].s_row: 

    3292FE11A106D22073CC38B0D3493C13 

    4B59C512D8E6010528F7720167F4D571 
 

round[12].m_col: 

    615604CB78550718523FBD3E3ABB21A8 
    05512DBCBED2A05DAC3A9FC556FDB5E5 

 

round[12].r_key: 

    AE10A655AFA56FDD369FDEAD237BDBC9 
    B9CFB69D14A777624774969AB2022675 

 

round[12].xor_rkey: 
    CF46A29ED7F068C564A0639319C0FA61 

    BC9E9B21AA75D73FEB4E095FE4FF9390 

 
round[13].s_box: 

    82AB57C11AB6AC066A1877D7E0F12144 

    94B0D22FA6B563DFB9916A71D0D7A8C3 
 

round[13].s_row: 

    82AB6A71A6B521446A1857C1D0D763DF 

    94B077D71AB6A8C3B991D22FE0F1AC06 
 

round[13].m_col: 

    AD3B055F99E78965CC4E5A00966F3488 
    5266CCCE2DD3D67F8EE8204F69BA19FA 

 

round[13].r_key: 
    AD237BDBC9B9CFB69D14A77762477496 

    9AB2022675AE10A655AFA56FDD369FDE 

 

round[13].xor_rkey: 
    00187E84505E46D3515AFD77F428401E 

    C8D4CEE8587DC6D9DB478520B48C8624 

 
round[14].s_box: 

    A8C55E7B2E60C3F7E77B0CEC4E7525F5 

    FB53840BC2A51935B8FA3F58AE0E88ED 
 

round[14].s_row: 

    A8C53F58C2A525F5E77B5E7BAE0E1935 
    FB530CEC2E6088EDB8FA840B4E75C3F7 

 

round[14].m_col: 

    59E952056E70D5107A170F3EF2C99374 
    4448FC38FEE163E8060D0F903CAAFC62 

 

round[14].r_key: 
    3BA763DCCAF841C59B138A7957447C95 

    CB026165A9DCA04A5D7092BB878B24F5 
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round[14].xor_rkey: 

    624E31D9A48894D5E1048547A58DEFE1 

    8F4A9D5D573DC3A25B7D9D2BBB21D897 
 

round[15].s_box: 

    FC912C350011509D52EA3F86680A44BB 
    FF685BC42B10F3F80FA55B5E99F61BC0 

 

round[15].s_row: 
    FC915B5E2B1044BB52EA2C3599F6F3F8 

    FF683F8600111BC00FA55BC4680A509D 

 

round[15].m_col: 
    2B0E8543C2D5EFBE87CAE52873563234 

    D280B047FF42058AFC00104DD8DB36AA 

 
round[15].r_key: 

    7957447C95CB026165A9DCA04A5D7092 

    BB878B24F53BA763DCCAF841C59B138A 
 

round[15].xor_rkey: 

    5259C13F571EEDDFE2633988390B42A6 

    69073B630A79A2E920CAE80C1D402520 
 

round[16].s_box: 

    E249B6DF2B6706EF64FD3B0519B2D707 
    F9C141FD876257953ED3C5544B1A9B58 

 

round[16].s_row: 
    E249C5548762D70764FDB6DF4B1A5795 

    F9C13B052B679B583ED341FD19B206EF 

 
round[16].m_col: 

    17571B6C8A0D70B7FAFA20039FEC737F 

    7BF449144B4BB3D48207CA176E1E47E4 

 
round[16].r_key: 

    19BE451A213F473E9D5D8713962D5CDE 

    E7367B3C3E7F37C96EABA307F3790E79 
 

round[16].xor_rkey: 

    0EE95E76AB32378967A7A71009C12FA1 
    9CC232287534841DECAC69109D67499D 

 

round[17].s_box: 

    D804E6A8742EB49A53A0BC22DF6E722E 
    5D94C4F2C7086D79CFA9B8223041EFFF 

 

round[17].s_row: 
    D804B822C708722E53A0E6A830416D79 

    5D94BC22742EEFFFCFA9C4F2DF6EB49A 

 
round[17].m_col: 

    212D1FFE5776ED12E326A54D9B478B2C 

    926DFE56C7E01C99D19DA7211BE1A960 
 

round[17].r_key: 

    13962D5CDEE7367B3C3E7F37C96EABA3 

    07F3790E7919BE451A213F473E9D5D87 
 

round[17].xor_rkey: 

    32BB32A28991DB69DF18DA7A5229208F 
    959E8758BEF9A2DCCBBC9866257CF4E7 
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round[18].s_box: 

    9E76C4F87D936888C8C53DDBE20F4909 

    D7B08DA1F67F57A55E1D285FB6A43978 

 
round[18].s_row: 

    9E76285FF67F4909C8C5C4F8B6A457A5 

    D7B03DDB7D9339785E1D8DA1E20F6888 
 

round[18].m_col: 

    059F7DAAE49D71993675C68AAAC43345 
    A514DC96C24D50671F82EDA80EA593B5 

 

round[18].add_rkey: 

    606990E9E6B7B67A4BD6D893D72268B7 
    8E02C83C3CD7E102FD2E74A8FDFE5DD9 

 

CIPHERTEXT: 
    606990E9E6B7B67A4BD6D893D72268B7 

    8E02C83C3CD7E102FD2E74A8FDFE5DD9 

 
Kalyna-256/512 decryption 

 
KEY: 

    3F3E3D3C3B3A39383736353433323130 

    2F2E2D2C2B2A29282726252423222120 
    1F1E1D1C1B1A19181716151413121110 

    0F0E0D0C0B0A09080706050403020100 

 
CIPHERTEXT: 

    5F5E5D5C5B5A59585756555453525150 

    4F4E4D4C4B4A49484746454443424140 
 

round[18].rkey: 

    4690D9074DD88B101B0E5402141EE27E 
    7DD221AAAEC15B523291D748F6E01CF8 

 

round[18].sub_rkey: 

    19CE83540E82CD473C4801523F346FD1 
    D27B2BA29C88EDF515B56DFB4C612448 

 

round[18].m_col: 
    FE6531291810C4262A694AC955BC8F91 

    4AC2D17EFBA2CC2AB5B55BDF0D4816D8 

 
round[18].s_row: 

    FE654AC9FBA216D82A69D17E0D48C426 

    4AC25BDF18108F91B5B5312955BCCC2A 

 
round[18].s_box: 

    821410FBC8851E6AF7422E81D362320A 

    4BF19D3F863D62F99A75AE947F3F6407 
 

round[17].r_key: 

    EFAF2B3F72E868571424901B9FC9DA1E 
    BBF6A2A5EC8637601221CD075B1FE272 

 

round[17].xor_rkey: 
    6DBB3BC4BA6D763DE366BE9A4CABE814 

    F0073F9A6ABB55998854639324208675 

 

round[17].m_col: 
    629F12BFD60C65667F84009D02A25E79 

    2EF6ADCCB34FC67FDB3E43A60B4CB653 

 
round[17].s_row: 
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    629F009DB34FB6537F84ADCC0B4C6566 

    2EF643A6D60C5E79DB3E12BF02A2C67F 

 

round[17].s_box: 
    DD3845D5B0C8C116C7C52635AD50DD2F 

    5021BF75EDB97E1D6B374B8DA98557F8 

 
round[16].r_key: 

    8637601221CD075B1FE272EFAF2B3F72 

    E868571424901B9FC9DA1EBBF6A2A5EC 
 

round[16].xor_rkey: 

    5B0F25C79105C64DD82754DA027BE25D 

    B849E861C9296582A2ED55365F27F214 
 

round[16].m_col: 

    F45B62C13997F82461F53AABFC1EA2EB 
    607C0F9A9382A9A24D46867F6AEADED1 

 

round[16].s_row: 
    F45B3AAB9382DED161F50F9A6AEAF824 

    607C867F3997A2EB4D4662C1FC1EA9A2 

 

round[16].s_box: 
    3853B36B2ECF3D2C331C95896404FC74 

    8330F5F81F77AF9615B1189E62B355BD 

 
round[15].r_key: 

    1C7218AE70870FC1774550657A0D2676 

    D64DD6F41246C36B5016D8B3E86449F9 
 

round[15].xor_rkey: 

    2421ABC55E4832ED4459C5EC1E09DA02 
    557D230C0D316CFD45A7C02D8AD71C44 

 

round[15].m_col: 

    FFE1EE279E908405A5A5CFB0E4FB27AF 
    90B05FC2F70F2AAB63075F0A3D566687 

 

round[15].s_row: 
    FFE1CFB0F70F6687A5A55FC23D568405 

    90B05F0A9E9027AF6307EE27E4FB2AAB 

 
round[15].s_box: 

    8FB591D1D02978D6667DD595CE12CE88 

    CC9ED5C4320D90CB359CAD8E45EDDC6B 

 
round[14].r_key: 

    46C36B5016D8B3E86449F91C7218AE70 

    870FC1774550657A0D2676D64DD6F412 
 

round[14].xor_rkey: 

    C976FA81C6F1CB3E02342C89BC0A60F8 
    4B9114B3775DF5B138BADB58083B2879 

 

round[14].m_col: 
    ED138B92278B785AEBF69C8EF54A9A3F 

    E4FBF72EA89E80EF92430CBB53D4EB6E 

 

round[14].s_row: 
    ED139C8EA89EEB6EEBF6F72E53D4785A 

    E4FB0CBB278B9A3F92438B92F54A80EF 

 
round[14].s_box: 

    F30665B30024A942902189A1677835E5 
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    45EDFDE14FB002BA3017FB597B748EDF 

 

round[13].r_key: 

    70BEFAD04D2541841440842C116DD8CE 
    0DD026B3E25DAC040AFDD5A49E546B15 

 

round[13].xor_rkey: 
    83B89F634D01E8C684610D8D7615ED2B 

    483DDB52ADEDAEBE3AEA2EFDE520E5CA 

 
round[13].m_col: 

    F59FE680788A7725E58664300FFD5531 

    A8024BA0117C8203F69F48E9B594C0C3 

 
round[13].s_row: 

    F59F6430117CC0C3E5864BA0B5947725 

    A80248E9788A5531F69FE6800FFD8203 
 

round[13].s_box: 

    7B38CD57A1302290A397CC879AC2631C 
    002A5F48A0FA5650BE385EDE5B63CF11 

 

round[12].r_key: 

    5DAC040AFDD5A49E546B1570BEFAD04D 
    2541841440842C116DD8CE0DD026B3E2 

 

round[12].xor_rkey: 
    2694C95D5CE5860EF7FCD9F72438B351 

    256BDB5CE07E7A41D3E090D38B457CF3 

 
round[12].m_col: 

    054680015FE854F0F9905C9B8D27C365 

    360135BA8DACA732110F767E6A09D651 
 

round[12].s_row: 

    05465C9B8DACD651F99035BA6A0954F0 

    3601767E5FE8C365110F80018D27A732 
 

round[12].s_box: 

    C9B12468EFDE7325690D4FE46496F6F3 
    74F2348102C646A3A1298EB6EFFBE94E 

 

round[11].r_key: 
    81141555C47A68FEE3C9C9DD7EBF5032 

    E817DD8DE95F205110910CB01C4929ED 

 

round[11].xor_rkey: 
    48A5313D2BA41BDB8AC486391A29A6C1 

    9CE5E90CEB9966F2B1B88206F3B2C0A3 

 
round[11].m_col: 

    279A83B93247027A38476B2F9CE7D23E 

    97094D220621BB2D6750500F7E28F6DF 
 

round[11].s_row: 

    279A6B2F0621F6DF38474D227E28027A 
    9709500F3247D23E675083B99CE7BB2D 

 

round[11].s_box: 

    4FC4D02103F8E03F6C955410D4C30BBF 
    1A9694C347959B2998D09FAC48601614 

 

round[10].r_key: 
    5F205110910CB01C4929ED81141555C4 

    7A68FEE3C9C9DD7EBF5032E817DD8DE9 
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round[10].xor_rkey: 

    10E4813192F4502325BCB991C0D65E7B 

    60FE6A208E5C46572780AD445FBD9BFD 
 

round[10].m_col: 

    16CA5331F8BA9B4B182D6E32C9529C7C 
    CB73039277EE0B6A2EB4AC4BE4F12654 

 

round[10].s_row: 
    16CA6E3277EE2654182D0392E4F19B4B 

    CB73AC4BF8BA9C7C2EB45331C9520B6A 

 

round[10].s_box: 
    555F754E794FC90C867A435945C02505 

    132E6805D51B657B5013285014CD71CC 

 
round[9].r_key: 

    6AB451C78A00F46BF025AAD93CC624E2 

    66AF8EEC969A60E42888A96F11E7B265 
 

round[9].xor_rkey: 

    3FEB2489F34F3D67765FE980790601E7 

    7581E6E94381059F789B813F052AC3A9 
 

round[9].m_col: 

    B9C7FD224B7D9679FB7839A6DFA4D331 
    5ED1920860771FD86D805639CE5F44EE 

 

round[9].s_row: 
    B9C739A6607744EEFB789208CE5F9679 

    5ED156394B7DD3316D80FD22DFA41FD8 

 
round[9].s_box: 

    EBFCF47583C9EF53C8AE4839B27FBD1D 

    CB4860CF1D905C5010B27910097CA36A 

 
round[8].r_key: 

    9A60E42888A96F11E7B2656AB451C78A 

    00F46BF025AAD93CC624E266AF8EEC96 
 

round[8].xor_rkey: 

    719C105D0B6080422F1C2D53062E7A97 
    CBBC0B3F383A856CD6969B76A6F24FFC 

 

round[8].m_col: 

    0EF40353D69AAC4B1D38C525DA54F012 
    461FFFCCE2A14D87E10F2D05C6FD7FAD 

 

round[8].s_row: 
    0EF4C525E2A17FAD1D38FFCCC6FDAC4B 

    461F2D05D69AF012E10F0353DA544D87 

 
round[8].s_box: 

    2725E81C5257E7EB12B4E1352F636805 

    87DC2C88EDC482CD2B294316853C54D6 
 

round[7].r_key: 

    772941896029BC7800AA363588BD9E02 

    7133C7DBB5ECC203881A861188235B2B 
 

round[7].xor_rkey: 

    500CA995327E5B93121ED700A7DEF607 
    F6EFEB53582840CEA333C5070D1F0FFD 
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round[7].m_col: 

    30DDDD32F8974088519525C98A90ECD5 

    CE66705DA6AEDC88D2E4CF9599E6610F 

 
round[7].s_row: 

    30DD25C9A6AE610F5195705D99E64088 

    CE66CF95F897ECD5D2E4DD328A90DC88 
 

round[7].s_box: 

    9DE240FBAA3BEBC3EA4D1D31BBAD9E69 
    B2F791E9D5778C1B2DA8BE4EB60D0D69 

 

round[6].r_key: 

    ECC203881A861188235B2B7729418960 
    29BC7800AA363588BD9E027133C7DBB5 

 

round[6].xor_rkey: 
    71204373B0BDFA4BC916364692EC1709 

    9B4BE9E97F41B9939036BC3F85CAD6DC 

 
round[6].m_col: 

    27E6BE56BADD57D25C8F150C16B442E3 

    51A2A3D0E57618E413EF6C6A7AEA74C0 

 
round[6].s_row: 

    27E6150CE57674C05C8FA3D07AEA57D2 

    51A26C6ABADD42E313EFBE5616B418E4 
 

round[6].s_box: 

    4FAD6B73A3BBFE97849917AD4604A23D 
    EA8576CC7AE2F0EAE6A4C53855135AAA 

 

round[5].r_key: 
    FEFA326970EE4EA5DEB0E225ABF6508E 

    8FEF7FA4A22E72354E984EE66B87BE64 

 

round[5].xor_rkey: 
    B157591AD355B0325A29F588EDF2F2B3 

    656A0968D8CC82DFA83C8BDE3E94E4CE 

 
round[5].m_col: 

    C5F641BF3071224C089D81F7349F748D 

    3EFE778BF4D3F85DCDA70376C7F1C4E4 
 

round[5].s_row: 

    C5F681F7F4D3C4E4089D778BC7F1224C 

    3EFE03763071748DCDA741BF349FF85D 
 

round[5].s_box: 

    A82161D338CA32AA7E9A639975C005F6 
    209343E39DA2FE0188F63B8D6038FC31 

 

round[4].r_key: 
    2E72354E984EE66B87BE64FEFA326970 

    EE4EA5DEB0E225ABF6508E8FEF7FA4A2 

 
round[4].xor_rkey: 

    8653549DA084D4C1F92407678FF26C86 

    CEDDE63D2D40DBAA7EA6B5028F475893 

 
round[4].m_col: 

    0136E202D4D39A4F61E4BF71F54DE7E5 

    D7657228B1C55107220459C154916116 
 

round[4].s_row: 



 

 

95 

    0136BF71B1C5611661E4722854919A4F 

    D76559C1D4D3E7E52204E202F54D5107 

 

round[4].s_box: 
    A21AD35F9F18EB2D33A82F7CF14E0249 

    95140F9EC6CAEA4470E967237B2F0EA6 

 
round[3].r_key: 

    64C648AA0AFB2D9C10B14C7191344CC9 

    E42F2B7C0DCCDFDF0374F895E46BD153 
 

round[3].xor_rkey: 

    C6DC9BF595E3C6B12319630D607A4E80 

    713B24E2CB06359B739D9FB69F44DFF5 
 

round[3].m_col: 

    A7658C7A136C7C1FE9D92499E74C6477 
    0A415BC3FBEFF0B48CFD49A66A9ED0BC 

 

round[3].s_row: 
    A7652499FBEFD0BCE9D95BC36A9E7C1F 

    0A4149A6136C64778CFD8C7AE74CF0B4 

 

round[3].s_box: 
    F614974FC8A45871B55B9D9064246D0F 

    D2672075E673CD8BC363F8BF515082DB 

 
round[2].r_key: 

    CCDFDF0374F895E46BD15364C648AA0A 

    FB2D9C10B14C7191344CC9E42F2B7C0D 
 

round[2].xor_rkey: 

    3ACB484CBC5CCD95DE8ACEF4A26CC705 
    294ABC65573FBC1AF72F315B7E7BFED6 

 

round[2].m_col: 

    967F381D66DC2B861EDADFA8B339D919 
    F6D4A28BB902ECE98ED9CBEDAEADD8D2 

 

round[2].s_row: 
    967FDFA8B902D8D21EDAA28BAEAD2B86 

    F6D4CBED66DCD9198ED9381DB339ECE9 

 
round[2].s_box: 

    54F90A76EB2A233D6F81AF99B4DF1247 

    BE784E245A71010E785B6F9BB0D88C48 

 
round[1].r_key: 

    094F444BE269D9C01F77768A12ED6195 

    DC5AB8834C0E080A0D8AFA771834B389 
 

round[1].xor_rkey: 

    5DB64E3D0943FAFD70F6D913A63273D2 
    6222F6A7167F090475D195ECA8EC3FC1 

 

round[1].m_col: 
    9A14ADD64D611B95812A6D407EB751E4 

    7F9BCF93545346D1978C7B56811D9D1D 

 

round[1].s_row: 
    9A146D4054539D1D812ACF93811D1B95 

    7F9B7B564D6151E4978CADD67EB746D1 

 
round[1].s_box: 

    26398434F1D44C9BF08091C2F0BCD8E9 
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    C749593815D60EAA1A6D264AD472EE2C 

 

round[0].sub_rkey: 

    18317A2767DAD482BCCD07B9A1788D07 
    5E7098189E5F84972D0B916D79BA6AE0 

 

PLAINTEXT: 
    18317A2767DAD482BCCD07B9A1788D07 

    5E7098189E5F84972D0B916D79BA6AE0 

 

В.2.10  Encryption/decryption: 512-bit block with 512-bit key 
 

Kalyna-512/512 encryption 

 
KEY: 

    000102030405060708090A0B0C0D0E0F 

    101112131415161718191A1B1C1D1E1F 
    202122232425262728292A2B2C2D2E2F 

    303132333435363738393A3B3C3D3E3F 

 
PLAINTEXT: 

    404142434445464748494A4B4C4D4E4F 

    505152535455565758595A5B5C5D5E5F 
    606162636465666768696A6B6C6D6E6F 

    707172737475767778797A7B7C7D7E7F 

 
round[0].rkey: 

    1947C0FCF2C8D64CB256FB722DA8E241 

    88EABF026130064F03E0F2BD4CA854C9 

    A848BE6445FECF00510ADE0C1C4D43F1 
    073D53B163DF01DF01317E9552F262E5 

 

round[0].add_rkey: 
    59880240370E1D94FA9F45BE79F53091 

    D83B1256B5855CA65B394D19A905B328 

    08AA20C8A9633668B973487888BAB160 
    77AEC524D854785679AAF810CF6FE164 

 

round[1].s_box: 

    65119AB5EE177029E69800E277EDA69F 
    C4AE2BD3E9A2D3070F147D8A02CB3AF2 

    71FF499602FDB79BEC6C9267CD23F972 

    3B78BEEDC4CC66D377FF8C228220FF37 
 

round[1].s_row: 

    65FFBE6702CBD39FE6118CEDCDFD3A07 
    C4989A22C423B7F20FAE00B582CCF99B 

    71142BE2EE206672ECFF7DD37717FFD3 

    3B6C498AE9ED70377778929602A2A629 
 

round[1].m_col: 

    541056BC458C8C5334A3511FF017BFB6 

    DF2F9322345BACCE61AF80F6BAF0D8CF 
    1952A486F6C1AB14155911BA99C6B321 

    733B5D72DEB3A3887388A65FA49F4A6A 

 
round[1].r_key: 

    026130064F03E0F2BD4CA854C9A848BE 

    6445FECF00510ADE0C1C4D43F1073D53 
    B163DF01DF01317E9552F262E51947C0 

    FCF2C8D64CB256FB722DA8E24188EABF 

 

round[1].xor_rkey: 
    567166BA0A8F6CA189EFF94B39BFF708 
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    BB6A6DED340AA6106DB3CDB54BF7E59C 

    A8317B8729C09A6A800BE3D87CDFF4E1 

    8FC995A49201F57301A50EBDE517A0D5 

 
round[2].s_box: 

    23DCB93F8751A42E7D5934851905AAD4 

    99797C98D1D68A227B1E64504A6647FB 
    C526E5A0BFF195D89BB2588114AD39BB 

    FF770FF669BB860C433B51A2D943B39D 

 
round[2].s_row: 

    233B0F81BF668AD47DDC51F614F14722 

    9959B9A269AD95FB7B79343FD9BB39D8 

    C51E7C85874386BB9B2664981951B30C 
    FFB2E550D105A49D437758A04AD6AA2E 

 

round[2].m_col: 
    94A272EE19ED0CCBA3C3E5DEE99C1EF2 

    A4440BCB092236E30AB39099E3CFCEFC 

    776AFB74BE1288FBF1D4775802A632F3 
    8673171ABBDE3010DC819936A88928C1 

 

round[2].r_key: 

    2408F2FA312A9374A300773C06BC7C57 
    E369A136ECE1D879C2DFA2A30349F5B8 

    235CD21701AB035C23BF1BF30F8DE233 

    E0F83AC94DF8012703BE4B8A07DA0D56 
 

round[2].xor_rkey: 

    B0AA801428C79FBF00C392E2EF2062A5 
    472DAAFDE5C3EE9AC86C323AE0863B44 

    54362963BFB98BA7D26B6CAB0D2BD0C0 

    668B2DD3F6263137DF3FD2BCAF532597 
 

round[3].s_box: 

    B3FF872D1FA3837AA828996B8D318F75 

    326DCE1BD928468CFB89C4CEAC5541E5 
    9644A1FD260CE9040AE5A4D9F0B16BA7 

    A5CFE0F7A7222C94C8BC7969765B9BC0 

 
round[3].s_row: 

    B3BCE0D926554675A8FF79F7F00C418C 

    32288769A7B1E9E5FB6D992D76226B04 
    9689CE6B1F5B2CA70A44C41B8DA39B94 

    A5E5A1CED93183C0C8CFA4FDAC288F7A 

 

round[3].m_col: 
    595B0F13C242CEB10B980C87B0DB3DB5 

    143C1F41EFF055F13BA630DA2E9EB7A1 

    F8B8CEF74B328379DB953706A83B6FDA 
    3820FDE9E779A3E172CD03D6696A4B68 

 

round[3].r_key: 
    36ECE1D879C2DFA2A30349F5B8235CD2 

    1701AB035C23BF1BF30F8DE233E0F83A 

    C94DF8012703BE4B8A07DA0D562408F2 
    FA312A9374A300773C06BC7C57E369A1 

 

round[3].xor_rkey: 

    6FB7EECBBB801113A89B457208F86167 
    033DB442B3D3EAEAC8A9BD381D7E4F9B 

    31F536F66C313D325192ED0BFE1F6728 

    C211D77A93DAA3964ECBBFAA3E8922C9 
 

round[4].s_box: 
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    1EA846AF992A173DC56A0062712181AA 

    06101A6EBD74E7E3FB4096564B83351D 

    72EDB74C3826DEF3E71B06B3568DE2F2 

    E81563DB3ADE1FEB048543E4BBD5C0A3 
 

round[4].s_row: 

    1E8563B33883E7AAC5A843DB562635E3 
    066A46E43A8DDE1DFB1000AFBBDEE2F3 

    72401A6299D51FF2E7ED966E712AC0EB 

    E81BB756BD2117A30415064C4B74813D 
 

round[4].m_col: 

    37964F89469782089A1E93875C5E6D0E 

    5BECAA7102AC77B67462D4ECB6E3AD7B 
    E8A1DA0524AE10EC322668E508CBC579 

    60AC28C55AF76813503CFEA1DC4C19EC 

 
round[4].r_key: 

    B8DF3967A97C8BFD5C4DECEC5168EEB4 

    0BEE562D80D97AD60998659CCD084D5D 
    C33441F000BF7AFAEEEBE431F96D67DE 

    A0E05A5BFFF8B0AA9A38C9857A91EA23 

 

round[4].xor_rkey: 
    8F4976EEEFEB09F5C6537F6B0D3683BA 

    5002FC5C82750D607DFAB1707BEBE026 

    2B959BF524116A16DCCD8CD4F1A6A2A7 
    C04C729EA50FD8B9CA043724A6DDF3CF 

 

round[5].s_box: 
    FF9B6C3B8D036AA9D45B33ABF0445D3F 

    2EEBF818FEB5DC729F8AF9EAF503F69E 

    E147D2A9B4152F533C52ECFE54705704 
    2F1605C168F81B47C1EAB4ED9899DB39 

 

round[5].s_row: 

    FFEA05FEB403DC3FD49BB4C15415F672 
    2E5B6CED68702F9E9FEB333B98F85753 

    E18AF8AB8D991B043C47F918F003DB47 

    2F52D2EAFE446A39C116ECA9F5B55DA9 
 

round[5].m_col: 

    EBF6C2FC2AD41CC2190BEB5BA1932CE8 
    8C219956353EB751C709366B9C6801BE 

    C39B06F063014339BAF659BDE3233A5C 

    E37324CC43D3C78A7771D032CF77FDAA 

 
round[5].r_key: 

    2D80D97AD60998659CCD084D5DC33441 

    F000BF7AFAEEEBE431F96D67DEA0E05A 
    5BFFF8B0AA9A38C9857A91EA23B8DF39 

    67A97C8BFD5C4DECEC5168EEB40BEE56 

 
round[5].xor_rkey: 

    C6761B86FCDD84A785C6E316FC5018A9 

    7C21262CCFD05CB5F6F05B0C42C8E1E4 
    9864FE40C99B7BF03F8CC857C09BE565 

    84DA5847BE8F8A669B20B8DC7B7C13FC 

 

round[6].s_box: 
    D43FD4637C996D04DAE858537C4C6233 

    14F6ADD18250D350A7B69754834FFFBA 

    679674B5056AE564A10E32302F6A47BE 
    5CDED086F6511D5FDE31FEA5F5A4C257 
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round[6].s_row: 

    D431D030054FD333DA3FFE862F6AFF50 

    14E8D4A5F66AE5BAA7F65863F5514764 

    67B6AD537CA41DBEA19697D17C99C25F 
    5C0E7454824C6D57DEDE32B583506204 

 

round[6].m_col: 
    3A68103F437C26DADCE717B7CF90EDC1 

    2B83397D2281A9E2521386AEDDB1D102 

    08FE4A41B6FBC6B8B4FBED28C4B53389 
    311DCD6ABFBDE3A8FD9C326F10F0DEBD 

 

round[6].r_key: 

    7AB62677AAA05AC35BF994861CA08380 
    058651FB824351FCD684B5DD229F82EB 

    3ACFCDFD660698EEB922C62D097D6868 

    0375512C6960E6EA974A53A7C159DBA3 
 

round[6].xor_rkey: 

    40DE3648E9DC7C19871E8331D3306E41 
    2E056886A0C2F81E84973373FF2E53E9 

    323187BCD0FD5E560DD92B05CDC85BE1 

    32689C46D6DD05426AD661C8D1A9051E 

 
round[7].s_box: 

    DCACB7E9291F608A46675D5D0D7CDA38 

    93CBAC6378948CF55C86E30C80739E95 
    9E268D69F7C0E6D3F035C84B204F97BB 

    9E123EF95099226E5B618196EA4022F5 

 
round[7].s_row: 

    DC613E4BF7738C3846AC81F920C09EF5 

    9367B796504FE6955CCB5DE9EA9997D3 
    9E86AC5D294022BBF026E3630D1F226E 

    9E358D0C787C60F55B12C8698094DA8A 

 

round[7].m_col: 
    8F9D397F44473A0605EEDD8F6F631377 

    D0E2061130D3FF219191D6720605D2C1 

    938553E6C530DB5C9CFEA03BD35B3E07 
    18D5729882E1D09EEA58DE577EAFC08F 

 

round[7].r_key: 
    FB824351FCD684B5DD229F82EB3ACFCD 

    FD660698EEB922C62D097D6868037551 

    2C6960E6EA974A53A7C159DBA37AB626 

    77AAA05AC35BF994861CA08380058651 
 

round[7].xor_rkey: 

    741F7A2EB891BEB3D8CC420D8459DCBA 
    2D840089DE6ADDE7BC98AB1A6E06A790 

    BFEC33002FA7910F3B3FF9E070218821 

    6F7FD2C241BA290A6C447ED4FEAA46DE 
 

round[8].s_box: 

    368DB13C1C93DD8EC4E2D71E5C492A3F 
    D27E939AE3796578940B8EB7C313BCC3 

    2634E368C6A0CF1FADBC34CB22F6C72F 

    1E5F7993F223A12638BD5EFE56FFC380 

 
round[8].s_row: 

    36BD79CBC613653FC48D5E9322A0BC78 

    D2E2B1FEF2F6CFC3947ED73C5623C71F 
    260B931E1CFFA12FAD348E9A5C93C326 

    1EBCE3B7E349DD80385F3468C3792A8E 
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round[8].m_col: 

    0E7C998B7B7D424BE5902BB31ACE69CC 

    30E7892054EE97BB29A9C1B9B4FD1501 
    F2FD437162D41C7CF30E808A67717265 

    AEB444718E40F31B62034AC585B379B1 

 
round[8].r_key: 

    0B41893222373E1053852CE52AECAAA6 

    D56AD4BB87D2771FB7FE9EB2B4BA7607 
    39F0DB9731E9F802E821E1BD930060E1 

    FC38253AD84043C78FFE6A9AA5856282 

 

round[8].xor_rkey: 
    053D10B9594A7C5BB61507563022C36A 

    E58D5D9BD33CE0A49E575F0B00476306 

    CB0D98E6533DE47E1B2F6137F4711284 
    528C614B5600B0DCEDFD205F20361B33 

 

round[9].s_box: 
    75104A47656860B18A1CFCD39264F3D8 

    D90A361D0D54F6F691A148B3A8FA774E 

    5E90287D5A10F1ACFD4D81944EDC2B7B 

    E20E818523CE73A5D6C049713E44D445 
 

round[9].s_row: 

    75C081945AFAF6D88A1049854E1077F6 
    D91C4A7123DCF14E910AFC473ECE2BAC 

    5EA136D36544737BFD90481D9268D4A5 

    E24D28B30D646045D60E817DA854F3B1 
 

round[9].m_col: 

    ED93B8E48E3725FDE2F9F75D9656F531 
    F4DB6FEF5F18D619DF57C12AD400FB99 

    FD7ECC323ABCC4893409791191329F2B 

    8D1EDF0D0F025B88CB76F004C69BB892 

 
round[9].r_key: 

    BB87D2771FB7FE9EB2B4BA760739F0DB 

    9731E9F802E821E1BD930060E1FC3825 
    3AD84043C78FFE6A9AA58562820B4189 

    3222373E1053852CE52AECAAA6D56AD4 

 
round[9].xor_rkey: 

    56146A939180DB63504D4D2B916F05EA 

    63EA86175DF0F7F862C4C14A35FCC3BC 

    C7A68C71FD333AE3AEACFC731339DEA2 
    BF3CE8331F51DEA42E5C1CAE604ED246 

 

round[10].s_box: 
    23652FD7842A68FD2E957D5E842022E3 

    B7C68883A9B6AA7FFC9AB6D663C7F369 

    7F70ECBC8BF70E76A2A9F80CCB14E8F8 
    2654C5453963E8F6936FCD42349179F9 

 

round[10].s_row: 
    236FC50C8BC7AAE32E65CD45CBF7F37F 

    B7952F4239140E69FCC67DD73463E876 

    7F9A885E8491E8F8A270B683842A79F6 

    26A9ECD6A92068F99354F8BC63B622FD 
 

round[10].m_col: 

    E8AF9273BCCF6A4BCC0C287F25E26AF6 
    CDB4F3BB2274A8E2F4DEE6DD466669F3 

    5928E2AADC273C6520FBC45B8F480833 
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    05780A1798A18376D513AA29931B84FC 

 

round[10].r_key: 

    B253F7958C9781BBC97F923194B2A4FA 
    F3950141E3D2E39C27D7846C8B0AFDFF 

    10E0EDA1E34515415844E5D7CCC409F1 

    AF08B30428D74108AE1339748912EE52 
 

round[10].xor_rkey: 

    5AFC65E63058EBF00573BA4EB150CE0C 
    3E21F2FAC1A64B7ED30962B1CD6C940C 

    49C80F0B3F62292478BF218C438C01C2 

    AA70B913B076C27E7B00935D1A096AAE 

 
round[11].s_box: 

    66C79C7D92816164756CF232BE4C8454 

    BBF6A0B8EF7012AC0D3A8F9020895054 
    CC4F59B3A148A1ED8E053C21370ED993 

    A630FA3DB33F08ACF5CEA8C4973A2F42 

 
round[11].s_row: 

    66CEFA21A189125475C7A83D374850AC 

    BB6C9CC4B30EA1540DF6F27D973FD9ED 

    CC3AA032923A08938E4F8FB8BE812FAC 
    A6055990EF4C6142F5303CB320708464 

 

round[11].m_col: 
    FF540849F7A5703D92BC2EF072859872 

    1D463C94F6B5C4C573834FF2B468157F 

    E8C6F3182EDD8E6D0FE3CC6AEB8CD8D5 
    A2290EC4B6730D60AC237FD983439B0B 

 

round[11].r_key: 
    41E3D2E39C27D7846C8B0AFDFF10E0ED 

    A1E34515415844E5D7CCC409F1AF08B3 

    0428D74108AE1339748912EE52B253F7 

    958C9781BBC97F923194B2A4FAF39501 
 

round[11].xor_rkey: 

    BEB7DAAA6B82A7B9FE37240D8D95789F 
    BCA57981B7ED8020A44F8BFB45C71DCC 

    ECEE245926739D547B6ADE84B93E8B22 

    37A599450DBA72F29DB7CD7D79B00E0A 
 

round[12].s_box: 

    F6A83DE4DBC9BC47563E5C1E1B4766B2 

    943BFD7E31FB875800EEE9C9E4A3706A 
    CFDB5C929A6C5BC8F579E87BECD8E90D 

    EE3B30F4F02305DC30A864DD778B5126 

 
round[12].s_row: 

    F6A8307B9AA387B256A864F4EC6C7058 

    943E3DDDF0D85B6A003B5CE47723E9C8 
    CFEEFD1EDB8B050DF5DBE97E1BC951DC 

    EE795CC93147BC26303BE892E4FB6647 

 
round[12].m_col: 

    DC0A853B7F3559AA9589C848FE62853D 

    AE559F8FD8655DFA1948501752527675 

    B5A436CE957EE0DC9392D3EC5D3710C1 
    FE1E336E841052B68B1D36A46C0AFF90 

 

round[12].r_key: 
    9C3B87B9EC223BC65BF1A4153B6FA7DA 

    62B9B72AFCEA375F34CD656C4857294F 
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    0601C04788B80F27C19D7EE1FB81B710 

    CF7F61BD66447F10E34CDA0E63E32104 

 

round[12].xor_rkey: 
    403102829317626CCE786C5DC50D22E7 

    CCEC28A5248F6AA52D85357B1A055F3A 

    B3A5F6891DC6EFFB520FAD0DA6B6A7D1 
    316152D3E2542DA66851ECAA0FE9DE94 

 

round[13].s_box: 
    DC269A103A438F893DD4A4C40390C078 

    90345375B4512F75D2A2787C97CB48CE 

    BD3B549A4BE844C9E2F8EE1E98B8BCB0 

    722B4FF764CCE00786635AE40904E829 
 

round[13].s_row: 

    DC634F1E4BCB2F783D265AF798E84875 
    90D49AE464B844CED234A41009CCBCC9 

    BDA253C43A04E0B0E23B78750343E807 

    72F8547CB4908F29862BEE9A9751C089 
 

round[13].m_col: 

    1DD737BA1A565EB911F4F5CE316858AF 

    067F0B9B3B23895332628488077EFD79 
    6C9B335230133707182E38DE4DC0459C 

    4F729856451527B915289284F41C051A 

 
round[13].r_key: 

    2AFCEA375F34CD656C4857294F0601C0 

    4788B80F27C19D7EE1FB81B710CF7F61 
    BD66447F10E34CDA0E63E321049C3B87 

    B9EC223BC65BF1A4153B6FA7DA62B9B7 

 
round[13].xor_rkey: 

    372BDD8D456293DC7DBCA2E77E6E596F 

    41F7B3941CE2142DD399053F17B18218 

    D1FD772D20F07BDD164DDBFF495C7E1B 
    F69EBA6D834ED61D0013FD232E7EBCAD 

 

round[14].s_box: 
    EEB165BFE448A8A59F1D577808E37B60 

    F2663A296FDD94160D8F22DFAF46F013 

    EAC07E163EB6E5FC2C956861CC6F5ED5 
    A7B0F29C60917579A8B40C029383BDD0 

 

round[14].s_row: 

    EEB4F2613E4694609FB10C9CCCB6F016 
    F21D6502606FE5130D6657BF93915EFC 

    EA8F3A78E48375D52CC022290848BD79 

    A7957EDF6FE3A8D0A8B06816AFDD7BA5 
 

round[14].m_col: 

    1477C03527DC162C81405E2118BA3D0E 
    94BF741DE91F69033F04C26E9A7D7A2C 

    B405739E53E83A6E6F76021CC72466DE 

    413043425A187832EC5E0950AE657682 
 

round[14].r_key: 

    39E087E636B3E6949C744EACB4DDCF4E 

    603C95652731D549E70C5200F1D95095 
    B04E404E675B56F93CBEC44AF7512C38 

    8E1A3DDEFBBC8C30FADE3BDCFDB12BF4 

 
round[14].xor_rkey: 

    2D9747D3116FF0B81D34108DAC67F240 
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    F483E178CE2EBC4AD808906E6BA42AB9 

    044B33D034B36C9753C8C65630754AE6 

    CF2A7E9CA1A4F4021680328C53D45D76 

 
round[15].s_box: 

    D2862EF7F32042DA4B084ABF2D41A0B5 

    4E00FF673D73BDD6C4E927FADBEF7A47 
    6B4EE3E7D11EA4C05A4F19D392B54E7D 

    82025EFB11EF39CA2C2AC4215A5336A8 

 
round[15].s_row: 

    D22A5ED3D1EFBDB54B86C4FB921E7AD6 

    4E082E2111B5A447C4004AF75AEF4EC0 

    6BE9FFBFF353397D5A4E27672D2036CA 
    824FE3FA3D4142A82C0219E7DB73A0DA 

 

round[15].m_col: 
    74DC646F362F13C8613836AE29C9BF92 

    BA41FEF4D91EB2FA2EC3EB4E60A91FF6 

    637742A13247CB42F0326C680E8DB415 
    584AE48404A9D2651D485E22EDE8AE90 

 

round[15].r_key: 

    652731D549E70C5200F1D95095B04E40 
    4E675B56F93CBEC44AF7512C388E1A3D 

    DEFBBC8C30FADE3BDCFDB12BF439E087 

    E636B3E6949C744EACB4DDCF4E603C95 
 

round[15].xor_rkey: 

    11FB55BA7FC81F9A61C9EFFEBC79F1D2 
    F426A5A220220C3E6434BA62582705CB 

    BD8CFE2D02BD15792CCFDD43FAB45492 

    BE7C57629035A62BB1FC83EDA3889205 
 

round[16].s_box: 

    F327A93F554FE18C487744E094620482 

    4E221CF83E649FE16A08F215C2AA22AF 
    AA0E74165F25F4204982650EE6384DB6 

    F6A4C615EB5D8A5EBEC75D98E511994B 

 
round[16].s_row: 

    F3C7C60E5FAA9F8248275D15E62522E1 

    4E77A998EB38F4AF6A22443FE55D4D20 
    AA081CE055118AB6490EF2F8944F995E 

    F68274153E62E14BBEA46516C264048C 

 

round[16].m_col: 
    127623D29DE58AD3BE843C0AFA2F21FA 

    7D67693138815A55E874613C7A5CE082 

    A922172090BE64FD44DA043F377ABAB1 
    C8D1F33598DDF7C5ED13625C261FD26E 

 

round[16].r_key: 
    E0FC0D1B3FE4FBC87FAC3DB5112BCB96 

    D8F23E593F85C1CC45D9D2AA23DC4D05 

    6C6FEB08C3341F8BAF7AE2F89B2B5943 
    549E109F03281BB8B91ED201C1E4012E 

 

round[16].xor_rkey: 

    F28A2EC9A201711BC12801BFEB04EA6C 
    A595576807049B99ADADB3965980AD87 

    C54DFC28538A7B76EBA0E6C7AC51E3F2 

    9C4FE3AA9BF5EC7D540DB05DE7FBD340 
 

round[17].s_box: 
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    C09CD1A301BB0BD5EF75D97AB9EAE789 

    6847C69B59EAD28B0BE63AEB652AEEA0 

    0395F8F25A9CE5A8B9180A2B2D6358DC 

    5DEE58E4DEED5ADD969073C40C27BFB5 
 

round[17].s_row: 

    C090582B5A2AD289EF9C73E42D9CEE8B 
    6875D1C4DE63E5A00B47D9A30CED58A8 

    03E6C67A01275ADCB9953A9BB9BBBFDD 

    5D18F8EB59EA0BB596EE0AF265EAE7D5 
 

round[17].m_col: 

    5231B90D74321FC6895651A7FC91D930 

    B928A73C359E30B24E22B611381C4CA1 
    706830893E478B3130387EC3AE4BFE78 

    FAA5F641FADF5C281D840B38454FC7AF 

 
round[17].r_key: 

    593F85C1CC45D9D2AA23DC4D056C6FEB 

    08C3341F8BAF7AE2F89B2B5943549E10 
    9F03281BB8B91ED201C1E4012EE0FC0D 

    1B3FE4FBC87FAC3DB5112BCB96D8F23E 

 

round[17].xor_rkey: 
    0B0E3CCCB877C61423758DEAF9FDB6DB 

    B1EB9323BE314A50B6B99D487B48D2B1 

    EF6B189286FE95E331F99AC280AB0275 
    E19A12BA32A0F015A89520F3D3973591 

 

round[18].s_box: 
    95174C6A1C97192D4FB5EDE325C00DB4 

    BE03A802F6264E318A0C5BE9F5D17990 

    8DE562B618290F76727F95939BC39AA6 
    529D2B3F9E18424AC54749F00D86789F 

 

round[18].s_row: 

    95472B9318D14EB44F17493F9B297931 
    BEB54CF09EC30F908A03ED6A0D189A76 

    8D0CA8E31C8642A672E55B022597784A 

    527F62E9F6C0199FC59D95B6F5260D2D 
 

round[18].m_col: 

    C7AB0983E21265D8FBEE77262D1283C2 
    F9116FDFE044C0C681CAB69389C86E5D 

    F27ECCF78B19441C9F6EC9053AC403C4 

    6336AD69D1865A3AAD5AAABBE6646DB5 

 
round[18].add_rkey: 

    4A26E31B811C356AA61DD6CA0596231A 

    67BA8354AA47F3A13E1DEEC320EB56B8 
    95D0F417175BAB662FD6F134BB15C86C 

    CB906A26856EFEB7C5BC6472940DD9D9 

 
CIPHERTEXT: 

    4A26E31B811C356AA61DD6CA0596231A 

    67BA8354AA47F3A13E1DEEC320EB56B8 
    95D0F417175BAB662FD6F134BB15C86C 

    CB906A26856EFEB7C5BC6472940DD9D9 

 

Kalyna-512/512 decryption 

 
KEY: 

    3F3E3D3C3B3A39383736353433323130 

    2F2E2D2C2B2A29282726252423222120 
    1F1E1D1C1B1A19181716151413121110 



 

 

105 

    0F0E0D0C0B0A09080706050403020100 

 

CIPHERTEXT: 

    7F7E7D7C7B7A79787776757473727170 
    6F6E6D6C6B6A69686766656463626160 

    5F5E5D5C5B5A59585756555453525150 

    4F4E4D4C4B4A49484746454443424140 
 

round[18].rkey: 

    98C03D94F13E485F1255DF35C843E984 
    8DD15AF5F69849047E6913E2E46A7FD4 

    40A845AB822D1D4C42897479DF3DC41B 

    5CC9C594575686CEFFDD939BB3CA2590 

 
round[18].sub_rkey: 

    E7BD3FE8893B31196521963EAB2E88EB 

    E29C127774D11F64E9FC51827EF7E18B 
    1FB617B1D82C3C0C15CDE0DA73148D34 

    F38487B7F3F3C2794868B1A88F771BB0 

 
round[18].m_col: 

    FE8350F9596E1B29F02AD90C1FC24A23 

    08EB11FB6F49E5B81D1453A3F5D02762 

    A75D4C9C5C0911E9254E1D991C9728F1 
    C4C333C0944BD7E0A554FF1D6488B52F 

 

round[18].s_row: 
    FE2A11A35C97D72FF0EB539C1C4BB529 

    08144C9994881B231D5D1DC0646E4AB8 

    A74E331D59C2E56225C3FFF91F4927E9 
    C454500C6FD011F1A583D9FBF50928E0 

 

round[18].s_box: 
    828044C9847742210D02286DB8A30394 

    7E393C4FBC16D84C12358A97E2C110FA 

    F64B7F9B07F17B72F9ABE14628599048 

    D83C94731CE34483667E019C7B9698FE 
 

round[17].r_key: 

    E6D9AE46A5FAEA88FE56376A8A4D5AB0 
    B4A5B46E8CBB3BD751EAD50A09D14C9F 

    7340196B009EC79D5399E502FE9FCF2A 

    27676CADCBB56DC151F0CF11858600B0 
 

round[17].xor_rkey: 

    6459EA8F218DA8A9F3541F0732EE5924 

    CA9C882130ADE39B43DF5F9DEB105C65 
    850B66F0076FBCEFAA320444D6C65F62 

    FF5BF8DED7562942378ECE8DFE10984E 

 
round[17].m_col: 

    3C0ABA664B6FED3E842C45AA41065484 

    CE6FE982DF6CA245D6B036B613FABB76 
    87190FF0BBB09F0531D1048865ED3AC3 

    9FB48D44DA7E7C78651EED63FD15B52E 

 
round[17].s_row: 

    3C2CE9B6BBED7C2E846F36F0657EB53E 

    CEB00F88DA15ED84D6190444FD6F5445 

    87D18D634B06A27631B4ED66416CBB05 
    9F1EBAAADFFA9FC3650A458213B03A78 

 

round[17].s_box: 
    DCE18B923EF56DA1915C5DF359840329 

    B29E956985118DCEED56F1611B5CF633 
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    0A4887861D7BAFE3B7138D2F5F731688 

    7DB3086709470C90598D06D2E69EB3E7 

 

round[16].r_key: 
    9FCF2A27676CADCBB56DC151F0CF1185 

    8600B0E6D9AE46A5FAEA88FE56376A8A 

    4D5AB0B4A5B46E8CBB3BD751EAD50A09 
    D14C9F7340196B009EC79D5399E502FE 

 

round[16].xor_rkey: 
    432EA1B55999C06A24319CA2A94B12AC 

    349E258F5CBFCB6B17BC799F4D6B9CB9 

    47123732B8CFC16F0C285A7EB5A61C81 

    ACFF9714495E6790C74A9B817F7BB119 
 

round[16].m_col: 

    CF1A62802AB0AA985FCE5479EC888D5A 
    71D233D412306F274976B13BC57C89E4 

    16CACCC918128166556BED8D1C7A5DA5 

    BA0D07CF0ADD30F7A110FE0D38716725 
 

round[16].s_row: 

    CFCE333B187A30255FD2B1C91CDD6798 

    7176CC8D0A71AA5A49CAEDCF38B08D27 
    166B070D2A886FE4550DFE80EC308966 

    BA106279127C81A5A11A54D4C5125DF7 

 
round[16].s_box: 

    EC007FEE86D1991C020C7AFBB8E2FFED 

    08BB6401D2A2F7E52C5F8D4D6C9E878E 
    5541A422F716BBAA7F69B8DEB970C72F 

    7A3D181DE83061DC3F40F608A86883D3 

 
round[15].r_key: 

    6EE6585393E1EE1B135205F0A2AA9DCB 

    7261FD305AF67A44615EECA32F1AF6DC 

    3E9ED8552F8E2184212A29ADAD8BFAAF 
    395EC388282AD278E2B3C8BB565E14CA 

 

round[15].xor_rkey: 
    82E627BD15307707115E7F0B1A486226 

    7ADA993188548DA14D0161EE43847152 

    6BDF7C77D8989A2E5E43917314FB3D80 
    4363DB95C01AB3A4DDF33EB3FE369719 

 

round[15].m_col: 

    1E967AF412155E06D9EEF54E351FEE4D 
    3F895FFA41C692548D072B28FE44CB46 

    7E0123010E9ACBB0CBA22BCB1046AC43 

    2AAC6E7C10367D0A47D003B38E28BF06 
 

round[15].s_row: 

    1EEE5F280E467D06D9892B011036BF06 
    3F0723CB10285E4D8D012B7C8E15EE54 

    7EA26EB3121F9246CBAC03F435C6CBB0 

    2AD07A4E4144CB434796F5FAFE9AAC0A 
 

round[15].s_box: 

    6F4FD57C27B14DC5E56C12B6E31AD3C5 

    8C9CD9E0E3C37E03EFF2127B7811AD0C 
    D485750BE8DC481213DE4345C4EA4ED1 

    F7E32A065F364E8A5E64D16E82C468C4 

 
round[14].r_key: 

    8BFAAF395EC388282AD278E2B3C8BB56 
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    5E14CA6EE6585393E1EE1B135205F0A2 

    AA9DCB7261FD305AF67A44615EECA32F 

    1AF6DC3E9ED8552F8E2184212A29ADAD 

 
round[14].xor_rkey: 

    E4B57A457972C5EDCFBE6A5450D26893 

    D288138E059B2D900E1C09682A145DAE 
    7E18BE7989217848E5A407249A06EDFE 

    ED15F638C1EE1BA5D045554FA8EDC569 

 
round[14].m_col: 

    779EDA9AF81061FB18756FC4EF00153A 

    F49ADA1377BBF638DC9C033A3D2E37F2 

    CE0DBE23DAFE0E1A2E20E44B0D8666E8 
    5F840FF7D4279EC5292E84CB00E29B86 

 

round[14].s_row: 
    7775DA3ADA869E86189A03230D279BFB 

    F49CBE4BD4E2613ADC0DE4F700101538 

    CE200FCBF800F6F22E84849AEFBB371A 
    5F2EDAC4772E0EE8299E6F133DFE66C5 

 

round[14].s_box: 

    79286E3C8597534786C4434CD3FB259C 
    388AC505C6CCEB3C406919D3A43D6B41 

    B26F95E0D583E02850C5CE89C101963B 

    02326E5D79323A36E924BB18CE9378B7 
 

round[13].r_key: 

    960C0ED1D55D6345CEC2D12BE6F9A433 
    EAFF35706A8BFB92B1AC05DCE9641701 

    AA2A7035EB4ADB4611540BDAE457EF2C 

    9F46A4B2131CE39F641F95399AC82BE8 
 

round[13].xor_rkey: 

    EF2460ED50CA300248069267350281AF 

    D275F075AC4710AEF1C51C0F4D597C40 
    1845E5D53EC93B6E4191C55325567917 

    9D74CAEF6A2ED9A98D3B2E21545B535F 

 
round[13].m_col: 

    CCF07F22784BF5B91D6C5FF525A11611 

    80239CE20E8B27709188F8E811CAAA10 
    E26AC5B4C813E00B9216A874C5C332FB 

    35FCBADB4BCB502A013610BCC67E0AC8 

 

round[13].s_row: 
    CC6C9CE8C8C350C81D23F8B4C5CB0AB9 

    8088C5744B7EF511916AA8DBC64B1670 

    E216BABC78A1271092FC1022258BAA0B 
    35367FF50ECAE0FB01F05FE21113322A 

 

round[13].s_box: 
    49736536DFAB945412BAFCDBA805E6AC 

    FF16E8EC1D84D1279E9B937A2FA31E30 

    524C0871A057908230665010F9B0F7E8 
    C41AE71E275F2D9CA2F3D5BEA106C807 

 

round[12].r_key: 

    57EF2C9F46A4B2131CE39F641F95399A 
    C82BE8960C0ED1D55D6345CEC2D12BE6 

    F9A433EAFF35706A8BFB92B1AC05DCE9 

    641701AA2A7035EB4ADB4611540BDAE4 
 

round[12].xor_rkey: 
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    1E9C49A9990F26470E5963BFB790DF36 

    373D007A118A00F2C3F8D6B4ED7235D6 

    ABE83B9B5F62E0E8BB9DC2A155B52B01 

    A00DE6B40D2F1877E82893AFF50D12E3 
 

round[12].m_col: 

    BB8FDBD2C9C5E81A55FCFDC17935C25C 
    C694D50DDFC4E752C945BBE799B52742 

    C65BDA251CCA772EFEC97772BA742687 

    BF0DEAE431E91A03551B43ADB896B82B 
 

round[12].s_row: 

    BBFCD5E71C741A2B5594BB25BAE9B81A 

    C645DA723196E85CC95B77E4B8C5C252 
    C6C9EAADC935E742FE0D43D279C4272E 

    BF1BDBC1DFB57787558FFD0D99CA2603 

 
round[12].s_box: 

    3E6651D0B8D3B4C77FC2161C7A08693B 

    2F656E60B764DED7145363AADB181309 
    2F82CBEB14D9EAAE8269BF3D189490A1 

    2992F39E097563D67F997922BB5FC911 

 

round[11].r_key: 
    5BF6FA6800DDB7EAB72207EDCAEA4BE0 

    32B17BD159F53409557B3D5937AC33BD 

    7108908144534C705F59BD1325EE3A7A 
    0DD48DC1DE569F3C558DE51DAD7BC277 

 

round[11].xor_rkey: 
    6590ABB8B80E032DC8E011F1B0E222DB 

    1DD415B1EE91EADE41285EF3ECB420B4 

    5E8A5B6A508AA6DEDD30022E3D7AAADB 
    24467E5FD723FCEA2A149C3F16240B66 

 

round[11].m_col: 

    76FCFEBC24B47325BBD30462B2F782AD 
    9AD30988A97D152AF045660D4F777E04 

    1C7E08BF776EB61AA284D1FB25FBEB03 

    4A4E31E79E1F06B795650FFB07407CB9 
 

round[11].s_row: 

    76D3090D77FB06B9BBD366BF251F7C25 
    9A4508FB9E4073ADF07ED1E707B4822A 

    1C8431FB24F71504A24E0FBCB27D7E1A 

    4A65FE62A977B60395FC04884F6EEBB7 

 
round[11].s_box: 

    AFCA382279EDEDAC3ECA788DF9DC6D1C 

    2665C29C32A9B0EB0D842ED0D913CF07 
    B8C5AE9C72336BA7AE4B95717690773B 

    4B14B8725DC9C1110B66F16923C1A91A 

 
round[10].r_key: 

    EE3A7A0DD48DC1DE569F3C558DE51DAD 

    7BC2775BF6FA6800DDB7EAB72207EDCA 
    EA4BE032B17BD159F53409557B3D5937 

    AC33BD7108908144534C705F59BD1325 

 

round[10].xor_rkey: 
    41F0422FAD602C72685544D8743970B1 

    5DA7B5C7C453D8EBD033C467FB1422CD 

    528E4EAEC348BAFE5B7F9C240DAD2E0C 
    E727050355594055582A81367A7CBA3F 
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round[10].m_col: 

    2640074EBA5EB18614269F1D21D4C787 

    23EFFF860A055371493FA5BBE6F458B6 

    EF31726B2D1ACA4EF5F4B6C76F1A9C49 
    618B8BD11F39BDC7592F28CCF607BC22 

 

round[10].s_row: 
    2626FFBB2D1ABD2214EFA56B6F39BC86 

    233F72C71F07B1874931B6D1F65EC771 

    EFF48BCCBAD453B6F58B284E2105584E 
    612F071D0AF4CA4959409F86E61A9CC7 

 

round[10].s_box: 

    BF31E1E1AC40BC107CA441E21CD8A747 
    56762FAF289C7AD62C20C12CBEE6885F 

    C125FB357A7828927BB098068ABFE306 

    33D2A49BD225B2A807A90C47FA4065AF 
 

round[9].r_key: 

    34844549D7CCD2614CAF999621D04AE6 
    E4E761902EAE3200BD7272547B0D5F3E 

    E6D1D63DDE071BFF1AAE96D187DCF1F4 

    BA9B849636BB67541B02E47B4263A81E 

 
round[9].xor_rkey: 

    8BB5A4A87B8C6E71300BD8743D08EDA1 

    B2914E3F063248D69152B378C5EBD761 
    27F42D08A47F336D611E0ED70D6312F2 

    8949200DE49ED5FC1CABE83CB823CDB1 

 
round[9].m_col: 

    8EB026A5F50087F0B90DA3B63BB26F59 

    11373C833B855A2FED1194C7A02CFCCF 
    7C9FDD92C02B2C2A2037E2063544CB9F 

    7187E71A7CBE482E3FF813FE03A520D7 

 

round[9].s_row: 
    8E0D3CC7C04448D7B937949235BE20F0 

    1111DD067CA58759ED9FE21A03006F2F 

    7C37E7FEF5B25ACF208713A53B85FC2A 
    71F826B63B2C2C9F3FB0A383A02BCB2E 

 

round[9].s_box: 
    786921AFF2365F93EB5D1459C4E5A8F3 

    A188BEC5FC7D80F4F338673BC583BB21 

    FC5DEAD47B0BEC4DCDE4E2DC77CB0707 

    080FC99277E131918C9E1717A7614EA1 
 

round[8].r_key: 

    DCF1F4BA9B849636BB67541B02E47B42 
    63A81E34844549D7CCD2614CAF999621 

    D04AE6E4E761902EAE3200BD7272547B 

    0D5F3EE6D1D63DDE071BFF1AAE96D187 
 

round[8].xor_rkey: 

    A498D51569B2C9A5503A4042C601D3B1 
    C220A0F17838C9233FEA06776A1A2D00 

    2C170C309C6A7C6363D6E26105B9537C 

    0550F774A6370C4F8B85E80D09F79F26 

 
round[8].m_col: 

    4EAC3060E2D37F4EA3FC395DDEF0AB50 

    0234EB5BF58B2AF6D960C42A6C71F075 
    62AB2207CF1193BF5686EF58E678683D 

    DB5495B6E0A141E282FDDE2B93C7B2C1 
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round[8].s_row: 

    4EFCEB2ACF7841C1A334C407E6A1B24E 

    02602258E0C77F50D9ABEFB693D3ABF6 
    6286952BE2F02A755654DE60DE8BF0BF 

    DBFD305DF571933D82AC395B6C1168E2 

 
round[8].s_box: 

    F466A907ECAE3B9E22EC32A6FA573E06 

    A95E052019FCE7B5E54649922ECAACA4 
    DD979AC752F3DCA5FE3C3D6F9BB0828D 

    6B6399317BA20013CFDEF47F0688DBBE 

 

round[7].r_key: 
    6AF398D679DD5E44373F6E0046EF7D2C 

    1811C3EEB79C3C3C318798F419843CCC 

    1A3B0E81E3EB16993DB77B793D20870D 
    454F42C076BA2CAD468083096A305939 

 

round[7].xor_rkey: 
    9E9531D1957365DA15D35CA6BCB8432A 

    B14FC6CEAE60DB89D4C1D166374E9068 

    C7AC9446B118CA3CC38B4616A6900580 

    2E2CDBF10D182CBE895E77766CB88287 
 

round[7].m_col: 

    EF6AF2CE89C438B1617B597D5E9078A4 
    645A3056497B202F98AB079FDDA59BB8 

    E5495503A338E1021EFE133E0B5A589D 

    CCF445EF8531794836949D634E0ADD31 
 

round[7].s_row: 

    EF7B309FA35A7931615A07030B31DDB1 
    64AB553E850A38A4984913EF4EC4782F 

    E5FE4563899020B81EF49DCE5E7B9B02 

    CC94F27D49A5E19D366A5956DD385848 

 
round[7].s_box: 

    C15A999122F4D25033F4A411AD20BE5B 

    E2465629F88D6F98A659E2DFF4943521 
    A39306868E0DA8FA6F254C3ACB5A2523 

    49C2BAE62C7D1FD5749B0F3821B4E355 

 
round[6].r_key: 

    20870D454F42C076BA2CAD468083096A 

    3059396AF398D679DD5E44373F6E0046 

    EF7D2C1811C3EEB79C3C3C318798F419 
    843CCC1A3B0E81E3EB16993DB77B793D 

 

round[6].xor_rkey: 
    E1DD94D46DB6122689D809572DA3B731 

    D21F6F430B15B9E17B07A6E8CBFA3567 

    4CEE2A9E9FCE464DF319700B4CC2D13A 
    CDFE76FC17739E369F8D960596CF9A68 

 

round[6].m_col: 
    BDA6ADC29293AC73F5FBFF8BE4A26DA5 

    F19C5306C0282C77E762F357506A99AE 

    C01C87484B84D943007EC3658D37F416 

    24D338A0072EE28C27A40CA11BDE455F 
 

round[6].s_row: 

    BDFB53574B37E25FF59CF3488D2E4573 
    F162876507DEACA5E71CC3A01B936D77 

    C07E38A192A22CAE00D30CC2E4289943 



 

 

111 

    24A4AD8BC06AD91627A6FF065084F48C 

 

round[6].s_box: 

    B3ED28FC1D5D67667B8AC355EF320604 
    BA7980A3D9DA68DC511546878D91848B 

    F2846F5830853152A4CAFD9545C3928A 

    727C2699F29B012D4FE7E1C5D6C5159A 
 

round[5].r_key: 

    7ABF1C948560329A3ADB72EAF96939C6 
    C32280C2190892662B53B1C4BE93FAAC 

    278CD9FB41142C97E6C4C075C03AB865 

    3D55C6C2361C0FB381BB07F3EE5509ED 

 
round[5].xor_rkey: 

    C9523468983D55FC4151B1BF165B3FC2 

    795B0061C0D2FABA7A46F74333027E27 
    D508B6A371911DC5420E3DE085F92AEF 

    4F29E05BC4870E9ECE5CE63638901C77 

 
round[5].m_col: 

    A4C9D5EF4942C81326DD46DA423CA635 

    70A253EE8435187E0B97D60FD61A2D4F 

    29E427A5E9EA27A53ED0D92FDEBA7AD0 
    CC3B5F9BBCAA18C87BDBE8461DF887C4 

 

round[5].s_row: 
    A4DD530FE9BA18C426A2D6A5DEAA8713 

    7097272FBCF8C8350BE4D99B1D42A67E 

    29D05F46493C184F3E3BE8EF42352DA5 
    CCDBD5DA841A27D07BC946EED6EA7AC8 

 

round[5].s_box: 
    3DE228C3B51B5A5DBF8573DC9B278018 

    977790215C0F2BD9ADA8016812103081 

    E9E3D5122C555A4920A5DEDF44D92CDC 

    49EE51B8914090AD6D82EE53ED042A54 
 

round[4].r_key: 

    3AB8653D55C6C2361C0FB381BB07F3EE 
    5509ED7ABF1C948560329A3ADB72EAF9 

    6939C6C32280C2190892662B53B1C4BE 

    93FAAC278CD9FB41142C97E6C4C075C0 
 

round[4].xor_rkey: 

    075A4DFEE0DD986BA38AC05D202073F6 

    C27E7D5BE313BF5CCD9A9B52C962DA78 
    80DA13D10ED598502837B8F41768E862 

    DA14FD9F1D996BEC79AE79B529C45F94 

 
round[4].m_col: 

    283615ED7BEE50691B2ABF01D4F5D08C 

    C78311AE6BADAEA74976F1789CA93453 
    DAEB896FEF0D4C6AC8B0DC7F1D2127D6 

    7B38D106002839922CD01A59B5A4850B 

 
round[4].s_row: 

    282A1178EF21390B1B83F16F1D288569 

    C776897F00A4508C49EBDC06B5EED0A7 

    DAB0D1597BF5AE53C8381AEDD4AD346A 
    7BD015016BA94CD62C36BFAE9C0D2792 

 

round[4].s_box: 
    738044E7C1F8F4E88D7EE4B412C327BC 

    75BBC7F8A47C949A2C020DC59A4F58C0 
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    859E2EF46D1CC416DFB4B424C6DFF9CC 

    6DE36BB604AC3C4A161AD35248699059 

 

round[3].r_key: 
    AAC40DA0DFE7DD98A3C0E63B2B40CD20 

    F474D504D7C2076D2C7A0E475E355CE3 

    029B22C288AC137514446EC52D75BF56 
    5AD96E1C1A6BDA477636C46E069EA5A6 

 

round[3].xor_rkey: 
    D94449471E1F29702EBE028F3983EA9C 

    81CF12FC73BE93F700780382C47A0423 

    87050C36E5B0D763CBF0DAE1EBAA469A 

    373A05AA1EC7E60D602C173C4EF735FF 
 

round[3].m_col: 

    22DA1D793AAB119B190A728DDFFD5A8D 
    CA6FAADDF75AF18F7674CF0E4142011F 

    A8D24A5551DB5C03ABFE407FB0F17C08 

    1DBB694315FD3145E6C7E2BF0BEB30C7 
 

round[3].s_row: 

    220AAA0E51F131C7196FCF55B0FD309B 

    CA744A7F15EB118D76D240430BAB5A8F 
    A8FE69BF3AFDF11FABBBE279DF5A0103 

    1DC71D8DF7425C08E6DA72DD41DB7C45 

 
round[3].s_box: 

    708DF743EAC0AEAF395C912A8B639968 

    FBD310F82A024401AF0C9E8AAD46EC85 
    0093A18D9363E40F4A01671D09F4D411 

    12FC8A01D0102439FA812F7D5FEE6D33 

 
round[2].r_key: 

    75BF565AD96E1C1A6BDA477636C46E06 

    9EA5A6AAC40DA0DFE7DD98A3C0E63B2B 

    40CD20F474D504D7C2076D2C7A0E475E 
    355CE3029B22C288AC137514446EC52D 

 

round[2].xor_rkey: 
    0532A11933AEB2B55286D65CBDA7F76E 

    6576B652EE0FE4DE48D106296DA0D7AE 

    405E8179E7B6E0D888060A3173FA934F 
    27A069034B32E6B156925A691B80A81E 

 

round[2].m_col: 

    F77F3AFE062C0191640A11BF3D750F4C 
    03A17B2D1DBFE52BC722D00A8A617C8F 

    032B2E66D052D46BA98B66D626B5977D 

    1C366C3248DA6F923F2F35AE59E26F60 
 

round[2].s_row: 

    F70A7B0AD0B56F6064A1D06626DA6F91 
    03222ED648E2014CC72B6632592C0F2B 

    038B6CAE0675E58FA93635FE3DBF7C6B 

    1C2F3ABF1D61D47D3F7F112D8A529792 
 

round[2].s_box: 

    D08D59C4E475BB6FE257582FBF81BBF9 

    C526474A61CCD4F67561784E07E195C7 
    C5B0765203287B855D1A4FD4CE876DE2 

    B8D2B38D12D61BE68CF94414B6CD5B59 

 
round[1].r_key: 

    A18071E1A12F9FA68E67BAB6699A6A0A 
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    81E8161C01BD0D7CEB155308A72773FC 

    96E926C9E7392C3EF6E7FE7353D0BD18 

    C6CD8929062FBC7B491C04FE6AD7C797 

 
round[1].xor_rkey: 

    710D2825455A24C96C30E299D61BD1F3 

    44CE51566071D98A9E742B46A0C6E63B 
    5359509BE41157BBABFDB1A79D57D0FA 

    7E1F3AA414F9A79DC5E540EADC1A9CCE 

 
round[1].m_col: 

    916E9E60C3E18529ABD8346EE78E0C71 

    7E705B52B14F6454EFCE9E91694C46F0 

    094B0D2CC049F10396C661C75F0FD60F 
    5090346BF97860A8BF387118DC3675A1 

 

round[1].s_row: 
    91D85B91C00F60A1AB709E2C5F787529 

    7ECE0DC7F9368571EF4B616BDCE10C54 

    09C63418C38E64F096907160E74F4603 
    50389E6EB14CF10FBF6E34526949D6A8 

 

round[1].s_box: 

    9E3E9DF9F2297C584AA6535E02AED694 
    D400B6AF691A275FC1A3EBE240B5FD0C 

    0FEAF95C6E52CDF3540D1A6F51C8EE11 

    D6B453429F50E4C329C1F90992597376 
 

round[0].sub_rkey: 

    CE80843325A052521BEAD714E6A9D829 
    FD381E0EE9A845BD92044554D9FA46A3 

    757FEFDB853BB1F297FF9D833B75E66A 

    AF4157ABB5291BDCF094BB13AA5AFF22 
 

PLAINTEXT: 

    CE80843325A052521BEAD714E6A9D829 

    FD381E0EE9A845BD92044554D9FA46A3 
    757FEFDB853BB1F297FF9D833B75E66A 

    AF4157ABB5291BDCF094BB13AA5AFF22 

 


