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“Lord searches every heart and understands every desire and every thought.”
1 Chronicles 28:9, NIV

1 Introduction

1.1 Goals and Challenges

“Cryptography is about replacing trust with mathematics.”” Cryptographic obfuscation — one of cryptography’s
aspiring branches, the subject of this study — focuses on the possibility of replacing trust in software users with
mathematics. From another perspective, research on obfuscation is seeking the answer to the question whether
all possible descriptions of a computer program are inherently understandable or there exist methods that enable
programs to preserve their secrets.

Everyday experiences might suggest a positive answer as anyone who has ever tried to understand an
unfamiliar program code experienced that finding out how a program works can be really difficult. Even famous
results from the theory of computation seem to allude that transparency is not the natural state of programs.
For instance, the non-decidability of the Halting Problem [ ] indicates that based on a description of an
arbitrary program and an input to it, we cannot always determine whether it will ever terminate or not. Rice’s
Theorem | | is even more suggestive. Intuitively, it says that there is no general method to check whether
a program performs a specific (non-trivial) task. It is tempting to conclude that sufficiently complex programs
are hopeless to understand, and thus information can be hidden in them. Note, however, that these results are
implied even by a single contrived example and do not say anything about the rest of the programs. In fact, the
ambitious goal of general-purpose obfuscation is to argue that the inner workings of all interesting programs
can be hidden from anyone with full access to the program.

But what makes a program interesting from the viewpoint of obfuscation? There are programs that we call
“learnable” because by executing them on sufficiently many inputs, the program can be efficiently reconstructed
merely from the resulting input-output pairs. “hello, world” is the simplest example, where any attempt to
hide something related to the functionality is pointless because by nature it entirely reveals how it works.
But not only trivial programs of no utility can be learnable. | ], for instance, has shown that black-
box access to confidential Machine Learning (ML) models is sufficient for the duplication (in other words for
stealing) the model without prior knowledge on any parameters or the training data. Such attacks are called
“model extraction”, which are applicable to any real-life models that are deployed with publicly available query
interfaces such as Amazon Machine Learning | ] or BigML [Big]. As the attack makes no use of the source
code of the ML model, any countermeasures would try to hide the details of the model in vain just like in
case of any other learnable programs. On the other hand, there are plenty of other programs which cannot be
reverse-engineered in a black-box way (e.g., plaintext-ciphertext pairs of a symmetric-key encryption algorithm
do not leak the key), and in the rest of this work, we focus on these unlearnable programs.

In fact, the huge demand for preventing reverse-engineering and intellectual property protection of software
made heuristic solutions prevalent in practice as cryptography has not been able to offer viable methods for
these problems up until now. In software engineering the term “code obfuscation” refers to techniques that
aim to make the source code (or machine code) hard to understand both for humans and automated tools,
however, the success of this effort is rather doubtful and largely depends on the actual state of the arms race
between code obfuscator tools and code analyst techniques. The reason behind this is that all code obfuscation
techniques rely on security via obscurity, contradicting the basic principles of cryptography, where it is always
assumed that “the enemy knows the system being used” [ ], and precisely formulated security guarantees
are expected to be fulfilled. One of the most urgent tasks of cryptography is to provide usable techniques that
meet some rigorous definitions of obfuscation security in order to exceed current vague methods just like it has
happened in case of securing communications by means of real cryptographic algorithms in the 20th century.
This survey is dedicated to the first steps of this process; for further details on the known techniques in daily
use, we refer to the first taxonomy in | ] and recent surveys | , ]

Before turning towards the cryptographic approach, we have to clarify that programs are characterized
by their functionality, i.e., their input-output behaviour, and their description which varies with the chosen
language and also with the programmer who prepared it. Obfuscation is a program transformation (a compiler)
denoted by O that preserves the functionality of the input program but alters its description such that it does
not affect the performance significantly (a moderate slowdown can be tolerated), and the resulting description
is in some sense unintelligible. The goal of cryptography is to give a rigorous and yet realizable definition for
the latter elusive requirement. An intuitive but very strict formulation of unintelligibility is to expect that
a program description reveals no more information about the program than its functionality does, which is
public anyway. Practically, for this, the program needs to work as a virtual black-box (hence the name Virtual
Black-Box (VBB) obfuscation | ]) that reveals the output for each queried input, but nothing more. A

»l

1 According to the neat definition of Boaz Barak | 1.



naive attempt that comes to mind to realize a VBB secure obfuscator is to describe the program by its lookup
table that contains all possible input-output pairs, but nothing more, thus, satisfying the security requirement.
Unfortunately, the storage requirement of this approach is exponentially large in case of most useful programs,
hence, making it completely impractical. It also harms the slowdown requirement of obfuscation as returning an
output on some input would require a look-up operation in that exponentially large storage. This relationship
of (in)efficiency and (in)security illustrates the inevitable challenge that obfuscation has to face’. Namely,
compression of a lookup table works by exploiting, and thus, revealing the structure of the function or program.
From this perspective, the study of obfuscation asks whether it is possible to represent programs concisely
without entirely revealing its structure to a computationally bounded adversary.

1.2 Related Concepts — A Brief Comparison

Obf. FHE FE mpc | REor GES
Garbling
Input Plaintext | Ciphertext | Ciphertext | Ciphertext | Ciphertext | Ciphertext
Output Plaintext | Ciphertext | Plaintext | Plaintext | Plaintext |Ciphertext or 0
# of possible evaluations| Any Any Any 1 1 Any
Is the function public? No Yes Usually Yes Yes No Yes

Table 1: Comparison with related concepts in cryptography that aim to secure computation without relying on
trusted hardware.

Before going ahead, let us illustrate the challenges of obfuscation from yet another angle. Relaxing the
problem to hiding only a single value that is an integral part of the program (e.g., a key) instead of the entire
inner structure, we still have to find a way to use this value in order to produce the output while maintaining
its security throughout the whole computation. This scenario is reminiscent of securing computation on hidden
data for which several solutions were proposed in the literature. In order to prevent misconceptions about the
goal of general-purpose obfuscation, we briefly compare it with related concepts, highlighting the similarities
and the differences (see also Table 1). As it will turn out later, understanding the similarities can get us closer
to the realization of obfuscation, but computation on hidden data is not equivalent to program obfuscation.

White-Box Cryptography. White-Box Cryptography (WBC) is a strict attack model for cryptographic prim-
itives, in which the endpoints of communication are not assumed to be trusted, contrary to traditional
black-box models (e.g., CPA, CCA). In this model, the attacker can inspect, even modify the imple-
mented code and also the execution environment of a primitive e.g., a block cipher with the embedded
secret key. The theoretical foundations of WBC were investigated in | , , ], while
the first white-box implementation (for fixed key DES) was proposed by [ | which was broken
almost immediately [ | just like subsequent other proposals (see [ , §2] and the references
therein). Clearly, any prospect “WBC-compiler” that turns a primitive with black-box model security
to a white-box secure one is essentially a special purpose obfuscator for the given functionality, and thus
the problem of constructing WBC-secure primitives can be regarded as a special case of general-purpose
obfuscation. (Note, however, that WBC is an attack model in which secure solutions can also be built
directly, without using a compiler.)

Secure Multi-Party Computation. Secure Multi-Party Computation (MPC) aims to enable n parties to
jointly compute an n variate function f on their inputs (often through several rounds of interaction),
without revealing their inputs to the other parties. Since the publication of the seminal work of Yao
[ ], various aspects of this problem have been investigated, and several elegant solutions (both the-
oretical and practical) have been proposed | ]. Compared to obfuscation, MPC can only guarantee
the security of a jointly executed computation if at least one of the parties is honest, while obfuscation
needs to achieve this in the presence of a single untrusted party. Nevertheless, MPC and obfuscation are
closely related problems (see [ , ]) which is also reflected by the fact that the starting-point
of many candidate obfuscator schemes is Kilian’s protocol for secure two-party computation | ].

Garbled Circuits and Randomized Encodings. The famous solution of Yao for secure two-party compu-
tation with his so-called “garbled circuits” | , ] is puzzling from the perspective of obfuscation
because by using the garbling of a circuit C' (representing some function) and an encoding of input z, C(x)
can be computed, but nothing else, which also coincides with the functionality of Randomized Encoding
(RE) (see §2.2.3). This is truly the goal of obfuscation as well, although garbling and RE are restricted

2 This viewpoint of the problem was taken from the inspiring talk of Amit Sahai [ ]



to one-time use, meaning that for different inputs new garblings are necessary. As | | pointed out,
even reusable garbled circuits alone are not enough to achieve obfuscation. Regardless of the one-time use
limitation, RE has a significant role in the realization of obfuscation that we discuss in §4.

Fully Homomorphic Encryption. The holy grail of cryptography, as Fully Homomorphic Encryption (FHE)
is often referred to [ ], enables one to compute arbitrary functions on hidden data. While using
traditional cryptosystems, one has to sacrifice flexible handling of data in order to secure it, FHE allows
one to execute any computation on encrypted data x, without decryption or even knowing the secret key.
The output of such homomorphic evaluation of some function f results in a valid ciphertext that, when
decrypted with the secret key, gives the correct result f(z) of the computation. Albeit in our previous
example of hiding only a single key in a program while keeping it functional, we exactly needed to compute
some (public) function on the hidden key, FHE cannot help to do this because we either could not decrypt
the resulting output in the absence of the FHE secret key, or having the key, the secret itself would become
decryptable. Another issue is that obfuscation tries to hide the evaluated function while FHE works with
public functions. In spite of the differences, FHE is an important tool of current obfuscation constructions
on which we further elaborate in §2.2.1, §4.1.1-4.1.2.

Graded Encoding Schemes. A Graded Encoding Scheme (GES) | ], the generalization of a bilinear
pairing, is closely related to Somewhat Homomorphic Encryption (SHE) as — in contrast to FHE — both
permit only a limited number of homomorphic operations on ciphertexts with some additional constraint
in case of GES. Importantly, while this limitation is part of the functionality in the first case, in the other
one it is rather a functionality defect. Another key difference is that while SHE and FHE allow access
to the result of the computation in an all or nothing manner (based on the possession of a decryption
key), GES is able to provide very restricted information about the result, namely whether it is zero or
not. This little piece of information turns out to be crucial and makes this primitive extremely powerful.
In §2.2.4, we elaborate more on this and at this point highlight only that GES is the main ingredient
of all current obfuscation schemes, even if alone it can support only limited computations with partial
information about the output.

Functional Encryption. The concept of Functional Encryption (FE) | | opens the door to authorizable
computation on encrypted data with plaintext output. This is carried out by integrating the function into
the secret key such that decryption with this “functional key” reveals no more information than the result
of the computation of the function on the data behind the ciphertext. This functionality would coincide
with that of an obfuscator if FE was a public key scheme and the function could be hidden in the secret key.
Note that the obfuscation of f could consist of the FE public key and a secret key for f and the execution
of this obfuscation would involve the encryption of the input with the public key and the decryption of the
resulting ciphertext with the functional key. Unfortunately, FE with such ideal properties has not been
realized yet, moreover, several impossibility results are known for powerful variants | , ]
Nevertheless, weaker forms of FE are also in close connection to obfuscation, and even if they do not imply
it directly, they have a key role in several constructions which we discuss in §4, §6 after introducing FE
in more details in §2.2.2.

1.3 The Cryptographic Approach

Having seen the challenges towards realizing obfuscation and also plenty of examples for related concepts
(either from cryptography or from software engineering), we would like to give an intuition of the cryptographic
approach of constructing obfuscators. For this, we use the analogy with data encryption as obfuscation can
be interpreted as the encryption of programs or functions. The first observation, which is evident from the
comparison, is that we need to represent programs in a language that mathematics can handle (recall that
we would like to substitute trust with mathematics). As programming languages are designed to be intuitive
for humans, they are inappropriate for our purpose (just like human-readable data formats do not necessarily
coincide with the format used during encryption). In case of the encryption of programs, the plaintext space
corresponds to a computational model (most often the circuit model in this work), in which we represent the
program to be obfuscated. Unfortunately, in case of complex programs, this language change seems to be
troublesome today, or at least not as evident as representing data in some binary format for the purpose of
encryption. Note, however, that before the age of computers, a good representation of data for encryption
purposes was problematic too.

Regarding security, we have already mentioned the very strong and intuitive VBB paradigm. However, VBB
was proven to be impossible to realize in general | | (see later §3.1.3). Current obfuscator candidates
realize another security notion instead, called Indistinguishability Obfuscation (iO), that can be viewed as the
analogue of semantic security | ]. The security requirement considers two different descriptions, P; and P,



(that have roughly the same size) of the same program, the iO obfuscations of which should be indistinguish-
able. Recall that semantic security considers two distinct messages (of the same size) and requires that their
encryptions are indistinguishable. Noticeably, the two concepts have the same flavour; their difference lies in
the nature of the objects to be hidden. In contrast to messages, program descriptions have an extra aspect,
their functionality, that helps distinction. Since obfuscation does not want to hide the input-output behaviour,
we are interested in distinguishability based solely on the description so it is straightforward to investigate
programs with the same functionality. We say that an obfuscator/encryption scheme is iO/semantically secure
if the above requirements hold for all programs/messages (from a given program family /message space). Unfor-
tunately, it is harder to see what kind of security (if any) is guaranteed by the iO notion. Indeed, the following
transformation fulfils the iO requirement, but may not help in hiding anything.

Example 1 ([ 1) Let the iO obfuscation of program P be the lexicographically first program description
of size |P| that computes the same function as P.

This ineffective obfuscator can be seen as a “pseudo-canonicalizer” that possibly outputs a totally understand-
able description. However, it was shown | ] that for efficient obfuscators, the iO notion indeed guarantees
security, and what is more, it achieves the maximum that we can hope for (see §3.2.2 for the details). The
crux is that the iO definition is not explicit about the hidden information. One way of bridging this gap in
the application of such obfuscators is via designing programs that inherently have multiple forms, differing in
essence. The iO obfuscation of these implies that the essential difference becomes hidden in the obfuscated
programs as we cannot tell them apart (we are going to see an example of this method in §4.1.2).

The last, but at the same time, the most important question is how to realize an 1O obfuscator? The principle
is again analogous to encryption, as in obfuscation we also utilize randomization. However, this randomization
is much more involved due to the constraint that the obfuscated program must remain functional for anyone, so
the cancellation of random values cannot be tied to the knowledge of a secret key. Instead, the criterion for the
elimination of randomness is to execute all legitimate steps of the program, such that every honest evaluation
leads to the correct output, but even the tiniest deviation from the predetermined steps results only in garbage.

Implementing this high-level idea for arbitrary programs is an open problem at the date of this writing.
Current obfuscator candidates are therefore designed in two separate steps. One of them is called bootstrapping
that attempts to simplify the task by invoking related tools of cryptography. Currently, two main branches
of bootstrapping techniques are known. One assumes the existence of a restricted obfuscator, called core-
obfuscator and amplifies it, the other builds on a certain FE scheme for some limited class of functions in order
to achieve general-purpose iO obfuscation. These techniques are summarized in §4 and in Fig. 3. The other
step is to construct these primitives, that actually necessitates the use of GES, a poorly understood object
with known (and most probably with still not revealed) vulnerabilities, which threaten the security of today’s
obfuscators as well. We investigate the possible realizations of core-obfuscators and bootstrappable FE in §5-6
and summarize the different solutions in Tables 8 and 9 respectively. The uncertainty around the realizability of
general-purpose 10 motivated the study of obfuscator combiners, aiming to transform several obfuscators with
uncertain security into a provably secure one. In §7, we close our survey with these results.

Data Encryption Program Obfuscation
Representation binary/group element/. .. circuit/TM/RAM/...
Semantic Security: iO:
Security definition given any My, My (|Mo|=|M.]) | given any Py = Py (|P1]| = |P2|)
Enc(My) ~ Enc(M7) Oio[P1] ~ Oio[ 2]
Information is hidden via randomization randomization
Randomness is cancelled by using a secret key performing all legitimate
steps of the program

Table 2: A high-level comparison of data encryption and obfuscation that can be viewed as encryption of
programs (or functions).

1.4 Milestones in Cryptographic Obfuscation

For completeness, we go through the most important milestones of the history of obfuscation from the beginning
up until the date of this writing. As most cryptographic problems, obfuscation appeared first in the seminal
work of Diffie and Hellman | | from 1976. They devised the use of a so-called “one-way compiler” to convert
private-key cryptosystems to public-key ones by obfuscating the encryption algorithm with a hard-coded secret
key and using the resulting program as the public key. More than 20 years passed — during which the mentioned
Public-Key Encryption (PKE) revolutionized cryptography — when Canetti showed how to obfuscate point



functions (that output 0 on every input except one, where it returns 1), although in a different context under
the name “oracle hashing” [ ].

The formal study of the problem was initiated by Hada | ] and Barak et al. | ]. The latter work
introduced both the already mentioned VBB and iO security notions, immediately proving that VBB is too
strong to be realizable for arbitrary programs. In hand with an impossibility result and seemingly too weak
notions as alternatives (see §3 for further attempts), the study of obfuscation turned towards directions that try
to evade the impossibility, but still stick to the intuitive VBB paradigm, namely towards dealing with specific
functions (e.g., the mentioned point functions [ , ], vote mixing [ ], re-encryption | 1,
d-CNF formulas | ]), and using trusted hardware in realizing obfuscation | , ].

In 2013, the first candidate multilinear maps (a.k.a. GES) of | | broadened the toolbox of cryp-
tography that was followed by the breakthrough candidate iO obfuscator of Garg, Gentry, Halevi, Raykova,
Sahai and Waters | ] that immediately showed the applicability of the previously underestimated iO
notion by using it to realize FE for any functions. The subsequent work of Sahai and Waters | | gave rise
to a plethora of applications of iO through their “punctured programming” technique which highlighted that
together with some extra effort in program design, there is a huge potential in iO. A rapid and enthusiastic
development of iO candidates followed (which we review in §5.1-5.2), the results of which became dubious with
the increasing number of attacks on the underlying GES (see Table 4). These so-called “zeroizing attacks” do
not threaten obfuscation directly, but as it turned out, soon they led to attacks on obfuscation as well (we
discuss these and the proposed countermeasures in §5.3).

The subsequent milestone was the radically new bootstrapping approach of | , ] which built iO
from FE and not from a limited obfuscator as previous works, notably extending the list of primitives the secure
realizations of which imply iO (see Fig. 3). Making use of these new opportunities, Lin | ] initiated the

study of decreasing the role of GES in obfuscation which led to the current state of the art result according to
which iO is realizable if

e the Learning With Errors assumption (LWE) holds,
o there exist so-called 3-linear maps (the generalization of bilinear maps, see §2.2.4)
o there exists a 3-block-local Pseudo-Random Generator (PRG) with superlinear stretch (see §2.2.5).

The viability of the last two assumptions is an open question at the date of this writing showing that
cryptographic obfuscation is still in its infancy, but as Canetti states, “the study of iO has brought with it
a whole new toolbox of techniques that are intriguing in their own right, and teach us about the power and
limitations of working with encrypted computations” | ]

1.5 This Work and Related Literature

Since the publication of the first candidate solution of | |, obfuscation became a central hub of crypto-
graphic research. Cryptology ePrint Archive, the most active manuscript sharing forum of the crypto community
counts over 190 related papers 4 years after the breakthrough (while before that, less than 30 dealt with the
topic). In this survey, we would like to summarize the current state of the art of obfuscation which is still
developing rapidly. Accordingly, this work cannot be a retrospection, but rather a handrail for those who are
fascinated by the incredible opportunities offered by obfuscation, but facing troubles when trying to look up
and gather the key thoughts from an already huge number of articles that themselves are looking for the right
definitions, methods, and formulations. To help the process of bootstrapping in the field and catching up with
the latest results, in this work, we would like to provide a bird’s-eye view of the infancy of obfuscation focusing
on the development of candidate iO constructions.

Related works. Here we also recommend to the reader some related works with a bit different flavour and
scope. In their review articles Barak, | ] and Garg et al. | ] gave a high-level introduction to the
topic. Gentry | | investigated the nature of encrypted computation, focusing on homomorphic encryption.
In his thesis, Mittelbach | , §5] gave a broad introduction to obfuscation also including the details of several
used results and | , §6] surveyed results on point-function obfuscation.

Organization. Our work is structured in the following way. §2 provides a brief introduction to computational
and security models, cryptographic primitives, and assumptions that are going to appear further on. §3 is
dedicated to the different definitional approaches of obfuscation, their relations, and limitations. §4-6 deals
with the realization of these definitions, especially i0. We introduce first the current bootstrapping methods in
§4 identifying so-called bootstrappable primitives, and in §5-6, we turn our attention towards the realizations
of those. We close our survey by reviewing techniques that aim at improving the security of obfuscation by
combining the previously introduced different iO constructions.
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On the Used Notations. We denote an obfuscator, the central object in this work, with O in contrast to the
big O notation that we use as O(-). If an obfuscator needs to be specified more precisely, the achieved security
is indicated in the lower index, while the class of supported functions is specified in the upper index (e.g., Oilf)cl
corresponds to an iO obfuscator for circuits in NC'). An obfuscated program is denoted by O[P] that can be
executed on an input z, which is written as O[ P](z). This highlights the meaning of the bracket type: an input
in square brackets is always a program, and parentheses refer to some data input. As data inputs are usually
meant to be binary sequences, the ith input bit position of z is denoted by z;. Hard-coded, fix parameters of a
function, program, or algorithm are indicated in lower index (e.g., f.(:)). We use |C| to indicate the size of C'
and | to denote concatenation. (a,b) refers to the inner-product of a and b, while ® indicates tensor product.
Indistinguishability is denoted by ~ or ~ when computational indistinguishability is emphasised.

2 Background

Before coming to the point, we have to first introduce the necessary background for our study. We start with the
discussion of the first question that possibly arises when dealing with programs, namely which representation
of a computer program serves best our purposes? We are going to use two models of computation which are
introduced in §2.1. In §2.2 we provide a brief introduction of the most important cryptographic primitives that
we are going to use in subsequent sections. We close the section (§2.3) with a short discussion on the actual
and desired assumptions behind obfuscation and the security models in which proofs are provided. For any
other notion, concept or primitive that appear in this work but not included in this section (either because it
is regarded to be standard in cryptography or it is less important) we refer to the Glossary.

2.1 Representation of Programs
2.1.1 The Circuit Model of Computation

On the choice of program representation. Before turning our attention towards the study of program
obfuscation, we need to briefly elaborate on the choice of the computational model in which we are going to
imagine programs. It turns out when considering functions which take programs as their input that it matters
whether this input is represented in a uniform (e.g., Turing Machine (TM)) or in a non-uniform (e.g., circuits)
model. Informally, in the former case the program is represented by a fixed set of instructions for all allowed
inputs regardless of the input size, whereas, in a non-uniform model, the set of instructions can depend on the
input size. From another perspective, the relationship of the two models is more comprehensible: non-uniform
computation can be captured either by circuits or equivalently by TMs that take “advice” meaning that, for each
input length, the TM has access to a string that helps to solve the task. Specifically, the class P/poly includes
all polynomial time algorithms with input length n that have access to an advice string of length polynomial
in n. Apparently, this shows that any uniform algorithm is also non-uniform with an empty advice string.
Consequently, it might be possible that some forms of obfuscation are achievable for circuits but infeasible
for TMs (indeed, this seems to be the case, as we will see in §3.1.4), while if a TM obfuscator exists, then a
circuit obfuscator also exists | , Proposition 2.3]. Keeping these in mind, from now on, we are going to
use circuits as the model of computation, unless stated otherwise, because currently TM and Random Access
Machine (RAM) obfuscators® (that are out of the scope of this work) are also built from circuit obfuscators

[ ? ? ) ]

About circuits. A circuit can be described with a Directed Acyclic Graph (DAG) in which vertices are of
three types: sources (with in-degree zero), sinks (with out-degree zero), and internal vertices, called gates, which
are associated with program steps, whereas edges between them identify their dependencies. The fan-in/fan-out
of the circuit is the maximum in/out-degree of any vertex. Depth is defined as the longest directed path from
any source to any sink. A circuit is called Boolean if its gates represent Boolean operations, while arithmetic
circuits compute arithmetic functions. In this work, we consider both types, but we do not specify them when it
is irrelevant or clear from the context. For the considered complexity classes, we refer to the Glossary. Further
details on the circuit model can be found in | , §1.2.4.1.].

Universal Circuits. We briefly introduce Universal Circuits (UCs) that are “programmable” circuits in the
sense that they receive the program description as an input. It means that the two inputs of a UC are the
description® C” of a circuit C' and the input x of C. Note that both C’ and = denote ordinary bit strings.
In this way, a Universal Circuit Uy can be programmed to execute any circuit of a given size A, such that

3 We note that the definitions of TM obfuscation are almost identical to those which we present in §3, but besides its size, the
running time of a TM also has to be considered in the slowdown requirement.
4 For simplicity, later on, we are using the same notation both for a circuit and its description.



inp(1)=1 inp(2)=2 inp(3)=1 inp(4)=3 inp(5)=2

Figure 1: The computation of an MBP for input x = (1,0,1) is A1 1-A2o-As1-As1-As0.

Ux(C',x) = C(x), where |C’'| = A\. We are going to use this concept several times because it allows us to handle
programs as data while preserving the opportunity to evaluate them on certain inputs. While for our purposes
this informal definition will suffice, for further details we refer to | , §4.8] and | ]

2.1.2 Matrix Branching Programs

The drawback of the circuit model of computation is that it seems really challenging to reason that something is
indeed “hidden” in a circuit. The simplest way to evade these difficulties is to change to a more structured model,
such as Branching Programs. Many current obfuscator candidates work for programs that are represented as
Matrix Branching Programs (MBPs). This is enabled by the famous theorem of Barrington | ], which
provides a transformation of any depth-d fan-in-2 Boolean circuit C, into an MBP of 5 x 5 matrices and of
length at most 4%, which computes the same function as the circuit C (note that for an NC* circuit the length
remains polynomial in depth-d).

An MBP consists of a sequence of steps, represented by pairs of permutation matrices. In each step i, one
input bit is examined and depending on its value one of a pair of matrices (A; 0, A;1) is chosen. Finally, all
these chosen matrices are multiplied, and the output of the MBP is said to be 1, if the resulting permutation is
the identity and 0 otherwise®. The mapping between the n steps ({40, Ai,l}ie[n]) and /¢ input bits is described
by the evaluation function inp(4) : [n] - [¢] which is also part of the MBP besides the matrices. For an intuitive
example of evaluating an MBP, see Fig. 1.

Following | ], we call Dual-input MBP (d-MBP) such MBPs in which the matrix choices of the
steps depend on two input bits instead of a single one. Accordingly, d-MBPs require two evaluation functions.
Analogously to the single-input case, a d-MBP is computed by []7; Ai7winp1(i)7winp2(i) on input x.

We remark that obfuscation is going to transform the matrices of an MBP, but not its evaluation function
that still may contain some information about the program itself. Note that this is not a problem in case of
input oblivious MBPs, the evaluation function of which only depends on the input length of the circuit, but not
on the input values. Each MBP can be turned to be oblivious (with the increase of the length) compressing all
information about the program into the matrices, however, when only certain parts of a program (e.g., a key®
) need to be hidden, we do not need this property.

2.2 The Used Cryptographic Primitives
2.2.1 Fully Homomorphic Encryption

The idea of FHE, originally called privacy homomorphism, was introduced by Rivest, Adleman and Dertouzos
[ ], and it aims to evaluate arbitrary functions on ciphertexts. A bit more precisely, imagine a public key
encryption scheme with an additional algorithm for function evaluation: FHE.Eval(C, PK, CTEK) that receives
as input a circuit C, a public key PK, and a ciphertext, prepared using PK (i.e., FHE.Enc(PK,z) = CTEK).
The output of this algorithm is a new ciphertext CTZK. Moreover, it exactly corresponds to an encryption
of the value C(z) =y (i.e., FHE.Dec(SKCTSK) = C(x) = y), enabling computation on encrypted data. At
this point, recall again the basic difference between FHE and obfuscation (Fig. 1): while obfuscation aims to
hide computation itself working with ordinary inputs and outputs, FHE realizes computation on hidden data
resulting in a hidden output, meaning that not the function f is concealed, but its effect to the concrete input.

The problem of building FHE was an open for 30 years, when Gentry | | proposed the first solution,
which was followed by rapid development leading to realizations under the LWE assumption. The main building
block of FHE schemes is a so-called Somewhat Homomorphic Encryption (SHE) scheme that is limited to execute

5 In general, any pair of permutation matrices Ay, As can be specified to represent the outputs 0 and 1.

6 A bit more precisely, suppose that we have a publicly known circuit C(.,.) with two inputs: a key K and another input. We
somehow obfuscate C' and fix the matrices that correspond to the bits of the key and give out the obfuscation in this form (i.e.,
O[CK](.) is published). Although the resulting obfuscated MBP is not input oblivious, it hides the key that we wanted to keep
secret.
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a predetermined number of multiplications besides arbitrary additions. This functionality defect (compared to
FHE) can actually be turned into a feature as we are going to see in §2.2.4.

Besides its extreme usefulness, e.g., in outsourced computation, FHE became a key ingredient of bootstrap-
ping obfuscation (see §4.1), although its efficiency is still an issue in practice. For more elaborate studies on
FHE, we refer to the surveys [ , ]

2.2.2 Functional Encryption

[ | initiated the study of generalized encryption schemes, called FE, that support the use of such
restrlcted secret keys that only allow the key holder to learn specific functlons of the encrypted data, but nothing
more. FE integrates function evaluation into the decryption algorithm enabling computation on hidden data.
In contrast to FHE, this computation is only allowed to authorised users (owning the “functional secret key”)
and its output is a plaintext. Both secret and public key variants are meaningful with the following syntax.

o FE.Setup(1*) generates the master secret key MSK (and public key PK) based on the security parameter
A

o FE.KeyGen(MSK, f) computes the functional secret key FSKy that can be used for decryption.
e FE.Enc(MSK,z) = CT, encrypts some data z using MSK (or PK respectively).
o FE.Dec(FSK;,CT,) = f(x) “decrypts” the ciphertext CT,, (in fact evaluates f on value z underlying CT,).

Several flavours of secret- and public-key FE schemes were investigated in the past years, with various flavours
of security, varying efficiency, supporting different functions and even different number of possible functional key
queries. Security can be defined both via indistinguishability and simulation-based guarantees, however, for the
latter one several impossibility results are known | , ], and in the rest of the paper — unless stated
otherwise — we always mean the former, when referring to FE. Most often, we are going to consider FE schemes
for general functions of some given complexity, except for a specific functionality, namely the computation of
inner products. In Inner-Product Functional Encryption (IPFE)” | | ciphertexts and secret keys are
associated with vectors and decryption yields their inner product. Hiding the function (the vector) in the key is
meaningful and also useful only in the secret-key setting, which was considered by | , , ]. A
common limitation of all current IPFE schemes is that the final result of the computation can only be obtained
if it is contained by a polynomial-size range (e.g., in case of Boolean outputs). This issue motivated the notion
of Projective Arithmetic Functional Encryption (PAFE) [ ], in which only partial decryption of ciphertexts
is possible (explicitly) and an additional “recover” algorithm can restore linear functions of partially decrypted
values.

Because of the diversity of FE schemes, for clarity, we use the following parametrized notation ( Py, P, Ps, Py )-
FE to refer to different types of FE. The meaning of the parameters is the following.

o Py € {pk,sk,sk*} denotes whether it is a public- or secret-key scheme and in the latter case whether the
scheme is “puncturable” (sk*), roughly meaning that a “punctured encryption key” can be prepared and
ciphertexts computed using this key and the ordinary one are indistinguishable even in the presence of
both keys (for details see | , §5.2] and | , §4]).

e Pye{l,¢,m} denotes the maximal number of supported functional secret key queries (1 denotes a single
key scheme, ¢ corresponds to a constant number of keys, and m refers to a “collusion-resistant” scheme
that supports a polynomial number of keys in the security parameter).

e P3e{l,¢,m} specifies the number of inputs to the function f (where 1 refers to a single input, ¢ to some
constant, and m to an arbitrary number). In case of more than one inputs, the scheme is often referred
to as Multi-Input Functional Encryption (MIFE).

e Py e {NC,CS,WC,C, L} refers to the efficiency of the encryption algorithm. NC means non-compact
(there is no bound on encryption time Tgy.), C is compact® meaning that the Tk, is independent of
the function size (Tgye < poly(n, \) for input size n), in case of a collusion-resistant scheme CS refers to
“collusion-succinctness” (Tgne < poly(n, A, |f])-m?, where m is the maximum number of issuable functional
keys and v < 1), WC means weakly compact? (Tgpe < poly(n, A)-|f|' for some € < 1 constant) and L refers
to linear efficiency (Tgne < n - poly(\) for input size n). When it is not stated otherwise, the ciphertext
size has the same bound as encryption time.

In §1.2, we have already hinted the close connection of FE and obfuscation on which we elaborate in §4.3—4.4.

7 Not to be confused with inner product predicate encryption [ |, where the goal of computing an inner product during
decryption is not to obtain its result, but to determine whether the given key can decrypt a specific message or not.

8 Succinctness often refers to the same property in several articles.

9 Tt is also called sub-linear compactness/succinctness.

11



Tag Ta Zero-test Addition Multiplication
Type g is allowed IFF inputs Output tag IFF inputs Output tag
Levels k,le{l,2,...,K} K k=1 l E+ln(k+l) <k k+1
Sets™ Sk, S1c{l,2,...,5} | {1,2,...,Kk} Sk =5 Si Sk NS Sk U S
DAGY edges: €i-; any edges identical edges as input Zonse;:utlve edges: edge eik
imjy €k

Table 3: Tag types and the compatibility constraints on them.

2.2.3 Randomized Encodings

Demand for secure delegation of complex computations often emerges in cryptography. A typical scenario
is when the computationally weak party wishes to “encode” a function f together with input = to form a
randomized (f,z) that can be securely forwarded for evaluation to an untrusted party with the necessary
resources. Natural expectations are that the encoding procedure must be simpler — in some sense — than the
computation that the weak party wants to execute; and f(x) must be computable from (f,z), but it should
not leak more information about f and z than f(z) does. The concept of RE, introduced by [ |, captures
exactly this scenario. An RE scheme is comprised of two Probabilistic Polynomial Time (PPT) algorithms:

e RE.Enc(C,z,r) generates the randomized encoding (C,x) of circuit C on input z using the randomness
r and

« RE.Eval((C,z)) evaluation function allows for the computation of C(x) from the encoding (C, ).

The correctness and security requirements of the scheme say that a sample from the distribution (C,z) (induced
by the random choice of ) must be decodable to C'(z) and an efficient simulator must be able to simulate the
distribution (C,z) given merely C'(z).

To make this concept non-trivial and interesting, we also have to require that the complexity of RE.Enc is
strictly smaller than the complexity of C'. This feature of RE is used in a broad range of applications (including

bootstrapping obfuscation, see §4.2) to reduce the complexity of different tasks (see also | ). In the
realization of RE, fairly standard techniques are enough to use. Using Yao’s garbled circuits | , ]
and PRG in NC?, | ] showed a realization of RE against computationally bounded adversaries, for any

polynomial time computable function (any C €P/poly), where the encoding algorithm can be implemented
by a constant depth circuit. Another nice property of such garbling-based RE schemes is that the RE.Enc
algorithm can be decomposed into polynomially many (in the size of the input circuit) components with constant
size, meaning that each of them can be generated in time independent of the complexity of C. Practically,
these components in Yao’s garbled circuits are the garbled gates. REs with this property are also called as
Program-Decomposable Randomized Encoding (pdRE) (] , §3.2], | , §2.4.1]). Note that the name
Decomposable Randomized Encoding (dRE) refers to a different property, namely that the encodings of C' and
2 can be prepared independently, together constituting (C,x).
For a more elaborate discussion of randomized encodings, we refer to | ]

2.2.4 Multilinear Maps and Graded Encodings

Hidden computation with a minimal hint about the result. Restricted computation on hidden data
is allowed by the Discrete logarithm problem (Dlog). Knowing merely the g™ := [x;] encodings of x; € Z,, for
some 4 (in some group G of prime order p with generator g), it is possible to compute linear functions of x;-s
in an encrypted form. For instance, one can determine [Y; a;-x;] for coefficients a; of his choice simply by
computing [;[x;]*. According to Dlog, it is hard to recover the result of the computation, although it is easy
to decide whether it is zero ([0] = g° = 1) or it is equal to a certain value ([z;]/[z;] =1« x; —x; =0). On the
other hand, according to the Computational Diffie- Hellman problem (CDH) quadratic functions, like [z;x;], are
not possible to compute efficiently given only [z;] and [z;]. Moreover, the Decisional Diffie-Hellman problem
(DDH) also states that even the recognition of the result of quadratic functions is hard i.e., a claimed result
[z;z;] is hard to differentiate from the encoding of a random value [r]. These are widely used cryptographic
assumptions, we only mention the simplest application, the 2-party key exchange of Diffie and Hellman.

Extension of the computable functions with MMaps. Intuitively, weakening the above strict constraint
on the computable functions on hidden data can lead to the solution of more and more complex cryptographic
tasks. Indeed, | ] showed how to do a 3-party key exchange (still in one round) using so-called bilinear maps.
Denoting with [x;]i = g;* the encoding of ; in group Gy with generator gy, such mapping (also called pairing)
e: Gy x Ga —» G is linear in both of its variables i.e., e([x;]1,[x;]2) = [ziz;]3. Clearly, pairings allow for the
computation of quadratics on ciphertexts, but not cubics or higher order functions. Also note that zero-testing
of the result (in G3) is still possible. This little more freedom led to a vast of applications in cryptography (see
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the survey of | ]) and made wonder Boneh and Silverberg | ] about the far-reaching consequences of
further generalization of bilinear maps. They proposed the notion of k-MMaps e : G1 x - x G = Gg41, that
would allow for the computation of x-degree polynomials on encodings (possibly represented in identical or in
different groups that referred to as symmetric or asymmetric [ ] setting respectively), but nothing more
except testing the result for zero. To represent the usefulness of such maps, they showed how to realize key
exchange between (x + 1) parties in one round. Unfortunately, they also managed to show that MMaps cannot
be realized with the same techniques as pairings. The problem of constructing the imagined ideal (sometimes
also called “clean” or algebraic) MMaps is still open, even for x = 3.

GES — an alternative for MMaps. A possible circumvention of these difficulties became possible by the
observation of | ] about the similarities of SHE and MMaps, that we have already described in the
Introduction. Their idea was to substitute the g;* group elements from G, that served as encodings of some
value z;, with the corresponding ciphertexts of an SHE scheme (constructed from NTRU) in which a plaintext
can be encrypted in different “levels”. In their approach, [z;]x is the level k encryption of z; using SHE, which
causes two important deviations from the MMaps of | , ]. First, the operations are not executed
in one shot, but one by one under some restrictions (see Table 3). Second, the resulting ciphertexts contain
some random “noise” ensuring the semantic security of SHE. As a result, encrypting the same value two times
at the same level would result in different ciphertexts thwarting the possibility of zero-testing. To handle
this, [ ] constructed “handicapped” secret keys (called zero-testing parameter) that do not allow for the
decryption of arbitrary ciphertext, but only encryptions of zero at a certain level. The authors named GES their
“approximate” (or “noisy”) MMap candidate and showed some evidence that the generalizations of the DDH
and CDH assumptions seem to hold for their GES construction (while other assumptions not necessarily) and
thus, it can be used e.g., for n-party key exchange and for many other purposes such as building general-purpose
indistinguishability obfuscator as it was shown later by | ].

[ ] proposed a second GES candidate based on FHE over integers | ) ] and | ]
used the FHE scheme of | ] to build GES.

At the date of this writing, the above-mentioned candidates are the main GES types, but several variants of
them were proposed with different functionality and security intuitions (see Table 4), however, without precise
proofs of security (based on any standard assumptions) showing that our understanding of this primitive is still
very limited.

For the purposes of this survey, it suffices to understand the functionality of GES, which we present using
the unified syntax proposed by Halevi'?>. A Graded Encoding Scheme has three main parts (possibly realised
by more algorithms in the different schemes):

Key Generation: It takes as input a security parameter and the specification of the functionality which is
the description of so-called tags that will be associated with encrypted values. These are abstractions of
the groups in which encodings were represented in case of an ideal MMap (e.g., in the previous example
the tags were levels). The description includes the tag type, constraints on what operations are permitted
on encodings with specific tags, and what is going to be the tag of the operation’s output (see Table 3).
The outputs of this phase are the public and secret parameters and this latter also includes the plaintext
space.

Encoding: It takes the secret parameter, an element of the plaintext space, and a tag, and returns an encoding
of that element relative to the tag.

Operations: These are addition, multiplication and zero-test'®. The first two operate on two encodings with
compatible tags and outputs an encoding of the sum or the product with the output tag. Zero-test operates
on one encoding with an allowed tag and returns a bit indicating if the encoded value was zero.

We note that current GES constructions are subject to several attacks (see Table 4), but most of these
affect only the public key setting, where encodings (particularly of zero) can be prepared by the attacker.
While this setting is typically needed for the multi-party key exchange, for obfuscation we do not need public-
key encoding and these attacks do not threaten obfuscation directly (see details in §5.3). What is more,
[ , , ] showed that approximate MMaps can be constructed based on iO as well, meaning
that we could use some vulnerable GES to construct iO that implies GES, which is not known to be insecure.
This absurd situation reveals the serious holes in our current understanding of GES (and iO) showing that there
is still a huge work left on this pillar of obfuscation.

12 This viewpoint was scathed in an invited talk at CRYPTO 2015 and can be found in | ].
13 Sometimes there is an “extraction” operation as well for the same tags as zero-test, but this returns a bit string.
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GES type GGH13 CLT13 GGH15
Original candidate [ ] [ ] [ ]
Based on ideal lattices CRT standard lattices
Suitable tag types levels/sets DAG
Variants [ , ) [ ) ) [ ) ]
b) ) ? ]

, ]
AttaCkS [ ) ) [ ) Y [ ) }

b) ) ) ]

]

Table 4: GESs summary of variants and attacks. For a regularly maintained list of attacks against GES, see

[AD].

On composite order GES. We note that [ , Appendix B] showed that the candidate of [ ]
is capable for the implementation of approximate MMaps over composite order groups that allow for more
powerful applications than prime order ones. We elaborate on the source of this extra power briefly. Let
N = py-pa---pi, where the elements of the product are distinct (co)primes. According to the Chinese Remainder
Theorem (CRT), a plaintext value x € Zy implicitly determines (z1,...,x%) € Zy, X--xZ,, (where z = z; mod p;
for each ¢ € {1,...,k}) and the encoding [z] can also be viewed as [z1,...,2x] on which the operations act
componentwise. This property allows for information storage in all components while enforcing the performance
of the same operations on each of them simultaneously. Furthermore, in the absence of the factorization of N,
an adversary cannot easily eliminate one component of an encoded value without the elimination of all. An
abstraction of these properties is called Slotted Encoding (SE) that [ ] has shown to be realizable using prime
order MMaps (by extending the idea of dual vector spaces | , ]) when the required multilinearity
is limited to be a constant.

2.2.5 Simple and Efficient Pseudo-Random Generators

A deterministic algorithm that expands the length of a random value, such that the result is indistinguishable
from uniformly random, is called PRG. This primitive plays a crucial role in several cryptographic tasks,
among others in building iO obfuscators, so we summarize the relevant aspects of this field. Informally, we are
interested in functions G : {0,1}" — {0,1}*(™ that are pseudo-random, expanding and simple. Pseudo-random
in the sense that G(U,,) ~ Uy(ny, where U; denotes the uniform distribution of 4 bits. Ezpanding generally means
¢(n) > n, but our expectation is stronger, namely G should stretch its input polynomially i.e., £(n) = n'*< for
some constant a > 0. Simplicity can be measured for instance by the so-called “locality” of the PRG that is
the maximum number of input bits that affects a single output bit of the PRG. If G can be computed by an
NCO circuit, it is also called “local” referring to the fact that its locality is constant. We mention two other
complexity measures, block locality and degree, for PRGs. The notion of block locality was coined by [ ]
as a generalization of locality. They say that a PRG is (L, w)-block-wise local if its input is divided into w-bit
blocks and each output bit depends on at most L such blocks. Equivalently, G : Zy — {0, 1}5(") holds, where
g = 2. When the output bits are expressed as polynomials of the input bits (over the rationals), we call the
maximal degree of these as the (Q-)degree of the PRG. Note that locality upper bounds the Q-degree.

In fact, to fulfil the above-listed requirements of pseudo-randomness with polynomial stretch and low locality
is an important open problem, the solution of which would have a significant impact on obfuscation as well.
The remarkable work of | ] shows how to transform any PRG, computable in NC*, to one in NC° (with
locality 4) providing local PRGs under practically all standard cryptographic assumptions. However, their
transformation cannot achieve better than sub-linear stretch, irrespectively of the stretch of the original PRG.
On the negative side, | | proved the impossibility of a polynomial stretch PRG with locality less than 5.

Current candidates for polynomial stretch PRG with constant (block-wise) locality or Q-degree are all
rooted in the conjectured One-Way Function (OWF) of | ] that is, however, not based on any standard
assumptions. These “Goldreich-like” PRGs have the following structure. Let P : Z’; - {0,1} be a predicate and
H a bipartite graph with vertex sets named “input” and “output” of n and ¢(n) vertices respectively, where each
node of the “output” set has k neighbours from the “input” set. The ith output bit of the PRG (mapping ZZ’
to {0, 1}“”)) is determined by the predicate P, evaluated on the input bits that correspond to the neighbours
of vertex i.

[ ] showed some evidence for the security of a 5-local, Goldreich-like PRG with polynomial stretch,
[ | showed a candidate PRG with Q-degree 4, and proved that 3 is a lower bound. Most recently, | ]
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pointed out that the stretch of any (2,w)-block-wise local PRG cannot go beyond m = 2“n, thus cannot be
polynomial. For a more elaborate summary on local PRGs, we refer to | ].

We are going to use the notation PRGX=* to explicitly refer to a polynomial stretch PRG with complexity
z, according to the complexity measure X € {L, B, D}, where L denotes locality, B is block-locality, and D is
degree.

2.2.6 Puncturable Pseudo-Random Functions

One of the key ingredients of obfuscation (particularly of iO [ ]) applications is the simplest form of
constrained Pseudo-Random Functions (PRFs) | , , ], called Puncturable Pseudo-Random
Function (PPRF). Such PRF can be evaluated with “usual” key k at its full domain, but it is also possible to
create so-called punctured keys k, that allow for the evaluation of the PPRF at all points except z, such that its
output is indistinguishable from a random value and k, does not reveal any information about the PRF value
at x. As observed concurrently by the cited works, PPRF can be realized using the PRF tree of | ]. For
a PPRF that is computable in NC*, see | ]

2.3 Behind the Scenes of Security Proofs — Assumptions and Security Models

Specifying the security guarantees that a scheme can offer is always a crucial task in cryptography as the value
of a construction is determined by its security. As Micali noted, “cryptographers seldom sleep well” | ]
because even if they do their best and prove that no efficient adversary can break their scheme without solving
a problem that is commonly believed to be intractable (e.g., Dlog, DDH, LWE;, etc.), their assumption can be
shattered in the next morning. In this part, we are looking for answers to the question: what kind of confidence
1s provided by the security proofs of current obfuscator candidates and what kind of uncertainties are still waiting
for solutions?

2.3.1 On “Desirable” and Actual Assumptions Behind Obfuscation

Along the way towards building obfuscation, we are going to use both generic and concrete assumptions. Generic
ones assume that a certain cryptographic primitive (e.g., OWF or FHE) exists, which becomes meaningful if
the primitive can be instantiated based on a concrete assumption that is a reasonable mathematical conjecture
(like the hardness of factoring). This relation also implies that a generic assumption is better in the sense that
it might allow for various instantiations, at the same time, it is at most “as good as the concrete assumptions
it can be based on” | ]

Before discussing assumptions that are sufficient for building current obfuscators, let us first briefly elaborate
on what makes a concrete cryptographic assumption “good”? First and foremost, it should help the understand-
ing and characterization of the hardness of breaking a scheme. Naturally, for this, the problem in the assumption
should be the subject of previous, independent studies, which also requires that the problem is not tied to a
given cryptographic primitive, but it is interesting in its own right'*. We can say that these, rather subjective,
requirements are fulfilled by all standard assumptions like Dlog, DDH, LWE. However, when we are not able to
reduce security to any of these “good” assumptions we either have to leave the standard model, by restricting
the adversary (see §2.3.2-2.3.4 on this), or have to make new assumptions that are necessarily less understood.
For the latter case, it is essential to have objective measures at least to estimate how well one can sleep after
building — in our case — an iO scheme on a new assumption.

A straightforward goal is to avoid the embedding of any structural properties of the scheme into the as-
sumption, thus sweeping aside real challenges. Such dependence between the scheme and the assumption can be
hidden in so-called uber- or meta-assumptions that are succinctly formulated collections of (even exponentially
many) other assumptions. Such formulation can also encumber revealing if the assumption is actually false.
This leads us to the problem of falsifiability, an essential property of scientific statements, that was considered
for cryptographic assumptions by | , , ]. Roughly speaking, falsifiability requires that it should
be efficiently decidable if an attacker was able to break the assumption'®. Obviously, without this property,
it becomes very hard to position an assumption. Last but not least, it also matters what level of security is
required from an assumption. As observed by several works (see e.g., | ]) sub-exponential hardness of
the assumption seems inherent when basing iO on any instance-independent assumptions.

Next, we review and compare (in Table 5) those non-standard assumptions, which were used to prove the
security of iO candidates. Among the generic assumptions, the only non-standard one — in the sense that it is
not known to be instantiable from standard concrete assumptions — is the existence of super-linear stretch PRG

14 Contrarily, an extreme assumption could even state that a given scheme is secure, but such assumptions do not take us closer
to the understanding of the security of the scheme, thus can be considered inappropriate

15 E.g., breaking the factoring assumption can be efficiently checked given the claimed prime factors, at the same time the
assumption that an obfuscator fulfils the iO definition is not falsifiable as it cannot be decided efficiently whether two circuits
indeed compute the same function.
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Property/Assumption

Efficiently falsifiable
Instance-independent

No sub-exponential hardness needed
Plausible with current GES

Prime or composite order needed
Constant degree is enough

x| N[N AS

—~
-~
~—

x| x| x| NN SSGES’

x| x|\ x| x| EPI

x|o|x|N|x|x|SSGES
B x| x| K|S JSXDH

x|o| x| x| NN MSE

x|o| x| x| NN\ GGHZ

N[ x| x| NS SXDH
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Table 5: Comparison of the used non-standard assumptions on GESs or MMaps.

with constant input locality that we discussed in §2.2.5. We give an intuitive (and informal) description of the
applied concrete assumptions.

e Bounded Speedup Hypothesis (BSH) of [BR14a] “is a scaled-down version of the Exponential Time Hy-
pothesis (ETH) [[P99]: whereas the latter asserts that SAT solvers cannot do much better than a brute
force search over the space of 2" solutions, BSH asserts that even solving SAT over smaller solution spaces
cannot improve much over brute force search,” as the authors interpret their assumption. [MSW15]
proposed an alternative version of the hypothesis (BSH’) and also alluded that the original BSH is false.

o Symmetric eXternal Diffie-Hellman assumption (SXDH) [Rot13] in the asymmetric bilinear setting states
that the DDH problem is hard in both groups (which is considered to be a standard assumption until
& = 2). This naturally extends to more groups as well'® (that are abstracted by tags in GES).

e The Joint-SXDH (jSXDH), proposed by [LV16a], strengthens SXDH by assuming that even the joint dis-
tribution of ([a]r;,, [b]T;, [ab]T,)T,cT for a tag universe T is hard to distinguish from ([a]r;, [b]T,, [7]T, ) T;eTs
where r is random and a,b are the same for all T;.

o Multilinear Subgroup Elimination assumption (MSE) of [GLW14] is the multilinear generalization of the
bilinear Subgroup Decision assumption (SD) assumption of [BGNO05], which states that in a composite
order group'” it is hard to decide whether an element is in a specific subgroup or not.

o The GGHZ assumption of [GGHZ16] consists of two subgroup decision assumptions, so in spirit, it is close
to the MSE assumption.

o Semantic Security of GES (SSGES), formulated by [PST14], roughly speaking assumes that encodings
of two elements (of a ring) under the same tag are indistinguishable even in the presence of encodings
of “auxiliary” elements under different tags, as long as the encoded values are sampled from a “valid”
distribution, meaning that they do not leak information to a generic attacker (see §2.3.2 about such
attackers). A closer look shows that SSGES is an (exponential-size) collection of assumptions: one for
each valid distribution. As a potential proof can rely on instances of the assumption that depends on the
scheme, SSGES is instant-dependent and non-falsifiable as checking the validity of a distribution might
not be efficient. [PST14] also considered a variant of the assumption, SSGES’; that eliminates the above
drawbacks, while requiring sub-exponential hardness. Other variants were proposed in [BCKP14, Lin16].

o The AS assumptions of [AS17, §7.2.1] are two, rather ad-hoc, non-succinct assumptions on prime order
GES. In turn, they are conjectured to be instantiable using current GES candidates, as no low-level
encodings of 0 are required to be given out. It is justified in the BGKPS model (see §2.3.4).

e The Equivalent Program Indistinguishability (EPI) assumption considers a specific transformation T' of
MBPs and roughly states that “if for two different ways of fixing some inputs to an MBP result in the
same function on the remaining non-fixed inputs, then it is infeasible to decide which of the two sets of
fixed inputs is used in a given output of 77 [GGIH " 13Db]. Tt is justified in the GCMM model (see §2.3.4).

16 When considering GES, instead of MMaps, the caveat is that the considered groups should not be “pairable”, neither directly
nor indirectly, that would trivially refute the assumption.
17 Without knowing the factorization of the group order.
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2.3.2 The Idea of Ideal Models

As the necessary assumptions are not known to be plausible with current GES candidates, we need different
tools to argue security. The common way of facilitating proofs is via idealizing the adversary. In other words,
one can separate attacks, based on the utilized properties, and assume that an adversary cannot make use of
certain ones. In this way, it is enough to prove security against the corresponding restricted adversaries. For
instance, the widely-used Random Oracle Model (ROM) [ | considers such ideal adversaries that interact
with a “random oracle” instead of evaluating a concrete hash function. This separates attacks on a concrete
scheme, from ones that utilize the weaknesses of hash functions, which are neglected.

This way of idealization both gives a persuasive intuition of security and also helps to better understand
the nature of still possible weaknesses because these must be caused by the differences of the imagined and the
real attacker. The idea behind the ideal models, proposed for the security analysis of obfuscator candidates,
originates from the Generic Group Model (GGM) of | , , | for elliptic curve group-based
cryptosystems. The main assumption of GGM is that any attack is independent of the specific structure of the
group, in which a scheme was instantiated. The model captures such generic attacks by substituting the concrete
elements and operation with access to a “group oracle” that has two tasks. It can be queried for group elements
and for any ¢ it answers (consistently) with a generic representation o (i), called “handle”, that is a random bit
string (instead of g' € G in any specific group). In order to execute the group operation, also the oracle has
to be queried, which replies with the handle of the output if the input handles were valid. The so-called Ideal
GES (or MMap) Models, in which many obfuscator candidates were analysed, are generalizations of GGM that
build on similar restrictions on the adversary. Namely, the oracle implements the intended functionality of GES
(introduced in §2.2.4) allowing for the evaluation of polynomials of a predetermined degree, as opposed to the
linear operations in GGM.

2.3.3 Idealizations vs. Reality — Criticism and Interpretations

Before going into details of the different flavours of idealization, we have to elaborate on the criticism of these
models. It was shown that there exist such (rather contrived) schemes that are provably secure in ROM or
in GGM, but for which any implementation of the oracle leads to insecure schemes in the standard model
(see | ] and | | respectively). Note, however, that this does not mean that a security proof in these
models entails real-world vulnerabilities | , ]. Unfortunately, investigating the security of obfuscation
in these models is even more intricate.

Obfuscation in ROM was first considered by | ] showing positive results for specific functionalities.
General-purpose VBB and iO obfuscation, however, were ruled out in ROM, in the general setting, when each
entity (the obfuscator and also its input and output programs) have access to the oracle | ]
[ ] extended'® the VBB impossibility to the case when the program to be obfuscated is fully Spemﬁed ie.,
cannot make oracle queries.

, ] showed that the generalization of GGM still provides enough power to an adversary to
break VBB obfuscation of certain functionalities when the oracle allows for the evaluation of any constant
degree polynomials. At the same time, the state of affairs changes dramatically when the allowed degree is
not a constant anymore but can depend e.g., on the input to the obfuscator. For Ideal GES Models the
VBB impossibility result of | ] does not apply, as their counterexample require explicit and succinct
representation of the obfuscated programs (see §3.1.1) that is infeasible if a program contains calls to a non-
succinct oracle. Indeed, several obfuscator constructions are provably VBB secure (see Table 8) in ideal GES
Models, while we know that in the standard model VBB obfuscation is impossible in general, indicating that
these idealizations of GES fail to capture attacks that are possible in real-life.

How can one interpret the security analyses of obfuscators in such models in light of the contradiction with
impossibility results in the standard model? We provide several interpretations from pessimistic to sanguine
ones:

e Any proof of VBB security in an Ideal GES Model can be viewed as a criticism of the model that fail to
capture real attacks.

o It demonstrates resistance against a wide class of generic attacks but does not say anything about tech-
niques that make use of the inner structure of GES.

e The model can be realized by implementing GES on a (stateless) secure hardware, which is enough to
obtain VBB obfuscation of any program on that specific hardware.

o Refinement of ideal models (together with security proofs) can help us to better understand the security
properties of candidate obfuscators and the nature of VBB impossibility as the possible attacks must rely

18 Assuming trapdoor permutations exist.
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on specific properties, and the interesting properties of any unobfuscatable functionalities need to be such
that cannot be captured by the ideal models (e.g., the “self-eating” property discussed in §3.1.3). In this
way, working on arguments in these models may result in better relaxations of obfuscation security or
open the way towards basing obfuscation on standard cryptographic assumptions.

2.3.4 Variants of Ideal GES Models

We close our review of ideal models by summarizing deviations of the proposed GES oracle variants. The
importance of these rather small differences lies in their influence on the power given to an adversary. We
are focusing on those models, which were used to analyse general-purpose obfuscator candidates and have a
candidate instantiation as well'” (see §2.2.4).

The common property of all Ideal GESs Models, as discussed above, is that in order to represent an encoding
[a;]T, of a; with tag T;, the oracle gives out a handle h; that explicitly specifies T; but which is independent of
a;. The handles can only be used for further operation queries to the oracle, which are answered according to
the functionality of the modelled GES. Note that obfuscation requires secret-key GES, thus encoding queries are
available only for the obfuscator, while the adversary can make operation queries using the available handles.
Current models are characterised by the following properties of the oracle.

Representation of encodings. In current GES candidates, encodings are randomized (§2.2.4) that the oracle
can model by giving out a new random handle, as its response to any query, regardless of the value of the
encoding that the handle substitutes. In order to be able to answer operation queries, the oracle has to
maintain a list of assignments h; — a; that it can look up. This kind of multiple representation model was
first used in [ ]. Simplifying the oracle to represent the same value always with a single handle
helps the adversary (as it can see equivalences without the aid of the oracle) and thus leads to a less
restrictive model that was first used by | ]

Restrictions on operations. While ideally GES only supports operations on inputs with proper tags, we
might assume that an adversary is able to sidestep this restriction.

Addition/Subtraction As observed by [ |, the | , ] GES candidates permit addi-
tions of incompatible encodings motivating the relaxation of the rules of addition in ideal models.
Their oracle answers to addition queries regardless of the tags of the inputs, while in other, more
restricted models the oracle does not reply if the tags are not compatible.

Multiplication Multiplication of encodings with incompatible tags is not known to be computable cur-
rently. Nevertheless, [ | considered a model with unrestricted multiplication in order to
broaden the classes of attacks, captured by the ideal model.

Zero-test. Similarly to the previous operations, zero-testing also can be captured by the model with or
without the restriction on tag compatibility.

[ ] proposed a generalized way of handling the operations: their only operation is polynomial evaluation
over the initial handles that returns the result 0 or 1 as long as a “legality predicate”, that can capture
all the above restrictions, accepts the requested polynomial.

Representation of zero-test output. Ideally, the zero-test operation outputs a single bit. In fact, in current
GES constructions, the output is an element of a ring R (just like a;) based on which the bit can be
determined (if it is “small” the output is 1 and 0 otherwise). This property serves as the base of several
attacks (see §5.3) which fall out of the scope of those models that represent the output of this operation
with a single bit. | , App. A] and | | devised the first model in which this is not the case.
In case of a successful zero-test, instead of returning 1, the oracle answers with a handle to a ring element
that can be used later on. This more precise model builds not on the expected functionality of GES but on
its concrete implementation details narrowing the gap between the real and the ideal attack environment.
Without going into details of the relations with GES candidates, we give a high-level description®’ of the
behaviour of the generalized oracle.

Let f; denote formal polynomials over Z, and g,r; formal variables (for all ¢ and for a prime p). On an
encoding query for [a;]r,, the oracle picks a random r; and defines f; := a; + r; - g besides generating the
handle h; (that explicitly determines tag T; but independent of a;) and stores h; - f;. On an operation
query o € {+,—,-} for h;, h; (with compatible tags) the oracle returns (and stores) a handle for f = f; o f;
with the corresponding tag. When zero-testing h;, the oracle checks whether the constant term of the

19 That is why neither the black-box group model over pseudo-free groups of | ] nor the weak Ideal GES Model of | ]
is not presented (the abstract structure and thus the obfuscator construction of the previous have no candidate instantiation while
the latter was considered only for the analysis of a special purpose obfuscator).

20 For a precise description of the model, we refer to [ , §2].
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Property / Idealised Model

Multiple (m) or unique (u) representation
Unrestricted multiplication

Unrestricted addition

Unrestricted zero-test

Successful zero test output is 1 or a handle (h) | —

x| x |2 GCMM?

~x|x|x|=|BR
~|x|x|x|2| BGKPS
=SS x | B | MSW-1
=ISNSNS B | MSW-2
= x| x| x|E|MSZ

sl x| x| x|B| GMM-4

Table 6: Variants of idealized models.

corresponding f; is zero. If no, returns 0, otherwise, f; must be divisible with g so a handle A} is given out
for f!:= f;/g and stored together in a “post-zero-test list”. Possible manipulations of the zero-test outputs
are captured by a special query opportunity to the oracle. On an m-variate polynomial Q(hY,...,h.,) of
post-zero-test handles, the oracle checks if Q(fy,..., f},) is zero modulo g but non-zero as a polynomial
over Z, and outputs a “win” flag if yes and L otherwise. We note that the ability to gain the win flag??
is necessary to mount attacks that we discuss in §5.3.

Another, more general variant of this model was proposed by | ] in which r; is not an independent
formal variable but might depend on all a;.

A summary of current Ideal GES Models and their properties is given in Table 6.

3 Definitional Approaches

Before reviewing the state of the art of building cryptographic obfuscators, we need to clarify first the goals
of this primitive, especially as, in contrast to “code obfuscation” techniques in daily use, we are seeking after
fulfilling precise security guarantees. As we are going to see, capturing the intuitive goals of obfuscation in formal
definitions turns out to be rather tricky. Informally speaking, we expect three properties from an obfuscator
O that takes as input a circuit C' and outputs another circuit O[C]. First, O[C] should preserve the original
functionality of C. Second, the size (representing efficiency) of O[C'] should remain comparable to the size of
C. And third, we expect that O[C] is in some sense “unintelligible” for anyone, even for those who run it.
While the first two requirements are fairly straightforward to formulate, the “unintelligibility” property is more
challenging and can be captured in various ways.

The investigation for the right definition of obfuscation was initiated by Hada | | and soon after the
seminal work of Barak et al. [ , | drew attention to the problem of finding proper formulation.
In this section, we investigate the following questions. What do we expect from an obfuscator and how can we
formalize these? Which of the current definitions seem to be viable and which are known to be impossible to
realize? What kind of relaxations of the requirements are meaningful and what is the relationship between the
different definitional approaches?
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Figure 2: Notions of efficient obfuscation and their (known) implications.

21 Actually, to find a non-trivial element in the ideal (g).

22Tn contrast to the rest of the models, the Generic Colored Matrix Model of | ] (GCMM) considers “ordered” matrices
behind the handles, and the restrictions on the operations are determined based on this order, which is specified by assigning left
and right colors for each matrix (addition is possible in case of matching colors while multiplication is allowed when the right color
of the first matrix matches the left color of the other).
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3.1 Security via Simulation
3.1.1 Virtual Black-Box Obfuscation

The strongest theoretical notion of obfuscation security requires from an obfuscated circuit to leak at most as
much information as already leaked by the circuit’s input-output behaviour. In other words, the obfuscated
circuit should behave like a “virtual black box” (hence the name) i.e., anything that can be computed from it
(including also its description), that must be computable merely from its input-output pairs. From a crypto-
graphic perspective, the view of an attacker A (practically any user) on an obfuscated circuit O[C] is required
to be indistinguishable from a simulator S¢ with merely oracle access to the circuit.

Definition 1 (VBB Obfuscation [ 1) A PPT algorithm O, that takes as input a circuit C from a
circuit family C = {Cp}nen of polynomial-size circuits with input length n and outputs a new circuit O[C], is
said to be a virtual black-box obfuscator for that family, if it has the following properties:

o Preserving Functionality: For every circuit C, O[C] describes a circuit that computes the same function
as C.

e Polynomial Slowdown: There exists a polynomial poly, such that for every circuit C,|O[C]| < poly(|C]).

e Virtual Black-box: For any PPT adversary A, there exists a PPT simulator S and a negligible function
neg(n) such that for every input length n and every C € Cy:

|Pr[A(O[C]) = 1] - Pr[ST(1") = 1]| < neg(n)

where the probability is taken over the coins of the adversary, the simulator and the obfuscator.

3.1.2 Variants of The VBB Paradigm

We mention some possible alterations from the above definition. The constraint about functionality is often
used in a slightly weaker form which allows the functionality of C' and O[C] to differ with negligible probability.
A possible strengthening of the VBB property is inspired by the experience that, most probably, a real-life
adversary has some a priori information about the examined obfuscated program. This expectation was captured
in | ] by providing both A and § with an auxiliary input, which is either allowed to depend on C' or must
be independent of it. The latter clearly leads to a weaker notion, although this is still stronger than Definition
1 (which corresponds to the case of empty auxiliary input).

Also note that the above defined VBB property requires indistinguishability for all possible input circuit
to the obfuscator even in the worst case. | ] relaxes this requirement by also accepting if A and S are
indistinguishable for a randomly chosen circuit C' from C or in other words: if A and S are indistinguishable
on average. Intuitively, if we consider “worst-case” VBB obfuscation with auxiliary input, security requires
indistinguishability for all possible combinations of circuits and auxiliary information while for “average-case”
VBB, it is enough that indistinguishability holds for a random circuit.

3.1.3 Evidences of VBB Impossibility

While Definition 1 seems to capture the intuitive goal quite naturally, the seminal work of | ] showed
that we cannot hope to realize it in general. A bit more precisely, assuming the existence of OWFs*® they
managed to show a circuit family that is strongly not-learnable, but given any description of the functionality,
included obfuscated ones, it can be efficiently reverse-engineered. To grasp the idea behind unobfuscatable
functions (in VBB sense), imagine a program P, g(x) that returns a secret value § if and only if = o and
outputs 0 otherwise. Let this simple password-checking-like algorithm be the subroutine of P(; B(b’ x) that runs
it on z if the binary input b is 0. When b = 1, P’ interprets = as a program description and runs it for a
predetermined number of steps (e.g., on input «) to decide whether it is equivalent to P, s and outputs § if so
and 0 otherwise. This contrived program is indeed not learnable as having merely black-box access to P’ the
probability of finding the secret 5 (or a non zero output) is negligible (in case of proper domain size). At the
same time, given any description of P’, even a VBB-obfuscated one, it is enough to feed the program to itself
i.e., to compute P(;ﬁ(l7 P(;ﬁ(O7 -)) in order to reveal the secret 3.

Later, the above negative result was strengthened in several ways. | ] also ruled out the weaker, average-
case VBB notion (with respect to auxiliary input®!) without further assumptions. Assuming the existence of
trapdoor permutations, [ | extended the negative result for “approximate” VBB obfuscators that do not
preserve the circuit’s functionality for all inputs, but only for most of them. Several other impossibility results

23 In case of Turing Machines (TMs), even this assumption is unnecessary.
24 Note that worst-case VBB with auxiliary input is stronger than Definition 1 so the negative result of [ | extends to it.
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were shown in models other than the standard model, such as in the ROM by | ] (also assuming trapdoor
permutations) and in further idealized models (see §2.3.2) by | , ].

It is worth noting that Definition 1 requires only the existence of the corresponding simulator S for a given
A, but it does not say anything about how hard it is to find S. | ] avoided this weakness by requiring
the existence of an efficient transformation from an adversary to the corresponding simulator or equivalently
the existence of a universal PPT S that is capable of simulating any PPT A. Somewhat counter-intuitively, the
authors showed that VBB obfuscation with universal simulator is also impossible for certain function families®®
if i0, a weaker notion of obfuscation (see §3.2.1), is possible in general. Regarding the perspectives in quantum

computing, | ] asked whether quantum black-box obfuscation is impossible as well. The answer seems yes,
according to [ ], where different flavours of quantum VBB obfuscation have been shown to be impossible
to realize.

These results rule out the possibility of constructing a general-purpose obfuscator in VBB sense by showing
some specific un-obfuscatable circuit families, although other still interesting program families might be VBB
obfuscatable even if currently we are not able to determine them. This leads to one possible line of research to
evade the negative results.

Despite the impossibility of the VBB notion, this characterization of the “unintelligibility” property gives
an intuition how obfuscation could be used to solve long-standing open problems in cryptography (e.g., how to
turn a symmetric key encryption scheme to a public key one). This raises hope that by relaxing the security
requirement of obfuscation — such that it still remains meaningful, but bypasses the negative results — we get a
notion which can substitute the use of VBB obfuscators with some effort. In the remainder of the section, we
summarize the results along the way of finding such a weaker definition.

3.1.4 Virtual Grey-Box Obfuscation

The Virtual Grey-Box (VGB) notion was coined by Bitansky and Canetti [ ] and it weakens the black-box
property by increasing the capabilities of the simulator. Instead of a PPT simulator, the VGB property allows
S to use unbounded computational time while still permitting only polynomially many queries to the oracle.

Although VGB is clearly a relaxation of VBB (since a PPT simulator for VBB is a proper VGB as well, but
not vice versa), the counterexample of | ] also also rules out this weaker notion when considering TMs.
At the same time, currently we do not know about such negative results when considering circuits, moreover,
there is a candidate VGB obfuscator for circuits by | | suggesting that this notion might be realizable.

We mention that the same modifications that we presented for the VBB requirements remain meaningful for
the VGB model as well. Interestingly, | | showed that notions of worst-case VGB with or without auxiliary
information are equivalent.

3.2 Indistinguishability-based Security
3.2.1 Indistinguishability Obfuscation

The previous approaches compared obfuscated programs to some theoretical constructs called “black boxes”. In
fact, our goal with obfuscation is to transform programs to a form that is “more secure” than others. A natural
way to verify the success of such transformations is to compare their output with other programs. This concept
appears in the following formulations of “unintelligibility”.

Besides the negative results, | | also suggested two weaker definitions that avoid the VBB paradigm but
still lead to meaningful and precise notions of obfuscation security. These definitions, namely indistinguishability
and differing-input obfuscation (iO and DiO for short), require that if two circuits of similar size compute the
same function, then their obfuscations should be indistinguishable.

Definition 2 (iO | 1) An indistinguishability obfuscator is defined by the Functionality preserving and
Slowdown requirements of Definition 1, while the virtual black-box property is replaced with the following:

o Indistinguishability: for any PPT A, there is a negligible function neg such that, for any two circuits Cy
and Cy that compute the same function and are of the same size n, it holds that

[PrLA(O(Ch)) = 1] - PrlA(O(C2)) = 1]] < neg(n).

As we have already seen in the Introduction, at least inefficiently, the iO requirement is realizable. An
interesting consequence of Example 1 is that if P=INP (that is the case in the world called “Algorithmica”
[ ]), then iO obfuscation exists while the rest of cryptography can be considered dead. This fact shows
that iO alone does not imply hardness. Therefore, in the applications it is always used together with other
primitives e.g., with OWFs.

25 For function families F with super-polynomial pseudo-entropy that include e.g., PRFs or semantically secure PKE. Informally,
in such F it is hard to detect if a function was modified in some random locations.
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3.2.2 Different Faces of iO

The best-possible obfuscation. Example 1 also raises the question whether iO obfuscation hides any in-
formation. | ] managed to overcome the limitation that the definition lacks an intuitive security guarantee,
by showing that an efficient iO obfuscator achieves the maximum we can hope for in terms of hiding infor-
mation in a program. The authors define Best-Possible Obfuscation (BPO) arguing that if any information
exposed by O[C] is also exposed by every other, functionally equivalent circuit of similar size, then O[C] is the
best-possible obfuscation. Although this definition allows O[C] to leak non-black-box information when VBB
obfuscation is not possible, the best-possible obfuscation is essentially VBB secure whenever this is achievable
(otherwise the VBB obfuscation of the same circuit would leak less information than the examined obfuscation
contradicting with the requirement to be “best-possible”). As we have already hinted, | | proved that iO
and BPO are equivalent for efficient obfuscators. The intuition behind the equivalence is the following. Suppose
that for a concrete circuit C, there exists some strong form of obfuscation e.g., VBB. Take two instances of
C and obfuscate one of them using Oypp and pad the other one to the size |Oypp[C]|. 1O obfuscating the
resulting (functionally equivalent) circuits we get two indistinguishable circuits:

Oi0[OvEs[C]] ~ Oio[Pad[C]].

As VBB security must hold after any further transformations, the circuit on the left-hand side should not leak
more information than Ovpp[C] does, but according to the iO definition even O;o[Pad[C]] cannot reveal more,
because otherwise, we could distinguish it from O;o[Oypp[C]]. It follows that O;o alone must be as secure as
Ovis-

With this, the technically easier to use iO notion can be applied with the strong intuitive security guarantee
of the “best-possible” definition implying that if a functionality is VBB obfuscatable, then any iO obfuscator
for this functionality is VBB secure.

Relation between simulation- and indistinguishability-based definitions. | ] gave a surprising
alternative form of Definition 2, formulated in the language of VBB and VGB notions, pointing out connections
between the different ideas (see Fig. 2 for a summary). As it turns out, iO is equivalent to the relaxation of
VGB, where the computationally unbounded simulator is allowed to make unbounded number of queries to the
oracle (see the proof of | , Lemma 2.9]). In other words, the efficiency of simulation is the crucial property
that differentiates VBB,VGB, and iO.

A different aspect of the same relationship is captured through the notion of Strong iO (SiO), proposed by
[ ]. Informally, an obfuscator is called SiO if the indistinguishability of obfuscations holds for circuits C'
and C’ that are taken from a distribution where the probability of C'(z) # C'(x) is negligible for all z. | ]
proves that SiO is eventually equivalent to VGB obfuscation i.e., SiO is the formulation of VGB in the language
of i0.

Later on, we are going to focus on the first iO candidate of Garg et al. | ] and review further
research that was motivated by their work.

3.2.3 Relaxing the Efficiency Requirement — XiO

Recall that the efficiency of iO requires that both the running time of the obfuscation algorithm and the size of
the resulting circuit have to be polynomial in the size of the input circuit C'. These conditions stand in contrast
to the trivial solution (existing unconditionally | ]) that is to compute C for all n inputs and output its
function table requiring poly(|C|) - 2™ time and size. | ] posed a relaxed notion of efficiency in between
the two extremes. In terms of obfuscated program size, the so-called Exponentially-efficient iO (XiO) requires
only a slightly better performance than preparing the truth-table, namely |Ox;o[C]| < poly(|C|)-2°™ has to hold
for some ¢ > 0, while obfuscation time does not have to be better than trivial. If it still satisfies the same bound
as size, following | ] it is called Strong XiO (SXi0O)). While being so close to the brute-force method
may look meaningless at the first sight, XiO turns out to be surprisingly powerful (see §4.4.3). Nevertheless,
note that as a result of its “lazy” approach, the use of XiO only makes sense for circuits with logarithmic input
length (either in the security parameter or in circuit size).

Later on, when referring to SXiO, it is always meant that the compression factor ¢ can be “sufficiently small”
and the notation SXiO’ denotes that ¢ is only “slightly smaller” than 1 (i.e., SXiO’ is less efficient).

3.2.4 Differing-Input or Extractability Obfuscation

An intuition. A stronger form of iO, Differing-Input Obfuscation (DiO), a.k.a extractibility obfuscation, was
also proposed by [ ]. Informally speaking, DiO guarantees that if an adversary A can distinguish between
obfuscations Op;o[C], Opio (C") of two circuits C and C’, then A must also be able to efficiently recover a point
x on which C and C’ differ i.e., C'(z) # C'(x) (or in other words, such x must be efficiently extractable from A).
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For an example of circuits, for which it is hard to find differing inputs, imagine two signature verification
circuits of a Signature Scheme with different verification keys hard-coded in them. According to the unforge-
ability of the signature scheme, it is hard to find a valid message-signature pair that is accepted by one of the
verification circuits i.e., an input on which the circuits have different outputs (as otherwise both of them reject).
In this way, the DiO obfuscations of these functionally non-equivalent circuits have to be indistinguishable
according to the definition. On the flip side, if C' and C’ are functionally equivalent, then no differing input
exists, thus the DiO requirement coincides with that of iO.

Impossibilities and relaxations. Intuitively, the DiO notion seems to be only slightly stronger than iO,
however, | ] showed that under the assumption that a given special-purpose obfuscation exists, general-
purpose DiO with general auxiliary input cannot exist. Using this result, | ] ruled out DiO in the absence
of auxiliary input. [ | gave evidence against the existence of DiO for TMs assuming the existence of either
OWFs or i0.

On the positive side, | ] demonstrated that indistinguishability obfuscation directly implies a weak
form of the differing-input notion, in which extraction of the input is only required when the pair of circuits
only differ on polynomially?® many inputs. | | proposes a weaker DiO variant, called public-coin DiO, that
requires the auxiliary input to be a public random string (containing the randomness used in sampling C' and C”).
While this definition still allows for useful applications of DiO, it evades the previous negative results. However,

our confidence in this weaker definition is also undermined by [ ] that showed contradiction between the
existence of public-coin DiO and so-called “Knowledge Assumptions” in certain circumstances. Finally, we
mention the framework of | ], which aims to capture different notions of iO and DiO in a comparable

way and also helps one to define weaker, but still realizable, DiO variants by altering the requirements on the
auxiliary input.

4 Bootstrapping — From a Seed to The Flower

The key question that bootstrapping is seeking after is the following:

what is the simplest object that we are able to transform into a general-purpose obfuscator using standard
cryptographic assumptions?

In this section, we are going to investigate bootstrapping solutions that amplify different primitives to achieve iO
for all polynomial-size circuits. More concretely, the starting point of these transformations is either obfuscation
for some specific circuit classes (§4.1-4.2) or different forms of functional encryption (§4.3-4.4).

Note that building obfuscators for arbitrary functions with the help of a limited obfuscator is an intriguing
problem even if we do not have proper algorithms for the limited task?” because it could also be implemented
using tamper-proof hardware. This possibility was investigated by | , ] relying on hardware that is
able to maintain state and | , §6.2] who showed that stateless hardware also suffices®®. [ ] gave a
general transformation from these methods to enable the use of leaky-hardware as well.

Nevertheless, in this section, we are not interested in the realization of the bootstrappable objects but we
only focus on the bootstrapping techniques themselves. At the same time, we only consider transformations
the starting point of which have candidate realizations without assuming special hardware (we discuss these
candidates in §5-6). While bootstrapping aims to use standard assumptions like LWE or the existence of PKE,
Identity-Based Encryption (IBE), RE, FHE, when focusing on FE-based solutions, we are also going to deal
with such “unorthodox” bootstrapping methods (in §4.4.3) that use even non-standard assumptions, such as
super-linear stretch PRGs exist in NC° (on the feasibility of these assumptions see §2.2.5). The benefit of this
more permissive attitude is that it can help to reduce the complexity of the starting FE scheme that will only
have to work for as simple functions as constant degree polynomials.

A summary of the bootstrapping methods, independent of FE, is given in Table 7 and an overview of all
transformations is depicted in Fig. 3.

4.1 Amplifying Obfuscation With The Help of FHE

In §1.2 and §2.2.1, we have already touched upon the common property of FHE and obfuscation, namely that
both hide information about function evaluation. The idea of using FHE for the goals of obfuscation appeared

26 Polynomial of the security parameter.

27 As at the date of this writing, we do not have secure core-obfuscators based on well-studied cryptographic assumptions.

28 In a high-level, their method relies on the tamper-proof hardware in the evaluation of the gates of an encrypted circuit: it
first decrypts the input wires, evaluates the gate and encrypts the result. Note that in some idealized models, the tamper-proof
hardware could be substituted by a VBB obfuscator for the required functionality.

29 We note that the transformation of [ ] from FE for single- to multi-input functions incurs with exponential security loss,
however, when it is enough to obtain FE for functions with a constant number of inputs (that is actually the case), this loss remains
polynomial, that is the reason why this arrow is not marked.
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Figure 3: Bootstrapping theorems for obfuscation. The frame around the primitives indicates the complexity
class of functions that they can handle (circles denote P/poly, rounded rectangles correspond to NC', and
rectangles represent NC°, more precisely constant degree polynomials). Primitives in bold frame have candidate
realizations among which obfuscators for NC' are discussed in §5 while the others are introduced in §6. The
grey area is known to be impossible in the standard model while dashed arrows indicate transformations that
are using non-standard assumptions. Zig-zagged arrows indicate that the transformation incurs with a sub-
exponential security loss??. For our notations of FE and PRG schemes see §2.2.2 and §2.2.5.

Proposed by Al\cIl:ngld “(/.Jllaﬁsk Applied Tools Functionality to obfuscate
[ | VBB NC! Sym. key encryption | Sym. key encryption and decryption®
[ ] iO, VBB NC! FHE, NIWI NIWT verification, FHE decryption
[ , ] DiO NC? FHE, SNARK SNARK verification, FHE decryption
[ ] VBB TC" | RE, PRF RE encoding
[ ] io NC? RE, PPRF RE encoding
[ ] i0 NC? pdRE pdRE encoding*
[ ] VBB NC! FHE, SNARG SNARG verification, FHE decryption*

Table 7: Summary of bootstrapping methods that amplify obfuscators for circuits from a complexity class
WEAK to obfuscation for P/poly for different notions of obfuscation. * denotes that the circuit size of the
functionality, which is required to be obfuscated using some core-obfuscator, is independent of the size of the
circuit that we actually want to obfuscate.

in [ ] but [ ] showed first how to use this technique in case of iO. In this part, we are going to
introduce these ideas, initially assuming to have access to a VBB obfuscator for NC* circuits and then showing
how to relax this assumption and bootstrap iO for NC?! circuits.

4.1.1 Bootstrapping VBB Obfuscation

Let us recall first the main differences between FHE and obfuscation. While the homomorphic evaluation
function works over the ciphertext space, obfuscation has ordinary plaintext inputs and outputs. Moreover,
FHE does not have any guarantees for the secrecy of the evaluated function. The first problem can be solved
after observing that the decryption circuit of most FHE schemes (e.g., | , ]) are in NC* hence
it can be obfuscated even with a restricted obfuscator that works only for low depth circuits. Think of the
following (at this point still flawed) bootstrapping idea: let the obfuscation of an arbitrary circuit C' consist of
an FHE public key PK, an evaluation function FHE.Evalc pk(+) of C' and the O%?BI [FHE.Decsk ] obfuscation
of the FHE decryption function with the hard-coded secret key SK (corresponding to PK). Having these, a user
can evaluate the obfuscated C for input z in three steps:

1. encrypt z using the given PK as FHE.Enc(PK,z) = CTFK,

2. now run the evaluation algorithm on this ciphertext FHE.EV&ICVPK(CTEK) = CTPK

y » which gives the en-
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crypted result of the computation according to the homomorphic property meaning that y = C(x),

3. finally, the resulting ciphertext CTSK can be decrypted by evaluating the obfuscated decryption circuit
ONS, [FHE Decsk](CTH) = y = O(x).

This idea clearly solves the input-output problem, however, the secrecy of C' is still not maintained as FHE
only guarantees that data remains hidden during the computation, but not the evaluated circuit itself. This
problem can be solved by invoking Universal Circuits (see §2.1.1) to transform the program into data as well.
Rethinking the previous bootstrapping attempt by means of UCs, we need to supplement the obfuscation with
CTPK = FHE.Enc(PK,C"), where €’ is the binary description of C. The evaluation function now needs to
evaluate a universal circuit U on the encrypted C’ and x: FHE.EvaIU,pK(CTPCI,(,CTEK) = CTZK in this way
hiding the evaluated circuit®".

The astute reader still might see a serious flaw in the above construction. Indeed, a user of this obfuscated
program could simply feed CTE!,< to the obfuscated decryption circuit that would output C’, making all previous
efforts pointless. In order to fill this gap, [ | proposed the use of non-interactive (so-called witness
indistinguishable) proof-systems. In a high-level, the user has to provide a proof 7 of the honest evaluation of
the FHE.Eval function and attach it to the input of an obfuscated conditional decryption circuit FHE.Dec*. 7
can be imagined as the concatenation of the internal wire values of FHE.Eval that can be checked for consistency
by a shallow circuit. Consequently, the obfuscated conditional decryption C’){}TSBI [FHE.Decgy ] (, CTZ K) can be
prepared that first verifies 7 and decrypts only if CTSK is indeed the output of the FHE.Eval function, in this

way prohibiting the decryption of arbitrary ciphertext, especially CTZI,(.
We note that substantial efficiency improvement of this approach was achieved by [ | applying Suc-
cinct Non-Interactive Argument (SNARG) for the verification of honest behaviour.

4.1.2 From VBB to iO Bootstrapping

The previously described method crucially made use of the VBB property when obfuscating the conditional
FHE decryption circuit as we could think of it as a virtual black-box with a perfectly hidden secret key inside.
When having access only to Oilg)c] , we do not have such an explicit guarantee that is overcome by [ ]
by following the double key paradigm of | ]. To convince ourselves that the key is hidden indeed, we would
need another, functionally equivalent decryption circuit strictly without sk and then after the iO obfuscation
of both of them, the results would be indistinguishable. Intuitively, if it is infeasible to make difference between
two programs, one of which contains some information, but the other does not, that means that the information
did not leak and this is what we are after.

More precisely, the structure of bootstrapping of Oi%cl is similar to the previously introduced approach
with the exception that we have to duplicate the FHE related computations. Two public keys PK;, PKs and two
encryptions of C’ with the different keys are provided for this and the homomorphic function evaluation has to
be executed using both of them. The conditional decryption circuit is modified to take my, 7o and CTSKl , CTZK2
and verifies that both ciphertexts were generated honestly. If this is the case, then one of the ciphertexts
is decrypted e.g., by using SK;. Note that now a functionally equivalent conditional decryption circuit can
be easily constructed, that simply uses SKy for decryption. As OiNocl [FHE.Decg, ] is indistinguishable from
(’)iNOC1 [FHE.Decgy, ] by definition, we cannot obtain any information about the secret key.

For the formal description and more details about bootstrapping, we refer to | ]

4.2 Bootstrapping Obfuscation via Randomized Encodings

From a practical point of view, the existence of FHE is still a strong public-key assumption and for most
applications, it is still not efficient enough. Therefore, it is natural to ask whether its role in bootstrapping can
be relaxed or not? The question was first considered by Applebaum [ ] who found a positive answer and
showed that bootstrapping of VBB obfuscation can be based on a “Minicrypt”! type assumption. Later his
idea was extended to the iO notion by [ , ]. We summarize the intuitions behind these works.

4.2.1 The VBB Paradigm

As we have seen in §2.2.3, RE can help in compressing the private part of a complex computation and separate
it from a possibly complex but publicly executable part. The high-level idea of | ] for bootstrapping is to
obfuscate the process of preparing randomized encodings. As RE schemes are designed to make this computation

30 Actually, the method can be further simplified, as = is the input of the user so he can feed it directly to the UC and
homomorphically evaluate Uz (-) by FHE.EV&IU,E’PK(CTE%),

31 According to Impagliazzo’s terminology | |, Minicrypt is a fictional world where OWFs exist but public-key encryption
is not possible.
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as simple as possible, intuitively a limited obfuscator suffices for this task. In hand with an obfuscated encoding
algorithm for a possibly complex circuit C, on an input z, the randomized encoding (C,xz) can be prepared
without leaking any information other than C(x), according to the security of RE and the VBB obfuscator.
Finally, to obtain C'(z) from (C,x), the entirely public evaluation algorithm of RE can be used.

The only obstacle is that RE has to use fresh randomness in each encoding (i.e., in case of each input z)
in order to guarantee security, thus randomness can be neither reused nor fixed in the obfuscated program.
To evade this barrier, the necessary randomness for RE can be provided by the pseudo-random output of a
PREF. For this, a modified encoding algorithm RE.Encg - has to be obfuscated, which takes an input z, first
evaluates a Pseudo-Random Function PRF(K,z) = r using a hard-coded key K, then with the help of the
obtained pseudo-random value r, it computes RE.Enc(C, z,r) for the hard-coded circuit C. In this way, the
obfuscation of an arbitrary circuit C' consist of two algorithms:

OV CI() = {OTSH[RE Ency () = (C.-), RE.Eval((C,-)) = C(-)}.

When using the RE of | ], the complexity of the circuit that we need to obfuscate is dominated by the
PRF meaning that the bootstrapping works if VBB obfuscation for TC" can be realized.

4.2.2 The Problem of Indistinguishably Obfuscating Probabilistic Circuits

When we would like to use the approach of | ] in bootstrapping iO, we face the problem that the
encoding circuit of RE, that we need to obfuscate, is essentially probabilistic and thus two instances of it will
have necessarily different outputs on the same input. This is troublesome from the viewpoint of the iO definition
(see page 21) that explicitly considers two deterministic circuits with the same input-output behaviour. Towards
a generic solution, both fixing the random coins and handling them as an extra input turns out to be a dead
end. We have already seen in Applebaum’s bootstrapping that random steps of a program have to remain “as
random as possible” furthermore keeping this randomness hidden is essential for preserving security>?

[ ] defined Probabilistic iO (PiO) a generalization of iO that extends to randomized circuits as well.
First, the functionality preserving requirement (see Def. 1) has to be relaxed so that for any probabilistic circuit
C, Opio[C] is a deterministic circuit such that no efficient adversary can distinguish it from C' based on their
outputs on any input x, as long as they were run only once on each input®®. The necessary modification of the
security requirement (see Def. 2) is trickier: for all circuit pairs that have computationally indistinguishable
output distributions on all inputs i.e., C;(z) ~ Cy(x), it should hold that Opio[C1] ~ Opio[C2]. Based on
the specific notion of indistinguishability of the distributions of probabilistic circuits, | ] defined several
flavours®* of this security requirement and also proposed a candidate construction for one of them using sub-
exponentially secure iO and PPREF.

With PiO in hand, it is straightforward to follow the basic idea of | | to get the wished bootstrapping
for 10:

OF/PPY[C]() = {OXS [REEncc](-) = (C0), REEval((C5) = C()}.

4.2.3 Full-Fledged iO from iO for Constant Sized Circuits

The complexity measure of bootstrapping methods by [ , | was circuit depth i.e.,
assuming logarithmic (NC') or even constant (TCU) depth circuit obfuscatlon they could accomplish the
obfuscation of circuits with unbounded depth (P/poly). Do these methods also help in reducing full-fledged
obfuscation to an iO obfuscator that can only handle circuits of limited size®>?

Rethinking which circuit has to be directly obfuscated in these methods it turns out that the answer is
negative. The FHE approach is promising for the first sight, as the FHE decryption circuit is independent of
the ciphertext length, however, its conditional version also needs to verify the steps of the evaluation function
that necessarily depends on the size of the evaluated circuit. A possible amendment was sketched in | ,
§A.1] based on the ideas of | , | which uses Succinct Non-Interactive Argument of Knowledge
(SNARK) instead of Non-Interactive Witness-Indistinguishable Proofs (NITWT) in order to make the verification
succinct (and independent of the size of the evaluated circuit). This modification also requires DiO security
from the core-obfuscator which is a rather strong assumption especially in light of the fact that specific types
of DiO and SNARK exclude each other under certain circumstances | ]. The size of the SNARG-based
conditional FHE decryption circuit of | ] is also independent of the size of the circuit to be obfuscated
via bootstrapping, however, in this case, VBB-secure core-obfuscator is required.

32 To see these the reader is urged to think of the task of a secure re-encryption functionality and how could we achieve it through
obfuscation?

33 Note that the probability of computational indistinguishability is taken over the random coins of C' and of Op;g.

34 The difference of the variants lies in the level of adaptivity in choosing inputs for deciding whether two circuits are indistin-
guishable or not i.e., the guarantee on their obfuscations must hold or not.

35 We remark that the methods of [ ] and [ ] achieve this property for the VBB notion.
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Regarding iO, in the RE-based solutions, the size of the encoding circuit obviously depends on the size of
the encoded circuit that is polynomial of its input length. At the same time, a clever implementation of this
approach by [ , §A] yields bootstrapping from 1O for fixed-size circuits to full-fledged iO. Recall that
in the bootstrapping of | 1, (911;118 is used to obfuscate a (log depth, polynomial-size) circuit C’ that
prepares the randomized encoding (C,x) for any input 2. The key idea is to decompose C’ into a polynomial
number of circuits C; (i = 1,...,s) of constant size, each independent of the size of C. The use of a Program-
Decomposable RE in C’ (see §2.2.3) allows for this, therefore instead of obfuscating C” as a whole, each constant
sized C! can be obfuscated separately. If the plain RE used r bits of randomness that was provided by a PPRF
key, then now » PPRF keys will be associated with the bits of the shared randomness and each obfuscated C!
will only contain those keys which are needed for that specific computation.

This technique allows for the amplification of an iO obfuscator for constant size circuits to a full-fledged iO.
From another point of view, the slowdown caused by obfuscation also decreased from poly(|C|) to |C| times a
polynomial of the security parameter, because constant sized circuits have to be obfuscated s = |C| times.

4.3 iO from Functional Encryption — an Alternative Pathway

In this part, we are dealing with a type of bootstrapping that differs from the previous ones in several aspects.
Most notably, it does not assume an obfuscator as its starting point but an FE scheme (see §2.2.2), in turn, it
still remains enough to assume FE for functions from a weaker complexity class (NC') than we aim to achieve
for obfuscation (P/poly). Historically this approach was not proposed as an amplification of some existing
techniques (like the previous ones) but opened new doors towards realizing iO, by showing an alternative face
of the same problem. Indeed, the following results together with the iO-based FE constructions of [ ,
] show the equivalence of a specific type of FE and iO up to a sub-exponential security loss (see Fig. 3).
As we discussed in §2.2.2, an abundant number of FE variants are known in the literature some of which are
implied by standard assumptions e.g., | , , |, while others necessitate the heavy hammers of
either iO or GES. Hereinafter, we looking for an answer for the question:

What kind of FE implies i0?

As current results show, at least two features have crucial roles: not surprisingly the scope of supported functions
and the efficiency of encryption. | ] proved®® that single-key FE schemes supporting function families
with a short output (compared to the ciphertext length) are not capable for building iO even if the non-black-box
use of FE is allowed, which is actually indispensable, as they also showed, in case of any transformation from
FE to i0. Regarding efficiency, | , ] concurrently observed first that single-key FE implies obfuscation
if its encryption time (and ciphertext size) depends at most sub-linearly on the function size for which the secret
key is issued.
Hereinafter, we introduce three approaches | , ] (with their refinements | )

]) that lead from weakly compact FE for NC* to full fledged iO through different intermediate ab-

stractions as “token-based” obfuscation, MIFE or compact RE.

4.3.1 From FE to iO Through Token-Based Obfuscation

From token-based iO to iO. Token-based obfuscation | | is a restricted form of obfuscation in which
the obfuscated program can only be evaluated on encrypted tokens instead of plaintext inputs. Such scheme
consists of two algorithms. The obfuscation procedure Tok.O[C] outputs the obfuscation C of circuit C' and
a secret key SK that is necessary for token generation Tok.Enc(SK,z) = . Having both C and # allows for
the computation of C'(2) = C(z). To be non-trivial, the complexity of Tok.Enc(.,.) must be independent of C
and only depend on x. This restricted scheme is seemingly not useful for the goals of usual obfuscation, but
as | ] noted, it allows for a so-called “input-extension” strategy to build an obfuscator O™ for circuits with
input length n (i.e., ¥ = x1,...,7,) from O™ (for the ease of exposition think of O™ as a VBB obfuscator):

O"[Cl(x1,...,zpn) = {Tok.O[C](z1,...,2n),
ot [Tok.Encsk o, =0](%1, .-, Tn-1),
On_l [TOk.EIlCSKJn:l](QL‘l, ey an_l)}.

As the complexity of Tok.Enc depends only on the (decreasing) size of its input, the above recursion can be
continued such that at the last step O'[C](z1) outputs the truth table of C(z1).

36 Assuming the existence of OWFs and NP¢coAM.
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From FE to token-based iO. Supposing that the functional secret key FSK¢ of a secret-key Functional
Encryption (sk-FE) scheme hides circuit C, then it can be viewed as the token-based obfuscation of C, while
token generation is equivalent to encryption: Tok.Enc(SK,z) := FE.Enc(SK,z) = . Consequently, the evalua-
tion of such an obfuscated circuit is made possible by FE decryption, FE.Dec(FSK¢, %) = C(x). For Boolean
circuits, [ ] achieved the required function-hiding property (and so token-based obfuscation) by applying
a similar trick to that of hiding the function in FHE i.e., using UCs to first transform the function into data and
then hide it with the help of the message-hiding property. In fact, the idea is more compound because Tok.Enc
must produce token & the size of which is independent of |C|, therefore, FE.Enc must be compact. The method
of | |, to achieve this, was later generalized in [ ]

To be useful for realizing the above sketched recursive (VBB) obfuscation, the underlying FE scheme must
be compact regardless of the output size of C (for non-Boolean circuits as well). Moreover, it should satisfy a

strong simulation-based security guarantee that was shown to be impossible by | ] as a nice analogue of
VBB impossibility. | | obtains token-based iO obfuscation from (pk, 1,1, W (C)-FE for NC* circuits using
similar techniques as of | ] (to achieve function hiding in the public key setting) and PiO of | ]

(that necessitates sub-exponential security of FE). The authors also observe that their transformation cannot
be started form any traditional secret-key FE scheme because their method requires from the used FE scheme to
remain secure even if both its encryption procedure and key are public. To achieve this property in the secret-key
setting, they proposed the notion of puncturable FE (see §2.2.2) that is sufficient for their transformation. As
[ | demonstrated, (sk*, 1,1, WC)-FE is realizable without public-key primitives using (sk,m,c, NC)-FE.

4.3.2 Multi-Input FE as an Intermediate Step

From multi-input FE to iO. | ] introduced the notion of multi-input FE (a.k.a. MIFE or with
our notations (-,-,m,-)-FE), which allows the function in its functional secret key to be n-ary i.e., to take n
ciphertexts as input. As they instantly observed, secret-key MIFE with a single functional key for (n + 1)-ary
functions is strong enough to imply obfuscation for circuits with input length n. The construction is rather
simple®”:

e The obfuscator first runs the setup of the MIFE scheme obtaining a master secret key MSK and n + 1
encryption keys (for the different input positions).

o Using MSK it prepares a functional secret key FSKy for function f, which is a UC for the circuit C that
we obfuscate (i.e., f(z1,...,2,,C) =C(x1,...,2,)).

e Next, both x; = 0 and x; = 1 bits are encrypted for all i = 1, ..., n resulting in 2n ciphertexts: {CT?}i,be{m}-
The last ciphertext CT,,41 is the encryption of the description of circuit C.

o The obfuscation consists of the ciphertexts and the functional key: O[C] = {{CTg}i,be{o,1}7 CTps1, FSKy ).

To evaluate O[C](x1,...,2,), one only has to run the MIFE decryption on FSKy and {CT;"};,CT,1 that
outputs C(x1,...,2,) by its definition.

While the indistinguishability-based selective security of the underlying MIFE scheme implies iO, simulation
secure MIFE (that would imply VBB obfuscation) was proven to be impossible in [ ]

From single- to multi-input FE. | ] could only build the necessary MIFE scheme from iO itself,
which did not help in building iO itself. In the secret key setting, | | provided a transformation from any
single-input FE scheme to a multi-input one (from (sk,m,1, NC')-FE to (sk,m,c, NC')-FE). However, their
solution is limited to a constant ¢ number of possible inputs, because of a double-exponential security loss in c,
circumventing it to be applicable to the above argument. At the same time, c-input MIFE | , ,

] is still sufficient for building iO for c-input circuits and the result of | ] also implies XiO that we
discuss in §4.4.2.
To reduce the necessary MIFE scheme to an assumption different form obfuscation, | ] devised a so-

called “arity amplification technique”. With the help of a (pk, 1,1, W()-FE scheme for NC*, it boost MIFE
for n-ary functions to work for (n + 1)-ary functions.

We highlight the key idea by sketching the first step of the recursive method that builds function-hiding
(sk,1,2, NCO)-FE (a.k.a. 2-MIFE) from (pk,1,1,W(C)-FE and a function-hiding (sk,1,1, NC')-FE (e.g., from
[ ]). For clarity, we distinguish the parameters and algorithms of the two FE schemes, used as building
blocks: bar and tilde denotes the public-key and secret-key schemes respectively. Intuitively speaking, the
goal is to use the sk-FE scheme to produce a single pk-FE ciphertext that encrypts all the input values in
a concatenated form. Such cumulated ciphertext can then be decrypted with a functional key for an unary
function that gives the same result as the original function with greater arity (which is two in the following
simple case). Let the 2-MIFE scheme be (informally) determined in the following way.

37 For more details on the construction see | , Theorem 18.].
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o Its master key MSK consists of {PK, MSK, MSK} and its functional secret key FSKy is equivalent with
FSKy (where f’ takes a single input and f'(z1|z2) = f(z1,22)).

o Encryptions for the two input positions are built differently.

— MIFE.Enc! on input 21 is actually a functional key generation for the secret key scheme for a function
g that encrypts its input concatenated with z; using the public-key FE scheme (i.e., CTy = FSKj).
— MIFE.Enc? on input 5 simply encrypts using the secret-key scheme resulting in CTy = CT.
o MIFE.Dec is then the composition of the two decryption algorithms. First, the decryption of the secret-
key scheme is executed on CT; = FSK, and CTy = CT computing a ciphertext CT (encrypting z1|zz).

Then this latter ciphertext is decrypted with the public-key scheme using FSK = FSK ¢ gaining f(z1|z2)
as we wanted.

We note that the iterative use of the public-key scheme necessitates its compactness.

4.3.3 A Classic Approach Using Compact RE

From RE to iO. Randomized encodings can be viewed as a degenerate form of obfuscation that allows for
evaluation only for a fixed input. This relationship of one-time and multi-time usage especially resembles the

connection of PRG and PRF as observed by | | who showed how to obtain obfuscation from RE. The
rough idea is remarkably simple. It follows the classic method of | ] to construct PRF from PRG with
the help of a binary tree. | ] built a tree of randomized encodings, that can be defined recursively.

The leaves of the tree are randomized encodings of a function (that we obfuscate) applied to all possible inputs
ie., F, . =REEnc(F,z) forall z=x,...,2,. In the next level, F _, are randomized encodings that
generate their two leaves F, . ,and F, . . All the other F; . (in the upper levels) are similar
randomized encodings of input-less functions that generate their children and the obfuscation of F' is the root
of this tree F’. The evaluation of such obfuscated function on input x is an iterated evaluation of randomized
encodings, namely first F” is evaluated that gives Fj and Fj, next Fy is evaluated and so on until £ . is
reached that evaluates to F'(z).

From FE to RE. This solution highlights the importance of the compactness of the used RE scheme because
if the encoding time is linear in the evaluation time of F(z), then obfuscation is essentially equivalent with
the computation of the truth table of F. | ] showed that in the CRS model, for TMs, sublinearly
compact RE scheme can be constructed from a sub-exponentially secure (pk, 1,1, W C)-FE scheme for P/poly
in a fairly straightforward way. In a high-level, the encoding of a machine M and its input z is prepared with
the help of the encryption algorithm of FE. The evaluation corresponds to the FE decryption with a functional
secret key, issued for a proper universal circuit (the CRS is used to store this secret key). When additionally the
sub-exponential hardness of LWE is assumed, weak compactness of the FE ciphertext suffices for the | ]
transformation while encryption time does not need to be bounded as in other methods | , ]. A variant
of the transformation by | , §4.2] relaxes on the security level of the assumptions but still requiring their
sub-exponential hardness.

Analogously to the negative result for VBB obfuscation, | | showed that simulation-based security of
compact RE is impossible to achieve in the standard model while an indistinguishability-based notion (defined
by them) is enough to get iO.

4.4 Towards The Wished Compact FE

We have seen different (non-black-box) transformations from sub-exponentially secure (pk/sk*,1,1,WC)-FE
for NC* circuits to iO for P/poly. Nonetheless, the question remains open:

how to achieve these notions of FE?

In this part, we are discussing this question introducing three research directions that have already provided
numerous primitives, the secure realizations of which would imply iO.

4.4.1 i0O-Based Bootstrappable FE

In §4.1-4.2, we have seen that general log-depth circuit obfuscation implies full-fledged 0. The previously seen,
FE-based bootstrapping theorems raise the question:

do we need the full power of core-obfuscators in order to realize bootstrappable FE and through that
general-purpose i0?
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iO for constant degree functions is enough. This question was first investigated by the pioneering work
of | ]. She has identified a family of functions Fr;, that can be expressed as constant degree polynomials
3% and the iO obfuscation of which implies (pk, 1,1, W (C)-FE if we also assume (sub-exponentially secure) LWE
and PRGeNC?. Additionally, the aplied obfuscator need to be “universally efficient”, which requirement can
be seen as the analogue of compactness from the FE world, namely that obfuscation time has to be independent
of the degree of the computation that is obfuscated.

Her first observation is that the LWE-based (pk,1,1,C)-FE scheme of | ] for Boolean functions
can be bootstrapped to work for any functions with arbitrary, say ¢ bits of output length while remaining
weakly compact. The idea is to issue functional secret keys for every Boolean function f’(x,i) that computes
the ith output bit of f(x) (for all ¢ < £). The critical step is that input (z,7) has to be encrypted for all
i=1,...,¢ resulting in a linear dependence of the ciphertext length on the output length, which undermines the
compactness of the resulting scheme. To circumvent this, the ciphertexts could be substituted by the description
of the obfuscated algorithm that prepares the ciphertexts and the size of which is independent of f. This is
the encryption algorithm of the Boolean FE with hard-coded z and a single input ¢. This concept leads us to
the definition of the function family Fi;, that must be capable of computing the encryption algorithm of the
Boolean FE and a PPRF that can provide the necessary randomness for encryption. While this is still not a
constant degree computation, with the help of RE, encryption can be easily turned to be in NC°. The case
of the PPRF is more challenging®’, but leveraging the fact that a special purpose PPRF for a polynomial-size
domain is enough, | | designs a proper one from constant degree PRG using the [ ] approach.

iO for restricted input length functions is useful. A different way of decreasing the generality of an
obfuscator is restricting the input length of the supported functions albeit not their complexity that can still
be in P/poly. i0«ogA) and, as a special case, XiO support functions that have at most logarithmic input
length in the security parameter. Supplemented with other primitives these relaxations of obfuscation also lead
to unrestricted iO (see Fig. 3), as shown by | , ] in the secret-key FE setting and using similar
techniques in the public-key setting by [ ]. For more details we refer to the next part.

4.4.2 From Secret-Key FE to Bootstapable FE

The second question we investigate is
can the bootstrappable FE schemes be based on ordinary (non-puncturable) secret-key FE schemes?

As it turns out, the answer is positive and in the known transformations XiO, a surprisingly useful relaxation
of 10, has a central role. First, we discuss how XiO along with other tools can help to transform secret-key FE
to (pk, 1,1, WC)-FE or to (sk*,1,1, W(C')-FE. Finally, we touch upon the relation between secret-key FE and
XiO.

From FE for Boolean Functions to General Functions Through XiO. | ] showed that XiO is
powerful enough to generalize a (pk, 1,1, C)-FE scheme for Boolean functions (as of | ] based on LWE)
to work for any functions. The first idea here is the same as the one described in §4.4.1 but instead of further
shaping the functions to be obfuscated, [ ] applies XiO directly to the encryption algorithm of the
Boolean FE and demonstrate that its efficiency suffices to obtain the desired bootstrappable (pk, 1,1, W C)-FE
scheme. | ] further generalized this result (their method was later simplified in | ]) by showing
how to build Boolean FE from plain PKE and SXiO and start the | | transformation from this scheme
instead of the FE of | ], which is tied to the LWE assumption.

Puncturable FE from ordinary secret-key FE. | | constructed (sk*, 1,1, W (C)-FE in three steps.
First, they take the (pk,1,1, NC')-FE of | ] that is based on dRE and PKE and show that substituting PKE
with a PPRF, (sk*,1,1, NO)-FE can be obtained*’.

Their second step is to transform the non-compact scheme into a collusion-succinct one. The high-level idea
resembles that of | ] to turn FE for Boolean functions to work for any output length. To handle m
functions, the single-key punctured FE scheme could be run in m instances, however, that would incur encryption
time linear in m contradicting with collusion-succinctness. This can be evaded by, instead of preparing m
ciphertexts, SXiO obfuscating the encryption circuit with the hard-wired message and giving out this as the
ciphertext.

The remaining step is to turn collusion-succinctness into weak-compactness that is achieved similarly to the
method of [ ] which we discuss in §4.4.3.

38 The degree of Fi;, is some polynomial of the degree of the used PRG, thus it is constant if the PRG is in NCO.
39 No PRF can exist in NC© as it would be learnable.
40 Note that both dRE and PPRF can be based on OWF that is implied by secret-key FE.
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XiO from secret-key FE and Vica Versa. Having seen its applications, we introduce the basic idea of
[ ] to build SXiO from (sk,m,1, NC')-FE. Following the authors, we explain their key insight through
constructing Osxio for € = 1/2. A naive attempt to exploit the collusion-resistance of FE would be the following
(still flawed) construction. Let the obfuscation consist of an FE ciphertext , encrypting the description of circuit
C (that we want to obfuscate), and for all possible inputs x € {0,1}" the functional secret keys that enable the
computation of a Universal Circuit U, that executes C' on a hard-coded z. For evaluation, the ciphertext only
has to be decrypted using the functional key that correspond to the input. Unfortunately, in this straw-man
example obfuscation time and size is not better than trivial as 2" functional keys are prepared. In order to
achieve compression factor € = 1/2 the idea is to separate the input space into two and hard-code the first half
of the input bits in the ciphertext and the other half in the functional key (for simplicity, we can assume that
n is even). Since the efficiency of FE guarantees that both the encryption and key generation times (and the
size of their outputs) are bounded by poly(|C|), the above obfuscation requires 2/2 + 2"/2 invocations of these
polynomial time computations achieving the desired compression. Evaluation is possible by decrypting the
proper ciphertext-key pair that corresponds to the intended input and the security of the construction follows
from the selective security of the underlying FE scheme. To achieve smaller compression factor | ] uses
the (sk,m,c, NC)-FE of | ] that supports functions with constant arity ¢ (thus not implying iO directly
as | ]) allowing for the separation of the input-space into ¢+ 1 parts (instead of the illustrated 1+ 1).

Assuming OWFs, | ] proved that the implication holds in the reverse direction as well i.e., XiO
implies (sk, 1,1, WC)-FE, providing a way to amplify SXiO’ to SXiO using OWFs through the transformation
of | ] from weakly-compact to collusion-resistant secret-key FE.

4.4.3 Compactness, Collusion-Resistance and The Role of PRGs
Another research direction is concerned by a question about the relation of two seemingly independent properties:
can the collusion resistance of FE be turned into compactness?

The answer turns out to be positive and what is more, when leaving the firm ground of standard assumptions
and using also low-depth, super-linear stretch PRGs (see §2.2.5) even the complexity of the required collusion-
resistant FE scheme can be pushed down to the complexity of computing constant degree polynomials.

From more keys to compactness. | , | showed first that the compactness of a single-key public-
key Functional Encryption (pk-FE) scheme can be obtained from a non-compact pk-FE scheme that can handle
multiple functional secret keys i.e., can tolerate multiple collusions. Their idea is based on the widespread
concept of using RE to represent an arbitrary computation in NC°. They use the opportunity to issue multiple
functional keys to embed each of the decomposed RE.Enc; functions of a pdRE scheme for a circuit C' into
these keys. The goal is to prepare the randomized encoding (C, ) by decrypting the same FE ciphertext (of the
collusion-resistant scheme), which encodes input x, applying each functional secret key. Having (C, z), RE.Eval
can be used to derive the result of the computation (the security of which is guaranteed by the security of FE
and pdRE). The crux is that RE.Enc; is essentially randomized, so besides x, the ciphertext has to encrypt
some seed s as well for a PRG that provides the necessary randomness to RE.Enc;.

The functional secret key of the wished compact scheme is comprised of the keys of the collusion-resistant
FE, its encryption algorithm is identical to the original one while decryption works as described above. To see
that the resulting scheme indeed has the compactness property, notice that while the encryption time of the
starting scheme can depend on the maximal size of the functions (embedded in the keys), the pdRE scheme
guarantees that the size of the decomposed encoding functions is independent of the size of C.

We note that the same argument can be adapted to the secret-key case. The transition from compactness
to collusion-resistance was shown to be possible as well by | ) ] in the public- and by | ] in the
secret-key setting indicating the equivalence of these properties.

On reducing the complexity of the supported functions. As observed by | , | the starting
(pk/sk,m,1, NC)-FE does not have to support general NC' functions but only a PRG and the encoding
function of a pdRE scheme. As pdRE is realizable in NCP, the existence of a polynomial-stretch PRG in NC°
would imply that FE for this complexity class is enough to yield iO. Polynomial-stretch is required to ensure
the necessary randomness for the pdRE scheme without harming the compactness of encryption time. While
this assumption leads to sufficiently simple FE schemes to start the bootstrapping, it is not implied by any
standard assumptions in cryptography (see §2.2.5). At the same time, this approach clearly identifies a research
direction in which some advancements can bring us closer to the secure realization of iO.

Expressing the functions as polynomials, | ] showed that in the above idea, RE.Enc; (of | ]) can
be computed by a 3dprag + 2 polynomial park, where dprg is the degree of the polynomial pprg describing
the PRG. Recall that dprg is upper bounded by the locality L of the PRG. [ , | managed to further

decrease the degree of functions, that FE has to support for being bootstrappable, to L. Their key insight is that
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the preprocessing of park in encryption time is possible without harming compactness. By encrypting the tensor
product z ® s besides x and s, it is already possible to do the remaining computation in degree 3L. With clever
grouping, they also managed to identify such subsets of the bits of s, over which pre-computing all monomials
with degree at most 3, the rest of the computation can be done in degree L, while the necessary compactness
of encryption is still maintained. In view of the L > 5 lower bound | ], these results foreshadow that 5
is also a lower bound for the necessary degree that FE needs to support. The work of | | refuted this by
showing further potential in the pre-processing technique. They bypassed the bound 5 by noticing that the
above method can also work for blocks of bits instead of single bits of the seed s. With this, they showed
that applying a (B,log \)-block-wise local PRG, for the FE it is enough to support degree B polynomials. As
[ | observed, B might be as low as 3 but it is still an entirely open question whether such PRGs (or any
objects that could substitute them) can be based on standard assumptions.

Besides the necessarily supported degree of functions, their required expressiveness can also be reduced
surprisingly. In fact, a collusion-resistant FE scheme (with linear efficiency) supporting degree d Boolean
functions (for d > 3) is sufficient for starting the bootstrapping. The reason of this is that the decomposed
elements of the encoding mechanism of pdRE produce a binary output and exactly these elements need to be
embedded in the functional secret key of FE.

5 Building Core-Obfuscators — In Search of a Seed 1.

After identifying several primitives that imply indistinguishability obfuscation under standard assumptions (see
§4, especially Fig. 3) we turn our attention towards the realisations of these primitives. Specifically, this section
is dedicated to the state of the art techniques for building obfuscators for low-depth circuits (in NC') that we

call “core-obfuscators” denoted by (’)i%cl. The key question we examine in this part is
how are current core-obfuscator candidates constructed?

We organize our discussion based on the representation of the input to the obfuscator. Accordingly, we
introduce MBPs obfuscators in §5.1 that historically preceded the more efficient circuit obfuscators, discussed
in §5.2. The structure of our overview follows the evolution of the candidates: in §5.1.1 we start with the
description of the first iO candidate of [ ] that is followed in §5.1.2 by the main ideas of subsequent
works that modify this construction in order to prove different flavours of security in various ideal models (see
§2.3.2-2.3.4). Security in the standard model is investigated in §5.1.3.

In §5.2, we turn our attention towards efficiency considerations and introduce both core-obfuscators that
mitigate the overhead caused by the MBP representation (§5.2.1) and core-obfuscators that handle circuits
directly (§5.2.2). In terms of security, all of these approaches follow the same pathways as MBP obfuscators
and therefore §5.1 and §5.2 can be viewed as discussions of the security and efficiency issues respectively (in
contrast to the distinction based on the computational model). Even though our survey considers theoretical
results, in a nutshell, we summarise attempts for implementing these results to catch a glimpse of the distance
of current solutions from real-world applicability.

Having seen all current approaches of constructing core-obfuscators, in §5.3 we return to security issues that
originate from the vulnerabilities of the utilized GES candidates (see also §2.2.4 especially Table 4). We discuss
current attacks on core-obfuscators in §5.3.1 and also the devised countermeasures in §5.3.2.

For a comprehensive overview of the candidate core-obfuscators including e.g., their compatibility with
different GES types, the applicable attacks against them, we refer to Table 8.

5.1 Branching Program Obfuscation
5.1.1 The Breakthrough Candidate iO Obfuscator

In this part, we reproduce an intuitive overview of the first candidate iO core-obfuscator based on the seminal
work of | ] and for further details we refer to the original work. Without the loss of generality, we
restrict our attention to the obfuscation of Boolean functions with £ bits of input and one bit output™?.

The intuitive goal is to hide as much information as possible about a function and its evaluation and then
argue that the resulting method indeed fulfils Definition 2 of iO. As suggested earlier (see §2.1.2), we assume
that the Boolean circuit C of log depth that we would like to obfuscate is already transformed with Barrington’s
method [ | into an input oblivious MBP of length n, which outputs 1 if the resulting matrix product is
the identity matrix and 0 otherwise. Now our goal is to “encrypt” the sequence of matrices in the MBP in a

41 An always up-to-date list about the broken obfuscator and GES candidates is maintained at [AD].

42 Note that every circuit C' in NC* can be turned into a sequence of Boolean circuit C(z,4) = C(z); that computes each output
bit i separately still in NC!. We remark that several subsequent obfuscator candidates [ , , , | allow for
direct handling of circuits with multi-bit outputs.
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Candidate Sls/}::(ggly Assumption Cé)gfﬁt;ble l\éIIl\E[[‘E;%S & Agéaﬁlii Input Notion

[ ] GCMM (EPT) ® O O |¢''’ & - MBP iO
[ ] BR —-/BSH ®" @B o |& O O - MBP iO/VBB
[ ] BGKPS —/- Q" m o |om o — s/d-MBP | iO/VBB
[ ] BGKPS —/- " @ o |0 e of - s/d-rMBP | iO/VBB

[ ] MSW-2/MSW-2/MSW-1 */BSH’/* " @ o° @,Wlil @;l — S/d—I’)IBP iO/VBB/VBB

[ ] Standard SSGES " m o | e’ & - MBP io

[ ] Standard MSE - ©* O O - MBP io
[ ] BGKPS - - @’ O - circuit iO/VBB

[ ] BGKPS/BR - - g o - circuit io

[ ] - - - - ®° O O MBP iO
[ ] BGKPS —/- ®" 7 o |om o - s/d-gMBP | iO/VBB
[ ] | MSZ/GMM+ | 3PRFeNC! [& O o |[o"m' of — s/d-eMBP | iO/VBB

[ ] BR sub-exp factoring - o o - circuit io

Table 8: Comparison of core-obfuscator candidates for general circuits in NC!. Each candidates requires
multilinearity s that is polynomial in the size of the obfuscated circuit. An assumption in brackets indicates
that it is implied by the corresponding ideal model. Symbols &, O, O denotes the attack categories described in
§5.3.1. A cross in any of the previous symbols refer to the existence of an attack against all known variants of
the scheme, slash denotes that attack threatens only the simpler variants satisfying iO security (in case of MBP
obfuscators, it means that the dual-input variant is not affected), while an empty symbol means that currently
no attack is known against the candidate. Upper indices contain the specific attack type (that are described in
§5.3.1) and in lower indices, the possible countermeasures are denoted (see §5.3.2).

way that still allows for the evaluation of matrix products based on inp(-) evaluation function for all possible
inputs. At the same time, the matrices should not leak any information other than the computation’s output,
even when observed separately or as part of any matrix products.

Randomization of the MBP. The first step towards such “encryption” is based on the randomization
technique of Kilian | |, originally designed to achieve secure two-party computation. The idea is to add
“structured noise” to the matrices of the MBP that cancels out at the end of the computation. For this, we
choose random full rank matrices R; € ZZXE’ fori=1,...,n—-1, compute their inverses, and envelop A; ; matrices
of the i’th step of the MBP to form B;, = R;4 A; yR; for b={0,1} and all i=1,...,n—1, where Ry = R,, =1 is
the identity matrix. Intuitively, changing the matrices of the MBP to B;; guarantees that the matrix product
makes sense only in the right order when the random R; matrices cancel out. Moreover, Kilian pointed out
that it is possible to statistically simulate®® the B » sequence for all z inputs knowing only C'(x), which fact is
a cornerstone in most obfuscator candidates’ security argument.

Unfortunately, Kilian’s randomization remains secure if only those n matrices are given out that correspond
to a certain input. However, we want the obfuscated program to be evaluable for any inputs so it is indispensable
to give out all the 2n matrices of the MBP. [ ] observed that in this case, the possible attacks can be
divided into three classes. We note that most of the MBP-based obfuscator candidates are identical until this
point and they differ in the countermeasures against these attacks.

Defence against input-mixing. “Mixed input attacks” do not respect the evaluation function when choosing
from the matrix pairs corresponding to the input bits. As Kilian’s method does not force us to be consistent in
our matrix choices, it is possible to select matrices corresponding to different input values even in those steps
that belong to the same input bit. For instance, in the MBP of Fig. 1, the first and the third steps both belong
to the first input bit, however, a malicious user might compute the matrix product using A; ; (honestly) and
As o (inconsistently) even after the randomization (revealing the effect of fixing some parts of the program). To
circumvent such attacks, the steps of the MBP that belong to the same input bit have to be glued together by
multiplying the matrices with random scalars such that these randomnesses cancel out only when all matrices
were used that correspond to a particular input bit (which is called “multiplicative bundling” in [ D.
The simplest vvay44 to achieve this is to choose oy € Z, scalars for A;; such that Hinp(i):k ;0 = 1 and

43 For an intuition think of By, = Ay ,R and Bap = R™1 Ay ;. With the notion R’ = A;le we get that R = Ay , R’ and thus
By = A1 pAgp R and By = R’~! meaning that these can be generated knowing only A1 pAop.

44 Here we simplify the solution of [ | where all the alphas can be chosen randomly, while in our case if g steps belong
to an input bit then only g — 1 alphas are random and one is determined by the constraint on their product. Although otherwise
the randomness can only be cancelled out by also evaluating a dummy MBP which we wanted to avoid here for simplicity.
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[Tinp(iy=r @i, =1 for all fixed k =1,...,¢ and compute «; pA; . Note that now any inconsistent matrix choice
will spoil the product as the «a;; blinding scalars will not cancel out.

Preventing partial evaluation. Partial evaluation attacks can be performed to reveal whether during eval-
uation with different inputs the occurring internal values are identical. For instance it is possible to gain
information about the program by taking two different inputs and evaluating the corresponding matrix prod-
ucts, but only until the first deviation in the matrix choices (e.g., in the MBP of Fig. 1 we could compare the
results of the first four steps in case of inputs (1,0,1) and (1,0,0)). Then we can detect the equivalence of
partial results in spite of Kilian’s randomization, as it is the same for the matrix pairs for both input values 0
and 1. Note that the previous bundling method is also not enough countermeasure, as it might be possible to
find a partial product that includes all steps that correspond to some (but not all) input bits in which case that
randomization cancels out. This vulnerability can be avoided by adding “bookends” to the beginning and to the
end of the MBP, that make it necessary to compute the entire product because without them any partial results
are incomparable. Here the idea is to add unique randomness to each matrix which can only be cancelled out
by the bookends. To do this, we can increase the dimension®® of the matrices and add the following bookends:

* *
(() * s)xRal XX R;_1 % * xRi_l x-x Ry, x]0
D e— aipAip t
S
—_———
B!, 7

where s,t € Zi and all R; € Z;” are chosen randomly. Each * denotes an arbitrary, random element from

Z, and all the unspecified elements of the extended matrices are zero. We call s’ and t’ T the bookends
which are indeed necessary to eliminate the redundant dimensions. Kilian’s matrices force us to put the
bookends in their place, where they allow for correct evaluation if the value (s, t) was published in advance as

s' (11 B;’b) t'" = s (11 Aip)tT is equal to (s,t) exactly when the matrix product is the identity.

Avoiding algebraic attacks. Other attacks may try to compute non-multilinear algebraic functions over the
matrices (e.g., inverse) or do not respect their algebraic structure. To circumvent such attempts, [ ]
uses GES and encrypts the MBP (with the above-described modifications) step by step in a way that allows its
homomorphic evaluation. For this, we can use GES candidates supporting n + 2 tags where zero-testing is only
possible on encodings with tag T.;. We encrypt the bookends and each step under different tags (denoting the
encryption under tag T} with [-]g):

[sl]Tn {[Bl{,b]T'Hl }iE[n],bE{O,l}v [sl]Tn+2’ [_(87 t)]th

and publish them together with the corresponding inp(-) evaluation function as the obfuscation of the circuit

C. The evaluation of OiNOCl [C] on input x = (x1,...,2¢) € {0,1}¢ uses the GES operations on the encrypted
data, namely we have to compute the following product:

n

P [ * (H[B]) N

i=

Note that these are valid multiplications if the tags are compatible and then P is encoded under tag T,;. The
output of (’)?(I)Cl [C](x) is determined based on a zero-test operation on P + [—(s,t)]r,, where both elements
are encoded under the same tag so their addition is possible and the result is also encoded under T,; thus we
can execute zero-testing. If its result is 1 then O%Cl[C](x) =1 (as the output of the MBP was the identity
matrix) otherwise 0.

5.1.2 Variants, Secure in Pre-Zeroizing Ideal Models

Security of the above-described | ] obfuscator was argued in the fairly restrictive GCMM model, which
rather gives an intuition of iO security than a solid evidence. This unsatisfactory state of affairs, regarding
security, and the enthusiasm caused by the first positive result for obfuscation together motivated follow-up
works to find more and more evidences of security. In this part, we discuss results that modify the first candidate
in order to achieve security in idealized models (see §2.3.4) that assume the zero-testing to be ideal i.e., not
capturing attacks with respect to this procedure in concrete GES candidates. For the possible interpretation of
results in these models see §2.3.3.

45 For simplicity, we increase the dimension only by two, however, further increase of the dimension (by an even number) increase
the randomness in the matrices providing an additional safeguard.
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Towards VBB security in the BR model. | | observed that the simulation-based formulation of
VBB is equivalent to iO in case of inefficient simulation (see §3.2.2), which interpretation is sometimes easier
to work with. Taking advantage of this, the authors proved iO security in the BR model by augmenting the
encoding step of the | ] obfuscator to work in the style of ElGamal encryption (following [ D ie.,
when encoding any matrix A under tag T, a fresh random value r is chosen and the pair [r]r,[rA]r is given
out instead of the plain encoding [A]7. This method allows the simulator to answer adversarial queries, that
can be interpreted as polynomials over the GES handles (see §2.3.2) of the obfuscation. These are shown to be
always non-zero in case of a non-honest query, which deviates from the rules of MBP evaluation, and thus can
be easily simulated. For honest queries, the structure of ElGamal encodings lets the simulator recover the input
assignment from the query, allowing for the simulation in this case as well*®. This is sufficient for iO security,
but not for VBB, as the simulation might be inefficient. Indeed, if an adversary manages to query a polynomial
that corresponds to some function of super-polynomially many inputs, the simulator will not be able to answer
in polynomial time.

To prevent the attacker from making such queries and guarantee the efficiency of the simulation (leading to
VBB security) the “randomizing sub-assignments” technique of | ] can be used. This requires (g) additional
levels in GES each of which is associated with a triple of variables, containing 2 pairs of encodings. Now besides
consistently choosing the value of every single variable, the adversary is also forced to jointly commit to the
values of each triple, consistently to the single variable choices. As shown by | ], in this setting it is not
possible in polynomial time to prepare the above-described problematic query without contradicting with BSH,
proving the VBB property as long as the BSH assumption holds. We also note that the increase of matrix
dimensions from | ] is not even needed to obtain the above results.

Ideal model VBB security without further assumptions. The need for the uncertain BSH assumption
was eliminated by [ ]. Their technique integrates previously independent defences (against input mixing,
partial evaluation and attacks that would cause inefficient simulation) into the GES encoding procedure. For
this, set-based tags are used together with specially designed set systems, called “straddling sets”. Such set
system is a collection of sets S,, = {S;:7 € [n],be{0,1}} over a universe U, such that there are only two exact
covers of U and these are either the “zero sets” i.e., U; S; 0 or the “one sets” i.e., U; S; 1.

Example 2 (] 17 Owver the universe U = {1,2,3,4,5}, let S3 straddling set system be the following:
Sl,O = {1}732,0 = {273}75’3,0 = {475}7
S11={1,2},521=1{3,4},531 = {5}.

Consequently, if all matrices of an MBP that correspond to the same input bit position are encoded under the
zero and one sets of the same straddling set system, then input mixing would involve elements that were encoded
under non-disjoint sets thus prohibiting multiplication in GES. This supersedes the use of «; ; for randomizing
the matrices (cf. §5.1.1), but does not substitute the randomness needed for the ElGamal-like usage of GES.

To also evade partial evaluation and attacks causing inefficient simulation, the above idea can be enhanced
by using d-MBPs. In these, the matrices represent two input positions®® that is handled by merging the
corresponding sets of different straddling set systems. Encoding the matrices under the resulting interlocking
sets forces the adversary to always commit to a specific input, thus substituting the role of the “randomizing
sub-assignments” technique and the BSH assumption in the proof of VBB security.

Other candidates. | ] investigated the capabilities of obfuscation in less restrictive models than BR
or BGKPS in terms of the allowed operations. They propose two models and extend unconditional generic VBB
security to the MSW-1 model, unconditional ¢O security to the MSW-2 model and VBB security to the MSW-2
model assuming that BSH’ holds. Interestingly, they also observe that any unconditional proof of the latter
claim would entail proving the algebraic analogue of P+INP. Their key tool is a strengthening of straddling set
systems, in which each zero-set has non-empty intersection with all one-sets.

We mention one more candidate core-obfuscator, proposed by [ ], that adapts the original | ]
candidate to the GGH15 graph-induced GES, although without formal proof of security.

5.1.3 Core-Obfuscators in the Standard Model

As we already discussed it in §2.3, the ultimate goal, regarding security, is to prove that obfuscation is secure
in the standard model under standard assumptions. This part is dedicated to core-obfuscator candidates that
are approaching towards this goal.

46 Note that having access to the input, black-box access to the functionality is enough to get the correct output.

47 For the general version of this example see [ , Appendix A].

48 Without loss of generality, it can be assumed that the evaluation functions of the MBP fulfil some requirements e.g., none of
the input bit positions is ignored and it is not equivalent to a single-input MBP.
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The security (intuition) of the | ] obfuscator directly follows from the EPI assumption (in the
standard model) that is, however, explicitly tied to their construction making it less persuasive (see §2.3.1). We
introduce three other arguments in the standard model that rely on SSGES, SSGES’ or the MSE assumptions.
These seemed to be plausible when they were introduced but later attacks (discussed in §5.3) revealed that
none of them is supported by current GES candidates.

iO from semantically secure GES. | ] reduced first the security of iO to a succinct and general
assumption on the underlying GES, namely to the SSGES assumption. They introduced an intermediate ab-
straction, called Neighbouring-Matrix iO (NMiO), that requires the indistinguishability of only those obfuscated
MBPs that are not just functionally equivalent, but differ only in a constant number of matrices. This new
notion is then shown to be realizable by a simplified variant of the | ] obfuscator based on semantically
secure graded encodings. As discussed in §2.3.1, the SSGES assumption considers certain “valid” message dis-
tributions and | | justified the validity of the used distributions with the help of a generic security analysis.
The wished iO notion is achieved through a construction-independent transformation from NMiO to iO without
further assumptions. The key tool of the transformation is a merging procedure, that takes two MBPs, Py, P,
and a bit b the value of which affects only a constant number of matrices in the output Merge( Py, P1,b) that
evaluates Py. Let Oio[P] = Onmio[Merge(P, D,0)], where D denotes a dummy MBP computing the constant
1 function. The indistinguishability of O;o[Fy] and Oio[P1] for functionally equivalent Py and P; is proved
through a hybrid argument based on the properties of NMiO and the merging procedure*”.

In order to reduce security to the more favourable SSGES’ assumption, | ] adapted the above technique
to the merge procedure of | ] for circuits and to another abstraction called “neighbouring-input” iO, which
relaxes 1O in the same style as NMiO.

Building on the Subgroup Elimination Assumption. | ] proposed a different approach to build
iO in the standard model, using composite order GES and a fairly natural assumption on them. Their idea is to
run parallel obfuscations concurrently, which is enabled by the CRT in composite order GES, opening the door
to separate handling of different inputs by different obfuscator instances in the security proof. The goal of such
input isolation is to be able to invoke Kilian’s information theoretic argument | ] about randomized MBPs.
Recall that in ideal model proofs the Kilian theorem is used to simulate the obfuscated MBP in view of the
input (that implies the output through oracle access to the functionality). Contrarily, now it is used to switch
— invisibly to the adversary — the underlying MBP to a functionally equivalent other one for one specific input.
Doing this for all inputs through a sequence of 2" hybrids (where n is the input length) allows us to argue iO
security (i.e., that the obfuscations of functionally equivalent MBPs are indistinguishable) of the obfuscator.
The key challenge towards this is the actual isolation of inputs. Considering one input, the goal is to evaluate
this specific input using a specific obfuscated instance and eliminate all the other parallel instances by zeroing
them out. To do this securely (for all inputs), | | built on the MSE assumption, which intuitively claims
that under certain circumstances it is hard to distinguish a zero element from a random element in a particular
subgroup.

We remark that according to an informal argument of | ], in order to prove iO security, the sub-
exponential hardness of any instance-independent assumptions seems inevitable (as in case of SSGES’ and
MSE).

5.2 Improving Efficiency: From MBP to Circuit Obfuscation

Up to this point, all the introduced obfuscator candidates converted their input into an MBP first as the actual
steps of obfuscation were designed for this model of computation. The transformation of Barrington | ]
confirms that this is indeed possible, however, its price is an exponential growth of MBP length (at most 44)
in the circuit depth d. While this remains polynomial if the circuit is from NC?, the efficiency loss is obvious
even in this case. When we start to care also about the realizability besides the existence of general-purpose
obfuscators, this unsatisfactory state raises the natural question whether it is possible to minimize the MBP size
before obfuscating it? The answer is crucial, especially as MBP length determines the necessary multilinearity
K of the used GES. k is favourable to be kept low because encoding size depends polynomially on it and also
because — intuitively — smaller s could be easier to realize under standard assumptions.
More radically, we could even ask

whether it is essential to obfuscate MBPs or circuits are also obfuscatable directly?

49 Tn the hybrid steps the MBPs are replaced matrix by matrix in the following manner: Merge(Py, D,0) -> Merge(Py, P1,0) —
Merge(Py, P1,1) -» Merge(Py, P1,1) — Merge(Py, P1,0) -» Merge(Py, D,0). Note that NMiO obfuscating each merged MBP, all the
subsequent hybrid steps become indistinguishable, while the first and the last steps correspond to the iO of Py and P;.
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In this part, we investigate the sources of inefficiencies in previous constructions and introduce the current
approaches towards practically usable methods. These show that the answers are positive for both of the above
questions. Finally, we review the available implementations that properly illustrates the distance of theoretical
results from concrete applicability.

5.2.1 Improving Efficiency by Minimizing MBP Size

A straightforward first attempt to reduce MBP length is to “balance” the depth d of the formula or circuit
before Barrington’s transformation. The best we can achieve in this direction is depth d = 1.82log s following
[ ], where s is the length of the formula, although after the transformation it still leads to a length s3:64
MBP. As it turns out, for further optimization we have to bypass two key tools of previous solutions.

Avoiding Barrington’s theorem. | | proposed the first solution without needing to invoke the Bar-
rington theorem. Starting from a Boolean formula (that is a fan-out-1 Boolean circuit) they show a transfor-
mation to a so-called relaxed MBP (rMBP), defined by them. In an rMBP, permutation matrices are replaced
by general full-rank matrices over a finite field and the output of the computation is determined by the value
of a fixed entry in the matrix product. The advantage of the relaxed notion is twofold. It allows for a more
efficient conversion from formulas than the one by Barrington, and it is still sufficient to adapt the [ ]
obfuscator construction and security argument. The key insight of the transformation is that the evaluation of
a Boolean formula can be turned into a graph connectivity problem in a certain directed graph, which in turn
can be interpreted as matrix multiplication. This solution reduces the length of the rMBP to O(s), however,
the dimension of the matrices increases to O(s).

Bypassing the Kilian theorem. The reason why the matrix dimension high can be traced back to the use
of the randomization theorem of Kilian [ ] that requires the matrices of the MBP to have full rank and
thus to be invertible. | | interpreted the necessity of invertibility as information about the actual state
(represented by a matrix) cannot be forgotten and asked the question whether it is possible to directly obfuscate
programs that can “forget” (i.e., the matrices in their MBP representation are not full-rank). By eliminating the
use of the Kilian theorem with an equivalent randomization, they adapt the | ] obfuscator to also work
for more general MBPs than before (denoted by gMBP). Namely, the matrices are allowed to be non-invertible,
even rectangular (with compatible dimensions) with the only restriction that no partial product of them should
result in the all-zero matrix (i.e. to be “non-shortcutting” in the terminology of the authors). This leads to
faster evaluation time (due to the decreased matrix dimensions) and, for the first time, enables the obfuscated
program to output multiple bits simultaneously (in different entries of the product matrix) eliminating the need
for running different MBPs to compute each output bit.

5.2.2 Direct Obfuscation of Circuits

Instead of improving MBPs before actual obfuscation, in concurrent and independent works, | ] and | ]
proposed a radically new approach: to obfuscate arithmetic circuits directly. Their basic idea is to take a
universal circuit U(C,x) and, with the help of GES, encode every bit of C' and both 0 and 1 values for each
input bit of z. An evaluator then can homomorphically evaluate U(C,z) by using the appropriate encodings
for each input bit and zero-test the resulting encoding(s) to obtain the output (that may consist of multiple
bits). Input consistency can be enforced by using straddling sets as before, so the source of difficulties is the
freedom of the evaluator in terms of the evaluated function. Namely, one still can deviate from computing U
that is circumvented by the use of composite order GES (see §2.2.4). This allows us to think of an encoding as
a vector of elements. Let the first vector elements correspond to the values used in the computation (the bits of
C and z) and a second one to be a random value r;. These are bound together by the nature of composite order
GES. Evaluating U on such encodings results in an encoding vector (U(C,x), R), where R=U(r1,...,7|C|+[z|)
is a random value. To make the result of the honest computation of C' (but nothing else) derandomizable, the
encoding of (1, R) can be given out and compared with the result using the zero-test.

Unfortunately, straightforward homomorphic evaluation is still not possible as additions in GES are only
possible between encodings with the same tag, but the bits of C' and x are necessarily encoded with different
ones. In order to get around this, ElGamal encodings of each bit can be used instead of plain encodings as it

was done in [ ] (see §5.1.2). The addition of these encodings is doable by performing 3 multiplications
and an addition of encodings under the same tag)°".

While these basic ideas are common in | ) ] and also in the circuit obfuscator candidate of | 1,
each work proposed a refined variant as well. | ] achieved VBB security in the BGKPS model. Contrarily

[ ] proved only iO security, but in the more challenging BR model, at the expense of needing input length

50 Tet X; = [rilT,,Ys = [rim;]T, be the ElGamal encoding of m; with tag T; where r; is random. Then the encoding of m1 +m2
can be computed as X1X2 = [r1r2]7, 475, X1Y2 + X2Y1 = [r1r2(m1 + m2) 7y 41
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n plus 2 slots in the GES encodings. This efficiency loss is reduced by | |, requiring only 3 slots, assuming
the sub-exponential hardness of factoring”’. We note that [ , ] also built obfuscators starting from
these ideas, however, these are designed for a more restricted circuit class (see discussion in §6.2).

Skipping the transformation to MBP before the actual obfuscation leads to significant improvement in terms
of obfuscation size and evaluation time, which are — for the first time — not exponential but only quadratic in the
circuit depth d (for keyed functions®®, , in which hiding the key suffices, performance can be further improved).
In light of these, one could ask whether we still need bootstrapping or we could directly obfuscate any circuit
in P/poly. Unfortunately, the noise growth of current approximate MMaps prevents us from being able to
directly obfuscate circuits outside of NC', thus as [ ] points out: “finding clean (and secure) MMaps is
not only a technicality but one of the most fundamental open problems in cryptography”.

5.2.3 Implementing Obfuscation

We close our review of efficiency considerations by illustrating the performance of known obfuscation solutions
through current implementation results. As our goal is merely to illustrate the distance of (obviously theoretical)
results from applicability, we are not going into optimization details, only sketch the achieved milestones in
improving performance and obfuscated functions.

The first executable® implementation of obfuscation is due to | ]. A 16-bit point function (contain-
ing 15 AND gates) was the most complex function that they were able to obfuscate after the implementation
of ideas from | , , ]. The process took 9 hours and resulted in an obfuscated program of
31.1 GB size, the evaluation of which on a single input takes around 3.3 hours on a machine with 32 cores and
244 GB RAM™.

[ ] proposed a unified framework, called 5GEN’ [ ] for implementing GES and realized the
obfuscator of [ | roughly halving the costs, seen above. For the first time, a circuit obfuscator [ ]
was realized as well but for the investigated point-function application — not representatively — it was not
competitive with the other approach®®. First, [ ] managed to run circuit obfuscators on more compound
input, namely they obfuscated a PRF with 64-bit key and 16-bit input with the same order of magnitude of
obfuscation time, size and evaluation time (but for a more complex function). [ ] implemented the first
obfuscator based on GGHI15-based GES (with certain simplifications) and ran it on a finite-state machine of
100 states with 68-bit input length.

5.3 The Impact of GES Vulnerabilities on Core-Obfuscators

Candidate multilinear maps and the assumptions over them have been threatened by various attacks since the
beginnings due to the lack of security reduction to a well-established cryptographic assumption. Initially, the
so-called zeroizing attacks affected only those applications that required a public encoding mechanism (like the
multi-party key exchange), but these were extended later to work also in the secret-key setting that is utilized in
the obfuscator candidates. However, these attacks all involve multiple encodings of zero at the zero-testing (top)
level that must be obtained by multiplying lower level encodings with a certain structure. Since obfuscation of
programs allows for producing zeros only in a restricted way (as a result of “honest evaluation”) it is highly non-
trivial to apply these attacks to iO candidates. Nevertheless, several works demonstrated that this is indeed
possible if the zero-testing operation is not idealized to return a binary value, representing the invalidity of
several assumptions (see Table 5) and of the “pre-zeroiznig models” (see Table 6).

5.3.1 Current Attacking Strategies

As we consider general-purpose iO, finding even a single pair of equivalent circuits (or MBPs) that are distin-
guishable after obfuscation is enough to break iO security. To characterize the attacks®”, we sort them into
three categories depending on the generality of the programs the obfuscation of which is vulnerable. These can
be specific MBP classes that are obfuscated directly (in Table 8 it is denoted by <), general circuits from NC*
that are either obfuscated directly or using an MBP-obfuscator after applying Barrington’s transformation or
the one that is part of the candidate (O), or finally, general polynomial-size circuits (O). Practically, the latter

51 The additional assumption is due to the fact that the order of the composite order ring is not hidden as in the other cases.
52 Obfuscating keyed functions is actually enough for bootstrapping and thus for obfuscating all circuits.
53 In the implementation of | ], the estimated obfuscation time of a 2-bit multiplication circuit is about 1027 years
requiring 20 zettabytes of memory.
| showed several techniques to speed up the evaluation and in fact, they managed to broke the “point obfuscation

challenge” (announced at the CRYPTO-2014 rump session [ ]) in just 19 minutes using a cluster of 21 PCs.
55 Referring to MMaps as the fifth generation of cryptography after symmetric key encryption, PKE, bilinear maps, and FHE.
56 This is due to the fact that the necessary multilinearity is at least the double of the input length in case of | ] which cost
is exaggerated by the simplicity of point functions.
57 In this, we follow | , Ap. A] that provided the first (since then outdated) summary of attacks.
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means that the obfuscation of any of the bootstrappable functions (see Table 7) must be vulnerable. In a
bird’s-eye view, the following attacks are known at the date of this writing (see also Table 8).

a | ] presented the first attack affecting the CLT13-based MBP-obfuscator candidate of | ]
and the simple variants of | , ]. Regarding MBP-obfuscation, their attack requires the obfus-
cation of MBPs computing the constant one function®®, where the input bits are partitioned into three
sets such that the MBP is also decomposable into three steps, each depending only on the corresponding
input partition. This special structure is not guaranteed if an MBP is obtained from the Barrington
transformation, consequently, this attack can be evaded when the obfuscator takes a circuit and use the
transformation as part of the process. The circuit obfuscators are broken for as simple functions as point

functions.
b The so-called “Annihilation attacks” of | ] thwart both the single- and dual-input variants of GGH13-
based obfuscators of | , , , , , ]. The high-level idea is to take

two MBP description of the constant zero functionality and evaluate their obfuscation several times to
obtain multiple results of successful zero-tests. In fact, these are ring elements (and not binary values as
assumed by several idealized models) which contain information about the evaluated MBP. This infor-
mation allows us to distinguish the obfuscations after finding an Annihilating Polynomial of the zero-test
results of one MBP that, however, does not annihilate the zero-test results of the other.

c [ | generalized Attack-b to make it work also for circuits as opposed to simple MBPs. To do
so, they identified a sufficient property of MBPs, called “partial inequivalence”, that is needed for their
generalized attack. It is also demonstrated that transforming certain circuits via Barrington’s method
yields partially inequivalent MBPs and in particular these include certain UCs enabling the attack of
obfuscations of bootstrappable functions (see Table 7) as well. The attack, however, does not extend to
the dual-input MBP technique.

d Observing a matrix identity, | ] managed to extend Attack-a to work for MBPs with any structure.
Importantly (and contrary to Attack-b), their approach does not rely on the algebraic structure of the
encoded matrices and thus extend to all single-input MBP obfuscators based on CLT13 GES, including
[ ] and | ] showing the vulnerability of the MSZ model.

e [ ] extended Attack-b to work also for the | ] obfuscator over either GGH13 or GGH15 GES.
This is achieved by obtaining information about the “multiplicative-bundling” scalars (see §5.1.1) through
zeroizing techniques of | , ] (relying on input partitioning) and then use the extension of
Attack-b in the GGH13 setting. In case of GGH15, the scalars can be recovered in sub-exponential time
(or quantum polynomial time) allowing for an input-mixing attack.

5.3.2 Countermeasures

While some of the above attacks can be easily circumvented (e.g., by not obfuscating MBPs directly but circuits
instead, via Barrington’s transformation), real countermeasures are essential to not only evade the attacks, but
to also understand their nature and design more robust constructions towards the ultimate goal of reducing 1O
security to standard assumptions (see discussion in §2.3.1).

As a first step, | , , ] devised idealized models (see the MSZ, GMM+ models in
§2.3.4), that give a more accurate abstraction of the zero-testing procedure of current GES candidates, capturing
most of the above attacks (for an exception see Attack-d). | | proposed the first scheme that was proven
secure in such weaker idealized model under the assumption that PRF exists in NC*. Their construction builds
on the techniques of the | ] obfuscator with a crucial modification before the first step. Namely, the
obfuscated MBP is extended to consist of block-diagonal matrices, where in one block the original MBP is
computed while in the other one a PRF on the same input. This “self-fortification” technique allows us to argue
that no Annihilating Polynomial can be computed over zero-test results because otherwise, it could be used
to efficiently distinguish between the PRF and a truly random function. In the context of circuit obfuscators,
[ ] implemented the same defence strategy (see §6.2).

We also mention a generic countermeasure that turns an input program to the obfuscator, possibly with
properties that make its obfuscation vulnerable, into another one without the sensitive properties. Unfortu-
nately, such solution, to the best of our knowledge, is only known against input-partitioning, but would be
desirable to evade other vulnerabilities as well (e.g., partial inequivalence).

i ] propose a technique called “input stamping” to immunize against input-partitioning attacks
(Attacks a and d) on | ]-based obfuscators. The key idea is to extend the input space of a program
P to be obfuscated by substituting it with program @ that returns 0 on an input z if and only if z

58 Note that this leads to a successful zero-test as the last step of the evaluation of the obfuscated program (see §5.1.1).
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has the form z|S(x), where S is a “stamping function”, satisfying certain properties (that thwart input-
partitioning), and P(x) =0 from which the original output is recoverable if the stamp is correct.

Finally, we mention that in order to gain confidence in standard model security proofs it would be essential

to come up either with new assumptions that are plausible using current GES candidates or with more robust
GES.

6 Building Functional Encryption — In Search of a Seed I1.

In this section, we continue introducing candidate realizations of bootstrappable primitives, now focusing on
those ones that yield full-fledged iO through constructing an FE scheme first. The main benefit of this approach
is that — until now — it led to a better characterization of the problem of building iO. By eliminating the better-
understood parts it is enough to start bootstrapping from simpler primitives than the core-obfuscators, seen in
§5. The pioneering work of [ | showed that bootstrappable FE can be built using MMaps with constant
multilinearity (x) while all previous core-obfuscators required x to be polynomial in the size of the obfuscated
circuit. This and follow-up works brought the necessary MMaps closer to reality than ever and also identified
the price of the improvement: when decreasing multilinearity to get closer to the standard assumption k =2, we
have to rely more and more on the non-standard assumption that super-linear stretch PRG exists with constant
locality (as we have seen the latter in §4.4.1 and §4.4.3). Up to the date of this writing, this line of research
managed to reduce the problem of basing iO on standard assumptions to the problem of finding 3-linear maps
and (3,log\)-block-wise local PRG with super-linear stretch based on standard assumptions | ]

While we are interested in the same security and efficiency aspects of the introduced constructions as in
the previous part, the following discussion is structured quite differently. The reason is that the subsequent
solutions are less coherent than the different core-obfuscators and thus we organize our introduction based on the
realized primitives, from which bootstrapping can be started. These include different FE variants and also iO
obfuscators, which deviate from core-obfuscators in the generality of circuits they are able to handle. Actually,
now we consider a remarkably conscious approach to design special purpose iO to secure only that specific
functionality, which is required for bootstrapping (in contrast to the limited but still general class NC?).

Another important difference, compared to core-obfuscators, is that ideal model solutions turn out to be less
interesting. The reason is that the transformations from weakly compact FE schemes to iO (i.e., the essential
step we always have to go through, see Fig.3) requires the non-black-box use of FE (see §4.3) and thus modelling
any building blocks with oracles is insufficient for bootstrapping purposes. Indeed, | ] proved that some
sort of non-black-box technique is inherent in any transformations from FE to iO.

Last but not least, no direct attacks are known against most of the following constructions (an exception is
the FE scheme of | ]), however, almost all of the used assumptions are known to be false (see Table 5),
which state of affairs is rather worrisome. Nevertheless, these — at the date of this writing — false assumptions
clearly identify research directions in the field of MMap and GES design.

We discuss the following bootstrappable primitives: collusion-resistant pk-FE in §6.1 (the design of which
historically preceded the bootstrapping techniques using FE), special-purpose obfuscators in §6.2, secret and
public key FE for low degree polynomials in §6.3 and finally, PAFE in §6.4. For a concise summary of these
solutions, we refer to Table 9.

Candi- Security Assump- Compatible Function Achieved
date Model tion MDMaps w Class Notion

[ ] standard GGHZ CLT13 poly(|C1) NC? (pk,m,1, NC)-FE
[ ] BR/standard | —/SSGES CLT13 0(1) Flin iO

[ ] MSZ - GGHI3 o) Frin i0

[ ] | BGKPS - CLT13 o(1) Fim i0

[ ] standard jSXDH | GGH13/CLT13/ 2d Deg-d, Boolean | (sk,m,1,L)-FE
[ ] standard jSXDH GGH15 2d Deg-d, Boolean | (pk,m,1,L)-FE
[ ] standard SXDH MMaps d Deg-d, Boolean | (sk,m,1,L)-FE
[ ] (BGKPS) AS GGH13/CLT13 d Deg-d, Boolean PAFE

Table 9: Comparison of bootstrappable candidates through some FE scheme. k denotes the required multilin-
earity, d is the maximal degree of supported polynomials of the achieved scheme. The security model in brackets
indicates security is proven in the standard model under the corresponding assumption that is implied by the
given model showing some evidence of its validity.
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6.1 Collusion-Resistant FE From the GGHZ-Assumption

Constructions of FE for general functions had been only known based on iO, [ , | when | ]
proposed a (pk,m,1, NC')-FE candidate based on composite order GES. This result complemented with the
bootstrapping theorems of | , | established the equivalence of the two primitives up to a sub-
exponential security loss.

For building collusion-resistant FE, | | utilized techniques that originally have been designed to
realize core-obfuscators. Their high-level strategy is to take a UC for NC! and transform it first to an MBP,
which is randomized with similar techniques that are used in obfuscation. The public key of their FE scheme
consists of those matrix pairs that correspond to the input bit positions (i.e., do not belong to a program
description). Encryption is done by choosing the matrices according to the bits of the plaintext, re-randomizing
and “bundling” them. Functional secret keys are generated analogously but considering the matrices of the
program description. A message and a key together with the UC form the program that can be evaluated
during decryption. One of the challenges implied by this approach is that re-randomization and bundling need
to be a public procedure (unlike in obfuscation), but the resulting ciphertexts should still be such that are not
capable for mixing their parts. This is not enabled by previous techniques (that either allow anyone to create
encodings under any tag or noone without the master key) so a new procedure was proposed to extend the
functionality of GES (especially [ ]) to achieve the required functionality.

This high-level idea is implemented by realizing an intermediate abstraction called slotted FE, where “slots”
are achieved using composite order GES and serve similar purposes than in some core-obfuscators.

The security of the final scheme is based on the GGHZ assumption and the security of a PPRFs in NC*!.
Unfortunately, the previous assumption was explicitly broken by [ | with an attack rooted in the same
idea as Attack-a, described in §5.3.1.

6.2 iO From Constant-Degree GES

In terms of realizability, GES is the Achilles heel of all obfuscator constructions and none of the approaches we
introduced so-far managed to decrease significantly the role of this building block. | ] took the first step
towards this important goal by identifying a function family F7;,eNC° the iO obfuscation of which is both
bootstrappable (see §4.4.1) and can be realized using only constant multilinearity as opposed to a polynomial
of the obfuscated function’s size.

Circuit obfuscation with a constant number of multiplications. While for NC° circuits iO is trivial®?,
to be useful for bootstrapping (see §4.4.1) it has to fulfil a stricter efficiency requirement, namely, obfuscation
time has to be universal i.e., independent of the actual degree of the computation. The starting point of the

universally efficient Ofg‘“ of | | is the (arithmetic) circuit obfuscator of | ] (§5.2.2). Recall that | ]
needed a much higher degree of multilinearity®® than the degree of the obfuscated U due to the use of straddling
sets and the way of handling additions. In order to mitigate this overhead, | ] argued that when the domain

of the obfuscated circuit is a set of properly chosen “symbols”, the bits of each input symbol can be encoded
under the same tag using the same ElGamal randomness. As a result, the addition of these encoded bits —
that are said to have the same type — is possible without turning addition into multiplication®’. The question
arises that for which circuits does this trick save enough multilinearity? Towards the characterization of the
necessary properties of such circuits, in | | the so-called “type-degree” of a circuit is defined recursively:
the outgoing wire type of a gate equals to the incoming ones if those are identical, otherwise®? the incoming
wire types add up. The analysis of Lin shows that « is proportional to the type-degree of the obfuscated circuit
that is the sum of the output wire types. As the type-degree of F1;, is indeed constant, it can be obfuscated
with the modified | ] method using constant . While the original scheme of | ] is secure in an ideal
model, | ] also argued security of her special purpose obfuscator in the standard model under a variant of
the SSGES’ assumption of | ]

Further refinements. We note that | ] (see their construction called “Linnerman”) managed to further
decrease the constant k by adapting the ideas of | ] to the circuit obfuscator of | -

A common weakness of these solutions is that they both involve an exponential noise growth in the used
CLT13 GES due to the structure (related to straddling sets) of the encodings contained by the obfuscation.
To also obtain polynomial noise growth, besides constant multilinearity in Oif)'““, [ | devises to use a
composite order variant of the GGH13 GES in a specific manner (they propose two techniques that were later

59 One could output the truth-table of a function as obfuscation.

60 More precisely n - 24¢Pth(U) where n is the input size of U, that is |C| + |z|. This growth is the reason why | ] obfuscator
was limited to NC? circuits.

61 The sum of (R = [r]r, X1 = [rm1]r) and (R = [r]7, X2 = [rma]7) is (R = [r]7, X1 + X2 = [r(m1 + m2)]7).

62 When multiplication is needed that increases the degree.
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shown to be vulnerable by [ ] in which work, however, another countermeasure was proposed). Besides
noise reduction, in the same work stronger ideal model security is also achieved with the help of the self-
fortification strategy of [ ]. The original idea is implemented in the circuit-obfuscator via using some
slots of the composite order GES to evaluate a PRF on the input. The result of this additional computation
sufficiently randomizes the zero-test output but can be cancelled out without affecting the result of the intended
computation.

6.3 FE for Low-Degree Polynomials From SXDH

Some kind of abstractions of obfuscation always appeared in the previously seen constructions of bootstrappable
primitives (the FE scheme of | ] is an exception but this construction also builds on similar techniques
as core-obfuscators). The work of | ] pointed out that this is not inherent and simpler concepts are enough
to be used in order to build the desired objects. However, this result and follow-up works have not managed to
also eliminate the use of GES, in some sense they successfully reduced its role in the constructions.

Computing randomized encodings with the help of inner-products. The key insight of [ ] is
that IPFE — currently the only collusion-resistant FE scheme based on standard assumptions — is powerful
enough to indirectly compute any constant degree function f (i.e., f eNCP°). The tool that enables this is the
arithmetic RE of | ] in which the computation of each element of (f,z) is linear in the bits of = and a
polynomial function of some randomness r. This allows for the representation of the elements of (f,z) as an
inner product of some coefficient vectors (depending on f) and input vectors (depending on z), which can be
computed by multiple instances of IPFE. Note that RE.Enc requires fresh (pseudo-)randomness that cannot
be provided e.g., by a built-in PRG as inner products are limited to degree 2 computation. | ] resolved
the problem by relying on the hardness of the jSXDH problem, which guarantees that [ab]r, can be used as a
source of pseudo-randomness in the presence of the encodings of [a]r, and [b]r, under any tag T;.

By the nature of existing IPFE schemes, the result of the computation (i.e., the output of decryption) still
“resides in the exponent”®® meaning that RE.Eval cannot be directly executed on the decryption outputs. This
necessitates further levels of multilinearity (for IPFE bilinear computation would be enough) to evaluate (f,z)
homomorphically and to extract the binary result using the zero-test procedure of GES.

In summary, | ] provided a method to construct secret-, and with some extra effort, public-key,
collusion-resistant FEP®&? with linear efficiency for degree d Boolean functions using GES with & = 2d multi-
linearity, assuming the jSXDH assumption holds.

Degree-preserving FE. In order to further narrow the gap between the necessary multilinearity — used
in bootstrappable primitives — and the standard assumption x = 2, the next milestone was a construction of

degree-preserving FEP8? from degree d MMaps that was achieved concurrently by | ] and | ] (see
§6.4) from different assumptions.
The initial observation of | | was that using an IPFE scheme, any quadratic function f is straightforward

to compute since it can be expressed as a linear function of quadratic monomials f(x) = ¥, ; ¢; jziz; = (c,z®x).
Unfortunately, the ciphertexts for 2 ® 2 have quadratic size in |z| disabling the required linear encryption time.
To tackle this issue, the goal of | | was to prepare a compressed version of the ciphertext that contains
just enough information for the preparation of the full ciphertext in decryption time. For this, the compressed
ciphertext must contain x and the secret key. The first idea to shorten the secret encryption key is borrowed
from | ] as again relying on the DDH (and in general the SXDH) assumption, a length |z|> random secret
key s can be replaced by two length |z| ones, s’ and s”, as [z’ ® s”'] can provide |z|? pseudo-random values. The
question now is how to securely transfer this linear sized information (s,s”,x) needed for preparing the full
ciphertext during the decryption process. The tricky idea is to nest two IPFE schemes. The inner one is based
on the work of | ] because its encryption algorithm can be turned into an inner-product computation as
well. Taking advantage of this, the ciphertext of the inner IPFE instance can be computed by an outer function-
hiding IPFE scheme. In this way, the ciphertext of the wished quadratic FE can consist of the functional key
and ciphertext (together containing (s',s”,z)) of the function hiding outer IPFE and decryption with these
inputs results in the ciphertext of the inner | ]-based scheme that can now be decrypted as usual.

As shown by | ], this quadratic FE from bilinear maps can be generalized to FEP¢™? using degree d
MMaps assuming that the SXDH assumption holds. An interesting angle of this result is that it could be
implemented with the simple asymmetric MMaps of | , ] and does not require the more involved
structure of GES.

63 Actual retrieval of the result is only possible for a polynomial-size range by testing whether the output is some specific value
of the range. In pairing-based IPFE schemes, this can be tested by an exponentiation and a comparison.
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6.4 Realization of PAFE

Concurrently to that of | ], another degree-preserving FE construction was proposed in | ]. Interest-
ingly, while the implications of these results are equivalent, their approach is rather different. Most notably
they realize related but distinct primitives using different assumptions. Namely, | | obtains bootstrappable

secret-key PAFEP®? from GES with & = d based on a new assumption.

Their approach is reminiscent of the previously seen circuit obfuscation techniques (§5.2.2): encryption is
simply a bit-wise GES encoding of some x, decryption is the homomorphic evaluation of some arithmetic circuit
C on the encodings of z, while the recover algorithm consists of a simple evaluation of a linear function on
top-level encodings (gained from decryption) and zero-testing the result. Of course, further countermeasures,
which are extensions of previously seen techniques, are vital to circumvent the evaluation of arbitrary functions
and input mixing. To prevent these, | ] introduced a new abstraction, called SE, which substitutes the
functionality of composite order GES (see §2.2.4). Furthermore, with the help of a specially structured GES
(that can be based on either GGH13 or CLT13) the authors could also avoid the problematic additions of
encodings with different tags, thus evading the increase of degree due to such operations.

The security argument of the resulting PAFE scheme is inspired by the so-called dual system methodology
of | ] and based on the AS assumption, which was proposed in the same work. The authors conjecture
that AS can be instantiated using existing GES candidates as it does not require the publishing of vulnerable
low-level encodings of zero. While it was shown that the AS assumption is implied by the BGKPS ideal model,
it is an open question whether the proposed PAFE scheme remains secure in the more challenging MSZ model
as well.

7 10 Combiners and Universal Constructions

Summarizing the results, introduced in this survey, we can conclude that since the breakthrough of | ]
the huge effort to better understand the nature of iO resulted in a significant progress. Instead of the “science-
fiction type” assumptions of the first candidates, currently, iO obfuscation can be based on assumptions that
are closely related to standard ones. However, the validity of these assumptions is still not clear and future
works have to bridge the gap between the assumptions that imply iO and the ones that are widely accepted
in cryptography. Until then, the question whether general-purpose obfuscation is possible remains open. This
kind of uncertainty is fairly frequent in cryptography, which motivated the development of so-called combiners
and universal constructions. The goal of these is to somehow reduce the uncertainty around the security of
candidate realizations of a primitive. A combiner aims to integrate several candidates for the same primitive in
order to achieve a new realization that is secure assuming a subset of the utilized candidates were secure. This
latter assumption is relaxed by a universal construction that must be secure whenever the primitive in question
is realizable.

We close our review by introducing obfuscation combiners and a universal construction of iO, which enhance
the previously seen security features of iO candidates.

7.1 Combiners for Obfuscation

The idea of combiners dates back to the 1980s when | | showed an encryption scheme, built from two others,
that is at least as secure as the better one. Since then, combiners are often used in practice (sometimes implicitly)
and their formal definition was first given in | , ]. Informally, a standard (n,m)-combiner for a

cryptographic primitive P is a construction that takes m correct candidate schemes for P and outputs a new
scheme that is guaranteed to be secure, provided that n of the used candidates were secure®. This notion
is particularly useful when the candidates for P are based on various hardness assumptions that are not yet
well-understood just like in case of current iO candidates. An (n,m)-combiner for P is called robust if we do not
even assume the correctness of the insecure schemes i.e., m —n candidates can even be faulty if the remaining
n is correct and secure then so is the combined scheme.

Combiners for obfuscation were first investigated by [ | who showed that the cascade (1, 2)-combiner for
VBB obfuscation i.e., O2[O1[-]] is a VBB obfuscator if both candidates maintain the functionality and slowdown
requirements, and one of them also fulfils the VBB security requirement of Definition 1. This approach is
clearly not robust as if any of the candidates were not correct functionally, then the combined scheme would
be incorrect as well. On the other hand, | ] showed a robust (3,4)-combiner for i0, DiO, VGB and
VBB obfuscation®” building on the idea of the previous cascade combiner. To overcome the previous problem,
instead of using a single (maybe corrupted) obfuscator in the first layer, three different obfuscations of a circuit

64 We note that the combined scheme has to run in time polynomial of m, the security parameter, and the input length of P
(naturally the used candidates are also assumed to run in polynomial time).

65 Note that the negative results for some of these notions do not rule out that for some specific functionalities there exist
obfuscators fulfilling these definitions, thus combining them is also meaningful.
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C are prepared and each are executed on an input x but only a single output is returned in case of the majority
of the results are identical. This will be correct as long as at most one candidate is bogus. Note that the
corrupted candidate could simply reveal C' but this can be hidden by a second layer of obfuscation using the
fourth candidate (that still must be correct and secure). The only remaining question is how to handle if the
candidate on the second layer is the corrupted one? The previous idea of majority function MAJ can also help
here if we take the majority of three different combinations of the four candidates in the described structure:

O1(MAJ{O:(:), O3(), 04(-)}),
Combohozaomozx(') =MAJ 02(MAJ{01()’ O3(')a 04()})7 .
O3(MAJ{O1(-), 02(:), 04(-)})
On the negative side, | | proved the impossibility of structural (2, 3)-combiners, where structural means
that the combined scheme relies only on the candidate obfuscators and no other primitives®®.

The non-structural paradigm was investigated by [ | and | ] who proposed robust (1,n)-
combiners for iO under different assumptions. | | assumed the (sub-exponential) hardness of either
the DDH or LWE problems and the (sub-exponential) security of one n iO candidates. To see the intuition be-
hind their solution (based on LWE), first, suppose that all n candidates are correct. Unlike in case of structural
combiners, none of the candidates has direct access to the input circuit C', but each one is used to obfuscate
an individual puzzle piece of the computation of C(x). The output of these pieces can then be combined
together to reveal the value of C(x). The underlying primitive, which helps to realize this, is the threshold
multi-key FHE scheme of | ]. This primitive allows the authors to argue that until a single obfuscator
candidate hides a “secret-share” of the computation, circuit C remains hidden and thus the combined iO scheme
is secure. Robustness can be achieved by cleverly building on the transformation of | ], which turns an
approximately correct i0 scheme into a perfectly correct one. | ] improved this result by relaxing the
necessary assumption to the existence of (sub-exponentially secure) OWFs.

7.2 Universal iO

While in the previous part we introduced a concept that also has practical significance (we refer to the im-
plementation of [ ]), now we turn our attention to a related, but highly theoretical notion. We have
seen that a (1, k)-robust combiner for P securely realizes P if any candidate from a set of k candidates securely
realizes P. The definition of a universal construction for P takes a step even further in relaxing the require-
ment for providing a secure realization of P. Namely, it does not require that a secure candidate has to be
contained in an explicit list (and thus we already have to know about it), but only that there exists a secure
candidate. In other words, a universal scheme for P is an explicit method to securely realize P if it is not
impossible to securely realize P (for more details on these definitions and their relations see | ]). Notice
the interesting implications of the definition, particularly that the only way to break a universal construction
is to prove that no other scheme can securely realize P either. Also observe that such schemes automatically
turn any non-constructive possibility results for P into a concrete realization even if the significance of such
realization is rather theoretical. Now substituting P with iO, we see that a universal iO construction, would
have these very attractive features, that was first observed by | ]. Using a similar approach to the universal
OWF construction of Levin | L ] showed that a (1, k)-robust iO combiner for arbitrary k implies
a universal iO scheme. Their result states: if the LWE assumption holds and the notion of indistinguishability
obfuscation is possible to securely realize then their universal iO candidate is a secure obfuscator.
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Acronyms

AS

BGKPS
BP
BPO
BR
BSH
BSH’

CCA
CDH
CLT13
CPA
CRS
CRT

d-MBP
DAG
DDH
DES
DiO
Dlog
dRE

EPI
ETH

(P17P27P37P4)_FE

FE
FHE
fLin

ged
GCMM
GES
GGH13
GGH15
GGHZ
GGM
gMBP
GMM+

IBE
io
IPFE

jSXDH
LWE

MBP
MIFE
ML
MMap
MPC
MSE
MSW-1
MSW-2

Ananth—Sahai assumption

Ideal GES Model proposed by [BGIKT14] (see Table 6)
Branching Program

Best-Possible Obfuscation

Ideal GES Model proposed by [BR13] (see Table 6)
Bounded Speedup Hypothesis

Parametrized Bounded Speedup Hypothesis

Chosen Ciphertext Attack model
Computational Diffie-Hellman problem
Candidate GES type based on [CTT13]
Chosen Plaintext Attack model

Common Reference String (see CRS model)
Chinese Remainder Theorem

Dual-input MBP

Directed Acyclic Graph

Decisional Diffie-Hellman problem
Data Encryption Standard
Differing-Input Obfuscation

Discrete logarithm problem
Decomposable Randomized Encoding

Equivalent Program Indistinguishability
Exponential Time Hypothesis

Functional Encryption with the properties defined in §2.2.2
Functional Encryption

Fully Homomorphic Encryption

Function class defined by [Linl6] (see 4.4.1)

Greatest common divisor

Generic Colored Matrix Model of [GGH"13b)]

Graded Encoding Scheme

Candidate GES type based on [GGHI13a]

Candidate GES type based on [GGIT15)

The assumption proposed by [GGIHZ16]

Generic Group Model

generalized MBP of [BMSZ16]

“Weak” Ideal GES Model proposed by [GMNM"16] (see Table 6)

Identity-Based Encryption
Indistinguishability Obfuscation
Inner-Product Functional Encryption

Joint-SXDH
Learning With Errors assumption

Matrix Branching Program

Multi-Input Functional Encryption

Machine Learning

Multilinear map

Secure Multi-Party Computation

Multilinear Subgroup Elimination assumption

“Multiplication Restricted” Ideal GES Model of [MSW15] (see Table 6)
“Non-Restricted” Ideal GES Model of [MSW15] (see Table 6)
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MSZ “Weak” Ideal GES Model proposed by [MSZ16] (see Table 6) 19

NIWI Non-Interactive Witness-Indistinguishable Proofs 26
NMiO Neighbouring-Matrix iO 36
OWF One-Way Function 14
PAFE Projective Arithmetic Functional Encryption 11
pdRE Program-Decomposable Randomized Encoding 12
PiO Probabilistic iO 26
pk-FE public-key Functional Encryption 31
PKE Public-Key Encryption 7
PPRF Puncturable Pseudo-Random Function 15
PPT Probabilistic Polynomial Time 12
PRF Pseudo-Random Function 15
PRG Pseudo-Random Generator 8
PRGX=* Denotes a polynomial stretch PRG with complexity z according to the complexity 24

measure X (for details see §2.2.5)

RAM Random Access Machine 9
RE Randomized Encoding 5
rMBP relaxed MBP of [AGIS14] 37
ROM Random Oracle Model 17
SD Subgroup Decision assumption 16
SE Slotted Encoding 14
SHE Somewhat Homomorphic Encryption 6
SiO Strong iO 22
sk-FE secret-key Functional Encryption 28
SNARG Succinct Non-Interactive Argument 25
SNARK Succinct Non-Interactive Argument of Knowledge 26
SSGES Semantic Security of GES 16
SSGES’ Sub-exponential Semantic Security of GES 16
SXDH Symmetric eXternal Diffie-Hellman assumption 16
SXiO Strong XiO 22
SXio’ Strong XiO with compression factor only slightly smaller than 1 22
™ Turing Machine 9
ucC Universal Circuit 9
VBB Virtual Black-Box 4
VGB Virtual Grey-Box 21
WBC White-Box Cryptography 5
XiO Exponentially-efficient iO 22
Glossary

Annihilating Poly-  Polynomial p is called the annihilating polynomial of matrix A, if p(A) = 0. 39
nomial

black-box tech- When constructing (or separating i.e., proving the impossibility of a reduction) 27
nique one cryptographic primitive P from another one Q, and we treat both Q and

the adversary A as a black-box (i.e., their code is not used) we say that the
reduction from P to Q (or their separation) is black-box. Based on the extent of
non-black-box techniques, several other notions of reducibility were defined by
[RTV04] and refined by [BBF13].
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Branching Pro-
gram

coAM

CRS model

factoring

Knowledge As-
sumption

Learning With Er-
rors

NC°

negligible function

NP

NTRU

one-way function

one-way permuta-
tion

P

A Branching Program (BP) (a.k.a. Binary Decision Diagram) is a DAG con-
sisting of inner nodes of fan-out 2 labelled by Boolean variables I;, including the
source node (fan-in 0) and sinks of fan-out 0 labelled 0 or 1. The computation
starts at the source and in each node [;, one proceeds to the edge with label 0
if the ¢th input bit z; = 0 or to the other if z; = 1. The BP computes f if one
reaches for the input x a sink, labelled by f(z). A BP is layered if the nodes are
partitioned into layers, where the source is in the first and the sinks are in the
last layer and edges go only between nodes in consecutive layers. A permutation
BP is a layered BP where all the nodes of a layer observes the same variable and
the edges going between any pair of consecutive layers form a permutation of
the vertices (for any setting of the variables). See [ , §5.8.1] and | ]

The complexity class coAM is the complement of AM, that is the set of decision
problems which are decidable in polynomial time by a so-called Arthur—Merlin
protocol (a specific interactive proof-system) with two messages. See | ].
In the Common Reference String model it is assumed that everyone has access to
a public string that is drawn from a predetermined distribution during a setup
phase.

The standard assumption of the hardness of factoring [ ] states that given
N = p;1---pgq, where each p; are random prime numbers of a given size, it is hard
to find K such that ged(K,N) ¢ {1, N}.

“Knowledge or extractability assumptions capture our belief that certain com-
putational tasks can be done efficiently only by going through certain specific
intermediate stages and generating some specific kinds of intermediate values.
/.../ Though these assumptions do not fall in the class of falsifiable class of

assumptions | ], these have been proven secure against generic algorithms,
thus offering some evidence of validity.” | , §8 (full version)]
The search/decisional Learning With Errors (LWE) assumption of | ], states

that it is hard to recover/distinguish a secret random vector x € Zy, given noisy
linear equations on it i.e., given y € Z; and random A € Z;*™ s.t. y = Az +e
mod p, where e is a random error vector of small magnitude. About its attractive
features (e.g.7 suspected resistance to quantum attacks) and its connections to
other assumptions see | ].

The class functions (also called as local functions) which are computable by
constant-depth, bounded-fan-in circuits, meaning that each output bit can only
depend on a constant number of input bits. See | ]

neg(n) is called negligible if it grows slower than any polynomial i.e., Vc € N, Ing €
N such that Vn > ng : neg(n) <n°.

“NP is the class of decision problems solvable by a non-deterministic polynomial
time TM such that if the answer is ‘yes,” at least one computation path accepts,
but if the answer is ‘no,” all computation paths reject” | ].

It is a public-key cryptosystem by [ ] that is possible alternative to factori-
sation and discrete-log based encryption schemes because of its efficiency and
the fact that it is not known to be vulnerable to quantum attacks. [ | made
it provably secure assuming the hardness of worst-case problems over ideal lat-
tices. The abbreviation refers to N-th degree truncated polynomial ring, the
underlying algebraic structure where the cryptosystem is built.

Informally speaking, a one-way function is a function that is easy to evaluate

but hard to invert (in average). For further background see [ , §2].
It is a one-way function that is a permutation (it is injective).

The class of decision problems solvable in polynomial time by a Turing machine.
See | ]
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P/poly It is the class of polynomial-size circuits with unbounded depth (or equivalently: 9

polynomial time TMs that take advice of a polynomial length) See [ ] and
(Col0s, §3.1]
proof-system A proof system consists of a prover and a wverifier, where the prover aims to 25

convince the verifier of a true statement. It is called non-interactive if the whole
interaction between the parties is one message from the prover to the verifier.
For details on the specific non-interactive witness-indistinguishable proofs, used

in bootstrapping of obfuscation, see | ] and | , §B.4], while on proof
systems, in general, we refer to | , §4.10].

Random Oracle In this model, the cryptographic hash function is replaced by its ideal function- 17

Model ality: a truly random function, called random oracle.

SAT The Boolean satisfiability problem asks if there exists an assignment of variables 16
in a given Boolean formula, such that it evaluates to 1.

Signature Scheme A signature scheme consists of three efficient algorithms: KeyGen (that outputs 23

a signing and a verification key, sk and vk respectively), Sign (that prepares a
signature s for a message m, using sk) and verification (that on input (m, s) and
vk outputs 1 if s is a valid signature of m under sk and reject otherwise). About
defining its security see the summary of | , §B.2].

SNARG Succinct non-interactive arguments (SNARG) is a computationally sound (i.e., 25
computationally infeasible to prove an assertion that is not true) proof system
with short proofs for an NP-language. See | ]

SNARK Succinct non-interactive argument of knowledge (SNARK) is a SNARG with the 26
additional property that the correctness of a SNARK proof guarantees that the
prover “knows” a witness to the statement with overwhelming probability. For
details see [ , ]

standard model In the standard or plain model we assume that the adversary is only limited by 15
the available amount of time and computational power.

TC’ TC” ¢ NC' is the class of all Boolean circuits with constant depth and 24
polynomial-size, containing only unbounded-fan in AND gates, OR gates, NOT
gates and threshold gates. See | ]

trapdoor permuta-  Intuitively, it is a one-way permutation with the extra property that given some 17

tion auxiliary information (trapdoor) it is efficiently invertible. See | , §2.4.4].

Turing machine The model of Turing machines captures all computational tasks that can be 9
solved by real-life computers. For details, see e.g., | , §1.2.3.2.].

Appendices

Update Log
¢ Original upload to ePrint Archive, Version: 20150505:191546 (posted 05-May-2015 19:15:46 UTC)

o Update 1, Version: 20150604:143123 (posted 04-Jun-2015 14:31:23 UTC)
— Refinement and extension of references, correction of typos and some minor mistakes
o Update 2, Version: 20151009:142801 (posted 09-Oct-2015 14:28:01 UTC)

— In Definition 1, the functionality preserving property was corrected

— Former Footnote 28 was deleted due to the update of the ePrint version of | ] (see version:
20150516:083005).

— Former Footnote 33 on keyed functions was updated.
e Current version

— This version of the manuscript is not merely an update of the previous ones but, based on the lessons
learnt, it was entirely reorganized and rewritten to provide — hopefully — a much useful overview of
the topic. It reflects the state of the art in September 2017.
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