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Abstract: A new k-out-of-n oblivious transfer protocol is presented in this paper. The communication cost of our scheme
are n+1 messages of sender to receiver and k messages from the receiver to sender. To the best knowledge of the authors,
the communication complexity of our scheme is the least. Also, our scheme has a lower computation cost with (k+1)n
modular exponentiations for sender and 3k modular exponentiations for the receiver. The security of our scheme is only
based on the Decision Diffie-Hellman assumption. Further, we proved the sender’s computational security and the receiver’s
unconditional security under standard model.
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1 Introduction

Nowadays, cryptography has been used to implement schemes for varies purposes in digital world and many crypto-
graphic theories and technologies have been proposed. Oblivious transfer (OT) protocol is one of the most important
cryptographic technologies which is designed for varies application such as secret exchange, contract signing, private in-
formation retrieval, oblivious search, oblivious database queries and secure function evaluation[1-4], etc. Also, OT is an
important foundation in cryptography used in many other cryptography protocols [3,5,6,10,11].

OT is such a two-party protocol that includes a sender, S, and a receiver, R. Rabin firstly introduced an OT protocol[7]
in which S sends a message to R and would like R get it with probability 1/2 . Different with [7], 1-out-of-n OT (0T )I[8,
9, 10] is such a protocol in which S sends two messages to R and wants he exactly obtains one of them at his choice,
meanwhile S remains oblivious to R’s choice. Shortly after, Brassard, Crépeau and Robert proposed the 1-out-of-n OT
(oT?)[11, 12, 23, 24] which is an extension of oT:. The k-out-of-n OT (oTX) is the most general case and was firstly

presented by Bellare and Micali[13]. Since then oT* became the hot research field and many paper were published [14-
22, 25-28].

A trivial solution for otk is running oT* k times. Naor and Pinkas firstly presented an non-trivial oT*
which is constructed by invoking a basic oT! several times. Mu et.al proposed three oT* schemes[14] which have
been showed unsatisfying the privacy of OT[27]. In 2009, Chang and Lee presented another oT* scheme[20] based on

RSA and Chinese Remainder Theorem which also has been found to violate the receiver’s privacy[19]. Zhang and Wang
presented two provably secure 2-pass oT* schemes[26]. However, we found that their second scheme is totally insecure

because receiver can get all encryption keys by the same way as the sender produces them, because the sender do not use
any secret information when he produces the encryption keys. Chu and Tzeng also presented two 2-passes OTX

schemes[17, 28]. Chou pointed out that their second scheme oT*—11 was the most efficient one[19]. But the security of
OTx—1I was based on random oracle model and built on the assumptions not only DDH problem but also collision re-
sistant hash function. The first scheme oOTX—1 was only built on the DDH assumption and was secure under standard
model. However, it has a higher communication cost than oT*—11. In [19, 24, 25], the authors proposed several oTk

schemes based on bilinear pairings. Other than the computational complexity of bilinear pairings, [19,24] also involved the
third party which made them less practical.
In this paper, we presentanew oT* scheme which has the most efficient communication cost to date. The security of

our scheme is built only on the assumption of DDH problem and proved under standard model. Although our scheme is
constructed based onthe oOTX—1 scheme of [17], it greatly improves the efficiency of both communication cost and com-

putation complexity.
The rest of this paper is organized as follows: Section 2 introduces the related primitives used later. Section 3 proposes
our k-out-of-n protocol. The efficiency of our scheme is given in section 4. Section 5 concludes this paper.

2 Definition

2.1 Primitive

Computationally indistinguishablity: Two probability ensembles {x;} and {y,},indexed by I, are computationally
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indistinguishable if for any polynomial-time-bounded probabilistic Turing machines ( PPTM D), polynomial p(n) and
sufficiently large 1 , it holds that |Pr[D(X; =1)]-Pr[D(Y, =1)]I<1/p(i).

Diffie-Hellman assumptions: Let P, { be two big primes and satisfy p=2q+1 and G, be asubgroup of Z; with

order 0. We shorten g*mod p as g*. Then the Decisional Diffie--Hellman (DDH) assumption is that the following
two distribution ensembles are computationally indistinguishable, forany g <G, \{1} andany ab,ce, Z,:

Y, =(9.9%.¢°.0%)
Y,=(9,9%9".¢°)
2.2 K-out-of-n OT protocol

OTk is a two party protocol. The sender S has n messages m,..,m, and willing to leak arbitrary k messages to

receiver while the receiver R has some choices {s,,...,0, } = {1,...,n} . At the end of the protocol k-out-of-n, R obtains
the k messages My, oo My

The secure requirements of oT* can be described as:

e Receiver’s privacy: Alice should not be able to learn any about which k messages Bob has selected.
¢ Sender’s privacy: Bob should not be able to learn any about the remaining n—Kk messages that he did not select.

In an oblivious transfer scheme, a party’s behavior might be semi-honest or malicious. By a semi-honest party, it means
that the party will follow the OT protocol honestly, but tries to get extra information from received messages. By a mali-
cious party it means that the party can arbitrarily deviate from the protocol. There are several different secure definitions
for oblivious transfer protocol such as semi-honest (also called honest but curious) model[17], hasf-simulation model[16]
and fully-simulation model[8,29]. In this paper, we only consider the semi-honest model same as the first scheme of [17].

3 Proposed k-out-of-n protocol

The proposed k-out-of-n protocol is as follow:

e System parameters: (g,h,Gq, p), where P,q are two large primes and satisfy p=2g+1. § and h are two dif-
ferent generators of group G, . Itis assumed that the DDH problem is difficult in G, .

o 5 hasnmessages: m,m,,...m, where m eG,, i=[Ln].

e R's choices: {o},0,,..00} ={1,2,....n}.

: 2 kL, ok
stepl. R chooses two polynomials f(x):a0+a1x+a2x t..+q X " +X where a ,a,..a < Z, and

q

f'(x)=(x-0,)(Xx=0,)..(x—0 )modq =by +bx+...+b_ X" +x".

step2. R—>S: A =g*h®modp,...,A_, =g**h* modp
step3. S randomly selects r eZ, and computes ¢, =m;B; mod p where

()t () a2 pikt i\’ L
B.=g""h"" =[AAA ..A_(gh) | modp for i=12..n.

stepd. S—>R: g",¢,Cy,..\C,

i a)\ " oi
step5. R computes m, =c, ((g’)f(a')) mod p foreach o;,1<i<k, where ((gr)f( )) ((g')f( )):1modp.

3.1 proof of correctness

Proof: from step3, we have
¢ =mB =mg""h" " =modp, i=12,..,n.
from step5, we have

c, ((gr)f(<fi))-1 “m, grf(ai)hrf'(o'i) ((gr)f(oi))-l “m, grf(ai) ((gr)f(ai))_l _m, g'f(ai) (gff(ffi))fl _m, mod p



3.2 Proof of Security

Theoreml. R’s choices are unconditionally secure.
Proof: it can be easily seen that for every choices (al',o-'z,...,al'(), which determines a k degree function,

fl'(x):(x—a'l)(x—a'z)...(x—al;):b(')+bl'x+...+bl'<_lx"’l+x" modgq , exists a k degree function

f(X)=a +ax+a,x’ +..+a, X +x* satisfying A =g*h® modg, 0<i<k-1. So, the Receiver’s secure is uncon-

ditional.

Theorem 2. If the assumption of DDH is true and the receiver is semi-honest, then the advantage of receiver getting m,
where i ¢ {o;,....0, } is negligible.

Proof: if receiver can get any other message with non-negligible advantage & then we can distinguish DDH with the
same advantage «.

Assume the algorithm that receiver used to get other message is .4, then we have an algorithm 5 to distinguish DDH
by using A as a subroutine.

Let the input of B is (g,u,v,w) fromeither Y, or Y,. B constructs a modified system parameters as
(gl, d,.h,h,, Gy, p) where g, =9,0,=u,h =v,h,=w.Then Brunsthe OT protocol with receiver as follows:

stepl. R chooses two polynomials f (x)=a, +a,X+a,x’ +.o.+a X+ x¢ where ag,a,...a, ; €, Z, and

fI(X)=(X—Gl)(X—GZ)...(X—o'k)modq :b0 +b1X+---+bk,1Xk_l+Xk .

step2. R—>B: A =gXh A =g2h?,.., A, = g3thXx
step3. B randomly selects reZ, and computes ¢, =m,;B mod p where

B :ggf“)hz”'“):(,%NAQZ...Aik_fllg‘;hgk) mod p, for i=12,...,n
stepd. B—>R: g;=0;" (wecansee arasarandomnumberr €Z,), ¢,C,,...C,.
step5. R— B:any k+1 messages {m/,l,...,m[,M}g{ml,...,mn}.

If k+1 messages are all correct, B outputs 1 else outputs 0. (it is obliviously that B will output 1 with probability
1/q if R gets other messages only through guess ).

Here, if (g,u,v,w) is from Y,, we have B, = ggf(i)hsz'(i) - urf(i)er'(i) _ garf(i)gabrf'(i) _ (glf(i)hlf'(i))ar

which are well-formed data for i=1,2,...,n. So, receiver can get k messages he selected as normal and the other message
with advantage & over 1/q by wusing A . Else if (g,uv,w) is from Y, , we have

B — ggf(i)hzrf‘(i) _ g0 garf(i)ga‘brf'(i) - (glf(i)r.llf'(i))ar
which are not valid data. Since ris randomly selected B; is uniformly distributed over G, . Thus receiver will get the
information of other message with probability 1/q. It is noticed that receiver can still get the k messages he selected in
this case.

Finally, if B output 1 with probability great than &+1/q, then B will conclude that (g,u,v,w) is from Y. If B

output 1 with probability less than ¢+1/q, then B will conclude that (g,u,v,w) is from Y,. Thus B can distinguish
DDH with a non-negligible probability.

4 Efficiency

In an oblivious transfer scheme, the performance criteria involve sender's computational effort and receiver's computa-
tional effort as well as the communicational cost between the sender and the receiver. The communicational cost is meas-
ured mainly by three factors: (1) the number of passes (or rounds) between sender and receiver, (2) the number of trans-
ferred messages from sender to receiver, (3) the number of transferred messages from receiver to sender. The computation
complexity is mainly determined by exponentiation operator in an oblivious transfer scheme. Our scheme has two passes.
Receiver computes 3k modular exponentiations and sends k messages to sender in the first pass. Sender computes

(k +1) n modular exponentiations and comes back n+1messages to receiver.



A comparison of communication cost and computational complexity between our scheme and other correct two pass
OTX protocols are given in Table 1. It is clearly that our scheme is most efficient on communication cost among them.
While the OT‘—1II scheme of [17] has less computational complexity it depends on both DDH and collision resistant

assumption and the security is proved under random oracle model. [19, 25] need to compute bilinear pairings besides the
model exponentiations and scalar multiplying which has more computational complexity than ours.

Table 1 Our Scheme vs Other Two Passes Schemes

S—R R—S R
Ours n+1 k (k+1)n 3k
[17]- 1 2n k (k+2)n 3k+2
[a7-1I n+k k n+k 2k
[19] n+k k+2 n* kn*
[25] n+k n+k+1 n*+n k*+k
[26]-1 2n k+3 (k+4)n+1 2k+3

*computation of bilinear pairing

5 Conlusion

In this paper, we proposed a new OTnk protocol. Although it is based on the work of [17], our scheme greatly improved

the communication cost and computational complexity. As we know our scheme is the most efficient OTn" protocol as

for communication cost. The security of our scheme is only based on the DDH assumption and security is proved under
standard model. In future, we will focus on to design new two passes k-out-of-n protocol with less computational com-
plexity.
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