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Abstract—Voting systems based on paper ballots has a long
history with various problems. Vote-selling and correct outcome
are two major problems among many. In this work, we propose
a new solution to these problems by using UltraViolet (UV)
fiber paper Physical Unclonable Function (PUF). When applied
this solution not only prevents vote-selling but also ensures the
correctness of the outcome. With these two problems eliminated,
the voting systems based on paper ballots will have complete
integrity.
Index Terms—Paper ballot, Paper PUF, Voting Integrity, Voteselling

I. I NTRODUCTION

V

OTING plays a crucial role in the democracy, and it is a
necessary part of it. Though there are various needs for
voting, representative, presidential, and mayor elections are
main voting reasons. They have a big impact on the future
of a country. In the digitized age, although many e-voting
systems are proposed, implemented, produced, and used [1]–
[4], the tides are strongly back to voting system using the
paper ballots [5], [6].
In this work, our attention is on the voting systems using
paper ballots. The verifiability and correct outcome of the
voting process are the two main requirements. In elections with
little voters, these two requirements are easy to achieve. The
voters can wait to the end of voting process and join/observe
the counting process from the opening of the ballot box. When
the number of voters are overwhelming, the election system
may become quite complex, and may differ according to the
country or the region. There are various groups involved in the
voting process. When considering the integrity of the voting
process, many groups such as; the officers, the tally, the parties
(or the candidates), the Voting Management Center (VMC),
and even the voters can be malicious.
Considering these malicious parties in the voting process,
the integrity of the voting is a crucial problem. The ballot
box rooms may be filled with malicious people to change the
results. The votes can be easily changed during the counting
process. In the case that the VMC collects all of the ballots
after the local counting process, the undecided ballots are
subject to modification. Another interesting case is the voteselling, in which a voter agrees with a party to cast his ballot
as they required in exchange for money. This action, of course,
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requires a validation for the vote buying party of the casted
vote.
In this work, we concentrate on these two problems, votestealing (integrity) and vote-selling of the voting system
based on paper ballots. Our solution is based on the works
of Bulens, Standaerty, and Quisquater [7]. They proposed
to pour ultra-violet fibers into the paper mixture to create
identities for papers. In our solution, we propose a highly
controlled ballot distribution, where each party; the VMC, the
political parties, and judges, calculates the identity of each
ballot and agrees on the identities. Once the agreement is
done for the required amount of ballots, the ballots with these
identities are assigned and distributed among each ballot box,
and these information is made publicly available on the cloud.
Under these assumptions, the proposed solution prevents votestealing and provides the integrity, with high probability. The
cost of successful malicious actions are extremely increased.
This paper consist of 6 sections. In Section II, we talk about
the previous works on voting systems based on paper ballots.
In Section III , we model a base voting system and discuss
the integrity and vote-stealing problems over the model. In
Section IV, the model is extended with the UV paper PUF,
and honest judges. In Section V, the analysis of the proposed
solution is performed. We conclude this work in the Section
VI.
II. P REVIOUS W ORKS
The problems with the US presidential elections in 2000 increased the awareness towards the problems of the current US
voting system. The California Institute of Technology and the
Massachusetts Institute of Technology set up a collaborative
project to assess the magnitude of the problems of the voting
processes, their main causes, and see how technology can
scale them down [8]. As of today, 125 works has been listed
on their site on various aspect of the voting systems. Jardı́Cedó et al. studied poll-site voting systems under a proposed
framework [9]. Among the proposed solutions in the literature
4 of them are notable for us.
1) Prêt à Voter : is an end-to-end (e2e) verifiable Vote
Verification System (VVS), introduced by Chaum et
al. [10], Ryan et al. [11], and Ryan [12]. It uses a
detachable ballot. The left side contains randomized list
of candidates and the right side contains the selection
and the encrypted information for the randomized list
of the candidates. The encryption is performed with
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with shared secret key. The voter marks his selection,
detaches the left side, and takes a copy of the right side
as a receipt before casting. This receipt may be stamped
by the officials to become a proof. The voter can check
his receipt at the public bulletin boards. Ryan extended
this idea with Paillier encryption [13].
2) Punchscan : is also an e2e voting system, introduced
by Fisher et al. [14]. Punchscan is designed to offer
integrity, privacy, and transparency. Punch Scan’s ballots
has two pages to form two layers. In the ballots, the
orders of the candidates are pseudo-randomly generated.
The vote is marked by an ink dauber larger than the
holes. The pages, when viewed alone, gives no information. One layer is destroyed and other layer is scanned
and kept as receipt, and can be used to check at the
public bulletin boards.
3) Scantegrity-II : is evolved from Scantegrity by Chaum
et al. [15], [16]. It has permuted ballots not to have
a connection between the ballot and the receipt. The
ballots have unique identification. The verification based
on special ink that reveals the verification code. The
code, after some minutes, disappears. The ballot id and
verification code can be used as an e2e verification.
4) Scratch and Vote : is developed by Adiada and
Rivest [17]. In Scracth and Vote, an encrypted 2Dbarcode stores the orders of the candidates. There is also
a scratch surface that can be used to verify the orders
of the candidates or that can be left it intact to cast as a
vote. The left side of the vote must be destroyed as in
Prêt à Voter and Punchscan.
All of the briefly described solutions above are e2e verifiable VVSs. Our proposed solution is not e2e verifiable, the
voters cannot verify the ballots easily. The verification of the
ballots is performed by the parties.
III. T HE M ODEL AND T HE P ROBLEMS
In this section, we model an election system based on paper
ballots. In our model, local counting is valid and official;
however the model is a centralized model and is very different
form the other models.
A. The Base Model
In this work, the punching and stamping types are in
consideration. In the punching type ballots are punched via
a machine, whereas in the stamping, ballots are stamped with

an officially designed stamp. In our model, 6 different main
groups, see Figure 1, are participating in the voting system;
• Voting Management Center (VMC): The voting process
and organization, the printing, the distribution of the
ballots, and ballot boxes are managed by the VMC. For
each ballot box, the voters are assigned so that each voter
can only cast one vote in a pre-determined ballot box.
The votes are counted locally at the end of the voting
process in the ballot boxes’ room where the ballot boxes
reside. During the counting, observing is encouraged for
the voters. After the counting, the ballot and the local
results are collected by the VMC. In this system, the VMC
is assumed malicious.
•

•

Political Parties (PP): PP’s (or political individuals)
are entering the election to acquire political power. The
PP’s are also assumed to be malicious. PP and their
members, by any means possible, try to have advantage
over the other PPs. They are allowed to observe any stage
of the voting process.
Voters : Voters are casting their vote in favor of the PP
they supported. They are also considered as malicious.
They can try to steal votes or purchase other voters’ votes
to favor the PP they are supported.

•

Officers : The officers are assigned to the ballot boxes’
rooms by the VMC to organize the casting and the
counting stages of the voting process. They are also
assumed to be malicious.

•

Tally : Tallies are unofficial private observers of the
counting process. They are also assumed to be malicious.

•

Judges: Judges are honest party in the voting process.
They have the final judgment in any conflict between
parties.

B. The Two Problems
Integrity (Cats): In the base model, each party can act
maliciously to gain advantage. Besides, a malicious PP, can
purchase the officials, tally, voters, or the VMC. As a result,
the PP can modify the results during the counting, collecting
and post-election audit in favor of itself. A good example of
such an action can be performed during an bogus electricity
shortage [18], [19]
Vote-Selling (Dogs): A malicious party can print ballots and
pre-stamp (or pre-punch) them for vote purchasing purposes.
The malicious party can purchase a vote from a voter simply
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An imprinted ballot with UV fiber paper PUF. The fibers are made visible for this figure.

by asking the voter to cast the pre-stamped ballot and bring
an original ballot back to them. 1
In next section, we will talk about paper ballots which are
designed by the UV fiber paper PUF. We will also talk about
the new process. In the section fallowing next section we look
at provided integrity for the proposed voting system.
IV. I NTEGRATED M ODEL
In this section, we describe the suggested ballot and the
voting process based on the UV fiber paper PUF ballot. The
integrity of our voting system is based on the UV fiber paper
PUF, which is suggested and analyzed by Bulens, Standaert,
and Quisquater [7].
RowID
721
722
723

BallotID
0x55E30731A7D
0xF57823D0845
0xAD693CE13D3

BoxID
7361
9811
2139

iSign
0xB78431A
0x7561AA1
0x6DB821E

randomness, robustness, and unclonability can be achieved
with the same technology with an additional cost.
In our integrated model, the ballot is formed with the UV
fiber PUF technique. We do not consider putting a signature
into the ballots like Bulens et al. proposed. See the next section
for the details.

B. The Voting Process
Our voting system consists of 7 main steps: the ballot formation; the identification of the ballots by the PPs, VMC, and
the judges where they must reach a consensus; the distribution
of the ballots; the casting of the ballots by the voters; the local
counting in the ballot box rooms; the collection of the results
and the ballots by the VMC; and the investigation if necessary.
•

The Ballot Formation : The ballot papers are mixed
with the UV fiber during the paper preparation process,
see Figure 3. The papers are printed and cut to form the
ballots. The order of the candidate PPs in the ballots are
randomly arranged.

•

The Ballot Identification and the Consensus: In the
identification step, the VMC, the PPs, and the judges (
in short we call all of them as identifiers) have different
but open source and public system to identify the ballots.
They extract the features, identify the ballots and have a
consensus on each paper ballot.
Once the identifiers have a consensus on a ballot, it
is assigned to a ballot box by the VMC. With this
assignment, the identifiers insert the ballot’s information
into a cloud database. Each of the identifiers has a unique
table, and public and private keys. They sign their tables

TABLE I: A ballot identification table

A. The Paper PUF Ballot
In their work, Bulens et al. used fuzzy extractors to build the
identifiers of the UV fiber PUF papers. They have extracted
128-bit strings from the UV fiber PUF with a 96-bit entropy
that provides 72-bit identifiers with applied ECC. Finding a
collusion will require much effort for malicious actions. We
will discuss this in our analysis. They also noted that more
1A

very similar scenario can be applied to receipt based digital ballots.
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by their private keys, and integrate the tables, see Table
I.
In Table I, the iSign column that stores the incremental signature is a simplified approach of Narasimha et
al. [20]. The signature can be calculated as

iSignrowi = SignSK (RowID k BallotID
k BoxID k iSigni−1 ),
where i = 2, ..., n, iSign0 = 0, and SK is the secret key
of the identifiers. The last iSigns are published at the web
site with the public keys. The judges keep a copy of the
last signatures of each table. The database administrator
on the cloud can be malicious, and his malicious actions
can be easily detected by the provided signatures.
•

The Ballot distribution : The distribution of the ballots
can be performed by the traditional ways. The only concern is that the ballots must be secured against tampering
so that the voting takes place as planned.

•

The Vote casting : In the casting stage, the voters cast
their votes by stamping or punching. In the punching
case, the punching area must be outside of the identification region of the ballots. In our system, the voters
don’t have an e2e verification for their votes; however,
they can join the local counting process as observes. At
the end of the vote casting, the unused ballots must be
stamped with a ”not casted” stamp in the presence of the
observers.

•

The Local counting : In the local counting stage, the
ballot boxes’ seals are opened, and the officers and the
tallies count the casted votes in the presence of the
observers.

•

The Collection of the Results: In this stage, the counted
results are sent back to the VMC with the ballots. The
result of each ballot box is publicly announced.

•

The Investigation : This stage can be on demand or
required. If it is on demand and the voters or the PPs
are not satisfied with the counted results of the ballot
boxes, they can require investigation. In this process, the
ballots in the ballot boxes that are under investigation
are re-identified and compared to the old identifications.
More discussion on this topic is in the next section.

V. T HE I NTEGRITY OF THE VOTING S YSTEM
In this section, with some games, we analyze what kind of
integrity our voting system is providing. We deeply look at
the actions of the cats and the dogs on our system. Also, we
discuss the success probabilities of these actions.
Game 1 : The Dogs: Single Vote-Purchasing
• A dog approaches a voter outside the ballot box room
before the voter casts his vote.
• The dog offers some money to the voter to cast a prestamped ballot and return an original ballot from the
ballot box room.
• The voter agrees, takes the money, inserts the pre-stamped
ballot into his pocket, goes to the casting room, takes an
original one, inserts it into his pocket, and casts the prestamped ballot.
• He returns back to the dog, gives the original ballot, and
the agreement finishes.
• The output of Game 1 is a success, if this malicious action
is not revealed in the investigation step. Otherwise, the
output is a failure.
To calculate the successfulness of Game 1, we assume that
each ballot have 70-bit identification, i.e. there are 270 different
paper ballots that can be created. As noted by Bulens at al.
identification space can be increased on demand. We, however,
continue our analyze on 70-bit identification. Also, we assume
that each ballot box contains exactly 210 assigned voters, and
there are 220 ballot boxes. To be successful in Game 1, the
malicious party must produce at least 1 ballot with the same
identity as the ballots for the targeted ballot box, B1 .
The probability that a ballot produced by the malicious party
is in the set of real ballots for B1 is given by;

P r(Game 1 = Success) =

210
1
= 60
270
2

(1)

The malicious party must spend a lot of time and money
to prepare an original ballot. Even if they are successful in
producing a valid ballot for the target B1 , there are two
problems. First, the voters cannot identify the ballots. Second,
they cannot get any ballot as they wanted. As as result, for
a success in Game 1, there is an additional 2110 probability,
which makes the probability for Game 1 to be successful 2170 .
In the next game, the dogs try to purchase all of the ballots
for a specific ballot box, B2 .
Game 2 : The Dogs: Whole Ballot Box Vote-Purchasing
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Step 1: A dog approaches a voter outside the ballot box
room before a voter casts his vote.
• The dog offers some money to the voter to cast a prestamped ballot and return an original ballot from the
ballot box room.
• The voter agrees, takes the money, inserts the pre-stamped
ballot into his pocket, goes to the casting room, takes an
original one, inserts it into his pocket, and casts the prestamped ballot.
• He returns back to the dog, gives the original ballot, and
the agreement finishes.
• Return to the Step 1, until all the voters’ votes are
purchased.
• The output of Game 2 is a success, if this malicious action
is not revealed in the investigation step. Otherwise, the
output is a failure.
The probability of successfully producing 210 ballots that
match the ballots for the ballot box B2 can be given by;
•

P r(Game 2 = Success) =

1
(210 )!
≈ 62914 ,
2
(270 )210

(2)

as seen from the Equation 2, producing 210 ballots with
matching identity is very improbable. Also, note that the votes
that are not casted can be a huge problem for the dogs. For
simplicity, we assumed that all of the votes are casted. Even
a single voter, who has not casted his vote, can create an
additional problem for the dogs.
Game 3 : The Cats: Whole Vote-Stealing from a Ballot
Box
• Immediately after a ballot box’s seal is just opened, a cat
performs a magical operation 2 .
• During this magical operation, the cat changes the casted
ballots with the pre-stamped ballots.
• Output of Game 3 is success, if in the investigation step,
this malicious action is not revealed. Otherwise the output
is failure.
Assuming that every voter casted their vote, the success
probability of Game 3 is equal to Game 2. If there are some
voters that have not casted their votes, the success probability
success is much less than Game 2.
In the investigation step, even in the case that the malicious
action is successful, there is another approach to identify a
malicious action; the fingerprints and DNA [21], [22]. The
ballots, in total, at least must contain 210 different fingerprints.
Actually, the fingerprints on the ballots can help to identify
the voter’s selection! Recently, governments have started to
take fingerprints of the citizens and the aliens in their country.
Malicious groups within governments can use this database to
identify the selection of the voters. Actually, this is a common
problem for every paper based voting systems [11], [17], [23].
The next game is a very realistic malicious action on the
paper ballots. During the local counting of the ballots, some
of the votes are discarded due to bad stamping (or punching).
Due to very close results, some parties request re-counting for
some ballot boxes at the VMC and, occasionally, the results
2 Malicious

ballot box room or performing during bogus electricity shortage.
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change after re-counting. By using this knowledge, the cats
can play on these badly casted votes.
Game 4 : The Cats: Single Vote-Stealing
• A malicious party A request a new counting from the
VMC for a ballot box.
• The VMC accepts this request and announce the date of
the counting.
• Before the counting date, the cats look at the votes and
notice a discarded vote.
• The cat replaces this ballot with a new one.
• Output of the game is success, if in the investigation step,
this malicious action is not revealed. Otherwise the output
is failure.
The successfulness of Game 4, same as Game 1. The cats,
however, may be able to identify the ballot’s PUF. With this,
they have only 2160 probability to construct a valid ballot. This
game can also be played for as many times as there are badly
stamped ballots.
In the next game, although it is not realistic, we will look at
the probability that a malicious party somehow steals all the
casted votes before counting. For simplicity, we assume that
all the votes are casted.
Game 4 : The Cats: Whole Vote-Stealing
• Just before the counting process after the ballot boxes are
opened, the cats perform magical operations.
• During this magical operation, the cats changes the
casted ballots with pre-stamped ballots.
• Output success if in the investigation step, this malicious
action is not revealed, else output failure.
The probability of successfully producing 230 ballots can
be given by;
P r(Game 4 = Success) =

(230 )!
1
,
30 ≈
62914
70
2
2
(2 )

(3)

VI. C ONCLUSION
In this work, we have approached the integrity and voteselling problems of paper based voting systems by deploying
paper PUF constructed with UV fibers. Our proposed solution
requires only a group of honest judges The remaining parties
can be malicious. The integrity and vote-selling problems can
be solved with a high probability. The cost of malicious action
within the voting process becomes very improbable for any
malicious party. With the increase of the identification space,
the proposed solution will provide have better security.
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