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Abstract. In this paper we present a new attack on the polynomial
version of the Ring-LWE assumption, for certain carefully chosen number
fields. This variant of RLWE, introduced in [BV11] and called the PLWE
assumption, is known to be as hard as the RLWE assumption for 2-power
cyclotomic number fields, and for cyclotomic number fields in general
with a small cost in terms of error growth. For general number fields,
we articulate the relevant properties and prove security reductions for
number fields with those properties. We then present an attack on PLWE
for number fields satisfying certain properties.

1

Introduction

Lattice-based cryptography has been an active area of study for at least two
decades. The Ajtai-Dwork [AD99] public-key cryptosystem was based on the
worst-case hardness of a variant of the Shortest Vector Problem (SVP). The
NTRU family of cryptosystems [HPS98] were defined in particularly efficient lattices connected to number theory and were standardized in the IEEE P1363.1
Lattice-Based Public Key Cryptography standard [IEEE]. Recently, a new assumption has been introduced, Learning-With-Errors (LWE) [Reg09] and the
Ring-Learning-With-Errors (RLWE) variant [LPR10], which is related via various security reductions from hard lattice problems such as (Gap-)SVP and
Bounded Distance Decoding (BDD) [LPR10,Reg09,BLP+ 13]. NTRUEncrypt and
NTRUSign can be slightly modified so that their security also based on the hardness of a variant of the RLWE problem [SS11], and applications to Homomorphic
Encryption were proposed in [BV11] and extended in [BGV11] and [GHS12].
?
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The advantage of RLWE over LWE is better efficiency and functionality for
cryptosystems based on this hardness assumption, but with extra structure in
the ring variant of the assumption comes the possibility of special attacks which
take advantage of this structure. So far, we have not seen special attacks which
take advantage of the extra structure.
The PLWE decisional hardness assumption was proposed in [BV11] as the
basis for a fully homomorphic encryption scheme, and was introduced as a variant
of the RLWE assumption. But the worst-case to average-case reduction from the
shortest vector problem on ideal lattices to the PLWE problem was only proved
for the special case of 2-power cyclotomic fields and the proof of the reduction
was cited from [LPR10]. A clear explanation of why this reduction works in
the 2-power cyclotomic case was given in [DD12], which identified the necessary
properties of the 2-power cyclotomic ring, and extended the proof to work for
general cyclotomic fields, with minimal loss in the growth of the error bounds.
On the other hand, we can ask about the hardness of the PLWE assumption
for general number rings, and its relationship to the hardness of the RLWE assumption. The key point is the distortion in the error distribution which occurs
when passing between the Gaussian error distribution in the continuous complex
space, where the ring is embedded via the Minkowski (or “canonical”) embedding, and the error distribution when sampling error vectors coefficient-wise.
In this paper, we investigate the extent to which the hardness of these problems holds in more general number rings, that is, when the number field is not
necessarily a cyclotomic field generated by roots of unity. We present an attack
on the PLWE problem in certain carefully constructed examples of number fields.
We also give a sequence of reductions between the Search and Decision versions
of RLWE and the PLWE assumptions, under various conditions on the number
field. An intuitive way to explain our results is that, for number fields satisfying
our conditions, our attack on PLWE works by “guessing” one of q possibilities
for the value of the secret polynomial evaluated at 1, and distinguishing PLWE
samples with non-negligible probability when the error vectors are sampled from
Gaussian distributions coefficient-wise in the polynomial ring.
Practical encryption schemes based on PLWE all work based on the assumption that the error distribution is sampled coefficient-wise in the polynomial
ring. For 2-power cyclotomic fields, this is equivalent to sampling from the usual
Gaussian error distribution for the ring embedded in a real vector space, but our
attack does not work for these fields. On the other hand, our attack shows that
it is not safe to work directly with the PLWE assumption in arbitrary number
fields. So for the purpose of constructing secure and efficient cryptosystems, it is
a reasonable conclusion that one should stick to cyclotomic number fields, until
the class of fields for which there exists a reduction to RLWE is enlarged.
More specifically, for a degree n number field K = Q[x]/(f (x)) and an integer
modulus q, if f (1) is congruent to zero modulo q, then our attack runs in time
e
O(q).
For all current recommendations on parameter selection for RLWE, our
attack runs much faster than the known distinguishing attacks based on solutions to the shortest vector problem, or decoding attacks based on computing a

reduced basis for a lattice, which run in time exponential in n. For example, recommended high security parameters for LWE and RLWE-based cryptosystems
given in [LP11, Figure 4] specify n = 320 and q = 4093. While the distinguishing and decoding attacks, estimated to run in time 2122 and 2119 seconds, are
e
impractical, an attack which runs in time O(q)
is certainly feasible.
We emphasize that this does not constitute a practical attack on existing
PLWE/RLWE-based cryptosystems. First of all, all practical systems known to
us are based on the RLWE problem in a cyclotomic ring, normally a 2-power
cyclotomic ring, R = Z[x]/(Φm (x)) where m is a power of 2. Our attack does not
apply to f = Φm because f (1) = Φm (1) cannot be zero modulo q when q is much
larger than m. Secondly, our attack runs in time proportional to q. While this is
an improvement over algorithms which need to find a short vector or compute a
reduced basis and run in time O(2n ), it is still far from a practical attack when
q is taken to be of size 2128 , (with n = 212 ), which is the minimum size required
for homomorphic computations in [GLN12] and [BLN14], for example.

2
2.1

Background
Distances and distributions

For the definition of the RLWE and PLWE hardness assumptions and for the
implementation of related cryptosystems, it is necessary to define certain distributions, which will be used in particular for error distributions.
Adopting the notation from [LPR10], we will let H ⊆ Rs1 × C2s2 denote the
space
H = {(x1 , . . . , xn ) ∈ Rs1 × C2s2 | xs1 +s2 +j = xs1 +j , j = 1, . . . , s2 },
where s1 and s2 are non-negative integers and n = s1 + 2s2 . Since the last s2
complex coordinates depend on the previous s2 coordinates, as they are just the
complex conjugates of P
them, H is isomorphic to Rn . It inherits the usual inner
n
product h(xi ), (yi )i := i=1 xi · yi .
There are several natural notions of distance on an inner
p and
Pn product space,
we will primarily need the `2 -norm, given by kxk2 := ( i=1 x2i )1/2 = hx, xi
for x ∈ H, and the `∞ -norm, given by kxk∞ := max |xi |.
For a real number σ > 0, the Gaussian function ρσ : H → (0, 1] is given by
ρσ (x) := exp(−πhx, xi/σ 2 ).
The continuous Gaussian probability distribution Dσ is given by Dσ (x) = ρσσ(x)
n .
As in [LPR10, Definition 5] we now define the family of LWE error distributions to which the results apply.
Definition 1. For a positive real α > 0, the family Ψ≤α is the set of all elliptical
Gaussian distributions Dr (over K ⊗Q R) where each parameter ri ≤ α.

2.2

Lattices

A lattice is a discrete subgroup of a continuous space. For example, in Rn , the
real vector space of dimension n, a lattice can be specified by a set of n linearly
independent vectors, and the lattice is the integral span of those vectors. An
orthogonal basis for a lattice, if one exists, is a basis such that the basis vectors
are pairwise orthogonal, with respect to the given inner product.
For a lattice Λ ⊂ H, define the dual lattice as
Λ∨ = {y ∈ H | ∀x ∈ Λ, hx, yi =

n
X

xi yi ∈ Z}.

i=1

We will also need to refer to the smoothing parameter of a lattice, η (Λ)
introduced by Micciancio and Regev [MR07], which for a lattice Λ and a positive
real number  is defined to be the smallest s such that ρ1/s (Λ∨ \ {0}) ≤ .
2.3

Number fields

A number field is a finite algebraic extension of the field of rational numbers Q.
It is a field which contains Q and is a finite dimensional vector space over Q.
The degree of the number field is its dimension as a vector space. A number field
K is Galois if K/Q is a Galois extension, which means it is both separable and
normal. An extension is separable if every element in the extension is separable,
which means that its minimal polynomial has distinct roots. An extension K/Q
is normal if every irreducible polynomial with rational coefficients which has
one root in K has all of its roots in K. In particular, this means that every
isomorphism of the field K into its algebraic closure which fixes Q actually maps
into K, and thus is an automorphism of K. For a Galois extension K/Q, the
set of automorphisms of K which fix Q forms a group, and is called the Galois
group, Gal(K/Q), of K/Q.
The ring of integers in a number field K is the set of all algebraic integers
in the number field, which means the elements which satisfy a monic irreducible
polynomial with integer coefficients. This set is a ring, called a number ring, and
is usually denoted by OK . If the ring R = OK is generated over Z by (sums
and powers of multiples of) a single element, R = Z[β], then we say that R is
monogenic.
The mth cyclotomic field is the number field generated by the mth roots of
m
unity. Let ζm be a primitive mth root of 1, i.e. ζm
= 1 but no smaller power
is 1. Then K = Q(ζmQ) = Q[x]/(Φm (x)), where Φm (x) is the m-th cyclotomic
k
polynomial Φm (x) = k∈(Z/mZ)× (x − ζm
) with degree equal to n = ϕ(m). When
m is an odd prime we have Φm (x) = 1 + x + x2 + · · · + xm−1 , and when m is a
power of 2, Φm (x) = xm/2 + 1.
For a finite algebraic extension K/Q, the Trace and Norm maps from K to
Q are defined as the sum (resp. the product) of all the algebraic conjugates of
an element. The Trace map induces a non-degenerate bilinear form Tr(xy) on

K. The dual or the codifferent of the ring of integers, R, with respect to this
bilinear form is the collection of elements
R∨ = {y ∈ K | Tr(xy) ∈ Z, ∀x ∈ R}.
−1
This is often denoted DK
in algebraic number theory.
It is known that if R = OK = Z[β] = Z[x]/(f (x)) is monogenic, then the
codifferent is generated by the single element (1/f 0 (β)) [Ser79, p. 56, Cor 2].
In that case, there is a simple isomorphism between R∨ and R which scales
elements by multiplication by f 0 (β). For K = Q(ζm ), we have OK = Z[ζm ].
The ring of integers R is embedded in H via the Minkowski embedding (called
the canonical embedding in [LPR10]) which sends any x ∈ K to (σ1 (x), . . . σn (x)),
where σi are the real and complex embeddings of K, ordered to coincide with
the definition of H. Under this embedding, the notions of duality and codifferent
coincide. In particular, we can define an ideal lattice to be the image under this
embedding of any fractional ideal of R by taking the lattice generated by the
image of the n basis elements of the Z-basis for the ideal.
An ideal I in a commutative ring R is an additive subgroup which is closed
under multiplication by elements of R. A prime ideal I 6= R is an ideal with the
property that if the product of two elements a, b ∈ R is such that ab ∈ I, then
either a or b is in I. Ideals in the ring of integers of number fields have unique
factorization into products of prime ideals. We say that a prime ideal (p) = pZ
splits completely in an extension of number fields K/Q if the ideal pOK factors
into the product of n distinct ideals of degree 1, where n = [K : Q] is the degree
of the extension K/Q.

2.4

Definition of the Ring-LWE distribution and problem

The Ring-LWE distribution and hardness assumptions were introduced in [LPR10,
Section 3] using the notation KR = K ⊗ R and T = KR /R∨ . For an integer q,
let Rq denote R/qR.
Definition 2. (Ring-LWE Distribution) For s ∈ Rq∨ a secret, and an error
distribution ψ over KR , the Ring-LWE distribution As,ψ over Rq × T consists of
samples generated as follows: choose a uniformly at random from Rq and choose
the error vector e from the error distribution ψ, then the samples are pairs of
the form (a, (a · s)/q + e).
Definition 3. (Ring-LWE Search Problem) Let Ψ be a family of distributions
over KR . The Ring-LWE Search problem (R-LWEq,Ψ ), for some s ∈ Rq∨ and
ψ ∈ Ψ , is to find s, given arbitrarily many independent samples from As,ψ .
Definition 4. (Ring-LWE Average-Case Decision Problem) Let Υ be a family
of error distributions over KR . The Ring-LWE Average-Case Decision problem
(R-DLWEq,Υ ) is to distinguish with non-negligible advantage between arbitrarily
many independent samples from As,ψ , for a random choice of s ∈ Rq∨ and ψ ∈ Υ ,
and the same number of samples chosen independently and uniformly at random
from Rq × T.

2.5

Worst-case hardness of search version of ring-LWE

Theorem 1. ([LPR10]) Let K be an arbitrary number field of √
degree n, with
R = OK , α = σ/q ∈ (0, 1), and q ≥ 2 ∈ N such that α · q ≥ ω( log n).
√ Then
there is a probabilistic polynomial-time quantum reduction from the Õ( n/α)approximate SIVP problem on ideal lattices in K to R-LWEq,Ψ≤α . For K a cyclo√
tomic number field, this gives a reduction from the Õ( n/α)-approximate SVP
problem.
2.6

Known attacks

When selecting secure parameters for cryptographic applications of the hardness
of RLWE, the following known attacks are currently taken into account. The
distinguishing attack considered in [MR09,RS10] for LWE requires the adversary
to find a short vector in the scaled dual of the LWE lattice. The distinguishing
advantage is then given in terms of the length of the vector found. According to
[LP11], the vector should be of length less than q/(2σ). Writing q in terms of n,
this amounts to solving a short-vector problem in an n-dimensional lattice, and
if q is too large with respect to n, this problem will be easy. This gives some
insight as to why q cannot be too large with respect to n.
Concrete security estimates given in [LP11, Figure 4] against this attack lead
to suggested parameters, for example at the “high security” level, of n = 320,
q ≈ 212 , and σ = 8 (however recall that for 2-power cyclotomic fields, n should be
a power of 2). For those parameter choices, the distinguishing attack is estimated
to run in time 2122 (seconds) to obtain a distinguishing advantage of 2−64 .
The decoding attack presented in [LP11] is an attack which actually recovers
the secret error vector in the ciphertext. To run the attack requires a reduced
basis, and the estimated time to compute the reduced basis when n = 320 and
q ≈ 212 is 2119 seconds for decoding probability 2−64 .

3

Overview of results

We work with the ring of integers R = OK in a number field K of degree n and
a prime number q and consider the following properties:
1. (q) splits completely in K, and q - [R : Z[β]];
2. K is Galois over Q;
3. the ring of integers of K is generated over Z by β, OK = Z[β] = Z[x]/(f (x))
with f 0 (β) mod q “small” ;
4. the transformation between the Minkowski embedding of K and the power
basis representation of K is given by a scaled orthogonal matrix.
5. let f ∈ Z[x] be the minimal polynomial for β. Then f (1) ≡ 0 (mod q);
6. q can be chosen suitably large.
Note that by the Chebotarev Density Theorem, there are infinitely many
choices for q satisfying this and only finitely many exclusions.

In Section 4 we will show that for pairs (K, q) satisfying conditions (1) and
(2) we have a search-to-decision reduction from R-LWEq to R-DLWEq .
In Section 5 we will consider a second reduction, from R-DLWEq to PLWE,
which is essentially a slightly more general version of the reduction given in [LPR10]
and [DD12]. For that step we require that K satisfies conditions (3) and (4).
In Section 6 we will then give an attack which breaks instances of the PLWE
decision problem whenever (K, q) satisfy conditions (5) and (6), and we will
consider possible extensions of our attack.

4

Search to decision reduction for the ring-LWE problem

In this section we will prove the following theorem.
Theorem 2. Let K be a number field such that K/Q is Galois of degree n and
let R = OK be its ring of integers. Let R∨ be the dual (the codifferent ideal) of
R. Let β be an algebraic integer such that K = Q(β), and let f (x) ∈ Z[x] be the
minimal polynomial of β over Q. Let q be a prime such that (q) splits completely
in K and such that q - [R : Z[β]]. Let α be such that α · q ≥ ηε (R∨ ) for some
negligible ε = ε(n). Then there is a randomized polynomial-time reduction from
R-LWEq,Ψ≤α to R-DLWEq,Υα .
Proof. Let n denote the degree of K over Q. Since K/Q is Galois, f factors
completely in K as f (x) = (x − β) · (x − β2 ) · · · (x − βm ). Let q be a prime as in
the theorem statement, which factors as (q) = q1 . . . qn .
The field K has n embeddings, and since K/Q is Galois either all of these
embeddings are real or they are all complex.
Let β1 := β, and for i = 1, . . . , n, let σi : K ,→ C (i = 1, . . . , n) be the
embedding which sends β1 to βi . Let σ : K ,→ C × · · · × C be the Minkowski
embedding sending x ∈ K to (σ1 (x) = x, σ2 (x), . . . , σn (x)).
Before we can finish the proof we need two lemmas:
Lemma 1. Let K = Q(β1 ) be as above. For any α > 0, the family Ψ≤α is closed
under every automorphism τ of K, i.e. ψ ∈ Ψ≤α implies that τ (ψ) ∈ Ψ≤α .
Proof. Let τ be an automorphism of K. Then τ (β1 ) = βj for some 1 ≤ j ≤ n.
Pn−1
Let x ∈ K. Then x = i=0 ki β1i for ki ∈ Q and
!
n−1
n−1
n−1
X
X
X
i
i
i
σ(x) =
ki β1 ,
ki β2 , . . . ,
ki βn .
i=0

i=0

i=0

On the other hand, σ(τ (β1 )) is a vector whose entries are simply a permutation
of β1 , . . . , βn and whose first entry is βj , and so for any x ∈ K, the coordinates
of σ(x) and σ(τ (x)) are simply a rearrangement of each other.
Hence for any ψ = Dr ∈ Ψ≤α , we have τ (Dr ) = Dr0 ∈ Ψ≤α , where the entries
of r0 are simply a rearrangement of the entries of r and hence are all at most
α.
t
u

Worst-case search to worst-case decision
Definition 5. The qi -LWEq,Ψ problem is: given access to As,ψ for some arbitrary s ∈ Rq∨ and ψ ∈ Ψ , find s mod qi R∨ .
Lemma 2. (LWE to qi -LWE) Suppose that the family Ψ is closed under all automorphisms of K. Then for every 1 ≤ i ≤ n there is a deterministic polynomialtime reduction from LWEq,ψ to qi -LWEq,ψ .
Proof. The proof proceeds almost word for word as the proof in [LPR10]. Given
two prime ideals qi and qj above q, [LPR10] uses the explicit automorphism τk
with τk (ζ) = ζ k where k = j/i ∈ Z∗m that maps qj to qi . Instead we use the fact
that the Galois group of K over Q acts transitively on the prime ideals above
q. Hence in our situation, given qi , qj there is also an automorphism τ of K
such that τ (qi ) = qj . The rest of the argument is identical to the argument in
[LPR10].
t
u
Conclusion of the proof of Theorem 2: To finish the proof based on
these Lemmas, we argue as in [LPR13a, Lemma 5.9] and the proof given there
goes through for Galois fields exactly as stated.
t
u

5

Reduction from R-DLWEq to PLWE

This section essentially summarizes and slightly generalizes one of the main
results from [DD12]. The reduction for general cyclotomic fields is also covered
in [LPR13b].

5.1

The PLWE problem

The PLWE problem was first defined in [LPR10] and [BV11].
Definition 6. (The PLWE assumption). For all κ ∈ N, let f (x) = fκ (x) be
a polynomial of degree n = n(κ), and let q = q(κ) be a prime integer. Let
R = Z[x]/(f ), let Rq = R/qR and let χ denote a distribution over R.
The PLWE assumption PLWEf,q,χ states that for any ` = poly(κ) it holds
that
{(ai , ai · s + ei )}i∈[`] is computationally indistinguishable from {ai , ui }i∈[`] ,
where s is sampled from the noise distribution χ, the ai are uniform in Rq ,
the error polynomials ei are sampled from the error distribution χ and the ring
elements ui are uniformly random over Rq .
The PLWE assumption is a decisional assumption.

5.2

Reduction

In [DD12, p. 39], the authors explain the reduction in the 2-power cyclotomic
case in terms of the two key properties of the ring R = OK which are used:
1. When R = Z[ζm ] with m a power of 2, then nR∨ = R, for n = m/2.
2. The transformation between the embedding of R in the continuous real vector space H and the representation of R as a Z-vector space with the power
basis consisting of powers of ζm is an orthogonal linear map.
Their argument shows that one can slightly generalize those conditions to
our Properties (3) and (4) and obtain the reduction for general number fields
with those properties. Note that the claim is that these conditions are sufficient
to obtain the reduction, not that they are necessary. There may be a reduction
which works for an even more general class of number fields.
Step 1 of the reduction uses the property that R = Z[β] = Z[x]/(f (x)) is
monogenic to transform the ring-LWE samples between distributions on R∨ and
R, at the cost of a scaling by f 0 (β), where f 0 (β) is “small” modulo q.
When reducing RLWE to PLWE we take samples from the Minkowski embedding and consider them in the coefficient embedding. The main point is whether
vectors that are short in the Minkowski embedding have small coefficients in the
coefficient embedding.
Step 2 uses the fact that the matrix which transforms between the embedding
of R in H and the power basis representation of R is a scaled orthogonal matrix,
so it transforms the spherical Gaussian distribution in H into a spherical Gaussian distribution in the power basis representation. Thus the error distribuition
can be sampled directly from small values coefficient-wise in the polynomial ring.
Note that a different reduction is given in [DD12] for general cyclotomic
fields because of the fact that ζm potentially does not satisfy the requirement
that Φ0m (ζm ) is small modulo q compared to n. As noted there, according to a
result of Erdős [Erd46], the coefficients of Φm can be superpolynomial in size.
In any case, even for m prime, Φ0m has coefficients of size up to roughly m.

6
6.1

Breaking certain instances of PLWE
The Attack

Let K be a number field such that f (1) ≡ 0 (mod q), and such that q can be
chosen large enough. Let R := OK , and let Rq := R/qR.
Now, given samples, (ai , bi ) ∈ Rq × Rq , we have to decide whether the samples are uniform or come from a PLWE distribution. To do this we take the
representatives of ai and bi in R, call them ai and bi again, and evaluate them
at 1. This gives us elements ai (1), bi (1) ∈ Fq . If (ai , bi ) are PLWE samples, then
by definition,
bi = ai · s + ei ,
and so
bi (1) ≡ (ai · s)(1) + ei (1)

(mod q).

Since f (1) ≡ 0 (mod q), the Chinese Remainder Theorem gives us that
bi (1) ≡ ai (1) · s(1) + ei (1)

(mod q).

Now we can guess s(1), and we have q choices. For each of our guesses we
compute bi (1)−ai (1)·s(1). If (ai , bi ) are PLWE samples and our guess for s(1) is
correct, then bi (1)−ai (1)·s(1) = ei (1), and we will detect that it is non-uniform,
because ei is taken from χ. (For example, if ei is taken from a Gaussian with
small radius, then ei (1) will be “small” for all i and hence not uniform.) If (ai , bi )
are uniform samples, then bi (1) − ai (1) · s(1) for any fixed choice of s(1) will still
be uniform, since ai (1), bi (1) are both uniform modulo q.
6.2

A family of examples

Let f (x) = X n + (k − 1)pX + p, where p is a prime less than n, and k is chosen
such that 1 + kp = q with q prime and q > n. This polynomial is Eisenstein
at p and hence irreducible. By Dirichlet’s theorem about primes in arithmetic
progressions, there are infinitely many values of k that give a prime q.
Also, by construction
f (1) = 1 + (k − 1)p + p = 1 + kp = 1 ≡ 0

(mod q).

0

Moreover, f (1) is not zero modulo q since
f 0 (1) = n + (k − 1)p = (1 + kp) + (n − 1 − p) = q + a,
with a a number which, by construction is < n. Hence f has 1 as a simple root
modulo q, and by the Chinese Remainder Theorem
∼ Z[X]/(X − 1) × Z[X]/(h(X))
Z[X]/(f (X)) =
with h(X) coprime to (X −1). As explained in the previous section, this allows us
to guess s(1), since (ai · s)(1) = ai (1) · s(1). Hence for this choice of polynomials
and choice of q, we can distinguish uniform samples from PLWE samples and
break PLWE.
6.3

Extension of the attack on PLWE

The attack we presented in Section 6.1 above on PLWE for number fields satisfying property (5) can be extended to a more general class of number fields as
follows:
Suppose that f (x) has a root β modulo q which has small order in (Z/qZ)∗ .
If q is a prime, then this is equivalent to β having small order modulo q − 1. If
f (β) ≡ 0 mod q, then the same attack above will work by evaluating samples
at β, instead of at 1. Now unfortunately, the value of the error polynomials ei (β)
are harder to distinguish from random ones than in the case β = 1: although
the ei (x) have small coefficients modulo q, the powers of β may grow large and
also may wrap around modulo q. However, if β has small order in (Z/qZ)∗ , then
the set {β i }i=0,...,n−1 takes on only a small number values, and this can be used
to distinguish samples arising from ei (β) from random ones with non-negligible
advantage.

6.4

Security implications for RLWE and PLWE-based
cryptosystems

Putting all the results of this paper together, if there exist number fields satisfying all 6 properties, then for those number fields we would also have an attack on
RLWE. A √
toy example
√ of a field satisfying the first five conditions listed above
is K = Q( 11), β = 11, f (x) = x2 − 11, and q = 5.
In general, for a given degree n, it is not hard to generate irreducible polynomials f (x) of degree n, such that, letting q = f (1), q is sufficiently large. Each
such polynomial f (x) gives rise to a weak instance of PLWE, according to our
attack. However, to obtain an attack on RLWE, we would need to check that
the first 4 properties are also satisfied. The first two properties are easy to check,
but not necessarily easy to assure by construction. Properties (3) and (4) are
not as easy to check, and harder to assure by construction.
The security of RLWE in general and its reduction to hard lattice problems
is an interesting theoretical question and thus the construction of a number field
satisfying all 6 properties would be a significant result. But from the point of
view of practical applications to cryptography and homomorphic encryption, the
security of the proposed cryptosystems is based on the hardness of the PLWE
assumption. Thus the attack presented here and the results of this section are
of interest in themselves.
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Damien Stehlé and Ron Steinfeld. Making NTRU as secure as worst-case
problems over ideal lattices. In Advances in cryptology—EUROCRYPT
2011, volume 6632 of Lecture Notes in Comput. Sci., pages 27–47.
Springer, Heidelberg, 2011.

