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Abstract
The focus of this paper is a systematic study of differential privacy on streaming data using sketchbased algorithms. Previous works, like Dwork et al. (ICS 2010, STOC 2010), explored random sampling
based streaming algorithms. We work in the well studied streaming model of computation, where the
database is stored in the form of a matrix and a curator can access the database row-wise or column-wise.
Dwork et al. (STOC 2010) gave impossibility result for any non-trivial query on a streamed data with
respect to the user level privacy. Therefore, in this paper, we work with the event level privacy. We
provide optimal, up to logarithmic factor, space data-structure in the streaming model for three basic
linear algebraic tasks in a differentially private manner: matrix multiplication, linear regression, and low
rank approximation, while incurring significantly less additive error.
The mechanisms for matrix multiplication and linear regression can be seen as the private analogues
of known non-private algorithms, and have some similarities with Blocki et al. (FOCS 2012) and Upadhyay (ASIACRYPT 2013) on the superficial level, but there are some subtle differences.
For example,
p
they perform an affine transformation to convert the private matrix in to a set of { w/n, 1}n vectors for
some appropriate w, while we perform a perturbation that raises the singular values of the private matrix.
In order to get a streaming algorithm for low rank approximation, we have to reuse the random Gaussian
matrix in a specific way. We prove that the resulting distribution also preserve differential privacy. We
do not make any assumptions, like singular value separation, as made in the earlier works of Hardt and
Roth (STOC 2013) and Kapralov and Talwar (SODA 2013). Further, we do not assume normalized row
as in the work of Dwork et al. (STOC 2014). All our mechanisms, in the form presented, can also be
computed in the distributed setting of Biemel, Nissim, and Omri (CRYPTO 2008).

Keywords. Differential Privacy, Linear Algebra, Random Projection.
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1

Introduction

In the setting of large data analysis, one of the desired goals is to design a sub-linear space data-structure to
perform computation while receiving the data online. There are many non-private algorithms in this setting.
Such algorithms are called streaming algorithms. However, these data often contain sensitive information
and privacy is as important as correct computation. Considering these two issues, a natural problem that a
database curator faces is to generate a data structure that could be used to provide useful information without
leaking sensitive information about an individual. The focus of this paper is space restricted streaming
algorithms for answering linear algebraic queries in a private manner.
For an input matrix A, the standard techniques used in (non-private) streaming algorithms either does
random sampling or compute a sketch, which has the form ΩA for some choice of random matrix Ω. Dwork
et al. [19] gave a private analogue of streaming algorithms that uses sampling based approach for various
statistical queries, and gave an impossibility result for private analogues of sketch based approaches for
specific “statistical queries.” This raises doubts over the applicability of sketch based approach in privacy.
These doubts, if true, would be unfortunate because sketch generation is one of the major techniques (and
often provide better utility guarantee) in the non-private setting. In this paper, we show the first set of
positive results for sketch based approach. We deviate from the traditional mechanisms of differential
privacy: instead of perturbing the output of the query by adding noise, we reversibly perturb the input and
then multiply noise (analogous to [5, 6, 59]). We give almost optimal (in terms of space required by the datastructure) differentially private sketch based streaming algorithms for three basic algorithmic problems in
linear algebra.
A natural question one might ask is, why should one care about private streaming algorithms for linear
algebra? To answer this, let us consider the following scenario. A large database is streamed to the curator
such that, unless we store the data, it is irretrievably gone. On the other hand, the curator has limited memory
and it cannot store the whole database, but expects queries on the streamed data. In such a setting, the curator
would like to store a data-structure with enough information about the database to (approximately) answer
the queries. This idea has been used in the streaming model without any privacy concern. However, if a
curator is handling a confidential data-base, it has to store a data-structure that, in addition to providing
useful information to the query-maker, does not leak any information about the individual entry of the
database as per the specific requirements of a robust privacy guarantee.
The scenario mentioned above is not an artificial problem. An n × d real-valued matrix is a natural
structure for storing data about n entities described by d features. For example, Hardt and Roth [33, 34]
motivated the problem of differentially private low-rank approximation (LRA) by citing the Netflix competition. In addition to the Netflix type scenario, there are many other areas of large data analysis that have
natural privacy concerns, like, genetics engineering finance. Computations in financial market often use various linear algebraic tasks as subroutine, like matrix multiplication or linear regression. Likewise, in genetic
engineering, it is common to perform a procedure that computes a full or partial singular value decomposition (SVD) of the covariance matrix corresponding to the input data matrix, and then appeal to standard
statistical model selection criterion, like getting the top half of the spectrum of the matrix, to quantify its
significance.
On the other side, the traditional methods of Krylov subspace iteration (on which some of the recent
works like [31, 34, 40] are based) and rank revealing factorization method requires a lot of space and are
slow when matrices have high dimension. In fact, even storing the whole data during the computation is not
always possible. Therefore, in such scenarios, computations are done in the streaming model. Many of these
tasks have been studied in the non-private setting [2, 12, 24, 47, 54]. However, recent privacy violations in
large data analyses have exemplified how sensitive these data are. This raises the question of whether one
can perform all these tasks on a streamed data while giving a robust guarantee of privacy, like differential
privacy. We do a principled study of private analogues of the known streaming algorithms for such tasks.
1

P RIVACY MODEL USED IN THIS PAPER . In this paper, we consider differential privacy in the streaming
model where the data is streamed either row-wise or column-wise and the space available to the curator
is sub-linear in the size of the dataset. There are two notions of differential privacy: event level privacy,
where guarantees are at the granularity of individual records in the datasets, and user level privacy, where
guarantees are at the granularity of each user whose data is present in the dataset. Dwork et al. [18] showed
that it is impossible to obtain any non-trivial result with respect to the user level privacy on a streamed data.
Therefore, in this paper, we restrict our attention to the event level privacy, i.e., D1 and D2 are neighbouring
if kD1 − D2 k ≤ 1 (see [33, 34] for the motivation of this notion).We work with the following notion of
privacy.
Definition 1. A randomized mechanism K gives (ε, δ)-differential privacy, if for all neighbouring data-sets
D1 and D2 , and all range S ⊂ Range(K), Pr[K(D1 ) ∈ S] ≤ exp(ε)Pr[K(D2 ) ∈ S] + δ, where the
probability is over the coin tosses of K. When δ = 0, we get the traditional definition of differential privacy.

1.1

Problem statements and our contributions.

In this section, we give the formal description of the problems we investigate in this paper. We also state the
best known space lower bounds for non-private streaming algorithms and present our results. We note that
stronger space lower bounds are achievable for each of the problems considered because of the non-zero
additive error; however, the bounds stated below are presently the best known lower bounds that we can use
to make any sort of optimality comparison.
We reserve the letter n for the number of rows and d for the number of columns of a private matrix.
We assume d < n. The performance of a streaming algorithm is measured by three basic factors: the
number of passes over the data stream, the space used by the data-structure, and the time taken to update
the data-structure. All our private mechanisms for performing linear algebraic tasks are single-pass, achieve
almost optimal space bound for one-pass algorithms, and almost linear update time. Jumping ahead, we
generate linear sketch, so our mechanisms extends naturally to turnstile updates. For bit complexity, we use
the convention of Clarkson-Woodruff [12]–the entries of a matrix can be represented by κ = log(nd)-bit
integers.
M ATRIX M ULTIPLICATION . The first problem we consider is matrix multiplication of two conforming
matrices. It is one of the most important tools in numerical analysis (for example, every linear differential
equations solver uses matrix product), and, therefore, wherever private data are analyzed numerically.
Problem 1. ((α, β, τ )-M AT-M ULT). An n × d1 matrix A and n × d2 matrix B are given. Output a matrix
C so that kAT B − CkF ≤ αkAkF · kBkF + τ with probability at least 1 − β.
Theorem 1. [12] Suppose n ≥ cκ/α2 for an absolute constant c > 0. Then any randomized one-pass
algorithm which solves(α, β, 0)-M AT-M ULT with probability at least 4/5 uses Ω(max {d1 , d2 } α−2 κ) bits
of space.
Kane and Neilson [39, Theorem 6.2] used the Minkowski inequality to prove the following.
Theorem 2. Given α, β > 0, and conforming matrices A and B presented column-wise. There is an
r = O(1/α2 ) so that for d = max {d1 , d2 } large enough, there is data structure which maintains a sketch
of size O(rd log(1/β) log κ + log(1/α)) and Õ(r) update time and solve (α, β, 0)-M AT-M ULT for input
matrix A and B.

Theorem 22 gives a data-structure which maintains a sketch of size O dα−2 κ log (1/β) and provides
√
(ε, δ)-differential privacy with τ = O(α n). If we are readyto pay for space, then using Theorem 27, we
have Õ(n) update time at a cost of O dα−2 κ log (1/β) log n space data-structure.
L INEAR R EGRESSION . The second problem we consider is linear regression, an important tool in statistical
analysis. One of its major application is in finance, a domain where data are extremely sensitive. One
2

example is capital asset pricing model which is used to predict demands [14] and investment [23].
Problem 2. ((α, β, τ )-L IN -R EG). Given an n × d matrix A and a m set of n × 1 column vectors B =
{b1 , · · · , bm }, output a set of vectors X = {x1 , · · · xm } so that for all i ∈ [m], kAX − bi kF ≤ (1 +
α) minY ∈Rd×m kAY − bi kF + τ with probability at least 1 − β/m.
L IN -R EG has also been studied in online learning model [37], which, though a different model, is closest
to ours if one wishes to make any comparison. Jain, Kothari, and Thakurta [37] gave a private learning
√
√
algorithm for L IN -R EG with a bound of Õ (R6 log(1/δ) n log1.5 T )/ εα3 , where R is the maximum
√
2-norm of query input and T is the number of training data set. We better this bound by factor of α4 ε
in Theorem 24.
Theorem 3. [12] Suppose n ≥ κd/36α and d is sufficiently large. Then any randomized one-pass algorithm
which solves the (α, β, τ )-L IN -R EG problem with probability at least 7/9 needs (d2 α−1 κ) bits of space.
Kane and Neilson [39, Theorem 6.5] showed the following in the non-private setting.
Theorem 4. There is a one-pass streaming algorithm for (α, β, 0)-L IN -R EGpwhere one maintains a sketch of
size O(d2 α−1 log(1/β) log(nd)). Processing each update requires O(d + d/α log(1/β)) computations.

Theorem 22 gives a data-structure that uses O d2 α−1 κ log (1/β) bits of space and provides (ε, δ)√
differential privacy with τ = O(α n). If we are ready to
 pay for space, then using Theorem 27, we have
Õ(n) update time at a cost of O d2 α−1 κ log (1/β) log n space data-structure.
L OW- RANK A PPROXIMATION . The last problem we consider is low rank approximation [15]. A partial
list of its applications includes principal component analysis [35], fast multipole methods [26], and Hmatrices [25].
Problem 3. ((α, β, τ )-LRA). Given an n × d matrix A and a target rank k, construct a matrix Ψ with k
orthonormal columns such that kA − ΨΨT Ak ≤ (1 + α) minrank(Ak )≤k kA − Ak k + τ with probability at
least 1 − β for both Frobenius and spectral norm.
Theorem 5. [12] Suppose n ≥ ck/ for an absolute constant c > 0, . Then any randomized 1-pass algorithm
which solves k-rank approximation with probability at least 5/6 uses Ω(nkα−1 ) bits of space.
Clarkson and Woodruff [12] gave a (non-private) one-pass algorithm for LRA. They used Rademacher
matrices, i.e., matrices with entries ±1 with probability 1/2, to produce the sketch and an observation that
the projection step can be emulated by the information gathered during the first stage if one uses Rademacher
matrices. Using their idea, Kane and Neilson [39, Theorem 6.6] showed the following in the non-private
setting.
Theorem 6. There is a one-pass streaming algorithm for approximate LRA with respect to the Frobenius
−1
norm with row/column-wise updates where
p one maintains a sketch of size O(kα (n+d) log(1/δ) log(nd)).
Processing each update requires O(k + k/αlog(1/β)) amortized operations per entry of the input matrix.
We do not know a way to prove differential privacy using [12], except to use additive noise mechanisms,
much like Hardt and Roth [33]. In that case, when we try to emulate the second step, a simple analysis
shows an error bound of order k 3/2 . In this paper, we show how to emulate the projection step when using
random Gaussian matrices. We give an O(kε−1 (n + d)κ) bits data structure (Theorem 26) that could be
used to publishp(ε, δ)-differentially private k-rank approximation
p of an n × d private matrix in a single pass
with τ ≤ O(k n ln(2/δ)/ε) for the Frobenius and τ ≤ O( nk ln(2/δ)/ε) for the spectral norm.
Note that our data-structure has an improved space requirement by a factor of log(1/β); thereby, just
off by a factor of 1/α from the optimal. This is not the first time that a method used in private setting has
helped to improve the result in non-private setting. Dwork et al. [21] have recently illustrated another case.
The reason behind of our improvement is simple. The bound on the single pass algorithm of Clarkson and
Woodruff [12] and the two-pass algorithm of Sarlos [54] use their bound for M AT-M ULT, and, therefore,
had to rely on the number of rows in the projection matrix used to bound the error in M AT-M ULT. On the
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Method

Norm

Hardt-Roth [33]

F

Subspace Iteration [34]
Kapralov-Talwar [40]

S
S

Hardt [31]

S

Dwork et al. [21]
This paper
This paper

S
F
S

Additive
q noise
+ µkAkF εlog(k/δ)

(rk(A)µ + k log n) log 1δ log n)
O(dk 3 /(εγ 2 δ 2 ))
√

√
2
O( kε

kn log(k/δ)
q ε

λ1

O((k

√

knµ log(1/δ) log(n/γ) log log(n/γ)
εγ 1.5 λk
√
n ln(1/δ))/ε) + Õ( k 3 n3/2 /ε2 )

p
O(pnk ln(2/δ)/ε)
O( nk ln(2/δ)/ε)

Privacy Notion

Streaming

Event level

No

# Passes
2
√

User level

No

k log λ
k
√
k log λ

User level
Event level
Event level

Yes
Yes
Yes

1
1
1

Event level
Spectral norm

No
No

Table 1: Comparison Between our Mechanism and Previous Mechanisms for k-Rank Approximation of an n × d
matrix A. µ denotes the coherence of A, γ = (λk /λk+1 ) − 1, S stands for spectral norm and F for Frobenius norm.

(α, β, τ )-M AT-M ULT
(α, β, τ )-L IN -R EG
Frobenius (α, β, τ )-LRA
Spectral (α, β, τ )-LRA

Space Bound on the Data-Structure
Lower Bound [12]
Non-private [39]
Private

Ω dα−2 κ
Õ(dα−2 κ)
Õ(dα−2 κ)



Ω d2 α−1 κ
Õ d2 α−1 κ
Õ d2 α−1 κ
Õ(kα−1 (n + d)κ) O(kα−1 (n + d)κ)
Ω(nk/α)
−
−
O(kα−1 (n + d)κ)

Additive Noise
√
O ( nα)
√
O ( nα)
p
O(k
p n ln(2/δ)/ε)
O( nk ln(2/δ)/ε)

Table 2: Our Results with Respect to the Best Known Space Bounds in Non-private Setting (Õ hides log(1/β) term).

other hand, as we discuss later, we use perturbation theory along the line of [21, 30].
Let λ1 , · · · , λrank(A) be the singular values of a matrix A. We compare our results with the earlier known
results in Table 1 and 2. In Table 1, we compare our result for LRA with the previous works. We do not
make any assumptions, like singular-value separation, normalized rows, etc, on the input matrix to compute
LRA as in the previous works [21, 34, 40]. If we do not make any coherence assumption, one should set
µ = n in Table 1. A detail comparison is done in Section 3.3.1 taking into account the difference in privacy
model and the assumptions. In Table 2, we give the best known lower bound for the space required for each
of the problems, the space required by the data-structures in the non-private setting and by our private datastructures. The other parameters used in the tables are as defined above. Note that, we explicitly require Ω
to be stored for the mechanism of LRA; in the other two cases, Ω can be picked from the distribution on the
fly.
Our mechanism for LRA can be easily compiled to give differentially private principal component analysis using standard algorithms that use LRA in the first step. Another important application of our mechanism
for private sketch generation is in manifold learning. We do not formally state these mechanisms as there are
standard algorithms for these applications that only use private matrix for one of the problems stated above
and rest of the steps are deterministic function of these computations. One can also implement our mechanisms as distributed algorithms, a desirable feature as argued by [3]. This is because every operations used
in our mechanism have efficient distributed algorithms–Jacobi method for singular value decomposition [42,
Chapter 4], Cannon’s algorithm for multiplication [10], and GMRES for residual method [53].

1.2

Our Techniques.

The two standard techniques for streaming algorithms are (i) random sampling of the rows or columns of
the streamed matrix and (ii) generating a random sketch of the matrix. In this paper, we use the sketch based
approach. A sketch of a matrix A has the form ΩA for some appropriate choice of random matrix Ω. The
known sketch based streaming algorithms for M AT-M ULT and L IN -R EG, to our knowledge, use tug-of-war
matrices [12, 54] with Rademacher entries (this helps in improving the update time). Adding Gaussian noise
to it to ensure differential privacy amounts to a large additive error.

4

In order to get a better utility bound, we use an idea analogous to Blocki et al. [5, 6] and Upadhyay [59].
We devise a private-sketch generation (PSG) mechanism to generate a private sketch of the private matrix,
where the privacy depends on the spectral property of the input matrix. At a high level, all our mechanisms
use this basic mechanism while maintaining the spectral property of the input matrix (to guarantee privacy).
If we use affine transformation as in [5, 59], we would end up with τ dependent on kAkF . Therefore,
we use different method to maintain the required spectral property. If we instantiate PSG with random
Gaussian matrix, we get the same bound on the space used by the data-structure as achieved by Clarkson
and Woodruff [12].
Due to its generic construction, we can instantiate PSG with other known projection matrices that preserves privacy. For example, we can use fast-Johnson-Lindenstrauss transform [1], the diagonal matrix based
construction or circulant matrix based construction, which were proven to preserve privacy in [59, 58, 60],
respectively. In this paper, we explicitly use the last two constructions, wherein, the author proved two constructions of the form P W D, where W is the Walsh-Hadamard matrix, D is a diagonal Rademacher matrix,
and P chosen appropriately, preserves privacy. For example, let g := (g1 , · · · , gn ) be n i.d.d. Gaussian
samples. Then if we use P = Π1..r C, where C be a circulant matrix corresponding to g, i.e, for i ∈ [n],
Ci: = (gi , · · · , gn , g1 , · · · , gi−1 ) and Π1..r is a permutation matrix Π truncated to r rows, we get the construction in [60]. On the other hand, if we use P = Π1..r Diag(g)Π, we get the construction in [58]. The
proof of privacy when using these constructions requires an entirely different analysis than [5, 59]. This is
because the published matrix is not r-independent multi-variate Gaussian due to subtle correlations between
the rows of the published matrix.
At a high level, our mechanisms for (α, β, τ )-M AT-M ULT and (α, β, τ )-L IN -R EG are private analogues
of Clarkson-Woodruff [12]. For the privacy proof to go through, we need to lift the singular value of the
input matrix. Our choice to lift the singular values is constrained by keeping a check on τ as well as to keep
the mechanism one-pass. Once we find an optimal choice, the utility proof follows by considering the effect
of our perturbation in the analysis of Kane and Neilson [39] (combined with our bound in Theorem 27
for projection matrices for mechanisms in Section 4 and Gaussian matrices bound stated in Theorem 18
for Section 2 and 3). Note that we cannot use the variance bound for 4-wise independent matrices used
by other non-private algorithms [12, 54] as privacy would not necessarily hold for random matrices with
dependent entries in its row.
The mechanism for LRA is more complicated and markedly different from the recent private mechanisms [21, 31, 33, 34, 40] (the online version of Dwork et al. [21] uses binary tree technique [18] and
assumes a lower bound condition on the optimal value, see [21, Theorem 8]) as well as the non-private
algorithms [12, 54]. All the previous works perturb the output by adding noise to it, while we perturb the
input matrix and then multiply noise matrix. We follow the general prototype to compute a LRA, i.e., first
computes a projection matrix (range finding step) followed by the computation of a LRA by operating the
projection matrix on the input matrix (projection step). In the most naive form, both the steps require the
input matrix.
Clarkson and Woodruff [12] have shown how to emulate the projection step by using the matrices formed
in the range finding step, without reusing the input matrix. Unfortunately, it only works for Rademacher
matrices, while our projection matrices are generated using random Gaussian variables.
The first key observation is that, by a clever use of linear algebra, information gathered in the rangefinding step using a random Gaussian matrix can be used to emulate the projection step without using the
input matrix explicitly. However, we need to reuse the random Gaussian matrix. Therefore, the privacy
is not as straightforward as for the other two problems. Fortunately, the Gaussian matrix is reused in a
specific manner for which one can prove privacy under certain spectral property of the input matrix. We
believe that this could be of independent interest. The second observation, also done by Blocki et al. [5], is
that the mechanism for PSG already gives considerable improvement in the range finding step. Following
Hardt [31], use an oversampling parameter p, which helps in getting much sharper bounds for both the
5

spectral and Frobenius norm. However, we have to use a different method than used in matrix multiplication
and linear regression to lift the singular value to keep α in check.
The analysis for LRA used in this paper differs a lot from the analyses of Clarkson and Woodruff [12]
and Sarlos [54], and is more align with perturbation theory based approach of [21, 30]. The non-private
algorithms in [12, 54] use the trick that a good bound on matrix multiplication allows a bound on LRA. This
limits its applicability to the case when the approximation metric is the Frobenius norm. In this paper, we
are also concerned with the spectral norm. Moreover, the algorithm of Sarlos [54] perform two-passes over
the private input matrix. The proof of Theorem 26 presented here use perturbation theory, which allows us
to give bounds for both the norms in an unified manner. We note that all the previous proofs were tailored
for specific norm.
R ELATED W ORKS . The first formal definition of Differential Privacy was given by Dwork et al. [17].
They used Laplacian distribution to guarantee differential privacy for bounded sensitivity query functions.
The Gaussian variant of this basic sanitizer was proven to preserve differential privacy by Dwork et al. [16]
in a follow-up work. Since then, many mechanisms for preserving differential privacy have been proposed in
the literature [8, 20, 27, 28, 41, 32, 33, 44, 51]. All these sanitizers have a common theme: they perturb the
output before responding to queries. Blocki et al. [5, 6] and Upadhyay [59] took a complementary approach.
They perturb the input reversibly and then perform a random projection of the perturbed matrix.
There are some recent works on differentially private low-rank approximation and differentially private
streaming algorithm for statistical queries. Blum et al. [7] first studied this problem and gave a simple “input
perturbation” algorithm that adds noise to the covariance matrix, an approach also taken recently by Dwork
et al. [21]. This was improved by Hardt and Roth [33] who studied the low rank approximation in Frobenius
norm under the low coherence assumption. Kapralov and Talwar [40] and Chaudhary et al. [11] studied
the spectral low rank approximation of a matrix by giving a matching upper and lower bounds for privately
computing the top k eigenvector of a matrix. Hardt and Roth [34] improved their noise bound by proposing
robust private subspace iteration mechanism. All these works [11, 34, 40] uses some eigenvalue separation
assumption. Recently, Dwork et al. [21] revisited randomized mechanism to give a tighter bound. They also
gave an online learning version of their mechanism under a normalized row assumption.
The literature of performing (non-private) linear algebra using streaming algorithms, started by Munro
and Paterson [47], is so extensive that we cannot hope to cover it in any detail here. In the private setting, Dwork et al. [19] studied pan-privacy, where the internal state is known to the adversary, to answer
various counting tasks, like estimating distinct elements, cropped means, number of heavy hitters, and frequency counts. All these mechanisms uses private version of various sampling based streaming algorithms.
Subsequently, there have been some works on online differential privacy [21, 37] for various tasks.
N OTATIONS AND BASIC P RELIMINARIES We reserve the letters A and B for private input matrices,
Ω for a random projection matrix (Gaussian or the one defined in Section 2). For an n × d matrix A, we
let A denote n copies of A stack row-wise, A
i: to denote
 the i-th row of A, A:j to denote the j-th column
0 A
of A, and A0 to denote the symmetric matrix
corresponding to A. We let At denote the matrix
AT 0
received after t time epochs. When we wish to refer to both the Frobenius as well as the spectral norm, we
overload the symbol k · k and drop the subscript. We let e1 , · · · , ed denote the standard basis vectors in Rd .
We use bold face symbols to denote vectors and 0n to denote an n-dimensional 0-vector. For a matrix M ,
we write M  0 if all its eigenvalues are positive.

6

1.3

Useful Facts Used in the Paper

In the course of this paper, we use many standard results from linear algebra, random matrices, perturbation
theory, and differential privacy literature.
L INEAR A LGEBRA . Our analysis make extensive use of linear algebra and statistical properties of Gaussian distribution. We give an exposition to the level required to understand this paper. Let A be an n × d
matrix. The singular value decomposition (SVD) of A is A = V ΛU T , where U and V are left and right
eigenvectors of A, and Λ is a diagonal matrix. The entries of Λ are called the singular values of A. Since
U and V are unitary matrices, one can write Ai = V Λi U T for any real value i. We let rank(A) denotes the
rank of the matrix A and λi (A) its singular values. Where it is clear from context, we simply write λi for
the singular values.
We use various matrix norm. We use the notation k · kFPfor Frobenius norm. A Frobenius norm for a
matrix A = (aij )i∈[n],j∈[d] is defined as following kAkF = ij |aij |2 . For a matrix A, we let kAk2 denote
the 2-norm, i.e., maxx∈Rd kAxk2 /kxk2 . We use the symbol k · k when we wish to refer to both Frobenius as
well as 2-norm. We explicitly or implicitly use the fact that matrix norms are Lipschitz. We let e1 , · · · , en
denote the standard basis vectors in Rn . We denote by a|b the vector formed by appending the vectors a and
b. A matrix M is positive semi-definite if all its eigenvalues are non-negative, i.e., if for all x ∈ Rn , we have
xT M x ≥ 0. For two n × n matrices M and N , we denote by M  N if M − N is a positive semi-definite
matrix. We write M  0 if all its eigenvalues are positive. We note few of the key lemmata of linear algebra
used in this paper.
Lemma 7. If matrix A and B are conforming, then kABkF ≤ kAk2 kBkF .
Lemma 8. [29]. Let A and B be Hermittian matrices with only 0, 1 entries. Then Tr(AB) ≤ Tr(A)Tr(B).
Moreover, if kA − Bk ≤ 1, then Tr(AT A) − Tr(B T B) ≤ 2.
Lemma 9. For matrices A, B, C, D, E, and X of appropriate dimensions, we have
1. vec(AXB) = (B T ⊗ A)vec(X),
2. Tr(CXB) = (vec(C T ))T (Iq ⊗ X)vec(B),
3. Tr(DX T EXB) = (vec(X))T (DT B T ⊗ E)(vec(X)) = (vec(X))T (BD ⊗ E T )vec(X).
S TATISTICAL M ODEL S ELECTION AND P ROBABILITY T HEORY. One of the main methods to prove
concentration inequalities is the following two step process: control the moment generating function of a
random variable and then minimize the upper bound resulting from the Markov’s inequality. Though simple,
it is extremely powerful. In this paper, we use the result by Birge-Massart [4] stated by Corollary 14, but we
need some concepts in statistical model selection to understand the result.
Let ζ be a real valued centered random variable, then the log-moment generating function is defined as
ψζ (λ) := ln(E[exp(λζ)]), ∀λ ∈ R+ , and the Cramer’s transform is defined as ψζ∗ (x) := supλ∈R+ (λx −
ψζ (λ). The generalized inverse of ψ ∗ at a point t is defined by ψ ∗−1 (f ) := inf{x ≥ 0 : ψ ∗ (x) > f }.
The log generating function for centered random variable has some nice properties. It is continuously
differentiable in a half-open interval I = [0, b), where 0 < b ≤ ∞, and both ψζ and its differentiation at 0
equals 0. There is a nice characterization of the generalized inverse in the form of following lemma.
Lemma 10. Let ψ be a convex continuously differentialable function on I. Assume that ψ(0) = ψ 0 (0) = 0.
Then ψ ∗ is non-negative non-decreasing convex function on R+ . Moreover, its generalized inverse can be
written as ψ ∗−1 = inf λ∈I [(f + ψ(λ))/λ] .
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This lemma follows from the definition and basic calculus. In the area of model selection, Lemma 10 is
often used to control the expectation of the supremum of a finite family of exponentially integrable variables.
Pisier [48] proved the following fundamental lemma.
Lemma 11. (Pisier [48]) Let {ζf }f ∈F be a finite family of random variables and ψ be as in Lemma 10. Let
EA [ζ]
 = E[ζχA]/Pr[A] for a non-zero measurable set A. Then, for any non-zero measurable set A, we have
EA supf ∈F ζf ≤ ψ ∗−1 (ln (|F |/Pr[A])) .
If we take A = (ζ ≥ φ(x)) and applying Markov’s inequality, then using the property that φ is an
increasing function, this immediately gives us that x ≤ ln(1/Pr[A]). This gives the following key lemma.
Lemma 12. Let A be a set with non-zero measure and ζ be a centered random variable. Let φ be an
increasing function on positive reals such that EA [ζ] ≤ φ(ln(1/Pr[A])). Then Pr[ζ ≥ φ(x)] ≤ exp(−x).
We refer the interested readers to the book by Massart and Picard [43]. In this paper, we use the following
result by Birge and Massart [4] for this purpose.
Theorem 13. (Birge-Massart [4]) Let (ζf )F be a finite family of random variable and ψ be a convex and
continuously differentiable function on [0, b) with 0 ≤ b ≤ ∞ such that ψ(0) = ψ 0 (0) = 0 and for
every
 u ∈ [0,b) and f ∈ F, we have log(E[exp(uζf )]) ≤ ψ(u). If N denotes the cardinality of F. Then
E supf ∈F ζf ≤ ψ ∗−1 (ln N ), where ψ ∗ is the Cramer’s transformation.
Using Lemma 12 and Talagrand inequality, the authors also proved the following corollary to Theorem 13.
Corollary 14. (Birge-Massart [4]) Let 0 < λ < 1/b for some b. If ζ be a real valued integrable variable,
√


aλ2
and a and b be constants such that log(E[exp(λζ)]) ≤ 2(1−bλ)
. Then Pr ζ ≥ 2aτ + bτ ≤ exp(−τ ).
A random variable, X, distributed
according
to a Gaussian distribution has the probability density func

(x−µ)2
1
. We denote it by X ∼ N (µ, σ 2 ). The Gaussian distribution is
tion, PDFX (x) = √2πσ exp − 2σ2
invariant under affine transformation, i.e., if X ∼ N (µx , σx ) and Y ∼ N (µy , σy ), then Z = aX + bY has
the distribution Z ∼ N (aµx + bµy , aσx2 + bσy2 ).
The multivariate Gaussian distribution is a generalization of univariate Gaussian distribution. Given a
m dimensional multivariate random variable, X ∼
of a multivariate Gaussian is given
 N (µ, Σ), the PDF
1
1
T
†
m
by PDFX (x) := √ rank(Σ)
exp − 2 x Σ x with mean µ ∈ R and covariance matrix Σ = E[(X −
(2π)

Det(Σ)

µ)(X − µ)T ]. If Σ has a non-trivial kernel space, then the PDF is undefined. However, in this paper,
we only need to compare the probability distribution of two random variables which are defined over the
same subspace. Therefore, wherever required, we restrict our attention to the (sub)space orthogonal to the
kernel space of Σ. Multivariate Gaussian distribution maintains many key properties of univariate Gaussian
distribution. For example, any (non-empty) subset of multivariate Gaussians is a multivariate Gaussian and
linear functions of multivariate Gaussian random variables are multivariate Gaussian random variables, i.e.,
if y = Ax + b, where A ∈ Rn×n is a non-singular matrix and b ∈ Rn , then y ∼ N (Aµ + b, AΣAT ).
We use the following properties of Gaussian matrices, a proof could be found in Tao [57] or Muirhead [46].
Lemma 15. [57]. Let Ω be a Gaussian matrix. Then E[kAΩBk2 ] ≤ kAk2 kBkF + kAkF kBk2 for fixed
matrices A and B.
Lemma 16. [46]. Let Ω be a n × (k + p) Gaussian matrix. Then
s
√
k
e k+p
−1 2
−1
E[kΩ kF ] =
and
E[kΩ k2 ] ≤
.
p−1
p
Lemma 17. [46]. Let Ω be a random n × (k + p) Gaussian matrix whose entries are picked from the
distribution N (0, 1). Then E[Tr((ΩT Ω)−1 )] = k/(p − 1).
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On input a streamed vector v, parameters r, ñ, the mechanism samples an r × 2ñ random matrix Ω, and
Variant 1: Compute Yv = Ωv, and return Yv .
Variant 2: Compute Yv = ΩT Ωv, and return Yv .
Figure 1: Private Sketch Generation (PSG) Algorithm

Theorem 18. (Johnson-Lindenstrauss lemma) Fix any η < 1/2 and let m be a positive integer. Let Ω be a
k × n matrix with entries picked from a Gaussian distribution N (0, 1), where k ≥ 4(α2 /2 − α3 /3)−1 ln m.
Then for any m unit vector set S in Rn
∀x ∈ S, PrM [kΩxk2 ∈ (1 ± α)kxk2 ] ≥ 1 − 2 exp(−α2 k/8).
D IFFERENTIAL P RIVACY.

We use the following in our analysis explicitly or implicitly.

Theorem 19. (Composition Theorem [20]). Let ε, δ ∈ (0, 1), and δ 0 > 0. If K1 , · · · , K` are each (ε, δ)differential private mechanism, then the mechanism K(D) := (K1 (D),
p· · · , K` (D)) releasing the concatenation of each algorithm is (ε0 , `δ + δ 0 )-differentially private for ε0 < 2` ln(1/δ 0 )ε + 2`ε2 .
Lemma 20. Let M (D) be a (ε, δ)-differential private mechanism for a database D , and let h be any function, then any mechanism M 0 := h(M (D)) is also (ε, δ)-differentially private for the same set of queries.

2

Differentially Private Sketch Generation

We study differential privacy in the well known streaming model of computation [2, 47]. We present it at
the level required to understand this paper (a more formal definition appears in Alon et al. [2]). This model
has three entities: a stream generator or database owner S, a (database) curator K, and a query maker Q. S
starts the process at time t = 0 and the curator initializes its data structure to D0 . Thereafter, the curator is
allowed only one-pass over the input matrix, i.e., it can access any entry of the data-base during exactly one
time epoch, and update its data structure to Dt using Dt−1 and the newly accessed data-points of the matrix.
At certain time, t, the query maker Q makes a query q. The curator responds with q(Dt ).
The streaming model has a resource bound on the curator. A curator is only allowed to use total polynomial in the size of the data base time to construct the data structure and the size of data-structure sub-linear
in the size of the data base. For differential privacy, we further require that the response of K to the query
of Q should satisfy Definition 1 with the two neighbouring streams differing in at most one entry of norm 1.
Researchers have also studied differential privacy on streaming data in private learning theory model [37],
where the emphasis is on learning about the streamed input–one bears a regret on a hypothesis evaluated
against a data point which is not yet streamed. Due to lack of space, we do not delve into the detail comparison of the two models.
We give the generic construction of PSG in Figure 1. If we use random Gaussian matrix as Ω, then
the first variant has some resemblance to the mechanism of Blocki et al. [5] and Upadhyay [59], while the
second variant can be seen as its extension in the sense that two successive application of a Gaussian matrix
in a defined form also preserve privacy. However, the analogy ends
example, [5, 59] perform an
p here. For
n
affine transformation to convert the private matrix in to a set of { w/n, 1} vectors, while we perform the
perturbation to raise the singular values before invoking PSG (see Section 3). As argued by Blocki et al. [5],
their mechanism does not give a guarantee that the singular values of AT A and their published matrix is
close or their eigenvalues are comparable. In other words, it does not give a LRA. Apart from these major
differences, there are couple of subtle differences: (i) they project the entries of the columns of private
matrix to a higher dimensional space; here, we perform embedding to a lower dimensional subspace in the
similar vein as other applications of the JL-transform, and (ii) their mechanism uses multiple pass over the
input matrix in the way it is presented (they require at least two-pass over the input matrix even with the
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streaming algorithms for computing the SVD [50, 56] (see [5, Algorithm 3]). Our first observation is that
we do not need to subtract the entries of the matrix because of the type of queries we are dealing with. We
prove the following for the mechanism in Figure 1 when initiated by random Gaussian matrices.
Theorem 21. If the singular values of the
 streamed matrix to the first variant of the PSG algorithm are at
p
least σmin := 4 r log(2/δ) log(r/δ) /ε and for second variant are at least σmin := (4r log(r/δ)) /ε.
Then PSG using r × 2n Gaussian matrix preserves (ε, δ)-differential privacy.
The proof of the first variant follows the idea of Blocki et al. [5] taking into account the subtle differences
mentioned above; however, the proof of variants 2 is more involved. We show that, for a streamed matrix
A, the probability density function of the published matrix when using the second variant is
exp(−Tr((AT A)−1 Φ)/2)∆(Φ)(n−r−1)/2
Q
,
(1)
2rn/2 π r(r−1)/4 ∆(AT A)r/2 ri=1 Γ((n − i + 1)/2)
Pr
where ∆(A) is the product of the singular values of A and Φ =
i=1 |ai ihai | for n-variate Gaussians,
a1 , · · · , ar . This is the technical part of the proof; rest of the proof follows by evaluating the pdf for
neighbouring matrices. The detail proof follows.
Proof. We now prove that the second variant preserves privacy if the singular values of the streamed matrix
follows the hypothesis of the theorem. In this section, we use Dirac notation to denote vectors, i.e., |·i for
column and h·| for row vector. We start by computing the probability density function when the underlying
multivariate Gaussian distribution is N (0, I). The case for arbitrary positive definite covariance matrix
follows like the transition from identity to arbitrary positive definite covariance matrices in the multivariate
Gaussian distribution. Let g1 , · · · , gr be i.i.d. N (0, I) be r multivariate Gaussian distribution,
i.e., gij ∼
P
N (0, 1) for 1 ≤ i ≤ r, 1 ≤ j ≤ n. The distribution we are interested in is Φ = ri=1 |gi ihgi |. We use
the notation PDF(Φ; I) to denote the probability density function of Φ when each random variable is picked
using a normal distribution, i.e., when the covariance matrix of the random variables is I.
Using the chain rule, the joint distribution of the entries of Φ is as follows.
PDF(Φ; I) = PDF(hg1 , g1 i; I)PDF((hg2 , g1 i, hg2 , g2 i)|hg1 , g1 i; I) · · ·
PDF((hgr , g1 i, · · · hgr , gr i)|Φ[r−1] ; I).

(2)

There are r(r + 1)/2 distinct entries, hg1 , g1 i, (hg2 , g1 i, hg2 , g2 i), · · · , (hgr , g1 i, · · · hgr , gr i). Our aim
is to compute each individual term in the product form of the above chain rule. For this, we use the
facts we first analyze the distribution of hT
= (hgi , g1 i, · · · , hgi , gi−1 i). Then we use the fact that
i−1 
−1
there is a transformation of Jacobian one from hgi , g1 i, · · · , hgi , g(i−1) i, hgi , gi i − hT
i−1 Φ[i−1] hi−1 to

hgi , g1 i, · · · , hgi , g(i) i to compute each term in the chain rule [46, 49].

Distribution of hi−1 . We first prove that hi−1 is (i−1) variate Gaussian distribution. Since the covariance
matrix is I, and g11 , · · · , g1n , · · · , gr1 , · · · , grn are i.i.d. N (0, 1), from the elementary property of linear
functions of normal variables, conditional on gkj for 1 ≤ k ≤ i − 1 and 1 ≤ j ≤ n, hi−1 is (i − 1)-variate
Gaussian distribution with


hg1 , g1 i · · · hg1 , gi i

.. 
..
Φ[i] =  ...
.
. 
hgi , g1 i · · · hgi , gi i
Now g11 , · · · , grn , for every j = 1, · · · , n are mutually independent; therefore, we have


COV(hi−1 , gij ) = COV (hgi , g1 igij ) , · · · , COV hgi , g(i−1) igij = (g1j , · · · , gi−1,j )T
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and E[|hi−1 ihhi−1 ||gkj ] = Φ[i−1] for 1 ≤ j < i. This implies
h
i
−1
T
COV hi−1 , gij − hT
Φ
(g
j,
·
·
·
g
)
|g
i−1,j
kj = 0
i−1 [i−1] 1

∀1 ≤ k ≤ i − 1,

(3)

T
as the left hand side equals (g1 j, · · · gi−1,j )T − Φ[i−1] Φ−1
[i−1] (g1 j, · · · gi−1,j ) .

2
P
. Rao [49]
Therefore, hi−1 is independent of kj=1 gij − (g1j , · · · , gi−1,j )T Φ−1
(g
)
1j,···
,g
i−1,j
[i−1]
proved that
k 
X

gij − (g1j , · · · , gi−1,j )T Φ−1
[i−1] (g1j , · · · , gi−1,j )

2

∼ χ2n−i+1 ,

(4)

j=1

the standard χ2 distribution with (n − i + 1) degrees of freedom.
Computing every term in the chain rule. From the fact that hi−1 is a (i − 1)-variate Gaussian distribution, equation (26), equation (4), and the identity
∆(Φ[i] ) = ∆(Φ[i−1] )

k 
X

2
gij − (g1j , · · · , gi−1,j )T Φ−1
(g
,
·
·
·
,
g
)
,
i−1,j
[i−1] 1j

j=1

where ∆(·) denotes the determinant, we first calculate the joint pdf of


T
hgi , g1 i, · · · , hgi , g(i−1) i, hgi , gi i − hhi−1 |Φ−1
|h
i
[i−1] i−1



T
exp − 12 hgi , g1 i, · · · , hgi , g(i−1) i Φ−1
hg
,
g
i,
·
·
·
,
hg
g
i
i 1
i (i−1)
[i−1]
=
(i−1)/2
1/2
(2π)
∆(Φ[i−1 )


(n−i+1)/2−1
−1
T
hgi ,gi i−hi−1 Φ[i−1] hi−1
T Φ−1 h
hg
,
g
i
−
h
exp −
i
i
i−1
i−1 [i−1]
2
×
2(n−i+1)/2 Γ((n − i + 1)/2)

 T −1
hi−1 Φ[i−1] hi−1
∆(Φi )(n−i−1)/2
exp −
2
= m/2 (i−1)/2
2
π
Γ((n − i + 1)/2)∆(Φ[i−1] )(n−i)/2

= PDF((hgi , g1 i, · · · , hgi , gi−1 i, hgi , gi i)|Φ[i−1] ),


T Φ−1 h
where the last step uses the fact that the transformation from hT
,
hg
,
g
i
−
h
i i
i
i−1 [i−1] i−1 to

hgi , g1 i, · · · , hgi , g(i) i is one-to-one with Jacobian 1.

(5)

Computing the joint distribution of Φ. A simple arithmetic followed by plugging equation (5) in equation (2) gives the closed formed expression of the pdf of Φ as
!
r
Y
∆(Φ[i] )(n−i−1)/2
exp(−Tr(Φ)/2)∆(Φ)(n−r−1)/2
exp(−Tr(Φ)/2)∆(Φ)(n−r−1)/2
P
Q
×
=
.
Q
r
2rn/2 π n(n−1)/4 ri=1 Γ((n − i + 1)/2)
2rn/2 π i (i−1)/2 i=1 Γ((n − i + 1)/2) i=1 ∆(Φ[i−1] )(n−i)/2
Using standard techniques (that could be found in any standard textbook, including Rao [49]) of the
transformation method and the factorization theorem yields the PDF for arbitrary linear translation. That
is, if X ∼ PDF(Φ; I), then Y = AX is distributed as PDF(Φ; AT A). The proof is similar to the similar
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transformation for multivariate Gaussian distribution.P
It is easy to verify that
if we mulPrit does not matter
r
T
tiply A from right or left of vectors
P g1 , · · · , gr , i.e., i=1 A|gi ihgi | and i=1 |gi ihgi |A have the same
distribution. More concretely, for ri=1 A|gi ihgi |, the distribution is
PDF(Φ; AT A) = PDF(Φ; I)

PDF(hg1 , · · · , gr i; AT A)
exp(−Tr((AT A)−1 Φ)/2)∆(Φ)(n−r−1)/2
Q
= rn/2 r(r−1)/4
.
PDF(hg1 , · · · , gr i; I)
2
π
∆(AT A)r/2 ri=1 Γ((n − i + 1)/2)

We can now prove the privacy guarantee. Let δ0 = δ/r. Let A and Ã be the matrix such that A − Ã =
E = |vihei | for an unit vector |vi and some i. The published matrices corresponding to the two neighboring
matrices have the following probability density function
PDF(Φ; AT A) =

exp(−Tr((AT A)−1 Φ)/2)∆(Φ)(n−r−1)/2
exp(−Tr((AT A)−1 Φ)/2)
Q
,
=
C
2rn/2 π n(n−1)/4 ∆(AT A)r/2 ri=1 Γ((n − i + 1)/2)
∆(AT A)r/2

exp(−Tr((ÃT Ã)−1 Φ)/2)∆(Φ)(n−r−1)/2
exp(−Tr((ÃT Ã)−1 Φ)/2)
=
C
,
Q
2rn/2 π n(n−1)/4 ∆(ÃT Ã)r/2 ri=1 Γ((n − i + 1)/2)
∆(ÃT Ã)r/2

Q
where C = ∆(Φ)(n−r−1)/2 / 2rn/2 π n(n−1)/4 ri=1 Γ((n − i + 1)/2) . As in Blocki et al. [5], it is straightforward to see that combination of the following proves differential privacy of the published matrix:
s
 
i
h 
˜ T A)
∆(A
exp(−ε/r) ≤
≤ exp(ε/r) and Pr |Tr (AT A)−1 − (ÃT Ã)−1 Φ | ≤ ε ≥ 1 − δ.
˜ ĀT Ā)
∆(
(6)
PDF(Φ; ÃT Ã) =

Let σ1 ≥ · · · , ≥ σd ≥ σmin be the singular values of A. Let λ1 , ≥P
· · · , ≥ λd ≥ σmin be the singular
value for Ā. Since the singular values of A − Ā and Ā − A are the same, i∈G (σi − λi ) ≤ 1 using Linskii’s
theorem, where G is the set of indices for which σi > λi . The first bound follows similarly as in Blocki et
al. [5]. For the second bound required for the privacy, we first bound the following
 
 


Tr (AT A)−1 − (ÃT Ã)−1 Φ = Tr (AT A)−1 (ÃT Ã)(ÃT Ã)−1 − (ÃT Ã)−1 Φ
 

= Tr (AT A)−1 (A + E)T (A + E)(ÃT Ã)−1 − (ÃT Ã)−1 Φ

 
= Tr (AT A)−1 (AT E + E T Ã)(ÃT Ã)−1 Φ .
Using the singular value decomposition of A = U ΣV T and Ã = Ũ ΛṼ T , and the fact that E = |vihei |
for some i, we can further solve the above expression.

 

 
Tr (AT A)−1 − (ÃT Ã)−1 Φ = Tr V Σ−1 U T |ei ihv|Ṽ Λ−2 Ṽ T + V Σ−2 V T |vihei |Ũ Λ−1 Ṽ T Φ




= Tr V Σ−1 U T |ei ihv|Ṽ Λ−2 Ṽ T Φ + Tr V Σ−2 V T |vihei |Ũ Λ−1 Ṽ T Φ
=

r
X



Tr hgj |V Σ−1 U T |ei ihv|Ṽ Λ−2 Ṽ T |gj i

j=1

+

r
X



Tr hgj |V Σ−2 V T |vihei |Ũ Λ−1 Ṽ T |gj i .

j=1

Fix a j. We bound the following.




|Tr hgj |V Σ−1 U T |ei ihv|Ṽ Λ−2 Ṽ T |gj i + Tr hgj |V Σ−2 V T |vihei |Ũ Λ−1 Ṽ T |gj i |.
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(7)

We now look at each term in the above expression. hgj |V Σ−2 V T |vi is distributed as N (0, kV Σ−2 V T |vik2 ),
hv|Ṽ Λ−2 Ṽ T |gj i as N (0, khv|Ṽ Λ−2 Ṽ T k2 ), hgj |V Σ−1 U T |ei i as N (0, kV Σ−1 U T |ei ik2 ), and hei |Ũ Λ−1 Ṽ T |gj i
as N (0, khei |Ũ Λ−1 Ṽ T k2 ). Since v and ei are unit vectors, the norm of the above four quantities are less
2 , 1/σ 2 + 1/σ 3 , 1/σ
2
than 1/σmin
min , and 1/σmin + 1/σmin , respectively.
min
min
Therefore, from the concentration inequality of Gaussian distribution, we have




1
1
+ 3
ln(4/δ0 ) ≤ ε ≥ 1 − δ0 .
Pr (7) ≤ 2
2
σmin
σmin

 
Taking union bound, we have with probability 1 − δ, −ε ≤ Tr (AT A)−1 − (ÃT Ã)−1 Φ ≤ ε.

3

Applications of Private Sketch Generation

Our mechanisms assume that the matrix A is provided as the symmetric rank(A) matrix A0 corresponding
to A (note the update steps in Figure 2 and 3), and stop updating the data structure once all the columns
of A are streamed. This simplifies the presentation as well as the analysis. By the argument of Hardt and
Roth [33, Fact 2.8], this leads to a depreciation of the privacy guarantee by half (both ε and δ). The utility
proof does not change for M AT-M ULT and L IN -R EG if we use A or A0 . However, the analysis for utility gets
more complicated in the case of LRA because the right and the left singular vectors of the original matrix
might be different. Keeping this in mind, we present its analysis in the most general form by working with
its SVD.
We need more care to design the mechanism for M AT-M ULT and L IN -R EG. For example, consider
M AT-M ULT. If we just feed the streamed vector (after making an affine transformation) in PSG, we end
up getting an additive error proportional to the Frobenius norm of input matrices. On the other hand, after
the transformation to A0 and B 0 of any conforming matrices A and B, respectively, we can use the iden

T
= I + A0 B 0T , to perturb the input matrix with a careful choice of parameters.
tity, I A0 I B 0
Intuitively, τ is due to the identity term of the published matrix. The utility bound follows from either the
application of Theorem 18 or one of its corollary. We use the same idea for L IN -R EG as well. To prove
the privacy of M AT-M ULT and L IN -R EG, we use the first variant, while for LRA, we need both the variants
defined in Figure 1.
We note that this is not the only method that could be used for the first two problems. For example,
one could compute the SVD using one of the standard streaming algorithms [50, 56]–by say, setting the
target rank in the algorithm of [50] to be rank(A), and then concatenate et to the matrix. The privacy proof
remains the same, but this makes the mechanisms more complicated. Moreover, in disguise, this is also an
affine transformation, so leads to an added utility loss. We do not explore this idea any further.

3.1

Matrix Multiplication

Our mechanism for M AT-M ULT (Figure 2) lifts the singular values of the input matrices above the threshold
of the first variant of Theorem 21 and Theorem 27, while not introducing error independent of Frobenius
norm.
Theorem 22. Let Ω be the random matrix used by PSG. Then, the data-structure generated by mechanism
stated in Figure 2 uses O(dα−2 κ log(1/β)) bits of space, and on input conforming matrices A and B,
√
computes (α, β, τ )-M AT-M ULT with τ ≤ nα additive error and (ε, δ)-differential privacy.
The space requirement of the data-structure is straightforward by the choice of r. The privacy guar2 I, i.e., the singular values of the
antee follows because ĀĀT  U (16r ln(2/δ)/ε) ln(16r/δ)2 IU T = σmin
perturbed matrices are above the threshold of Theorem 21. The proof of utility readily follows using the
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Initialization. On input parameters α, β, ε, δ, set r = O(log(1/β)/α2 ). Set s =
the intial sketches of A and B to be all zero matrices YA0 and YB0 .

p

16r ln(2/δ)ε−1 ln(16r/δ). Set

Data-structure Update. On input a column a of an n × d1 matrix
 A and column b of an n ×d2 matrix B at time
epoch t, set d = max {d1 , d2 }, Ā:a = s ea 0n+d A:a and B̄:b = s eb 0n+d B:b . Invoke variant 1 of
PSG with inputs (Ā:a , r, n + d) and (B̄:b , r, n + d). Update the sketches by replacing the columns a of YAt−1
and b of YBt−1 by the respective returned sketches to get the sketch YAt , YBt .
Answering Matrix Product: On request to compute the matrix product at time t, compute the product YATt YBt /s2 .
Figure 2: The Mechanism for (α, β, τ )-M AT-M ULT

variance bound on kAT ΩT ΩB − ABk2F by Kane and Neilson [39], bounding kΩT Ω − Ik2 that results from
taking in to account the perturbation made to the input streams in Step 1, and norm inequalities. The details
follow.
Proof. The proof of the utility of mechanism in Figure 2 follows readily from Lemma 23, which is the
bound computed by Kane-Neilson [39].
Lemma 23. Let Ω be a k×d matrix as constructed in Section 2 with every entries picked from the distribution
N (0, 1), then for a set of m vectors, v1 , · · · , vm ∈ Rn , with probability at least 1 − 2 exp(−kα2 /8), for
any pair vi , vj , we have |hΩvi , Ωvj i − hvi , vj i| ≤ αkvi k · kvj k.
We need to upper bound the quantity kAT B − ĀT ΩT ΩB̄/s2 kF . First note that
T

ĀT ΩT ΩB̄ = s2 I 0 0 AT ΩT Ω I 0 0 B T = s2 (IΩT ΩI + AT ΩT ΩB).
Therefore,
kAT B − ĀT ΩT ΩB̄/s2 kF = kAT B −AT ΩT ΩB −IΩT ΩIkF ≤ kAT B −AT ΩT ΩBkF +kI−ΩT ΩkF . (8)
To bound the first term, let random variable Xij denote (AT B)ij −(AT ΩT ΩB)ij . Then, with probability
at least 1 − 2 exp(−kα2 /8), we have |Xij | ≤ αkA:i k2 · kB:j k2 . Using Lemma 23, this results in
2

kAT B − AT ΩT ΩBkF =

X

|Xij |2 ≤

X

α2 kAi: k22 kB:j k22 ≤ α2 kAk2F kBk2F .

(9)

For the second term, we need to bound the variance on unitaries. This follows from the following set of
inequalities.
kU1T ΩT ΩU2 − U1 U2 k2 = kU1 (ΩT Ω − I)U2 k2 = kΩT Ω − Ik2


xT (ΩT Ω − I)x
= max
≤ ((1 + α) − 1) = α,
hx, xi

(10)

where the inequality follows from Theorem 18 and noting that r still satisfies the theorem requirement. The
result follows by adjusting the value of α after plugging this and equation (28) in equation (8), using the fact
√
that kXk2 ≤ kXkF ≤ nkXk2 for any n × n matrix X.

3.2

Linear Regression

Our mechanism for L IN -R EG (Figure 3) lifts the singular values of the input matrices above the threshold
of the first variant of Theorem 21 and Theorem 27, while not introducing error independent of Frobenius
norm.
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Initialization. On input parameters α, β, ε, δ, set r = O(d log(1/β)/α), s =
to be all zero matrix.

p
16r ln(2/δ)ε−1 ln(16r/δ), and YA0


Data-structure Update. On input a column c of an n × d matrix A at time epoch t, set Ā:c = s ec 0n+d A:c ,
and invoke variant 1 of PSG with inputs (Ā:c , r, n + d). Update the sketch of A by replacing the column c of
YAt−1 by the returned sketches to get the sketch YAt .

Answering Queries. On being queried with a vector bi , set b̄i = ei 0n+d bi , and invoke PSG with input matrix
(b̄i , r, n + d) to get the sketch Ybi . Compute a vector xi satisfying minx kYAt xi − Ybi k.
Figure 3: The Mechanism for (α, β, τ )-L IN -R EG

Theorem 24. Let Ω be r × 2(n + d) matrix used by PSG, where r = O(d log(1/β)/α). Then the datastructure generated in the mechanism of Figure 3 requires O(d2 α−1 κ log(1/β)) bits and allows to solve
√
(α, β, τ )-L IN -R EG problem in an (ε, δ)-differentially private manner with τ ≤ O( nα).
The utility bound for L IN -R EG follows from taking in to account the changes made to the input matrices
by our mechanism and a straightforward application of the result of Kane and Nelson [39] to the proof idea
of Sarlos [54]. Sarlos [54] observed that
pthe utility guarantee for L IN -R EG is provided as long as Ω provides
M AT-M ULT with multiplicative error α/d, and Ω is an O(d)-space embedding. The latter follows from
the standard result on any Johnson-Lindenstrauss transform with r = O(rank(A) + log(1/β)/α2 ). Using
Indyk and Motwani [36], we only need r = O(d2 α−1 log(1/β)) as in Theorem 24. The details follow.
Proof. The formal proof of Theorem 24 is identical to Clarkson and Woodruff [12] modulo the analysis to
consider the lift of singular value and using the bound of Kane and Neilson [39]. We present it next. Let B
be the matrix formed by the set of queries {b1 , · · · , bm }. Since the columns of U is a set of orthonormal
vectors, we have U U T U = U and kU T U CkF = kU CkF for any matrix C. Therefore, it suffices for the
utility bound to prove a bound on kU T Ā(X̄ − X ∗ )k. For this, we first prove that U T ΩT ΩĀ(X̄ − X ∗ ) has
a small norm. We have
U T ΩT ΩĀ(X̄ − X ∗ ) = U T ΩT ΩĀ(X̄ − X ∗ ) + U T ΩT Ω(B − ĀX̄)
= U T ΩT Ω(B − ĀX ∗ ).
T T
T T
0
This
p is because U Ω Ω(ĀX̄ − B) = Ā Ω Ω(ĀX̄ − B) = 0. Therefore, from Theorem 22 with α =
α/d (since we chose r in Theorem 22 which differs by a factor of α and 1/d with respect to that in Theorem 24), we have

kU T ΩT ΩĀ(X̄ − X ∗ )kF = kU T ΩT Ω(B − ĀX ∗ )kF
√
√
≤ αkB − AX ∗ kF + τ
From the sub-additivity of the norm and property of conforming matrices, we have
kU T A(X̄ − X ∗ )kF ≤ kU T ΩT ΩĀ(X̄ − X ∗ )kF + kU T ΩT ΩĀ(X̄ − X ∗ ) − U T Ā(X̄ − X ∗ )kF
√
√
≤ αkB − AX ∗ kF + τ + kU T ΩT ΩU − Ik2 · kU T Ā(X̄ − X ∗ )kF
To move forward, we need the following lemma, an equivalent for equation (10) with this value of r.
Lemma 25. (Kane and Neilson [39]) Given r = O(d log(1/β)/α). Let U be any unitary matrix. If Ω
satisfies the Johnson-Lindenstrauss bound, then with probability at least 1 − β, we have kU ΩT ΩU T − Ik2 ≤
α.
√
√
Now rearranging the terms, we get kU T Ā(X̄ − X ∗ )kF ≤ 2 αkB − AX ∗ kF + τ . The utility proof is
now immediate by observing that the column-space of A and U are the same, and the Pythagorus theorem
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On input parameters α, β, ε, δ, the target rank k, set w = ckε−1 ln(2/δ) for a global constant c. Pick a 2n × k
standard Gaussian matrix Ω. On input an n × n matrix A of rank r, the mechanism does the following:


Range Finding. Compute YA = wI A Ω by computing wei Ai: Ω for all streams Ai: , 1 ≤ i ≤ n and appending them row-wise. Let ΠYA = ΨΨT be the projection matrix corresponding to the range of YA .
Projection: When the whole matrix is streamed, the curator does the following:
1. Let the (unknown) matrix B = ΨT At Ψ.
T
2. Use the minimal residual method to find a solution to BΨT
t Ω = Ψt Yt .

3. Compute the decomposition of Bt = Ūt Λt ŪtT , form the product Ût = Ψt Ūt , and publish Ût Λt ÛtT .
Figure 4: The Mechanism for k-rank Approximation

on the norms. More concretely, with probability at least 1 − 2β
kAX̄ − Bk2F = kAX ∗ − Bk2F + kA(X̄ − X ∗ )k2F
≤ (1 + 4α)kAX ∗ + BkF + τ.
Adjusting and renaming the values of α and β, we get the claim of the theorem.

3.3

Low Rank Approximation

We use the prototype mentioned in [30], which was also used by Hardt and Roth [33] to improve the
worst-case lower bound under a low coherence assumption. The main prototype in [30] constructs a lowdimensional subspace that captures the action of the matrix (range-finding), and then restrict the matrix
to that subspace to compute the required factorization (projection). More concretely, range finding finds
a measurement matrix Y = AΩ, where Ω is a Gaussian matrix and computes the orthonormal projection
matrix ΠY corresponding to the range defined by Y ; projection then computes a rank k matrix B = ΠY A.
From this exposition, it seems that privacy preserving algorithms are required for both the stages; however,
we show that the two-step prototype mentioned in [30] can be replaced by a two-step algorithm in which
the input matrix is explicitly needed only in the first step at the expense of privacy proof requiring both the
variants of PSG. We first note that if ΨΨT A is a LRA of A, i.e., kA − ΨΨT Ak ≤ η, then so is ΨΨT AΨΨT .
This is because kA−ΨΨT AΨΨT k = kA−ΨΨT A+ΨΨT A−ΨΨT AΨΨT k ≤ kA−ΨΨT Ak+kΨΨT A−
ΨΨT AΨΨT k ≤ 2η. The crucial observation now for the single pass LRA when Ω is a Gaussian matrix is
that Ω, Y , and the basis for the range of Y contains enough information to compute the matrix B. The rangefinding is private as in Theorem 22 and 24, but as we are reuse Ω, we have to rely on privacy of the second
variant of PSG algorithm to prove the privacy of projection step. In order to simplify the presentation, we
state our mechanism for symmetric matrices in Figure 4 ([34, 40] also made this assumption) to compute a
LRA of the SVD of A.
Theorem 26. Let λ1 ≥ · · · ≥ λrk(A) be the singular values of A. Then for an over-sampling parameter p,
there is a single-pass mechanism that compute LRA using O(k(n + d)α−1 log(nd)) bits while preserving
(ε, δ)-differential privacy such that
s

1/2
k
2k
(n + d) ln(2/δ)
kA − ĀkF ≤ 1 +
min kA − A0 kF +
,
and
(11)
p−1
ε
p
rk(A0 )<k
q
P
p

1/2
2
e
(k
+
p)
j>k λj
2 k(n + d) ln(2/δ)
k
kA − Āk2 ≤ 1 +
λk+1 +
+
.
(12)
p−1
p
ε
We need both the variants of PSG algorithm for the privacy proof–the first variant during the range
finding stage and the second variant because we reuse Ω in the second step of the projection stage. Note that
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the first step pushes the singular values above the threshold of Theorem 21. Since rest of the computations
are deterministic, privacy follows from Lemma 20, Theorems 21 and 19, and our choice of w. The space
guarantee is also straightforward. Now, ΠY has a decomposition ΨΨT for some orthonormal basis Ψ, which
also forms an orthonormal basis for the approximated matrix Ā after the run of the algorithm. Therefore, B
must satisfy BΨT Ω ≈ ΨT Y . This is what step 2 does. Therefore, Āt = ΠY At for the projection operator
ΠY with the same range as Ψ. The rest of the utility proof relies heavily on the fact that Tr(ΩΩT )−1 is
bounded, left singular vectors of A does not play any essential role in the concentration bound, and the
rotational invariance of Gaussian vectors. We bound the norm of k(I − ΠY )Ak for both the spectral and
Frobenius norm. Once we have the bound on k(I − ΠY )Ak, we use standard results in random matrix theory
to get the final bounds.
The proof is very different from the proof of Sarlos [54]’s two-pass algorithm and Clarkson-Woodruff [12]’s
one-pass algorithm, wherein the authors use the error bound computed in the estimate of M AT-M ULT. Here
we use perturbation theory, more aligned with [21, 30]. The details proof follow.
Proof. The space complexity is easy to follow as we need to store the matrix Ω and the sketch. The privacy guarantee follows from Theorem 21 and noting that all the singular-values of the matrix on which Ω
is operated from the right is greater than the threshold required for the statement of the Theorem 21, and
the distribution of ΨT Ω is the same as that of the second variant as we reuse Ω [9]. Now, it follows from
T
the proof of the second variant (Theorem 21) that P
it does not matter if we multiply
Pr A (or A )T from left
r
(or right, respectively) of vectors g1 , · · · , gr , i.e., i=1 A|gi ihgi | = AΦ and i=1 |gi ihgi |A = ΦAT
have the same distribution. Combining all these arguments, we have the distribution of the second step
of projection stage is identical to the second variant in Figure 1, modulo some deterministic computation.
Since, any arbitrary post-processing preserves differential privacy, we can now complete the proof by invoking Theorem √
21. The privacy guarantee due to Theorem 21 requires the minimum singular value to
4

k log(2/δ) log(k/δ)

be greater than
for the first variant and k log(k/δ)
for the second variant. By our choice
ε
ε
of w, the singular values of the streamed matrix to the algorithm
for PSG are at least the eigenvalues of
√
√
k
log(2/δ)
log(k/δ)
4
16k
ln(2/δ)
w2 I + AT A, which are all greater than
. Since
 16 k log(k/δ)
, the privacy
ε
ε
ε
guarantee follows from Theorem 21.
1
Pr In more detail, it follows from Bura and Pfeiffer T[9] and the proof in Theorem 21 that, for Φ =
i=1 |gi ihgi | and large enough n, the distribution of Ψ Ω is
exp(−Tr((AT A)−1 (D−1 R)(D−1 R)T Φ)/2)∆(Φ(D−1 R)(D−1 R)T )(n−r−1)/2
Q
.
2rn/2 π n(n−1)/4 ∆(AT A)r/2 ri=1 Γ((n − i + 1)/2)
The proof for the first expression of equation (6) is as before. Following the rest of the steps of Theorem 21, using Lemma 8, we compute for fixed j ∈ [k + p], instead of equation (7), the second expression
in equation (6) is bounded by the following expression

 

Tr V Σ−1 U T |ei ihv|Ṽ Λ−2 Ṽ T |αj ihαj | + V Σ−2 V T |vihei |Ũ Λ−1 Ṽ T |αj ihαj | Tr (D−1 R)(D−1 R)T .
Using the fact that Tr((DT D)−1 ) = Tr((ΩT Ω)−1 ), Lemma 17 with p = k + 1, and following the
remaining steps of Theorem 21, we have the privacy result for computing B. The complete proof follows
from the discussion stated at the start of this proof.
Remark 1. We take the liberty to diverge a little to understand the intuition behind Bura and Pfeiffer [9]. One
may skip this part without effect the readability of the rest of the section. The result of Bura and Pfeiffer [9]
1

We use the following result of Bura and Pfeiffer [9]: for a random n × k normal matrix Ω, for large enough n, the vector
formed by the entries of its left singular matrix is distributed normally with covariance matrix (D−1 R ⊗ I)(RD−1 ⊗ I)T , where
Ω = LDRT .
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uses advance statistical tools, but the intuition can be argued using some basic statistics. On the other hand, it
is well known that the singular values of random matrices are notoriously hard to compute (see Rudelson and
Vershynin [52]). The basic reasoning behind their proof is the following line of argument. Since the entries
of an n × r matrix Ω is N (0, 1), then for any orthogonal matrices G ∈ Rn×n and R ∈ Rr×r , the entries of
GΩRT is also i.d.d. normal. This can be seen by translating to the vector form of the matrix, i.e., v = vec(V )
represent rn vector with entries vi+nj = Vij . Then vec(GΩRT ) = (G ⊗ R)vec(Ω) using Lemma 9. Now
G ⊗ R is also an orthogonal matrix, and multivariate Gaussian distribution is preserved if one multiply by
an orthogonal matrix. Therefore, the distribution of the left singular vectors of Ω is the same as GΩRT .
Consequently, for large enough n, the distribution of each singular vector is also spherically distributed. 2
U TILITY G UARANTEE . In Section 3.3, we showed that the mechanism for symmetric matrices does
what [30, Section 1.2] prototype algorithm achieves. To construct a mechanism for non-symmetric matrices,
we construct two sketches Yt and Ŷt corresponding to A1 and A2 using a single pass over A and using two
Gaussian matrices Ω and Ω̂ of appropriate dimension, where A1 = wI A and A2 = AT wI for
appropriate dimension identity matrices in both A1 and A2 . Basically, we do the following using a single
pass over the matrix A:
  
 
Y
Ω
wIn A
=
,
T
A
wId
Ŷ
Ω̂
where In is an n × n identity matrix.
T
Since Y Ŷ
corresponds to a symmetric matrix, we can use the steps used in the projection stage
in Figure 4. Note that Clarkson and Woodruff [12] compute AT A in a single-pass over the matrix A.
Keeping the most general case in mind, we first show that the left singular vectors have hardly any role
to play in bounding the perturbation. We assume that we perform SVD.
Let the SVD of A be U ΣV T . In

the following
discussion, we compute the approximation of wI A and denote it by A. This is because

wI A is more manageable and any upper bound on the approximation of this matrix is an upper bound
on the approximation of the original matrix. The actual bound as computed in Figure 4 can be obtained
by simply performing the computation on the singular value decomposition as performed in the last step of
mechanism and using the sub-additivity of norms. From the discussion above, we know that Ā = ΠY A;
therefore, we need to bound k(I − ΠY )Ak, where, unless specified, in this section k · k refers to both the
Frobenius as well as the spectral norm. From the Hölder’s inequality on the second moment, we have

1/2
E[k(I − ΠY )AkF ] ≤ E k(I − ΠY )Ak2F
.
(13)
√
We now bound k (I − ΠY )A k. Let Λ = Σ2 + w2 . Let Λ1 denote the diagonal matrix formed by the
first k singular values and Λ2 be the diagonal matrix for the rest of the singular values. We decompose V T
similarly. Let the matrix formed by the first k rows of V T be V1T and by the rest of the rows be V2T .
Left singular vectors have essentially no role in the approximation bound. Recall that Ω is an 2n × k
T
matrix; therefore, Y = AΩ = U Λ1 V1T Ω Λ2 V2T Ω . It would be useful to consider the first k rows of Y
to be the one that mimics the action of A and the rest of the rows of Y as a small perturbation that we wish
to bound. We first prove that the left singular vectors have essentially no role to play in bounding the error.
Let A0 = U A, then the following chain of equalities are straightforward.
k(I − ΠY )Ak = kU T (I − ΠY )Ak = kU T (I − ΠY )U A0 k = kIA0 − U T ΠY U A0 k.

(14)

Now note that the projection matrix corresponding to a matrix Y is uniquely defined by range(Y ), the
range of Y . Therefore, range(U T ΠY U ) = U T range(ΠY ) = range(U T ΠY ).
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Therefore, kA0 − U T ΠY U A0 k = k(I − ΠU T Y )A0 k. A useful way to understand the above expression
is to view this geometrically and recall that unitary are just rotation in the space: projection by an unitary,
followed by any projection operator, followed by the inverse of unitary brings us to the same space as
projection by an operator followed by the inverse of the unitary.
Finding and bounding an appropriate perturbed matrix. We now use the identity that, for two operators O1 and O2 , if the range of O1 is a subset of the range of O2 , then the projection of any matrix
using O1 will have all its norm smaller than the projection by O2 . More concretely, we find a matrix C
such that its range is a strict subset of the range of U T Y . We obtain this matrix by flattening out the first
k rows of U T Y . This is in correspondence with our earlier observation that the first k rows mimic the
action of A and other rows are the perturbation that we wish to bound. Since the first k rows of U T Y
is Λ1 V1T Ω, let C := U T Y Ω−1 V1 Λ−1
1 . The rows corresponding to the perturbation are Λ2 V2 Ω. Thus,

−1 T
T
C = I Λ2 V2 V1 Λ1
.
T
Let us denote by S = Λ2 V2T V1 Λ−1
1 . It is not difficult to see that range(C) ⊂ range(U Y ). Moreover,
ΠC  I, ΠU T Y ΠC ΠU T Y  ΠU T Y . This follows from the fact that range(C) ⊂ range(U T Y ) and the
following derivation
ΠU T Y  ΠU T Y ΠC ΠU T Y = ΠC ΠU T Y = (ΠU T Y ΠC )T = ΠC .
An immediate result of the above is the following:
k(I − ΠU T Y )A0 k ≤ k(I − ΠC )A0 k.

(15)

Since, ΠC = C(C T C)−1 C T , we have the following set of derivations.
 
 
 
−1


 I −1
I 
I
T
T
I + STS
I ST
I S =
I S
ΠC =
S
S
S




T
−1

(I + S T S)−1
(I + S T S)−1 S T
I(I + S S)
T
I S =
=
S(I + S T S)−1 S(I + S T S)−1 S T
S(I + S T S)−1


(I − S T S)
(I + S T S)−1 S T
,

S(I + S T S)−1
0
where the last inequality uses the fact that I − S T S  (I + S T S)−1 and S(I + S T S)−1 S T  0. Therefore,


STS
I − (I + S T S)−1 S T
I − ΠC 
.
I − ((I + S T S)−1 S T )T
I


X Y
Conjugating I−ΠC with Λ, and applying the fact that for every positive definite matrix, P =
,
YT Z
we have kP k ≤ kXk + kZk, we get
k(I − ΠC )A0 k ≤ kS T SA0 k + kA0 k
for any norm. From here on, it is easy arithmetic to show that
q
0
k(I − ΠC )A k ≤ kΛ02 k + kΛ02 V2T Ω(V1T Ω)−1 k

(16)

(17)

for both the required norms. Using equation (14), equation (15) and equation (16), this gives us a bound on
the approximation of matrix A0 . Till this point, our analysis closely follows the ideas of [30], accommodating
the steps of our algorithm. Now, all that remains is to bound kΛ2 V2T Ω(V1T Ω)−1 k, and for this, we have to
analyze the matrix Ω.
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E RROR BOUND FOR F ROBENIUS NORM We now exploit the rotational invariance of a Gaussian distribution. An important point to note is that (ΩΩT )−1 exists and has a well defined trace. The first part of the
−1
right hand side of equation (17) is immediate. Thus, if we bound E[kΛ02 VT
2 Ω(V1 Ω) k], we are done. This
could be accomplished as below.
v 

u
u X
u 
−1
E[kΛ2 VT
|(Λ2 )0ij Πij (V1 Ω−1 )jj |
2 Ω(V1 Ω) k] ≤ tE
ij

q

kΛ02 kF kΩ−1 kF
r

 q
= kΛ02 kF Tr (ΩΩ−1 )T = kΛ02 kF Tr(ΩΩT )−1
q
q
0
T
−1
min kA − A kF + (n + d)wTr(ΩΩT )−1 .
≤ Tr(ΩΩ )
≤

rk(A0 )≤k

The utility guarantee follows by plugging this value in equation (17), and combining equation (13) and
the fact that (ΩΩT )−1 has a well defined trace k/(p − 1) [46].
E RROR BOUND FOR S PECTRAL NORM In order to bound the second term, we use few well known
facts in the theory of random matrices to simplify equation (17). In particular, using Lemma 15 and 16,
and Holder’s inequality, the statement of the theorem for the spectral norm follows. The utility bound then
follows using the same arithmetic of representing Λ0 in terms of Λ as done in the case of Frobenius norm.
In more details, we first bound
h
i
 h
i1/2
 h
i
E kΛ02 V2T Ω(V1T Ω)−1 k ≤ kΛ02 k E k(V1T Ω)−1 k2F k
+ kΛ02 kF E k(V1T Ω)−1 k

1/2


≤ kΛ02 k E kΩ−1 k2F k
+ kΛ02 kF E kΩ−1 k ,
and then invoke Lemma 16 followed by the sub-additivity of norms. Making these substitution and on
simplification, we get the bound stated in equation (12) of Theorem 26.
q
P
p

1/2
(k + p) j>k λ2j
e
2 k(n + d) ln(2/δ)
k
(17) ≤ 1 +
kΛ2 k2 +
+
.
p−1
p
ε

3.3.1

Tightness of Bounds and Comparison with Earlier Works

We compare our results with the best possible results in the non-private setting. Eckart and Young [22]
have shown that the quantity minrk(A0 )<k kA − A0 kF in the first term of equation (11) is optimal. Likewise,
Mirsky [45] proved that λk+1 is the minimum spectral error for k-rank approximation. The second term
in equation (12) shows that we also pay for the Frobenius norm error when doing a unified analysis. However, when the oversampling parameter p ≈ k, then the factor on λk+1 is constant and that on the second
term is of order k −1/2 . In fact, on closer analysis,
!
p
p
e( (k + p) min{d, n} − k)
2 k(n + d) ln(2/δ)
k
kA − Āk2 ≤ 1 +
+
λk+1 +
,
p−1
p
ε

20

therefore, the error always lies within some polynomial factor of λk+1 , modulo some additive error. As
pointed out of Halko et al. [30], one can improve this by power-iteration, the method used by [31, 34] and
multiple pass mechanism. However, it seems unlikely to improve it in a single-pass.
Kapralov-Talwar [40] showed a lower bound on additive error when δ = 0 for neighbouring data differing by unit spectral norm. Our privacy proof depends strongly on the fact that δ 6= 0. In fact, our bound is
vacuous if δ = 0. Though incomparable due to difference in the notion of neighbouring data, this separation
gap further strengthen the belief that better bounds are possible for δ 6= 0.
In the last couple of years, there have been five major works that give a tight bound on differentially
private low-rank approximation. We now compare our results with these works in more detail.
Hardt-Roth [33]: The authors use two passes over the input matrix; therefore, it does not fall in our onepass streaming model of computation. They use the same notion of neighboring data-sets as we
do in this paper. This makes their coherence conditions and notion of neighbouring data sets rotationally invariant. As argued by Blocki et al. [5], we achieve a better utility bound in the range
finding step. Intuitively, this could be seen as a consequence of the absence√of additive Gaussian
p noise. More concretely, Hardt and Roth [33] achieved an error bound of kn log(k/δ)/ε
√+
µkAkF (n/d)1/2 log(k/δ)/ε. Their error bound depends on kAkF , which can be as large as nd
for binary matrices in the worst case when the matrix is not as well-behaved as captured by lowcoherence assumption. On the other hand, we achieve a bound that is independent of kAkF .
Hardt-Roth [34]: In some sense, this paper is based on Krylov subspace iteration combined with powering
method of Halko et al. [30]. They define two data-sets as neighbouring in the same manner as in Hardt
and Roth [34]. The coherence definition used in this paper depends on the maximum value of the left
or right singular vectors, and is, therefore, rotationally variant. This work assumes that the singular
value are well separated, i.e., the first and the k-th singular value has a non-trivial separation, and give
LRA in spectral norm. Their bound, however, depends on the rank of the input matrix. Their mechanism uses k rounds of subspace generation, each of which depends on the spectrum of the matrix and
uses the power-iteration method of Halko et al. [30]. This helps them in achieving better multiplicative bound, but make them unsuitable in a streaming model. A note on multiplicative bound is due
here. We believe that the general application of LRA is for thin matrices with very small tail singular
values as argued by Deerwester [15] in the work where he initiated the study of LRA. Therefore, we
feel that in practical scenario, polynomial multiplicative
p error would not be that big an issue. The ad2 ε−1 (rank(A)µ + k log n) log(1/δ) log n) compared
ditive error
bound
computed
by
[34]
τ
≤
O(k
√
to τ ≤

2

k(n+d) ln(2/δ)
ε

(equation (12)).

Kapralov-Talwar [40]: The only assumption this paper makes is that of singular value separation of the
same form as in Hardt and Roth [34]. They also give low-rank approximation in the spectral norm.
Additionally, they achieve (ε, 0)-differential privacy, which is not achieved by any other work, including ours. Their definition of neighbouring data sets can be (arguably) considered the most general in
the sense that they consider two data sets neighbouring if they differ by at most one in the spectral
norm. On the negative side, their mechanism uses k rounds; therefore, it cannot be implemented in
a streaming fashion. Since the notion of neighbouring data-sets and privacy guarantee achieved is
different from that of ours, we believe our result is incomparable to that of Kapralov and Talwar [40].
3
2 2
However, if we just concentrate
√on the additive error bound, they achieve a bound of O(dk /(εγ δ ))
compared to our bound τ ≤

2

k(n+d) ln(2/δ)
ε

(equation (12)).

Hardt [31]: In this recent work, Hardt [31] gave a robust subspace iteration mechanism that allows to
publish LRA with noise independent of the rank of the input matrix, thereby, resolving one of the
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open problems in Hardt-Roth [34]. They define neighbouring data-sets in the same manner as in
Hardt and Roth [33, 34]. However, they also make an assumption on the singular value separation–a
separation between the k-th and (k + 1)-th singular value of the input matrix. Their mechanism uses
k rounds of subspace generation, each of which depends on the spectrum of the matrix to reduce the
multiplicative
error; therefore, it cannot be implemented in a streaming fashion. We achieve a bound
√
p
2 k(n+d) ln(2/δ)
of
(equation (12)) compared to λ1 knµ log(1/δ) log(n/γ) log log(n/γ)/εγ 1.5 λk
ε
of Hardt [31].
Dwork et al. [21]: Dwork et al. [21] gave the first single-pass online learning algorithm for private low-rank
approximation under the assumption that the rows of the input matrix are normalized. They consider
the online-learning model, which is very different from our model, and we do not see any natural way
to compare. They use the follow the perturbed leader (FTL) algorithm of [38] with the binary tree
technique of Dwork et al. [18]. This idea was previously used by Jain, Kothari, and Thakurta [37]
√
as well. They give a bound that assumes a lower bound of k n log2 (m/δ)/ε2 on the optimal value,
where
√ δ < 1/ poly(n). More concretely, if OPT is the optimal value, then their error bound is
O( kOPTn1/4 log2 (m/δ)). We do not make any of the assumptions made by them and, if we just
√
consider the end result, we achieve a bound which is factor k n better than theirs (see equation (12)).
The case that we are able to bypass their lower bound gives a mathematical indication that the unit
norm notion of neighbouring data is strictly weaker than user-level privacy.

4

On the Update Time Efficiency

The flexibility of the generic construction in Section 2 is that various other choices of Ω can be used to
obtain various guarantees. For example, if we use the projection matrix of Upadhyay [58, 60], one gets
an improvement over naive private sketch generation mechanism as far as update time is concerned. One
can also use the fast-Johnson Lindenstrauss transform which also preserves differential privacy [59]. For
example, let g := (g1 , · · · , gn ) be n i.d.d. Gaussian samples, W (n) be n × n Walsh-Hadamard matrix,
and D = Diag(d) a diagonal Rademacher matrix. Using [58, 60], we would replace Ω in Figure 1 by
√1 P W (n) D, where (i) in the case of [60], P = Π1..r C, with C a circulant matrix formed using the vector
r
g, i.e, for 1 ≤ i ≤ n, Ci: = (gi , · · · , gn , g1 , · · · , gi−1 ) and Π1..r is the matrix formed by first r rows
of Π, and (ii) if we use [58], we use P = Π1..r Diag(g)Π0 for an n-dimensional Gaussian vector g and
permutations Π and Π0 . Upadhyay [60, 58] proved the following ([58, Theorem 10]).
Theorem 27. [58, 60] Let η ∈ (0, 1) be a constant, S a set of m vectors x ∈ Rn . Let Ω = √1r P W (n) D
be an r × n matrix as constructed above, where r = cη −2 log m log n for a global constant c. Then with
probability at least 2/3, (1 − η)kxk22 ≤ kΩxk22 ≤ (1 + η)kxk22 . Moreover, if the singular values of an n × d
matrix A are at least (16n/ε) log(2/δ), then ΩA is (ε, δ)-differentially private. The time taken to compute
ΩA is O(nd log n).
The sketch of the matrix for M AT-M ULT and L IN -R EG is now generated row (or column) wise using
Ω = r−1/2 P W (n) D instead of a Gaussian matrix in Figure 1. Note that the way in which we reversibly
lift the singular values of the private input matrix, the singular values of the private matrix only effects the
privacy guarantee and not the utility guarantee; therefore, the bound on τ remains the same in both M ATM ULT and L IN -R EG. Since the time taken by matrix-vector multiplication when using r−1/2 P W (n) D is
O(n log n), we get an improved update time. The privacy proof requires fresh analysis.
Proof. We break the analysis in two parts. We first use the fact that W (n) D is an isometry [1], i.e., for any
vector x of unit length, x̃ = W (n) Dx has bounded co-ordinates. Then, we use this promise to prove the
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following: when we multiply a circulant matrix formed by Gaussian vector from the right to this smoothen
vector and sample r rows, then this preserves the Euclidean norm with high probability.
Fix a x ∈ S. Since the transformation is linear, without loss of generality, we can assume x is a unit
vector. The first step follows simply from the simple corollary to Ailon and Chazelle [1].
Theorem 28. (Ailon-Chazelle
[1]) Let x ∈ Rn and t > 0. iLet W (n) and D be as in Section 4. Then, for any
h
p
κ > 0, we have Pr kW Dxk∞ ≥ 2/n log (2n/κ)hx, xi ≤ κ.


Proof. Ailon and Chazelle [1] proved that Pr |(W (n) Dx)i | ≥ t ≤ 2 exp(−t2 n/2) for i ∈ [n]. Setting
p
t = 2/n log (2n/κ), we get Pr [|x̃i | ≥ t] ≤ κ/n. Using union bound gives the result.
The second step is to use Theorem 28 to get the desired concentration bound. The naive method to work
with the permutation in the matrix Ω to get the concentration result makes the proof very lengthy. Let x̃ =
W (n) Dx. As in the proof of Dasgupta and Gupta [13], the crucial observation here is that a circulant matrix
formed by a vector of i.d.d. Gaussian is very symmetric; therefore, picking any set of r would have the same
concentration properties as picking the first r rows. We follow the approach taken by Upadhyay [58]. This
is possible because of the nice representation of a circulant matrices by a discrete Fourier transform matrix
(see equation (31)). We first get around the problem of dealing with the permutation matrices by making
2
Pn
P
=
a substitution, i.e., for the matrix Ω and any vector x ∈ Rn , kΩxk22 = ri=1
j=1 g(j−i+1) mod n x̃j
2
Pr Pn
= kZgk22 . The substitution becomes much clearer with the following toy
i=1
j=1 x̃(i+j+1) mod n
example:
 

 x̃1
g1 g2 g3  
x̃2
g2 g3 g1
x̃3

2


=

g1 x̃1 g2 x̃2 g3 x̃3
g2 x̃1 g3 x̃2 g1 x̃3



2

2
2

 

 g1
x̃1 x̃2 x̃3  
g2
=
x̃3 x̃1 x̃2
g3

2

2

The rest of the proof is very similar to [58, 61] owing to our observation in equation (31); we include it for
the sake of completion.
Let U ΣV T be the SVD of Z, γ = V T g. Let σ := (σ1 , · · · , σr ) be the singular values of Z and
(γ1 , · · · , γr ) be the co-ordinates of V T g. The following equalities are immediate.
h
i




Prg kΩxk22 ≥ (1 + η) = Prg kZgk22 ≥ (1 + η)r = Prg kU ΣV T gk22 ≥ (1 + η)r




= Prγ kU Σγk22 ≥ (1 + η)r = Prγ kΣγk22 ≥ (1 + η)r .
(18)
P 2 2
Our problem thus reduces to proving the required concentration bound on
σi |γi | . We use Corollary 14 by computing the function ψ corresponding to our case through the following proposition.
Proposition 29. Let (Y1 , · · · Yr ) be distributed according to N (0r , I) and σ = (σ1 , · · · , σr ) be any r dimensional vector. Let λ be an arbitrary constant such that 0 < λ < 1/2kσk∞ . Then
r
X



≤
log EYi exp λσi2 (Yi2 − 1)

i=1

P
λ2 ri=1 σi4
.
1 − 2λ maxi |σi |2

Proof. Let (Y1 , · · · , Yr ) be random variable N (0r , I). Equivalently, they are i.d.d. Gaussian. We first
consider the simple case when Y ∼ N (0, 1) and R := log(E[exp(aλ(Y 2 − 1))]), then
R = a2 λ 2

X (2λa)i
i≥0

i+1

≤ aλ2

X
(2aλ)i =
i≥0
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a2 λ2
.
1 − 2aλ

(19)

From the linearity of expectation and equation (19), we have the following set of inequalities.
r
X
j=1

r
X (2λσj2 )i

 X
log EYi exp(λσj2 (Yj2 − 1)) =
λ2 σj4
i+1
j=1

≤ λ2

i≥0

r
X
j=1

σj4

X
(2λσj2 )i ≤
i≥0

P
λ2 ri=1 σi4
.
1 − 2λ maxi |σi |2

Recall that Σ = Diag(σ1 , · · · , σr ) and Z = U ΣV T . Since V has orthonormal columns, V T g is
distributed according to Gaussian
distribution. Also,
 the right hand side of the Proposition 29 has the form
P
aλ2
ψ(u) = 2(1−bλ)
for a = 2 i σi4 and b = 2 maxi σi2 . Using Corollary 14, we have


s X
r
X


σ 4  ≤ exp(−τ ).
Prγ 
(20)
σi2 γi2 − 1 ≥ 2τ max σ 2 + 2 2τ
i

i=1

i


P
To apply equation (20), we need an estimate on maxi σi2 and ri=1 σi4 . This is where the isometry of
P
W (n) D is useful. First note that it only gives a stronger guarantee if we consider an upper bound on σi4
and maxi σi2 instead of an exact value in equation (20). This is where the guarantee on kx̃k∞ is useful.
From Theorem 28 and the symmetry of our construction, with probability at least 19/20,

max σi2 = kZk2∞ =
max
kZyk22 ≤ nkΠ0 W Diag(d0 )yk2∞ ≤ nkx̃0 k2∞ ≤ 2 log (40n) ,
(21)
i

y∈Rn ,kyk2 =1

where d0 = (d1 x1 , ·P
· · dn xn ), x0 = (x1 y1 , · · · , xn yn ) and x̃0 = W (n) Dx0 with Rademacher entries (d1 , · · · dn ) .
2
Since kZkF = ri=1 σi2 = r. Thus,
X
X

σi4 ≤ max σi2 ·
σi2 = 2r log (40n).
(22)
i

Setting τ =

i

i

crε2 / log(40n)

for a small constant c, and using equations (18), (20), and (22), we have




r
X
rε2
2
2


.
(23)
Prg [kΩxk2 ≥ (1 + ε)] = Prγ
σj (|γj | − 1) ≥ εr < exp −
log(40n)
j=1

For (23) < 1/6m, we need r = O ε−2 log n log m . The result follows using the union bound and
similar analysis for the negative side of the tail, i.e., for the value of r, we have


r
X
1
Prg [kΩxk22 ≤ (1 − ε)] = Prγ 
σj2 (|γj | − 1) ≤ −εr <
.
(24)
6m
j=1

Combining equation (23) and equation (24) and union bound over all x ∈ S, the result follows.
Note that the way in which we reversibly lift the singular values of the private input matrix, the singular
values of the private matrix only effects the privacy guarantee and not the utility guarantee; therefore, the
bound on τ remains the same in both M AT-M ULT and L IN -R EG when using Theorem 27 instead of random
Gaussian matrix in Figure 1.
For the run-time guarantee, note that a circulant matrix has a singular value decomposition in the form
of discrete Fourier transform (equation (31)). Therefore, in disguise, all the matrices used in the projection
matrix allow fast matrix-vector multiplication. The final truncated permutation matrix takes O(r) time to
sample the corresponding entry after the application of CW D; therefore, the run-time of a single matrixvector multiplication takes O(n log n) time. Since, there are d columns in the matrix A, it takes O(nd log n)
time to publish the sanitized matrix.
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P RIVACY P ROOF. Before we give our proof, we state the reason why the proof of Blocki et al. [5] does
not extend to our case. One of the reasons why the proof of Blocki et al. [5] does not generalize to any
Johnson-Lindenstrauss transform in general is due to its strong dependency on the fact that each samples in
a dense Gaussian matrix is picked i.d.d. More concretely, each row of their published matrix is a multivariate
Gaussian and preserves differential privacy. This allows them to use the composition theorem of Dwork,
Rothblum and Vadhan [20] to prove differential privacy of the entire published matrix. Unfortunately,
we cannot invoke the composition theorem once we reuse the random samples due to the introduction of
correlations between the entries of our projection matrices. Therefore, applying our projection matrix to
a private matrix does not yield r independent multivariate distribution, but one matrix-variate distribution.
We compute the resulting distribution and then prove that it preserves differential privacy. In this sense,
our proof uses the same idea as used by Upadhyay [60]; however, the analogy ends here as the probability
distribution are very different and requires a fresh analysis.
Our starting point is an alternate way to look at any matrix P as a matrix formed by sampling r rows of a
fully circulant matrix independently. In other words, one can see P as a product of a truncated permutation
matrix and a circulant matrix formed by g. Since differential privacy is preserved under any arbitrary postprocessing, we can just concentrate on the distribution when a fully circulant matrix is used instead of the
matrix P (the truncated permutation can be seen as a post-processing step). Let Ik denote the k × k identity
matrix. Then for a partial circulant matrix, we have,




g1 g2 · · ·
gn
g1 g2 · · ·
gn
g2 · · · gn
g1 
g1 




 g2 · · · gn

P = .
= Ir 0  .
= Ir 0 C.
(25)


.
.
.
.
.
.
..
..
..  | {z }  ..
..
..
.. 
 ..
gr

g1

···

gr−1

n columns

gn

g1

···

gn−1

Therefore, for the rest of this proof, we just concentrate on circulant matrices. Let vec(C) denote the
vector formed by the entries of C. Then, the covariance matrix of vec(C) is,


In/2
0
0
In−1 0 In−2 · · ·
0
I1
 0
In/2 I1
0
I2
0
· · · In−1
0 



..
.. 
 0
I1 In/2
0
··· ··· ···
.
. 



..
.. 
In−1
0
0
In/2
··· ···
.
. 


 ..
..
..
..
..
..
..
..  n2 rows, (26)
..
Λ := COV(vec(C)) =  .
.
.
.
.
.
.
.
. 




..
..
..
..
 0

.
I
.
.
.
·
·
·
I
0
n−2
n/2+1




..
 I2

.
0
·
·
·
·
·
·
·
·
·
·
·
·
0
I
n/2−1


 0
In−1
0
In−2 · · · · · · · · ·
In/2
0 
I1
0
I2
0
···
···
0
In/2
{z
}
|
n2 columns

where 0 are block zero matrices of appropriate dimension. To simplify the presentation of the proof, we
make couple of changes. We assume that our projection matrix is an n × r matrix instead of r × n matrix
by considering the transpose of matrix constructed in Section 4, i.e., we use Ω instead of the transpose of
the construction stated in Section 4, i.e., we consider our projection matrix is n × r and is applied on the
right of AT . With this change of notation, this implies that we now publish AT Ω. Since W D is an isometry,
k(A − Ã)T DW T k = kA0 − Ã0 k ≤ kA − Ãk ≤ 1 for A0 = AT DW T and Ã0 = ÃT DW T , so without any
loss of generality, we can analyze the distribution A0T C instead of AT Ω. From hereon, whenever we say A,
we mean A0 and Ã to mean Ã0 .
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In order to compute the PDF of the matrix-variate distribution corresponding to the published matrix,
we follow the standard technique. We look at the published matrix as a vector and analyze the corresponding multivariate distribution. A covariance matrix is a positive semi-definite matrix; therefore, we can
write equation (26) succinctly in the form of its Cholesky decomposition, say Λ = LLT .
√
Note that ΛΛT = nI; therefore all the singular values of L is n. Using thep
left spherical symmetry of
Gaussian distribution, and noting that the Jacobian of the transformation AT C is det (AT A), the resulting
matrix variate distribution for X ∼ AT Y for Y picked from a distribution with mean vector 0 and covariance
matrix Λ has the covariance matrix AT ΛA, where A is the matrix formed by stacking n copies of A rowwise. Therefore,


1
1  T T
−1
PDFAT C (X) = p
exp − Tr X (A ΛA) X
.
(27)
2
det(AT ΛA)
For the sake of simplicity, let us denote by B = LT A. Then from equation (27), we can write the
distribution of the published matrices corresponding to the neighbouring matrices A and Ã as follows.


1
1
T
T
−1
PDFAT C (X) = p
exp − Tr(X (B B) X) ,
2
det(BT B)


1
1
−1
T
T
PDFÃT C (X) = q
exp − Tr(X (B̃ B̃) X) .
2
det(B̃T B̃)
Let the singular value decomposition of B = UΣVT . Similarly, define B̃ = LT Ã = ŨΣ̃ṼT . First
√
note that the singular values of B are n times the singular values of A because ΛΛT = nI: L is a scaled
√
orthonormal matrix that multiplied with n-copies of the left singular vectors of A forms the matrix nU
(recall that unitary group is a subgroup of general linear group GL(n)). Similarly, for B̃. We prove the
following.

Lemma 30. For a matrix A with all singular values greater than Ω nε log(4/δ) , the following holds
s
exp(−ε) ≤

det(BT B)
≤ exp(ε).
det(B̃T B̃)

(28)

If X = AT C, then
h 

 
i
Pr Tr X T (B̃T B̃)−1 − (BT B)−1 X ≤ ε ≥ 1 − δ.

(29)

Proof. The first part (equation (28)) is exactly
Q as in Blocki et al. [5]. We include it for the sake of completion.
More concretely, we have det(AT A) = i σi2 , where σ1 ≥ · · · ≥ σd ≥ σmin are the singular values of A.
Let λ1 ≥ · · · ≥ λd ≥ σmin be theP
singular value for Ã. Let G = {i : λi > σi }. Since the singular values of
A − Ã and Ã − A are the same, i∈G (σi − λi ) ≤ 1 using Linskii’s theorem. Therefore,
s

det(AT A)
=
det(ÃT Ã)

Similarly, we can bound

s
Y λ2

det(ÃT Ã)
det(AT A)

i

i
σi2


≤ exp

ε
16n log(2/δ)

≤ exp(ε/2n).
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X
(λi − σi ) ≤ exp (ε/2n) .
i

P ROOF OF EQUATION (29).

In this part, we bound the following expression.


−1  
−1 
T
T
T
X .
− B̃ B̃
Tr X
B B

(30)

We can write Ã = A + ei vT for some i and a unit vector v. Let E be a matrix formed by n-copies of
ei vT stacked together. Then B̃ = LT Ã = LT (A + E) = B + LT E. The following is immediate.




 
−1  
−1 
T
T
T
X = Tr X T (BT B)−1 (B̃T B̃)(B̃T B̃)−1 − (B̃T B̃)−1 X
− B̃ B̃
Tr X
B B


 
= Tr X T (BT B)−1 (B + LT E)T (B + LT E)(B̃T B̃)−1 − (B̃T B̃)−1 X


 
= Tr X T (BT B)−1 (BT LT E + E T LB̃)(B̃T B̃)−1 X




= Tr C T A (BT B)−1 (BT LT E + E T LB̃)(B̃T B̃)−1 AT C

  
 
≤ Tr CC T Tr A (BT B)−1 (BT LT E + E T LB̃)(B̃T B̃)−1 AT

 


= Tr CC T Tr AT A (BT B)−1 (BT LT E + E T LB̃)(B̃T B̃)−1
 


 
−1 
T
T
T
−1
T T
T
T
≤ Tr CC Tr A A Tr (B B)
Tr (B̃ L E + E LB̃)(B̃ B̃)
| {z } |
{z
}
S

Q

where the inequalities follows from the fact that Tr(XY ) ≤ Tr(X)Tr(Y ) for positive definite Hermitian
matrices X and Y . We bound each of the above trace terms. To bound S, we recall the fundamental relation
between discrete Fourier transform and circulant matrices. Recall that C is made by circulating the Gaussian
vectors (g1 , · · · , gn ) to form an n × n matrix. Then C = Fn Diag(Fn g)Fn−1 . Therefore, to bound the trace
of CC T , we have to bound the following.

T
CC T = Fn Diag(Fn g)Fn−1 Fn Diag(Fn g)Fn−1 = Fn Diag(|Fn g|2 )Fn−1 .
(31)
Since g and Zg are equi-distributed when the rows of Z are orthonormal, we need the following lemma
to bound S.
Lemma 31. Let h1 , · · · , hn be n i.d.d. N (0, 1) random variables. Then,
" n
#
X
Pr
h2i > 2(1 + θ)n ≤ 2−θn/2 .
i=1
√1
2π


exp −t2 /2 . Then consider the random variable Zi = exp(h2i /4). Then
Z ∞
√

1
√ exp −t2 /2 exp(−t2 /4) dt = 2.
E[Zi ] =
−∞ 2π

Proof. Now Pr[hi = t] =

Now, observe that,

h21 + · · · h2n
λ
>
4
4

 2

 
h1 + · · · h2n
λ
= Prh1 ,··· ,hn exp
> exp
4
4

 2

2
h1 + · · · hn
≤ exp(−λ/4)Eh1 ,··· ,hn exp
.
4

Prh1 ,···hn [h21 + · · · h2n > λ] = Prh1 ,··· ,hn
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Since all hi are i.d.d., the above expression is bounded as
n
Y
i=1


 2  Y
n
hi
=
E [Zi ] = 2n/2 .
E exp
4
i=1

Putting λ = 2(1 + θ)n, the lemma follows.
We set θ = (1/n) log(1/δ) to get
" n
#
X
Pr
h2i > 2(1 + θ)n ≤ 2−θn/2 ≤ δ/2


 
1
1
≤ δ/2.
Pr S > 2n 1 + log
n
δ


⇒

i=1

2

The term Q is easy to compute once we note the following.








nTr AT A ≤ Tr VΣ2 VT = Tr BT B ≤ n3/2 Tr AT A
since ΛΛT = nIn2 ×n2 and Tr(Λ) = n3/2 . Now ei and v are unit vectors which forms the matrix E, and
the singular values of A, Ã are at least σmin with Ã − A = ei vT . Using the singular value decomposition
√
of B̃, observing that L is a scaled unitary by n, and combining with the invariance of trace of matrices
under cyclic permutations with the singular value decomposition of B̃, it is easy to see that Q is bounded by
1/σmin . Using Lemma 31, equation (31), and the bound on σmin , we have


4n ln(4n/δ)
Pr (30) ≤
≤ 5ε ≥ 1 − δ.
σmin
Rescaling the value of ε, the lemma follows.
It is straightforward to see that Lemma 30 implies the privacy guarantee in Theorem 27.
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A
A.1

Missing Proofs
Differential Privacy of Variant 1

We give the proof Blocki et al. [5] for the sake of completion. We denote by Ã the matrix that differs from
A by at most one entry. In other word, if A and Ã differs in row i, then there exists a unit vector v such that
T
T
A − Ã = E = veT
i . Let U ΣV (Ũ ΛṼ , respectively) be the SVD of A (Ã, respectively).
The PDF for the two distributions, corresponding to A and Ã, is just a linear transformation of N (0, In×n ).
Therefore,
1

1
exp(− hx|(AT A)−1 |xi)
2
(2π)d ∆(AT A)
1
1
exp(− hx|(ÃT Ã)−1 |xi)
PDFÃT Y (x) = q
2
(2π)d ∆(ÃT Ã)

PDFAT Y (x) = p

We prove the result for a row of the published matrix; the theorem follows from Theorem 19. It is
straightforward to see that combination of the following proves differential privacy for a row of published
matrix:
s
h
i
det(AT A)
∈ exp(±ε0 ) and Pr |hx|ΩT (AT A)−1 Ω|xi − hx|ΩT (ÃT Ã)−1 Ω|xi| ≤ ε0 ≥ 1 − δ0 ,
det(ÃT Ã)
where ε0 = √

ε
4r ln(2/δ)

and δ0 = δ/2r.

first part of the proof follows simply as in Blocki et al. [5]. More concretely, we have det(AT A) =
Q The
2
i σi , where σ1 ≥ · · · ≥ σd ≥ σmin are the singular values of A. Let λ1 ≥
P· · · ≥ λd ≥ σmin be its singular
value for Ã. Since the singular values of A − Ã and Ã − A are the same, i (σi − λi ) ≤ 1 using Linskii’s
theorem. Therefore,
!
s
X
Y λ2
ε
i
p
≤
exp
(λi − σi ) ≤ eε0 /2 .
2
σ
32
r
log(2/δ)
log(r/δ)
i
i
i
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The second part of the proof is slightly more involved. Each row i of the published matrix is distributed
identically and is constructed by multiplying an n-dimensional vector Ωi that has entries picked from a
normal distribution N (0, 1). Note that E[Ωi: ] = 0n and COV(Ωi: ) = I. Then
i
h
hx|ΩT (AT A)−1 Ω|xi − hx|ΩT (ÃT Ã)−1 Ω|xi = hx|ΩT (AT A)−1 (AT E + E T Ã)(ÃT Ã)−1 Ω|xi.
Using the singular value decomposition of A = U ΣU T and Ã = Ũ ΛŨ T , this simplifies as
i
i
h
ih
h
ih
−1 T
hx|ΩT (V Σ−1 U T )ei vT (Ṽ Λ−2 Ṽ T )Ω|xi + hx|ΩT (V Σ−2 V T )v eT
i (Ũ Λ Ṽ )Ω|xi .
Since x ∼ AT y, where y ∼ N (0, 1), we can further simplify it as
h
ih
ih
i h
i
−1 T
T
yT AΩT (V Σ−1 U T )ei vT (Ṽ Λ−2 Ṽ T )ΩAT y + yT AΩT (V Σ−2 V T )v eT
i (Ũ Λ Ṽ )ΩA y .
|
{z
}|
{z
} |
{z
}|
{z
}
t1

t2

t3

t4

Now since kΛk2 , kΣk2 ≥ w, plugging in the SVD of A and A − A0 = ei vT , and that every term ti in
the above expression is a linear combination of a Gaussian, i.e., each term is distributed as per N (0, kti k2 ),
we calculate kti k as below.
k(U ΣV T )ΩT (V Σ−1 U T )ei k2 ≤ kΩT k2 ≤ 1,

k(U ΣV T )ΩT (V Σ−2 V T )vk2 ≤ kΩT k2 kΣ−1 k2 ≤

T
−2 T
T
T
−2 T
T
kv T (Ṽ Λ−2 Ṽ T )Ω(Ṽ ΛŨ T − veT
i )k2 ≤ kv (Ṽ Λ Ṽ )ΩṼ ΛŨ k2 + kv (Ṽ Λ Ṽ )Ωvei k2 ≤

1
σmin

−1 T
T
T
T
−1 T
T
T
−1 T
T
keT
i (Ũ Λ Ṽ )Ω(Ṽ ΛŨ − vei )k2 ≤ kei (Ũ Λ Ṽ )Ω(Ṽ ΛŨ k2 + kei (Ũ Λ Ṽ )Ωvei k2 ≤ 1 +

√
where σmin =

r log(2/δ) log(r/δ)
ε

1
σmin
+

,
1

2 ,
σmin

1
σmin

,



. Using the concentration bound on the Gaussian distribution, each term,


1
+ σ21 ln(4/δ0 ) ≤
t1 , t2 , t3 , and t4 , is less than kti k ln(4/δ0 ) with probability 1−δ0 /2. From the fact that 2 σmin
min
ε0 , we have the second part of the proof.
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