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Abstract
Yao’s garbled-circuit approach enables constant-round secure two-party computation for any
boolean circuit. In Yao’s original construction, each gate in the circuit requires the parties to
perform a constant number of encryptions/decryptions, and to send/receive a constant number
of ciphertexts. Kolesnikov and Schneider (ICALP 2008) proposed an improvement that allows
XOR gates in the circuit to be evaluated “for free”, i.e., incurring no cryptographic operations
and zero communication. Their “free-XOR” technique has proven very popular, and has been
shown to improve performance of garbled-circuit protocols by up to a factor of 4.
Kolesnikov and Schneider proved security of their approach in the random oracle model,
and claimed that (an unspecified variant of) correlation robustness would suffice; this claim has
been repeated in subsequent work, and similar ideas have since been used (with the same claim
about correlation robustness) in other contexts. We show that, in fact, the free-XOR technique
cannot be proven secure based on correlation robustness alone: somewhat surprisingly, some
form of circular security is also required. We propose an appropriate notion of security for hash
functions capturing the necessary requirements, and prove security of the free-XOR approach
when instantiated with any hash function satisfying our definition.
Our results do not impact the security of the free-XOR technique in practice, or imply an
error in the free-XOR work, but instead pin down the assumptions needed to prove security.
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Introduction

Generic protocols for secure two-party computation have been known for over 25 years [34, 13].
(By “generic” we mean that the protocol is constructed by starting with a boolean or arithmetic
circuit for the function of interest.) For most of that time, generic secure two-party computation
was viewed as being only of theoretical interest; much effort was instead devoted to developing
more efficient, “tailored” protocols for specific functions of interest.
In recent years, however, a number of works have shown that generic protocols for secure
two-party computation can be implemented, and may in fact be much more attractive than previously thought. This line of work was initiated by Fairplay [28], which gave an implementation
of Yao’s garbled-circuit protocol [34] secure in the semi-honest setting. Subsequent works showed
improvements in the scalability, efficiency, and usability of garbled circuits [17, 23, 19], extended the
garbled-circuit technique to give implementations in the malicious setting [27, 32, 33], and explored
alternatives to the garbled-circuit approach [22, 17, 11, 30].
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As secure computation moves from theory to practice, even “small” improvements can have
a significant effect. (Three factor-of-2 improvements can reduce the time from, say, 1 minute to
under 8 seconds.) Indeed, several such improvements have been proposed for the garbled-circuit
approach: e.g., the point-and-permute technique [28] that reduces the circuit evaluator’s work (per
gate) from four decryptions to one, or garbled-row reduction [29, 32] that reduces the number of
ciphertexts transmitted per garbled gate from four to three.
It is in this spirit that Kolesnikov and Schneider introduced their very influential “free-XOR”
approach [25] for improving the efficiency of garbled-circuit constructions. (The free-XOR optimization is compatible with both the point-and-permute approach and garbled-row reduction.) Yao’s
original construction requires the circuit generator to construct a garbled gate for each boolean
gate in the circuit for the function being computed. The free-XOR technique allows XOR gates in
the underlying circuit to be evaluated “for free”, i.e., without the need to construct a corresponding
garbled gate. (We defer the technical details to Section 2.2.) XOR gates in the underlying circuit
therefore incur no communication cost or cryptographic operations. Because of this, as documented
in [25, 24, 32], it is worth investing the effort to minimize the number of non-XOR gates in the underlying circuit (even if the total number of gates is increased); this results in roughly a 40% overall efficiency improvement for “typical” circuits [32]. For some circuits (e.g., basic arithmetic operations,
universal circuits) a factor-of-4 improvement is observed [25, 24]. Nowadays, all implementations
of garbled-circuit protocols use the free-XOR idea to improve performance [32, 17, 33, 23, 19].

1.1

Security of the Free-XOR Technique?

Given the popularity of the free-XOR technique, it is natural to ask what are the necessary assumptions based on which it can be proven secure.1 The free-XOR approach relies on a cryptographic hash function H. Kolesnikov and Schneider [25] give a proof of security for the free-XOR
technique when H is modeled as a random oracle, and claimed that (a variant of) correlation robustness [20, 14] would be sufficient; this claim has been repeated in several other works [32, 3, 7].
(Informally, correlation robustness implies that H(k1 ⊕R), . . . , H(kt ⊕R) are all pseudorandom, even
given k1 , . . . , kt , when R is chosen at random. In the context of the free-XOR technique we must
consider hash functions taking two inputs. A formal definition is given in Section 2.3.) Correlation
robustness is a relatively mild assumption, and has the advantage relative to the random-oracle
model of being (potentially) falsifiable. Moreover, correlation robustness is already required by
existing protocols for oblivious-transfer extension [20], which are used in current efficient implementations of secure two-party computation.
Our results. It is unclear exactly what variant of correlation robustness is needed to prove
security of the free-XOR approach, and Kolesnikov and Schneider (as well as subsequent researchers
relying on their result) have left this question unanswered. Unfortunately, we show here that a
natural variant of correlation robustness (for hash functions taking two inputs instead of one) is
not sufficient. We describe where the obvious attempt to prove security fails, and moreover show
an explicit counter-example (in the random-oracle model) of a correlation-robust hash function H
for which the free-XOR approach is demonstrably insecure.
We observe that the difficulty is due to a previously unnoticed circularity in the free-XOR
construction: in essence, the issue is that H(k1 ⊕R) is used to encrypt both k2 and k2 ⊕R. (The
1

It may be interesting to recall here that XOR gates are also “free” when using the GMW approach to secure
two-party computation [13]. In that setting, no additional assumptions are needed.

2

actual issue is more involved, and depends on the details of the free-XOR approach; see Section 3.)
We define a notion of circular correlation robustness, and show that any hash function satisfying
this definition can be used to securely instantiate the free-XOR technique. (In that sense, our work
can be viewed as showing a variant of correlation robustness under which security can be proved.)
Our definition is falsifiable, and is weaker than a “random oracle”-type definition. Our work can
be viewed as following the line of research suggested in [10] whose goal is to formalize, and show
usefulness of, various concrete properties satisfied by a random oracle.
Besides the original work of Kolesnikov and Schneider, our results also impact security claims
made in two other recent papers. Nielsen and Orlandi [31] use an idea similar to that used in the freeXOR approach to construct a (new) protocol for two-party computation secure against malicious
adversaries. They, too, prove security in the random oracle model but claim that correlation
robustness suffices; their construction seems to have the same issues with circularity that the freeXOR technique has. Ishai et al. [3] define a notion of security against passive related-key attacks
for encryption schemes, and claim that encryption schemes satisfying this notion can be used to
securely instantiate the free-XOR approach (see [3, Section 1.1.2]). However, their definition of
related-key attacks does not take into account any notion of circular security, which appears to
be necessary for the free-XOR technique to be sound. We conjecture that our new definition of
circular correlation robustness suffices to prove security in each of the above works.
We do not claim that our work has any impact on the security of the free-XOR technique (or the
protocols of [31, 3]) in practice; in most cases, protocol implementors seem content to assume the
random-oracle model anyway. Nevertheless, it is important to understand the precise assumptions
needed to prove these protocols secure. We also do not claim any error in the work of Kolesnikov
and Schneider [25], as they only say that some variant of correlation robustness suffices. Our work
can be viewed as pinning down exactly what variant of correlation robustness is necessary.

1.2

Related Work

The notion of correlation robustness was introduced by Ishai et al. [20], and has been used in
several other works since then [16, 21, 31, 32]. Applebaum et al. [3] and Goyal et al. [14] further
study the notion, explore various definitions, and show connections to security against related-key
attacks [5, 12, 4]. To the best of our knowledge, none of the previous definitions of correlation
robustness given in the literature suffice to prove security of the free-XOR technique.
As mentioned above, we define a notion of security for hash functions that blends correlation
robustness and circular security. The latter notion, as well as the more general notion of keydependent-message security, has seen a significant amount of attention recently [6, 15, 18, 2, 8, 1, 9].

1.3

Organization

We review Yao’s garbled-circuit construction, and the free-XOR modification of it, in Section 2. In
that section we also define a notion of correlation robustness that is syntactically suitable for trying
to prove security of the free-XOR approach. In Section 3 we explain where a reductionist proof
of security for the free-XOR approach fails when trying to base security on correlation robustness
alone. We then demonstrate that no proof of security is possible by showing an example of a
correlation-robust hash function for which the free-XOR approach is demonstrably insecure. This
motivates our definition of a stronger notion of security for hash functions in Section 4, one that
we show suffices for proving security of the free-XOR technique.
3
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2.1

Preliminaries
Yao’s Garbled Circuit Construction

Yao’s garbled-circuit approach [34], in combination with any oblivious-transfer protocol, yields a
constant-round protocol for secure two-party computation with security against semi-honest parties.
We review only those aspects of the construction needed to understand our results; for further
details, we refer to [25, 26].
Fix a boolean circuit C known to both parties. (The protocol can be easily extended to handle
multi-bit outputs.) One party, the garbled-circuit generator, prepares a garbled version of the
circuit as follows. First, two random keys wi0 , wi1 are associated with each wire i in the circuit;
key wi0 corresponds to the value ‘0’ on wire i, while wi1 corresponds to the value ‘1’. For each
wire i, a random bit πi is also chosen; key wib is assigned the label λi = b⊕πi . For each gate
g : {0, 1}2 → {0, 1} in the circuit, with input wires i, j and output wire k, the circuit generator
g(b ,b )
constructs a “garbled gate” that will enable the other party to recover wk i j (and its label) from
b
wibi and wj j (and their corresponding labels). The garbled gate consists of the four ciphertexts:
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(4)

in that order. (In the above, we use Encgw,w0 (·) to denote encryption under the two keys w and w0
that may also depend on the gate number g. The exact details of the encryption will be specified
in the next section, but for concreteness the reader can for now think of it as being instantiated
by Encgw,w0 (m) = Encw (Encw0 (m)) with the gate number being ignored.) To evaluate this garbled
b

gate, the circuit evaluator who holds wibi kλi and wj j kλj uses those keys to decrypt the ciphertext
g(b ,b )

at position λi , λj of the above array; this will recover wk i j kλk , where λk = πk ⊕g(bi , bj ) as
required. (We use here the point-and-permute technique [28] so that the circuit evaluator only
needs to decrypt a single ciphertext per garbled gate.)
Let i1 , . . . , i` denote the input wires of the circuit. With garbled gates constructed as above for
each gate of the circuit (and transmitted to the circuit evaluator), we see that given keys wib11 , . . . , wib``
(and their corresponding labels) for the input wires the circuit evaluator can inductively compute a
key (and its label) for the output wire. The keys for input wires belonging to the circuit generator
can simply be transmitted by the circuit generator along with the garbled gates; the keys for inputs
wires belonging to the circuit evaluator can be obtained using oblivious transfer (OT). If the circuit
generator also sends πo for the output wire o, the circuit evaluator can obtain the correct boolean
output of the circuit on the given inputs.
The above thus defines a protocol for two-party computation in the OT-hybrid model. If
encryption is instantiated via Encgw,w0 (m) = Encw (Encw0 (m)) and Enc is a CPA-secure symmetrickey encryption scheme, the protocol is secure against semi-honest adversaries [34, 26].
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2.2

The Free-XOR Technique

Kolesnikov and Schneider [25] suggested that instead of choosing the keys wi0 , wi1 for each wire i
uniformly and independently at random, one could instead (1) choose a global random value R,
(2) choose wi0 uniformly and independently at random for every wire i that is not the output
of an XOR gate, and (3) set wi1 = wi0 ⊕R. Each such wire is also assigned a random bit πi as
before. If k is the output wire of an XOR gate with input wires i, j (whose keys have already been
defined), then the keys for wire k are set to be wk0 = wi0 ⊕wj0 and wk1 = wk0 ⊕R; also, πk is set to
be πk = πi ⊕πj . If keys are chosen this way, then for any XOR gate as above the circuit evaluator
b
b ⊕b
b
holding wibi kλi and wj j kλj can simply compute wki j = wibi ⊕wj j and λk = λi ⊕λj ; this is correct
b

since wibi = wi0 ⊕bi R (and similarly for wj j ) and thus
b

wibi ⊕wj j = wi0 ⊕wj0 ⊕(bi ⊕bj )R = wk0 ⊕bk R = wkbk
and
λi ⊕λk = (bi ⊕πi )⊕(bj ⊕πj ) = bk ⊕(πi ⊕πj ) = bk ⊕πk ,
where bk = bi ⊕bj . Note that by doing so, XOR gates incur no communication and require no
cryptographic operations by either party. For the remaining (non-XOR) gates in the circuit, the
circuit generator prepares garbled gates as in the previous section.
As in the previous section, the above defines a protocol for two-party computation in the OThybrid model. Kolesnikov and Schneider suggest to implement encryption using a cryptographic
hash function H as follows:
Encgw,w0 (m) = H(wkw0 kg)⊕m.
When encryption is instantiated in this way, Kolesnikov and Schneider prove security of their
protocol, for semi-honest adversaries, when H is modeled as a random oracle. They also claimed
that security would hold if H satisfies some “variant” of correlation robustness. While they did
not specify precisely what variant of correlation robustness is needed, presumably they require the
(joint) pseudorandomness of H(wkw0 kg), H(w⊕Rkw0 kg), H(wkw0 ⊕Rkg), H(w⊕Rkw0 ⊕Rkg) for
w, w0 , R chosen at random. We discuss this issue further in the following section.

2.3

Correlation-Robust Hash Functions

As noted at the end of the previous section, Kolesnikov and Schneider claim that some variant
of correlation robustness would be sufficient to prove security of the free-XOR construction. Let
H = {Hn : {0, 1}`in (n) → {0, 1}`out (n) } be a family of hash functions, where for simplicity we write
H instead of Hn when the security parameter n is understood. Correlation robustness was defined
by Ishai et al. [20] as follows:
Definition 1 H is correlation robust if for any polynomial p(·) and any non-uniform polynomialtime distinguisher A, the following is negligible in the security parameter n:
¯
¡
¢
¯
¯Prw1 ,...,wp ,R←{0,1}`in (n) [A w1 , . . . , wp , H(w1 ⊕R), . . . , H(wp ⊕R) = 1]
¯
¡
¢
¯
− Prw1 ,...,wp ←{0,1}`in (n) ,u1 ,...,up ←{0,1}`out (n) [A w1 , . . . , wp , u1 , . . . , up = 1]¯ ,
where p = p(n).
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In the context of the free-XOR technique as defined by Kolesnikov and Schneider, an appropriate
definition of correlation robustness needs to at least capture the security requirement (informally)
b
that given any pair of keys wibi , wj j for some garbled gate constructed as in Equations (1)–(4), with
Encgw,w0 (m) = H(wkw0 kg)⊕m, it should be possible to decrypt only one row while the others remain
hidden. Since the hash function H now takes three inputs, the definition of correlation robustness
needs to be modified appropriately. Moreover, for the free-XOR approach it appears necessary to
allow the wi to take on arbitrary values2 rather than being chosen uniformly and independently at
random; roughly, this is because in the free-XOR construction we have wk0 = wi0 ⊕wj0 (when k is
the output wire of an XOR gate with input wires i, j) and so wi0 , wj0 , wk0 are not independent. We
capture these requirements in the following definition.
Definition 2 H : {0, 1}∗ →{0, 1}n+1 is (weakly) 2-correlation robust if for all polynomials p(·) the
distribution ensemble


0 k1), H(w kw 0 ⊕Rk1), H(w ⊕Rkw 0 ⊕Rk1)
H(w
⊕Rkw


1
1
1
1
1
1


.
`in (n)
.
R ← {0, 1}
:
.




w1 , . . . , wp ∈ {0, 1}`in (n)
H(wp ⊕Rkwp0 kp), H(wp kwp0 ⊕Rkp), H(wp ⊕Rkwp0 ⊕Rkp)
w10 , . . . , wp0 ∈ {0, 1}`in (n)

is computationally indistinguishable from the uniform distribution over {0, 1}3p·`out (n) . (In both
cases, p = p(n).)
Simplified to the case p = 1 with w1 , w10 chosen uniformly and independently (and ignoring the last
input to H), the definition requires that the values
H(w1 ⊕Rkw10 ), H(w1 kw10 ⊕R), H(w1 ⊕Rkw10 ⊕R)
be jointly pseudorandom even given w1 , w10 . Note that this is equivalent to, say, requiring that
H(w1 kw10 ), H(w1 kw10 ⊕R), H(w1 ⊕Rkw10 ⊕R)
be jointly pseudorandom given w1 ⊕R, w10 , and thus appears to capture the requirements necessary
for proving the free-XOR technique secure.
It will be more convenient to rephrase the above as an oracle-based definition, and this also
provides a point of departure for the definition we will propose in Section 4. (In fact, the oraclebased definition we give is stronger than Definition 2 as it allows the adversary to adaptively choose
wi , wi0 based on previous outputs of H. But see footnote 2.) Define the following oracles:
• CorR (w, w0 , g): output H(wkw0 ⊕Rkg), H(w⊕Rkw0 kg), and H(w⊕Rkw0 ⊕Rkg).
• Rand(w, w0 , g): if this input was queried before then return the answer given previously.
Otherwise choose u ← {0, 1}3·`out (n) and return u.
We now have the following definition:
Definition 3 H is 2-correlation robust if for all non-uniform polynomial-time distinguishers A the
following is negligible:
¯
¯
¯
¯
`in (n)
CorR (·) n
Rand(·) n
Pr[R←{0,
1}
:
A
(1
)
=
1]
−
Pr[A
(1
)
=
1]
¯
¯.
2

Recall that we are going to show impossibility of proving security based on correlation robustness alone. Thus,
a stronger definition of correlation robustness only strengthens that result.
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3

Insufficiency of Correlation Robustness

In this section, we show that 2-correlation robustness is not enough to prove security of the freeXOR technique. We start by describing where the natural attempt to prove of security (following,
e.g., the proof of [26]) fails. We then show a construction (in the random oracle model) of a hash
function H that satisfies Definition 3 but for which the free-XOR approach is demonstrably insecure
when instantiated using H.

3.1

Where the Reduction Fails

Consider the case where the circuit consists of just a single AND gate, with input wires 1 and 2
(belonging to the circuit generator and evaluator, respectively) and output wire 3. Say the circuit
evaluator has input 0 and so receives key w20 ; assume for concreteness that the circuit generator
has input 0 as well and so the circuit evaluator is also given key w10 . (The circuit evaluator will
also be given the corresponding labels, but these can be left implicit in what follows.) The garbled
gate consists of the values
H(w10 kw20 k1) ⊕ (w30 k0)
H(w10 kw20 ⊕Rk1) ⊕ (w30 k0)
H(w10 ⊕Rkw20 k1) ⊕ (w30 k0)
¡
¢
H(w10 ⊕Rkw20 ⊕Rk1) ⊕ (w30 ⊕R)k1
in some permuted order, for some random value R unknown to the circuit generator. (Recall that
wi1 = wi0 ⊕R for all i by construction when using the free-XOR approach.) The evaluator will be
able to decrypt the first row, above, to learn the output; it should not, however, be able to learn
any information about the remaining three rows. (In particular, it should not learn whether the
other party had input 0 or 1.)
The natural way to try to prove the above is to argue that the remaining rows are pseudorandom,
by reduction to the 2-correlation robustness of H. In the reduction, we would have an adversary
B given access to an oracle O that is either CorR (for a random R) or Rand. The adversary B can
choose random w10 , w20 , and then query O(w10 , w20 , 1) to obtain three values h1 , h2 , h3 that are either
completely random or equal to H(w10 kw20 ⊕Rk1), H(w10 ⊕Rkw20 k1), and H(w10 ⊕Rkw20 ⊕Rk1). But B
cannot complete the simulation, since it has no way to compute values of the form
¡
¢
h1 ⊕(w30 k0), h2 ⊕(w30 k0), h3 ⊕ (w30 ⊕R)k1
as would be necessary to simulate the remaining three rows of the garbled gate (in case O = CorR ).
We show in the next section that this is not just a failure of this particular proof approach,
since we can construct a hash function H that satisfies Definition 3 yet for which the free-XOR
methodology is demonstrably insecure when instantiated using H.

3.2

A Counter-Example

Fix a value of the security parameter n for ease of readability. Assume further than the last
input (i.e., the gate index g) to H is represented using n bits. We construct a pair of oracles
H : {0, 1}3n → {0, 1}n+1 and Break : {0, 1}6n+3 → {0, 1}n such that:
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• H satisfies Definition 3, even if the distinguisher A is given oracle access to both H and Break.
• The free-XOR methodology is demonstrably insecure when instantiated using H, against an
adversary given oracle access to both H and Break.
Thus, we rule out a fully black-box reduction from 2-correlation robustness to the security of the
free-XOR technique.
Let H : {0, 1}3n → {0, 1}n+1 be a random function, and define Break as follows:
Break(wkw0 kgkz1 kz2 kz3 ): If there exists r ∈ {0, 1}n such that
z1 = H(wkw0 ⊕rkg), z2 = H(w⊕rkw0 kg), and z3 = H(w⊕rkw0 ⊕rkg)⊕(rk0),
then output r (if multiple values of r satisfy the above, take the lexicographically smallest one); otherwise, output ⊥.
We now prove the above claims regarding H.
Lemma 1 H is 2-correlation robust, even when the distinguisher is given oracle access to both H
and Break.
Proof (Sketch) Fix a polynomial-time distinguisher A who is given access to H, Break, O where
either O = CorR (for random R ∈ {0, 1}n ) or O = Rand. Without loss of generality, we assume
that A does not repeat queries to O. When O = Rand, every query to O is answered with a string
of length 3 · (n + 1) that is uniform and independent of A’s view. When O = CorR , every query
O(w, w0 , g) is answered with a string of length 3 · (n + 1) that is uniform and independent of A’s
view unless one of the following is true:
• A at some point queries O(w̃, w̃0 , g) with w̃⊕w = R or w̃0 ⊕w0 = R (or both).
• A at some point queries H(w̃kw̃0 kg) with w̃⊕w = R or w̃0 ⊕w0 = R (or both).
• A at some point queries Break(wkw0 kgkz1 kz2 kz3 ) with z3 ⊕H(w⊕Rkw0 ⊕Rkg) = Rk0.
Since R is chosen uniformly from {0, 1}n , the probability that A makes any queries of the above
form is negligible.
Lemma 2 The free-XOR construction, when instantiated using H, is not secure against a semihonest adversary (with oracle access to H and Break) who corrupts the circuit evaluator.
Proof We show that a semi-honest adversary can recover R with high probability. Since a
semi-honest adversary can (legitimately) recover one key per wire just by following the protocol,
knowledge of R allows the adversary to recover both keys for every wire in the circuit; thus, this
suffices to show that the construction is insecure.
Assume the first gate in the circuit is an AND gate with input wires 1 and 2 (belonging to
the circuit generator and evaluator, respectively) and output wire 3. Say the circuit evaluator has
input 0 and so receives key w20 ; assume for concreteness that the circuit generator has input 0

8

as well and so the circuit evaluator is also given key w10 . With constant probability we have
π1 = π2 = π3 = 0, and in that case the garbled gate consists of the values
c00 = H(w10 kw20 k1) ⊕ (w30 k0)
c01 = H(w10 kw20 ⊕Rk1) ⊕ (w30 k0)
c10 = H(w10 ⊕Rkw20 k1) ⊕ (w30 k0)
¡
¢
c11 = H(w10 ⊕Rkw20 ⊕Rk1) ⊕ (w30 ⊕R)k1 .
The circuit evaluator can compute w30 from c00 (as directed by the protocol). It then computes
z1 = c01 ⊕(w30 k0)
z2 = c10 ⊕(w30 k0)
z3 = c11 ⊕(w30 k1)
and queries Break(w10 kw20 k1kz1 kz2 kz3 ). If the answer is some value R0 6=⊥ then with overwhelming
probability it holds that R0 = R. (Correctness of R can also be verified by looking at a second
garbled gate with known inputs.)

4

Proving Security of the Free-XOR Approach

The essence of the problem(s) described in the previous section is that there is a (previously
unnoticed) circularity in the free-XOR approach, since in the general case both H(w1 kw2 kg)⊕w3
and H(w1 ⊕Rkw2 ⊕Rkg)⊕(w3 ⊕R) are revealed to the adversary. (Recall that R is the hidden secret
here.) In this section, we introduce a new security definition that explicitly takes this circularity
into account, and show that this definition suffices to prove security of the free-XOR approach.
Fix some function H : {0, 1}`in (n) → {0, 1}`out (n) . We define an oracle CircR as follows:
• CircR (w, w0 , g, b1 , b2 , b3 ) outputs H(w⊕b1 Rkw0 ⊕b2 Rkg)⊕b3 R.
To see the connection with the previous definition (in the context of correlation robustness), note
that oracle CorR (w, w0 , g) defined previously outputs CircR (w, w0 , g, 0, 1, 0), CircR (w, w0 , g, 1, 0, 0),
and CircR (w, w0 , g, 1, 1, 0); i.e., b3 was fixed to 0 there. The possibility of b3 = 1 is exactly what
models circularity involving R.
Corresponding to the above we define an oracle Rand in a way analogous to before:
• Rand(w, w0 , g, b1 , b2 , b3 ): if this input was queried before then return the answer given previously. Otherwise choose u ← {0, 1}`out (n) and return u.
In our new definition of security for H, we are going to require that oracles CircR (for random R) and Rand be indistinguishable. This cannot possibly be true, however, unless we rule out
some trivial queries that can be used to distinguish them. Let O be the oracle to which a distinguisher is given access, where either O = CircR or O = Rand. We must restrict the distinguisher
as follows: (1) it is not allowed to make any query of the form O(w, w0 , g, 0, 0, b3 ) (since it can
compute H(wkw0 kg) on its own) and (2) it is not allowed to query both O(w, w0 , g, b1 , b2 , 0) and
O(w, w0 , g, b1 , b2 , 1) for any values w, w0 , g, b1 , b2 (since that would allow it to trivially recover R).
We say that any distinguisher respecting these restrictions makes legal queries.
With this in place we can now define our notion of circular 2-correlation robustness.
9

Definition 4 H is circular 2-correlation robust if for any non-uniform polynomial-time distinguisher
A making legal queries to its oracle, the following is negligible:
¯
¯
¯
¯
` (n)
¯ Pr[R←{0, 1} in ; ACircR (·) (1n ) = 1] − Pr[ARand(·) (1n ) = 1]¯.
Next, we show that this notion of security suffices to prove security of the free-XOR approach:
Theorem 3 Consider the protocol described in Section 2.2 for two-party computation in the OThybrid model. If H as used there is circular 2-correlation robust, then the resulting protocol is secure
against a semi-honest adversary.
Proof The case where the circuit generator is corrupted is trivial. Therefore, we consider corruption of the circuit evaluator B. We describe a simulator who is given the input of B and the output
z ∈ {0, 1} of evaluating the function, and must provide B with a simulated garbled circuit that is
indistinguishable from the actual one that would be sent during a real execution of the protocol.
The high-level idea is exactly the same as in [26]; the crucial difference is that we reduce to circular
2-correlation robustness of H.
The simulator proceeds as follows:
1. For each wire i in the circuit that is not an output wire of an XOR gate, choose wi ← {0, 1}n
and λi ← {0, 1}.
2. For each wire k in the circuit that is the output wire of an XOR gate with input wires i, j
(for which wi , λi , wj , λj have already been defined), set wk = wi ⊕wj and λk = λi ⊕λj .
3. For each non-XOR gate g in the circuit with input wires i, j and output wire k, output
the four ciphertexts c00 , c01 , c10 , and c11 as the corresponding garbled gate, where cλi λj =
H(wi kwj kg)⊕(wk kλk ) and the remaining three ciphertexts are uniform strings of length n+1.
4. For the output wire o, set πo = λo ⊕z.
Say i1 , . . . , i` are the input wires of the circuit belonging to the circuit generator, and j1 , . . . , j`0 are
the input wires belonging to the circuit evaluator. The simulator gives to B the values wj1 , . . . , wj`0
(as if they came from the calls to the OT functionality), and the simulated communication that
includes (1) the keys wi1 , . . . , wi` , (2) the garbled gate for each non-XOR gate in the circuit, and
(3) the value πo corresponding to the output wire.
We claim that the simulated view is indistinguishable from the real-world execution of the
protocol. Assume there is an adversary B who can distinguish the two distributions when the
inputs to the parties are x and y, respectively, and the output is z. We show an adversary A who
breaks the circular 2-correlation robustness of H. Given access to an oracle O (that is either Circ
or Rand), adversary A does as follows:
1. For each wire i in the circuit that is not an output wire of an XOR gate, choose wi ←{0, 1}n
and λi ←{0, 1}.
2. For each wire k in the circuit that is the output wire of an XOR gate with input wires i, j
(for which wi , λi , wj , λj have already been defined), set wk = wi ⊕wj and λk = λi ⊕λj .
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3. For each wire i, let bi ∈ {0, 1} be the actual value on wire i; this can be determined since A
knows the actual input (x, y) to the circuit. Set wibi = wi and πi = λi ⊕bi .
4. For each non-XOR gate g in the circuit with input wires i, j and output wire k, output the four
ciphertexts c00 , c01 , c10 , and c11 as the corresponding garbled gate, where these ciphertexts
are constructed as follows:
• cλi λj = H(wi kwj kg)⊕(wk kλk ).
• For (α, β) ∈ {0, 1}2 such that (α, β) 6= (λi , λj ), do: Set bα,β = 0 if g(α⊕πi , β⊕πj ) = bk
(recall bk is the actual value of wire k in the evaluation of the circuit on the given
inputs); set bα,β = 1 otherwise. Then query hα,β = O(wi , wj , g, α⊕λi , β⊕λj , bα,β ), and
set cαβ = hα,β ⊕(wk kλk ⊕bα,β ).
5. For the output wire o, set πo = λo ⊕z (where z is the known output of the circuit).
A gives to B the values wj1 , . . . , wj`0 (as if they came from the calls to the OT functionality), and
(1) the keys wi1 , . . . , wi` , (2) the garbled gate for each non-XOR gate in the circuit, and (3) the
value πo corresponding to the output wire. Finally, A outputs whatever B outputs. It is easy to
see that A makes legal queries to its oracle. Furthermore, it is also easy to see that if O = Circ the
view of B is identically distributed to its view in the real execution of the protocol on the given
inputs, whereas if O = Rand the view of B is distributed identically to the output of the simulator
described previously. This completes the proof.

5

Conclusion

The free-XOR technique has been extremely influential, and is currently used in all implementations
of the garbled-circuit technique because of the speedup that it gives. It was previously known that
this approach is secure in the random-oracle model; it was also (perhaps) intuitively clear that
some variant of correlation robustness would suffice, but the exact notion of correlation robustness
needed was left unspecified. In this work, we explore this question. We show that the natural
variant of correlation robustness (extended to handle hash functions taking several inputs, rather
than one input) is not sufficient, and identify a previously unnoticed circularity in the free-XOR
construction that causes the difficulty. We are thus motivated to propose a new, stronger notion of
correlation robustness, and we prove that this notion suffices.
Several intriguing open questions remain. First, is there a garbled-circuit variant where certain
gates can be evaluated “for free” without relying on assumptions beyond CPA-secure encryption
(which is all that is needed to prove security of garbled circuits in the OT-hybrid world)? Alternately, can our definition of circular 2-correlation robustness be realized from standard cryptographic assumptions?
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