How to Read a Signature?
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Abstract. In this note we describe a cryptographic curiosity: readable messages that carry
their own digital signature.
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Introduction

The his Polygraphiæ libri sex [1], Abbot Johannes Trithemius3 describes a message encryption
method called the Ave Maria cipher.
The cipher is a table of 384 parallel columns of Latin words. By taking words representing plaintext letters it is possible to construct ciphertexts that look like innocent religious
litanies. For instance (cf. Fig. 1) the plaintext iacr will encrypted as Judex clemens conditor
incompræhensibilis.
In this work we apply Trithemius’ idea to digital signatures.
Given a natural language message m, we describe a process L, called literation, transforming m into an intelligible message m′ = L(m) having the same meaning as m and
containing a digital signature on m.
When message and language redundancy allow, m might also be embedded in m′ .
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Signature Reliteration

Given a security parameter k, a signature scheme is classically deﬁned as a set of three
algorithms (K, S, V):
– A probabilistic key generation algorithm K, which, on input 1k , outputs a pair (pk , sk )
of matching public and private keys.
– A (generally probabilistic) signing algorithm S, which receives a message m and sk , and
outputs a signature σ = Ssk (m).
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Fig. 1. The Polygraphiæ libri sex page describing the Ave Maria cipher

– A (generally deterministic) verification algorithm V, which receives a candidate signature
σ, a message m and a public key pk and returns a bit Vpk (m, σ) representing the validity
of σ as a signature of m with respect to pk i.e.:
σ = Ssk (m) ⇒ Vpk (m, σ) = true
In many, if not most, cases m is a natural language text formed of words m0 , . . . , mℓ−1
separated by blanks and punctuation marks.
Each word mi belongs to a set Ci = {ci,1 , . . . , ci,ti } of ti synonyms4 . Ci is a singleton if
the word mi has no synonyms. We assume, for the sake of simplicity, that:
i ̸= j ⇒ Ci ∩ Cj = ∅
It is assumed that when a word mi is replaced by a synonym m′i ∈ Ci the global meaning
of m (for a human reader) remains unmodiﬁed.
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For instance, Almighty, Creator, God and Lord all stand for the same concept.

3
Given a message m, we describe a process L, called literation, transforming m into an
intelligible message m′ = L(m) having the same meaning as m and containing a digital
signature on m.
The advantage of such a format is that the document can be read and understood by a
human (e.g. dictated over the phone) while remaining veriﬁable by a machine.
To produce m′ , algorithm L proceeds as follows:
– Construct the ordered set meaning(m) = {C0 , . . . , Cℓ−1 }.
– Encode the signature σ = Ssk (meaning(m)) as a string σ0 , . . . , σℓ−1 where 1 ≤ σi ≤ ti .
– Output m′ = c0,σ0 , . . . , cℓ−1,σℓ−1 . Note that meaning(m) = meaning(m′ ).
For a human reader, the message m′ has the same meaning as m. Signature veriﬁcation
is trivial: extract C0 , . . . , Cℓ−1 from m′ , infer σ0 , . . . , σℓ−1 , reconstruct σ and verify it.

3
3.1

Extensions
Message Recovery

If synonyms do not appear with equal probability and if m is large enough, m might be
embedded in m′ as well. Let µi denote the index of mi in the set Ci = {ci,1 , . . . , ci,ti }. In
other words:
m = c0,µ0 , . . . , cℓ−1,µℓ−1
We refer to the string of integers style(m) = µ0 , . . . , µℓ as the style of m.
The {style(m), meaning(m)} is hence an alternative encoding of m.
Apply any compression algorithm A to style(m), deﬁne d = A(style(m))|σ and literate
d over m as described in section 2.
To recover m and verify σ proceed as follows: infer d, split d into two parts, verify σ
as explained in section 2 and decompress the leftmost par A(style(m)). Given style(m) and
meaning(m′ ) = meaning(m), infer m.
Message recovery will be possible only if the lm is long enough and if the distribution of
synonyms presents important biases.
3.2

Application to html

The embedding of digital signatures in html ﬁle is possible as well given that in html the
eﬀect of many operators and attributes commutes. e.g.:
meaning(<i><b>word</b></i>)
=
meaning(<i><b>word</b></i>)
=
meaning(<i><b>wo</b></i><i><b>rd</b></i>)
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