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Abstract

We present a computationally sound first-order system
for security-analysis of protocols that places secrecy of
nonces and keys in its center. Even trace properties such
as agreement and authentication are proven via proving
a non-trace property, namely, secrecy first with an induc-
tive method. This results a very powerful system, the work-
ing of which we illustrate on the agreement and authen-
tication proofs for the Needham-Schroeder-Lowe public-
key and the amended Needham-Schroeder shared-key pro-
tocols in case of unlimited sessions. Unlike other available
formal verification techniques, computational soundness of
our approach does not require any idealizations about pars-
ing of bitstrings or unnecessary tagging. In particular, we
have control over detecting and eliminating the possibility
of type-flaw attacks.

Keywords. cryptographic protocols, formal methods,
first order logic, computational semantics

1. Introduction

In the first-order logic framework, protocol correctness
is analyzed by defining a syntax with adding some axioms
(expressing security properties etc.) to the usual axioms and
inference rules of first order logic and then proving some
security property directly. This is in contrast with other
methods that eliminate the possibility of successful formal
(Dolev-Yao) adversaries. In those latter other approaches,
for computational soundness, it is necessary to show that the
lack of successful formal adversaries lead to a lack of suc-
cessful computational ones. However, no-one has managed
to do this satisfactorily, as such a theorem always requires

to significantly limit the capabilities of computational ad-
versaries as to this date there is no complete formal descrip-
tion of computational adversarial capabilities. In contrast,
a logical method, like the one we present, does not require
the notion of formal adversary. The link to the computa-
tional world is done by assigning a class of computational
structures to the syntax, proving that the axioms and infer-
ence rules hold (computationally) there, and so the elements
of this class can work as computational models of the syn-
tax. This way, a property provable in the syntax must be true
in any such computational model.

In earlier logical methods as [14, 10, 2], trace properties
were not proven via secrecy of encryption, but, instead, via
rather limited aspects of the secrecy of encryption. Namely,
in case of public key, via axioms saying that if something
was encrypted honestly with an honest agent’s public key,
and this thing later appeared in a different form, then it had
to go through the agent whose key was used for the encryp-
tion. Hence, the strong notion of computational secrecy was
limited to this trace aspect of it. Instead, we now consider
the following predicates:

SeCT(<A17 8] An>7t7 N)

and

KeySec, ((A1, ..., An), t, K).

The meaning of the first is the following: agents not in-
cluded in Ay, ..., A,,, and also the adversary, based on their
views of the protocol until time 7, and providing them ¢,
they cannot differentiate the nonce N from another nonce
N’ that was generated independently of the protocol. The
meaning of the second one is that the key K can be used for
secure encryption until 7 by any of Ay, ..., A,, evenif t is re-
vealed to the public.



The rough idea of protocol proof is then to derive from
a set of axioms that if Ay, ..., A,, are honest participants of
the protocol carrying out only their protocol roles, then for
each of their send actions,

[Key|Sec ((A1, ..., An), N/K) N A; sends’t
implies
[Key]Sec_((A1, ..., An), t, N/JK) N A; sends’t,

where A; sends’t means that A; sends t in its session ¢
at time 7 and [Key]Sec_ is either Sec or KeySec, N/K
is a nonce or key. Note that ¢ in the send action and in-
side the secrecy predicate are the same. This means that if
N (or K) was uncorrupted until sending ¢, then the send ac-
tion will not corrupt N (or K), as the secrecy of it holds
even if ¢ is revealed. The core part of the protocol proof
is to build ¢ up inside the security predicate from its parts
(e.g. t = {Ni, A}")). This is proven for every send action
of every honest agent, meaning that N and K are never cor-
rupted, because no send action corrupts them. For the com-
mitment problem, the formulation is a little different, prov-
ing that NV or K are not corrupted before a certain action
happens.

Once this way the uncorrupted nature of nonces and keys
are proven, the agreement and authentication properties can
be proven, as when uncorrupted nonces are received en-
crypted, they must have been sent by agents with respect
of whom the nonce is secret.

We also present a theorem, which says that for proving a
certain class of formulas (agreement and authentication are
such) the proof can be carried out in a simpler theory, which
is not sound, but the result of the proof is still sound.

This system hence has a number of advantages:

e It is a relatively simple, but very general system that
can provide computationally sound proofs of secrecy,
authentication, agreement for unlimited sessions.

e Does not require any idealizations about parsing bit-
strings or tagging for computational soundness.

e Parsing properties can be conveniently adjusted in the
term axioms. As a result, type-flaw errors in the form
of axioms missing for a proof can be detected, and the
set of axioms can be modified depending on what kind
of type-flaw errors we want to allow.

e As far as we know, for the first time without ideal-
ized parsing, provides computationally sound agree-
ment, authentication and secrecy proofs for NSL and
symmetric NS protocols (with IND-CCA public and
IND-CCA as well as for given plaintext unforgeable
public key encryptions).

e As far as we know, for the first time able to deal with
the commitment problem.

e The system implicitly also takes care of key cycles.
The axioms are such, that in case of key cycles, it is
not possible to prove KeySec for those keys, hence en-
cryptions with them cannot be used for proving secrecy
or authentication.

Related Work. Formal methods emerged from the semi-
nal work of Dolev and Yao [13]. The main approaches have
been on one hand logical such as in BAN logic [4], Pro-
tocol Composition Logic (PCL) [14], on the other hand
trace-based, such as strand spaces [15] or MSR [6]. Ac-
cordingly, linking formal and computational security in an
active setting has two major different approaches: a logical
working directly in the computational model with no sym-
bolic adversary as in [11, 2], or deriving computational se-
curity from the non-existence of formal attacks [1, 9, 8]. Re-
cently Roy et al. considered inductive derivation of security
in computational setting in [19].

We would like to thank Paulo Mateus and Hubert
Comon-Lundh for many inspiring discussions.

2. Basic Protocol Logic 2.0 Syntax

For the intuitive meaning of syntactic objects, let us clar-
ify the following: A computational execution of a protocol
is stochastic, with a sequence of coin tosses defining a tree
of coin tosses for each fixed security parameter. We will call
one branch, when all coins are fixed, a branch of coin tosses.
The set of all branches is the underlying probability space.

2.1. Language

Sorts. Our language is order-sorted, with the following sort
structure:

hseed

hname C name
hnonce

hkey
sessionid

C bitstring C bittree

timesection event

We require countably infinite variables of each sort.
timesection has three constant, 0, 1 and oo, while event
has one: D. We also introduce the error constant _L of sort
bitstring.

The intuitive meanings of the sorts are the following:

e hname is the sort of the names of honest (uncorrupted)
principals (we don’t model dynamic corruption here).
They as well as their long-term keys have to be fixed
before the run of the protocol.

e name represent principals in general. They don’t have
to be fixed before the run of the protocol. Their keys



do not have to be correctly generated. Any princi-
pal’s name may have non-trivial distributions. They are
known to the adversary.

e hnonce means honest nonces, which are honestly gen-
erated by some principal, with the correct distribution
and independently of everything that happened before.

e hkey means honest shared keys, which are honestly
generated by some principal with the correct distribu-
tion, independently of everything happening before.

e hseed represent honestly generated random seed of
encryptions.

e sessionid represents the session id’s that keep track
of the principals’ sessions. These are internal records.

e bitstring represents unparsed messages. Computa-
tionally, a sequence (in the security parameter) of bit-
string valued random variables (functions) over a non-
negligible part of the tree of coin tosses.

e bittree represents parsed messages. That is, labeled
ordered trees such that the leafs are labelled by items
of sort bitstring, while the internal nodes are la-
belled by one of the function symbols Pair, LPK Enc,
LSKEnc, SKEnc (see below). The child nodes have
to agree with the arities of the function symbols.

e timesection represents a moment of the execution.
Computationally, it assigns a natural number to every
branch of coin tosses, so it is a sequence of random
variables.

e cvent represents probabilistic events. Computation-
ally, non-negligible sequences (in the security parame-
ter) of sets of branches of coin tosses.

The computational interpretations of the sorts in Section
A.2 should clarify their meaning further.

Remark 2.1. The sort event is only needed for soundness.
In the authentication and agreement proofs, the proofs will
be correct even if we delete this sort from the axioms. How-
ever, in that case, the axioms will not be sound any more.
See Theorem 2.10.

We will denote variables according the Table 1.
Function Symbols and Terms. We introduce the following
function symbols with short notation. Please note from now
that the intuitive meaning of terms here is different from
what is common in computational semantics. {t}¢, is not a

ciphertext, but a parsed object. {t}, is the ciphertext.
e Pairing:

Pair : bittree X bittree — bittree
(t,t'y = Pair(t,t)
<t17 ta, ts..., tj> = <...<<t1, tz), t3>, vy tj>

hseed . T, T
hname A,B,...,Al,A%...
name Q,Q ....,Q01,Q-, ...
hnonce N,N/,...,N17N2,...
hkey K7K/’...7K1’K2,...
nonce Or hkey v, V/,...,Vl,VQ,...
sessionid 1,7, ... 01,19, . ..
s,s:,...751,32,...
X X n,n,...,ny,Ng,...
bitstring kK, .. ki, ka,...
m,m’,...,my,ma,...
bittree t,t:, R T 2 TR
U, Uy..., UL, U, - .
timesection T, T/,‘ ey T, T2,
event A,A/,...,Al,AQ,...
any variable v,V ..., V1,0, ..

Table 1. Convention of variables

Encryption with (long term) public key (of Q):

LPKFEnc : name X bittree X bitstring — bittree
{t}6, = LPKEnc(Q,t,s)

Encryption with long term shared key (of @ and Q’):

LSKEnc:name xname X bittree xbitstring —bittree
{t}oor = LSKEnc(Q, Q' t, s)

Encryption with shared session key:

SKEnc: bitstring X bittree X bitstring — bittree
{t}r = SKEnc(k,t,s)

Computation of the encryptions and pairings in a
bittree:

FEvaluate : bittree — bitstring
t = Fvaluate(t)

Message terms (we refer to them as “terms” in short, al-
though strictly speaking 7 and A are also terms as usual in
first order logic) are defined as:

T =t ‘ T‘ (T,T) ‘ (T}% ‘ {T}oor

{1}

All message terms are of sort bittree. We will sometimes
use the meta-symbols T, 7"... to denote compound terms.
We think of a term as the following tree. The expression un-
der the overline is not parsed as T is a bitstring.

Predicates. We introduce a number of predicate symbols,
the intuitive meanings of which require some explanation.
ot=tr=7,A=A
Equality up to negligible probability. For ¢ and ¢’ trees,
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Figure 1. Parsing tree

they must have the same tree structure with the same
function symbol labels, and equal labels on the leafs,
except for the encryption seeds.

o b=t T =7, A=A,
Ternary predicates. Equality up to negligibility re-
stricted to the event (subset) A. We will also use the
notation t =A t', 7 =A 7', A’ =a A”. Predicate =p
is the same as =, so = is a special case of =A.

o tC |
Ternary predicate. Meaning that the tree of ¢ equals on
A (in the above sense) a subtree of ¢/, and is not a leaf
corresponding to the random seed or the key of an en-
cryption. We will also use Ca. We also write T for
Cp. See examples below.

o T <7 ‘ A
Ternary. Time section 7 is strictly earlier than 7 of ev-
ery branch of A (up to negligible probability).

o A/ C A//|A
The A’ N A is a subset of A” N A (up to negligible
probability).

e () gene7’atesiN|A
Principal @) generates a fresh nonce NV at time section
T in session he labels ¢ on all (up to negligible proba-
bility) branches in A. Such N will be required to have
the correct distribution of nonces in A and be indepen-
dent of what happened until the generation.

o Q) receivesit‘A
On all branches of A, principal @) receives a message
in session ¢ at time 7 represented by ¢ and parses it
to reveal the subterms in ¢. ) does exactly as much
parsing as shown by ¢ (except for randomnesses in
the upper index of encryption which is not parsed).
That is, Q receives: {A, m, (N, K)}{ means that
received the message that as a random variable of bit-

strings is {4, m, (N, K)}{,, and parsed it to the point
of recording A and m and the bit string (N, K') (again,
r is never parsed, and (N, K) is not parsed either as
it is not a tree, but a bit string). Note, if ) is hon-
est, it only parses using its own decryption key, so

Q receives’ { A, Mg, implies Q = Q"

o Q sends.t| A
The meaning of this is similar to the receive action, but
in the opposite direction: it means on all branches of A,
@ in its session ¢ puts together ¢ from as many parts as
indicated in the expression, computes ¢ and then sends
it at time 7.

o Sec,({Aq, ...An>,t,u)‘A

This is called secrecy predicate. 1t is satisfied if prin-
cipals other than Ay, ... A,, together with the adversary
cannot distinguish v from a nonce (or key respectively)
generated independently of the protocol based on their
combined views of the protocol until (not including) 7
in A, even if they are given the bitstring corresponding
to ¢, that is, ¢. This is similar to the indistinguishability
notion of computational PCL, the main difference be-
ing that we have an additional argument for ¢, which is
essential for the direct inductive proof.

o KeySec ((A1,...An),t, K)’A

This is called key-secrecy predicate. 1t is satisfied if
Ay, ...A, can safely encrypt messages using K until
(not including) 7 in A, even if ¢ is given to them. More
precisely, agents not among Ay, ..., A,, and also the
adversary, based on their combined views of the pro-
tocol until time 7, and providing them access to the bit
string corresponding to £, they still cannot break the se-
curity game attacking the key K. This notion is simi-
lar to key usability presented in [12], the biggest dif-
ference being that we have an additional argument for
t, which is essential for the inductive proof.

If a predicate does not contain | A, it is meant to be |p.

Let7 <A 7 =VA' (A" CA =7/ £Lar 7).

We will write [Key]Sec when we mean Sec or KeySec.
In case of multiple occurrence of [Key]Sec in a sentence or
formula, either all are Sec or all are KeySec.

Since we do not have a special sort for lists of names, we
extend [Key]Sec to [Key]Sec(u,t,v) so that if u is not a
list of honest names, then the predicate gives false. We will
use the notation A = (Ay, ... A,).

We write [Key] SecT(ff, v) when no additional ¢ is re-
vealed. This is the same as [Key]SecT(f_f, A,v) for any A,
as A is known by everyone, so it does not reveal any addi-
tional information about v.

Example 2.2. In order to make the term structure more un-
derstandable, we include a few examples here for equality
and for subterm relation: if N # @, then Q £ {N}3)o:;
if N # s, thens L {N}3o: if N # N, then N £
UNE, N'Yoo: {NYE £ {{N}5, N'}5q- Notice, that
terms under the overline are not considered subterms. Vari-
ables in the indices are not subterms either. The terms
{N}5o and {N }fQ/Q, with different random seeds may, or




may not be equal. They are equal if and only if they com-
pute to the same bit string, that is, iff {N}SQQ, = {N}SQ'Q,.

Formulas. Atomic formulas g are either of the forms

po =@ actsit’A ‘ [Key]Sec_(u,t, I/)‘A

t=nt' tEA{'T<ATWZygAAN

Compound formulas are defined by
P on= ¢o‘ﬂ%0‘%0 A 90‘90 v <P‘<P - @‘VU@FWP

where v is any variable.

We use the meta expression ¢[0] to indicate the list of
all free variables ¥ occurring in . For ¢ a formula with no
|a testriction, let | A be an abbreviation defined as follows.
Let ¢, 1, @2 be formulas with no | restriction.
(PrA@2)| 5 = 01|y A p2| s
(p1Vp2)|y = 1|y V2|4
(=@)| , = —(e],)

(VA'g)|,, = VA (A C A —g,)
(3A'¢)|, =34 (A" CANY|,)
@V t/T @), =3V t/T 9|,
Furthermore, let

—“Ap =VA'(A'C A — <p|A,)
Let us introduce the notation:

Q1 actsi'ty;...; Qr acts) ty, =

I mk(0 < 1 <. <7 A Q1 actslﬁﬁtl Ao ANQr actsZ’katk)

and

Q1 actslll,ntl; s Qp acts;’imtk =
0 <7 <.<Tk AQ7acts]'_ t1 A ... AN Qg actsz’frktk

sT1

These are called trace formula. Each acts; is
one of generates, sends or receives. We also use
aq; .. (or a in short) to denote the formula
Q1 actsi'ty;...; Qp acts)Fty. For ad (= ai;...;00)
and 3 (= Si; ...; Bn), we say [ includes a , denoted by

acp,

if there 1is a one-to-one, increasing function
J:{1,..,m} — {1,...,n} such that oy, = (1.

Roles and Protocols. Roles of principals are described by
trace formulas of the form

ari=A actsy t1;...; A actsy, ty,

where t;’s are not allowed to contain the Evaluate and
Restrict function symbols. Protocols are a set of roles to-
gether with a list of values that the principals have to agree
on.

Example 2.3. Roles of the Needham-Schroeder-Lowe
protocol. We consider the Needham-Schroeder-Lowe pub-
lic key protocol [17], whose informal description is as fol-
lows.

1.A— B: {Ny,A}p
2.B — A: {Nl,NQ,B}A
3.A— B: {N2}B

Initiator’s and responder’s roles of the Needham-Schroeder-
Lowe public key protocol (denoted by Initnsr, and
Respygr,» respectively) with session id’s are described as
the following formulas.

Initisi[A, i, Q, N1, na,r1, s2,73] = A generates® Ny;
Asends'{N1, A}i); A receives'{ N1, n2, Q}52; A sendsi{ng}g’

B ./ / _ . i’ IS1.
Respisi|B,i', Q' ,n1, Nz, s1, 72, s3] = B recewes’ {n1,Q"}3;
1 . . i - )

B generates® Naj B sends® {nl,Nz,B}TQZ,;B receives’ {Na}3

They further have to agree that @ = A, Q' = B, ny = Ny,
Ng = NQ.

Remark 2.4. Notice that, for example, in the responder’s
role, we wrote B receives’ {n1,Q'} 5. We used nq1, ', s1,
which, according to our notation are of sort bitstring be-
cause they may have been created by adversary and there-
fore, be arbitrarily distributed.

Example 2.5. Roles of the amended Needham-
Schroeder shared-key protocol. We consider the amended
Needham-Schroeder shared-key protocol [18, 7], whose in-
formal description is as follows.

A—B:A

.B — AZ{A,Nl}BT

A—T: <A,B,NQ,{A,N1}BT>

T — A:{Ny, B,K,{K,Ny, A} pr}ar
.A—>BI{K,N1,A}BT

.B— A:{N;}k

7.A— B: {Ng,A}K

In the original protocol, there is N3 — 1 instead of (N3, A),
but for now we don’t want to extend our syntax with addi-
tional functions. We have to assume that A and the pairing
are such that (N3, A) #a Ns.

The initiator’s, the responder’s and the trusted party’s
roles are described as the following formulas. We consider
only a single trusted party, so we introduce a constant 7" of
sort hname for it.

NN AW~

LA . —
Initing[T, A, i, Q2, m1,m2, k, N2,ng, $3, 84,75] =
A sends' A; A receives'my; A generates® No;

, o A
A sends'(A, Q2, N2, m1); A receives’{ Na, Qa, k, ma }5p;
A sends'ma; A receives'{ns};*; A sends'{ns, A};°

B y / _
ReSPst[T;BJ Q1 k ,Nl,,]\fs,T1752,7“47;95] =
B receives® Q1; B generates” N1; B sends® {Q1, N1} pr;



./ -/

B receives' {k', N1, Q1}3r; B generates' Ni;
il T4, . i s5
B sends® {N3},7; B receives” {N3, Q1};5

TTUStZNS[TaiNaQII7Q/27K7 n15n27’5171ﬂ27r3] =

T receives” (QY, Qb na, {Q1,ni}qyr); T generates’ K;
i’ / /T T

T sends {n27Q27K7 {Ka nl?Ql}Qz’zT}Qg’IT

They further have to agree that Q1 = Q] = A, Q2 = Q4 =

B,n1 :Nl,nz :NQ,TLg :Ng,k:k/:K/.

Remark 2.6. Notice the variables my; and mso
in the initiator’s role. For example, the role
says A receives'{ No, Qa, k, ma} 52, instead of
A receives'{ Ny, Q2, k, {k,Nl,Ql}aT}ifT. The rea-
son is, that A does not parse that part of the mes-
sage, it does not look into the encryption, just forwards
ms. In the course of the agreement proof, we show that
mo = {k, N1, Q1} 757 when Q2 = B.

2.2. Agreement and authentication

The authentication and agreement properties that we
consider have the following general pattern: An honest prin-
cipal thinks he finished a session with certain other princi-
pals. Assuming that the others are also honest, we would
like to prove that he really did communicate with the oth-
ers, the others finished their parts, and the sent and received
items that should be the same according the protocol, were
indeed the same.

For example, in case of the symmetric NS protocol, if the
responder B finished a session with A and T, that is,

B -/ !
RespsNS[T?A?Z ,Qlak ,N17N3,T1,8277'4,85]

is satisfied, and the others are carrying out their roles hon-
estly, and generate and encrypt honestly, then we want to
show that the others did have a session with the responder,
and they agree on the messages involved. We want to prove
that for some 4, i/, No, mq, ma, S1, I'2, S3, I'3, S4, 5,

A ) ’
InZtsNS[T’A7zaBam17m2a k 7N27n37$37 847T5]a

T -1/ !
WUStsNS[T7’L 7AaBak aN17N23517r27T3

are also satisfied.

We first need to formulate what it means to follow the
roles honestly and not doing anything else. Let us introduce

the following abbreviation:

Only A (A actsitr;...; A actsity) =

dr..m | A actsiﬂtl; A acts}vcyfk ti\
Vot th (A acts) gt A acts,

*}/\Tj:T]{/\t‘j:t;‘)
J

) / ) /
/\ A actsy gy 1t A acts}ﬁl’,’/ctk))
(actspy 1., actsg 1 y) ¢ A
Le{l,....k+1}A
(actsgqyr . actsgyp) €
(actsy, e, actsy,)

The meaning of this is that A in session ¢ carries out these
and only these actions. It is a consequence of this definition
that for @4+, 347 if A% ¢ @4, then

OnlyA(&A’i) N (d»A,i A = EA,i)|A

LA Aji ; . DAL
For @47 = a7 ..;a " and 0 < j < n, let ag’jz de-
note an initial segment of @4+ ending with a;"z, ie.,

SAG A Ayi

acy =o0q7 550

Let OnlyA(o'Z‘;"oi) = —3t(A generates’t V A sends't V
A receives't)| o and S = {0, n}U{jEt(af’i = A sends't)},

A\ —A L
Foll(a4%) = VA \/ OnlyA(aZy)
JES
This formula means that A in session ¢ does nothing but fol-

low a&+%, and may finish it, or stop after a send action, but
not after a receive action. Finally, for a*[A, i, 7], let

FOLL(a®) = Vi3mFoll(a™'[A, i,m])

that is, A, in each of its sessions, follows o* with some val-
ues. For example, a principal is carrying out the symmet-
ric Needham-Schroeder protocol’s initiator’s role in each
of his sessions and does nothing else, if

FOLL(Initisy) =
Vi3Q2m1m2k‘Ngn383S4T5
FOll([nthNs’[Ta A7 i7 Q27 mi,ma, ka NQ; ns, 83, 54, TS])

In general, the authentication property from A’s view has
the following form:

Role™'[A] A \ FOLL(Role"[G]) — \3i' Role™ "' [4/Q)]
BCA BCA
Meaning that if principal A finishes his role playing with
principals in A who honestly follow their roles playing with
some principals C}, then they all have a session that they car-

ried out with the group A. Agreement further requires some
values of their roles to match. In case of the symmetric NS



protocol, authentication together with agreement from the
responder’s view takes the form:

RespsBNS[TvBailvA7k7N15N3ar17825r4785}

A FOLL(Initins) A FOLL(Respig) A FOLL(Trustlys)
F 3ii" mima Nos1marssssars (1)
(Initixs|T, A, i, B,mi, ma, k, N2, N3, 53, 54,75)

A TmstsTNS[T,i",A,B,k,Nl,Nz,sl,rg,rg])

2.3. Secrecy Preservation

As we mentioned in the introduction, the central idea of
our system is to prove first that the send actions of hon-
est participants in a protocol do not corrupt the secrecy of
nonces or keys. That is, if they were secret before the send
action, then they are secret immediately after. Of course,
some nonces and keys may be revealed and are revealed
without any problem. For example, those nonces that were
generated by an honest participant in a session that is played
with a corrupted participant are of course allowed to be re-
vealed. The first idea that comes to mind is that we prove
this secrecy preservation for nonces or keys v that satisfy
some condition C[v]. Therefore, we want to prove is some-
thing like

‘V’Aitl/TA(A CAAC[Y] A Asendsit A [Key]SecT(A_‘, v)
— [Key}SecT(ff,t,u))‘A

which is actually two properties, one with Key, one with-
out it. This would mean that for each send action of the prin-
cipals of the group A, if any v satisfying C [V] is a secret of
the group before the send action, then it is not corrupted via
the send action, as revealing the sent item maintains the se-
crecy of it. If we could prove this for a protocol, then it
would ensure the secrecy of such v’s all the way trough as
they are never revealed. However, this turns out to be nor-
mally impossible to prove. The property that we need is that
if secrecy before the send action holds even if we reveal cer-
tain other things, then the secrecy is not corrupted with the
send action. So accordingly, we define the following prop-
erty: Let C'[v] be a closed condition on v, and C’[u] a closed
condition on term u. We also assume that neither C, nor C’
contain any A’s.

[Key]SecSend(A, C,C") =
VAitvur A <(A CAANCAC [ulAvZu A A sendsit)|A )
AVU'A' (A/ CANCTIAVZ Y — [Key}Sec_r(A_‘7 o, 1/)) ’

— [Key)Sec_(A, (t,u),v) |A>

Or, somewhat relaxed version is also sufficient:
[Key]SecSend(A, C) =

VAiturt A <(A CAANC,ulAA sends’t) |A
/\VV'U'A'(A'QA ACW W] — [Key]SecT(fY7 o, 1/)) ‘A/ 3)

— [Key]SeCT(ga (t,u), V)|A)

with C[v, u] a condition on v and u.

Example 2.7. (Preservation of Secrecy in the Needham-
Schroeder-Lowe protocol) For example, in case of the
NSL protocol, where A = (A, B), we can prove this prop-
erty fixing C' as

C[N] = Jirn(A generates'N; A sends'{N, A}%,
VB generates' N; B sends'{n, N, B}g)

and C’ as

C'lu] =Vt Cu — Im(t =m) vV Iita(t = (t1,12))
AVm(m C u — Ji(A generates'm V B generates'm))

Here, C[N] expresses that N was generated by A and in-
tended to B, or NV was generated by B and intended to A.
The formula SecSend(N, u) guarantees the preservation of
the secrecy of such a nonce. Of course, if N does not sat-
isfy these conditions, that is, if it was not intended to be be-
tween A and B, then we do not care about its secrecy. The
first line of C’[u] line expresses that the only function sym-
bol that appears in w is the pairing, and the second line ex-
presses that all bitstrings of u were generated by A or B.
So we have that » has the form v = (N, ..., N;), where
Ni, ..., Nj were all generated by A or B. Then N [Z u ex-
presses that N # N; for 1 < i < j. So what SecSend tells
us is that for each message that was sent by A or B, if all
N’s that were intended to be between A and B, were the se-
cret of A and B before a send action, even when the other
nonces generated by A and B are revealed, then all such
N’s remain secret after sending the message.

Example 2.8. (Preservation of Secrecy in the symmet-
ric Needham-Schroeder protocol) In case of the symmet-

ric NS protocol, where A = (A, B, T'), we can prove for ex-
ample the preservation of secrecy of the shared key by fix-
ing C as
C[K] = " ninarars(T genemtesi”K;
T Sendsi” {n27 B7 K’ {K7 ni, A}ET :13T)
And C'[u] as
C'lu] = Vt(t Cu — Im(t = m) V Itata(t = (t1,t2))
AVm(m Cu — Ji(T generates'm \V B genemtesim))
Here, too, C[K] ensures that K is generated by 7', and

meant for A and B. With these definitions, we are able to
prove KeySecSend({A, B,T),C,C").



Commitment problem. For the sake of discussing com-
mitment but sticking to the symmetric NS protocol, let us
now assume that we would want to prove the secrecy of K,
and not the key secrecy. Since at a certain point, B sends
the message { N3}, and A sends { N3, A}}2. From this on,
K becomes distinguishable from another randomly gener-
ated key. In fact, already after sending {N3}}!, K may al-
ready not be indistinguishable. So there is no hope to prove
SecSend in its previous form, for all send actions of A and
BandT. Let

Reveal,((A,B,T), K)[N3,r4] = B sendsi/{Ng}}'é.
Then, instead of (2), we can prove
SecSend(A,C,C’, Reveal) =
VAitvurmA (@1 CAANC) AC'[u] AvZu A Asendsit)]
AVA (A’ C A A Revealr(A,v)lii] — 7 < ') ‘A,
AV A (A’ CANCTW] AvEu'—[KeySec, (A, u/)) ‘

SN [Key]kS’ecT(z‘_f7 (t, u), V)|A>'

2.4. The Axioms of Basic Protocol Logic 2.0

Finally, we present the axioms. We extend the usual first-
order predicate logic with equality by adding the following
sets of axioms.

(I) Axioms for the stochastic structure of the sets
branches of coin tosses.

(1) Events

(@) A1 Ca A2 ANA2 Ca Az — Ay Ca Az

(b) A1 Ca A2 ANA CA Az = A =p Az

() ACD

(d At CANAL CaA Ay — A C Ay

@ A"CAANA;L Ca Ay — Ay Car Ay

0 FIAAL CANA, CAAVA (A1 CA'ANA CA —
A CAN).

It is possible to show that all such A’s are equal, so it is

unique, and we can call it A; U Ag. Let the formula A =
A1 U As be the abbreviation for A1 C AAA; C AA
VA" (A1 € A"AAy € A" — A C A). Further, for ¢
containing no restriction | A let

S0|A1uA2 = ¢|A NA=A1UA;

(2) Time sections
@ n<am ANT2<am — 71 <A T3}
(i <aT2e A T2<aTi);
b)) 0<aATV T=A03
T<al—=7=A0;
T<AO00 V T=aA00:;
©) VAACA =T AT AT £aT) =T =p T

A/

(II) Reflexibility and substitution properties of =A. They
express that =a has the usual properties of equation in first
order logic when the predicates are restricted to A.

D) v=av;

(2) For any function symbol f,
v=pa0 = f(nv,.) =a fl000)

(3) If ¢ is any of the atomic formulas without | ArVisa
variable in ¢ and ¢y, is a formula that we get from ¢
by replacing some occurrences of v by v/, then

v=av' Aoy = #0la

(III) Restriction of formulas by | A

(1) Restriction of formulas. The meaning of this is that the
atomic formulas are such that they keep their validity
by restriction. For example, if two terms are equal on
A, they are equal on every subsets of A; if a term was
sent on a set, it was sent also on every subset, etc.

If ¢g is an atomic formula without | A» then

A'gA/\apo|A—>gﬁo

A/
(2) Extension of formulas to unions:

(a) If ¢} is an atomic formula without | N then

WO‘AI A ‘pOIAQ - @O‘AIUAQ

The meaning of this is that the atomic formulas (ex-
cept subterm) remain valid by unions.

(b) If ¢ is a formula without | , , existence of a term satis-
fying ¢ on two events results in the existence of such a
term on the union of these two events as long as ¢ is re-
strictable and extendible to unions.

EIm/T<,0|Al A3m/7¢’A2
AVA' (A CANp|, = o)
AVAL A (0] o Al a, = @l aiin,)

—3Im/T ¢’AIUA2

(3) Let ¢ and ¢’ be formulas without ‘ A~ The meaning of
the following is, that if for all A, ¢ on A implies ¢’ on
a subset of A, if ¢ keeps its validity by restriction, and
if ¢’ keeps its validity by restriction and union, then we
have that ¢ on A implies ¢’ on A. So it is enough to
prove ¢’ on a subset of each set. (The soundness proof
of this is not difficult: the largest subset of A, where



¢’ holds must be A, otherwise easily get a contradic-
tion by making it even larger.) Let ¢ and ¢’ any for-
mulas. Then

VA (g, = 30(A AN )
AVA' (A CANg|, — o,
AVA' (A" CANY |y = @] o)
/\VA1A2(‘PI|A1 A@/|A2 - ¢/|A1UA2))
— vA(‘p|A - (’DI|A)

(IV) Term axioms. These are the axioms that result the ex-
amples we listed in Example 2.2. They also express that
pairing is invertible, that a ciphertext decrypts to the correct
plaintext by the correct key. They also express that correctly
generated nonces, keys, encryptions cannot be the same ran-
dom variables as other correctly generated items. Etc.

(1) Axioms for = with not involving ~

(@ (t1,t2) =a (th,t5) — t1 =a 1] Ata =a 15 3

) {t}o =a {t'}g = t=nt'"NQ=2Q";
{t}o.0, =a{t'}01q, 2 t=at'A (Q1=2 Q1AQ2=a
Q5) V (Q1 :A,Q/z/\QQ =aQ1));
{t}z =A {t/}i/ — t =A t/ Nk =A k/ H

© {t}o #a (t1,t2) 5 {t}o #a m 5 {t}o #a
{t/}ale 5 {t}ale #a <t17t2> 5 {t}f;)le Fam;
m#a (ti,t2) 5 {thi #a (tit2) 5 {thi #am

(d A#a N; A#A K

(e) {t}ZhQ2 =A {t}éle 5

(2) Axioms for = with involving ~

(2) m=am;

(b) For any function symbol f, f(...,¢,...) =a f(..e,t,...) 3

(©) :A(J_f (t1,t2)) A<l17t2> =a (th,th) — t1 =a E/\
to =A t'QA—\A(J_:quJ_:tQ) H
—all=a {B3) A {3 =a {1} —T=a 3
ﬁA(J‘ A {t}éle)/\{t}sQle A {t/}sQllQQ - izAF ;
Sa(L=a ) At =a {t —t=at;

@ {8 =a {14y = {85 =a {45 3
{t}ale A {t}22/1Q2 - {t}Zth =A {t}22/1Q2 5
Mr=a 007 — {i=a (i s

@ {t}h #a A's  {t}h 4, #a A5 {thk #a A
({83 # N A {84, # N A {5 # N)| 4 5
({3 # K A {tVa,a, # KA ) £ K)| 45

(f) For any compound term 7" containing only variables of sort
hseed, hname, hkey or hnonce,
(NETAN#N)WKCTV{t} ET—-T#N')|, ;
(NCTV(KCTAK#K')V{t}  CT—T#K')

(g) For any function symbol f, f(...,L,...) =a L

(3) Axioms for C

(@ t1 EataoNta Eats = t1 Eats s

(b) tCati VEtEAta =t La (t1,t2) 3

(©) t1 Ca ta — t1 Ca {t2}g 5 t1 Ca ta — t1 Ca
{t2}5,0, 3 t1 Cata —t1 Ca {ta}i s

(4) Axioms for C and =

A£ A — A#a A

N

(a) ti=ata = t1Cata;
(b) tEam —t=am;
(©) tCa (t1,t2) =t Cati VECA t2 V (t1,t2) =a 3
(d) t1 Ea {t2}6 — t1 Ca ta V {t2} =a t1 3
t1 Ca {t2}0,0, — t1 Ea t2 V {t2}0,0, =a 113
t1 Ca {t2}i = t1 Cata V{t2}; =a t1;

t1Eata ANt2Eats — t1=at2

(V) Trace with Secrecy: These axioms describe what can
be revealed while still maintaining the secrecy of v. They
are used in the course of proving [Key|SecSend, that is,
that send actions don’t corrupt keys and nonces. In order
to make the formulas less messy, we introduce a short-
hand notation: [Key]SecT(ff,t 25 t',v)|a means p|a A
[Key)Sec (A, t,v)|a — [Key]SecT(fT, t',v)|a.

(a) Items that were not yet generated, cannot be already cor-
rupted and cannot already corrupt:
(Q generatesiv A" < T) |A — [Key]Sec_, (A, v) |A ;
(Q generates'v A=3tT A’ (Q sendsttAv CtAT< 7")
— [Key|Sec_, (A,Z/))|A H

- Q genemtesiu’/\T'<T / .
T
[Key]Sec,, (A,t {t,v),v)| 43

’
i (VEtAT<T
Qgen'v'A HtTA( Qendsit )

A’

[Key]SecT,(fY,t AL ('), 1/)

(b) Names are public, so revealing them does not corrupt:
[Key]Sec. (A,t — <t,Q>, 1/)|A ;
(c) Revealing something ¢ that was already revealed, shown by
a send or receive action, cannot corrupt secrecy:
(Qsendsfrt \Y, Qreceivesit) |A A T <aT
A [Key}SecT,(/f, ', V)’A_) [Key]Sec_, (A‘, (t,t"),v) ‘A H
(d) Something that is secret at time 7', was also secret earlier:
T <aT'A[Key]Sec (A, t,v) !A—> [Key]Sec, (A, t,v) |A;
(e) Secrecy relative to different groups of principals:
VA(AC A— AC A') A [Key]Sec, (A t,v)]
— [Key]Sec._ (fY’,t,V) ’A ;
(f) Manipulations of pairing inside the secrecy predicate:
[Key]Sec.. (A, <t, t/> — 1, l/) |A ;
[Key]Sec.. (A,t — <t, t>, 1/) ’A;
[Key]Sec.. (A‘, <t, t/> — <t',t>,u)‘A 5
[Key)Sec, (A, ((t,),87) — (¢, (¢',£")),v)
(g) v reveals itself:ﬂ
—[Key]Sec. (A7 v, V)‘A ;

(h) Corruption depends only on the bit string, not how it was cre-
ated: .
[Key]Sec (At «——t,v) ‘A H
(i) Honest encryptions of ¢’ by secure keys cannot corrupt v:
- ACA r
[Key)Sec, (A,t — <t7 {t/}A>7”)‘A ;
[Key]Sec. (A,t AeAn AT, (A aa ) v) o s
SecT (g’t KeySec(A,(t,t"), K)ANK#v <t, {tl}}‘(>’ l/) ‘A ;
KeySec, (/T, <t, t'> — <t7 {t/}%% K) |A ;
() If t' does not corrupt v, then its encryption does not either:
ey|Sec (A, {t,t") — (t,{'}g),V)|A 3
[Key)Sec, (A, (t,t') — (t,{t'}5),v)|

>
A

a3




[Key|Sec. (A (") — (6, {t'Yo0r ) |A H
[Key]SecT(A (t,t' kY — (¢, {t'}%), ’A ;

(k) If ciphertexts of corrupted encryptions don’t corrupt v,
then the plaintext cannot either, as corrupted encryp-

tions don’t provide any secrecy:
QZ An
Sa{ry=1

[Key]Sec, (A, (t,{t'}o)——— <t ' AYS) V)| 53

QZA/\
[Key)Sec, (&, (t.{¢ }QQ>}—><t E At Vo) yA,
[Key]Sec (A, (, (¢ Ve, K200y v inre K1), v )3

Remark 2.9. Key cycles. Note that this system takes into
account that key cycles may corrupt security. The third item
of V,j. has the condition KeySec(A, (t,t'), K): even if we
reveal ¢/, that is, the attacker is free to submit it to the en-
cryption oracle, the goodness of K is maintained. In a proto-
col that allows key cycles, this condition cannot be proven.

(VI) Axioms for relationship between properties. The
following axioms connect actions, terms and cryptographic
assumptions. Please note, that for better readability, we do
not put out | A to the axioms where A for the premise and
for the conclusion are the same. Each axiom is limited to A.

(1) Actions and terms. The following axioms express that terms
cannot be arbitrarily generated, sent.
(a) A term cannot be sent or received or generated and then gen-
erated:
WtV {t}Ct)
— —(Qz sends Vreceives'Ygenerates'it;Q1 generates'v).
(b) Nothing can be generated in two different sessions or two
different principals:
(@1 genemtes v1 A Q2 genemtesz2 Vo N\ V1 =1
— (11—12 A Q1= Q2 /\T—T))
(c) Something that was generated and then received by an hon-
est agent, had to be sent in the same session as it was gener-
ated, before receiving it:

((v Et2 V{t}} T ta) A A generates™ v; Q' receives™ts) | |

— Ft'S A(ACAA (W Tt Vv {'} Eh)
A A sends™ t1; Q' receives™ts) ’A,)

(d) Something that was sent by an honest agent had to be ei-
ther generated by him, or received from someone else:
(mCta Vv {t};, Cta) A Asends'ts) |A

— EltlA’(A’ CAA (A generates‘m; A sends'ts
V (A receives*ti; A sends'ta A (m C ¢ V {t};, C
Mla)-

(e) Something on which an honest action was carried out, can-
not be the error L. (t C t' Vt = A) A (Asends't’ Vv
A receives't’ V A generates't’) — —p(t = 1)

(f) All honest nonces and keys were sometime generated:
JAIA(A generatesN|a)

(2) Secrecy. This axiom expresses that if no send action cor-
rupted v, then it had to remain uncorrupted. The axiom spec-
ified here is not suitable if reveal action is allowed. In that
case security will hold until the reveal action (in Appendix).

For A = (A4, ..., A,) we postulate
([Key}SecO(g, uw,v) A CV]AC' [ul Av Zu)l,

A [Key]SecSend(A, C,C")

— [Key}Secoo(f_f, u, y)|A

(3) Ciphertext integrity with public key. This says that if a

message of the form {t'}% was received, and if {¢'}% does
not corrupt v, but ' does, then, at least on a part of the
traces (the part on which ¢’ corrupts v), {t'}% had to be cre-
ated by one of the principals in A as only they may know
v. This axiom is sound as long as the public-key encryp-
tion satisfies IND-CCA security:

({t'}‘z Cto A Areceivesi2ta Ao <7
A [Key]SecT(/Y, (t,{t'}a), v)A—[Key|Sec, (A, (t,t), 1/)) )A

— I arn A (A CA AN CAA{HCR
AEY = {7} A (A' sends®i t1; A receives’ tg) ‘A/ )

(4) Ciphertext integrity with long-term shared key: This ax-
iom expresses the unforgeability (see section 3) of the shared
key encryption for given plaintext. That is, if {t'}} 5 was re-
ceived, and if it contains a randomly generated nonce or key,
then it had to be created and sent either by A or B:
(AreceivesZta A {t}ap Cta N NCt V K'C 15)|A

— EIA/iltlt’A/(A’ CAANA'=AV A =DB)
A (A sendsitti; A receives%ta A {t'}ag C b
ANty = {tl}rAB)) |A’)

(5) Ciphertext integrity with shared session key

(a) This is the same as the previous for an uncorrupted key K:
(KeySec,, (A, K) A Areceivesi2ts A {t}i C ta

ANCtV K Ct)],
— JAiutit'rn AN (A CANACA
(A' sendsit t1; A 7“ecewesz2 to
MY Etn A {tr = {35) o)

(b) This axiom is similar to the one for public key. It says that if
{t'}% does not corrupt v but ¢’ does, then, at least on a part
of the traces, {t'}% had to be created by one of the principals
in A. Note, that this axiom does not require that K is uncor-
rupted. Nevertheless, soundness needs the IND-CCA prop-
erty of the encryption.

(AC A A {}x C t

T < T2 A [Key]SecT(/Y

—[Key]Sec._ ( RORANY )|A
3 ity t e A (A’ CAANA CAN ({t”}} Ct

Aty = {t" Y5 A A’ sendsit t1; A receives®: t2> ‘ )
A/

A Areceives%tg A
A ) y) A

Let the presented theory be called 7. Let 7" be the the-
ory where all elements of sort event are replaced by D,
which practically means deleting all items of this sorts from
every formulas. Then, 7" is of course not sound, but it can
be used to prove the agreement and authentication formu-
las as we have the following theorem:

Theorem 2.10. If ¢ is a formula without | satisfying
VA'(A" C AN w‘A — <p|A,), that is, ¢ is restrictable, and
¢’ is both restrictrable and extendable, that is, VA’ (A’ -



ANG|y = ¢

A) and VA1A2(¢/‘A1 A 90/|A2 -

SOI‘AlUAz)’ then 2 '_T SD/ if and Only lfgo }—T/ S0/.

Since the premisses of agreement and authentication
properties are restrictable, we don’t have to consider A’s
when we prove them. The proof of this theorem uses the
fact that all of our axioms have the following pattern: If
some formula is true on a A\, another is true on a A’ C A.
So all derived formulas have this form as well, and then ax-
iom IIL.3. proves the theorem.

3. Computational Assumptions

We need to fix a couple of computational operations:
Pairing is an injective pairing function [-,-] : strings X
strings — strings. We assume that the length of the pair
only depends on the lengths of its inputs. We assume that
the length of the ciphertext of encryptions depends only on
the length of the plaintext. Honest nonces all have identi-
cal lengths as well as honest keys.

In this paper, we assume that the encryption schemes sat-
isfie adaptive chosen ciphertext security (IND-CCA) both in
case of asymmetric and symmetric encryptions. For the def-
inition of IND-CCA security, we refer the reader to [3].

Unforgeability. In addition to IND-CCA security, we re-
quire that the symmetric encryption satisfies an unforgeabil-
ity condition. Clearly, agreement in the symmetric NS pro-
tocol cannot possibly be proven from the initiator’s view, if
the encryption {n3}3 can be forged. In that case, the initia-
tor cannot be sure where this message came from. To pre-
vent this, we need to require the so-called existential un-
forgeability (see [16]), saying that no encryption for a given
secret key can be forged. In this case however, an encryp-
tion cannot possibly be confused with another encryption,
so there is unarbitrary parsing for this encryption. We would
like to emphasize though that our method works even when
parsing in general may be arbitrary. So we we do not assume
this property (but they can easily be modified for it), and
we don’t prove agreement for sNS in initiator’s view. In-
stead, we assume random plaintext unforgeability (see again
[16]) but allowing decryption oracle for the attacker. In this
case, the attacker has to create a ciphertext for given, ran-
dom plaintext while allowed to query encryption and de-
cryption oracles. The authenticity of {ns}$; cannot be en-
sured, but of all other messages can, so we can prove agree-
ment from the responder’s view.

4. Amended Needham-Schroeder Authentica-
tion and Agreement

In this section, we would like to illustrate how the proof
works on the Amended Needham-Schroeder protocol intro-
duced in Example 2.5. The agreement - authentication prop-
erty was discussed earlier, it is expressed by the sequent

11

(1). That is, given that the responder finished its role, and
that the trusted party and the initiator follow their roles hon-
estly, we can conclude that the initiator and the trusted party
also finish their roles and the nonces and keys match. This
is proven via first proving KeySecSend:

FOLL(InitZys) A FOLL(Resp®ys) A FOLL(Trustiys)
F KeySecSend({A, B,T),C,C").

This amounts to proving that

FOLL(Initlys) A FOLL(Resp®yg) A FOLL( Trustlys)
ANCIK] ANC'lu) NKZuANA CT(AB,T) A A sends't
A YU (C'lW'] A K Z v — KeySec, ((A,B,T),u',K))

F KeySecT(<A,B,T>,(t,u),K). “)

C and C’" were defined in Example 2.8.
For limited space, we just indicate the idea of the proof.
By Theorem 2.10, we don’t need to use A’s in the proof.

Proof sketch of (4). In the premise, the possibilities of
what A’ sends’t can be is limited, as A’ may only be ei-
ther T', A, or B, and they all follow the protocol roles hon-
estly. So the possibilities are the following:

1) If A’ = T, then for some n', nb, Q}, Q4, K',r1, 7},

t={nh, Qb K (K", 0}, Q1Y Gy} s
2)If A’ = B then for some Q1, N1, N3, k, 71,74,
t={Q1, Ni}gr vV t={Ns};".
3.)If A’ = A, then for some Q2, No, m1,ma, n3, 75, k,
t=AVt=(AQ2 Noymi)Vt=myVt={ns A}°.

In the proof, we go through all these cases, and show

that KeySec, ((A4, B,T), (t,u), K) holds. Here there is no

room to do that, we only show one specific case, when
3.3.) t = msy. So we have to show

KeySec. ((A, B,T), (ma,u), K), )

which means tracking down where mo came from, what
it is equal to, and so show that it does not corrupt the
security of K. Since A follows his role honestly, that is
FOLL(Init \g) holds, we have

(6)

That is, A received mso in a secure encryption from the
trusted party 7. Axiom VI.4. tells us, that the long term
shared keys of honest participants guarantee authentication,
that is, the message had to come from A or T":

. ] S [
A receives {Na, Qa, k, mo} 5 A sends’ms.

JA"" 8 (A=A VvV A'=T) AN {t'}4yr Cta
A {N2;Q25k7m2}f43T = {t/}TAT (7)
A A sendsil/tl;A receivest { Na, Qo, k,ma}57))




and the third conjunct implies that

(N2, Q2,k,mo) =1 (®)

Asendsi//tl A {t'}r T ty is not possible because of
FOLL(Init%ys) and term axioms (A never sends out a
message using his shared key with T). So A” = T.

But T sends’ ¢, and FOLL(TrustTyg) imply that ¢; =
{n2, Q% K" AK', 71, Q1}5, 7}, Then {t'}r T 1
implies with term axioms that

{t/}gT = {Klvnvall}er/zT \
{t/}QT - {Tlg, Q/Q’ K/a {K/7 ni, QII}S/QT}SllT
330 {t' Y g = {K',n1, Q15,7 then Q4 = A, and

t/: <K/,TL1,Q/1>. (9)
By (8) and (9)9 <N27Q25 k7m2> = <K/7nlaQ/1>7 that iS,
by our convention, ({({(Na2, Q2), k), mz2) = ((K’,n1),Q}),
which, by term axioms, implies that (N2, Q2) = K’, which
results in a contradiction, because we would have

True = Seco(A, K', Na) — Seco(A, (N2, Q2), N2) = False.

So{t'}ar # {K',na, Q”S;T'
332) If {t/}TAT = {n27 QIQa Kl? {K/7 TL17 Qll}g'QT}TQS/ITv
then by term axioms, Q) = A, and

t/: <’I’LQ,Q/27K/,{KI,’I7,1,A}TQ2,2T>. (10)

By (8) and (10), (ng,@% K',{K',n1,A}g, 1)

m, and by term axioms,
N2:n2/\Q2:Q/2AK/:k/\m2:W.

So we know that my = {K',n1, A}, 1, and so to com-
plete the proof of (5), by axiom V.h., we have to show that

KGyS@CT (<Av Ba T>7 <{K/7 ny, A}S/va ’LL>, K) .
From (6), (7), and that T" follows the protocol,

Treceivesi/{/, (A, QQ,NQ,{A,nl}Q2T>;TgenemtesizK’;
T sendst, {Nz, Q2, K' {K',n1, A}, Y ¥ (11)

A receivest {No, Qa, K',mo}53p; A sends,mo

follows with £ = K’ and my =
Qx#T.

3.32.1)If Q2 # B A Q2 # A, then K’ does not satisfy
C,s0 K # K'.But T generates’ K', so (K', u) satisfies
(', and therefore, by the premise of SecSend,

{K',n1, A}G, . Where

KeySec, ((A,B,T),(K', u),K).
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Since 71/ < 7, and T receivesi{// (A, Q2, Noy {A,n1},r),
by axiom V.c., we have with A= (A, B, T),

KeySecT(fT, <<A7 Q27 N27 {A7’I’L1}Q2T>, Kl7u>7 K)

by this and ax. V.f., KeySec, (A, ({A,n1}g,1, K',u), K),
which in turn implies by axiom Vk., that
KeySec, (A, (A,ny, {A,n1}o,r, K',u), K). By IVf
again, KeySec (A, (K',n1, A,u), K). So, by axiom V.,

—

KeySecT(<A,B,T>, <{K/an1aA}TQ22T7u>aK)'
3322)IfQ2 = B V Q2 = A, then by Ax Vi,
KeySecT(<A,B,T>, <{K/vnlaA}£22/2T7u>aK)a

so KeySec, ((A, B,T), (mz,u), K) was shown in all cases.
In a similar manner, we can prove that none of the other
send actions of A, B and T in any session corrupt K.

Proof sketch of (1). The premise of this formula, namely,
the responder’s role implies B receives’ {k, Ny, A}32,.
The same way as we proved (11), we can show that k£ had
to be generated and sent by 7'. So there is a K = k, with

T genemtesiNK; T sendsi’,i{ng, B, K, {K,N1,A}3:} 5
B recewes' {K, N1, A} 5r; B receives’ { N3, A}32.

Therefore, we have
Ji"nys Trust®y s[T,i", A, B, k, N ]
2817213 LTUSL gL, 5 A, Dy K, IN1, N2, 51,T2,T3].

Also, K satisfies C. Hence, since we showed KeySecSend,
by axiom VI.2. we have KeySec ((A, B,T), K). Then,

JA i tat'r(A" C (A, B, T) AM{t'}Yx T t1 A{Ns, A}32 = {t'}5
A A’ sends' ty; B receivesi/{Ng, A}R).

By Axiom VIL.5.a.

1.) A = T is not possible, because of
FOLL(Trust™ys): T never encrypts with session key.

2)1f A’ = B, then by FOLL(RespBy). t1 = {N}}"
and {N}}74 = {N3, A}, therefore N = (N3, A), which
is not possible by Axiom IV.2.f,, if N3 # NI, and not
possible by our additional assumption in Example 2.5 if
N3 = Nj}.So A’ # B.

3.)If A’ = A, then by FOLL(Initixg), t1 = {ns, A}}2,
and by term axioms, n3 = N3, so

Jirs (A sendsi{N3, A}, B receives"’,{Ng, A}E).
So by FOLL(Init!xs).

FiQam1maN2S35475
LA .
Initing[T, A, i, Q2,m1, ma, k, No, N3, 53,54, 75).



In particular, A receives'{ Ny, Qa, K, ma} i
A sends'ma;  Areceives'{N3}3d; A sends'{ Nz, A}3.
Just as the way we received (11), we have that

3i" Kn'ryrh(me = {K, n}, A}EQT A

T sends’ {Na, Qs K, {K,n, A}gQT}Z‘L’T;
A receives'{ N2, Qa2, K, ma}"3r; A sends"mo;
A receives'{ N3} 5, A sends'{ N3, A}32).

But since by FOLL(Trustls), T generates’ K A
TgenemtesimK, according to axiom VI.1.b, we have
i" = i"". Then by FOLL( TrustXyg),

{NQa Q2, K»{K» nll’ A}ZQQQT};ST:{”‘% B, K»{Kv Ny, A}SBzT TAST
and term axioms, nj = N, ng = N3, Q2 = B. Therefore,

Jii" m1 Nas17rar3538475
(Init{xs[A, T4, B, ,my,ma/{k, N1, A} p, k, Na, N3, 53, 4,75
A TTUStZNS[T7 i", A, B, k, N1, Na, s1,72,73]).

5. Discussion

Other results. We have also been able to prove agreement
and authentication from the initiator’s view of the NS pro-
tocol when the axioms are modified for existential unforge-
ability. With the current set of axioms, we have proven
agreement and authentication from both responder’s and
initiator’s view.

Tuples. Note, that according to our choice, tuples of mes-
sages are created via pairings from left to right. If this con-
vention is changed, the proofs have to be changed as well.
There is no a priori guarantee that bracketing in a differ-
ent way will not result in new type-flaw attacks.

Type flaw attacks. In the proof, we needed the additional
axiom that (N3, A) # Nj. The assumptions that we pre-
sented for the computational pairing in fact prevent this (be-
cause of the length preservation and invertability, the left
must be longer), but we did not include this in the set of ax-
ioms, as with length-hiding encryption, this assumption on
the pairing is not needed. Allowing (N3, A) = N3, there is
an attack.

Honest names were assumed to be generated honestly,
so this analysis does not account for attacks that use incor-
rectly assigned honest names. If we want to allow the possi-
bility of such type-flaw attacks (see [5]), then we have to re-
move some of the term axioms from III.2.f and III.1.e, and
do the proofs without them.

In the course of the proof on NSL protocol, we also need
an additional assumption, namely, (n, Q) # N. This is also
prevented by the length assumption as long as malicious
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nonces must have fixed length too, and so introducing a new
type, nonce for possibly malicious nonces, this assumption
makes computational sense. Without this assumption how-
ever, there is an attack:

A type flaw attack on NSL. Take a @) such that for any
value of N, there is an n such that (n,Q) = N. Catch
{N2}p and start a new session with B with this message.
B will think he received {n, @} 5, and will reveal n to @Q in
his response. So @ learns V5.

Long-term keys. Observe, that in the current paper we as-
sume that the long-term keys were honestly generated, and
were successfully distributed earlier, after which they are
not being sent around. This analysis cannot account for at-
tacks that assume otherwise, for example, assume previ-
ously corrupted but replaced long-term keys.

6. Conclusions and future work

We have presented a relatively simple first-order proof
system to analyze secrecy, agreement and authentication of
protocols. Despite its simplicity, it takes care of key cy-
cles, type-flaw issues and commitment problem. No ideal-
izations are required for computational soundness. We have
presented a theorem that tells that for the aimed properties,
proof within a simpler (not sound) system is sufficient.

For future work, we are planning to introduce some lem-
mas that follow from the axioms to make the proofs simpler.
We also plan to verify additional protocols. We want to in-
troduce the possibility of multiple long term keys to be able
to handle corrupted, replaced long term keys.
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A. Computational semantics
A.1. Elements of the computational execution

In this paper, there is no room for providing a detailed
description of the semantics, so we briefly mention the as-
sumptions that we need for computational soundness. We
write a bit more about the semantics in the appendix.
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First, we would like to remind the reader, that the fun-
damental objects of the computational world are bit strings,
strings = {0, 1}*, and — as the algorithms we consider are
probabilistic — random variables of bit strings. Furthermore,
hardness of computation is modeled by complexity theory,
hence a size parameter, which is called security parameter
in the context of cryptography is given as input to all algo-
rithms considered here. Consequently, the probability fields
and random variables resulting from the executions of the
probabilistic algorithms are indexed by the security param-
eter. As usual, the security parameter is a natural number
n € N, which, as an input of the algorithms, is represented
as an 1 long string of 1’s.

Definition A.1 (Negligible Function). A function f : N —
R is said to be negligible, if for any ¢ > 0, there is an n. €
N such that | f(n)| < n~¢ whenever n > n..

Pairing is an injective pairing function [-,-] : strings x
strings — strings. We assume that the length of the pair
only depends on the lengths of its inputs. An asymmetric en-
cryption scheme is a triple of algorithms (/C,, &, D, ) with
probabilistic key generation XC,, probabilistic encryption &,
and deterministic decryption D,; the key generation on in-
put n outputs a random encryption-key decryption-key pair.
&, is also assumed to be probabilistic, that is, in addition to
the plaintext and key, it also takes a random seed as input.
A symmetric encryption scheme is a triple of algorithms
(Ks, Es, Ds) with probabilistic key generation K5, proba-
bilistic encryption £ and deterministic decryption Dy; the
key generation on input 7 outputs a single key, used both
for encryption and decryption. We assume that the length
of the ciphertext depends only on the length of the plain-
text.

A.2. Computational model

A computational model is generated the following way:
We consider all protocols for which the roles can be de-
scribed by the language that we gave. In particular, the pro-
tocol may only contain generation of nonces, keys, sym-
metric and asymmetric encryptions, decryption, creation of
pairs and taking them apart. We don’t allow the honest par-
ticipants to send their secret keys of public-key encryption,
neither long term shared keys. Further, we assume that the
encryptions are IND-CCA secure, and, in addition, the sym-
metric encryption is unforgeable. We also assume that long-
term keys (public and shared) of honest parties are all gen-
erated honestly, as well as the honest parties’ names. We
assume that the length of encryptions and pairings depend
only on the lengths of their inputs. All algorithms are as-
sumed to be probabilistic polynomial time in the security
parameter. An execution of a protocol in a malicious en-
vironment is defined by a set of honest PPT principals try-
ing to execute the protocol, an unlimited number of possible



other PPT principals acting arbitrarily, and a PPT adversary,
who totally controls the communication between the parties
(everything is sent through the adversary), and an initial-
ization generating the long-term keys, fixing the names etc.
The principals and the adversary can be represented as Tur-
ing machines, or, more conveniently, probabilistic random
access machines. Unlimited number of parallel sessions are
allowed. An execution is denoted by X'

For each security parameter 7, an execution determines
a tree structure of the outcomes of the underlying subse-
quent coin tosses. We call this tree of coin tosses. The set
of the branches of this tree, 7%, is the underlying probabil-
ity field (with a sigma algebra structure that we don’t detail
here). The elements, w are the branches of coin tosses, when
all tosses are fixed. For a time ¢ natural number (¢, w) deter-
mines the configuration of the execution £(¢, w) uniquely.
Each pair of execution X" together with a non-negligible se-
quence of subsets © = (D"),en (With D7 C Q%) deter-
mines a model, My ».

The domains of interpretations of the different sorts are
given the following way:

e cvent: ®(A) is a sequence of sets P(A)? C D" and
the probabilities of ®(A)" give a non-negligible func-
tion in 7).

e timesection: ®(7) is a sequence of sections of the
execution trees ®(7)" : ®7 — N such that there is a
polynomial time algorithm such that for any ¢ € N and
w € D", it can determine whether ¢ equals ®(7)7(w)
or not based on (1, w), ..., £(t, w).

e bitstring: ®(m) is a sequences of random variables
such that (m)" : ®7 — {0,1}* U{L}.

e bittree: ®(t) is a labeled ordered finite tree with
an element of the interpretation domain of sort
bitstring on each leaf and one of the function sym-
bols Pair, LPKEnc, LSKEnc, SKEnc on each of the
internal nodes. The child nodes have to match the ar-
ities of the function symbols. Such an element looks
exactly the same as the tree in Figure 1, except that
the leafs are labelled with sequences of random vari-
ables.

e hname is the sort of the names of honest (uncorrupted)
principals (we don’t model dynamic corruption here).

e name represent principals in general. They have to be
fixed before the run of the protocol, their public keys
and long term shared keys also fixed in advance. Their
keys do not have to be correctly generated. Any prin-
cipal’s name may vary with the security parameter.

e hnonce means honest nonces, that is, ones that are
honestly generated by some principal, with the correct
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distribution and independently of everything that hap-
pened before. The distribution of nonces change with
the security parameter, namely, become longer

e hkey means honest shared keys, that is, ones that are
honestly generated by some principal (usually a trusted
party), with the correct distribution and independently
of everything that happened before. Clearly, they de-
pend on the security parameter.

e hseed represent honestly generated random inputs of
encryptions. Also depends on the security parameter.

e sessionid represents the session id’s that keep track
of the principals’ sessions. May also depend on the se-
curity parameter.

Let ®(T") denote the interpretation of a term. For any vari-
able, ¢, ®(t) is an element in one of the above domains, de-
pending on the sort of ¢. Interpretation of function symbols
and terms are defined the following way:

o O((Ty,T5)) is the tree with root node labelled Pair
and its two ordered children are roots of the trees
@(Tl) and (D(TQ)

o ®({T'}7) is defined similarly: It is the tree with the
root node labelled as PKEnc, and its first chiled is la-
belled by ®(Q), the second is the root of ®(T), the
third is labeled by ®(s). ®({1'}¢,q,) and ®({T'}}) are
defined similarly.

e ®(T) is a sequence of random variables because T is
of sort bitstring. Itis computed the following way:
Its value ®(7)"(w) is given by taking the values given
by the labels on the leafs at 1 and w, and carrying out
the encryptions and pairings indicated by the labels on

the tree. For example,

O({{N, K}5)"(w) =
Ea([KG(w), B(N)"(w), @(K)"(w)], (s)"(w))

Where K, is the key of Q).
Finally, the interpretation of predicates:

e t =a t means that the tree structure of ®(¢) and
®(t') are identical, with identical internal labels, and
the random variables labeling the leafs that are not
of sort coin are identical up to negligible probabil-
ity, and further, if we compute the operations indi-
cated by the tree, the results are also the same ex-
cept for negligible probability on ®(A). A = A’
means P((D(A)7 U ®(A")7) \ (P(A)" N B(A")))
is negligible in 7), that is, ®(A)" and ®(A)" are the
same up to negligible probability. 7 =A 7’ means
Plwlw € ®(A)T A P(1)T(w) # ®(7')"(w)) is neg-
ligible in 7.



e ¢t C A t' means ®(t) equals in the above sense on $(A)
to a subtree of ®(¢'), such that it is not a name or seed
argument of an encryption.

e 7 <a 7 means Plwjw € P(A)" A O(7)"(w) £
®(7')"(w)) is negligible in 7.

e A C A’ means P(P(A)"\ ®(A’)") is negligible

e genemtesi]\ﬂA
Up to negligible probability, for w € ®(A)",
&(7(w),w) indicates the generation of a nonce by @
in its session ¢ and writing it in a designated regis-
ter.

o Q) receivesit‘A
Up to negligible probability, for w € ®(A)7,
&(7(w), w) indicates that () received a message which
is than parsed the way ¢ indicates it, each subterm be-
ing recorded in some register.

o () sendsit’ A
Up to negligible probability, for w € ®(A)7,
&(7(w),w) indicates that () sent a message which was
previously put together the way ¢ indicates it.

o SecT(<Al,...An>,t,1/)|A

Satisfaction of this formula means the following: An
adversary that is provided with ®(¢)"(w) as well as
the joint information available on w until 7(w)" to the
principals other Ay, ...A, and to the protocol adver-
sary, cannot distinguish v from a nonce (or key respec-
tively) generated independently of the protocol (with
the same distribution that v has restricted to ®(A)".

o KeySec ((A1,...An),t, K)’A

This is called key-secrecy predicate. 1t is satisfied if
Ay, ...A, can safely encrypt messages using K until
(not including) 7 in A, even if ¢ is given to them. By
this we mean, that an adversary playing the security
game for the encryption, cannot win the game even if
provided with ®(¢)"(w) as well as the joint informa-
tion available on w until 7(w)" to the principals other
Ay, ...A, and to the protocol adversary.

With these definitions, and if the encryptions and pair-
ings satisfy the above mentioned security properties, the ax-
ioms that we listed are sound. A completely rigorous proof
using probabilistic random access machines is being pre-
pared for submission to a journal.

B. Possible variations

We would like to indicate some possible variations to the
syntax that we gave.
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B.1. Sorts

For example, when the lengths of keys and nonces are
fixed, it make sense to have the following sort structure:

hseed

hname C name
hnonce C nonce
hkey C key
sessionid

C bitstring C bittree

Our analysis would still be valid without modifications, but
the meaning of notation would be a little different. We ac-

hseed . T, T
hname A B,..., A, Ay, ...
/
name QaQ "'anaQQv"'
hnonce N,N',...,N{,No,...
nonce n,n', ..., n1,Na,. ..
!
hkey KK, ..., Ki,Ko,...
/
key k,k,...,kl,k27...
nonce or hkey v,V . v, v,
sessionid 1,4, ... 11,19, ...
/
X X §,8,...,81,82,...
bitstring ) TUTe
m,m o, ..., M1,M2,...
tt', ... ty,ta,. ..
bittree ) PR
U, Uy UL, U2,y -
timesection T e T, T2y -
event A,A/,...,ALAQ,...
any variable v, v, ..., 01, 0,...

Table 2. Notation of variables

tually did assume that lengths of nonces and keys are fixed,
but we did not include nonce and key because we wanted
axioms that work for stricter security (and variable nonce
and key length) too, namely when length is hidden.

B.2. Reveal

As we mentioned, axiom VI.2 is not written to ac-
count for the reveal action. To incorporate that, we would
need two properties:

[Key]SecSend (A, C,C", Reveal)

A (CWAC U] Av Z )

— [Key],S’ecoo(f_l',u,u)’A
vVIArm(A'C A

A ([Key)Sec (A, u,v) A Reveal, (A4, v))|ar)

[



and
[Key)SecSend(A, C,C’, Reveal)
A (CIW)AC[u] Av Z u A Reveal.- (4, v))|
— [Key]SecT(fY,u,z/)|A

A

B.3. Shared-key unforgeability

As we mentioned, it would also make sense to write the
axioms for existential unforgeability. In that case, we have
(4) Ciphertext integrity with long-term shared key:
Areceives2ta N {t}ap C to
— 3A'tit' (A=A v A" = B)
N A’ sendsi t1; A receivesBta A{t'Yap C t1
NMttap = {t'}as))
(5) Ciphertext integrity with shared session key
(@) KeySec, (A, K)NA receives2ty A {t}i C ta
— JA ittt rm (A’ C ANA sendsilltl; A 7”ecei11653.22 to
MY Tt A 0% = {005
With these properties, agreement and authentica-
tion from the initiator’s proof in the sNS protocol can also
be proven.
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