Side Channel Attack Resistant Implementation of
Multi-Power RSA using Hensel Lifting
Varad Kirtane, C.Pandu Rangan∗
(varad.kirtane@gmail.com), (prangan55@gmail.com)

Abstract
Multi-Power RSA [1] is a fast variant of RSA [2] with a small decryption time, making it attractive for implementation on lightweight
cryptographic devices such as smart cards. Hensel Lifting is a key component in the implementation of fast Multi-Power RSA Decryption.
However, it is found that a naı̈ve implementation of this algorithm is
vulnerable to a host of side channel attacks, some of them powerful
enough to entirely break the cryptosystem by providing a factorisation
of the public modulus N . We propose here a secure (under reasonable
assumptions) implementation of the Hensel Lifting algorithm. We then
use this algorithm to obtain a secure implementation of Multi-Power
RSA Decryption.
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Introduction

The problem of Multi-Power RSA was posed in [1]. Multi-Power RSA is a
variant of standard RSA [2] with the public modulus N = pb−1 q as opposed
to N = pq in standard RSA. Multi-Power RSA is deemed a fast variant of
RSA, as observed in [5], because it has lesser decryption time than standard
RSA. Boneh et al.[5] found that a straightforward implementation of MultiPower RSA Decryption could achieve a speedup by a factor of more than 2
over standard RSA. This algorithm is thus particularly suited for implementation in lightweight cryptographic devices such as smart cards where fast
algorithms that use relatively few resources are needed. As smart cards are
used for authentication, security of underlying algorithms is one of prime
concerns. We shall see here that a naı̈ve implementation of Multi-Power
RSA is vulnerable to a host of side channel attacks. We shall also see that
a secure implementation of Hensel Lifting is essential for a secure implementation of Multi-Power RSA Decryption. We will then provide a secure
implementation of Hensel Lifting and use it to obtain a secure implementation of Multi-Power RSA Decryption. In the rest of the paper, we use the
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following abbreviations for various side channel attacks: SPA: Simple Power
Analysis, DPA: Differential Power Analysis, TA:Timing Attack, GA: Glitch
Attack and FA: Fault Attack.
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Multi-Power RSA

We reproduce here the essential algorithms for Multi-Power RSA from [5],
with the standard terminology of p and q as the two primes, N as the public
modulus, e as the encryption exponent and d as the decryption exponent.

Key Generation: The key generation algorithm takes as input a security parameter n and an additional parameter b. It generates an RSA
public/private key pair as follows:
1. Generate two distinct bn/bc-bit primes, p and q, and compute N ←
pb−1 .q.
2. Use the same public exponent e used in standard RSA public keys,
namely e = 65537. Compute d ← e−1 mod (p − 1)(q − 1).
3. Compute r1 ← d mod (p − 1) and r2 ← d mod (q − 1). The public key
is < N, e >; the private key is < p, q, r1 , r2 >.
Encryption: Same as in standard RSA.
Decryption: To decrypt a ciphertext C using the private key < p, q, r1 , r2 >
one does:
1. Compute M1 ← C r1 mod p and M2 ← C r2 mod q. Thus M1 e =
C mod p and M2 e = C mod q.
2. Using Hensel lifting [12] construct an M1 0 such that (M1 0 )e = C mod pb−1 .
Hensel lifting is much faster than a full exponentiation modulo pb−1 .
3. Using Chinese Remainder Theorem (CRT), compute an M ∈ ZN such
that M = M1 0 mod pb−1 and M = M2 mod q. Then M = C d mod N
is a proper decryption of C.
Security in Theory: The security of Multi-Power RSA depends on
the difficulty of factoring N = pb−1 q. Thus, one has to ensure that p as
well as q do not fall within the capabilities of general factoring methods
([10][11][7]) or special ones (e.g. Elliptic Curve Method has an improvement
for N = p2 q, see [8] ). Usually, N = p2 q with a 1024-bit N is used.
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Security in Practice: Although we may ensure that the factors of
N do not fall within the capabilities of any state-of-the-art factoring algorithm, a naı̈ve implementation of Multi-Power RSA may be easily broken
through side channel attacks. We refer the reader to [3], which traces the
history of developement of a secure implementation of modular exponentiation and CRT-RSA decryption. Giraud[3] also provides side channel attacks
for various implementations proposed in the literature and finally provides
implementations of modular exponentiation and CRT-RSA decryption that
are secure against Fault Attack (FA) and Simple Power Analysis (SPA).
Kim et al.[9] further improve upon this and provide an implementation of
CRT-RSA decryption secure against Glitch Attack (GA) as well.
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First Version of Multi-Power RSA Decryption

From the theoretical discussion in the previous section, it is clear that a
complete implementation of Multi-Power RSA Decryption requires the implementation of three separate but related algorithms, namely:
• Modular Exponentiation
• CRT-RSA Decryption.
• Hensel Lifting.
We now propose a version of Multi-Power RSA Decryption based on the
countermeasures provided by [3] and [9] for modular exponentiation and
CRT-RSA decryption. Only a straightforward implementation of Hensel
Lifting is available in the literature, and we shall use the implementation
provided by [6].

3.1

Hensel Lifting

We provide here a version of Hensel Lifting taken from [6], suitably modified
for compatibility with the other two algorithms. Note that in the algorithm
below, Cp = C mod p2 , dp = d mod (p − 1) and einvp = e−1 mod p.
• Name: HenselLift
• Input: C, dp , p, x, einvp , e.
• Output: (Sp0 2 , Sp2 ). // Note that (Sp0 2 , Sp2 ) = (x ∗ C d+1 mod p2 , x ∗
C d mod p2 )
• Procedure:
1. p2 ← p ∗ p.
d −1

2. Sp2 ← Cp p

mod p.
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3. K0 ← Sp2 ∗ Cp mod p.
4. A ← −K0e mod p2 .
5. A ← A + C mod p2 .
6. Sp2 ← Sp2 ∗ A mod p2 .
7. Sp2 ← Sp2 ∗ (einvp ) mod p2 .
8. Sp2 ← Sp2 + K0 mod p2 .
9. Sp2 ← x ∗ Sp2 mod p2 .
10. Sp0 2 ← Sp2 ∗ C mod p2 .
11. return (Sp0 2 , Sp2 ).
We refer the reader to [6] for a proof of correctness.

3.2

FA-SPA-GA resistant modular exponentiation

The following version of modular exponentiation is by [9] (a slight modification of [3]).
• Name: FA-SPA-GA-Exp
• Input: C, d=(dn−1 , . . . , d0 ) odd, N , x, k (32-bit random number).
• Output: (C d+1 mod(k.N ), C d mod(k.N )).
• Procedure:
1. a0 ← C, a1 ← a0 2 mod(k.N )
2. for i from n − 2 to 1 do
–

adi ← adi .adi mod(k.N )

–

adi ← adi 2 mod(k.N )

3. a1 ← x.a1 .a0 mod(k.N )
4. a0 ← a0 2 mod(k.N )
5. a0 ← a1 .C mod(k.N ).
6. if (i & d not disturbed) then return (a0 , a1 ).
else return (“A fault attack has been detected.”)
Here x is a randomly chosen element of ZkN ∗ . We note that the original
paper by [3], this factor was not multiplied. Its inclusion is suggested by [9],
to counter GAs on CRT-RSA algorithm, when this algorithm is used as a
subroutine in it. We refer the reader to [9] for an in-depth discussion of this
countermeasure. Also note that in the algorithm we will have to use k = 1
for compatibility with the Hensel Lifting algorithm.
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3.3

FA-GA resistant CRT-RSA

This algorithm also comes from [9] (a slight modification of [3]). Again,
we impose the restriction that k be 1 for compatibility with Hensel Lifting
algorithm. Notice that this prevents us from blinding the modulus N . Also
note that we provide the algorithm for the case of N = p2 q as opposed to
N = pq mentioned in [9]. In the algorithm below, dp = d mod p, dq =
d mod q.
• Name: FA-GA-CRT-RSA
• Input: C, p2 , q, dp , dq , a, einvp , e
• Output: C d mod N .
• Procedure:
1. Pick a 32-bit random number x.
2. y = x−1 mod N
3. (Sp0 2 ,Sp2 ) ← HenselLift with C, dp , p, x, einvp , e as inputs.
4. (Sq0 ,Sq ) ← FA-SPA-GA-Exp with C, dq , q, x, 1 as inputs.
5. S 0 ← CRT (Sp2 0 , Sq 0 )
6. S ← CRT (Sp2 , Sq )
7. S 00 ← C.S mod(p2 .q)
8. if (S 00 = S 0 ) & (p2 , q, a not modified) then return y.S.
else return (“A fault attack has been detected.”);
In the above algorithm,
CRT (Sp2 , Sq ) = (((Sq − Sp2 ) mod q).a mod q).p2 + Sp2 mod(p2 .q)
and

a = p−2 mod q.

Note that this multiplication by y is to be used to counter GA. It is noted
in [9] that in the absence of this countermeasure, an adversary could attack
the algorithm with a FA combined with a GA. We refer the reader to [9] for
further discussion of this countermeasure.

3.4

Vulnerabilities

The first version of Multi-Power which we have proposed is not secure. First,
notice that for compatibility with Hensel Lifting we are unable to blind
the RSA decryption modulus N . This exposes it to SPA-type attacks as
described in [13]. Thus, blinding the RSA modulus is necessary and Hensel
Lifting must be modified to include blinding. It is, however, not sufficient
as the Hensel Lifting algorithm is still vulnerable to FA as described below.
5

Suppose we were to inject a fault during any of the steps prior to the
last three steps of the Hensel Lifting algorithm. We would then have Sp2 6≡
S mod p2 . Notice that however, the coherency between Sp2 and Sp0 2 will
still be maintained, because Sp0 2 is calculated from Sp2 . Due to this, the
coherency check done in the last step of FA-GA-CRT-RSA would fail to
detect this problem and thus produce a faulty output SF . Also, notice that
Sq ≡ S mod q would still hold. Thus, the output SF of such an execution
would have the following property:
SF 6≡ S mod(p2 ) but SF ≡ S mod q.
Hence, SF −S would be a multiple of q but not of p. Therefore gcd(SF −S, N )
would reveal q and the cryptosystem would be totally broken in a mere two
executions, a correct one to obtain S and a faulty one to obtain SF . Note
that this attack is highly practical and easy, as we make no assumption
whatsoever about the nature or timing of the fault, except that it occurs in
the Hensel Lifting algorithm prior to the last three steps. Thus, the first
version of Multi-Power RSA Decryption is insecure.
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Second Version of Multi-Power RSA Decryption

Having seen the attacks on the first version, we realise that it is mandatory
that the Hensel Lifting algorithm be modified to allow blinding as well as be
made secure against FA. We provide such a version of Hensel Lifting. We
also reproduce the CRT-RSA decryption algorithm from [9], this time with
the blinding of the RSA modulus.

4.1

FA-SPA-GA Resistant Hensel Lifting

This version of Hensel Lifting is secure against FA and SPA. The notation
used is similar to the naı̈ve implementation of Hensel Lifting above. Additionally, note that x is a random 32-bit number and k is a random 32-bit
prime.
• Name: FA-SPA-GA-HenselLift
• Input: C, dp , p, k, x, e.
• Output: (Sp0 2 , Sp2 ). // Note that (Sp0 2 , Sp2 ) = (x ∗ C d+1 mod p2 , x ∗
C d mod p2 )
• Procedure:
1. p2 ← p ∗ p.
2. (k.p)2 ← k ∗ k ∗ p2
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3. einv ← e−1 mod (k.p)
4. (K0 , Sp2 ) ← FA-SPA-GA-Exp with Cp , dp − 2, p, 1, k.
5. Sp2 = Sp2 ∗ Cp mod (k.p)
6. Sp0 2 = K0 ∗ C mod (k.p)2
7. K0 = K0 ∗ Cp mod (k.p)
8. K0−1 ← K0−1 mod (k.p)2
9. (A1 , A0 ) ← FA-SPA-GA-Exp with K0 , e, p2 , 1, k.
10. A0 = −A0 + C mod (k.p)2
11. A1 = −A1 + K0 ∗ C mod (k.p)2
12. Sp2 = Sp2 ∗ A0 ∗ einv mod (k.p)2
13. Sp0 2 = Sp0 2 ∗ A1 ∗ einv mod (k.p)2
14. Sp2 = Sp2 + K0 mod (k.p)2
15. Sp0 2 = Sp0 2 ∗ K0−1 mod (k.p)2
16. Sp0 2 = Sp0 2 + K0 ∗ C mod (k.p)2
17. Sp2 = x ∗ Sp2 mod (k.p)2 .
18. Sp0 2 = x ∗ Sp0 2 mod (k.p)2 .
19. if (p & dp not modified) & (K0 ∗ A0 = A1 ) then return (Sp0 2 , Sp2 ).
else return (“A fault attack has been detected.”);
In order to see that this algorithm is indeed correct (in the absence of fault
injections), we prove the following lemma:
Lemma 1. For the same values of inputs, the values returned by FA-SPAGA-HenselLift (with k = 1) are the same as the values returned by HenselLift
(section 3).
Proof. Let the values returned by HenselLift be (E, F ) and those returned by
FA-SPA-GA-HenselLift be (G, H). We trace back the steps of the algorithms
to get the outputs in terms of inputs and internal variables. Note that all
values are in modulo p2 . From HenselLift, we have:
(E, F ) = (x ∗ Sp2 , x ∗ Sp2 ∗ C) . . . (f rom steps 9 and 10)
= (x ∗ [Sp2 ∗ einvp + K0 ], x ∗ [Sp2 ∗ einvp + K0 ] ∗ C) . . . (f rom steps 7 and 8)
= (x∗[[Sp2 ∗[A+C]]∗einvp +K0 ], x∗[[Sp2 ∗[A+C]]∗einvp +K0 ]∗C) . . . (f rom steps 5 and 6)
d −1

= (x ∗ [(Cp p

mod p) ∗ [−(K0 )e + C]] ∗ einvp + K0 ],
d −1

x ∗ [(Cp p

mod p) ∗ [−(K0 )e + C]] ∗ einvp + K0 ] ∗ C)
. . . (f rom steps 2, 3 and 4)
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From FA-SPA-GA-HenselLift (with k = 1, thus the modulus here is also
p2 ), we have:
(G, H) = (x ∗ Sp2 , x ∗ [Sp0 2 + K0 ∗ C]) . . . (f rom steps 16, 17 and 18)
= (x ∗ [Sp2 + K0 ], x ∗ [Sp0 2 ∗ K0−1 + K0 ∗ C]) . . . (f rom steps 14 and 15)
= (x ∗ [Sp2 ∗ (−A0 + C) ∗ einv + K0 ],
x ∗ [Sp0 2 ∗ K0−1 ∗ (−A1 + K0 ∗ C) ∗ einv + K0 ∗ C])
. . . (f rom steps 10, 11, 12 and 13)
= (x ∗ [Sp2 ∗ (−A0 + C) ∗ einv + K0 ],
x ∗ [Sp0 2 ∗ K0−1 ∗ (−K0 ∗ A0 + K0 ∗ C) ∗ einv + K0 ∗ C])
. . . (f rom step 9)
e

= (x ∗ [Sp2 ∗ (−(K0 ) + C) ∗ einv + K0 ],
x ∗ [Sp0 2 ∗ [−(K0 )e + C] ∗ einv + K0 ∗ C])
. . . (f rom step 9 and K0−1 ∗ K0 = 1)
d −1

= (x ∗ [(Cp p
d −1

x ∗ [(Cp p

d

d

mod p) ∗ [−([Cp p mod p])e + C] ∗ einv + [Cp p mod p]],
d

d

mod p) ∗ C ∗ [−([Cp p mod p])e + C] ∗ einv + [Cp p mod p]] ∗ C)
. . . (f rom steps 4, 5, 6 and 7)
d

We notice that in HenselLift, K0 = Cp p mod p and that einvp = einv
d
when k = 1. We see that substituting K0 = Cp p mod p in the equation for
(E, F ), we get exactly identical terms for (E, F ) and (G, H). Hence, for the
same values of inputs, the values returned by FA-SPA-GA-HenselLift (with
k = 1) are the same as the values returned by HenselLift.
The above lemma shows the equivalence of the two algorithms for k = 1.
It also shows that the return values of FA-SPA-GA-HenselLift have exactly
the same form as HenselLift, except that calculations are done in modulo k.p
and modulo (k.p)2 instead of modulo p and modulo p2 . Hence, for a k such
that gcd(e, k.p) = gcd(K0 , k.p) = 1, the proof for a general k will be exactly
like in [6], with calculations done in modulo k.p and modulo (k.p)2 instead
of modulo p and modulo p2 . Thus, FA-SPA-GA-HenselLift is correct.
For the algorithm to remain practically implementable, we have to show
that there is a very high probability that we can find a k that is relatively
prime to e as well as K0 in a few trials. We do this in the lemma below.
Lemma 2. If the number of distinct prime factors of K0 and e put together
is m, then the number of trials t required to reduce the probability of failure
to 2−c (where c is a constant) is given by t ≥ b−logc2 (m.b) where b is the
number of bits of the random prime to be generated.
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Proof. We have that number of distinct prime factors m = 2log2 (m) . Suppose
we generate a b-bit prime number. Now, the approxiamte number of b-bit
primes is given by
2b
= 2b−log2 (b) (due to the prime number theorem).
b
Therefore,
2log2 (m)
= 2log2 (m.b)−b .
2b−log2 (b)
P rob(f ailure af ter t attempts) = 2t(log2 (m.b)−b) .
P rob(f ailure af ter 1 attempt) =

Hence,

We want this quantity to be less than or equal to 2−c , giving:
c ≤ t.(log2 (m.b) − b).
Hence,

t≥

c
.
b − log2 (m.b)

If we take reasonable values for various factors involved, say c = 100, b =
32 and m = 128, we get t ≥ 5. Thus, after a mere 5 attempts we will be
able to generate a suitable k with a probability of 1 − 2−100 . It is also easy
to see that due the logarithmic dependence on m, the function grows slowly
if m << 2b , which is true in any practical application.

4.2

FA-SPA-GA resistant CRT-RSA

This algorithm is very similar to the CRT-RSA algorithm mentioned previously. The only change made to this algorithm is introduction of blinding.
The notation is the same as the previous version.
• Name: FA-SPA-GA-CRT-RSA
• Input: C, p, q, dp , dq , a, e.
• Output: C d mod N .
• Procedure:
1. Pick a 32-bit random number x and 32-bit random prime k.
2. y = x−1 mod(k.N )
3. (Sp0 2 ,Sp2 ) ← FA-SPA-GA-HenselLift with C, dp , p, k, x, e as
inputs.
4. (Sq0 ,Sq ) ← FA-SPA-GA-Exp with C, dq , q, x, k as inputs.
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5. S 0 ← CRTblinded (Sp2 0 , Sq 0 )
6. S ← CRTblinded (Sp2 , Sq )
7. S 00 ← C.S mod(p2 .q)
8. if (S 00 = S 0 ) & (p, q, a not modified) then return y.S.
else return (“A fault attack has been detected.”);
In the above algorithm,
CRTblinded (Sp2 , Sq ) = (((Sq − Sp2 ) mod(k.q)).a mod(k.q)).p2 + Sp2 mod(p2 .q)
and

4.3

a = p−2 mod q.

Security Argument

The FA-SPA-HenselLift algorithm we propose is secure against SPA as well
as FA. Security from SPA comes due to the fact that the modulus is blinded
by a random prime, preventing the attacks proposed by [13]. Note that
the blinding is still effective even when we insist that k be a 32-bit random
prime rather than a 32-bit random number, because there are abundant 32bit primes (about 227 , by the prime number theorem). This still keeps the
number of possibilities sufficiently large.
To demonstrate security from FA, we recall that FA consists of introducing a fault in the internal variables of an algorithm. We will show that no
matter which variable is disturbed, the disturbance will be caught by a coherence test. Any fault induced in K0 , A0 or A1 will cause the (K0 ∗A0 = A1 )
test to fail. Any fault induced in Sp0 2 or Sp2 will disturb the coherence between them and cause the (S 00 = S 0 ) test in FA-SPA-GA-CRT-RSA to fail.
Notice that because Sp0 2 and Sp2 are calculated independently after the exponentiation stage, there is no probable way to disturb them and still maintain
coherence between them. FA against public parameters will not work either,
as the test which checks if they are modified will fail.
Security against GA comes due to multiplication by x (a random element) at the end. The argument is the same as in [9]. The security of
FA-SPA-GA-exp and FA-SPA-GA-CRT-RSA itself comes from [3] and [9].
Regarding the security of the three algorithms when implemented together,
we see from the above argument that any attack (GA,SPA,FA) is resisted by
the algorithm itself or it causes the coherence test in FA-SPA-GA-CRT-RSA
algorithm to fail.

4.4

Vulnerabilities

Although the above proposed algorithms are secure against FA, SPA and
GA, they are not secure against DPA and TA. The attacker may run the
above algorithms many times with a variety of inputs and make power as
well as timing measurements. These measurements may help him learn
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secret information. This is explained in more detail in the next version of
the Multi-Power RSA Decryption.

5

Final Version of Multi-Power RSA Decryption

Before discussing the final version, we make certain observations and comments on side channel attacks in general. These motivate the countermeasure added in the final version.
Major side channel attacks may be classified based on the level of abstraction at which countermeasures have to be proposed in order to effectively
counter them. We consider two levels of abstraction, logic gate level and
algorithmic level. Some measures are implemented at algorithmic level (FA,
SPA, GA) whereas others require handling at both levels (TA, DPA). Note
that GA may be dealt with purely at the algorithmic level [9] or purely
at the logic gate level [4]. We mention that measures at the algorithmic
level may require architectural support for implementation of the necessary
algorithm(s).
Countering TA and DPA requires two-fold security. First, the control
flow in the algorithms should be independent of data i.e. the algorithms
should have only a single execution path. Second, the logic gates used
for hardware implementation should have data-independent characteristics
(leakage current, input-output delay, power consumption etc.). If the first
property is absent, then the time taken or power consumed by different
paths in the algorithm may be different. Thus, the attacker may execute the
algorithms with different sets of inputs and figure out with path is followed
for which data. Usually, the path taken depends on secret bits and thus
these bits may be revealed. If the second property is absent, different inputs
will have different power traces (or execution times). Again, the power
consumed or time taken depends on secret bits in many cases and hence
they may be compromised. We note that a large section of the literature on
side channel attacks deals with obtaining and analysing power traces and
times of execution.
We mention that the algorithms proposed in the second version have
the first property of control flow being data-independent, as none of them
have any branches during execution. Conditional statements appear only
before the final answer is output. Thus, for a version secure against all
major side channel attacks (FA, TA, SPA, DPA and GA) we only need logic
gates that satisfy the second property above (i.e. having data-independent
characteristics). Recently, a dynamic and differential logic style has been
proposed in [4], that has signal independent switching behaviour. In [4], the
authors show that during each clock cycle, power consumption and all circuit
characteristics, such as leakage current, instantaneous current and inputoutput delay are identical and independent of the logic value and sequence
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of input data. We state that the secure Hensel Lifting algorithm we propose
(as indeed any algorithm in this paper) must be implemented using the set
of logic gates built by [4] for resistance against TA and DPA. Thus, the final
version of Multi-Power RSA Decryption consists of algorithms specified in
the second version implemented with the logic gates built by [4].
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Possible Attacks

As explained in the security argument above, the implementations we provide are secure against all major side channel attacks. However, there exists
an attack model in which our implementation is not secure, namely the random transient fault attack model. This fault model assumes that fault can
occur at any point in the algorithm for a short time, and that the fault gets
corrected after this duration. We believe that this model is too strong for
an attacker to implement in practice. Also, the probability that this occurs
by itself in the underlying hardware in a manner that is exploitable is negligible. Further, it is unclear whether or not such an attack is possible on
the kind of logic gates proposed by [4]. In any case, there does not exist any
implementation of any algorithm that is secure in this model.
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Conclusion and Future Work

We looked at various implementations of algorithms required for Multipower RSA Decryption available in the literature and found that they are
vulnerable to side channel attacks. We proposed a secure implementation
of Hensel Lifting and adapted the existing implementations of modular exponentiation and CRT-RSA decryption algorithms to make them secure
against major side channel attacks as well as compatible with each other.
The only attack model in which our implementation may be attacked is
the random transient fault attack model. We leave open the problem of
implementing Multi-Power RSA Decryption secure in this model.
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