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Abstract. Current remote e-voting schemes aim at a number of security
objectives. However, this is not enough for providing secure online elections in practice. Beyond a secure e-voting protocol, there are many organizational and technical security requirements that have to be satisfied
by the operational environment in which the scheme is implemented. We
have investigated four state-of-the-art e-voting protocols in order to identify the organizational and technical requirements which these protocols
need to be met in order to work correctly. Satisfying these requirements
is a costly task which reduces the potential advantages of e-voting considerably. We introduce the concept of a Voting Service Provider (VSP)
which carries out electronic elections as a trusted third party and is responsible for satisfying the organizational and technical requirements.
We show which measures the VSP takes to meet these requirements. To
establish trust in the VSP we propose a Common Criteria evaluation
and a legal framework. Following this approach, we show that the VSP
enables secure, cost-effective, and thus feasible online elections.
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Introduction

Remote e-voting is becoming more and more important in our mobile era. In
2007, Estonia was the first country to implement remote e-voting in parliamentary elections (cf. [11], [25]). Another example of a successful e-voting application is the election of the chairmanship of the German Informatics Society
(Gesellschaft für Informatik, GI) which has been carried out electronically since
2004 using the POLYAS remote voting system [23]. In 2006, 4005 out of 4070
GI members cast their vote electronically over the internet (cf. [15]).
There are many more potential applications of e-voting, for example elections
of a works council in a company. However, for e-voting to be widely used, it
must be possible to implement secure e-voting systems with reasonable effort.
A thorough analysis of the protocols [3], [20], [22], and [24] shows that in order
for those protocols to run securely, the operational environment needs to meet

a number of organizational and technical requirements, such as the existence of
a public key infrastructure, private communication channels, or trusted system
components. Modifying this environment in such a way that these requirements
are met may be a very complex and costly task. This reduces the potential
advantage of using an e-voting system considerably.
In this paper we solve this problem by introducing a Voting Service Provider
(VSP). The VSP is a trusted third party which organizes an electronic election on
behalf of the institution which holds the election. We show that the VSP can be
made responsible for satisfying the majority of the organizational and technical
security requirements that are not covered by the underlying protocols but have
to be met in order for an e-voting system to work securely. The VSP releases its
clients from setting up the operational environment accordingly, thereby making
e-voting much more cost-effective. The VSP can be a separate unit within the
organization where the election takes place. But to strengthen the effect of the
VSP, we propose to make it an institution on its own that carries out electronic
elections on behalf of other organizations and institutions.
The definition of a VSP is inspired by an analogous entity within a public
key infrastructure: The Certification Authority (CA), a trusted third party that
issues digital certificates. It is not sufficient for a CA to implement the necessary
cryptographic protocols properly. A CA also needs to meet many organizational
and technical requirements. The way each CA addresses and implements these
requirements is usually described in the Certification Practice Statement (CPS)
[8] of the CA. Examples for such requirements can be found in the European
Directive for Electronic Signatures [13, Annex II], or in the regulations [33] for
legal CAs in Germany. These also show that CAs permitted to issue qualified
certificates operate under stringent organizational and legal conditions. Furthermore, they are usually observed by some independent authority. Similarly, we
propose to establish a legal framework and an independent supervisory body for
VSPs as well.
1.1

Related Work

Organizational and technical requirements for e-voting have been specified in
several catalogues, of which we mention the leading ones from Europe and Germany: The Council of Europe has come up with a comprehensive set of standards
on e-voting [10], including remote e-voting as well as voting machines. The catalogue is divided into three parts: Legal standards, operational standards referring
to the organization and conduction of the election, and technical requirements
addressing issues like accessibility, operation, and audit of the voting system. In
Germany, the GI has developed a catalogue of requirements for online elections
in non-governmental organizations [14]. Furthermore, since 2006, a Common Criteria Protection Profile for remote electronic elections has been developed under
leadership of the German Federal Office for Information Security (Bundesamt
für Sicherheit in der Informationstechnik, BSI) [5]. Currently it is under certification, which is planned to be completed in a couple of months. First experiences
can be found in [26].

Regarding the idea of a trusted VSP, to the best of our knowledge, there are
no implementations so far which fully comply with our concept. Most e-voting
systems either offer mere software solutions like Scytl [31] or they are out of
our scope since they use paper ballots (e.g. [29]) or polling stations (e.g. [12]).
The CyberVote project [1], a research programme funded by the European Commission, developed an internet voting software prototype. The software includes
server and client components and allows voting using PCs, handheld devices or
mobile phones. The project also considered legal aspects of e-voting software.
The voting system POLYAS [23] matches our concept best in terms of carrying out electronic elections on behalf of the institution which hosts the election.
POLYAS offers online elections for organizations and associations and has been
used for the election of the GI chairmanship since 2004 [15]. The POLYAS voting
software is to be evaluated against the Protection Profile [5]. We will show that
our concept to establish trust in the VSP is more comprehensive.
1.2

Our contribution

Although the idea of outsourcing certain functions to a third party exists since
the 1980s, it has not been fully applied to e-voting yet. Furthermore, while the
requirements for e-voting have been laid down in several catalogues, a concept
for satisfying these requirements while maintaining the usability of e-voting has
not been provided. We give a solution to this problem by linking the security
requirements to the concept of a service provider: We derive the motivation for
establishing service providers for remote electronic elections from the organizational and technical requirements of current e-voting schemes. We show that the
VSP can be made responsible for satisfying most of these requirements, thereby
reducing effort and cost for the election host and making e-voting feasible in
large scale. Focusing security demands on the VSP simplifies verification of evoting security issues, but also increases the importance of trust in the VSP. We
argue that it is in fact a trusted third party by providing sufficient measures to
establish trust in the VSP.
We do not discuss which particular techniques the analyzed protocols use
to achieve the security objectives of e-voting, e.g. anonymity or democracy. We
also do not investigate the security of cryptographic algorithms employed in
these protocols. We rather assume that the protocols and the cryprographic
primitives used by them work securely as specified. Furthermore, we do not deal
with security of the client platform which is a major issue on its own and out of
the scope of this work.
The paper is organized as follows. In Section 2 we analyze four important
e-voting protocols [3], [20], [22], [24] and identify major organizational and technical security requirements that need to be met in order for those protocols to
work securely. In Section 3 we introduce the VSP. We show how the security
requirements identified in Section 2 can be satisfied by the VSP. Section 4 gives
an evaluation of our results, providing measures to establish trust in the VSP.
In Section 5 we conclude the paper.

2

Organizational and technical security for e-voting

In order to enable secure electronic elections it is not sufficient to implement a secure e-voting protocol. To achieve the security objectives of e-voting (see below),
all e-voting protocols need certain security requirements to be met, i.e. organizational and technical conditions that have to be satisfied by the environment
in which the voting system is implemented. In this section we analyze the four
e-voting protocols [3], [20], [22], [24] and identify the security requirements that
those protocols need to be satisfied in order to work securely.
First we review the security objectives for e-voting following [27]. One of the
most important security objectives for e-voting schemes is privacy: It must be
impossible to associate a vote with the voter who cast it (anonymity), all ballots
must remain secret until voting is completed (fairness), a voter must not be
able to prove in which way she voted (receipt-freeness) and cannot be forced
to abstain from voting or to vote in a particular way (uncoercibility). Another
security objective is accuracy: Votes cannot be altered, duplicated or eliminated,
all valid votes are counted correctly, and invalid votes are not counted. Of equal
importance is democracy: Only eligible voters are permitted to cast their vote and
only one vote per voter is accounted. In contrast to paper-based voting systems,
most e-voting schemes are verifiable. Individual verifiability means that every
voter can verify that her vote was accounted correctly. Universal verifiability is
achieved if anyone is able to verify the correctness of the voting process and its
results.
The e-voting protocols [3], [20], [22], and [24] achieve most of those security
objectives. But to do so, they need several organizational and technical security
requirements to be satisfied. We now describe these requirements, categorized in
families. We also mention the related security objectives.
Trusted components (Tr Comp). All four voting protocols that we have
analyzed rely on trusted components. The security of the protocols is based on
the fact that these components work securely as specified. The secure operation
of the components is not enforced by the voting protocols. It is assumed to be
guaranteed by the environment in which the voting protocol is implemented. [24]
requires a trustworthy administrator who authorizes eligible voters. [22] assumes
that an administrator does not collude with an adversary to issue an illegally
modified randomizer device to a voter. [20] assumes that the registration authority is trustworthy and does not collude with an adversary. [3] requires a
trustworthy time stamp server which allows voters to prove that they have cast
their vote in time before the election terminated.
Of particular importance is the requirement that trusted components do not
collude maliciously with each other. In case of a threshold scheme, the number of
colluding parties must not exceed a certain bound. Civitas, an implementation
of [20], assumes that not all of the distributed registration tellers collude in order
to forge or disclose a valid private credential (cf. [9]). [24] achieves anonymity,
fairness, democracy, and universal verifiability as long as the number of colluding
participants does not exceed a determined threshold.

Trusted communication (Tr Comm). The voting protocols we have analyzed require trusted communication between the participants and the components of the voting system. [24], [20], and [9] use anonymous channels which
prevent senders from being identified and hence ensure anonymity. [9] uses an
anonymous channel for vote casting to support uncoercibility.
[20] even requires an untappable channel to provide perfect secrecy in an
information-theoretical sense. This channel is used during registration to prevent
simulation and forced-abstention attacks. [9] requires an untappable channel
between the voter and at least one trusted registration teller. This untappable
channel allows the voter to construct a fake credential to achieve uncoercibility.
In fact, an untappable channel is considered to be the weakest known assumption
for receipt-freeness according to [17].
Trusted storage and erasure (Tr SE). The voting protocols under analysis
need to store and erase sensitive data. Examples for sensitive data are the private
keys of the mix net and tallier units used in [20] and [24] as well as in their
implementations [9] and [21]. The private keys of the voters must be stored
securely in order to guarantee privacy. [3], [24], and [21] use blind signatures to
anonymize votes. The blinding factor must be stored safely because disclosure
could compromise anonymity.
The long-term verifiability of elections requires trusted long-term storage of
the corresponding data (see [16]). Trusted erasure mechanisms are, for example,
necessary in [20] to delete registration data. Also, the private credential share
used in [9] must be erased by each teller after it has been delivered to the voter.
Once the voter has computed the private credential from the shares, these must
also be erased.
Trusted application of cryptography (Tr AC). The analyzed e-voting protocols and all other e-voting schemes that we are aware of use cryptographic
mechanisms, in particular public key cryptography. Public key cryptography is
applied to distribute symmetric keys and to establish the authenticity of the
entities of the e-voting system.
The application of public key cryptography requires a public key infrastructure (PKI). In this PKI, keys are generated and distributed securely. A Certification Authority (CA) issues certificates that prove the authenticity of public
keys, i.e. bind a public key to the identity of its owner. The PKI technology
plays a significant role for enabling large-scale online voting. The infrastructure
itself solves certain problems that appear in electronic elections, such as user
registration and identification.
In the analyzed voting schemes public key cryptography supports anonymity
and democracy. [21] employs a PKI for key distribution and registration of the
voters. In [22] and [9] voters use their public key certificate for authentication
when registering for the election. [3] requires that the public key of the election
authority is certified by an independent CA. [20] proposes to generate the tallier’s
key pair by a trusted third party. This can be realized within a PKI.

Miscellaneous (Tr Misc). Several of the analyzed voting protocols require
trusted delivery of voting equipment to the voter. [3] and [21] make use of smartcards. In [22], tamper-resistant randomizers are employed for vote casting. Those
objects must be delivered reliably before the election starts. Additional voting
documents such as a polling card must be distributed securely as well.
To achieve uncoercibility, voting protocols often assume that an adversary
cannot observe the voter during the very moment of voting (cf. [22], [20]). In
remote electronic elections this is the responsibility of the voter and may require
extra measures.
General requirements. Besides e-voting-specific organizational and technical
security requirements which we have taken from the analyzed protocols, there
are general requirements that apply to all security critical electronic systems.
Just as the specific requirements, the general requirements must be satisfied in
order to achieve the security objectives. In the following we review several general
security requirements and relate to the security objectives they support.
In any e-voting system including those that implement the protocols under
analysis, all components need to be set up as required. This includes proper
installation and configuration of the software and the usage of appropriate hardware which meets the minimum hardware requirements of the system. After
installation, the integrity of the e-voting system has to be protected.
To ensure democracy, availability of the voting system must be ensured.
Casting votes must be possible for any user at any time during the election.
Connection bandwidth and maximum number of simultaneous connections have
to be in line with the expected size of the election.
To ensure accuracy and democracy, the voting system must not enter any
undefined state during the election. The voting process must be able to recover
from an interruption during vote casting (cf. [19]). Database consistency has to
be guaranteed.
Election servers must be protected against viruses, trojan horses, and network
attacks such as denial of service (cf. [19], [6], [28]). All installed software (like
operating systems or browsers) has to meet the minimum requirements for the
voting system to function properly.
For the sake of democracy, proper assistance to the users of the e-voting
system has to be provided.

3

The Voting Service Provider

In Section 2 we have shown that secure e-voting can only be achieved if a secure
e-voting protocol is implemented in an environment that meets many organizational and technical security requirements. Satisfying those requirements is
a very complex and expensive task. This reduces the potential advantage of evoting considerably. In this section we solve this problem by introducing a Voting
Service Provider (VSP). The VSP is defined as follows:

Definition. The VSP is a trusted third party carrying out electronic elections
on behalf of the election host, which is the institution that holds the election.
We show that the VSP is responsible for satisfying the majority of the organizational and technical security requirements we have identified. This makes it
much easier to meet the complex security requirements in a verifiable way. Allocating security critical tasks to the VSP on the other hand demands a high level
of trustworthiness of the VSP. We address this issue in Section 4. As an external institution, one VSP carries out many elections for several different election
hosts. Thereby the election hosts share the cost for implementing the measures
to meet the security requirements. This reduces the expenses for each individual
election host.
Now we show how the VSP satisfies the requirements identified in Section
2, referring to the measures recommended in the Safeguard Catalogues of the
German Federal Office for Information Security [4].
Trusted components (Tr Comp). All trusted components such as the trustworthy administrator, the registration authority or the time stamp server are
operated by the VSP. For example, the time stamp server is monitored and
partitioned off. If the adminstrator or the registration authority is human, the
VSP employs measures like legally binding contracts, non-disclosure agreements,
or dual-control to support their trustworthiness (cf. [4, M 3.10], see also General requirements). The VSP guarantees that the trusted components do not
collude maliciously. Their communication capabilities to other components are
restricted to the indispensable minimum. The VSP prevents malicious collusion
by logical or even physical separation where necessary (cf. [14], [4, M 2.73]). Logical separation is realized by adequate design and implementation of the voting
software. For physical separation, the VSP uses separate hardware or provides
separate rooms for each component. These rooms may be secured by physical
access control (see Tr SE).
Trusted communication (Tr Comm). The VSP provides for trusted communication between the participants of the electronic election. Anonymous channels can be implemented using a mix net as proposed in [24]. This mix net is
securely operated by the VSP.
The VSP can establish an untappable channel using postal service as suggested in [20]. To realize an untappable channel between system components, the
VSP may separate the involved components physically and disconnect them from
any network (cf. [4, M 5.61]). Authorized personnel of the VSP then exchanges
data by transferring read-only storage media like recorded DVDs.
Trusted storage and erasure (Tr SE). The VSP takes physical precautions
to guarantee the secure storage of private keys of server components such as mix
net or tallier. Safety areas or separate rooms may be used for these components,
physical access control restricts access to authorized personnel of the VSP (cf. [4,

M 1.29, 2.6]). Possible access control mechanisms are for example locks and keys,
card access or biometric identification systems (cf. [4, M 2.17]). Also, the VSP
can monitor these rooms by a video surveillance system (cf. [4, M 1.53]). The
VSP realizes secure storage of private keys or blinding factors on the part of
the voter by secure software design or by distributing tamper-resistant hardware
such as smartcards.
The VSP ensures reliability of storage media by using backup or redundancy
systems, e.g. mirror harddrives. That way, loss of ballot data can be prevented.
To guarantee long-term security, the VSP archives all relevant election data on
reliable storage media in a physically secured room.
The VSP realizes secure erasure of data, such as the private credential shares
used in [9], by means of software. There are approved methods for secure erasure
by overwriting data with random bits, so called “file shredding” (cf. [4, M 2.167]).
Trusted application of cryptography (Tr AC). If no trusted PKI is already
used by the election host, the VSP is responsible for providing an adequate PKI.
The VSP either uses PKI services of a third party or establishes its own PKI.
In the latter case the VSP provides all necessary hardware and software and is
responsible for secure operation and maintenance of the PKI. Key generation is
performed in a secure environment using suitable key generators. The VSP distributes the keys on suitable data media (e.g. smartcards) or via communication
channels which ensure their confidentiality (e.g. encrypted with a key encryption
key), integrity (e.g. MAC-secured) and authenticity (e.g. with a digital signature)
(see [4, M 2.46]). The VSP uses a PKI based on X.509 certificates specified in [2]
and [18]. X.509 certificates are used for realizing qualified certificates [30]. For
example, qualified certificates according to the German Signature Act [32] are
implemented using X.509.1
Several countries have issued or plan to issue electronic citizen cards, i.e. smartcards which support e-government. The underlying PKI can be used for legally
binding electronic elections on the national level. Requirements like secure key
generation or secure digital signatures are provided by such an infrastructure. In
this case, the VSP does not deal with these issues. This fact simplifies the VSP’s
deployment, which in turn supports deployment of remote e-voting. Therefore,
promotion of citizen cards is a long-term goal.
Miscellaneous (Tr Misc). The VSP is responsible or even legally liable for the
secure delivery of any voting equipment required. Depending on the underlying evoting protocol, the VSP delivers smartcards (cf. [3]) or tamper-resistant devices
like the randomizers used in [22]. Moreover, the VSP may be charged to distribute
legally required voting documents like polling cards. The VSP delivers electronic
items like the credentials used in [20] via a confidential and authenticated channel
such as a TLS connection or via secured e-mail using S/MIME.
1

Note that qualified certificates have a different meaning in the various specifications,
regulations, countries, etc.

The VSP informs the voter about her duty to care for not being observed
while voting. If the election takes place in a company and voters cast their vote
from their workstations, the workplace is supposed to be configured in a way
which does not allow the computer screen to be observed by third parties while
voting (cf. [4, M 1.29, M 3.9]). The VSP advises the election host on achieving
these measures.

General requirements. The VSP is responsible for installing and configuring
the voting system correctly. The VSP enforces integrity of the voting software by
using digitally signed system code (cf. [4, M 4.177]). Furthermore, the VSP provides safe rooms combined with appropriate access control to support software
integrity. Only authorized personnel of the VSP has access to the voting system
and the areas where the election server is located (cf. [4, M 1.58, 2.6–2.8]).
To ensure availability of the election system, the VSP employs appropriate
hardware. The VSP chooses memory, CPU and storage capacity of the server
computers adequately to guarantee the necessary data processing performance.
Connection bandwidth and maximum number of simultaneous connections have
to be in line with the expected size of the election. To ensure database consistency, the VSP enforces rollback policies by using appropriate software design
(cf. [4, M 2.130]). The VSP runs standard security software like anti-virus and
firewall programs on all computers under its responsibility and makes use of
intrusion detection systems (cf. [4, M 4.3]). Also, the VSP ensures that the minimum requirements of the voting system are met by all software components
on the VSP’s hardware, for example operating systems, browsers or Java runtime environment. To prevent system unavailability caused by a power outage
or system failure due to flood or fire, the VSP enforces special safety regulations regarding the rooms or the whole building where the server components
are located (cf. [4, M 1.1–1.29, 1.58]).
The VSP provides the skilled personnel which is necessary to set up and
maintain the voting system. Trustworthiness of the personnel is achieved by
legally binding contracts such as non-disclosure agreements (cf. [4, M 3.2, 3.33,
3.50]). The VSP enforces policies regarding prevention of operating errors and
misuse by the personnel. For example, accessing the vote server, e.g. in order to
start the election application, should be regulated by dual-control (cf. [14]).
The VSP is the point of contact in all questions regarding the election process. The VSP offers assistance to the voters regarding questions on how to
register and cast their vote correctly by providing online assistance and offering
a helpline.
Table 1 summarizes our results. It contains the organizational and technical
security requirements and how the VSP satisfies them. The table is restricted to
the requirements which we have identified in the protocols [3], [20], [22], and [24].
Thus, long-term storage as well as the general requirements we have described
are not included.

Requirement
Family
trustworthy administra- Tr Comp
tor, trustworthy registration authority
trustworthy time stamp Tr Comp
server

Protocol Measures
[24], [22], legally binding contracts, non[20]
disclosure agreements, dual-control
[3]

prevention of malicious Tr Comp [24]
collusion

secure
operation,
partitioning-off

monitoring,

logical or physical separation, restricted communication capabilities

anonymous channel

Tr Comm [24], [20] secure mix net

untappable channel

Tr Comm [20]

physical separation, data exchange
via read-only media, postal service

secure storage of private Tr SE
keys (server-side)

[24], [20] safety areas, physical access control,
surveillance, reliable storage media

secure storage of blind- Tr SE
ing factor (client-side)

[24], [3]

secure software design, tamperresistant hardware

erasure of private cre- Tr SE
dential share

[20]

secure
software
shredding

PKI

[24], [3], X.509
certificates,
smartcards
[22], [20] (e.g. electronic citizen cards),
secure communication channels,
secure hardware

Tr AC

delivery of voting equip- Tr Misc
ment

design,

file

[3], [22], electronic items are delivered via
[20]
confidential and authenticated
channel (TLS) or secured e-mail
(S/MIME), hardware equipment
requires logistics solution

Table 1. Security requirements and how the VSP satisfies them
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Analysis of the concept

In our concept, the majority of the security critical tasks is centralized in one
institution, namely the VSP. Thus it has to be trustworthy. The VSP provides
those security critical tasks as a service, a concept which is similar to Certification
Authorities (CAs). To establish trustworthiness for the VSP we therefore employ
the approved procedures used for CAs in Germany: A product evaluation, e.g.
following Common Criteria [7], as well as legal regulation including a special law
and supervision by an independent control authority. We explain this in more
detail:
To ensure proper function, the e-voting software used by the VSP is evaluated
and certified according to Common Criteria. In Germany, the Protection Profile
for online elections (see Section 1.1) is intended to be used for that purpose. Regarding the hardware, the VSP uses certified components in all security relevant
areas. The organizational structure, the workflows and thus the VSP as a whole
is evaluated according to adequate methods. Here we follow the approach used
for German CAs: According to the German Signature Act [32], each CA must
provide a security concept (Sicherheitskonzept) which records how organizational
requirements are met. Among others these include workflow management, reliability of employed personnel, and emergency precautions [33, §2]. The control
authority then evaluates this security concept and verifies that the CA complies
with the specified measures.
A special law regulates the legal requirements for electronic elections and
VSPs. CAs in Germany are bound to the German Signature Act [32]. Currently,
an analogical law for VSPs is in preparation. The law covers security aspects
(like the usage of certified software and hardware) as well as requirements for
the organization and operation of the VSP. This includes the existence of an
independent authority which is responsible for controlling and supervising the
VSP. For example, the control authority ensures legal conformity of the VSP.
Auditing is scheduled on a regular basis. In conclusion we observe that, compared
to the POLYAS voting system [23], our concept to establish trust in the VSP is
more comprehensive since POLYAS restricts itself to software evaluation.
As the majority of security critical tasks is allocated to the VSP, the idea of
a single point of failure is induced. However, the advantages of the centralized
concept outweigh this. Due to the centralized structure it is easier to install and
configure a secure e-voting system satisfying all security requirements. An institution like the VSP can easily be supervised, controlled as well as evaluated
and certified according to legal requirements as proposed above. We assume
that individual election hosts cannot involve themselves into a Common Criteria
evaluation as this is a costly, time and resources consuming process. However,
if a VSP is employed, this evaluation must be done only once for many elections of various election hosts. The advantages of a service provider have proven
themselves in the analogical concept of a CA which served as a role model.

5

Conclusion

By analyzing state-of the-art e-voting protocols we have shown that secure electronic elections can only be achieved if a secure e-voting protocol is implemented
in an environment that satisfies many organizational and technical security requirements. We have introduced the concept of a Voting Service Provider as a
trusted third party and we have shown that the VSP can be made responsible
for satisfying the majority of the security requirements. Deploying a VSP makes
it much easier to verify that e-voting security requirements are met.
Since one VSP can be used by many election hosts, e-voting through VSPs
is more cost-efficient. Employing a VSP allows the election host to benefit from
the advantages of e-voting while at the same time keeping its own effort low.
Using a VSP therefore makes e-voting much more feasible.
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