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Abstract. The security of interchanged use of modes of operation of block ciphers have not been
discussed in the public literature. So far, the modes of operation of block ciphers have been treated as
completely independent and uncorrelated. In this paper we represent both CBC and OFB as quasigroup
string transformations, and then show that OFB mode is a special case of the CBC mode of operation.
That raise possibilities for construction of several devastating attack scenarios against that interchanged
use of CBC and OFB. These attacks have not been addressed in NIST Special Publication 800-38A 2001,
“Recommendation for Block Cipher Modes of Operation”. More specifically, in the chosen plaintext
attack scenario with interchanged use of CBC and OFB mode, we give a concrete list of openssl
commands that extract the complete plaintext without knowing the secret key.
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Introduction

The first standardized approach to modes of operation for block ciphers was introduced in
1980 by NIST (in that time National Bureau of Standards) for the block cipher DES [10].
Then, at the end of the AES competition process, NIST organized two workshops for modes
of operation of block ciphers [11]. Several new modes of operation have been proposed such as
Accumulated Block Chaining (ABC) of Knudsen [8], Rogaway’s Parallelizable Authenticated
Encryption (OCB) [14], Key Feedback Mode was proposed by Håstad and Näslund [6], Gligor
and Donescu proposed eXtended Ciphertext Block Chaining (XCBC) schemes [5] and Jutla
proposed a parallelizable encryption mode with message integrity [7]. As a result of those
workshops and the suggestions given by numerous cryptographers and other experts in the
field, NIST compiled a Special Publication 800-38A 2001 (SP800-38A), “Recommendation
for Block Cipher Modes of Operation” [12]. In that document five modes of operation are fully
specified and recommend. Those modes of operation are: Electronic Codebook (ECB), Cipher
Block Chaining (CBC), Cipher Feedback (CFB), Output Feedback (OFB), and Counter
(CTR). While, the particular use and the security concerns of all those modes are discussed
in that document, there is nothing about the security concerns when those modes are used
interchangeably. For example, it is well known fact that the keystream reuse is insecure,
and it is well elaborated at several places in the NIST document SP800-38A, where the
recommendations how to choose IVs are given. However, it is perfectly possible to use the
keystream produced in one mode of operation for the first time, but the same keystream in a
form of a ciphertext to be produced by other mode too. So, formally speaking, the request for

not reusing the keystreams for a particular mode can be obeyed, but still that keystream can
be produced by other mode of operation, thus causing the whole plaintext to be completely
disclosed.
Of coarse, it is natural to rise the question: “Is the interchange use of several modes of
operation possible in practice?” We think that it is possible. Namely, very often software
packets or libraries are offering a set of block ciphers together with all five NIST modes of
operation (see for example OpenSSL [13] or Crypto++ [2] - to name a few).
Our results
In this paper we will show that, both CBC and OFB modes of operations can be defined
as a quasigroup string transformations. From that perspective, we will show that OFB mode
is a special case of the more general mode CBC. Then, by using the freedom of choice
within the software packages that offer both CBC and OFB modes of operation and still
fully complying with the NIST recommendations, we will show how someone can successfully
extract the plaintext from the ciphertext, without the knowledge of the secret key.
The organization of the paper is following: In section 2 we give short introduction, basic
definitions and properties of quasigroup string transformations, CBC and OFB modes of
operation and represent those modes as quasigroup string transformations. In section 3 we
describe several attack scenarios that extracts complete plaintext without knowledge of the
secret key. There we give an example with a concrete list of openssl commands that will show
the insecurity of the combination of OFB and CBC mode. In section 4 we give conclusions.
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2.1

Basic definitions
Quasigroup string transformations

Here we give just a few definitions about quasigroups and quasigroup string transformations.
A more detailed explanation is found in [1, 3, 9, 15].
Definition 1. A quasigroup (Q, ∗) is a groupoid satisfying the law
(∀u, v ∈ Q)(∃!x, y ∈ Q) u ∗ x = v & y ∗ u = v.

(1)

It follows from (1) that for each a, b ∈ Q there is a unique x ∈ Q such that a ∗ x = b.
Then we denote x = a \∗ b where \∗ is a binary operation in Q (called a left parastrophe
or left conjugate of ∗) and the groupoid (Q, \∗ ) is a quasigroup too. The algebra (Q, ∗, \∗ )
satisfies the identities
x \∗ (x ∗ y) = y, x ∗ (x \∗ y) = y.
(2)
Consider an alphabet (i.e., a finite set) Q, and denote by Q+ the set of all nonempty
words (i.e., finite strings) formed by the elements of Q. In this paper, depending on the
context, we will use two notifications for the elements of Q+ : a1 a2 . . . an and (a1 , a2 , . . . , an ),
where ai ∈ Q. Let ∗ be a quasigroup operation on the set Q. For each l ∈ Q we define two
functions el,∗ , dl,∗ : Q+ −→ Q+ as follows:
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Definition 2. Let ai ∈ Q, M = a1 a2 . . . an . Then
el,∗ (M ) = b1 b2 . . . bn ⇐⇒ b1 = l ∗ a1 , b2 = b1 ∗ a2 , . . . , bn = bn−1 ∗ an ,
dl,∗ (M ) = c1 c2 . . . cn ⇐⇒ c1 = l ∗ a1 , c2 = a1 ∗ a2 , . . . , cn = an−1 ∗ an ,
i.e., bi+1 = bi ∗ ai+1 and ci+1 = ai ∗ ai+1 for each i = 0, 1, . . . , n − 1, where b0 = a0 = l.
The functions el,∗ and dl,∗ are called the e–transformation and the d–transformation of
Q based on the operation ∗ with leader l respectively, and their graphical representations
are shown in Fig. 1.
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Fig. 1. Graphical representations of the el,∗ and dl,∗ transformations

By straightforward application of the Definition 2 and the identities (2) it is easy to prove
the following:
Theorem 1. If (Q, ∗) is a finite quasigroup, then el,∗ and dl,\∗ are mutually inverse permutations of Q+ , i.e.,
dl,\∗ (el,∗ (M )) = M = el,∗ (dl,\∗ (M ))
for each leader l ∈ Q and for every string M ∈ Q+ .
2.2

u
t

CBC and OFB mode of operation as quasigroup string transformations

We will use the same terminology and notation as it is defined in SP800-38A [12].
– The forward cipher function of the block cipher algorithm under the key K applied to
the data block X is denoted as CIP HK (X).
– The inverse cipher function of the block cipher algorithm under the key K applied to the
−1
data block X is denoted as CIP HK
(X).
– The bitwise exclusive-OR of two bit strings X and Y of the same length is denoted as
X ⊕Y.
– The plaintext will be denoted as a sequence of n blocks P = P1 , P2 , . . . , Pn−1 , Pn where
every Pi has the length in bits that is characteristic for the particular block cipher.
– The ciphertext will be denoted as a sequence of n blocks C = C1 , C2 , . . . , Cn−1 , Cn where
every Ci has the length in bits that is also characteristic for the particular block cipher.
– The block size in bits is characteristic for the particular block cipher and will be denoted
with b. (For AES b = 128.)
– The key size in bits will be denoted with k. (For AES k = 128, 192, 256.)
– The string consisting only of zero bits will be denoted as 0.
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For some of the modes of operation, the last plaintext block Pn or the last ciphertext
block Cn are allowed to have less bits than the block size, and in the NIST publication they
are denoted as Pn∗ and Cn∗ . Without the loss of generality concerning the security issues,
throughout this paper we will take that the last parts of the plaintext and ciphertext have
also the length of the block size.
According to SP800-38A, The Cipher Block Chaining (CBC) mode is a confidentiality
mode whose encryption process features the combining (chaining) of the plaintext blocks with
the previous ciphertext blocks. The CBC mode requires an IV to combine with the first plaintext block. The IV need not be secret, but it must be unpredictable. Also, the integrity of the
IV should be protected. The CBC mode is defined as follows:
CBC Encryption:

Cj = CIP HK (Cj−1 ⊕ Pj ),

CBC Decryption:

−1
Pj = CIP HK
(Cj ) ⊕ Cj−1 ,

j = 1, . . . , n
j = 1, . . . , n

where C0 = IV is so called Initial Value.
Definition 3. For every A, B ∈ {0, 1}b , and every key K ∈ {0, 1}k let us define the following
operation:
A ∗ B ≡ CIP HK (A ⊕ B).
Theorem 2. The operation ∗ is a commutative quasigroup operation in the set {0, 1}b .
Proof. The commutativity of the operation ∗ follows immediately from the commutativity
of the operation ⊕. Namely, for any chosen key K it is true that
A ∗ B = CIP HK (A ⊕ B) = CIP HK (B ⊕ A) = B ∗ A.
Now to proof that the operation ∗ is a quasigroup operation it is sufficient to prove that
the equation A ∗ X = B has unique solution, for any A, B ∈ {0, 1}b . And since the block
cipher CIP HK (·) is a bijection in {0, 1}b the equation A ∗ X = B has a unique solution
−1
X = CIP HK
(B) ⊕ A.
u
t
Proposition 1. The left parastrophe operation \∗ that is corresponding to the operation ∗
is:
A \∗ B ≡ CIP H −1 (B) ⊕ A.
Proof. We have to prove that identities (2) are satisfied. First,
−1
−1
A \∗ (A ∗ B) = CIP HK
(A ∗ B) ⊕ A = CIP HK
(CIP HK (A ⊕ B)) ⊕ A = (A ⊕ B) ⊕ A = B,

and then
−1
−1
A ∗ (A \∗ B) = A ∗ (CIP HK
(B) ⊕ A) = CIP HK (A ⊕ (CIP HK
(B) ⊕ A)) = CIP HK (CIP H −1 (B)) = B.

u
t
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Theorem 3. The CBC mode of operation is equivalent with the following quasigroup string
transformations:
CBC Encryption:

C = eIV,∗ (P1 , P2 , . . . , Pn ),

CBC Decryption:

P = dIV,\∗ (C1 , C2 , . . . , Cn ),

Proof. If we apply directly the Definition 2, of e–transformation and d–transformation with
a leader IV we will obtain the corresponding values of the ciphertext C and the plaintext
P.
u
t
According to SP800-38A, The Output Feedback (OFB) mode is a confidentiality mode
that features the iteration of the forward cipher on an IV to generate a sequence of output
blocks that are exclusive-ORed with the plaintext to produce the ciphertext, and vice versa.
The OFB mode requires that the IV is a nonce, i.e., the IV must be unique for each execution
of the mode under the given key. The OFB mode is defined as follows (supposing that the
plaintext has length that is multiple of the block size):
OFB Encryption:

OFB Decryption:

I1 = IV ;
Ij = Oj−1 ,
Oj = CIP HK (Ij ),
Cj = Pj ⊕ Oj ,

for j = 2, . . . , n;
for j = 1, . . . , n;
for j = 1, . . . , n;

I1 = IV ;
Ij = Oj−1 ,
Oj = CIP HK (Ij ),
Pj = Cj ⊕ Oj ,

for j = 2, . . . , n;
for j = 1, . . . , n;
for j = 1, . . . , n;

Further in the text we will use the notation COF B = OF BK,IV,encrypt (P ) as a short
notation for OFB encryption of a plaintext P with a key K and an initial value IV .
Theorem 4. The OFB mode of operation is equivalent with the following quasigroup string
transformations:
OFB Encryption:
C = eIV,∗ (0) ⊕ P,
OFB Decryption:

P = eIV,∗ (0) ⊕ C,

Proof. If we apply directly the Definition 2, of e–transformation on the string 0 with a leader
IV we will obtain the corresponding values of the ciphertext C and the plaintext P .
u
t
From the last Theorem it is clear that the OFB mode is a special case of the CBC mode
of operation where the zero string 0 is encrypted. That raise possibilities to define several
attacks with chosen plaintext, that employ interchanged use of CBC and OFB mode of
operation. Those attacks are described in the next section.
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Scenarios of attacks with chosen plaintext on the interchanged
use of CBC and OFB mode of operation

From all definitions, properties and theorems in the previous section it is clear that the
following Theorem is true:
Theorem 5. Let K ∈ {0, 1}k be a secret key and let IV ∈ {0, 1}b be an initial value. Let
CCBC = eIV,∗ (0) is a cipher text obtained by the encryption of the plaintext PCBC = 0 in the
CBC mode of encryption, with the secret key K and initial value IV . Then, any ciphertext
COF B obtained by the OFB mode of operation with a secret key K and the initial value IV
that is the same as in the CBC mode (and is also nonce for the OFB mode) can be decrypted
simply by the operation
P = CCBC ⊕ COF B .
u
t
In this section we will discuss three variants of a known plaintext attack, where interchanged use of CBC and OFB modes of operation are performed, and where requirements
of the NIST recommendations are fulfilled.
Attack 1 is just step by step description of the Theorem 5.
Attack 1.
Step 1. The attacker Eve knows the encryption of the string 0 i.e. she knows CCBC =
eIVCBC ,∗ (0). She also knows the initial value IVCBC for that encryption, but does not
know the secret key K.
Step 2. Alice and Bob possess the secret key K, and decide to perform a secure communication using the OFB mode.
Step 3. In the NIST recommendations for IV in OFB mode (page 13 of [12]) it is written
that “The OFB mode requires that the IV is a nonce, i.e., the IV must be unique for each
execution of the mode under the given key;” According to those recommendations, the
use of IVCBC is allowed since it has never been used in OFB mode.
Step 4. Alice encrypts the plaintext P performing COF B = OF BK,IVCBC ,encrypt (P ).
Step 5. Eve extracts the plaintext without the knowledge of the secret key K simply applying P = CCBC ⊕ COF B .
A variant of the Attack 1 can be launched even if the IVCBC is not used in the OFB
mode.
Attack 2.
Step 1. The attacker Eve knows the encryption of the string 0 i.e. she knows CCBC =
eIVCBC ,∗ (0). She does not know the secret key K.
Step 2. Alice and Bob possess the secret key K, and decide to perform a secure communication using the OFB mode.
6

a.

b.

c.
Fig. 2. Screen dumps for original, encrypted and extracted file.

Step 3. They chose to use IV that has never been used in previous OFB sessions but it
happens that, that IV is also a block of the ciphertext CCBC that Eve possess. According
to the NIST recommendations, the use of such IV is allowed since it has never been used
in OFB mode.
Step 4. Alice encrypts the plaintext P performing COF B = OF BK,IV,encrypt (P ).
Step 5. Represented as concatenation of blocks, the ciphertext that Eve possess looks like:
CCBC = C1 , . . . , Cj−1 , IV, Cj+1 , . . .. She checks and finds out that the used IV is a block of
her ciphertext, thus she cuts the first part of the ciphertext CCBC (the fist part including
0
IV) obtaining the string CCBC
= Cj+1 , . . . , CN . She extracts the plaintext (whole or a
0
part of it) without the knowledge of the secret key K simply applying P = CCBC
⊕COF B .
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0
If the lengths of CCBC
and COF B are different, by convention, the output of ⊕ operation
0
will have a length that is equal to the smaller length of both CCBC
and COF B .

The third attack does not even require that the known plaintext have to consist of all
zeroes. Actually it is enough the plaintext to have many zero-blocks parts i.e. to be of the
form: P = P1 , . . . , Pi1 −1 , 0i1 , . . . , 0i2 , Pi2 +1 , . . . Pi3 −1 , 0i3 , . . . , 0i4 , Pi4 +1 , . . ..

Attack 3.
Step 1. The attacker Eve knows the encryption of the string P i.e. she knows CCBC =
eIVCBC ,∗ (P ) = C1 , . . . Ci1 −1 , Ci1 , . . . , Ci2 , Ci2 +1 , . . . Ci3 −1 , Ci3 , . . . , Ci4 , Pi4 +1 , . . .. The parts
of the ciphertext that are the result of the CBC encryption of the zero-block parts are
denoted in bold. Eve does not know the secret key K.
Step 2. Alice and Bob possess the secret key K, and decide to perform a secure communication using the OFB mode.
Step 3. They chose to use IV that has never been used in previous OFB sessions but it
happens that, that IV is a part of the bolded ciphertext blocks Cj that Eve possess.
According to the NIST recommendations, the use of such IV is allowed since it has never
been used in OFB mode.
Step 4. Alice encrypts the plaintext P performing COF B = OF BK,IV,encrypt (P ).
Step 5. Simmilar as in the Attack 2, Eve extracts a part of the ciphertext CCBC that
corresponds to the used IV and the bolded ciphertext blocks Cj , obtaining the string
0
CCBC
. She extracts the plaintext (whole or a part of it) without the knowledge of the
0
secret key K simply applying P = CCBC
⊕ COF B .
Example 1. In what follows we will demonstrate the Attack 1., with a concrete set of
openssl commands and the corresponding screen dumps showing the effects of those commands.
We will use aes-128-cbc and aes-128-ofb options of the “enc” command in the openssl.
For the purpose of this example we have prepared a short plaintext file containing the
song of Dire Straits, “Once Upon A Time In The West” from the album “Communiqué”
from 1979 [4].
– By applying the command “vi OnceUponATimeInTheWest.txt” we can see the context
of the file and the screen dump of that operation is shown in Figure 2a.
– The command “dd if=/dev/zero of=zero.txt bs=4096 count=1024” prepares a file
of length 4 MBytes all with zeroes.
– The command “openssl enc -aes-128-cbc -in zero.txt -out zero.bin -K
01234567890123456789012345678901 -iv 0123456789abcdef0123456789abcdef -nopad”
is the part of the known plaintext attack, where the file zero.txt is encrypted with CBC
mode.
8

– The command “openssl enc -aes-128-ofb -in OnceUponATimeInTheWest.txt -out
EncryptedDoc.bin -K 01234567890123456789012345678901
-iv 0123456789abcdef0123456789abcdef -nopad” encrypts the file
OnceUponATimeInTheWest.txt in OFB mode with the same key and IV that were used
in the CBC encryption. The resulting ciphertext file is named EncryptedDoc.bin.
– By applying the command “vi EncryptedDoc.bin” we can see the context of the encrypted file and the screen dump of that operation is shown in Figure 2b.
– The command “./XORFiles zero.bin EncryptedDoc.bin Extracted.txt” invokes a
program that XORs two files and produces the third file. The length of the produced file
is same as the length of the smaller file.
– By applying the command “vi Extracted.txt” we can see the content of the file and
see the extracted plaintext. The screen dump of that operation is shown in Figure 2c.

4

Conclusions

In this paper we have represented two popular modes of operation of block ciphers (CBC
and OFB) as quasigroup string transformations. Moreover we showed that OFB mode is
a special case of CBC mode of operation where the encryption of a string of all zeroes is
performed. From there, several attacks on the security of interchanged use of those two
modes of operation were designed. From the formal point of view, in those attacks, NIST
recommendations for the nature of IVs were followed, but still the attacks were able to
reconstruct the plaintext without the knowledge of the secret key.
One possible update in the NIST recommendations for the modes of operation of block
cipher would be to recommend IV for the OFB mode also to be unpredictable (rather than
nonce). Another recommendation can be simply to forbid usage of the OFB mode.
One of the intentions of this paper is to provoke an interest for security analysis of modes
of operation of block ciphers when those modes are interchangeably used. This paper shows
that those modes are not at all independent and uncorrelated, and a plaintext extraction
can be performed by knowing the ciphertext information from other modes of operation.
Moreover, many modern software packages and libraries offer all five modes of operation and
mistakes with improper interchanged use of those modes can happen.
A version of this paper has been sent to NIST, in order to initiate an update in the
recommendations that are given in their publication [12].

References
1. Belousov, V.D.: Osnovi teorii kvazigrup i lup. (1967) “Nauka”, Moskva
2. Crypto++ Library, http://www.cryptopp.com/
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