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To Cathrine





AbstratIn ryptosystems based on ellipti urves over �nite �elds (ECC-systems), the mosttime-onsuming operation is salar multipliation. We fous on the NIST ellipti urvesover prime �elds. An implementation of salar multipliation, developed by IBM Dan-mark A/S for test purposes, serves as a point of referene.In order to ahieve maximal e�ieny in an ECC-system, one must hoose an op-timal method for salar multipliation and the best possible oordinate representationfor the urve being used. We perform an analysis of known salar multipliation meth-ods. This analysis ontains a higher degree of detail than existing publiations on thesubjet and shows that the NAFw salar multipliation method with preomputationsin a�ne oordinates, intermediate doublings in Jaobian oordinates and additions inmixed oordinates is the optimal hoie. We ompare our salar multipliation shemewith the one implemented by IBM and onlude that a substantial improvement of e�-ieny is ahieved by using our sheme. We implement our e�ient sheme and supportour onlusions with timings of the implementations.Side hannel attaks using power analysis is onsidered to be a major threat againstthe seurity of ECC-systems. Mathematial ountermeasures exist but redue the per-formane of the system. So far, no omparison of the ountermeasures has been pub-lished. We perform suh a omparison and onlude that if a su�ient amount ofstorage is available, a ombination of side hannel atomiity and salar randomizationshould be used as a ountermeasure. If storage is limited, ountermeasures should bebased on a ombination of Montgomery's ladder algorithm and salar randomization.We speify side hannel atomi ellipti urve operations on the NIST ellipti urves inmixed oordinates. So far, no suh spei�ations have been published. We develop ane�ient and seure salar multipliation sheme and onlude that this sheme is moree�ient than the sheme used in the IBM implementation, whih provides no seurityagainst side hannel attaks. We implement our e�ient, seure sheme and supportour onlusions with timings of the implementations.
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ResuméI kryptosystemer baseret på elliptiske kurver over endelige legemer (ECC-systemer)er den mest omkostningsfulde operation skalarmultiplikation. Vi fokuserer på NISTelliptiske kurver over endelige legemer Fp, hvor p er et primtal. En implementation afskalarmultiplikation udviklet af IBM Danmark A/S til testformål tjener som sammen-ligningsgrundlag.For at opnå en maksimal grad af e�ektivitet i et ECC-system skal man vælge en opti-mal metode til skalarmultiplikation og den bedst mulige koordinat-repræsentation af denanvendte kurve. Vi gennemfører en analyse af kendte metoder til skalarmultiplikation.Denne analyse indeholder en højere detaljeringsgrad end eksisterende publikationer in-denfor emnet og viser, at NAFw metoden til skalarmultiplikation med præ-beregninger ia�ne koordinater, mellemliggende fordoblinger i Jakobianske koordinater og additioneri blandede koordinater er det optimale valg. Vi sammenligner vores metode med denaf IBM anvendte og konkluderer, at en betydelig e�ektivitetsforøgelse opnås ved atanvende vores metode. Vi implementerer vores e�ektive metode og understøtter voreskonklusioner med tidsmålinger af implementationerne.Såkaldte side hannel angreb baseret på strøm-analyse betragtes som en alvorligtrussel mod ECC-systemers sikkerhed. Matematiske modtræk eksisterer men påvirkersystemets ydeevne negativt. Hidtil er ingen sammenligning af modtrækkene bleveto�entliggjort. Vi gennemfører en sådan sammenligning og konkluderer, at hvis entilstrækkelig mængde hukommelse er til rådighed, bør en kombination af side hannelatomisme og tilfældigt skalar anvendes som modtræk. Hvis mængden af hukommelseer begrænset, bør man anvende et modtræk bestående af Montgomery's stige-algoritmeog tilfældigt skalar. Vi spei�erer side hannel atomiske operationer på NIST elliptiskekurver i blandede koordinater. Sådanne spei�kationer er ikke tidligere blevet o�entlig-gjort. Vi udvikler en e�ektiv og sikker metode til skalarmultiplikation og konkluderer,at denne metode er mere e�ektiv end metoden der anvendes i IBM-implementationen,som ikke er sikret mod side hannel angreb. Vi implementerer vores e�ektive, sikrealgoritme og understøtter vores konklusioner med tidsmålinger af implementationerne.
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IntrodutionToday, most publi key ryptosystems are based on the use of RSA. The advanesin information tehnology during reent years has resulted in a demand for longerRSA keys, in order to uphold an aeptable level of seurity. At the time of writing(July 2006), RSA Seurity reommends1 a key size of 1024 bits for orporate useand 2048 bits for extremely valuable keys, e.g. the root key pair for a ertifyingauthority. The need for long keys makes systems based on RSA di�ult toimplement in devies with onstrained memory and/or proessing power, e.g.smart ards.As an alternative to using RSA, one an onstrut publi key ryptosystemsbased on the disrete logarithm problem (DLP) in a �nite abelian group G. TheDLP is: Given g ∈ G and gx ∈ G, determine x. The group is most ommonlytaken to be F∗
q, where q = pn for a prime p and a positive integer n. There exists,however, sub-exponential methods (e.g. the Pohlig-Hellmann algorithm and the�Index Calulus� algorithm by Adlemann and Western, and Miller) for solvingthe DLP in F∗
q (see [Kob94℄ or [BSS99℄). For many purposes, the q being used,therefore, has to be very large in order to uphold a su�ient level of seurity.These large values of q imply a large storage requirement and a need for highproessing power, so, like ryptosystems based on RSA, ryptosystems based onthe DLP in F
∗
q are often not suitable for implementation in devies with limitedresoures.Miller [Mil85℄ and Koblitz [Kob87℄ has suggested the use of ellipti urvesin ryptography. Their proposal was to use ryptosystems based on the DLPin a group onstruted from the points on an ellipti urve over a �nite �eld.In this setting the DLP is alled the Ellipti Curve Disrete Logarithm Problem(ECDLP). There is no known diret analog of the �Index Calulus� algorithmfor attaks on systems based on the ECDLP, and, by hoosing suitable systemparameters, one an ahieve a group order equal to a large prime number (themeaning of �large� is determined by the desired strength of the system). Thismakes attaks based on the Pohlig-Hellmann algorithm infeasible. These proper-ties make it possible to onstrut an Ellipti Curve Cryptosystem (ECC-system)whih o�ers the same level of seurity as �onventional� systems (based on RSA orthe DLP in F∗
q) and uses shorter keys. In [RY97℄ Robshaw and Yin estimate that1Reommendations are published at http://www.rsaseurity.om/rsalabs/. vii



Introdutionan ECC-system using a 160 bit key potentially o�ers the same level of seurityas a onventional system using a 1024 bit key. Similar onlusions an be foundin the reommendations by The National Institute of Standards and Tehnology(NIST) [NIS06℄, The European Network of Exellene for Cryptology (ECRYPT)[ECR05℄, and Lenstra and Verheul [LV00℄.All ryptographi shemes based on the DLP in F∗
q have an ellipti urve ana-log. We will fous on the Digital Signature Algorithm (DSA) and the ElGamalryptosystem. The ellipti urve analog of the DSA is the Ellipti Curve DSA(ECDSA), desribed in [X9.98℄. The ElGamal ryptosystem is not standardized(partially due to ertain seurity issues). Instead, one uses the Ellipti CurveIntegrated Enryption Sheme ([P1300℄). For our purposes, the ElGamal ryp-tosystem will, however, su�e. Using the time required to perform a 1024 bitmodular multipliation as a time unit, Robshaw and Yin [RY97℄ ompare thetime required by a 160 bit ECC-system, a 1024 bit RSA ryptosystem and a

1024 bit DLP ryptosystem to perform an enryption, a deryption, a signingand a signature veri�ation. Their �gures show that for deryption and signingthe ECC-system is four times faster than the ryptosystem based on the DLP.It is more than six times faster than the ryptosystem based on RSA. The RSAryptosystem is the fastest when doing enryption and signature veri�ation2.The possibility to maintain an unhanged level of seurity while using shorterkeys makes ECC-systems interesting for use in smart ards and similar devies.Also, key generation in ECC-systems is simple, as it only involves hoosing arandom positive integer in a �xed interval, whereas key generation in an RSAryptosystem involves primality testing of large numbers, whih is very time on-suming. Due to this, ellipti urves have reeived a lot of attention during reentyears. However, not all ellipti urves are equally seure for use in ECC-systems(see [BSS99℄). NIST has seleted a number of ellipti urves (NIST urves) over�nite �elds whih are onsidered to be safe for use in ryptographi appliations.We will fous on a seletion of the NIST urves in the sequel. The text is dividedinto �ve main parts:Part I: In Part I we present a brief introdution to the theory of ellipti urvesand the use of ellipti urves in ryptography. Also, we speify the details of theNIST urves.Part II: The most time-onsuming operation performed in an ECC-system isthe so-alled salar multipliation. When implementing an ECC-system, one hasto make two important hoies. The �rst one is whih method to use for salarmultipliation. The seond one is whih oordinate representation to use for theellipti urve being used. The e�ieny of the system depends heavily on these2It should be taken into onsideration that Robshaw and Yin provide very little informationabout the degree of optimization performed on the systems.viii



hoies. We are presented with a Java implementation of a salar multipliationsheme, developed by IBM Danmark A/S for test purposes. Part II deals with thetask of onstruting a sheme whih is more e�ient than the one implemented byIBM. We examine a number of known salar multipliation methods in order to�nd the most e�ient one. Subsequently, we perform an evaluation of the use ofdi�erent oordinate representations. As the hoie of an optimal representationdepends on the spei� omputational environment (proessor power, memory,available software et.), we make an optimal hoie based on the omputationalenvironment at hand. We implement our resulting salar multipliation shemeand doument the e�ieny of our sheme both theoretially (ounting the num-ber of required operations to be performed in the ground �eld) and empirially(doumenting timings of our implementation). The test implementation devel-oped by IBM will serve as a point of referene, when evaluating the e�ieny ofour sheme.Part III: A tehnique for doing ryptanalysis known as side hannel analy-sis has beome a threat to many types of ryptosystems. Attaks based onthis tehnique are known as side hannel attaks. These attaks have drawnmuh attention, sine Paul Koher [KJJ99℄ desribed the �rst attak of its kindin 1999. Coron [Cor99℄ transferred the idea to ECC-systems. Mathematialountermeasures against side hannel attaks on ECC-systems exist, but imple-menting these ountermeasures a�ets the performane of the system. So far,no omparisons between the e�ienies of known mathematial ountermeasuresagainst side hannel attaks have been published. In Part III we perform suh aomparison. We evaluate both the e�ieny and seurity of a number of knownountermeasures. Implementations of all ountermeasures are developed, andtimings of the implementations are doumented. Based on our omparison, weselet ountermeasures whih introdue the smallest possible performane redu-tion. The ountermeasures are used to onstrut a salar multipliation shemewhih is seure against side hannel attaks using power analysis. We omparethe e�ieny of our seure sheme to the e�ieny of our original sheme as wellas to the e�ieny of the sheme implemented by IBM, whih o�ers no seurityagainst side hannel attaks. Our seure sheme is implemented, and timings ofthe implementations are doumented.Parts IV & V: In Part IV we draw onlusions based on the results obtainedin Part II and Part III. In Part V (appendix) we enlose an introdution tothe theory of Markov hains, as results from this theory are used in onnetionwith analyzing salar multipliation algorithms. Also, we enlose test vetors andsoure ode for all implementations developed.
ix
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Chapter 1Arithmeti on Ellipti CurvesEllipti urves are not ellipses. The study of ellipti urves arose from alulatingar lengths on ellipses whih leads to so-alled ellipti integrals of the form
∫

dx√
4x3 − g2x− g3

.By evaluating this integral for suitable omplex numbers g2 and g3, one an�nd omplex numbers ω1 and ω2 whih are linearly independent over R. Thesenumbers, alled periods, are used to de�ne the lattie
L = Zω1 + Zω2 = {n1ω1 + n2ω2 |n1, n2 ∈ Z}.A meromorphi funtion is given by

℘(u) =
1

u2
+
∑

ω∈L
ω 6=0

(
1

(u− ω)2
−

1

ω2

)
.The funtion ℘ is alled the Weierstraÿ ℘ funtion. It is doubly periodi andsatis�es the di�erential equation

(℘′)2 = 4℘3 − g2℘− g3,so for every u ∈ C we get a point (x, y) = (℘(u), ℘′(u)) whih satis�es the equation
y2 = 4x3 − g2x− g3.Equations of this form de�ne ellipti urves over C, and every ellipti urve overa �eld of harateristi di�erent from 2 and 3 an be de�ned by an equation ofthis form.This setion presents a brief introdution to the theory of ellipti urves. Thepresentation is not an exhaustive examination, as only a sparse seletion of theaspets of the theory is presented. The setion is self-ontained, as far as ourneed for an applied introdution to the theory goes, but readers interested in thevast �eld of ellipti urves will bene�t from the introdutions found in [Sil92℄ and[ACD+05℄. 3



Chapter 1. Arithmeti on Ellipti Curves1.1 General De�nitionsLet K be a �eld, let K[X], K[X, Y ] and K[X, Y, Z] be the polynomial rings overK in one,two and three variables respetively. Let f ∈ K[X, Y ]. Then, f an bewritten as a �nite sum
f(x, y) =

∑

i,j

ai,jx
iyj, ai,j ∈ K. (1.1)If f 6= 0, the degree of f is deg(f) = max{i+ j | ai,j 6= 0}.An element F ∈ K[X, Y, Z] is said to be homogeneous of degree d if

F (X, Y, Z) =
∑

i,j,k
i+j+k=d

bi,j,kX
iY jZk, bi,j,k ∈ K.The homogenization of f in equation (1.1), where f 6= 0, is a homogeneouspolynomial F ∈ K[X, Y, Z] of degree deg(f) given by

F (X, Y, Z) =
∑

i,j

ai,jX
iY jZdeg(f)−i−j .Let F be the homogenization of f , and onsider the equation

F (X, Y, Z) = 0. (1.2)Equation (1.2) has solutions (x, y, 1), where (x, y) is a solution of f(x, y) = 0.If (X, Y, Z) ∈ K3 is a solution of equation (1.2), then so is (λX, λY, λZ) forany λ ∈ K∗ (as F is homogeneous). We introdue an equivalene relation ∼ onK̇ := K3 \ {(0, 0, 0)} by
(X, Y, Z) ∼ (X ′, Y ′, Z ′) if
∃λ ∈ K∗ : X = λX ′ ∧ Y = λY ′ ∧ Z = λZ ′.The quotient spae K̇/ ∼ is alled the projetive plane over K and is denoted

P2(K) (or simply P2), while K2 is alled the a�ne plane over K and is denoted
A2(K) (or simply A2). A point in P ∈ P2(K) is thus an equivalene lass. Wewrite P = (X : Y : Z) for the equivalene lass ontaining (X, Y, Z).If Z 6= 0, the projetive point (X : Y : Z) orresponds to the a�ne point(

X
Z
, Y

Z

)
∈ K2. If Z = 0, the projetive point (X : Y : Z) has no a�ne representa-tion. Projetive points with no a�ne representation are alled points at in�nity.Using informal notation,

P
2(K) = A

2(K) ∪ {Points at in�nity}.If one representative of the equivalene lass P = (X : Y : Z) satis�es equation(1.2), all representatives of the lass satisfy equation (1.2) (as F is homogeneous).4



General De�nitionsTherefore, it makes sense to ask whether F (X, Y, Z) = 0 for some point
(X : Y : Z) ∈ P2(K).Let K be the algebrai losure1 of K, i.e. K is an algebrai extension of Ksuh that every p ∈ K[X] with deg(p) ≥ 1 has a root in K. We now de�ne:De�nition 1.1 (Projetive urve). Let F ∈ K[X, Y, Z]. Assume that F 6= 0 andthat F is homogeneous. A projetive urve C over K is the set of solutions in
P2(K) of the equation

C : F (X, Y, Z) = 0.The degree of C is the degree of F . Let L be a �eld with K ⊆ L ⊆ K. Apoint (X : Y : Z) on C is said to be L-rational if there exists λ ∈ K∗ and
(X ′, Y ′, Z ′) ∈ L

3 \ {(0, 0, 0)} suh that X = λX ′, Y = λY ′ and Z = λZ ′. Theset of L-rational points is denoted C(L).If the �eld L is apparent from the ontext, then C(L) is simply alled therational points. We say that a projetive urve is non-singular if the (formal)partial derivatives of F do not vanish simultaneously at any point of C.
◦With these notions in plae, we are ready to de�ne the onept of an elliptiurve.De�nition 1.2 (Ellipti urve). Let E be a projetive urve over K given by

E : F (X, Y, Z) = 0,where F has the form
F (X, Y, Z) = Y 2Z −X3 + a1XY Z − a2X

2Z + a3Y Z
2 − a4XZ

2 − a6Z
3.If F is non-singular, the projetive urve E is alled an ellipti urve. Theequation for E is written as

E : Y 2Z + a1XY Z + a3Y Z
2 = X3 + a2X

2Z + a4XZ
2 + a6Z

3. (1.3)Equation (1.3) is alled the Weierstraÿ form of E.
◦Let E be an ellipti urve given by equation (1.3), and let P = (X : Y : Z) bea point on E. If Z 6= 0, we an put x′ := X

Z
and y′ := Y

Z
(notie that x′ and y′1Stritly speaking, the algebrai losure of K an (using Zorn's lemma) only be shown tobe unique up to an isomorphism whih �xes the elements of K. We will disregard this andsimply speak of the algebrai losure of K. 5



Chapter 1. Arithmeti on Ellipti Curvesare independent of the hoie of representative of P ). Then, the point (x′, y′) isa solution of the equation
y2 + a1xy + a3y = x3 + a2x

2 + a4x+ a6. (1.4)This orresponds to the equation
f(x, y) = 0with

f(x, y) = y2 + a1xy + a3y − x
3 − a2x

2 − a4x− a6.Equation (1.4) is alled the a�ne Weierstraÿ form of E. Conversely, if (x′, y′)is a solution of equation (1.4), the projetive point (x′ : y′ : 1) is a solution ofequation (1.3). This gives a 1− 1 orrespondene between solutions of equation(1.3) with Z 6= 0 and solutions of equation (1.4).If Z = 0, equation (1.3) says that X3 = 0. The polynomial X3 has the tripleroot X = 0, and equation (1.3) with X = Z = 0 holds for any value of Y .Aording to the de�nition of P2, we have Y 6= 0. Therefore, P = (0 : 1 : 0) isa point on a urve in Weierstraÿ form, and it is the only projetive point on theurve with Z = 0. It is a point at in�nity, so it has no representation in a�neoordinates. We ount it as a rational point and represent it by the symbol O,when a�ne oordinates are being used. In the a�ne ase the K−rational pointsare:
E(K) = {(x, y) ∈ K2 | f(x, y) = 0} ∪ {O}. (1.5)In summary, the orrespondene between the projetive and the a�ne represen-tation of points in E(K) is given by
{

(X : Y : Z) ↔
(

X
Z
, Y

Z

)
, Z 6= 0

(0 : 1 : 0) ↔ O
.This orrespondene between a�ne and projetive points on E allows us to swithbetween representations, and we will use both the projetive and the a�ne de-sription interhangeably. We use the notation (x, y) for a�ne points and thenotation (X : Y : Z) for projetive points.In order to get a shorter form of the equation for E, we use the followingproposition:Proposition 1.1. Assume that char(K) 6= 2, 3. If E is an ellipti urve over Kgiven by equation (1.4), there is a linear hange of variables suh that E an bewritten on the form

E : y2 = x3 + ax+ b. (1.6)6



General De�nitionsProof : The hange of variables is given by
x′ := x−

a2 +
a2
1

4

3
,

y′ := y +
a1x

′ + a3

2
.

�A urve given by equation (1.6) is said to be in short Weierstraÿ form. As we willbe working with �elds whih satisfy the ondition in Proposition 1.1, we will usethe short Weierstraÿ form in the sequel. The homogeneous version of equation(1.6) is
E : Y 2Z = X3 + aXZ + bZ3.So far, we have impliitly made the assumption that the variables in K[X, Y, Z]all have the same degree δ(X) = δ(Y ) = δ(Z) = 1. This is the standard hoie,but there is nothing to stop us from assigning new degrees, or weights, to X, Yand Z. Our hoie is to de�ne that

δ(X) := 2, δ(Y ) := 3, δ(Z) := 1.With this de�nition, the homogenization G of f , where f is given by equation(1.1), is
G(X, Y, Z) =

∑

i,j

ai,jX
iY jZ2·deg(f)−2i−3j . (1.7)If a point (ξ, η, ζ) ∈ K3 satis�es G(ξ, η, ζ) = 0, then so will (λ2ξ, λ3η, λζ) for any

λ ∈ K∗. This motivates the de�nition of yet another equivalene relation on K̇.We de�ne that
(ξ, η, ζ) ∼ (ξ′, η′, ζ ′) if
∃λ ∈ K∗ : ξ = λ2ξ′ ∧ η = λ3η′ ∧ ζ = λζ ′.The quotient spae K̇/ ∼ is alled the weighted projetive plane over K withweights 2, 3 and 1. It is denoted P2

(2,3,1)(K). Points in P2
(2,3,1)(K) are written as

(ξ : η : ζ) and are said to be in Jaobian oordinates.If ζ 6= 0, the Jaobian point (ξ : η : ζ) equals ( ξ

ζ2 : η

ζ3 : 1
), orresponding tothe a�ne point ( ξ

ζ2 ,
η

ζ3

). Points with ζ = 0 are the points at in�nity with norepresentation in a�ne oordinates.When using Jaobian oordinates, an ellipti urve in short Weierstraÿ formis given by:
E : Y 2 = X3 + aXZ4 + bZ6. (1.8)7



Chapter 1. Arithmeti on Ellipti CurvesThis is seen by homogenizing equation (1.6) as shown in equation (1.7).Assume that (ξ : η : ζ) is a point at in�nity, i.e. ζ = 0, satisfying equation(1.8). Then, η2 = ξ3. As we are working in P
2
(2,3,1), we see that (ξ, η, 0) ∼ (1, 1, 0),as it follows by taking λ := η

ξ
in the de�nition on page 7 (the de�nition of

P2
(2,3,1) ensures that ξ 6= 0). Indeed, this gives (λ2ξ, λ3η, 0) = (ξ2, ξ3, 0), whih isequivalent to (1, 1, 0). Hene, the only point at in�nity in Jaobian oordinates on
E is (1 : 1 : 0), so, as in the projetive ase, exatly one of the points at in�nity ison the urve. We will represent this point by O, when using a�ne oordinates. Insummary, the orrespondene between the Jaobian and the a�ne representationof points in E(K) is given by

{
(ξ : η : ζ) ↔

(
ξ

ζ2 ,
η

ζ3

)
, ζ 6= 0

(1 : 1 : 0) ↔ O
.1.2 The Group LawLet E be an ellipti urve over the �eld K de�ned by

E : Y 2Z = X3 + aXZ2 + bZ3.Let L be a �eld with K ⊆ L ⊆ K. The set E(L) of L-rational points on Ehas an interesting property. With a proper de�nition of a omposition ⊕, alledaddition on E(L), the pair (E(L), ⊕) is an abelian group. We will only presentan overview of the onstrution of the omposition and refer to [ACD+05℄ or[Sil92℄ for details.When de�ning a omposition on E(L), it turns out that one has to distinguishbetween adding two distint points and doubling a point. Let P, Q ∈ E(L) with
P 6= Q. We will need the following:(i) The straight line joining P and Q intersets the urve at exatly one furtherpoint R. The point R is L-rational. The ases R = P or R = Q are notexluded.(ii) Let P be an L-rational point on E. The tangent to E at P intersets E atexatly one further point R, whih is L-rational. The ase R = P is notexluded.The statements above an be summarized in the following way: In the projetiveplane, any line whih intersets the ellipti urve E intersets E at exatly threepoints, when ounting multipliities (with a suitable de�nition of what multipli-ity should mean). We will not go into details with this. Instead, we will onsiderstatements (i) and (ii) above as fats. Reall, from Setion 1.1, that in P

2(L),the point (0 : 1 : 0) is the only point at in�nity on E. Denote the third point of8



The Group Lawintersetion between E and the line through P and Q by P ∗Q. Similarly, P ∗Pdenotes the other intersetion point between E and the tangent to E at P . Thegroup law on E(L) is de�ned as follows:Neutral element: As the neutral element we selet (0 : 1 : 0).Inverse element: We de�ne the inverse −P of P as
−P := (0 : 1 : 0) ∗ P.Addition: We know that P ∗Q ∈ E(L), and we de�ne
P ⊕Q := −(P ∗Q).Doubling: We know that P ∗ P ∈ E(L), and we de�ne
P ⊕ P := −(P ∗ P ).The de�nition says that one gets P ⊕Q by �drawing� the line determined by thetwo points P and Q, �nding the third point of intersetion P ∗Q and taking theinverse of P ∗Q. A doubling is done similarly, only with the line being a tangentto E at P . The situation for L = R is shown in Figure 1.1.

Figure 1.1: The �gure shows addition (left) and doubling (right) on the ellipti urve
E : y2 = x3 − 10x+ 15 over R.Using Max Noethers's theorem or diret alulation, one an prove that, withthese de�nitions, (E(L),⊕) is an additive, abelian group. Most of the workinvolved in proving this lies in showing that ⊕ is assoiative. A proof an befound in [Sil92℄. An alternative proof, using divisor theory, an be found in[ACD+05℄. 9



Chapter 1. Arithmeti on Ellipti CurvesDe�nition 1.3 (Salar multipliation). Let k be an integer, and let P ∈ E(L).If k is non-negative, we de�ne [k]P as
[k]P :=





O, k = 0
k︷ ︸︸ ︷

P ⊕ P ⊕ · · · ⊕ P, k > 0
.If k is negative, we de�ne

[k]P := [−k](−P ).We say that [k]P is the result of salar multipliation of the point P by the salar
k.1.2.1 Formulas for Addition and DoublingThe geometri de�nition of the omposition ⊕ is not very useful in applied situa-tions. If one has to implement the ellipti urve addition in hardware or software,it is more onvenient to work with expliit formulas. We have introdued threedi�erent oordinate representations of an ellipti urve E. This setion spei�esformulas for addition and doubling in eah representation. Deduing the formulasdoes not require any advaned mathematis, but a lot of speial ases have to beonsidered. Therefore, the dedution is exluded from this examination.Projetive oordinates: The equation for E is

E : Y 2Z = X3 + aXZ2 + bZ3.The group is (E(L),⊕) with neutral element (0 : 1 : 0). Let P,Q ∈ E(L) with
P = (X1 : Y1 : Z1) and Q = (X2 : Y2 : Z2). Assume that P 6= Q. The inverseof P is −P = (X1 : −Y1 : Z1). Formulas for P ⊕ Q = (X3 : Y3 : Z3) and
[2]P = (X4 : Y4 : Z4) are:

10



Formulas for Addition and DoublingAddition:Set A = Y2Z1 − Y1Z2, B = X2Z1 −X1Z2 and C = A2Z1Z2 − B
3 − 2B2X1Z2.Then, X3 = BC, Y3 = A(B2X1Z2 − C)− B3Y1Z2 and Z3 = B3Z1Z2.Doubling:Set A = 3X2

1 + aZ2
1 , B = Y1Z1, C = X1Y1B and D = A2 − 8C.Then, X4 = 2BD, Y4 = A(4C −D)− 8Y 2

1 B
2 and Z4 = 8B3.A�ne oordinates: The equation for E is

E : y2 = x3 + ax+ b.The group is (E(L),⊕) with E(L) as in equation (1.5) and neutral element O.Let P ∈ E(L) \ {O}. As O does not have an a�ne representation, we mustonsider the operations −O, P ⊕O, P − P and [2]O separately. We have:
−O = O

P ⊕O = P

P − P = O

[2]O = O.When implementing the group law in a�ne oordinates, one must hoose a suit-able representation of O and take aount of the ases mentioned above.Let P = (x1, y1) and Q = (x2, y2) be a�ne points on E with P 6= ±Q. Theinverse of P is −P = (x1,−y1). Formulas for P ⊕Q = (x3, y3) and [2]P = (x4, y4)are:Addition:Set λ = y1−y2

x1−x2
. Then, x3 = λ2 − x1 − x2 and y3 = λ(x1 − x3)− y1.Doubling:Set λ =

3x2
1+a

2y1
. Then, x4 = λ2 − 2x1 and y4 = λ(x1 − x4)− y1.Jaobian oordinates: The equation for E is

E : Y 2 = X3 + aXZ4 + bZ6.The group is (E(L),⊕) with neutral element (1 : 1 : 0). Let P,Q ∈ E(L) with
P = (ξ1 : η1 : ζ1) and Q = (ξ2 : η2 : ζ2). Assume that P 6= Q. The inverse of P is11



Chapter 1. Arithmeti on Ellipti Curves
−P = (ξ1 : −η1 : ζ1). Formulas for P ⊕Q = (ξ3 : η3 : ζ3) and [2]P = (ξ4 : η4 : ζ4)are:Addition:Set A = ξ1ζ

2
2 , B = ξ2ζ

2
1 , C = η1ζ

3
2 , D = η2ζ

3
1 , E = B − A and F = D − C.Then, ξ3 = −E3 − 2AE2 + F 2, η3 = −CE3 + F (AE2 − ξ3) and ζ3 = ζ1ζ2E.Doubling:Set A = 4ξ1η

2
1 and B = 3ξ2

1 + aζ4
1 .Then, ξ4 = −2A +B2, η4 = −8η4
1 +B(A− ξ4) and ζ4 = 2η1ζ1.One an use these formulas to implement addition on ellipti urves given inshort Weierstraÿ form, as long as an implementation of the operations in theground �eld is available.

12



Chapter 2Ellipti Curves in CryptographyThis hapter ontains a brief desription of how ellipti urves are used in ryp-tography. As desribed in [BSS99℄, not all ellipti urves are equally seure forryptographi purposes. We present a seletion of seure urves used in real-liferyptographi appliations.2.1 Cryptographi ProtoolsThis setion presents the ellipti urve analogs of the ElGamal ryptosystemand the digital signature algorithm (DSA). Desriptions of these an be foundin [Kob94℄. In the setting of an ECC-system, the latter is standardized as theEllipti Curve Digital Signature Algorithm (ECDSA) and is spei�ed in [X9.98℄.As is ommon, when desribing ryptographi protools, we assume that Aliewants to send a message P to Bob, while the eavesdropper Eve is able to intereptany information exhanged by Alie and Bob. Let p > 3 be a prime number andlet E be an ellipti urve over Fp. We assume that P is represented as an elementof E(Fp).2.1.1 Ellipti Curve ElGamal CryptosystemInitially, Alie and Bob �x a publily known base element Q ∈ E(Fp) of primeorder n.(i) Bob hooses a random positive integer kB ∈ [1, n − 1]. He publishes thepubli key [kB]Q and keeps seret the private key kB.(ii) Alie hooses a seret, random positive integer k ∈ [1, n − 1] and sends
([k]Q,P ⊕ [k]([kB]Q) to Bob.(iii) Bob reovers P as P ⊕ [k]([kB]Q)⊕ (−[kB]([k]Q)) = P .Eve may interept ([k]Q,P ⊕ [k]([kB]Q), but she needs to solve the ECDLP inorder to �nd kB or k. 13



Chapter 2. Ellipti Curves in Cryptography2.1.2 ECDSALet n = |Q| be the (prime) order of a publily known base point Q ∈ E(Fp).The ECDSA uses a ryptographi hash funtion1 h : E(Fp) → Z/nZ. Let kAand [kA]Q be Alie's private and publi key respetively. The keys are hosen byAlie in a way similar to the one desribed in the ElGamal ryptosystem. Aliegenerates a signature for the message P in the following way:Signature generation(i) Alie omputes e = h(P ).(ii) She selets a random k ∈ [1, n− 1] and omputes (x1, y1) = [k]Q.If x1 ≡ 0 mod n, she repeats this step.(iii) She sets r := x1 mod n.(iv) She sets s := k−1(e+ kAr) mod n. If s = 0, she goes to step (i).(v) Along with the message, she sends the signature (r, s) to Bob.Bob wants to verify that Alie sent the message P signed with (r, s). To do this,he performs the following steps:Signature veri�ation(i) If r or s is not in [1, n− 1], the signature is rejeted.(ii) Bob omputes e = h(P ).(iii) He sets c := s−1 mod n, u1 := ec mod n and u2 := rc mod n.(iv) He omputes (x1, y1) = [u1]Q ⊕ [u2]([kA]Q). If the resulting point is nota�ne, the signature is rejeted.(v) He sets ν := x1 mod n. If r = ν, the signature is veri�ed. If r 6= ν, thesignature is rejeted.As one an see, both enryption/deryption and signature generation/veri�a-tion requires salar multipliation, and it turns out that salar multipliation onthe ellipti urve is atually the most time onsuming operation involved in theprotools. In Chapters 3 and 4 we examine di�erent ways of making salar mul-tipliation as e�ient as possible. The salar multipliation performed in step(iv) of the signature veri�ation is a speial ase for whih one an use a teh-nique known as �Straus' algorithm� or �Shamir's trik�. The reader is referred to[ACD+05℄ for details on this subjet.1Standards for hash funtions an be found in [X9.98℄.14



Ellipti Curves Reommended by NIST2.2 Ellipti Curves Reommended by NISTIn January 2000, FIPS PUB2 186-2 was published. This is a digital signaturestandard, whih inludes the ECDSA and is the result of a revision of FIPS PUB186-1 performed by NIST. For ellipti urves, FIPS PUB 186-2 reommends �veprime �elds and �ve binary �elds. In this examination we only onsider prime�elds.The prime �elds are Fp192
, Fp224

, Fp256
, Fp384

and Fp521
, where

p192 = 2192 − 264 − 1,
p224 = 2224 − 296 + 1,
p256 = 2256 − 2224 + 2192 + 296 − 1,
p384 = 2384 − 2128 − 296 + 232 − 1,
p521 = 2521 − 1.The form of the primes allows for very e�ient modular redution (see [Sol99℄).For eah of the �ve �elds an ellipti urve was seleted. As we saw in Chapter 1,an ellipti urve over Fp an be de�ned by an equation of the form y2 = x3+ax+b,where a, b ∈ Fp. The NIST urves all have a ≡ −3 mod p whih, as we shall see inChapter 4, is an advantage when performing ertain ellipti urve operations. Thevalue of b was hosen pseudo-randomly, via the SHA-1 based method desribed in[X9.98℄ and [P1300℄, suh that the group (E(Fp),⊕) of rational points is of primeorder for all �ve urves. The base point P ∈ E(Fp) was hosen to be a generatorof the group. The NIST urves over Fp192

, Fp224
, Fp256

, Fp384
and Fp521

with theseproperties are denoted P-192, P-224, P-256, P-384 and P-521 respetively. Thevalue of b and the group order n orresponding to eah of the �ve urves areshown in Table 2.1.We will onsider only the �ve NIST urves over prime �elds. Curves overbinary �elds are desribed in detail in [ACD+05℄.

2Federal Information Proessing Standards Publiation 15



Chapter 2. Ellipti Curves in Cryptography
P-192:
p = 2192 − 264 − 1
a = -3
b = 0x 64210519 E59C80E7 0FA7E9AB 72243049 FEB8DEEC C146B9B1
n = 0x FFFFFFFF FFFFFFFF FFFFFFFF 99DEF836 146BC9B1 B4D22831P-224:
p = 2224 − 296 + 1
a = -3
b = 0x B4050A85 0C04B3AB F5413256 5044B0B7 D7BFD8BA 270B3943 2355FFB4
n = 0x FFFFFFFF FFFFFFFF FFFFFFFF FFFF16A2 E0B8F03E 13DD2945 5C5C2A3DP-256:
p = 2256 − 2224 + 2192 + 296 − 1
a = -3
b = 0x 5AC635D8 AA3A93E7 B3EBBD55 769886BC 651D06B0 CC53B0F6 3BCE3C3E27D2604B
n = 0x FFFFFFFF 00000000 FFFFFFFF FFFFFFFF BCE6FAAD A7179E84 F3B9CAC2FC632551P-384:
p = 2384 − 2128 − 296 + 232 − 1
a = -3
b = 0x B3312FA7 E23EE7E4 988E056B E3F82D19 181D9C6E FE814112 0314088F5013875A C656398D 8A2ED19D 2A85C8ED D3EC2AEF
n = 0x FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF C7634D81F4372DDF 581A0DB2 48B0A77A ECEC196A CCC52973P-521:
p = 2521 − 1
a = -3
b = 0x 00000051 953EB961 8E1C9A1F 929A21A0 B68540EE A2DA725B 99B315F3B8B48991 8EF109E1 56193951 EC7E937B 1652C0BD 3BB1BF07 3573DF883D2C34F1 EF451FD4 6B503F00
n = 0x 000001FF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFFFFFFFFFF FFFFFFFA 51868783 BF2F966B 7FCC0148 F709A5D0 3BB5C9B8899C47AE BB6FB71E 91386409Table 2.1: The table shows the �ve NIST urves over prime �elds.
16



Part IIE�ient Salar Multipliation
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Chapter 3Salar Multipliation MethodsAs mentioned in Setion 2.1, the most time-onsuming operation performed in anECC-system is salar multipliation, i.e. determining [k]P for a positive integer
k and P ∈ E(Fp). Salar multipliation in E(Fp) onsists of a sequene ofellipti urve doublings (ECDBL) and ellipti urve additions (ECADD) whih, inturn, onsist of a number of operations in the ground �eld Fp. In this hapter weevaluate and ompare a number of known salar multipliation algorithms basedon the number of ECDBL and ECADD required by the algorithm.We point out that our evaluation and omparison is more detailed than pre-viously published surveys of salar multipliation methods, and we inlude manyproofs of orretness of the presented algorithms1 Hopefully, the degree of detailpresented here will be helpful to anyone implementing a salar multipliationmethod.In this hapter, t denotes a funtion measuring the requirements of a givenalgorithm. For instane, if A is an algorithm for performing salar multipliation,one has t(A) = u ·ECDBL+v ·ECADD for some non-negative numbers u and v. Thegoal of this hapter is to hoose an algorithm A, for whih t(A) is minimal undersome onditions. The setup is as follows:Setup: Let k be a positive integer with binary representation

k = (kl−1 · · · k0)2,where kl−1 = 1. Let E be an ellipti urve over Fp given by the equation
y2 = x3 − 3x + b. Let P = (x, y) be an a�ne point in E(Fp). We wish todetermine the point

[k]P ∈ E(Fp).1An introdution to proving orretness of algorithms an be found in [CLRS01℄. 19



Chapter 3. Salar Multipliation MethodsWe assume that k is positive. If k is negative, the salar multipliation algorithmsin this setion will produe the expeted output for input k′ = −k and P ′ = −P =
(x,−y). The naive way of determining [k]P is to ompute [2]P, [3]P, . . . , [k −
1]P, [k]P , whih requires ECDBL + (k − 2) · ECADD. This is not feasible when k islarge, so we will aim at reduing the requirement.3.1 Binary MethodsThis setion presents three algorithms for performing salar multipliation on anellipti urve. The algorithms all use a binary representation of the salar � henethe name binary method.3.1.1 The Double-and-add MethodThe double-and-add method is one of the oldest methods for performing salarmultipliation2. It is based on the observation that [2n]P an be omputed as

[2]P, [4]P, . . . , [2n]Pin n operations. The method is shown in Algorithm 1.Algorithm 1 Double and addInput: An a�ne point P ∈ E(Fp) and k = (kl−1 · · · k0)2.Output: [k]P ∈ E(Fp).1: Q← P ; i← l − 2;2: while i ≥ 0 do3: Q← [2]Q;4: if ki = 1 then5: Q← P ⊕Q;6: end if7: i← i− 1;8: end while9: return QProof of orretness: Notie that i is deremented in line 7, so eventually thealgorithm terminates due to the ondition in line 2. Algorithm 1 maintains theloop invariant
L: At the start of eah iteration of the while-loop in lines 2-8,

Q =
[∑l−1

j=i+1 kj2
j−i−1

]
P .2In a general (multipliatively written) group the algorithm is known as the square-and-multiply method and performs exponentiation.20



The 2w-ary MethodAs kl−1 = 1, the statement is true prior to the �rst iteration. Furthermore, wehave for all i < l that
[(kl−1 · · · ki+1ki)2]P = [2]([(kl−1 · · · ki+1)2]P ) + [ki]P, (3.1)sine (kl−1 · · · ki+1ki)2 = 2(kl−1 · · · ki+1)2 + ki. Therefore, when i = −1, thealgorithm terminates and returns Q =

∑l−1
j=0 kj2

j = [k]P .
�The number of additions required by Algorithm 1 depends on the Hammingweight (the number of non-zero bits) ν(k) of k, as an addition is performed if,and only if, ki = 1. We have ν(k) = 1

2
l on average, so on average the algorithmexeutes 1

2
(l − 1) · ECADD. One ECDBL per bit is always performed, so we get thefollowing result:Proposition 3.1 (Requirement of the double-and-add method). On average,

t(Algorithm 1) = (l − 1) · ECDBL +
l − 1

2
· ECADD.Example 3.1. The smallest �eld reommended by NIST is Fp192

(see Setion2.2). If we assume that k is a 192-bit integer, the average ost of Algorithm 1 is
191 · ECDBL + 96 · ECADD.3.1.2 The 2w-ary MethodAn obvious modi�ation of Algorithm 1 is to use a larger base for representing

k. The base ould be any number m, but we will fous on the speial ase
m = 2w for a positive integer w ≥ 1. This is equivalent to partitioning thebinary representation of k into windows of length w and proess these windowsone by one. For instane, if k = (398)10 = (110001110)2 and w = 3, we get thepartitioning

k = (110 001 110)2.This orresponds to the equality k = (616)23.If one an a�ord to use storage for preomputed values, Algorithm 2, originallyproposed by Brauer in his paper On addition hains from 1939, is an improvementof Algorithm 1. The algorithm uses the funtion σ : N0 → N×N0 de�ned by
σ(m) =

{
(w, 0), m = 0
(s, u), m 6= 0, where m = 2su with u odd.

21



Chapter 3. Salar Multipliation MethodsAlgorithm 2 2w-ary salar multipliationInput: An a�ne point P ∈ E(Fp), w ≥ 1 and k = (en−1 · · · e0)2w .Output: [k]P ∈ E(Fp).1: Compute the odd multiples [3]P, [5]P, . . . , [2w − 1]P .2: Q← O;3: i← n− 1;4: (s, u)← σ(ei);5: while i ≥ 0 do6: for j = 1 to w − s do7: Q← [2]Q;8: end for9: if ei 6= 0 then10: Q← Q⊕ [u]P ; //As u is odd, [u]P has been preomputed in line 1.11: end if12: for j = 1 to s do13: Q← [2]Q;14: end for15: i← i− 1;16: end while17: return QProof of orretness: The proof is almost ompletely idential to the proof oforretness of Algorithm 1. The loop invariant is in this ase
L : At the start of the while-loop in lines 3-12,

Q =
[∑n−1

j=i+1 ej2
w(j−i−1)

]
P .

�We assume that the ECDBL in line 7 is not arried out when Q = O. This isreasonable, as [2]O = O. Similarly, we assume that the very �rst addition in line6 is not performed, as Q⊕ [u]P = [u]P . Algorithm 2 exeutes (l − 1) · ECDBL inlines 2-16 due to the splitting of doubles into a part before and a part after theECADD in line 10. An ECADD is performed for eah ei 6= 0. On average, 2w−1
2w ofthe ei's are non-zero, so the main loop performs

(n− 1)
2w − 1

2w
· ECADD =

(⌈
l

w

⌉
− 1

)
·
(2w − 1)

2w
· ECADDon average. The preomputations require one ECDBL and (2w−1−1)ECADD, so theaverage requirement of Algorithm 2 is:22



The 2w-ary MethodProposition 3.2 (Requirement of the 2w-ary method). One has
t(Algorithm 2) = l · ECDBL +

(⌈
l

w

⌉
·
2w − 1

2w
+ 2w−1 − 2

)
· ECADDon average. Algorithm 2 requires storage for 2w−1 − 1 preomputed points.One needs to hoose an optimal value of w. To minimize the number of ECADDon the right hand side of the equation in Proposition 3.2, one has to minimizethe value of

φ(w) =

⌈
l

w

⌉
·
2w − 1

2w
+ 2w−1 − 1for a �xed l. For instane, one gets the values of φ(w) shown in Figure 3.1 for

l = 192 and l = 521, when w ∈ [1, 10].
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Figure 3.1: The plots show the value of φ(w) for l = 192 and l = 521 respetively,when w ∈ [1, 10].In the ases in Figure 3.1, w = 4 and w = 6 respetively are optimal. Similaronsiderations lead to the optimal values of w for various values of l shown inTable 3.1.
l [70, 196] [197, 520] [521, 1452]
w 4 5 6Table 3.1: The table shows a seletion of optimal values of w for the 2w-ary method.
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Chapter 3. Salar Multipliation MethodsExample 3.2. In the example where k is a 192-bit integer, we get the optimalvalue w = 4 from Table 3.1. This results in an average requirement of
192 · ECDBL + 51 · ECADD.Compared to the double-and-add method, the 2w-ary method saves 45 ECADD onaverage, while it uses an extra ECDBL and storage for preomputed values.3.1.3 Sliding-window MethodIf we return to the situation k = (398)10 = (110001110)2 from Setion 3.1.2, wesee that Algorithm 2 omputes [k]P from the following intermediate values of Q:

O, [3]P, [6]P, [12]P, [24]P, [48]P, [49]P, [98]P, [196]P, [199]P, [398]P.Alternatively, one ould ompute
O, [3]P, [6]P, [12]P, [24]P, [48]P, [96]P, [192]P, [199]P, [398]P,whereby one ECADD is saved. The latter sequene of alulations orresponds toallowing the �windows� in the representation of k to be separated by one or moreonseutive zeroes:

(398)10 = (11 000 1110)2.Skipping a zero an then be done by performing an ECDBL. Algorithm 3 showsthe method in general.Remark 3.1. In lines 4-7, Algorithm 3 performs ECDBL until a ki with ki 6= 0 isfound. In lines 8-9, for �xed ki = 1, the longest subsequene of bits (ki · · ·kt) oflength less than or equal to w suh that kt = 1 is found. As kt = 1, we have that
(ki · · · kt)2 is odd, so [(ki · · · kt)2]P has been preomputed.

◦

24



Sliding-window MethodAlgorithm 3 Sliding-window salar multipliationInput: An a�ne point P ∈ E(Fp), w ≥ 1 and k = (kl−1 · · ·k0)2.Output: [k]P ∈ E(Fp).1: Compute the odd multiples [3]P, [5]P, . . . , [2w − 1]P .2: Q← P ; and i← l − 2;.3: while i ≥ 0 do4: if ki = 0 then5: Q← [2]Q;6: i← i− 1;7: else8: s← max{i− w + 1, 0};9: t← min{j ∈ Z | j ≥ s ∧ kj = 1};10: for h = 1 to i− t+ 1 do11: Q← [2]Q;12: end for13: u← (ki · · · kt)2;14: Q← Q⊕ [u]P ;15: for h = 1 to t− s do16: Q← [2]Q;17: end for18: i← s− 1;19: end if20: end while21: return QProof of orretness: Algorithm 3 assigns the value max{i−w+1, 0} to s in line8. After this assignment, s ≤ i. When i beomes s− 1 in line 18, the value of iis deremented, so the algorithm eventually terminates. Algorithm 3 maintainsthe loop invariant
L: At the start of the while-loop in lines 3-20,

Q =
[∑l−1

j=i+1 kj2
j−i−1

]
P .The statement L is true prior to the �rst iteration, as kl−1 = 1. Let i < l − 2,and assume that L holds prior to the (l− i− 2)'th iteration. We aim at provingthat L holds prior to the (l − i− 1)'th iteration. If ki = 0, we have

Q =

[
l−1∑

j=i+1

kj2
j−i

]
P (3.2)after the assignment in line 5. When the value of i is deremented in line 6,equation (3.2) says that Q =

[∑l−1
j=i+1 kj2

j−i−1
]
P (keeping in mind that ki+1 �the former ki � is zero). 25



Chapter 3. Salar Multipliation MethodsIf ki 6= 0, we have
Q =

[(
l−1∑

j=i+1

kj2
j−s

)
+ 2t−su

]
P

=

[(
l−1∑

j=i+1

kj2
j−s

)
+ 2t−s(ki2

i−j + · · ·+ kt)

]
P

=

[(
l−1∑

j=i+1

kj2
j−s

)
+

i∑

j=t

kj2
j−s

]
P

=

[(
l−1∑

j=t

kj2
j−s

)]
P

=

[(
l−1∑

j=s

kj2
j−s

)]
Pafter the exeution of lines 13-17. Here, the last equation is valid as kj = 0for s < j < t. When i is assigned a new value in line 18, the loop invariant isreestablished, so L is maintained. At the end of the algorithm i = −1, and theloop invariant ensures that Q = [k]P .

�Notie that Algorithm 3 performs one ECDBL for eah bit in the binary repre-sentation of k and that an ECADD is performed only in the ase where a windowis reated (in lines 7-19). Assume that k is unbounded. Let (Xn) be a randomproess (f. Appendix A) given by
Xi =

{
1, ki = 0
w, ki 6= 0

.We interpret the output of Xi as the length of the window reated by Algorithm3 in the i'th iteration of the main loop. For eah Xi we have the distribution
P (Xi = 1) = P (Xi = w) =

1

2
.For every i this gives an expetation of EXi = w+1

2
, so the expeted number ofbits of k being proessed per iteration of the main loop is w+1

2
. Divide the binaryrepresentation of k into piees of length w+1

2
, and reall that half of these pieeswill imply an ECADD on average. We now see that Algorithm 3 requires

1

2
·
2(l − 1)

w + 1
· ECADD =

l − 1

w + 1
· ECADDon average. Also ounting the operations from the preomputations, one gets:26



Sliding-window MethodProposition 3.3 (Requirement of the sliding-window method). One has
t(Algorithm 3) = l · ECDBL +

(
l − 1

w + 1
+ 2w−1 − 1

)
· ECADDon average. Algorithm 3 requires storage for 2w−1 − 1 preomputed points.Figure 3.2 shows the number of ECADD required on average by Algorithm 3 for

l = 192 and l = 521 as a funtion of w. Table 3.2 shows optimal values of w forseleted values of l.
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Figure 3.2: The plots show the total number of ECADD required by Algorithm 3 for
l = 192 and l = 521 respetively, when w ∈ [1, 10].

l [25, 80] [81, 240] [241, 672]
w 3 4 5Table 3.2: The table shows a seletion of optimal values of w for the sliding-windowmethod.Example 3.3. In the example l = 192 and w = 4, Proposition 3.3 gives thatAlgorithm 3 requires

192 · ECDBL + 45 · ECADDon average. Compared to the 2w-ary method, the sliding-window method saves 6ECADD on average and uses the same amount of storage for preomputed values.27



Chapter 3. Salar Multipliation Methods3.2 Methods using Signed RepresentationsIn this setion we analyze a seletion of salar multipliation methods whih usea signed-digit representation (de�ned below) of the salar k. In E(Fp) one hasthe advantage that inversion an de done very e�iently.Indeed, if P = (x, y) ∈ E(Fp), we have −P = (x,−y), so inverting a point isomputationally equivalent to performing a negation modulo p � the ost of whihis negligible in e�ient �eld implementations (f. Setion 5.2.1). By allowingnegative oe�ients in the representation of k and using the fast inversion in
E(Fp), one an ahieve faster salar multipliation than what we have seen amongthe binary methods in Setion 3.1.Example 3.4. We wish to ompute [2s − 1]P for some s > 1. Doing this usingAlgorithm 1 requires (s−1) ·ECDBL and (s−1) ·ECADD. If one omputes [2s−1]Pas [2s]P ⊕ (−P ), the alulation only requires s · ECDBL and one ECADD.

◦From Example 3.4 we see that it an be advantageous to have a representationof the salar at hand whih allows negative digits. This leads to the followingde�nition:De�nition 3.1 (Signed digit representation). A signed digit representation ofan integer k to the base b is an ordered sequene of integers d0, . . . , dm−1 with
|di| < b for i = 0, . . . , m− 1 suh that

k =

m−1∑

i=0

dib
i.

◦Signed digit representations are not unique. For instane,
23 = (11001)2 = (111 11)2,where 1 = −1. To get a unique representation one has to introdue some addi-tional onditions on the representation:De�nition 3.2 (Non-adjaent form). A non-adjaent form (NAF) of an integer

k is a signed-binary representation of k to the base b = 2 suh that didi+1 = 0for i ≥ 0. The NAF is written (dm−1 · · ·d0)NAF.
◦Proofs of existene and uniqueness of the NAF of k an be found in [MS04℄ byMuir & Stinson. They also prove that the Hamming weight of the NAF of aninteger k is minimal among all signed digit representations of k and that the28



Methods using Signed Representationsnumber of bits in the NAF of k is at most one more than the number of bitsin the binary representation of k. Several other results applying to the NAF ofintegers are also proven in [MS04℄. Algorithm 4 omputes the NAF of an integer.In line 4 of Algorithm 4, mods denotes the signed residue with minimal absoluteAlgorithm 4 Generation of the non-adjaent form (right-to-left version)Input: An integer k = (kl−1 · · · k0)2.Output: The NAF k = (dl · · · d0)NAF.1: i← 0; d← k;2: while d > 0 do3: if d is odd then4: di ← d mods 4;5: d← d− di;6: else7: di ← 0;8: end if9: d← d
2
;10: i← i+ 1;11: end while12: return (dl · · · d0)NAF ;value. When d is odd, we have either d ≡ 1 ≡ −3 mod 4 or d ≡ 3 ≡ −1 mod 4.In the former ase, d mods 4 = 1, and in the latter ase, d mods 4 = −1, so theoperation is well-de�ned, when d is odd. A proof of orretness of Algorithm 4an be found in [MS04℄.If d is odd in line 3, the bit di is assigned the value 1 or 1, depending onwhether the two least signi�ant bits of d are 01 or 11 respetively. In both ases,the value of d is deremented in line 5 suh that d beomes divisible by four and

d is even at the end of the iteration in line 11. If, on the other hand, d is evenin line 3, the bit di is assigned the value 0 in line 7. One an see that the name�non-adjaent form� is justi�ed, as two non-zero digits annot be adjaent in theoutput.Assume that k is random and unbounded, and that the ki are uniformlydistributed and independently drawn. The proess of generating a NAF an beinterpreted as a random proess M = (Xn)N0
with state spae S = {0, ∗}, where

∗ symbolizes 1 or 1. The onditional distribution of Xn+1 is
29



Chapter 3. Salar Multipliation Methods
P (Xn+1 = 0 |Xn = 0) =

1

2

P (Xn+1 = ∗ |Xn = 0) =
1

2

P (Xn+1 = 0 |Xn = ∗) = 1

P (Xn+1 = ∗ |Xn = ∗) = 0.As these probabilities are valid for any n > 0, the proess M is a homogeneousrandom proess. Furthermore, we have that, for any n > 0, the value of Xn+1only depends on the value of Xn, so M is a Markov hain (f. Appendix A). Thetransition matrix is
T =

[
1
2

1
2

1 0

]
,and the transition graph is shown in Figure 3.2.

s1 s2

1

1

2

1

2

Figure 3.3: The �gure shows the transition graph for the Markov hain orrespondingto the proess of generating a NAF.The initial distribution is µ(0) = (0, 1), and a stationary distribution for M is
π = (2

3
, 1

3
). As M is irreduible and aperiodi, Theorem A.3 in Appendix Aimplies that µ(n) onverges to π in total variation. This means that, for su�ientlylarge k, we an assume the Hamming weight of k in NAF representation to be 1

3of the number of bits on average. We sum up these onsiderations in the followingproposition:Proposition 3.4 (Hamming weight of the NAF). Let ν be the average numberof non-zero bits in the NAF of a random positive integer k = (km−1 · · · k0)NAF.Then,
ν ≈

m

3
.30



The Addition-subtration MethodIn the sequel we will assume that the NAF of an integer k is always one bit longerthan the binary representation. Therefore, we have that
k = (kl−1 · · · k0)2 = (dl · · · d0)NAFfor suitable d0, . . . , dl, where dl might be zero.3.2.1 The Addition-subtration MethodAlgorithm 4 proesses the bits of k from right to left. There exists a left-to-right variant of the algorithm for omputing the NAF of an integer. The left-to-right version is used in the addition-subtration method for performing salarmultipliation in E(Fp). The Addition-subtration method is reommended in[P1304℄ and is shown in Algorithm 5. As the sope of this text does not enompassAlgorithm 5 Addition-subtration method (inluding integer reoding)Input: An a�ne point P ∈ E(Fp) and k = (kl−1 · · · k0)2.Output: [k]P ∈ E(Fp).1: (hlhl−1 · · ·h0)← 3k; //hl = 12: (klkl−1 · · · k0)← k; //kl = 03: Q← P ;4: i← l − 2;5: while i ≥ 1 do6: Q← [2]Q;7: if hi = 1 and ki = 0 then8: Q← Q⊕ P ;9: end if10: if hi = 0 and ki = 1 then11: Q← Q⊕ (−P );12: end if13: i← i− 1;14: end while15: return Qoptimization of integer reoding3, the addition-subtration method is rewrittento exlude determining the NAF of k. The result is shown in Algorithm 6. Proofsof orretness of these algorithms are analogous to the proof that Algorithm 1 isorret.

3Integer reoding is the proess of onverting integers from one representation to another.31



Chapter 3. Salar Multipliation MethodsAlgorithm 6 Addition-subtration methodInput: An a�ne point P ∈ E(Fp) and k = (dl · · · d0)NAF.Output: [k]P ∈ E(Fp).1: Q← O;2: i← l;3: while i ≥ 0 do4: Q← [2]Q;5: if di 6= 0 then6: Q← Q⊕ [di]P ;7: end if8: i← i− 1;9: end while10: return QWe assume that the very �rst doubling in line 4 is not performed, as Q = O.Similarly, we assume that the very �rst addition in line 6 is not performed, as
O ⊕ [di]P = [di]P . As in Algorithm 1, we see that an addition is performed if,and only if, di 6= 0. Using Proposition 3.4, we get:Proposition 3.5 (Complexity of the addition-subtration method). For a su�-iently large salar k = (kl−1 · · · k0)2 = (dl · · · d0)NAF , one has on average

t(Algorithm 6) = l ECDBL +
l

3
ECADD.The addition-subtration method is the salar multipliation method used in thetest implementation developed by IBM (soure ode is enlosed in AppendixC.3.1).Example 3.5. If we return to our example of l = 192, we see that Algorithm 6requires

192 · ECDBL + 64 · ECADDon average.
◦The average number of operations in Example 3.5 is not impressively low om-pared to the sliding-window method (Algorithm 3). However, the addition-subtration method has the advantage of needing no preomputations. Further-more, the approah an be generalized to give a substantial redution in thenumber of operations.32



The Width-w NAF Method3.2.2 The Width-w NAF MethodThis setion presents a salar multipliation method whih has a lower require-ment than any of the methods disussed in Setions 3.1.1-3.2.1. The methodan be seen as a ombination of the sliding-window method and the addition-subtration method. It relies on a generalized NAF representation of the salar.De�nition 3.3 (Width-w non-adjaent form). Let w > 1, and let k be a positiveinteger. Let k be written as
k =

m−1∑

i=0

di2
i, (3.3)where(i) di = 0 or di is odd for i = 0, . . . , m− 1.(ii) |di| < 2w−1 for i = 0, . . . , m− 1.(iii) Among any sequene of w onseutive oe�ients at most one is non-zero.The representation in equation (3.3) is alled a width-w non-adjaent form (NAFw),and we write

k = (dm−1 · · · d0)NAFw
.

◦Remark 3.2. The representation in De�nition 3.3 an also be desribed in an-other way. If we write k as
k = 2κ0(2κ1(· · ·2κν−1(2κνWν +Wν−1) · · ·+W1) +W0)with Wν > 0, onditions (i) and (ii) in de�nition 3.3 orrespond to Wi being oddand −2w−1 + 1 ≤ Wi ≤ 2w−1 − 1 for all i. Condition (iii) orresponds to κ0 ≥ 0and κi ≥ w for all i ≥ 1. For instane, if k = (70000030001)NAFw

with w = 4, wehave k = 20(24(26 · 7− 3) + 1).
◦For w = 2, the NAFw is simply the ordinary NAF disussed earlier. For anyinteger w > 1, the NAFw shares the following properties with the NAF :

⋄ Every integer has a unique NAFw.
⋄ The NAFw of an integer k is at most one bit longer than the binary repre-sentation of k. 33



Chapter 3. Salar Multipliation MethodsFor proofs that these properties hold see [MS04℄. Additionally, Avanzi [Ava05℄shows that the NAFw representation is a reoding of smallest Hamming weightamong all reodings with oe�ients smaller than 2w−1 in absolute value.Like in the ase of the NAF, we assume that the NAFw of a positive integer kis always one bit longer than the binary representation of k. Therefore, the mostsigni�ant bit dl of
k = (dl · · · d0)NAFwmight be zero. A method for generating the NAFw is shown in Algorithm 7.Algorithm 7 Generation of the width-w non-adjaent form.Input: Integers k = (kl−1 · · ·k0)2 and w > 1.Output: k = (dl · · · d0)NAFw

.1: i← 0; d← k;2: while d > 0 do3: if d is odd then4: di ← d mods 2w; //d is odd, so mods is well-de�ned.5: d← d− di;6: else7: di ← 0;8: end if9: d← d
2
;10: i← i+ 1;11: end while12: return (dl · · · d0)NAFProof of orretness: Lines 4, 5 and 9 ensure that d is redued in eah iteration, sothe algorithm eventually terminates. We now verify that the output of Algorithm7 satis�es the onditions in De�nition 3.3. The assignment di ← d mods 2w inline 4 (where d is odd) ensures that every non-zero di is odd and less than 2w−1in absolute value.In the i'th iteration of the main loop in lines 2-11, we assume that di isassigned a non-zero value. Subsequently, d beomes a multiple of 2w in line 5 andnow has the form

d = (· · ·

w︷ ︸︸ ︷
0 · · ·0)2.The assignment d← d

2
gives

d = (· · ·

w−1︷ ︸︸ ︷
0 · · ·0)2.If d 6= 0, the main loop will exeute w − 1 times and output w − 1 zero-valuedbits. If d = 0, di is the most signi�ant digit, and the algorithm terminates.These onsiderations ensure that ondition (iii) in De�nition 3.3 is satis�ed.34



The Width-w NAF MethodAll that remains is to verify that Algorithm 7 atually outputs a value whihequals k. To see that it is so, notie that the algorithm maintains the loopinvariant:
L: At line 2 of algorithm 7,

k = 2id+
∑i−1

j=0 dj2
j.As i = 0 and d = k prior to the �rst iteration, the statement L holds at thispoint. Assume that L holds for some i > 0. We want to show that L holds for

i + 1. If d is even, di−1 = 0 after the inrementation of i, and d is assigned thevalue d
2
, so L holds prior to the next iteration. Assume that d is odd. We knowthat

k = 2id+
i−1∑

j=0

dj2
j

= 2

(
2i(d− (d mods 2w))

2

)
+

i−1∑

j=0

dj2
j + 2i(d mods 2). (3.4)After the assignments in lines 5 and 9, equation (3.4) beomes

k = 2id+
i∑

j=0

dj2
j,so the invariant is restored, when i is inremented.At the end of the algorithm d = 0, so the invariant ensures that k =

∑l

j=0 dj2
j,with the onvention that dj = 0 for j greater than or equal to the �nal value of i.
�We de�ne the density of a representation of k to be the Hamming weight of therepresentation divided by the number of bits in the representation. The averagedensity of a binary representation is 1

2
, and it turns out that the average densityof a NAFw is less than 1

2
. In fat, the following result holds:Proposition 3.6. Let k be a positive integer. The density of the width-w NAFrepresentation of k is 1

w+1
on average.Proof : We know that Algorithm 7 omputes the unique NAFw representation of

k. Algorithm 7 an be viewed as a homogeneous random proess (Xn)N0
withstate spae S = {s1, s2}, where

s1 = 0 (a single bit) and s2 =

w︷ ︸︸ ︷
0 · · ·0∗ .Here, we denote by ∗ a non-zero number with absolute value less than 2w−1.Adapting this view, one should keep in mind that for any k with a �nite number35



Chapter 3. Salar Multipliation Methodsof bits the random proess is �nite, and the last state does not neessarily haveto be either s1 or s2. We assume that k is unbounded.The event Xn = s2 orresponds to d being odd in line 3 of Algorithm 7. Theprobability of this to our equals the probability of the least signi�ant bit of dbeing equal to one, so P (Xn = s1) = 1
2
. Therefore, P (Xn = s2) = 1

2
, and we geta density of

P (Xn = s2)

P (Xn = s1) · 1 + P (Xn = s2) · w
=

1

w + 1
.

�In later setions we will be interested in knowing:(a) The average length of the �rst sequene of zeroes produedby Algorithm 7.(b) The average length of sequenes of onseutive zeroes produedby Algorithm 7. These sequenes are also known as zero-runs.Assume that k is unbounded. To �nd the length in (a), let X be a randomvariable desribing the length of the �rst (possibly empty) sequene of onseutivezeroes produed by Algorithm 7. This means that X ∈ N0. The event X = 0orresponds to k being odd, so P (X = 0) = 1
2
. The event X = 1 orresponds to

k having the form k = (· · · 10)2, so P (X = 1) = 1
4
. Similarly, one an see thatfor all j ≥ 0 we have P (X = j) = 1

2j+1 . This gives an expetation of
EX =

∞∑

j=0

j

2j+1
= 1,so on average we expet Algorithm 7 to output one zero to begin with.To �nd the length in (b), we let Y be a random variable desribing the numberof zeroes in a zero-run (apart from the w − 1 zeros we know for sure to be inthere), so Y ∈ N0. The event Y = 0 orresponds to d having the form

d = (· · · 1

w−1︷ ︸︸ ︷
0 · · ·0)after the assignment in line 5. As we know that the w − 1 least signi�ant bitsof d are zero, we have P (Y = 0) = 1

2
. Similarly, the event Y = 1 orresponds to

d having the form
d = (· · · 10

w−1︷ ︸︸ ︷
0 · · ·0)after the assignment in line 5. Therefore, P (Y = 1) = 1

4
. In general, Y has thesame distribution as X, so EY = 1. Therefore, we will expet a zero-run (apartfrom the �rst one) to have length w on average. We summarize these observationsin the following proposition:36



The Width-w NAF MethodProposition 3.7 (Length of zero-runs). For large k, one has on average:(i) The length of the �rst (possibly empty) zero-run produedby Algorithm 7 is 1.(ii) The length of zero-runs other than the �rst one produedby Algorithm 7 is w.As the number of ECADD performed in the salar multipliation algorithms wehave onsidered so far depends on the Hamming weight (and, thereby, on thedensity) of the salar, a salar in NAFw an be used to redue the number ofellipti urve operations involved in salar multipliation. Algorithm 8 shows thedetails of the method.Algorithm 8 Width-w NAF salar multipliation.Input: An a�ne point P ∈ E(Fp) and k = (dl · · · d0)NAFw
.Output: [k]P ∈ E(Fp).1: Compute the odd multiples [±3]P, [±5]P, . . . , [±(2w−1 − 1)]P .2: Q← O; i← l;3: while i ≥ 0 do4: Q← [2]Q;5: if di 6= 0 then6: Q← Q⊕ [di]P ; //If di 6= 0, it is odd, and [di]P has been preomputed.7: end if8: i← i− 1;9: end while10: return QProof of orretness: In line 8 the value of i is deremented, and when i = 0 thealgorithm terminates. Algorithm 8 maintains the loop invariant

L: In line 3, we have Q =
[∑l

j=i+1 dj2
j−i−1

]
P .The rest of the proof is idential to the proof of orretness of Algorithm 1 �exept for the use of the identity

[(dl · · ·di+1di)NAFw
]P = [2]([(dl · · · di+1)NAFw

]P ) + [di]Pinstead of equation (3.1).
�Algorithm 7 performs one ECDBL for eah bit in the representation of k. An ECADDis performed for eah non-zero bit in the representation. We assume that the �rstECDBL in line 4 and the �rst ECADD in line 6 are not performed, as Q = O. The37



Chapter 3. Salar Multipliation Methodspreomputations require one ECDBL and (2w−2 − 1) · ECADD. Assuming that theNAFw representation of k is always one bit longer than the binary representation,Proposition 3.6 givesProposition 3.8 (Requirement of the width-w NAF salar multipliation). Forinput k = (kl−1 · · · k0)2, we have
t(Algorithm 8) = (l + 1) · ECDBL +

(
2w−2 − 1 +

l

w + 1

)
· ECADDon average. Algorithm 8 requires storage for 2w−2 − 1 preomputed points.As was the ase with the 2w-ary method and the sliding-window method, thenumber of operations performed in the NAFw method depends on the value of

w. Figure 3.4 shows the number of ECADD in the ases l = 192 and l = 521.
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Figure 3.4: The plots show the number of ECADD performed by the NAFw method for
l = 192 and l = 521 respetively when w ∈ [1, 10].The expressions plotted in Figure 3.4 are minimized for w = 5 and w = 6respetively. Table 3.3 shows a seletion of optimal values of w.

l [41, 119] [120, 335] [336, 895]
w 4 5 6Table 3.3: The table shows a seletion of optimal values of w orresponding to di�erentvalues of l.
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Comparison and ConlusionExample 3.6. In the ase l = 192, the value w = 5 is optimal, so Algorithm 7requires
193 · ECDBL + 39 · ECADDon average. Compared to the sliding-window method, the NAFw method saves6 ECADD, while it introdues an extra ECDBL. The NAFw method needs to storeonly 7 preomputed points (one only needs to store the even multiples) insteadof the 15 preomputed points required by the sliding-window method. As longas the ost of a ECDBL is stritly less than that of 6 ECADD, Algorithm 8 is thebetter hoie.3.3 Comparison and ConlusionIn order to be able to ompare the di�erent salar multipliation algorithms,we ount the total number of ECADD required on average by the methods. Weassume that all omputations are done in a�ne oordinates. In Chapter 4 wewill see that it is reasonable to assume that an ECDBL orresponds to 1.05 ECADD.Figure 3.5 shows the average number of ECADD required by the di�erent methodsas funtions of l (the length of the binary representation of k), assuming that

t(ECDBL) = 1.05 · t(ECADD). The plots in Figure 3.5 orrespond to an optimalhoie of w where this value is used (in the 2w-ary, sliding-window and NAFwmethods, f. Tables 3.1, 3.2 and 3.3).The plots in Figure 3.5 show that the NAFw method is the better hoieamong the methods presented in Setions 3.1 and 3.2. Also, Algorithm 8 requiresless storage for preomputed values than Algorithms 2 and 3 do.Remark 3.3. There is a generalization of the sliding-window method to a NAFrepresentation of the salar. This generalization o�ers no improvement over theNAFw method and is not as easily implemented. An analysis an be found in[Sem04℄.
◦We now draw onlusions based on the observations made in this hapter. InSetions 3.1 and 3.2 we have presented and analyzed a seletion of algorithms forperforming salar multipliation on an ellipti urve. The sliding-window method(Algorithm 3) was superior among the methods using an unsigned representationof the salar, while the NAFw method (Algorithm 8) was the better hoie amongthe methods using a signed representation. The NAFw method was even betterthan the sliding-window method in the ase of k being a 192-bit integer (f. Ex-ample 3.1, 3.2, 3.3, 3.5 and 3.6). We have seen that the NAFw method is atuallysuperior for all applied values of l. The algorithm uses storage for preomputed39



Chapter 3. Salar Multipliation Methods
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Chapter 4Coordinate RepresentationsIn Chapter 3 we dealt with the task of minimizing the number of ellipti urve ad-ditions/doublings performed during salar multipliation. This hapter deals withminimizing the number of �eld operations involved in the individual additionsand doublings. Doing so requires some knowledge of oordinate representationsof ellipti urves. This text overs �ve representations: Projetive, a�ne and Ja-obian oordinates (see Setion 1.1 for details on these representations), and theJaobian variants modi�ed Jaobian oordinates and Chudnovsky-Jaobian oor-dinates. We present formulas for addition and doubling on the NIST urves in all�ve representations. In the ases of projetive, a�ne and Jaobian oordinates,the formulas are almost idential to the general formulas from Setion 1.2.1. How-ever, as the NIST urves have a = −3, there are di�erenes a�eting the numberof required �eld operations. Furthermore, we examine the advantages of using amixture of the aforementioned representations during salar multipliation.When evaluating the formulas for addition and doubling in di�erent oordi-nates, we let M , S and I denote multipliation, squaring and inversion modulo prespetively. We assume that the time required to perform an addition, subtra-tion, omparison or negation in Fp is negligible (this assumption is disussed inSetion 5.2.1).In the sequel we assume that the NAFw of a positive integer k is always onebit longer than the binary representation k = (kl−1 · · · k0)2 and that the mostsigni�ant bit of k = (dl · · · d0)NAFw
is positive.4.1 Fixed RepresentationsIn this setion we present formulas for addition and doubling on the NIST urvesusing a �xed oordinate representation. For eah operation we ount the numberof required �eld operations. 41



Chapter 4. Coordinate Representations4.1.1 Projetive CoordinatesThe equation for E is
E : Y 2Z = X3 − 3XZ2 + bZ3.The group of rational points is (E(Fp),⊕) with neutral element (0 : 1 : 0). Let

P,Q ∈ E(Fp) with P = (X1 : Y1 : Z1) and Q = (X2 : Y2 : Z2) with P 6= Q. Theinverse of P is −P = (X1 : −Y1 : Z1). Formulas for P ⊕ Q = (X3 : Y3 : Z3) and
[2]P = (X4 : Y4 : Z4) are:Addition:Set A = Y2Z1 − Y1Z2, B = X2Z1 −X1Z2 and C = A2Z1Z2 − B

3 − 2B2X1Z2.Then, X3 = BC, Y3 = A(B2X1Z2 − C)− B3Y1Z2 and Z3 = B3Z1Z2.Doubling:Set A = 3(X2
1 − Z

2
1), B = Y1Z1, C = X1Y1B and D = A2 − 8C.Then, X4 = 2BD, Y4 = A(4C −D)− 8Y 2

1 B
2 and Z4 = 8B3.As one an hek in the formulas, an addition requires 12 multipliations and 2squarings, written as 12M + 2S, while a doubling requires 7M + 5S.Remark 4.1. If Z1 = 1, the requirement redues to 9M + 2S for addition and

5M +4S for doubling. If Z1 = Z2 = 1, addition drops to 5M +2S. These speialases will be of interest later, when we disuss the use of mixed oordinates. Fornow, the reader should simply note their existene.4.1.2 A�ne CoordinatesThe equation for E is
E : y2 = x3 − 3x+ b.The group of rational points is (E(Fp,⊕)) with neutral element O.Let P = (x1, y1) andQ = (x2, y2) be a�ne points on E with P 6= ±Q. The inverseof P is −P = (x1,−y1). Formulas for P ⊕Q = (x3, y3) and [2]P = (x4, y4) are:
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Jaobian CoordinatesAddition:Set λ = y1−y2

x1−x2
.Then, x3 = λ2 − x1 − x2 and y3 = λ(x1 − x3)− y1.Doubling:Set λ =

3x2
1
−3

2y1
.Then, x4 = λ2 − 2x1 and y4 = λ(x1 − x4)− y1.An addition requires I + 2M + S, while a doubling requires I + 2M + 2S.4.1.3 Jaobian CoordinatesThe equation for E is

E : Y 2 = X3 − 3XZ4 + bZ6.The group of rational points is (E(Fp),⊕) with neutral element (1 : 1 : 0). Let
P = (ξ1 : η1 : ζ1) and Q = (ξ2 : η2 : ζ2) be Fp-rational points on E and as-sume that P 6= Q. The inverse of P is −P = (ξ1 : −η1 : ζ1). Formulas for
P ⊕Q = (ξ3 : η3 : ζ3) and [2]P = (ξ4 : η4 : ζ4) are:Addition:Set A = ξ1ζ

2
2 , B = ξ2ζ

2
1 , C = η1ζ

3
2 , D = η2ζ

3
1 , E = B − A and F = D − C.Then, ξ3 = −E3 − 2AE2 + F 2, η3 = −CE3 + F (AE2 − ξ3) and ζ3 = ζ1ζ2E.Doubling:Set A = 4ξ1η

2
1 and B = 3(ξ1 − ζ

2
1 )(ξ1 + ζ2

1).Then, ξ4 = −2A +B2, η4 = −8η4
1 +B(A− ξ4) and ζ4 = 2η1ζ1.An addition requires 12M + 4S, and a doubling requires 4M + 4S.Remark 4.2. If ξ1 = 1, the ost of an addition and a doubling redues to 8M+3Sand 2M + 4S respetively. 43



Chapter 4. Coordinate Representations4.1.3.1 Chudnovsky-Jaobian CoordinatesAt this point we have seen that Jaobian oordinates provide faster doublings, butslower additions, than projetive oordinates. Addition in Jaobian oordinatesan be sped up by hanging the internal representation of a point P from P =
(ξ : η : ζ) to P = (ξ : η : ζ : ζ2 : ζ3). The latter representation is alled theChudnovsky-Jaobian oordinates of P . More storage is required, but by usingChudnovsky-Jaobian oordinates one ahieves a ost of 11M + 3S for addition,while the ost of a doubling inreases to 7M + 3S.4.1.3.2 Modi�ed Jaobian CoordinatesAssume that the oe�ient a an be any element of Fp and internally representa Jaobian point P = (ξ : η : ζ) as a quadruple (ξ : η : ζ : aζ4). This quadrupleis alled the modi�ed Jaobian oordinates of P . For P = (ξ1 : η1 : ζ1 : aζ4

1 )and Q = (ξ2 : η2 : ζ2 : aζ4
2 ) with P 6= Q, this gives the following formulas for

P ⊕Q = (ξ3 : η3 : ζ3 : aζ4
3) and [2]P = (ξ4 : η4 : ζ4 : aζ4

4 ):Addition:Set A = ξ1ζ
2
2 , B = ξ2ζ

2
1 , C = η1ζ

3
2 , D = η2ζ

3
1 , E = B − A and F = D − C.Then, ξ3 = −E3 − 2AE2 + F 2, η3 = −CE3 + F (AE2 − ξ3) and ζ3 = ζ1ζ2E.Doubling:Set A = 4ξ1η

2
1, B = 3ξ2

1 + aζ4
1 and C = 8η4

1.Then, ξ3 = −2A +B2, η3 = B(A− ξ3)− C, ζ3 = 2η1ζ1 and −3ζ4
3 = 2C(−3ζ4

1).The formula for addition is idential to the one in Setion 4.1.3, but alulatingthe element aζ4
3 requires 1M + 2S (2S for the NIST urves). Thus, the totalost of addition is 13M +6S (12M +6S for the NIST urves). Doubling requires

4M + 4S, regardless of the value of a, making modi�ed Jaobian oordinates thebetter hoie for doublings unless a = −3, in whih ase Jaobian oordinatesand modi�ed Jaobian oordinates are equally good.4.2 Mixed RepresentationsLet A, P, J , J c and Jm symbolize a�ne, projetive, Jaobian, Chudnovsky-Jaobian and modi�ed Jaobian oordinates respetively. We have seen, in Se-tions 4.1.1, 4.1.2 and 4.1.3, that the hoie of oordinate representation a�etsthe number of �eld operations involved in salar multipliation. Therefore, it is44



Mixed Representationsnatural to ask whih oordinate system minimizes the number of �eld operations.Unfortunately, the question is not as easy to answer as it is to ask. One oordi-nate representation may be superior when performing doublings, but not whenperforming additions (e.g. J ) or vie versa (e.g. P).Instead of trying to selet one �xed representation among the available ones,we will aim at ombining the representations. As suggested in [CMO98℄, onean use the individual strengths of the di�erent representations in a ombinedmanner. The idea is to perform eah type of operation (ECADD or ECDBL) inthe optimal representation for that partiular operation. The goal is to have astrategy for the proess of salar multipliation de�ning exatly whih oordinaterepresentation should be used at a given stage of the proess.Changing between representation is done during exeution of the ellipti urveoperations. Let �→� symbolize any ation whih modi�es a point on an elliptiurve (for instane performing a doubling or disregarding one or more oordinatesof the point). If we wish to double a point (x, y) in A and express the result in
J , we do as follows:

A

(x, y) −→
J

(x : y : 1)−→
J

[2](x : y : 1)=
J

(ξ : η : ζ) . (4.1)The doubling on the left hand side of the equation in (4.1) is performed in J .Similarly, we an add an a�ne point (x, y) to a Jaobian point (ξ : η : ζ) andexpress the result in J c by performing the following steps:
A

(x, y) −→
J c

(x : y : 1 : 1 : 1)

−→
J c

(x : y : 1 : 1 : 1) ⊕
J

(ξ : η : ζ)

−→
J c

(x : y : 1 : 1 : 1) ⊕
J c

(ξ : η : ζ : ζ2 : ζ3)

=
J c

(ξ′ : η′ : ζ ′ : ζ ′2 : ζ ′3) . (4.2)In both ases the tehnique is the same: We represent all points in the oordinatesof the �target system� and perform the operation in that system. However, not allonversions between systems are equally simple. While onversions from A to Pand from A to J are done by performing (x, y)→ (x, y, 1), and onversions from
J c or Jm to J are done by disregarding one or more oordinates, onversionsbetween P and J require inverting and multiplying elements of Fp. Beause of theoverhead involved in the latter type of onversions, operations using a mixture ofprojetive and Jaobian oordinates are not suitable for e�ient implementations.Table 4.1 shows the ost of doubling and addition for the seletion of ombinationsof oordinate systems upon whih our remaining analysis is based. In Table 4.1,the notation

t(C1 + C2 = C3) 45



Chapter 4. Coordinate Representationsrepresents the �eld operations involved in adding a point in representation C1to a point in representation C2 and expressing the result in representation C3.Similarly, the notation
t(2C1 = C2)represents the �eld operations involved in doubling a point represented in C1 andexpressing the result in the representation C2. The notations t(2C) and t(C + C)denote the number of operations involved in doubling and addition respetivelyin a �xed representation C.Doubling AdditionFixed: Fixed:

t(2A) = I + 2M + 2S t(A+A) = I + 2M + S
t(2P) = 7M + 5S t(Jm + Jm) = 12M + 6S
t(2J c) = 7M + 3S t(J + J ) = 12M + 4S
t(2Jm) = 4M + 4S t(P + P) = 12M + 2S
t(2J ) = 4M + 4S t(J c + J c) = 11M + 3SMixed: Mixed:
t(2Jm = J c) = 4M + 5S t(Jm + J c = Jm) = 11M + 5S
t(2A = P) = 4M + 4S t(J + J c = Jm) = 11M + 5S
t(2A = J c) = 4M + 3S t(J c + J c = Jm) = 10M + 4S
t(2J c = J ) = 4M + 3S t(J c + J = J ) = 11M + 3S
t(2Jm = J ) = 3M + 4S t(J +A = Jm) = 8M + 5S
t(2Jm = J ) = 3M + 4S t(Jm +A = Jm) = 10M + 3S
t(2A = J ) = 2M + 4S t(J c + J c = J ) = 10M + 2S

t(J c +A = J c) = 8M + 3S
t(J +A = J ) = 8M + 3S
t(Jm +A = J ) = 8M + 3S
t(J c +A = Jm) = 7M + 4S
t(A+ J c = J ) = 7M + 2S
t(A+A = Jm) = 4M + 4S
t(A+A = J c) = 4M + 2S
t(A+A = J ) = 4M + 2STable 4.1: Number of �eld operations involved in ECDBL and ECADD using mixedoordinates.Example 4.1. Assume that we are given points P,Q on E with [4]P 6= Q,O.We wish to perform the following sequene of operations:46



Mixed Representations1) P ′ := [2]P .2) P ′′ := [2]P ′.3) P ′′′ := P ′′ ⊕Q.Assume that I = 16M and M = S, that Q is given in A and that P and P ′′′must be in the same representation. Whih representations should we hoose for
P , P ′ and P ′′ in order to minimize the number of �eld operations? Choosing Aas the representation for all points results in a ost of

2t(2A) + t(A+A) = 2(I + 2M + 2S) + I + 2M + S

= 3I + 4M + 5S

= 57M.The question is: Can we do better? To answer this, we need to �nd oordinatesystems C1, C2 and C3 suh that
t(2C1 = C2) + t(2C2 = C3) + t(C3 +A = C1) =

min
Ci,Cj ,

Ck∈C

(
t(2Ci = Cj) + t(2Cj = Ck) + t(Ck +A = Ci)

)
, (4.3)where C = {A,P,J ,J c,Jm}. From Table 4.1 we see that (C1, C2, C3) = (J ,J ,J )satis�es equation (4.3), and we get a total ost of

2t(2J ) + t(J +A = J ) = 2(4M + 4S) + 8M + 3S

= 16M + 11S

= 27M.This is a 30M redution ompared to the version using an exlusively a�nerepresentation.
◦We will use the idea from Example 4.1 to optimize the e�ieny our method ofsalar multipliation. Reall, from Setion 3.3, that the NAFw method (Algo-rithm 8) was hosen as our method for salar multipliation. Algorithm 8 usesa NAFw representation of k. As mentioned in Remark 3.2, this means that k iswritten as

k = 2κ0(2κ1(· · · 2κν−1(2κνWν +Wν−1) · · ·+W1) +W0),where
⋄ Wi is odd and −2w−1 + 1 ≤Wi ≤ 2w−1 − 1 for all i. 47



Chapter 4. Coordinate Representations
⋄ Wν > 0, κ0 ≥ 0 and κi ≥ w for all i ≥ 1.We assume that the points [±(2i+1)]P , 1 ≤ i ≤ 2w−2−1, have been preomputed.Algorithm 8 works by repeating

Q := [2κi]Q+ [Wi−1]P,i.e.
Q := [2(2κi−1)]Q+ [Wi−1]P. (4.4)As κi = w+1 on average aording to Proposition 3.7, the ost of the right handside of assignment (4.4) is

w · t(2C1) + t(2C1 = C2) + t(C2 + C3 = C1)for oordinate representations (C1, C2, C3) on average (notie that the result ofthe addition is expressed in C1 suh that the alulation of [2ki+1 − 1]Q an takeplae in C1). From Proposition 3.6 we get that the average density of a NAFwrepresentation is 1
w+1

. If k = (dl · · · d0)NAFw
, we have 1 + l

w+1
non-zero bits onaverage. Hene, Algorithm 8 requires

Tw(C1, C2, C3) =
lw

w + 1
· t(2C1) +

l

w + 1

(
t(2C1 = C2) + t(C2 + C3 = C1)

)on average (exluding the ost for the preomputations). The most frequentlyourring value in Tw(C1, C2, C3) is t(2C1). From the values in Table 4.1 we seethat we should hoose either C1 = Jm or C1 = J .The system C3 is the one used for representing the preomputed points. Asaddition is the dominating operation involved in the preomputations, one shouldhoose C3 in a way suh that t(C3 + C3) is as small as possible. From Table 4.1one sees that both A and J c are good andidates. Whih system is the better isdetermined by onsidering1) The ratios I/M and S/M .2) The possible values of t(2C1 = C2) + t(C2 + C3 = C1).As we shall see in Setion 5.2.1, it is reasonable to assume that I/M = 16 and
S/M = 1. For C1 = J and C3 = A as well as C3 = J c we get the lowest ost ofthe right hand side in equation (4.4) by hoosing C2 = J . The osts, denoted t1and t2 when using C3 = A and C3 = J c respetively, are:

t1 = (w + 1)t(2J ) + t(J +A = J )

= (4w + 12)M + (4w + 7)S,

t2 = (w + 1)t(2J ) + t(J + J c = J )

= (4w + 15)M + (4w + 7)S.48



Mixed RepresentationsFor C1 = Jm we also get the lowest ost of (4.4), denoted t3 and t4 orrespondingto C3 = A and C3 = J c respetively, by hoosing C2 = J :
t3 = w · t(2Jm) + t(2Jm = J ) + t(J +A = Jm)

= (4w + 11)M + (4w + 9)S,

t4 = w · t(2Jm) + t(2Jm = J ) + t(J + J c = Jm)

= (4w + 14)M + (4w + 9)S.As both t3 > t1 and t4 > t2 (reall that S = M), we set C1 := J and proeedwith this hoie.
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Chapter 4. Coordinate Representations4.2.1 E�ient PreomputationsWhen onstruting the table of preomputed points in Algorithm 8, one wouldnormally alulate
[2]P, [3]P, [5]P, . . . , [2w−1 − 1]P,whih requires one ECDBL and (2w−2 − 1)ECADD. Doing this in a�ne oordinatesrequires

2w−2(I + 2M + S) + Saording to Table 4.1.As this setion will show, it is possible to redue the number of inversionsinvolved in the preomputations by using a method due to Montgomery, knownas simultaneous inversion in Fp. The method is shown in Algorithm 9.Algorithm 9 Simultaneous inversion in FpInput: a1, . . . , aj ∈ Fp with ai 6= 0 for i = 1, . . . , j.Output: b1, . . . , bj ∈ Fp with aibi = 1 for i = 1, . . . , j1: c1 ← a1;2: i← 2;3: while i ≤ j do4: ci ← aici−1;5: i← i+ 1;6: end while7: u← c−1
j ;8: i← j;9: while i ≥ 2 do10: bi ← uci−1;11: u← uai;12: i← i− 1;13: end while14: b1 ← u;15: return (b1, . . . , bj)Proof of orretness: The loops in lines 3-6 and 9-13 terminate due to the assign-ments in lines 5 and 12 respetively, so Algorithm 9 terminates. The algorithmmaintains the loop invariant
L: At the beginning of the loop in lines 9-13 of algorithm 9,

u = a−1
i · · ·a

−1
1 .To see this, notie that the loop in lines 3-6 ensures that ci = ai · · ·a1 for

i = 1, . . . , j, so L holds prior to the �rst iteration in line 9, due to the assignmentin line 7.50



E�ient PreomputationsAssume that L holds prior to the k'th iteration with k < j − 2. After theassignment in line 11, we have u = a−1
i−1 · · ·a

−1
1 , so, when i is deremented, theinvariant is restored.When the loop in lines 9-13 terminates, we have i = 1 and u = a−1

1 . Therefore,the assignments in lines 10 and 15 ensure that the orret values are returned.
�Algorithm 9 requires I + (3j − 3)M . Cohen [CMO98℄ shows, that simultaneousinversions an be used to redue the number of inversions involved in preom-putations but does not give a spei� algorithm. To the author's knowledge, nosuh algorithm has been published. Therefore, we onstrut the algorithm, whihis shown in full detail in Algorithm 10. The algorithm makes use of the routinesECADD_NI and ECDBL_NI. These are ellipti urve addition and doubling respe-tively in a�ne oordinates whih do not perform any inversions. The invertedvalues are provided as input to the routines. Soure ode for Java implemen-tations of Algorithm 10, ECADD_NI and ECDBL_NI are enlosed in Appendix C.7and C.2.
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Chapter 4. Coordinate RepresentationsAlgorithm 10 Preomputations in A using simultaneous inversion.Input: P ∈ E(Fp) given in A, w > 1.Output: P, [3]P, . . . , [2w−1 − 1]P ∈ E(Fp).1: (x1, y1)← P ;2: (x2, y2)← ECDBL(P );3: i← 1;4: while i ≤ w − 2 do5: if i < w − 2 then6: m← 2i−1 + 1;7: (e1, . . . , em)← (x2i − x1, x2i − x3, . . . , x2i − x2i−1, 2y2i);8: else9: m← 2i−1;10: (e1, . . . , em)← (x2i − x1, x2i − x3, . . . , x2i − x2i−1);11: end if12: (δ2i+1, δ2i+3, . . . , δ2i+1−1, δ2i+1) ← SIMINV(e1, . . . , em); //SIMINV is an im-plementation of Algorithm 9.13: j ← 2i + 1;14: while j ≤ 2i+1 − 1 do15: (xj , yj)← ECADD_NI((xj−2i , yj−2i), (x2i , y2i), δj);16: j ← j + 2;17: end while18: if i < w − 2 then19: (x2i+1 , y2i+1)← ECDBL_NI((x2i , y2i), δ2i+1);20: end if21: i← i+ 1;22: end while23: return ((x1, y1), (x3, y3), . . . , (x2i−1, y2i−1))Proof of orretness: The inrementations in lines 16 and 21 ensure that theinner loop in lines 14-17 and the outer loop in lines 4-22 both terminate, so thealgorithm terminates.Algorithm 10 maintains the loop invariant
L: At the beginning of the loop in lines 4-22 of Algorithm 10,

(x1, y1), (x3, y3), . . . , (x2i−1, y2i−1)are the oordinates of P, [3]P, . . . , [2i − 1]P respetively.This is true prior to the �rst iteration due to the assignments in lines 1 and 3.Assume that L holds prior to the i'th iteration for 1 < i < w − 2. Using the52



E�ient Preomputationsinverted elements from line 12, lines 14-20 alulate
((x2i+1, y2i+1), (x2i+3, y2i+3), . . . , (x2i+1−1, y2i+1−1), (x2i+1 , y2i+1)) =

([2i + 1]P, [2i + 3]P, . . . , [2i+1 − 1]P, [2i+1]P ).When i is inremented in line 21, the invariant is restored. When i = w − 1, thealgorithm terminates, and we have
((x1, y1), (x3, y3), . . . , (x2i−1, y2i−1)) = (P, [3]P, . . . , [2w−1 − 1]P ).

�The ECDBL in line 2 requires I + 2M + 2S. Of the w − 2 iterations of the mainloop in lines 4-22, the �rst w − 3 iterations eah require
⋄ Simultaneous inversion of 2i−1 + 1 elements.
⋄ 2i−1 ECADD_NI.
⋄ One ECDBL_NI.The last iteration requires
⋄ Simultaneous inversion of 2w−3 elements.
⋄ 2w−3 ECADD_NI.The ost of the �rst w − 3 iterations is

w−3∑

i=1

(
I + 3 · 2i−1M + 2i−1(2M + S) + 2M + 2S

)
=

(w − 3)I + (5 · 2w−3 + 2w − 11)M + (2w−3 + 2w − 7)S,while the ost of the last iteration is
I + (3 · 2w−3 − 3)M + 2w−3(2M + S).The total ost of Algorithm 10 is

(w − 1)I + (5 · 2w−2 + 2w − 12)M + (2w−2 + 2w − 5)S. (4.5)For w = 4, 5, 6 (the values of w whih we are using) this amounts to
w = 4 : 3I + 16M + 7S = 71M

w = 5 : 4I + 38M + 13S = 115M

w = 6 : 5I + 80M + 23S = 183M,when we assume that I/M = 16 and M = S.Other possible shemes for preomputations are: 53



Chapter 4. Coordinate Representations(a) One doubling in A and 2w−2 − 1 additions in A.(b) One doubling from A to P, one mixed addition A + P = P and 2w−2 − 2additions in P. To get an a�ne representation of the preomputed points,one needs an inversion of 2w−2 − 1 elements using simultaneous inversionsand (2w−2 − 1) · 2M .() One doubling from A to J , one mixed addition A + J = J and 2w−2 − 2additions in J . To get an a�ne representation, one needs an inversion of
2w−2 − 1 elements using simultaneous inversions and (2w−2 − 1) · (3M + S).(d) One doubling in A, one addition A +A = P and 2w−2 − 2 mixed additions
A+P = P. To get an a�ne representation, one needs an inversion of 2w−2−1elements using simultaneous inversions and (2w−2 − 1) · 2M .(e) One doubling in A, one addition A +A = J and 2w−2 − 2 mixed additions
A+J = J . To get an a�ne representation, one needs an inversion of 2w−2−1elements using simultaneous inversions and (2w−2 − 1) · (3M + S).Table 4.2 shows the �eld operations required by these preomputation shemesand Algorithm 10 for w = 4, 5, 6. Table 4.3 shows the total number of �eldAlgorithm 10 Sheme (a) Sheme (b)

w = 4 3I + 16M + 7S 4I + 8M + 5S I + 49M + 10S
w = 5 4I + 38M + 13S 8I + 16M + 9S I + 117M + 18S
w = 6 5I + 80M + 23S 16I +32M +17S I + 253M + 34SSheme () Sheme (d) Sheme (e)
w = 4 I + 49M + 18S 2I + 37M + 8S 2I + 37M + 13S
w = 5 I + 121M + 38S 2I + 93M + 16S 2I + 93M + 29S
w = 6 I + 265M + 78S 2I +205M +32S 2I +205M + 61STable 4.2: The tables show the �eld operations required by di�erent preomputationshemes.multipliations required by the same preomputation shemes and Algorithm 10for w = 4, 5, 6, assuming that I/M = 16 and S = M .As one an see, Algorithm 10 is the most e�ient method for doing pre-omputations. Also, it uses the same amount of storage as the other shemes.Therefore, Algorithm 10 should be used, when preomputations are done in a�neoordinates.
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Initial Doublings during Salar MultipliationAlgorithm 10 Sheme Sheme Sheme Sheme Sheme(a) (b) () (d) (e)
w = 4 71M 77M 75M 83M 77M 82M
w = 5 115M 153M 151M 175M 141M 154M
w = 6 183M 305M 303M 359M 269M 299MTable 4.3: The table shows the number of �eld multipliations required by di�erentpreomputation shemes.4.2.2 Initial Doublings during Salar MultipliationRegardless of the oordinate representations used, we perform the alulation

[2κν ·Wν ]P in Algorithm 8 immediately after doing the preomputations (f. thedesription on page 48). Cohen [CMO98℄ noties and uses that one an reduethe number of ellipti urve operations involved in this alulation, but no generalformula is given. We onstrut suh a general formula. The idea is to redue thenumber of ECDBL by aepting an additional ECADD. When Wν = 1, this is doneby notiing that
[2κν ]P = [2κν−w+1]([2w−1 − 1]P + P ).This redues κν · ECDBL to (κν − w − 1) · ECDBL and one ECADD. In general, onehas, for Wν with 1 ≤Wν ≤ 2w−1− 1, that Wν = (al−1 · · ·a0)2 with l ≤ w− 1 dueto the de�nition of the NAFw. Assuming that al−1 = 1, we have

[2κν ·Wν ]P = [2κν−w+l]([2w−1 − 1]P + [(Wν − 2l−1) · 2w−l + 1]P ). (4.6)To see this, notie that
2κν−w+l(2w−1 + (Wν − 2l−1) · 2w−l) = 2κν+l−1 + 2κν(al−2 · 2

l−2 + · · ·+ 1)

= 2κν · (2l−1 + al−2 · 2
l−2 + · · ·1)

= 2κν ·Wν .For Wν ≤ 15 we have
Wν = 1 : [2κν ]P = [2κν−w+1]([2w−1 − 1]P + P )
Wν = 3 : [2κν · 3]P = [2κν−w+2]([2w−1 − 1]P + [2w−2 + 1]P )
Wν = 5 : [2κν · 5]P = [2κν−w+3]([2w−1 − 1]P + [2w−3 + 1]P )
Wν = 7 : [2κν · 7]P = [2κν−w+3]([2w−1 − 1]P + [3 · 2w−3 + 1]P ) ∗
Wν = 9 : [2κν · 9]P = [2κν−w+4]([2w−1 − 1]P + [2w−4 + 1]P )
Wν = 11 : [2κν · 11]P = [2κν−w+4]([2w−1 − 1]P + [3 · 2w−4 + 1]P )
Wν = 13 : [2κν · 13]P = [2κν−w+4]([2w−1 − 1]P + [5 · 2w−4 + 1]P )
Wν = 15 : [2κν · 15]P = [2κν−w+4]([2w−1 − 1]P + [7 · 2w−4 + 1]P ) ∗The equations marked with ∗ are �ritial�, in the sense that the addition involvedis atually a doubling for w = 4 and w = 5 respetively. In these ases, an55



Chapter 4. Coordinate Representationsapproah using equation (4.6) o�ers no improvement. For every w suh a �ritial�ase is found for Wν = 2w−1 − 1.Assuming that the most signi�ant bit is one, there is one positive odd numberwith binary length one, one with length two and 2l−2 with length l for l ≥ 3. Eahof the aforementioned modi�ations saves (κν −w+ l) · ECDBL and introdues anadditional ECADD. From Proposition 3.7 we know that κν = w + 1 on average.Therefore, one saves
1 · 2 + 1 · 3 + 2 · 4 + 4 · 5 + · · ·+ (2w−3 − 1)w

2w−2
· ECDBL =

2− w +
∑w−3

i=0 2i(i+ 3)

2w−2
· ECDBL =

(2−w(−4w + 4) + w − 1) · ECDBLon average by using equation (4.6). An extra
2w−2

︷ ︸︸ ︷
1 + 1 + · · ·+ 1 + 0

2w−2
· ECADD =

2w−2 − 1

2w−2
· ECADD =

(1− 22−w) · ECADDis needed on average.Remark 4.3. Notie that equation (4.6) also holds when Wi is even. Assumingthat the most signi�ant bit is one, there are 2l−1 numbers with l bits, so if Wiis any positive number, one saves
∑w−2

i=0 2i(i+ 2)− w

2w−1 − 1
· ECDBL =

(w − 1) · 2w−1 − w

2w−1 − 1
· ECDBL,and introdues an extra

2w−1−1︷ ︸︸ ︷
1 + 1 + · · ·+ 1 + 0

2w−1 − 1
· ECADD =

2w−1 − 2

2w−1 − 1
· ECADD,on average.56



Double in J , Preomputed Points in A4.2.3 Double in J , Preomputed Points in AWe assume that C1 = J and C3 = A. We look for C2 suh that
t(2J = C2) + t(C2 +A = J )is minimized. From Table 4.1 we see that J is the better hoie. Therefore, wehoose (C1, C2, C3) = (J ,J ,A). As preomputations are done in A, we use thetehnique from Setion 4.2.1 to get a ost of

PREw = (w − 1)I + (5 · 2w−2 + 2w − 12)M + (2w−2 + 2w − 5)Sfor the preomputations.When performing the �rst stage (FS) of doublings, we use the method fromSetion 4.2.2. If 1 ≤Wν < 2w−1 − 1, this requires
FS1(s) = t(A+A = J ) + (s+ 1)t(2J )

= (4s+ 8)M + (4s+ 6)S,where s is the binary length of Wν . If Wν = 2w−1 − 1, we get a ost of
FS2

w = t(2A = J ) + w · t(2J )

= (4w + 2)M + 4(w + 1)Son average. The total ost for the �rst stage of doublings is
FSw =

FS1(1) + FS2
w − FS

1(w − 1) +
∑w−3

i=0 2i · FS1(i+ 2)

2w−2

= (23−w + 4w)M + (3 · 23−w + 4w − 2)Son average.For the last stage (LS) of doublings (2κ0(Q + [W0]P ), where Q is the inter-mediate point, we observe that we need κ0 · t(2J ). From Proposition 3.7 weknow, that the expeted value of κ0 is one. Therefore, the last stage of doublingsrequires
LS = t(2J ) = 4M + 4Son average.After having taken into aount the requirements of the �rst and last stageof doublings, we need only to be onerned with the subsequene of bits of kmarked with † in equation (4.7) below.

k = (

κν≥w︷ ︸︸ ︷
Wν0 · · ·0

κν−1≥w︷ ︸︸ ︷
Wν−10 · · ·0 · · ·

κ1≥w︷ ︸︸ ︷
W10 · · ·0W0︸ ︷︷ ︸

†

κ0≥0︷ ︸︸ ︷
0 · · ·0

︸ ︷︷ ︸
l+1

)NAFw
. (4.7)
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Chapter 4. Coordinate RepresentationsAssuming that κ0 = 1 and κν = w + 1, there are m := l − w − 1 bits markedwith †. Reall, from Proposition 3.6, that the density of an integer in NAFw is
1

w+1
on average. Eah of the m

w+1
non-zero bits of † orresponds to an addition.Therefore, the average number of �eld operations is

Tw(J ,J ,A) =PREw + FSw + LS+

m · t(2J ) +
m

w + 1
t(A+ J = J ) + C,when using Algorithm 8 with (C1, C2, C3) = (J ,J ,A). Here, C denotes the ostof onverting the �nal point from J to A. This onversion requires I + 3M + S,i.e.

Tw(J ,J ,A) =

w · I +

(
5 · 2w−2 + 23−w +

8m

w + 1
+ 4l + 2w − 13

)
M+

(
2w−2 + 3 · 23−w +

3m

w + 1
+ 4l + 2w − 10

)
S. (4.8)4.2.4 Double in J , Preomputed Points in J cWe assume that C1 = J and C3 = J c. We look for C2 suh that

t(2J = C2) + t(C2 + J c = J )is as small as possible. From Table 4.1 we see that J is the better hoie, so wehoose (C1, C2, C3) = (J ,J ,J c).When using non-a�ne (inversion-free) oordinates for the preomputed points,there is nothing to gain from the modi�ation disussed in Setion 4.2.1. Thetotal requirement for the preomputations is
PREw = t(2A = J c) + t(J c +A = J c) + (2w−2 − 2)t(J c + J c)

= (11 · 2w−2 − 10)M + 3 · 2w−2S.For the �rst stage of doublings we, one again, use the approah from Setion4.2.2. If Wν = 1, we take advantage of P being in a�ne oordinates to get
FS1 = t(A+ J c = J ) + 2 · t(2J )

= 15M + 10S.If 1 < Wν < 2w−1 − 1, we get
FS2(s) = t(J c + J c = J ) + (s+ 1)t(2J )

= (4s+ 14)M + (4s+ 6)S,58



Double in J , Preomputed Points in J cwhere s is the binary length ofWν . In the ase ofWν = 2w−1−1, the requirementis
FS3

w = t(2J c = J ) + w · t(2J )

= 4(w + 1)M + (4w + 3)Son average. This makes an average ost of
FSw =

FS1 + FS3
w − FS

2(w − 1) +
∑w−3

i=0 2i · FS2(i+ 2)

2w−2

= (−5 · 22−w + 4w + 6)M + (5 · 22−w + 4w − 2)Sfor the �rst stage of doublings.With the same reasoning as in Setion 4.2.3, the last stage of doublings re-quires
LS = t(2J ) = 4M + 4Son average.Even though we have hosen J c for the preomputations, the point P (and

−P ) are still available in a�ne representation as input to the algorithm. Asmixed addition with a�ne points is faster than mixed addition with points in
J c, we use the a�ne representation of P when Wi = ±1. The probability of theevent Wi = ±1 to our is 1

2w−2 . We de�ne the map ψ by
ψ(w) =

1

2w−2
· t(A+ J = J ) +

(
1−

1

2w−2

)
· t(J c + J = J ).With m = l − w − 1, the total ost is

Tw(J ,J ,J c) =PREw + FSw +m · t(2J ) +
m · ψ(w)

w + 1
+ C,where, one again, C = I + 3M + S. Thus,

Tw(J ,J ,J c) =

I +

(
11 · 2w−2 − 5 · 22−w +

(11− 3 · 22−w)m

w + 1
+ 4l − 5

)
M+

(
3 · 2w−2 + 5 · 22−w +

3m

w + 1
+ 4l − 5

)
S. (4.9)59



Chapter 4. Coordinate Representations4.3 Comparison and ConlusionAs mentioned in Setion 4.2, the hoie between C3 = A and C3 = J c depends onthe ratio I/M , whih in our ase is assumed to be 16. In this setion we analyzethe situation for a seletion of values of l and determine when to use the di�erentrepresentations.The interesting ases are l = 192, 224, 256, 384, 521 (f. Setion 2.2). There-fore, the values of Tw(J ,J ,A) and Tw(J ,J ,J c) are determined for these valuesof l. When performing these alulations, w should be hosen optimally. Figure4.1 shows Tw(J ,J ,J c) for w ∈ [1, 10]. One might suspet that w = 5 and w = 6
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Figure 4.1: The plots show the number of �eld multipliations in Tw(J ,J ,J c) for
l = 192 (left) and l = 521 (right) respetively, when w ∈ [1, 10].are optimal values in the two ases, and, indeed, one �nds that for l = 192:

T4(J ,J ,J
c) = 2120M,

T5(J ,J ,J
c) = 2084M,

T6(J ,J ,J
c) = 2139M.Similarly, for l = 521:

T5(J ,J ,J
c) = 5463M,

T6(J ,J ,J
c) = 5420M,

T7(J ,J ,J
c) = 5522M.Let T l

w(C1, C2, C3) denote the value of Tw(C1, C2, C3) for a �xed value of l. Deter-mining when to use A instead of J c for the preomputed points boils down to60



Comparison and Conlusionsolving the inequalities
min

w
(T l

w(J ,J ,A)) < min
w

(T l
w(J ,J ,J c)), l ∈ {192, 224, 256, 384, 521}with respet to I/M .
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I/M ∈ [0, 34] [0, 37] [0, 41] [0, 53] [0, 64]Table 4.4: The values of I/M for whih preomputations should be done in A.Figure 4.2 shows the values of minw(T l
w(J ,J ,A)) and minw(T l

w(J ,J ,J c)) for
l = 192 and l = 521. Table 4.4 shows the values of I/M for whih the opti-mal hoie is C3 = A. As we are working with I/M = 16, we should hoose
(C1, C2, C3) = (J ,J ,A).We now draw onlusions based on our observations. In Setions 4.1.1-4.1.3,formulas for the operations ECDBL and ECADD using the oordinate representa-tions P,A,J ,J c and Jm where presented. In Setion 4.2 we showed that thetotal number of �eld multipliations involved in salar multipliation on an el-lipti urve an be redued by using a mixture of the oordinate representations.Jaobian oordinates were hosen for performing sequenes of doublings duringsalar multipliation. In Setions 4.2.3 and 4.2.4 we analyzed the ases where61



Chapter 4. Coordinate Representationspreomputations are done in a�ne oordinates and Chudnovsky-Jaobian oor-dinates respetively. We ompared the two hoies of representations for thepreomputations. The onlusion was that using a�ne oordinates is the moree�ient hoie, when S = M and I/M = 16. Therefore, we should representthe preomputed points in a�ne oordinates, perform doublings in Jaobian o-ordinates and perform additions in mixed a�ne/Jaobian oordinates. We alsonotie that the optimizations from Setions 4.2.1 and 4.2.2 should be used, asthey redue the average number of required �eld operations.
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Chapter 5ImplementationsIn this hapter we analyze the test implementation developed by IBM and om-pare it to our implementation of the sheme onstruted in Chapters 3 and 4.The goal is to determine how muh is saved, measured in �eld multipliationsand exeution time, by using our implementation in preferene to the IBM testimplementation.5.1 Setup for Time MeasurementsAll implementations are exeuted on a Lenovo ThinkPad T60P with Intel CoreDuo 2.16 GHz proessor and 1GB DDRII SDRAM using Sun Java SDK version1.5.0. Test vetors used for the timings are enlosed in Appendix B.When measuring the exeution time of an implementation IMPL, the straight-forward way is to exeute a program similar to the one shown in pseudo odebelow, where we assume that System.time returns the urrent time in millise-onds:t := System.time();IMPL();t := System.time()-t;return t;However, some implementations require so little CPU time per exeution thatthis strategy results in the value t = 0. Instead, we exeute the implementationIMPL as many times as possible within a �xed time period. Subsequently, wedetermine the average exeution time for the implementation. We selet a timeperiod of two seonds and get the strategy shown in pseudo ode below:
63



Chapter 5. Implementationsn := 0;limit := 2000 + (start := System.time());while (end := System.time()) < limit doIMPL();n := n+1;end whilet := (end-start)/n;return t;This ensures that we always get a non-zero result when measuring the implemen-tations.When performing tests on a Java Virtual Mahine (JVM), one must keep inmind that the JVM makes use of a Just-in-time (JIT) ompiler1 to onvert partsof the Java byteode, whih are identi�ed to be frequently ourring, into native(assembler) ode in order to improve exeution speed. If no native ode is pro-dued, the implementation will be exeuted using the byteode-interpreter. Thisdoes not give a lear piture of the time required to perform modular arithmetion large integers, as we annot assume that the byteode-interpreter is optimizedfor these operations. In order to ensure that native ode is produed, one mustexeute the time measuring routine a number of times suessively, as this foresthe JIT ompiler into produing native ode. We �nd that two suessive exeu-tions of the routine is su�ient.5.2 IBM Test ImplementationThe original soure ode from IBM is enlosed in Appendix C.3.1. The implemen-tation is one of Algorithm 5, whih is based on the reommendations in [P1300℄.It ontains no separate �eld implementation and performs integer reoding dur-ing salar multipliation. In order to attain more larity and better groundsof omparison, the original IBM version is modi�ed slightly. The modi�ationsenompass(i) Creating a separate �eld implementation.(ii) Performing integer reoding prior to salar multipliation. This results inAlgorithm 6.Soure ode for the modi�ed implementation is enlosed in Appendix C.3.2.Soure ode for implementations of integer reoding routines are enlosed in Ap-pendix C.7.1In our ase the JIT ompiler is part of the the Sun Hotspot JVM.64



Field Implementations5.2.1 Field ImplementationsWe onstrut an implementation of eah of the �elds Fp192, Fp224, Fp256, Fp384and Fp521. Soure ode for the �eld implementations is enlosed in AppendixC.1. The implementations are based on Java's BigInteger lass, whih is apa-ble of performing modular arithmeti on large integers. Only modular additionand subtration are implemented di�erently in order to redue the exeutiontime for these operations. Timings of a seletion �eld operations are shown inTable 5.1. With these implementations one an reasonably assume that S = M

Fp192 Fp224 Fp256 Fp382 Fp521Operation Time Time Time Time TimeAddition 266ns 276ns 291ns 338ns 400nsSubtration 248ns 439ns 273ns 323ns 686nsMultipliation (M) 3184ns 3856ns 4746ns 8µs 16µsSquaring (S) 3318ns 4149ns 4950ns 8µs 15µsInversion (I) 51ms 59ms 80ms 136ms 223msTable 5.1: The table shows timings of a seletion of �eld operations.and I/M = 16. We have a multipliation-to-addition ratio of approximately 21on average, and will assume that the time required to perform an addition orsubtration is negligible ompared to the time required to perform a multiplia-tion. When omparing our �eld implementations to �eld implementations suhas the one desribed in [BHLM01℄, whih has a multipliation-to-addition ratioof approximately 15 on average and in whih additions and subtrations are as-sumed to be negligible, it seems valid to make this assumption. Furthermore,optimization of �eld operations is not a subjet of this examination. Therefore,no further steps will be taken to redue the exeution times of modular additionand subtration. However, as addition and subtration does require some exeu-tion time, we must be prepared that our assumption will result in disrepaniesbetween theoretial estimates and experimental values later on.The time required to perform negation and omparison in the �elds is evenless than that required to perform addition and subtration. Negations andomparisons are, therefore, also assumed to be negligible.5.2.2 Salar MultipliationThe method used for salar multipliation in the IBM test implementation is theaddition-subtration method (Algorithm 6) using exlusively a�ne oordinates.From Setion 3.2.1 we know that this sheme requires
l · t(2A) +

l

3
· t(A+A), 65



Chapter 5. Implementationswhere l is the number of bits in the salar. Using the values from Table 4.1, wesee that the average requirement is
TIBM := l · t(2A) +

l

3
· t(A+A)

=
4l

3
I +

8l

3
M +

7l

3
S

=
79l

3
M.The average number of �eld multipliations and timings of the implementationare shown in Table 5.2.

l = 192 l = 224 l = 256 l = 382 l = 521
TIBM 5056M 5899M 6741M 10112M 13720MTime 15625µs 22222µs 30769µs 80ms 175msTable 5.2: The table shows the average number of �eld multipliations required bythe sheme implemented by IBM and timings of the implementation.

5.3 An E�ient ShemeUsing the same �eld implementations as the ones desribed in Setion 5.2.1, weimplement Algorithm 8 with (C1, C2, C3) = (J ,J ,A) (in the notation of Setion4.2). Also, we use the modi�ations desribed in Setions 4.2.1 and 4.2.2. Soureode for the implementation is enlosed in Appendix C.3.3.With TOptimized := minw(Tw(J ,J ,A)) (the average number of �eld multipli-ations required by our e�ient sheme in the notation of Setion 4.2.3), we getthe values in Table 5.3. The table also shows the average redution ompared tothe IBM test implementation. As Table 5.3 shows, we get an approximate redu-
l = 192 l = 224 l = 256 l = 382 l = 521

TOptimized 2011M 2326M 2640M 3866M 5177MRedution 60.0% 60.6% 60.8% 61.8% 62.3%.Table 5.3: The table shows the average number of �eld multipliations required byour e�ient sheme and redution ompared to the sheme implemented by IBM.tion of 61% on average. Timings of the implementation of our sheme are shownin Table 5.4. The redution in exeution time ompared to the IBM implemen-tation is approximately 55% on average. The main reason for the disrepany66



Conlusion
l = 192 l = 224 l = 256 l = 382 l = 521Time 7352µs 10050µs 13698µs 34482µs 81msTable 5.4: The table shows timings of the optimized implementation.between the theoretial and the empirially observed redution is that we do nottake into aount the number of modular additions/subtration required by thesalar multipliation shemes (f. our disussion in Setion 5.2.1). However, thetimings support our onlusions in that our sheme remains advantageous in theexperiments, and we onlude that the disrepany is aeptable.The relative improvement gained by using our implementation in prefereneto the IBM test implementation ould potentially be even greater. The NISTprimes allow for very fast modular redution ompared to the speed of modularinversion, as shown by Solinas in [Sol99℄. This makes it even more bene�ial tomove from a system based on a�ne oordinates to a system using oordinateswhih allows for ellipti urve operations without inversions.5.4 ConlusionThe implementation developed by IBM is an addition-subtration method basedon the standards in [P1300℄, developed for test purposes. It uses exlusively a�neoordinates. The IBM test implementation ontains no separate �eld implemen-tation, and integer reoding is performed during salar multipliation. Therefore,the implementation is modi�ed slightly, in order to be able to ompare the im-plementation with one based on the onstrution in Chapters 3 and 4.Our �eld implementations are based on Java's BigInteger lass with a ustomimplementation of modular addition and subtration. Our implementations anall be assumed to have S = M and I/M = 16. Also, we assume negligibleosts for addition and subtration. The �eld implementations are used in themodi�ed IBM implementation as well as in our implementation of an e�ientsalar multipliation sheme.Our salar multipliation sheme is a NAFw method with preomputationsin a�ne oordinates, doublings in Jaobian oordinates and addition in mixeda�ne/Jaobian oordinates. We also implement the modi�ations disussed inSetions 4.2.1 and 4.2.2. This gives a 61% redution in the average number ofrequired �eld multipliations, while timings show a 55% redution on average. Welaim that the reason for the disrepany between the theoretial redution andthe empirially observed redution is that our theoretial examination does nottake into aount the number of modular additions and subtrations performed.The experiments do support our onlusions, and we disregard the disrepany.67





Part IIICountermeasures against PowerAnalysis
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Chapter 6Power AnalysisOne of the major threats against ECC-systems is the use of side hannel analysisto break the systems, i.e. gain knowledge of sensitive information (most om-monly the seret key of the system). A side hannel is a soure of informationabout the system whih is available to anyone having aess to measurements ofthe hardware exeuting the algorithms of the system, e.g. timing information orpower onsumption measurements. A side hannel attak is an attak based onside hannel analysis (more details an be found in [Joy05℄).Side hannel attaks an be invasive or non-invasive. Invasive attaks par-tially or fully destroys the hip exeuting the system; therefore, they are likelyto be deteted. Furthermore, these kinds of attaks require use of laboratorystations and are time-onsuming. Countermeasures against invasive attaks areusually implemented in hardware.Non-invasive side hannel attaks leave the physial system (hip, pathinget.) undamaged; therefore, they are di�ult to detet. Performing non-invasiveattaks is also relatively inexpensive ompared to performing invasive attaks.Countermeasures against non-invasive attaks are usually implemented in soft-ware and are based on a mathematial foundation. In this hapter we will fous onnon-invasive side hannel attaks and the mathematial ountermeasures againstthem.So far, no omparison between the e�ienies of these ountermeasures hasbeen published. We perform suh a omparison in the following setions.We assume that the hardware exeuting the system is loated on a smart ardor a similar, easily aessible, devie (see [ACD+05℄ for a detailed introdutionto smart ards). The operation performed by the hardware is [k]P , where kis the seret key. The purpose of an attak is to learn the value of k. Notiethat the attak only applies to protools using long-term keys, e.g. the ElGamalryptosystem (f. Setion 2.1.1). For protools using ephemeral keys, e.g. theECDSA, the attaks desribed in this hapter are not useful.The most ommonly known side hannel attaks are timing attaks, attaksbased on simple power analysis (SPA) and attaks based on di�erential power71



Chapter 6. Power Analysisanalysis (DPA). By implementing ountermeasures against SPA and DPA onealso thwarts timings attaks. Therefore, we will not onsider ountermeasuresagainst timing attaks and only fous on SPA attaks and DPA attaks. Su-essful attaks based on power analysis have been doumented (for instane in[KJJ99℄ and [AO00℄). Both types of attaks use information about power on-sumption as a side hannel. What makes SPA and DPA possible is that thepower onsumption in the hardware exeuting an ECC-system depends on thedata being manipulated in the system. Under some irumstanes, measurementsof the power onsumption reveal information about the seret key k.Almost all hip design today is based on CMOS (Complementary Metal Ox-ide Semiondutor) tehnology. A hange of state in a CMOS logial gate resultsin a hange in power onsumption. This hange an be deteted by using anosillosope. Any eletroni devie (PC, smart ard et.) performs alulationsby swithing a number of logial gates (in the CPU, buses, memory et.). Thetotal number of gates used in a omputation depends on the values (the data in-volved in the omputation) in the registers of the devie. As power onsumptiondepends on the number of gates swithing, di�erent data inputs for the same op-eration will result in di�erent power onsumption traes (measurements of poweronsumption during the time of exeution). By monitoring (and possibly per-forming a statistial evaluation of) the traes, an attaker an sometimes attainknowledge about sensitive information in the system. In our ase, the sensitiveinformation is the value of the integer k being used in salar multipliation.6.1 Simple Power AnalysisSPA is based on a single power onsumption trae from the hip. As Chapter 4shows, the number and omposition of �eld operations involved in an ECADD di�ersfrom the number and omposition of �eld operations involved in an ECDBL. Eahtype of �eld operation has its own unique power onsumption trae. Therefore,an ECADD and an ECDBL have di�erent power onsumption traes in general.If the double-and-add algorithm (Algorithm 1) is used for salar multiplia-tion, an attaker will see a power onsumption trae onsisting of a mixture oftwo distinguishable sub-traes orresponding to ECDBL and ECADD respetively(see Figure 6.1).As doublings our more frequently than addition on average, the attakeran identify the most frequently ourring sub-trae as an ECDBL and the othersub-trae as an ECADD. Knowing that an ECDBL orresponds to a zero-bit in thesalar k and that an ECDBL followed by an ECADD orresponds to a one-bit in thesalar, an attaker will be able to dedue all the bits of k by observing the poweronsumption trae from a single exeution of the algorithm. In Figure 6.1 theobserved sequene of bits is 001.72



Simple Power Analysis
Time

ECDBL ECDBL ECDBL ECADD

Figure 6.1: Shemati SPA trae for the double-and-add algorithmA straightforward way of seuring the algorithm is to always perform an ECADDand an ECDBL, regardless of the value of the urrent bit. Subsequently, a super�u-ous ECADD is disregarded. This approah is known as the double-and-add alwaysmethod. The method is shown in Algorithm 11.Algorithm 11 Double-and-add-alwaysInput: P ∈ E(Fp) and k = (kl−1 · · ·k0)2Output: [k]P ∈ E(Fp).1: Q0 ← P ; Q1 ← O; i← l − 2;2: while i ≥ 0 do3: Q0 ← [2]Q0;4: Q1−ki
← Q1−ki

⊕ P ;5: i← i− 1;6: end while7: return Q0Notie that Algorithm 11 performs one ECDBL and one ECADD for eah bit of k.A power onsumption trae from the exeution of the algorithm will, therefore,be useless in an SPA attak. Algorithm 11 requires (l − 1)(ECDBL + ECADD).In general, a salar multipliation algorithm is vulnerable to SPA if it behavesdi�erently aording to the values of the individual bits of the salar. On theother hand, it is impossible to mount a suessful SPA attak if the algorithmbehaves exatly the same regardless of the values of the bits of k. Beause of this,all ountermeasures against SPA attaks modify the algorithm to get a uniformpower onsumption trae. The ountermeasures an be split into three ategories:1) Algorithms with uniform behaviour. 73



Chapter 6. Power Analysis2) Algorithms with uni�ed addition and doubling.3) Algorithms with dummy �eld operations.When evaluating ountermeasures against SPA attaks, one should onsider se-urity against fault injetion attaks (FI attaks). These attaks are based onthe idea that one an dedue information about k by foring the system to per-form erroneous instrutions during salar multipliation. The �rst published FIattak was the �Bellore attak� on an RSA implementation (see [BDL97℄). InECC-systems, FI attaks an be used to dislose dummy operations in SPA oun-termeasures. They are arried out by injeting power into, or emissioning lightonto, the hip exeuting the salar multipliation. This will perturb the ompo-nents of the hip and alter the value of one or more bits in the representation ofthe point being multiplied. When the salar multipliation algorithm terminates,one an ompare the result with the orret value of [k]P . If the result of thesalar multipliation is orret, regardless of the fault injetion, one an deduethat the operation being performed at the time of the injetion was a dummy.Consider Algorithm 11 as an example. If ki = 0, the operation in line 4 is adummy. If the alulation Q1−ki
← Q1−ki

⊕ P is perturbed, it will not in�uenethe return value of the algorithm.A suessful FI attak requires the ability to exeute the algorithm a numberof times with a �xed k as well as aess to a orret result of the alulation
[k]P for omparison. Therefore, if the value of k is hanged every time thealgorithm is exeuted, FI attaks are not possible. Algorithms without dummyoperations are also seure against FI attaks. Conversely, algorithms whih usedummy operations are a priori vulnerable to FI attaks, unless the value of k israndomized in some way.6.1.1 Algorithms with Uniform BehaviourThe simplest example of a salar multipliation algorithmwith uniform behaviouris the double-and-add always method (Algorithm 11). With an optimal hoie ofoordinate representations, the algorithm requires

TAlg.11 = (l − 1)(t(2J ) + t(J +A = J )) + C

= I + (12l − 9)M + (7l − 6)S.Here, C = I + 3M + S is the ost of onversion from J to A. Table 6.1 showsthe number of �eld multipliations performed by Algorithm 11 and the overheadompared to the e�ient, non-seure sheme desribed in Setion 5.3.Algorithm 11 uses no extra storage for preomputation. As it introdues dummyoperations, it is, however, vulnerable to FI attaks. One annot hope for im-provements by adapting Algorithm 11 to a salar in NAFw (f. Setion 3.2.2).Indeed, the whole point of the NAFw method is to redue the number of ECADD74



Algorithms with Uniform Behaviour
l = 192 l = 224 l = 256 l = 384 l = 521

TAlg.11 3649M 4257M 4865M 7297M 9900MOverhead 81.5% 83.0% 84.2% 88.7% 91.2%Table 6.1: The table shows the number of �eld multipliations required by Algorithm11 and overhead ompared to the e�ient, non-seure sheme.involved in salar multipliation by lowering the Hamming weight of the salar.As Algorithm 11 exeutes both an ECDBL and an ECADD for every bit of the salar,the NAFw method does not apply in any sensible way.In [OT03℄ Okeya and Takagi show that it is possible to onstrut a moree�ient sheme, whih uses a di�erent representation of the salar. The repre-sentation is onstruted using Algorithm 12. The algorithm returns the non-zerobits in a representation on the form
k = (Ud

w︷ ︸︸ ︷
0 · · ·0Ud−1

w︷ ︸︸ ︷
0 · · ·0 · · ·U0

w︷ ︸︸ ︷
0 · · · 0)2, (6.1)written (Ud · · ·U0)NAF∗

w
. This representation satis�es De�nition 3.3 exept for thefat that the Ui's are allowed to be even.Algorithm 12 Okeya & Takagi reodingInput: k = (kl−1 · · · k0)2, w > 1.Output: U⌈ l

w
⌉, . . . , U0 suh that k = (U⌈ l

w
⌉ · · ·U0)NAF ∗

w
.1: d← ⌈ l

w
⌉;2: i← 0;3: while i ≤ d do4: Ui ← k mods 2w;5: k ← k − Ui;6: k ← k
2w ;7: i← i+ 1;8: end while9: return Ud, . . . , U0If k is even in line 4 of Algorithm 12, we ensure that mods is well-de�ned byalways hoosing the positive residue in situations where the absolute values ofthe positive and negative residue are equal.The advantage of the NAF∗

w representation in equation (6.1) is that it onsistsof repetitions of a single, �xed pattern. This is used in Algorithm 13, whihthwarts SPA. 75



Chapter 6. Power AnalysisAlgorithm 13 W-double-one-add alwaysInput: P ∈ E(Fp), w > 1 and k = (Ud · · ·U0)NAF ∗

w
.Output: [k]P ∈ E(Fp).1: Compute [±2]P, [±3]P, [±4]P, . . . , [±(2w−1 − 1)]P .2: Q0 ← [Ud]P ;3: i← d− 1;4: while i ≥ 0 do5: j ← w;6: while j ≥ 1 do7: Q0 ← [2]Q0;8: j ← j − 1;9: end while10: Q1 ← Q0 ⊕ [Ui]P ;11: Q0 ← Qδ(Ui);12: i← i− 1;13: end while14: return Q0If Ui = 0, the addition in line 10 is a dummy operation, as the result of theaddition is never used. In this ase, any point an be used for [Ui]P (if additionwith the point at in�nity O is faster than addition with other points, one mustuse a point di�erent from O for [0]P ). Algorithm 13 has the �xed pattern

w︷ ︸︸ ︷ECDBL, . . . , ECDBL, ECADD, w︷ ︸︸ ︷ECDBL, . . . , ECDBL, ECADD, · · ·This makes it impossible to dedue any information about k by using SPA. Forproofs of orretness of Algorithms 12 and 13 see [OT03℄.In line 1, Algorithm 13 preomputes 2w−1 − 2 points. If the preomputedpoints are represented in A, we an extend the use of simultaneous inversionsdisussed in Setion 4.2.1. Algorithm 14 omputes [2]P, [3]P, [4]P, . . . , [2w−1−1]Pusing Algorithm 9 for inversions. As was the ase with Algorithm 10, Algorithm14 is based on the idea of Cohen ([CMO98℄) but has been onstruted for thisexamination. It has, to the author's knowledge, not been published previously.
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Algorithms with Uniform BehaviourAlgorithm 14 Preomputations in A using simultaneous inversion.Input: P ∈ E(Fp) given in A, w > 1.Output: P, [2]P, [3]P, . . . , [2w−1 − 1]P ∈ E(Fp).1: (x1, y1)← P ;2: (x2, y2)← ECDBL(P );3: i← 1;4: while i ≤ w − 2 do5: (d1, . . . , d2i)← (x2i − x1, x2i − x2, . . . , x2i − x2i−1, 2y2i);6: (δ2i+1, δ2i+2, . . . , δ2i+1−1, δ2i+1) ← SIMINV(d1, . . . , d2i); //SIMINV is an im-plementation of Algorithm 9.7: j ← 2i + 1;8: while j ≤ 2i+1 − 1 do9: (xj , yj)← ECADD_NI((xj−2i , yj−2i), (x2i , y2i), δj);10: j ← j + 1;11: end while12: (x2i+1 , y2i+1)← ECDBL_NI((x2i , y2i), δ2i+1);13: i← i+ 1;14: end while15: return ((x1, y1), (x2, y2), . . . , (x2i−1, y2i−1))The ECDBL requires I + 2M + 2S. The w − 2 iterations of the main loop eahrequires
• One simultaneous inversion of 2i elements.
• (2i − 1)ECADD_NI.
• One ECDBL_NI.This makes a total requirement of

PREA
w := I + 2M + 2S +

w−2∑

i=1

(I + 2i(5M + S)− 3M + S) =

(w − 1)I + (5 · 2w−1 − 3w − 2)M + (2w−1 + w − 2)Sfor the preomputations. If J c are used for the preomputations, the ost is
PREJ c

w = t(2A = J c) + t(A+ J c = J c) + (2w−1 − 4) · t(J c + J c)

= (11 · 2w−1 − 32)M + (3 · 2w−1 − 6)S.For the �st stage of doublings ([2w·Ud]P ) we ould potentially use the modi�ationdisussed in Setion 4.2.2. As mentioned in Remark 4.3, the modi�ation isvalid for any Ud > 0. Therefore, with appropriate preautions, we ould use77



Chapter 6. Power Analysisthe modi�ation for Ud < 0 by setting [2w · Ud]P = [−1 · 2w · (−Ud)]P . Thiswould, however, orrupt the idea of having a uniform behaviour, as the poweronsumption orresponding to the �rst stage of doublings would wary aordingto the value of Ud. Beause of this, we refrain from using the modi�ation.Algorithm 13 requires w⌈ l
w
⌉ · ECDBL and (⌈ l

w
⌉ − 1) · ECADD so, by using A forpreomputations, we get a ost of

TA
w :=PREA

w + t(2A = J ) +

(
w ·

⌈
l

w

⌉
− 1

)
· t(2J )+

(⌈
l

w

⌉
− 1

)
· t(A+ J = J ) + C,where C = I+3M+S is the ost of onverting the result from J to A. By using

J c for preomputations, we get a ost of
TJ c

w :=PREJ
w + t(2J c = J ) +

(
w ·

⌈
l

w

⌉
− 1

)
· t(2J )+

(⌈
l

w

⌉
− 1

)
· t(J c + J = J ) + C.Using the values from Table 4.1, we get

TA
w =wI +

(
5 · 2w−1 +

⌈
l

w

⌉
(4w + 8)− 3w − 9

)
M+

(
2w−1 +

⌈
l

w

⌉
(4w + 3) + w − 4

)
Sand

TJ c

w = I +

(
11 · 2w−1 +

⌈
l

w

⌉
(4w + 11)− 3w − 40

)
M+

(
3 · 2w−1 +

⌈
l

w

⌉
(4w + 3)− 9

)
S.The values of minw(TA

w ) and minw(TJ c

w ) are shown in Figure 6.2 for l = 192 and
l = 521 respetively.
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Algorithms with Uniform Behaviour
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w ) for l = 192 (left) and l = 521 (right).As the �gure indiates, we should hoose A for preomputations, when I/M isless than some value depending on l. This value is shown in Table 6.2 for theapplied values of l (see Setion 2.2). As we have I/M = 16, we hoose A for
l = 192 l = 224 l = 256 l = 384 l = 521

v 55 61 67 82 98Table 6.2: For di�erent values of l, the table shows a value v whih satis�es that A isthe better hoie for preomputations if I/M < v.preomputations and get the average number of �eld multipliations shown inTable 6.3. The table also shows the overhead we introdue by using Algorithm13 in preferene to the e�ient, non-seure sheme desribed in Setion 5.3.Algorithm 13 needs to store twie as many preomputed points as the non-seuresheme. Additionally, it introdues dummy operations, so the algorithm is vul-nerable to FI attaks.In 1987, Montgomery proposed Algorithm 15 for salar multipliation. Thealgorithm performs both an addition and a doubling for eah bit of the salar.Thereby, it makes SPA impossible. It does not introdue dummy operations, asevery operation is used. The requirement of Algorithm 15 is
l · ECDBL + (l − 1) · ECADD. 79



Chapter 6. Power Analysis
l = 192 l = 224 l = 256 l = 384 l = 521

TA
w 2142M 2448M 2800M 4039M 5396M

w = 5 w = 5 w = 6 w = 6 w = 6Overhead 6.5% 5.2% 6.1% 4.5% 4.2%Table 6.3: The table shows the average number of �eld multipliations required byAlgorithm 13 and overhead ompared to the e�ient, non-seure sheme.Algorithm 15 Montgomery's ladder algorithmInput: P ∈ E(Fp) and k = (kl−1 · · ·k0)2.Output: [k]P ∈ E(Fp).1: P1 ← P ; P2 ← [2]P ;2: i← l − 2;3: while i ≥ 0 do4: if ki = 0 then5: P2 ← P1 ⊕ P2; P1 ← [2]P1;6: else7: P1 ← P1 ⊕ P2; P2 ← [2]P2;8: end if9: i← i− 1;10: end while11: return P1What makes the Montgomery ladder algorithm interesting is that the strutureof the algorithm allows for the use of e�ient formulas for addition and doubling.Notie that, throughout Algorithm 15, the di�erene P2 − P1 is always equal to
P at the beginning of the main loop in lines 3-10. Montgomery showed that forurves on the form

By2 = x3 + Ax2 + x, B 6= 0(Montgomery form) in large harateristi, an ECADD an be performed in 4M+2S� provided that the di�erene between the addends is a known point. An ECDBLrequires 3M + 2S.A urve in Montgomery form an always be onverted into a urve in shortWeierstraÿ form by setting a = 1
B2 −

A2

3B3 and b = −A3

27B3 − a
A
3B
, but the onverse isnot true.We say that two ellipti urves E and Ẽ are isomorphi over K if there exists

u ∈ K∗ and r, s, t ∈ K suh that the map
(x, y) 7→ (u2x+ r, u3y + u2sx+ t)transforms the equation of E into the equation of Ẽ. The map given above isalled an admissible hange of variables. The general result is:80



Algorithms with Uniform BehaviourTheorem 6.1. An ellipti urve E : y2 = x3 + ax + b is isomorphi to a urvein Montgomery form if, and only if,1) x3 + ax+ b has at least one root α in Fp.2) 3α2 + a is a quadrati residue in Fp.This result tells us that we annot, in general, expet a urve in short Weierstraÿform to have a Montgomery form representation. The NIST urves over prime�elds have no Montgomery form representation, as the polynomial x3 − 3x+ b isirreduible over Fp for these urves.In 2002, Brier and Joye [BJ02℄ generalized Montgomery's idea to arbitraryurves in short Weierstraÿ form. Their result was:Proposition 6.2. Let K be a �eld with char(K) 6= 2, 3, and let E : y2 = x3 +
ax + b be an ellipti urve over K. Let P = (x1, y1) and Q = (x2, y2) be givensuh that P,Q ∈ E(K) \ {O} and P 6= ±Q. Let P − Q = (x3, y3). Then, thex-oordinate x(P ⊕Q) of P ⊕Q satis�es

x(P ⊕Q) · x3 =
(x1x2 − a)

2 − 4b(x1 + x2)

(x1 − x2)2
. (6.2)If y1 6= 0, the x-oordinate x([2]P ) of [2]P satis�es

x([2]P ) =
(x2

1 − a)
2 − 8bx1

4(x3
1 + ax1 + b)

. (6.3)The y-oordinate y(P ) of P satis�es
y(P ) =

2b+ (a+ x3x1)(x3 + x1)− x2(x3 − x1)
2

2y3

. (6.4)Notie that the y-oordinate does not appear anywhere in equations (6.2) and(6.3). Equation (6.4) ensures that the y-oordinate an be reovered.To eliminate inversions in the addition formula, we will use projetive oordi-nates (f. Setion 1.1). As P,Q 6= O and P 6= −Q, we have x1 = X1

Z1
, x2 = X2

Z2
and

x(P ⊕Q) = X
Z
for some Xi, Zi, Z ∈ K, i = 1, 2, 3, with Z1Z2Z 6= 0. Substitutinginto equation (6.2) gives
X

Z
=

(X1X2

Z1Z2
− a)2 − 4b(X1

Z1
+ X2

Z2
)

x3(
X1

Z1
− X2

Z2
)2

=
(X1X2 − aZ1Z2)

2 − 4bZ1Z2(X1Z2 +X2Z1)

x3(X1Z2 −X2Z1)2
. 81



Chapter 6. Power AnalysisFrom this we see that formulas for X and Z are
X = (X1X2 − aZ1Z2)

2 − 4bZ1Z2(X1Z2 +X2Z1)

Z = x3(X1Z2 −X2Z1)
2. (6.5)Similar alulations result in the following formulas for the �rst and third pro-jetive oordinate of [2]P = (X : Y : Z):

X = (X2
1 − aZ

2
1)

2 − 8bX1Z
3
1

Z = 4Z1(X
3
1 + aX1Z

2
1 + bZ3

1 ). (6.6)When a = −3, an addition requires 7M+2S, while a doubling requires 5M+3S.The �rst doubling in Algorithm 15 requires t(2A = P). Using formula (6.6)with Z1 = 1, this an be done in 2M + 2S.The algorithm performs (l − 1) · (ECDBL + ECADD). As P2 − P1 = P (whih is in
A), we an use formula (6.5) and (6.6) to get a ost of

T1 := 2M + 2S + (l − 1) · (12M + 5S)

= (12l − 10)M + (5l − 3)S.Reovering the y-oordinate of [k]P is done by using equation (6.4) with x1 = X1

Z1and x2 = X2

Z2
. The reovery requires 2I + 2M (for alulating x1 and x2) plus

I + 4M + S. This makes a ost of
T2 := 3I + 6M + Sfor the y-reovery. The total ost of Algorithm 15 is

TMontgomery := T1 + T2

= 3I + (12l − 4)M + (5l − 2)S.This gives the values in table 6.4.
l = 192 l = 224 l = 256 l = 384 l = 521

TMontgomery 3306M 3850M 4394M 6570M 8899MOverhead 64.4% 65.5% 66.4% 70.0% 71.9%Table 6.4: The table shows the number of �eld multipliations required by Algorithm15 and overhead ompared to the e�ient, non-seure sheme.Remark 6.1. Montgomery's ladder algorithm maintains the invariant P2−P1 =
P . When the algorithm terminates, P1 = [k]P , so P2 = [k+1]P . This means thathoosing k = |E(Fp)| − 1 will result in P2 = O, and in this ase equation (6.4)82



Algorithms with Uni�ed Additiondoes not apply. This is not an issue of onern in the established literature onthe subjet; nonetheless, it should be noted that Algorithm 15 (using the resultin Proposition 6.2) returns the x-oordinate of [k]P for any k ∈ [1, |E(Fp)| − 1],but y-reovery is not possible for k = |E(Fp)| − 1. When using the protools inSetion 2.1, this must be taken into onsideration.
◦Despite the substantial overhead involved, Montgomery's ladder algorithm is auseful alternative to the double-and-add always method and the w-double-and-add always method. It uses less �eld multipliations than the former, and, unlikethe latter, it does not need storage for preomputed points. Furthermore, Algo-rithm 15 uses no dummy operations. Therefore, it is seure against FI attaks.6.1.2 Algorithms with Uni�ed AdditionInstead of altering the salar multipliation sheme to ensure a �xed pattern ofECDBL and ECADD, one an make the ECDBL indistinguishable from the ECADD.This is done in [BJ02℄. The starting point is Proposition 6.3:Proposition 6.3. Let E : y2 = x3 + ax + b be an ellipti urve over a �eld Kwith char(K) 6= 2, 3. Let P = (x1, y1) and Q = (x2, y2) be K-rational points on

E with P,Q 6= O and P 6= −Q. Then, P ⊕Q = (x3, y3) with
x3 = λ2 − x1 − x2, y3 = λ(x1 − x3)− y1, (6.7)where

λ =
x2

1 + x1x2 + x2
2 + a

y1 + y2

.If we reall that x2
1 + x1x2 + x2

2 = (x1 + x2)
2 − x1x2, when char(K) 6= 2, we seethat the ost of an addition (whih might be a doubling) using equation (6.7) is

I + 3M + 2S.In order to dedue formulas for projetive oordinates, one noties that
λ =

(x1 + x2)
2 − x1x2 + a

y1 + y2is symmetri in P and Q. As (E(Fp),⊕) is abelian, equation (6.4) says that
y3 = λ(x2 − x3)− y2,so

2y3 = λ(x1 + x2 − 2x3)− (y1 + y2). 83



Chapter 6. Power AnalysisUsing this observation, one gets, by setting xi = Xi

Zi
, yi = Yi

Zi
for i = 1, 2, 3, that

x3 =
X3

Z3
=

[(X1Z2 +X2Z1)
2 −X1Z2X2Z1 + a(Z1Z2)

2]
2

(Z1Z2)2(Y1Z2 + Y2Z1)2

−
Z1Z2(Y1Z2 + Y2Z1)

2(X1Z2 +X2Z1)

(Z1Z2)2(Y1Z2 + Y2Z1)2and
2y3 =

2Y3

Z3
=

3
[
(X1Z2 +X2Z1)

2 −X1Z2X2Z1 + a(Z1Z2)
2
]
(X1Z2 +X2Z1)Z1Z2(Y1Z2 + Y2Z1)

2

−
2
[
(X1Z2 +X2Z1)

2 −X1Z2X2Z1 + a(Z1Z2)
2
]3

+ (Y1Z2 + Y2Z1)
4(Z1Z2)

2

(Z1Z2)2(Y1Z2 + Y2Z1)2
.With a ommon denominator of Z3 = 2(Z1Z2(Y1Z2 + Y2Z1))

3, one gets
X3 = 2JM, Y3 = H(L− 2M)−K2, Z3 = 2J3, where
A = Z1Z2, B = X1Z2, C = X2Z1, D = Y1Z2, E = Y2Z1,

F = B + C, G = D + E, H = F 2 −BC + aA2, J = AG,

K = GJ, L = FK, M = H2 − L. (6.8)When a = −3, the uni�ed addition formula (6.8) requires 12M+5S. If one pointis given in a�ne oordinates, the requirement drops to 9M + 5S.As opposed to Montgomery's ladder algorithm, salar multipliation using theuni�ed addition formula does not exlude the possibility of preomputing points,so one an use an adapted version of Algorithm 8. In [BSS04℄ the authors givean analogue of the addition-subtration method (Algorithm 6) whih is adaptedto the use of formula (6.8). No algorithm adapted to a salar in NAFw is given,so we onstrut one. Algorithm 16 shows the result, in whih δ and ϕ are givenby
δ(ki) =

{
1, ki 6= 0
0, ki = 0

, ϕ(σ, ki) =

{
ki, σ = 0
0, σ 6= 0

.
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Algorithms with Uni�ed AdditionAlgorithm 16 Salar multipliation with uni�ed addition formulasInput: P ∈ E(Fp), w > 1 and k = (dl · · · d0)NAFw
.Output: [k]P ∈ E(Fp).1: Compute the odd multiples [3]P, . . . [2w−1 − 1]P .2: (R1, R3, . . . , R2w−1−1)← (P, [3]P, . . . [2w−1 − 1]P );3: R0 ← [dl]P ;4: i← l − 1; σ ← 0;5: while i ≥ 0 do6: R0 ← R0 ⊕Rσ; //Use uni�ed addition and doubling.7: σ ← ϕ(σ, di);8: i← i+ δ(di)− 1;9: end while10: return R0Algorithm 16 performs the same operation for eah iteration of the main loopin lines 5-9. This makes it seure against SPA. Preomputations an a prioribe done in A or P. While it may be tempting to preompute in A in orderto make use of the e�ient mixed addition in formula (6.8), one must bare inmind that our goal is to maintain indistinguishability of ECDBL and ECADD. If thepreomputed points are represented in A, then all points must be represented in

A. Otherwise, doublings will onsume more power than additions � resulting ina power onsumption trae like the one in �gure 6.1 (only with ECDBL onsumingmore power). This would make the algorithm vulnerable to SPA.If points are represented in P, we use the idea from preomputation sheme(d) in Setion 4.2.1 to get a ost of
PREP

w = t(2A = P) + t(A+ P = P) + (2w−2 − 2)t(P + P)

= (3 · 2w − 11)M + (2w−1 + 2)Sfor the preomputations. Using formula (6.8), Algorithm 16 performs l + l
w+1additions on average. With C = I + 2M (the ost of onverting [k]P from P to

A), the total ost beomes
TP

w = PREP
w +

(
l +

l

w + 1

)
· (12M + 5S) + C

= I +

(
3 · 2w + 12l

(
1 +

1

w + 1

)
− 9

)
M+

(
2w−1 + 5l

(
1 +

1

w + 1

)
+ 2

)
Son average.Preomputations in A require

PREA
w = (w − 1)I + (5 · 2w−2 + 2w − 12)M + (5 · 2w−2 + 2w − 5)S. 85



Chapter 6. Power AnalysisThe total average requirement, when using A for preomputation, is
TA

w = PREA
w +

(
l +

l

w + 1

)
· (I + 3M + 2S)

=

(
w − 1 + l +

l

w + 1

)
I+

(
5 · 2w−2 + 2w + +3l

(
1 +

1

w + 1

)
− 12

)
M+

(
2w−2 + 2w + 2l

(
1 +

1

w + 1

)
− 5

)
S.The values of minw(TP

w ) and minw(TA
w ) are shown in Figure 6.3 for l = 192 and

l = 521. For I/M ≥ 13, projetive oordinates are the better hoie for all values
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Algorithms with Dummy Field Operations
l = 192 l = 224 l = 256 l = 384 l = 521

TP
w 3929M 4564M 5198M 7694M 10355M

w = 5 w = 5 w = 5 w = 6 w = 6Overhead 95.4% 96.2% 96.9% 99.0% 100.0%Table 6.5: The table shows the average number of �eld multipliations required byAlgorithm 16 and overhead ompared to the e�ient, non-seure sheme.6.1.3 Algorithms with Dummy Field Operations

Setion 6.1.3 is exluded from this version.
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Chapter 6. Power Analysis

Setion 6.1.3 is exluded from this version.
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Algorithms with Dummy Field Operations
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Chapter 6. Power Analysis

Setion 6.1.3 is exluded from this version.
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Algorithms with Dummy Field Operations
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Chapter 6. Power Analysis

Setion 6.1.3 is exluded from this version.
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Algorithms with Dummy Field Operations

Setion 6.1.3 is exluded from this version.
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Chapter 6. Power Analysis

Setion 6.1.3 is exluded from this version.

94



Comparison and Conlusion

Setion 6.1.3 is exluded from this version.

6.1.4 Comparison and ConlusionWe now ompare the e�ieny and seurity of the �ve SPA-seure salar mul-tipliation algorithms examined in Setions 6.1.1, 6.1.2 and 6.1.3. For timingpurposes, the algorithms are implemented in Java (soure ode is enlosed inAppendix C.4). Timings are done using the same setup as the one desribed inSetion 5.1. 95



Chapter 6. Power AnalysisTable 6.6 shows the number of �eld multipliations (M) required on averageby the �ve methods, the number of points (♯) whih need to be preomputed andtimings of the implementations. For omparison, the same values are shown forour e�ient, non-seure implementation.From Table 6.6 one an see that an SPA ountermeasure based on side han-nel atomiity is the better hoie if speed is the primary fous. We have seenthat the matrix used is small enough to make side hannel atomiity more ef-�ient with respet to storage requirements than the w-double-and-add alwaysmethod (Algorithm 13), whih preomputes twie as many points (even more inthe ase l = 256 when I/M = 16). Both methods use dummy operations andare ,therefore, vulnerable to FI-attaks. If one does not have extra storage athand, Montgomery's ladder algorithm (Algorithm 15) should be used, as it is thefastest method among those whih use the same storage as Algorithm 8 or less.Additionally, Montgomery's ladder algorithm uses no dummy operations, so it isseure against FI attaks.
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Comparison and ConlusionField multipliations:
l = 192 l = 224 l = 226 l = 384 l = 521Countermeasure M ♯ M ♯ M ♯ M ♯ M ♯None(algorithm 8) 2011 7 2326 7 3640 7 3866 15 5177 15Double-and-add always(algorithm 11) 3629 0 4237 0 4845 0 7277 0 9880 0W-double-one-add always(algorithm 13) 2142 14 2448 14 2800 30 4039 30 5396 30Montgomery'sladder algorithm(algorithm 15)⋆ 3306 0 3850 0 4394 0 6570 0 8899 0Uni�ed addition(algorithm 16)⋆ 3929 7 4564 7 5198 7 7694 15 10355 15Side hannelatomiity 2023 7 2338 7 2652 7 3878 15 5190 15

⋆ Seure against FI attaks. Timings:
l = 192 l = 224 l = 226 l = 384 l = 521Countermeasure Time Time Time Time TimeNone(algorithm 8) 7352µs 10050µs 13698µs 34482µs 81msDouble-and-add always(algorithm 11) 13513µs 18691µs 25641µs 68ms 166msW-double-one-add always(algorithm 13) 8368µs 11235µs 15503µs 38769µs 92msMontgomery'sladder algorithm(algorithm 15)⋆ 12048µs 16806µs 22988µs 61ms 149msUni�ed addition(algorithm 16)⋆ 12987µs 18018µs 24888µs 66ms 162msSide hannelatomiity 8163µs 11173µs 15037µs 37735µs 87ms

⋆ Seure against FI attaks.Table 6.6: The tables show the average number of �eld multipliations required (M),the number of preomputed points (♯) and timings of implementations of the seurealgorithms presented in Setions 6.1.1, 6.1.2 and 6.1.3. 97



Chapter 6. Power Analysis6.2 Di�erential Power AnalysisThis setion examines attaks of the kind desribed by Coron in [Cor99℄. We as-sume that the salar multipliation algorithm is seure against SPA, e.g. throughimplementation of one of the ountermeasures disussed in Setion 6.1. We exam-ine the situation where an attaker is in possession of n > 1 power onsumptiontraes orresponding to the alulation of [k]P1, . . . , [k]Pn for known and distintpoints P1, . . . , Pn ∈ E(Fp) (situations with Pi = Pj for some i, j are more similarto SPA).Let A be a salar multipliation algorithm, and letG = {g1, . . . , gm} be the setof logial gates in the hardware exeuting A. Let tmax be the maximum numberof time units, e.g. ns or µs, required to exeute A. Let
f(g, t), g ∈ G, t ∈ [0, tmax]denote the power onsumption of gate g at time t. We aim at de�ning a funtionfor measuring the total power onsumption of the hardware at a given time duringthe exeution of A. Suh a funtion should take into aount various soures ofnoise distorting the measurements. Soures inlude external noise (generated bysome external objet), intrinsi noise (generated by ertain random movementswithin ondutors in the hardware), quanti�ation noise (from the quantizer inthe analog-to-digital onverter used to sample the power signals) and algorithminoise (due to the random data being proessed by the hardware). For details ofnoise harateristis see [MDS99℄.We will take the approah of Oswald [AO00℄ and model the noise omponentsas a normally distributed random variable N(t) ∈ [0,∞[ for eah t ∈ [0, tmax].We de�ne the simple power model F by

F (t) =
∑

g∈G

f(g, t) +N(t), t ∈ [0, tmax].For every pair (g, t), we will view f(g, t) as a random variable with unknowndistribution. For every t we assume that f(g1, t), . . . , f(gm, t) are independent andidentially distributed. The Central Limit Theorem says that 1
m

∑m
i=1 f(gi, t) is(asymptotially) normally distributed, so for every t, F (t) is normally distributed(viewing F (t) as a random variable).There are a lot of assumptions in the model desribed above. Not all of theseassumptions an be proven valid, and one should be areful not to overestimatethe sope of the simple power model. On the other hand, the simple powermodel is a priori the best model one an hope for, when doing ryptanalysis ona tamper-resistant devie, and suessful use of the model has been doumented(see [MDS99℄ and [AO00℄).As in the previous setion, the purpose of the attak is to �nd the value of

k = (kl−1 · · · k0)2. The attaker is assumed to know98



Di�erential Power Analysis(i) The points P1, . . . , Pn.(ii) The internal representation of points in the hardware.(iii) The number of bits l in the binary representation of k.(iv) The salar multipliation sheme.Assume that the s most signi�ant bits kl−1, . . . , kl−s of k are known to theattaker, who wants to �nd the value of kl−s−1. The attak onsists of �ve steps1:1) The attaker makes a guess that kl−s−1 = κ, where κ ∈ {0, 1}.2) He/she omputes
Qi =

[
l−1∑

j=l−s−1

kj · 2
j

]
Pi, i = 1, . . . , n.These alulations an be arried out on a separate devie with an implemen-tation of the same salar multipliation sheme as the one used by the targetdevie (e.g. smart ard).3) Based on the knowledge of the representation of points in hardware, the at-taker onstruts a map

Φ : E(Fp)→ {0, 1}suh that Φ(Pi) = Φ(Pj) if, and only if, the representations of Pi and Pj doesnot di�er �signi�antly�. This is a vague desription, whih must be made morepreise in an onrete situation. We will assume that the Hamming weigh νof the representation rep(Pi) of a point Pi in�uenes the power onsumptionin the system. We de�ne Φ as
Φ(P ) =

{
1, ν(rep(P )) ≥ ν0

0, ν(rep(P )) < ν0for some �xed value ν0. The map Φ is used to onstrut the sets
S0 := {i |Φ(Qi) = 0} and S1 := {i |Φ(Qi) = 1} .This onstrution an be done on a separate devie.4) With a partitioning

0 = ∆1 < ∆2 < · · · < ∆d = tmax1One iteration over the �ve steps determines one bit of k. By repeating the �ve steps, onean reover all the bits of k, starting with the most signi�ant one. 99



Chapter 6. Power Analysisof [0, tmax], the attaker onstruts the vetors
(Fi(∆1), . . . , Fi(∆d)), i = 1, . . . , n,where Fi(∆j) is the value of F at time ∆j during the alulation of [k]Pi.He/she sets

A0(∆j) :=
1

|S0|

∑

i∈S0

Fi(∆j), A1(∆j) :=
1

|S1|

∑

i∈S1

Fi(∆j)for j = 1, . . . , d.The olletion of power measurements
Fi(∆j), i = 1, . . . , n, j = 1, . . . , drequires aess to the target devie, while the alulation of
A0(∆j), A1(∆j), j = 1, . . . , dan be done on a separate devie.5) If
max
1≤j≤d

|A0(∆j)−A1(∆j)| ≈ 0,the alulation of Qi never took plae during the alulation of [k]Pi , i.e. theguess in step 1 was inorret. In this ase, the orret value of kl−s−1 is ¬κ. If
max
1≤j≤d

|A0(∆j)−A1(∆j)| > 0,the guess was orret, and the attaker proeeds to determine the next bit.Determining whether the guess was orret or not an be done on a separatedevie.Notie that the attaker only needs aess to the target devie during step 4.The rest of the attak an be arried out on a separate devie. Figure 6.4 showsaveraged traes orresponding to a wrong and orret guess. We have assumedthat k is in binary representation, but the attak works for other representationsof k as well.Remark 6.2. The analysis performed in steps 1-5 above is largely a T-test fortesting signi�ant di�erenes between two normally distributed observations, as-sumed to have the same variane. The method in steps 1-5 only take into aountthe empirial means of the two distributions, whih is assumed to be su�ient(see [AO00℄). Beause of this, the method is also known as the mean-method.100



Di�erential Power Analysis
Time

Time

Figure 6.4: The �gure shows shemati power onsumption traes orresponding to awrong (top) and a orret (bottom) DPA-guess respetively.
◦A neessary ondition for being able to perform DPA is knowledge of the represen-tation of the salar k and the points P1, . . . , Pn. Beause of this, ountermeasuresagainst DPA apply randomness to the salar, the base point or the urve, makingit impossible to perform the simulation in step 2 of the attak. We will onsiderthe following randomization shemes:

⋄ Salar randomization by variation.
⋄ Point randomization by blinding.
⋄ Point randomization by redundany.
⋄ Curve randomization by urve isomorphisms.Remark 6.3. Other randomization tehniques are available (see for instane[ACD+05℄ and [OA01℄). The more prominent among these are salar random-ization by representation and urve randomization by �eld isomorphisms. Theseurity of the former and the e�ieny of the latter has, however, been ques-tioned (see [Wal04℄ and [ACD+05℄). 101



Chapter 6. Power Analysis6.2.1 Salar randomization by variationFor all NIST urves, the group order |E(Fp)| = σ is a known prime number. Forevery s ∈ Z, we have
[k]P = [k + sσ]P.Hene, a randomization ϕ of the salar k is given by ϕ(k) = k + sσ, where sis a random positive integer. The map ϕ should be applied every time a salarmultipliation is performed. Algorithm 17 shows the general method, whereECMULT is any salar multipliation algorithm.Algorithm 17 Salar multipliation with randomized salarInput: P ∈ E(Fp) and k ∈ Z, k ≥ 1.Output: [k]P ∈ E(Fp).1: k′ ← ϕ(k);2: Q← ECMULT(P, k′);3: return QThe requirement of Algorithm 17 depends on the length of the binary represen-tation of k′ := k + sσ. We have that

⌈log2(s)⌉+ ⌈log2(σ)⌉ ≤ ⌈log2(k
′)⌉ ≤ ⌈log2(s)⌉+ ⌈log2(σ)⌉+ 1,as k ∈ [1, σ − 1].In order to thwart DPA, we want to ensure that the probability p of thesame k′ appearing two or more times during n independent exeutions of [k′]P islow. Assuming that the values of s are evenly distributed over 1, . . . , 2r − 1 for

r = ⌈log2(s)⌉, one �nds that
p = 1−

∏n

i=2(2
r − i)

(2r − 1)n−1
.An attak by Oswald & Aigner [AO00℄ on a DES implementation needed lessthan 200 samples to sueed. In light of this, we will demand that p is less than

10−5 for n = 200, i.e. we want the probability of the same k′ appearing morethan one during 200 independent exeutions to be less than 10−5. A hoie of
r = 32 satis�es our demand.We an use any algorithm as ECMULT in Algorithm 17, so we hoose Algo-rithm 8 (with the modi�ations disussed in Setions 4.2.1 and 4.2.2). We have
⌈log2(σ)⌉ = 192, 224, 256, 384 and 521 for P-192,P-224,P-256,P-384 and P-521respetively. Assume that ⌈log2(k+ sσ)⌉ = ⌈log2(s)⌉+ ⌈log2(σ)⌉+1, and let l bethe length of the binary representation of k. Table 6.7 shows the average numberof �eld multipliations required by Algorithm 17. The overhead introdued bythe ountermeasure ompared to the e�ient, non-seure sheme is also shown.102



Salar randomization by variation
l = 192 l = 224 l = 256 l = 384 l = 521Field multipliations 2336M 2650M 2957M 4182M 5493MOptimal value of w w = 5 w = 5 w = 6 w = 6 w = 6Overhead 16.2% 14.0% 12.0% 8.2% 6.1%Table 6.7: The table shows the average number of �eld multipliations required byAlgorithm 17 and overhead ompared to the e�ient, non-seure sheme.Not surprisingly, we see that the overhead for larger values of l re�ets that therelative inrease in the length of the binary representation of the salar beomessmaller. Algorithm 17 uses no extra storage exept for the ase l = 256, whihwe will disregard.A possible variant of DPA was desribed by Goubin. Assume that the algo-rithm for salar multipliation has been seured against DPA by using a random-ization sheme, suh that the analysis in steps 1-5 is not possible. Also, assumethat the algorithm has been seured against SPA by using the double-and-addalways method in Algorithm 11. Assume that the urve ontains a point P0 with

x- or y-oordinate equal to zero (this is the ase with all NIST urves exept forP-224, as these urves have b to be a quadrati residue modulo p). Assuming thatthe most signi�ant bits kl−1, . . . , ki+1 are known, the attaker makes a guess of
ki = 0 or ki = 1 and de�nes the point

P1 :=



(

l−1∑

j=i+1

kj2
j−i+1 + 1 + 2ki

)−1 mod |E(Fp)|


P0.This is possible, as |E(Fp)| is a prime in the NIST reommendations.The attaker now ollets power onsumption urves

Cj = {(t, Fj(t)) | 0 ≤ t ≤ tmax}, j = 1, . . . , norresponding to n exeutions of [k]P1. Beause of the randomization, the urveswill all be di�erent. However, if the randomization sheme preserves the zero-valued oordinate and the guess was orret, all urves will show the harater-istis of operating on a point with a oordinate equal to zero. This will show upas peaks in the averaged urve
C =

{(
t,

1

n

n∑

j=1

Fj(t)

) ∣∣∣∣∣ 0 ≤ t ≤ tmax

}
.If C shows no peaks, the guess was inorret. After having determined ki, theattaker moves on to ki−1 and so forth. Similar attaks also exist for other SPAountermeasures. 103



Chapter 6. Power AnalysisAttaks of this type are known as Goubin-type attaks. Any ountermeasureagainst DPA whih leaves zero-valued oordinates unhanged is a priori vulner-able to Goubin-type attaks.However, Although salar randomization leaves zero-valued oordinates un-hanged, the algorithm is not vulnerable to Goubin-type attaks, sine the salaris hanged every time the algorithm is exeuted. The frequent hanging of k alsoimplies that implementing salar randomization seures the algorithm against FIattaks.Remark 6.4. If an attaker is able to mount an extremely preise FI attak,he or she may be able to perturb the alulation of [k]P in suh a way that Pbeomes a point P ′ on a less seure urve and that [k]P ′ is alulated on thisurve. By solving the ECDLP on the less seure urve, the attaker an determinethe randomized value of k. Reovering the original k an then be done by brutefore, trying the 232−1 di�erent values of k− b · |E(Fp)| (notie that this requiresknowledge of the point [k]P ).6.2.2 Point randomization by blindingTo simulate a random base point P , one an alulate
[k]P = [k](P ⊕Q)⊕ [k](−Q),where Q is some point on the urve E being used. Finding a random point Q on

E for eah salar multipliation being performed would require either� alulating [k]Q every time [k]P is alulated (inreasing running time bya fator two) or� maintaining a table of pairs (Qi, [k]Qi) ontaining every point Qi on E(introduing a massive storage requirement).Therefore, we selet a set of points {Q1, . . . , Qn} on E, alulate [k]Q1, . . . , [k]Qnand store the pairs
R = {(Qi, [k](−Qi)) | i = 1, . . . , n}in a table (notie that this sheme only applies to situations where a �xed salaris used). A point Q and the orresponding [k](−Q) an then be hosen at randomfromR on every exeution of [k]P . The general method is shown in Algorithm 18.We use Algorithm 8 as ECMULT in line 3, so the addition in line 2 should be donein a�ne oordinates. Algorithm 18 introdues two additional ECADD omparedto the e�ient, non-seure sheme. The addition in line 4 an be done in mixeda�ne/Jaobian oordinates. The total ost of the two additions is
TAdd = t(A+A) + t(J +A = J )

= I + 10M + 4S.104



Point randomization by redundanyAlgorithm 18 Salar multipliation with point blindingInput: P ∈ E(Fp), R and k ∈ Z, k ≥ 1.Output: [k]P ∈ E(Fp).1: (Q, [k](−Q))← (Qi0 , [k](−Qi0)) ∈ R; //Randomly hosen2: R← P ⊕Q;3: R← ECMULT(R, k);4: R← R⊕ [k](−Q);5: return R

l = 192 l = 224 l = 256 l = 384 l = 521Field multipliations 2041M 2356M 2670M 3896M 5207MOverhead 1.5% 1.3% 1.1% 0.8% 0.6%Table 6.8: The table shows the average number of �eld multipliations required byAlgorithm 18 and overhead ompared to the e�ient, non-seure sheme.The total averages are shown in Table 6.8. As the table shows, the onstantamount of extra �eld multipliations implies a small overhead for large valuesof l. Algorithm 18 requires storage for the table R. As the algorithm doesnot preserve zero-valued oordinates, the sheme is seure against Goubin-typeattaks.6.2.3 Point randomization by redundanyTo redue the number of extra �eld multipliations involved in a DPA ounter-measure, one an randomize the base point P in a way di�erent from the onedesribed in Setion 6.2.2. Reall, from Setion 1.1, that a point (ξ : η : ζ) inJaobian oordinates is equivalent to the point (λ2ξ : λ3η : λζ) for any λ ∈ F∗
p.This makes it possible to onstrut an e�ient randomization tehnique usingredundant representations of the base point: Whenever a salar multipliationis performed, one simply uses the map (ξ : η : ζ) 7→ (λ2ξ : λ3η : λζ) with arandomly hosen λ ∈ F∗

p. Combining the randomization with Algorithm 8, weget the method shown in Algorithm 19. The randomization only introdues anextra 3M + S = 4M . In order to be able to use the modi�ations from Se-tion 4.2.2 to redue the amount of initial doublings, one must, however, aeptan overhead of 4M + S = 5M , as the randomization should take plae in J ,when using equation (4.6). The randomization is performed after the addition inequation (4.6) and before the doublings are done. Alternatively, the addition inequation (4.6) ould be done by J + A = J . However, this is not optimal, as
f(J + A = J ) > t(A + A = J ) + M . We get the average requirements shownin Table 6.9. 105



Chapter 6. Power AnalysisAlgorithm 19 Width-w NAF salar multipliation with point randomization byredundany.Input: A point P ∈ E(Fp), w > 1, and k = (dl · · · d0)NAFw
.Output: [k]P ∈ E(Fp).1: Compute the odd multiples [±3]P, [±5]P, . . . , [±(2w−1−1)]P . //Use the mod-i�ation from setion 4.2.1.2: (ξ : η : 1)← [dl]P ; //Preomputed points are represented in A.3: Randomly hoose λ ∈ F

∗
p.4: Q← (λ2ξ : λ3η : λ); //Redundant representation of [dl]P .5: i← l − 1;6: while i ≥ 0 do7: Q← [2]Q;8: if di 6= 0 then9: Q← Q⊕ [di]P ;10: end if11: i← i− 1;12: end while13: return Q in A
l = 192 l = 224 l = 256 l = 384 l = 521Field multipliations 2016M 2331M 2645M 3871M 5182MOverhead 0.24% 0.21% 0.19% 0.13% 0.10%Table 6.9: The table shows the average number of �eld multipliations required byAlgorithm 19 and overhead ompared to the e�ient, non-seure sheme.Remark 6.5. Due to the small overhead of randomization by redundany, onean perform several randomizations of the intermediate points in Algorithm 19without introduing a high performane penalty.

◦Point randomization by redundany preserves zero-valued oordinates. There-fore, the sheme is not seure against Goubin-type attaks.6.2.4 Curve randomization by urve isomorphismsAnother possibility is to randomize the urve E itself. The idea is to pik arandom urve Ẽ for whih there exists an isomorphism
ψ : E(Fp)→ Ẽ(Fp)and alulate [k]P as ψ−1([k]ψ(P )). The situation is shown in the diagram inFigure 6.5. The ability to randomize the urve rests on the following proposition:106



Curve randomization by urve isomorphisms
P ∈ E(Fp) −→ [k]P ∈ E(Fp)

ψ
y

xψ−1

P̃ ∈ Ẽ(Fp) −→ [k]P̃ ∈ Ẽ(Fp)Figure 6.5: Calulation of [k]P by using the isomorphism ψ.Proposition 6.4. Let K be a �eld with char(K) 6= 2, 3. Let E and Ẽ be elliptiurves over K given by
E : y2 = x3 + ax+ b

Ẽ : y2 = x3 + ãx+ b̃.The urves E and Ẽ are isomorphi if, and only if, there exists u ∈ K∗ suh that
ã = u−4a and b̃ = u−6b. In the a�rmative, an isomorphism ψ : E(K) → Ẽ(K)is given by

ψ(P ) =

{
(u−2x, u−3y), P 6= O
O, P = O.

(6.9)The inverse ψ−1 : Ẽ(K)→ E(K) is given by
ψ−1(P ) =

{
(u2x, u3y), P 6= O
O, P = O.

(6.10)Applying Proposition 6.4 to the ase of the NIST urves, we see that a urve
E : y2 = x3 − 3x+ b (6.11)is isomorphi to a urve
Ẽ : y2 = x3 + ãx+ b̃ (6.12)if, and only if, ã = −3u−4 and b̃ = bu−6 for some u ∈ F∗

p. Algorithm 20 uses thisresult to thwart DPA.
107



Chapter 6. Power AnalysisAlgorithm 20 Width-w NAF salar multipliation with urve randomization byisomorphism.Input: A point P = (x, y) ∈ E(Fp), and a positive integer k.Output: [k]P ∈ E(Fp).1: Selet a random u ∈ F
∗
p.2: ã← −3u−4;3: P̃ ← (u−2x, u−3y);4: (x̃, ỹ)← ECMULT(P̃ , k, ã);5: return (u2x̃, u3ỹ)Notie that, in line 4, we have to give ã as input to the salar multipliationalgorithm, as this element is used in the formulas for ECDBL and ECADD. Theelement b̃ is never used.Apart from the ost of ECMULT, Algorithm 20 requires I+6M+3S. If ã 6= −3,we annot use our analysis from Setion 4.2.3. In this ase, one needs to performa similar analysis using the general formulas from Setion 1.1 to determine thenumber of �eld operations involved in the ellipti urve operations for di�erentoordinates (see for instane [ACD+05℄ and [CMO98℄ for suh an analysis). Withthe notation of Chapter 4, the onlusion is that if a 6= −3, S = M and I/M = 16,one should represent the preomputed points in A, perform (κi− 1) doublings in

Jm and one doubling from Jm to J . Additions are done by A + J = Jm. Inother words, one should hoose (C1, C2, C3) = (Jm,J ,A). Also, one should usethe modi�ations from Setions 4.2.1 and 4.2.2.To alulate the average number of �eld operations required by Algorithm 20,one needs to know the probability of the event ã = −3 ourring. This eventorresponds to u−4 = 1 for the randomly seleted u ∈ F
∗
p, i.e. the event that theorder of u is 1, 2 or 4. As F∗

p is yli, there is exatly one subgroup H1 ⊂ F∗
p oforder 2 and exatly one subgroup H2 ⊂ F∗

p of order 4, if 4 | p− 1. If 4 6 | p− 1, nosubgroups of order 4 exist.Assume that 4 | p − 1. We know that both H1 and H2 are yli. The sub-group H1 ontains one element g of order 2. The element g is also in H2 whihadditionally ontains two elements h1 and h2 of order 4. No subgroups of higherorder ontains elements of order 2 or 4 di�erent from g, h1 and h2. This meansthat F∗
p ontains exatly 4 elements of order 1, 2 or 4. Therefore, the probabil-ity of ã = −3 ourring is 4

p−1
, when u is seleted randomly. Assuming that

4 6 | p− 1, the probability is 2
p−1

. In the ase of the NIST primes, the only p forwhih 4 | p− 1 is p = p224.Let t(ECMULT1) denote the average requirement of Algorithm 8 using
(C1, C2, C3) = (Jm,J ,A)(the ase ã 6= −3). Similarly, let t(ECMULT2) denote the average requirement of108



Curve randomization by urve isomorphismsAlgorithm 8 with
(C1, C2, C3) = (J ,J ,A)(the ase ã = −3). The average requirement of Algorithm 20 is

TAlg. 20 = I + 6M + 3S +

(
1−

r

p− 1

)
· t(ECMULT1) +

r

p− 1
· t(ECMULT2),where r = 4 for p = p224 and r = 2 otherwise. This gives the values shown intable 6.10.

l = 192 l = 224 l = 256 l = 384 l = 521Field multipliations 2039M 2353M 2668M 3894M 5205MOverhead 1.4% 1.2% 1.0% 0.7% 0.5%Table 6.10: The table shows the average number of �eld multipliations required byAlgorithm 20 and overhead ompared to the e�ient, non-seure sheme.Algorithm 20 is a less e�ient ountermeasure than point randomization usingredundant representations (Algorithm 19). Even in the ase ã = −3, Algorithm20 introdues an overhead of I + 6M + 3S = 25M , while Algorithm 19 requiresonly an extra 5M .Curve randomization preserves zero-valued oordinates. Therefore, the shemeis not seure against Goubin-type attaks.
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Chapter 6. Power Analysis6.2.5 Comparison and onlusionAlgorithms 17-20 are implemented in Java (soure ode is enlosed in AppendixC.5). Table 6.11 shows the number of �eld multipliations (M) required on aver-age by the �ve methods and timings of the implementations. For omparison, thesame values are shown for the e�ient, non-seure sheme. As one an see fromTable 6.11, point randomization by redundany is the more e�ient hoie. Aspreviously mentioned, this ountermeasure provides no seurity against Goubin-type attaks. For urves ontaining no points with zero-valued oordinates orurves being used in protools with short-term keys, this is not a problem, asGoubin-type attaks annot be used in these situations. In all other ases, oneshould use point blinding or salar randomization as ountermeasure. We notiethat salar randomization requires preomputation of 15 points when l = 256instead of the 7 points needed by the non-seured version. This speial ase isdisregarded.When hoosing a ountermeasure against DPA attaks, one must onsiderboth the number of required �eld multipliations, storage requirements and vul-nerability to Goubin-type attaks. Assuming that one wants to seure a salarmultipliation algorithm against DPA attaks and that Goubin-type attaks aredisregarded, point randomization by redundany should be used. If the algorithmshould be seure against Goubin-type attaks, point randomization by blindingis the better hoie. Salar randomization is also an alternative, as this ounter-measure seures the algorithm against both Goubin-type attaks and FI attaks.
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Comparison and onlusion
Field multipliations:

l = 192 l = 224 l = 256 l = 384 l = 521Countermeasure M ♯ M ♯ M ♯ M ♯ M ♯None(algorithm 8) 2011 7 2326 7 3640 7 3866 15 5177 15Salar randomization(algorithm 17)⋆ 2336 7 2650 7 2957 15 4182 15 5493 15Point randomizationby blinding(algorithm 18)⋆ 2031 7 2346 7 2661 7 3886 15 5198 15Point randomizationby redundany(algorithm 19) 2006 7 2321 7 2636 7 3861 15 5173 15Curve randomizationby isomorphism(algorithm 20) 2029 7 2344 7 2658 7 3884 15 5196 15
⋆: Seure against Goubin-type attaks.Timings:

l = 192 l = 224 l = 256 l = 384 l = 521Countermeasure Time Time Time Time TimeNone(algorithm 8) 7352µs 10052µs 13698µs 34482µs 81msSalar randomization(algorithm 17)⋆ 8810µs 11764µs 16250µs 38018µs 87msPoint randomizationby blinding(algorithm 18)⋆ 7490µs 10204µs 13888µs 35087µs 82msPoint randomizationby redundany(algorithm 19) 7352µs 10101µs 13698µs 34741µs 81msCurve randomizationby isomorphism(algorithm 20) 7380µs 10101µs 13793µs 35087µs 81ms

⋆: Seure against Goubin-type attaks.Table 6.11: The table shows the average number of �eld multipliations required (M),number of points stored (♯) and timings of implementations.
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Chapter 7Seuring an ImplementationThe purpose of this hapter is to onstrut a salar multipliation sheme whih isseure against SPA and DPA. As is apparent form Chapter 6, suh a onstrutionis partially based on hoies of what amount of extra storage one is willing to useand whether one wants seurity against FI attaks and/or Goubin-type attaks.7.1 Combinations of CountermeasuresWe need to examine all ombinations of the following ases:StorageA: UnlimitedB: Limited (only storage available for the preomputed points in thenon-seure version of algorithm 8.Seurity against FI attaks1: Yes0: NoSeurity against Goubin-type attaks1: Yes0: NoA ombination of unlimited storage, seurity against FI attaks and Goubin-typeattaks are written as (A,1,1). Similar notation is used for the remaining om-binations. Regardless of the ombinations, the resulting algorithm must alwaysbe seure against both SPA and DPA. For eah of the eight ombinations of theonditions, we seek a pair (M1,M2), where M1 is a ountermeasure against SPAand M2 is a ountermeasure against DPA. We want the implementation of the113



Chapter 7. Seuring an Implementationombined ountermeasures to involve the least possible overhead ompared to thee�ient, non-seure version. There are eight ombinations to examine. In thesequel, the ountermeasures will be denoted as follows:DA := Double-and-add always (Algorithm 11)WD := W-double-and-add always (Algorithm 13)MG := Montgomery's ladder algorithm (Algorithm 15)UA := Uni�ed addition (Algorithm 16)AT := Side hannel atomiitySR := Salar randomization (Algorithm 17)PB := Point randomization by blinding (Algorithm 18)PR := Point randomization by redundany (Algorithm 19)CR := Curve randomization (Algorithm 20)(A,1,1): We assume unlimited storage available and want seurity against bothFI attaks and Goubin-type attaks. The straightforward hoie is
(M1,M2) = (MG, PB), as Montgomery's ladder algorithm is the only SPA oun-termeasure whih is seure against FI attaks, and point blinding is the moste�ient DPA ountermeasure with seurity against Goubin-type attaks. Thisresults in a total ost of

t(Algorithm 15) + I + 10M + 4S.We an, however, do better if we remember, that SR is a DPA ountermea-sure whih provides seurity against both FI attaks and Goubin-type attaks.Therefore, (M1,M2) = (AT, SR) is the optimal hoie. Table 7.1 shows the averagenumber of �eld operations required by this ombined ountermeasure.
l = 192 l = 224 l = 256 l = 384 l = 521Field multipliations 2348M 2662M 2969M 4194M 5505MOverhead 16.8% 14.4% 12.5% 8.5% 6.3%Table 7.1: The table shows the average number of required �eld multipliations forsalar multipliation with ountermeasures (M1,M2) = (AT, SR) and the overhead om-pared to the e�ient, non-seure sheme.(A,1,0): We assume that we have unlimited storage available. We want seurityagainst FI attaks and disregard Goubin-type attaks. One ombined ounter-measure, whih satis�es the onditions, is (M1,M2) = (MG, PR). However, the114



Combinations of Countermeasureslarge overhead of MG makes the ombination inferior to (M1,M2) = (AT, SR),whih is the optimal hoie. Table 7.1 shows the average number of required �eldmultipliations.(A,0,1): We assume that we have unlimited storage available. We disregardFI attaks and want seurity against Goubin-type attaks. As AT is the moste�ient SPA ountermeasure, we set M1 = AT. The most e�ient DPA oun-termeasure with seurity against Goubin-type attaks is PB. Therefore, we get
(M1,M2) = (AT, PB) to be optimal. Table 7.2 shows the average number of re-quired �eld multipliations.

l = 192 l = 224 l = 256 l = 384 l = 521Field multipliations 2053M 2368M 2682M 3908M 5220MOverhead 2.1% 1.8% 1.6% 1.1% 1.0%Table 7.2: The table shows the average number of required �eld multipliations forsalar multipliation with ountermeasures (M1,M2) = (AT, PB) and overhead omparedto the e�ient, non-seure sheme.(A,0,0): We assume that we have unlimited storage available and disregard FIattaks and Goubin-type attaks. This is the most straightforward ase, and weget the optimal hoie to be (M1,M2) = (AT, PR). Table 7.3 shows the averagenumber of required �eld multipliations.
l = 192 l = 224 l = 256 l = 384 l = 521Field multipliations 2028M 2343M 2657M 3883M 5195MOverhead 0.85% 0.73% 0.64% 0.44% 0.35%Table 7.3: The table shows the average number of required �eld multipliations forsalar multipliation with ountermeasures (M1,M2) = (AT, PR) and overhead omparedto the e�ient, non-seured version.(B,1,1): We assume that we have limited storage available. We want seurityagainst both FI attaks and Goubin-type attaks. We annot use M1 = AT or

M1 = WD, beause of the need to store the matrix and extra preomputed pointsrespetively. Similarly, we annot use M2 = PB, beause of the need to store thetable of points. Therefore, the optimal hoie is (M1,M2) = (MG, SR). Table 7.4shows the number of required �eld multipliations.(B,1,0): We assume that we have limited storage available. We want seurityagainst FI attaks and disregard Goubin-type attaks. As in the previous ase,115



Chapter 7. Seuring an Implementation
l = 192 l = 224 l = 256 l = 384 l = 521Field multipliations 3867M 4411M 4955M 7131M 9460MOverhead 92.3% 89.6% 87.7% 84.5% 82.7%Table 7.4: The table shows the number of required �eld multipliations for salarmultipliation with ountermeasures (M1,M2) = (MG, SR) and overhead ompared tothe e�ient, non-seure sheme.we have M1 6= AT, WD, beause of the storage requirements. The optimal hoie is

(M1,M2) = (MG, PR). Table 7.5 shows the number of required �eld multipliations.
l = 192 l = 224 l = 256 l = 384 l = 521Field multipliations 3311M 3855M 4399M 6575M 8904MOverhead 64.6% 65.7% 66.6% 70.1% 72.0%Table 7.5: The table shows the number of required �eld multipliations for salarmultipliation with ountermeasures (M1,M2) = (MG, PR) and overhead ompared tothe e�ient, non-seure sheme.

(B,0,1): We assume that we have limited storage available. We disregard FIattaks and want seurity against Goubin-type attaks. The storage limitationsstill exlude AT and WD as SPA ountermeasures and PB as DPA ountermeasure.Therefore, we hoose (M1,M2) = (MG, SR). Table 7.4 shows the number of re-quired �eld multipliations.(B,0,0): We assume that we have limited storage available. We disregard FIattaks and Goubin-type attaks. The storage limitations, one again, exlude
M1 = AT, WD. Therefore, the optimal hoie is (M1,M2) = (MG, PR). Table 7.5shows the average number of required �eld multipliations.7.2 Comparison and ConlusionWe now ompare the �ve ombinations of ountermeasures seleted in Setion7.1. The �ve ombinations are:

(M1,M2) =





(AT, SR)
(AT, PB)
(AT, PR)
(MG, SR)
(MG, PR)116



Comparison and ConlusionTable 7.6 summarizes the number of required �eld multipliations, the numberof preomputed points and the overhead ompared to the e�ient, non-seuresheme. Timings of implementations of salar multipliation using the ombinedountermeasures are also shown in the table (soure ode for all implementationsis enlosed in Appendix C.6). The timings are done as desribed in Setion 5.1.Field multipliations:
l = 192 l = 224 l = 256 l = 384 l = 521Countermeasure M ♯ M ♯ M ♯ M ♯ M ♯None 2011 7 2326 7 2640 7 3866 15 5177 15

(AT, SR)⋆ 2348 7 2662 7 2969 15 4194 15 5505 15
(AT, PB)⋆⋆ 2053 7 2368 7 2682 7 3908 15 5220 15
(AT, PR)⋆ 2028 7 2343 7 2657 7 3883 15 5195 15(MG,SR) 3867 0 4411 0 4955 0 7131 0 9460 0(MG,PR) 3311 0 3855 0 4399 0 6575 0 8904 0
⋆ Needs storage for matrix.
⋆⋆ Needs storage for matrix and table of points.Overhead:

l = 192 l = 224 l = 256 l = 384 l = 521Countermeasure Overhead Overhead Overhead Overhead Overhead(AT,SR) 16.8% 14.4% 12.5% 8.5% 6.3%(AT,PB) 2.1% 1.8% 1.6% 1.1% 1.0%(AT,PR) 0.85% 0.73% 0.64% 0.44% 0.35%(MG,SR) 92.3% 89.6% 87.7% 84.5% 82.7%(MG,PR) 64.6% 65.7% 66.6% 70.1% 72.3%Timings:
l = 192 l = 224 l = 256 l = 384 l = 521Countermeasure Time Time Time Time TimeNone 7352µs 10052µs 13698µs 34482µs 81ms(AT,SR) 9803µs 13333µs 17391µs 41ms 93ms(AT,PB) 8333µs 11299µs 15267µs 38037µs 87ms(AT,PR) 8196µs 11173µs 15037µs 37735µs 87ms(MG,SR) 14285µs 19230µs 25974µs 67ms 159ms(MG,PR) 12195µs 16949µs 22988µs 62ms 150msTable 7.6: The tables show the average number of �eld multipliations (M), number ofpreomputed points (♯) and timings of implementations using the ombined SPA/DPAountermeasures.We will assume that the algorithm must always be seure against both FI at-taks and Goubin-type attaks. From the disussion above, one sees that we117



Chapter 7. Seuring an Implementationshould hoose (M1,M2) = (MG, SR) if storage is limited and (M1,M2) = (AT, SR)otherwise.We now ompare the fully seured implementation to the non-seure test im-plementation from IBM and to our e�ient, non-seure implementation (bothdesribed in Chapter 5). In the sequel, T(M1,M1) denotes the number of �eld mul-tipliations required on average by our salar multipliation sheme with oun-termeasures M1 and M2, while TIBM and TEfficient denote the number of �eldmultipliations required on average by the sheme implemented by IBM and oure�ient, non-seure sheme respetively. Table 7.7 shows the average number of�eld multipliations and timings. As the table shows, one an ahieve an imple-
l = 192 l = 224 l = 226 l = 384 l = 521M/Time M/Time M/Time M/Time M/Time

TIBM
5056M/
15625µs

5899M/
22222µs

6741M/
30769µs

10112M/
80ms

13720M/
175ms

TEfficient
2011M/
7352µs

2326M/
10052µs

2640M/
13698µs

3866M/
34482µs

5177M/
81ms

T(MG,SR) 3867M/
14285µs

4411M/
19230µs

4955M/
25974µs

7131M/
67ms

9460M/
159ms

T(AT,SR) 2348M/
9803µs

2662M/
13333µs

2969M/
17391µs

4194M/
41ms

5505M/
93msTable 7.7: The table shows the average number of �eld multipliations and timings ofimplementations.mentation whih is seure against SPA, DPA, FI attaks and Goubin-type attaksand whih uses approximately 57% less �eld multipliations than the sheme im-plemented by IBM does on average, if extra storage is available. If one annota�ord to use extra storage, the seure implementation requires approximately

27% less �eld multipliations than the sheme implemented by IBM does.If extra storage is available, seure salar multipliation introdues an averageoverhead of 12% ompared to the e�ient, non-seure sheme. If no extra storageis available, the seure version introdues an overhead of 87% on average.The timings in Table 7.7 supports our onlusions in that the hoies wehave made remains advantageous in the experiments. However, the timings donot entirely math the number of �eld multipliations required by the individualshemes. Our assumptions on the time required to exeute the individual �eldimplementation is the ause of the disrepanies (f. Setion 5.3).When ombining SPA and DPA ountermeasures, one must onsider both theavailable storage and the need for seurity against FI attaks and Goubin-typeattaks. We demand full SPA/DPA-seurity as well as seurity against both FIattaks and Goubin-type attaks. The result of Setion 7.1 is that if storageis limited, one should use Montgomery's ladder algorithm as an SPA ounter-118



Comparison and Conlusionmeasure and salar randomization as a DPA ountermeasure. If extra storage isavailable, one should use side hannel atomiity as an SPA ountermeasure andsalar randomization as a DPA ountermeasure. Comparing our seured versionsof the salar multipliation algorithm with the sheme implemented by IBM, wesee that, even with full seurity against SPA, DPA, FI attaks and Goubin-typeattaks, we ahieve a 57% redution in �eld multipliations on average in the asewhere extra storage is available and a 27% redution in the ase where no extrastorage is available. Compared to the e�ient, non-seure sheme, the seuresheme introdues an average overhead of 12% in the ase where extra storage isavailable and an average overhead of 87% if no extra storage is available. Timingsof the implementations support our onlusions in that the hoies we have maderemains advantageous in the experiments.
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Part IVConlusion
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Chapter 8Results and ReommendationsIn this hapter we summarize the observations and results aquired in Part I,II and III of our examination. The goal is to sum up the neessary and reom-mended steps to take when implementing an e�ient and seure salar multipli-ation algorithm in an ECC-system. Our point of referene is the implementationprovided by IBM. This is an implementation of the addition-subtration method,using exlusively a�ne oordinates, whih is developed solely for test purposes.It provides no seurity against side hannel attaks.We have hosen to fous on the NIST urves in our examination, as theseurves are onsidered to be seure for ryptographi purposes. Additionally, theseurves are desribed in details in standards and are used in real-life appliations.We over only NIST urves over prime �elds.In Chapter 2 we saw that the most time-onsuming operation performed in anECC-system is salar multipliation. In Chapter 3 we performed an examinationand omparison of various salar multipliation methods with a greater degreeof detail than other publiations on the subjet. We observed that NAFw salarmultipliation (Algorithm 8) is the optimal hoie. This method uses storagefor preomputed points, but the storage requirement is aeptable ompared toother salar multipliation methods using preomputation.In Chapter 4 an examination of di�erent oordinate representations showedthat, given our omputational environment, we should hoose a�ne oordinatesfor preomputed points, Jaobian oordinates for intermediate points being dou-bled and perform additions in mixed a�ne/Jaobian oordinates. We onludedthat one should use Montgomery's trik of simultaneous inversions for the pre-omputations, and we onstruted an algorithm for doing this. We also saw thatone should take steps to redue the number of initial doublings performed, andwe dedued a formula for this purpose.In Chapter 5 we showed that we ahieve a 61% redution in �eld multiplia-tions ompared to the sheme implemented by IBM on average, when using thesalar multipliation method, oordinate representations and optimizations de-sribed above. Timings of the implementations were doumented and supported123



Chapter 8. Results and Reommendationsour onlusions.In Chapter 6 we remarked that the existene of suessful SPA/DPA attakshave shown that power analysis should be onsidered a threat against the seurityof ECC-systems. The established literature on ellipti urve ryptography de-sribes various mathematial ountermeasures against side hannel attaks basedon power analysis, but, so far, no omparisons of these ountermeasures havebeen published. In Chapter 6 we performed suh a omparison based on a de-tailed examination of a number of known ountermeasures. We presented theoverhead in �eld multipliations and extra storage requirements introdued bythe ountermeasures. We also doumented timings of implementations of allountermeasures and evaluated the seurity of the ountermeasures against FIattaks and Goubin-type attaks.Setion 6.1 showed that one must base ountermeasures against SPA on theuse of algorithms with uniform behaviour, uni�ed addition formulas or dummy�eld operations. A ountermeasure based on side hannel atomiity was shown tobe the most e�ient SPA ountermeasure. We onstruted spei�ations for sidehannel atomi ECDBL adapted to the NIST urves and side hannel atomi ECADDin mixed a�ne/Jaobian oordinates on the NIST urves. No suh spei�ationshave previously been published. Side hannel atomiity requires extra storage forthe matrix being used and is not seure against FI attaks. If one annot a�ordto use extra storage, Montgomery's ladder algorithm should be used. Aside fromintroduing no extra storage requirements, Montgomery's ladder algorithm is alsoseure against FI attaks.In Setion 6.2 we saw that ountermeasures against DPA are based on ran-domization. We showed that point randomization by redundany is the betterhoie, when Goubin-type attaks are disregarded. If the algorithm must beseure against Goubin-type attaks, point randomization by blinding should beused. We notied that salar randomization provides seurity against both DPA,Goubin-type attaks and FI attaks. Salar randomization requires extra stor-age for preomputed points, when the salar is a 256-bit integer. We hose todisregard the extra requirement in this speial ase.In Chapter 7 we onstruted an e�ient salar multipliation sheme whih isseure against both SPA, DPA, FI attaks and Goubin-type attaks. We showedthat if one an a�ord to use extra storage, a ombination of side hannel atomi-ity and salar randomization should be used. If no extra storage is available, oneshould use a ombination of Montgomery's ladder algorithm and salar random-ization. When omparing our e�ient, seure sheme to the sheme implementedby IBM, we saw that our version uses 57% fewer �eld operations in the ase whereextra storage is available and 27% fewer �eld operations in the ase where no extrastorage is available. We also saw that the e�ient, seure sheme introdues anaverage overhead of 12% in the ase where extra storage is available and 87% if noextra storage is available, ompared to the e�ient, non-seure sheme. Timingsof the implementations were doumented and supported our onlusions.124



Based on the omputational environment at hand, we have thus made optimalhoies of1) Salar multipliation method.2) Coordinate representations.3) Countermeasures against SPA/DPA.The resulting algorithms have been ompared to the sheme implemented by IBMand timings of all implementations have been doumented. We have developed ane�ient salar multipliation sheme whih is seure against both SPA, DPA, FIattaks and Goubin-type attaks. Our e�ient and seure sheme o�ers a higherdegree of e�ieny than the sheme implemented by IBM � both when storageis limited and when extra storage is available. This onludes our examination.
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Appendix ARandom Proesses and MarkovChainsMarkov hains is a useful tool when analyzing salar multipliationmethods. Thissetion provides a brief introdution to the theory. The presentation is based onthe one by Semay ([Sem04℄).A.1 Basi De�nitions and ResultsLet (Xn)N0
be a sequene of random variables with Xi ∈ S = {s1, . . . , sk} forall i ∈ N0 and some integer k ≥ 1. The sequene (Xn)N0

is known as a randomproess with state spae S.De�nition A.1 (Memoryless proess). The random proess (Xn)N0
is a memo-ryless proess if

∀n ∈ N0 ∀i0, . . . , in−1 ∈ {1, . . . , k} ∀i, j ∈ {1, . . . , k} :

P (Xn+1 = sj |X0 = si0 , . . . , Xn−1 = sin−1
, Xn = si) =

P (Xn−1 = sj |Xn = si).

◦Considering n as a point in time, a memoryless proess an be interpreted asa random proess, for whih the outome of the next event in the proess onlydepends on the outome of the previous event (if any at all).De�nition A.2 (Homogeneity). The random proess (Xn)N0
is homogeneous if

∀n, n′ ∈ N0 ∀i, j ∈ {1, . . . , k} :

P (Xn+1 = sj |Xn = si) = P (Xn′+1 = sj |Xn′ = si).If n denotes steps in time, we speak of time homogeneity. 129



Appendix A. Random Proesses and Markov ChainsExample A.1. As an example of a time homogeneous memoryless proess, wewill onsider the proess of starting a ar in the morning (X0, X1, . . . , Xn, . . .).The state spae is S = {�The ar starts�, �The ar doesn't start�}. It is assumed,that the possibility of starting the ar is only dependant on whether the ar ouldstart the day before or not and that the possibility of being able to start the argiven that it ould start the day before is the same at all times. The followingprobabilities are de�ned for the example:
P (Xn+1 = �The ar starts� |Xn = �The ar starts�) =

7

10

P (Xn+1 = �The ar doesn't start� |Xn = �The ar starts�) =
3

10

P (Xn+1 = �The ar starts� |Xn = �The ar doesn't start�) =
4

10

P (Xn+1 = �The ar doesn't start� |Xn = �The ar doesn't start�) =
6

10Let s1 = �The ar starts� and s2 = �The ar doesn't start�. The matrix T belowontains probabilities suh that Tij is the probability of getting from state j tostate i in one step.
T =

[
7
10

3
10

4
10

6
10

]
,

◦We now introdue the notion of a Markov hain:De�nition A.3 (Homogeneous Markov hain). A a homogeneous memorylessproess M = (Xn)N0
with �nite state spae S = {s1, . . . , sk} is said to be ahomogeneous Markov hain. Let T be a k × k matrix suh that

∀i, j ∈ {1, . . . , k} ∀n ∈ N0 : P (Xn+1 = sj |Xn = si) = Tij .The matrix T is alled the transition matrix ofM , and the entries of T are alledtransition probabilities.
◦From de�nition A.3 we see, that every transition matrix T must satisfy(i) ∀i, j ∈ {1, . . . , k} : Tij ≥ 0.(ii) ∀i ∈ {1, . . . , k} :

∑k

j=1 Tij = 1.130



Basi De�nitions and Results
s1 s2

4

10

3

10

7

10

6
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Figure A.1: Transition graph for the Markov hain in the ar example.It is often useful to illustrate a Markov hain with a transition graph. A transitiongraph is a graph G = (N, V ) with nodes N , verties V and |N | = k, |V | = k2 suhthat the nodes in N represent the states of the Markov hain and the verties in
V represent the transition probabilities. This means, that

∀ni, nj ∈ N : (nj, ni) ∈ V ⇔ Tij > 0.Example A.2. The transition graph of the ar example is shown in �gure A.1.De�nition A.4 (Initial distribution). The initial distribution of a Markov hain
(Xn)N0

with state spae S = {s1, . . . , sk} is a vetor µ(0) ∈ Rk suh that
µ(0) = (µ

(0)
1 , . . . , µ

(0)
k ) = (P (X0 = s1), . . . , P (X0 = sk)).

◦The initial distribution, in some sense, provides information about how theMarkov hain �starts�.Example A.3. Returning to the ar example, we assume that the ar is brandnew and in perfet ondition. If we assume, that this is enough to ensure thatthe ar will start the �rst day, we get the initial distribution µ(0) = (1, 0).
◦Using notation similar to the one in de�nition A.4, we let µ(1), µ(2), . . . ∈ Rk begiven by

µ(n) = (µ
(n)
1 , . . . , µ

(n)
k ) = (P (Xn = s1), . . . , P (Xn = sk)), n ∈ N,so µ(i) represents the distribution of Xi. The distributions µ(1), µ(2), . . . an all beomputed using the initial distribution and the transition matrix T : 131



Appendix A. Random Proesses and Markov ChainsTheorem A.1. Let M be a Markov hain with initial distribution µ(0) and tran-sition matrix T . For all n ∈ N0, we have
µ(n) = µ(0)T n. (A.1)Proof: The proof is by indution on n, the ase n = 0 being trivially true. Assumethat n > 0 and that (A.1) holds for smaller n. One has that

µ(0)T n = (µ(0)T n−1)T

= µ(n−1)T

= µ(n),beause for eah j = 1, . . . , k we have
µ

(n)
j = P (Xn−1 = s1)P (Xn = sj |Xn = s1) + · · ·+

P (Xn−1 = sk)P (Xn = sj |Xn = sk)

= µ
(n−1)
1 T1j + · · ·+ µ

(n−1)
k Tkj.

�Corollary A.2. The probability of being in state sj at time n when starting instate si is
P (Xn = sj |X0 = si) = (T n)ij.Example A.4. In our ar example, the probability that the ar doesn't start atday one (the seond day after having bought the ar) equals the seond oordinateof

µ(1) = µ(0)T

= (1, 0)

(
7
10

3
10

2
5

3
5

)

= (
7

10
,

3

10
),i.e. the probability is 3

10
.A.2 PropertiesThree important properties of Markov hains, irreduibility, aperiodiity and sta-tionary distributions, will play a role in our analysis. The properties will omeinto play, when the theorem about the asymptoti behaviour of ertain Markovhains is stated in Setion A.3.If Tij > 0 for some i, j ∈ {1, . . . , k}, we write si → sj and say that siommuniates with sj, meaning that there is a hane that state sj will be reahedin a �nite number of steps when starting at state si.132



PropertiesDe�nition A.5 (Irreduible hain). A Markov hain with state spae S =
{s1, . . . , sk} is irreduible if si → sj for all si, sj ∈ S. Otherwise the hain issaid to be reduible.

◦In other words, a hain is irreduible if all states ommuniate with eah other.Example A.5. From the transition graph in �gure A.1 one an see, that theMarkov hain in our ar example is irreduible as all states ommuniate witheah other. Equivalently, one sees, that all the entries in the transition matrixare non-zero.De�nition A.6 (Aperiodiity). Let M be a Markov hain with state spae Sand transition matrix T . The period d(si) of a state si ∈ S is de�ned as
d(si) = gcd({n ≥ 1 | (T n)ii > 0}).If d(si) = 1, we say that si is aperiodi. M is said to be aperiodi if all states in

S are aperiodi. Otherwise, M is said to be periodi.
◦The period of a state si is the greatest ommon divisor of the set of points in(disrete) time at whih the hain has a hane of being in state si. It is assumed,that the starting state is si.Example A.6. In the ar example, we have T11, T22 > 0, so

1 ∈ {n ≥ 1 | (T n)ii > 0} for i = 1, 2.This gives d(s1) = d(s2) = 1, so the Markov hain is aperiodi.De�nition A.7 (Stationary distribution). Let M be a Markov hain with �nitestate spae and transition matrix T . A row vetor π = (π1, . . . , πk) is said to bea stationary distribution for M if(i) πi > 0, i = 1, . . . , k and ∑k
i=1 πi = 1.(ii) πT = π.

◦This implies, that if π is a stationary distribution and µ(N) = π for some N , then
µ(n) = π for all n ≥ N . Condition (ii) in de�nition A.7 says, that the stationarydistribution is a left eigenvetor of T orresponding to the eigenvalue one.Example A.7. In the ar example, the distribution π = (4

7
, 3

7
) is a stationarydistribution. 133



Appendix A. Random Proesses and Markov ChainsA.3 Asymptoti BehaviourWhat an be said about a Markov hain whih has been running for a long time?More preisely: What happens to µ(n) as n → ∞? As we shall see, the distri-butions µ(n) will onverge to a �xed distribution under suitable irumstanes.To apply meaning to this, one has to de�ne, what is meant by onvergene ofsequenes of probability distributions.De�nition A.8 (Total variation). Let P and Q be probability distributions. Thetotal variation V (P,Q) is de�ned as
V (P,Q) =

∑

a∈A

|P (a)−Q(a)|.Let (Pn)N be a sequene of probability distributions. We say, that Pn onvergesto Q in total variation if limn→∞V (Pn, Q) = 0. In this ase, we write Pn
V
→ Q.

◦With the notion of onvergene for distributions at hand, we an state the maintheorem of this hapter:Theorem A.3. Let M be an irreduible aperiodi Markov hain with �nite statespae and initial distribution µ(0). Then, there exists a unique stationary distri-bution π for M , and µ(n) V
→ π.Example A.8. The Markov hain in the ar example is irreduible, aperiodiand has a �nite state spae. Theorem A.3 says, that

µ(n) V
→ π =

(
4

7
,
3

7

)
,so aording to this model, the ar would tend to start 4

7
≈ 57% of the morningsas the ar got older.
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Appendix BTest VetorsThe tables in this hapter show the salar k, the base point P = (x1, y1) and thepoint [k]P = (x2, y2) used in the timings of the operations on the NIST urvesP-192, P-224, P-256, P-384 and P-521.P-192
k 0x 7FFFFFFF FFFFFFFF FFFFFFFF CCEF7C1B 0A35E4D8 DA691418
x1 0x 188DA80E B03090F6 7CBF20EB 43A18800 F4FF0AFD 82FF1012
y1 0x 07192B95 FFC8DA78 631011ED 6B24CDD5 73F977A1 1E794811
x2 0x 7B4603CC 4AC84726 4022B071 44C25277 F2AD8FBE 9224728F
y2 0x 7890050B B4048924 0DEBBC68 5B5B68A9 FE531DE5 9F92B5A2Table B.1: Salar k, base point P = (x1, y1) and value of [k]P = (x2, y2) for P-192P-224
k 0x 7FFFFFFF FFFFFFFF FFFFFFFF FFFF8B51 705C781F 09EE94A2AE2E151E
x1 0x B70E0CBD 6BB4BF7F 321390B9 4A03C1D3 56C21122 343280D6115C1D21
y1 0x BD376388 B5F723FB 4C22DFE6 CD4375A0 5A074764 44D5819985007E34
x2 0x E7F24028 5C2D03A7 EE519EFB 8DA70F8F F7292C0D F5E20B89668CDDDA
y2 0x D8DDF2DB A3C1E407 6BF19DC7 F0DCA56B A5BA9A1E A7FCBA26CF993DECTable B.2: Salar k, base point P = (x1, y1) and value of [k]P = (x2, y2) for P-224
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Appendix B. Test Vetors
P-256

k 0x 7FFFFFFF 80000000 7FFFFFFF FFFFFFFF DE737D56 D38BCF4279DCE561 7E3192A8
x1 0x 6B17D1F2 E12C4247 F8BCE6E5 63A440F2 77037D81 2DEB33A0F4A13945 D898C296
y1 0x 4FE342E2 FE1A7F9B 8EE7EB4A 7C0F9E16 2BCE3357 6B315ECECBB64068 37BF51F5
x2 0x 2AFA386B 3F2BDCDB 83F4D83F 8FA3874D 7B74DCB4 54BD644FDD6BF3D1 F2DA8DB6
y2 0x 72184BE1 CAA85634 62B536F1 0852D665 AE8A64FD F1EB8D4C946AD589 796F729CTable B.3: Salar k, base point P = (x1, y1) and value of [k]P = (x2, y2) for P-256

P-384
k 0x 7FFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFFE3B1A6C0 FA1B96EF AC0D06D9 245853BD 76760CB5 666294B9
x1 0x AA87CA22 BE8B0537 8EB1C71E F320AD74 6E1D3B62 8BA79B9859F741E0 82542A38 5502F25D BF55296C 3A545E38 72760AB7
y1 0x 3617DE4A 96262C6F 5D9E98BF 9292DC29 F8F41DBD 289A147CE9DA3113 B5F0B8C0 0A60B1CE 1D7E819D 7A431D7C 90EA0E5F
x2 0x D36FED39 CA71063A 5163E811 9A37AFF1 0F6B86D5 0F02F1D324238D2B 090D8067 08495505 66396FF5 778738C0 B39B107A
y2 0x 46C3E62B 85B82F0D DFACB8F5 32101B4B 82E07DB1 C8FDC36D1F572843 416840AC DCF2BC1C BD532667 81FCFBA9 739AAE51Table B.4: Salar k, base point P = (x1, y1) and value of [k]P = (x2, y2) for P-384
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P-521
k 0x 000000FF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFFFFFFFFFF FFFFFFFF FFFFFFFD 28C343C1 DF97CB35 BFE600A47B84D2E8 1DDAE4DC 44CE23D7 5DB7DB8F 489C3204
x1 0x 000000C6 858E06B7 0404E9CD 9E3ECB66 2395B442 9C648139053FB521 F828AF60 6B4D3DBA A14B5E77 EFE75928 FE1DC127A2FFA8DE 3348B3C1 856A429B F97E7E31 C2E5BD66
y1 0x 00000118 39296A78 9A3BC004 5C8A5FB4 2C7D1BD9 98F54449579B4468 17AFBD17 273E662C 97EE7299 5EF42640 C550B9013FAD0761 353C7086 A272C240 88BE9476 9FD16650
x2 0x 0000007C 1BB67BC4 F1A47A2C AB98F683 2FD9681F D803A639451943B3 5EEB82B7 05FD4132 7338840F 7B531313 F188DE7E42BB46B6 8E0FA5CB 05B53558 C1CA8E31 D783223F
y2 0x 000000E0 F5C012BC C94FE001 953F1E6F 96550AE0 E02D9950D5014495 8EB2F55A BDC30EAF 239F0274 00854830 6FCE7EFB146970BC 87CDAC12 D98D9376 DD2E3EBA 550A9CBFTable B.5: Salar k, base point P = (x1, y1) and value of [k]P = (x2, y2) for P-521
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Appendix CSoure Code
C.1 Field ImplementationsC.1.1 Field Interfae1 interfae IFie ldElement {2 publi IFie ldElement add ( IFie ldElement va l ) ;3 publi int ompareTo( IFie ldElement va l ) ;4 publi boolean equa l s ( java . lang . Objet pObj ) ;5 publi IFie ldElement inv ( ) ;6 publi IFie ldElement mul ( int n ) ;7 publi IFie ldElement mul ( IFie ldElement va l ) ;8 publi IFie ldElement negate ( ) ;9 publi IFie ldElement pow( int exp ) ;10 publi IFie ldElement sh l ( int va l ) ;11 publi IFie ldElement shr ( int va l ) ;12 publi IFie ldElement sqr ( ) ;13 publi IFie ldElement sub ( IFie ldElement va l ) ;14 publi java .math .BigInteger toBig Integ e r ( ) ;15 publi java . lang . String t oS t r i ng ( ) ;16 }

C.1.2 Implementation of Fp1921 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l .Random ;45 publi f inal lass P192Impl implements IFie ldElement {6 private BigInteger n ;7 private stat i f inal BigInteger p192 =8 new BigInteger ( "6277101735386680763835789423207666416083908700390324961279" ) ;910 /∗∗11 ∗ Construtor12 ∗ �param a13 ∗/14 publi P192Impl (BigInteger a ) {15 n = a ;16 }1718 /∗∗19 ∗ Adddition20 ∗ �param va l21 ∗/22 publi P192Impl add ( IFie ldElement va l ) {23 BigInteger b = va l . toBig Intege r ( ) ;24 BigInteger  = modularAdd (n , b) ;25 return new P192Impl (  ) ;26 }2728 /∗∗29 ∗ Compare30 ∗ �param va l31 ∗/32 publi int ompareTo( IFie ldElement va l ) {33 return n . ompareTo( va l . toBig Integ e r ( ) ) ;34 }3536 /∗∗37 ∗ Equa l i t y t e s t i n g38 ∗ �param pObj139
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39 ∗/40 publi boolean equa l s ( java . lang . Objet pObj ) {41 return n . equa l s ( pObj ) ;42 }4344 /∗∗45 ∗ Invers ion46 ∗/47 publi P192Impl inv ( ) {48 return new P192Impl (n . modInverse ( p192 ) ) ;49 }5051 /∗∗52 ∗ Mu l t i p l i  a t i o n by in t e g e r53 ∗ �param m54 ∗/55 publi P192Impl mul ( int m){56 return new P192Impl (n . mul t ip ly (BigInteger .valueOf (m) ) .mod( p192 ) ) ;57 }5859 /∗∗60 ∗ Mu l t i p l i  a t i o n61 ∗ �param va l62 ∗/63 publi P192Impl mul ( IFie ldElement va l ) {64 return new P192Impl (n . mul t ip ly ( va l . toBig Intege r( ) ) .mod( p192 ) ) ;65 }6667 /∗∗68 ∗ Negation69 ∗/70 publi P192Impl negate ( ) {71 return new P192Impl (n . negate ( ) .mod( p192 ) ) ;72 }7374 /∗∗75 ∗ Exponent iat ion76 ∗ �param exp77 ∗/78 publi P192Impl pow( int exp ) {79 return new P192Impl (n . pow( exp ) .mod( p192 ) ) ;
80 }8182 /∗∗83 ∗ Mu l t i p l i  a t i o n by power o f two84 ∗ �param va lue85 ∗/86 publi P192Impl sh l ( int value ) {87 return new P192Impl (n . s h i f t L e f t ( value ) .mod( p192 )) ;88 }8990 /∗∗91 ∗ Div i s ion by power o f two92 ∗ �param va lue93 ∗/94 publi P192Impl shr ( int value ) {95 return new P192Impl (n . s h i f tR i gh t ( value ) .mod( p192) ) ;96 }9798 /∗∗99 ∗ Squaring100 ∗/101 publi P192Impl sqr ( ) {102 return new P192Impl (n . pow(2) .mod( p192 ) ) ;103 }104105 /∗∗106 ∗ Subtra t ion107 ∗ �param va l108 ∗/109 publi P192Impl sub ( IFie ldElement va l ) {110 BigInteger  = modularSub(n , va l . toBig Integ e r ( ) ) ;111 return new P192Impl (  ) ;112 }113114 /∗∗115 ∗ Conversion to Big In teger116 ∗/117 publi BigInteger toBig Integ e r ( ) {118 return n ;119 }120

140



Implementationof
F

p
2
2
4

121 /∗∗122 ∗ Conversion to Str ing123 ∗/124 publi String t oS t r i ng ( ) {125 return n . t oS t r i ng ( ) ;126 }127128 /∗∗129 ∗ Addit ion modulo p130 ∗ �param a131 ∗ �param b132 ∗/133 private BigInteger modularAdd (BigInteger a ,BigInteger b) {134 BigInteger  = a . add (b) ;135 i f (  . b i tLength ( ) > 192)136  =  . subt ra t ( p192 ) ;137 i f (  . ompareTo( p192 ) == 1)138  =  . subt ra t ( p192 ) ;139 return  ;140 }141142 /∗∗143 ∗ Subtra t ion modulo p144 ∗ �param a145 ∗ �param b146 ∗/147 private BigInteger modularSub(BigInteger a ,BigInteger b) {148 BigInteger  = a . subt ra t (b) ;149 i f (  . signum ( ) ==−1)150  =  . add ( p192 ) ;151 return  ;152 }153 }C.1.3 Implementation of Fp2241 import java .math .BigInteger ;23 publi f inal lass P224Impl implements IFie ldElement {4 private BigInteger n ;

5 private stat i f inal BigInteger p224 =6 new BigInteger ( " 2695994666715063979466701507 87019630673557916260026308143510066298881 " ) ;8 /∗∗9 ∗ Construtor10 ∗ �param a11 ∗/12 publi P224Impl (BigInteger a ) {13 n = a ;14 }1516 /∗∗17 ∗ Adddition18 ∗ �param va l19 ∗/20 publi P224Impl add ( IFie ldElement va l ) {21 BigInteger  =22 modularAdd (n , va l . toBig Integ e r ( ) ) ;23 return new P224Impl (  ) ;24 }2526 /∗∗27 ∗ Compare28 ∗ �param va l29 ∗/30 publi int ompareTo( IFie ldElement va l ) {31 return n . ompareTo( va l . toBig Integ e r ( ) ) ;32 }3334 /∗∗35 ∗ Equa l i t y t e s t i n g36 ∗ �param pObj37 ∗/38 publi boolean equa l s ( java . lang . Objet pObj ) {39 return n . equa l s ( pObj ) ;40 }4142 /∗∗43 ∗ Invers ion44 ∗/45 publi P224Impl inv ( ) {46 return new P224Impl (n . modInverse ( p224 ) ) ;47 }141
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4849 /∗∗50 ∗ Mu l t i p l i  a t i o n by in t e g e r51 ∗ �param m52 ∗/53 publi P224Impl mul ( int m){54 return new P224Impl (n . mul t ip ly (BigInteger .valueOf (m) ) .mod( p224 ) ) ;55 }5657 /∗∗58 ∗ Mu l t i p l i  a t i o n59 ∗ �param va l60 ∗/61 publi P224Impl mul ( IFie ldElement va l ) {62 return new P224Impl (n . mul t ip ly ( va l . toBig Intege r( ) ) .mod( p224 ) ) ;63 }6465 /∗∗66 ∗ Negation67 ∗/68 publi P224Impl negate ( ) {69 return new P224Impl (n . negate ( ) .mod( p224 ) ) ;70 }7172 /∗∗73 ∗ Exponent iat ion74 ∗ �param exp75 ∗/76 publi P224Impl pow( int exp ) {77 return new P224Impl (n . pow( exp ) .mod( p224 ) ) ;78 }7980 /∗∗81 ∗ Mu l t i p l i  a t i o n by power o f two82 ∗ �param va lue83 ∗/84 publi P224Impl sh l ( int value ) {85 return new P224Impl (n . s h i f t L e f t ( value ) .mod( p224 )) ;86 }87

88 /∗∗89 ∗ Div i s ion by power o f two90 ∗ �param va lue91 ∗/92 publi P224Impl shr ( int value ) {93 return new P224Impl (n . s h i f tR i gh t ( value ) .mod( p224) ) ;94 }9596 /∗∗97 ∗ Squaring98 ∗/99 publi P224Impl sqr ( ) {100 return new P224Impl (n . pow(2) .mod( p224 ) ) ;101 }102103 /∗∗104 ∗ Subtra t ion105 ∗ �param va l106 ∗/107 publi P224Impl sub ( IFie ldElement va l ) {108 BigInteger  = modularSub(n , va l . toBig Integ e r ( ) ) ;109 return new P224Impl (  ) ;110 }111112 /∗∗113 ∗ Conversion to Big In teger114 ∗/115 publi BigInteger toBig Integ e r ( ) {116 return n ;117 }118119 /∗∗120 ∗ Conversion to Str ing121 ∗/122 publi String t oS t r i ng ( ) {123 return n . t oS t r i ng ( ) ;124 }125126 /∗∗127 ∗ Addit ion modulo p128 ∗ �param a129 ∗ �param b
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130 ∗/131 private BigInteger modularAdd (BigInteger a ,BigInteger b) {132 BigInteger  = a . add (b) ;133 i f (  . b i tLength ( ) > 224)134  =  . subt ra t ( p224 ) ;135 i f (  . ompareTo( p224 ) == 1)136  =  . subt ra t ( p224 ) ;137 return  ;138 }139140 /∗∗141 ∗ Subtra t ion modulo p142 ∗ �param a143 ∗ �param b144 ∗/145 private BigInteger modularSub(BigInteger a ,BigInteger b) {146 BigInteger  = a . subt ra t (b) ;147 i f (  . signum ( ) ==−1)148  =  . add ( p224 ) ;149 return  ;150 }151152 }C.1.4 Implementation of Fp2561 import java .math .BigInteger ;23 publi f inal lass P256Impl implements IFie ldElement {4 private BigInteger n ;5 private stat i f inal BigInteger p256 =6 new BigInteger ( " 11579208921035624876269744697 494075735300861434152903141955336313088670978 853951 " ) ;910 /∗∗11 ∗ Construtor12 ∗ �param a13 ∗/14 publi P256Impl (BigInteger a ) {
15 n = a ;16 }1718 /∗∗19 ∗ Adddition20 ∗ �param va l21 ∗/22 publi P256Impl add ( IFie ldElement va l ) {23 BigInteger  =24 modularAdd (n , va l . toBig Integ e r ( ) ) ;25 return new P256Impl (  ) ;26 }2728 /∗∗29 ∗ Compare30 ∗ �param va l31 ∗/32 publi int ompareTo( IFie ldElement va l ) {33 return n . ompareTo( va l . toBig Integ e r ( ) ) ;34 }3536 /∗∗37 ∗ Equa l i t y t e s t i n g38 ∗ �param pObj39 ∗/40 publi boolean equa l s ( java . lang . Objet pObj ) {41 return n . equa l s ( pObj ) ;42 }4344 /∗∗45 ∗ Invers ion46 ∗/47 publi P256Impl inv ( ) {48 return new P256Impl (n . modInverse ( p256 ) ) ;49 }5051 /∗∗52 ∗ Mu l t i p l i  a t i o n by in t e g e r53 ∗ �param m54 ∗/55 publi P256Impl mul ( int m) {56 return new P256Impl (n . mul t ip ly (BigInteger .valueOf (m) ) .mod( p256 ) ) ;143
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57 }5859 /∗∗60 ∗ Mu l t i p l i  a t i o n61 ∗ �param va l62 ∗/63 publi P256Impl mul ( IFie ldElement va l ) {64 return new P256Impl (n . mul t ip ly ( va l . toBig Intege r( ) ) .mod( p256 ) ) ;65 }6667 /∗∗68 ∗ Negation69 ∗/70 publi P256Impl negate ( ) {71 return new P256Impl (n . negate ( ) .mod( p256 ) ) ;72 }7374 /∗∗75 ∗ Exponent iat ion76 ∗ �param exp77 ∗/78 publi P256Impl pow( int exp ) {79 return new P256Impl (n . pow( exp ) .mod( p256 ) ) ;80 }8182 /∗∗83 ∗ Mu l t i p l i  a t i o n by power o f two84 ∗ �param va lue85 ∗/86 publi P256Impl sh l ( int value ) {87 return new P256Impl (n . s h i f t L e f t ( value ) .mod( p256 )) ;88 }8990 /∗∗91 ∗ Div i s ion by power o f two92 ∗ �param va lue93 ∗/94 publi P256Impl shr ( int value ) {95 return new P256Impl (n . s h i f tR i gh t ( value ) .mod( p256) ) ;96 }

9798 /∗∗99 ∗ Squaring100 ∗/101 publi P256Impl sqr ( ) {102 return new P256Impl (n . pow(2) .mod( p256 ) ) ;103 }104105 /∗∗106 ∗ Subtra t ion107 ∗ �param va l108 ∗/109 publi P256Impl sub ( IFie ldElement va l ) {110 BigInteger  = modularSub(n , va l . toBig Integ e r ( ) ) ;111 return new P256Impl (  ) ;112 }113114 /∗∗115 ∗ Conversion to Big In teger116 ∗/117 publi BigInteger toBig Integ e r ( ) {118 return n ;119 }120121 /∗∗122 ∗ Conversion to Str ing123 ∗/124 publi String t oS t r i ng ( ) {125 return n . t oS t r i ng ( ) ;126 }127128 /∗∗129 ∗ Addit ion modulo p130 ∗ �param a131 ∗ �param b132 ∗/133 private BigInteger modularAdd (BigInteger a ,BigInteger b) {134 BigInteger  = a . add (b) ;135 i f (  . b i tLength ( ) > 256)136  =  . subt ra t ( p256 ) ;137 i f (  . ompareTo( p256 ) == 1)138  =  . subt ra t ( p256 ) ;
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139 return  ;140 }141142 /∗∗143 ∗ Subtra t ion modulo p144 ∗ �param a145 ∗ �param b146 ∗/147 private BigInteger modularSub(BigInteger a ,BigInteger b) {148 BigInteger  = a . subt ra t (b) ;149 i f (  . signum ( ) ==−1)150  =  . add ( p256 ) ;151 return  ;152 }153154 }C.1.5 Implementation of Fp3841 import java .math .BigInteger ;23 publi f inal lass P384Impl implements IFie ldElement {4 private BigInteger n ;5 private stat i f inal BigInteger p384 =6 new BigInteger ( " 3940200619639447921227907 40100143613805079739270465446667948293408 42457217714968703290472660882589380018619 606973112319" ) ;1011 /∗∗12 ∗ Construtor13 ∗ �param a14 ∗/15 publi P384Impl (BigInteger a ) {16 n = a ;17 }1819 /∗∗20 ∗ Adddition21 ∗ �param va l22 ∗/

23 publi P384Impl add ( IFie ldElement va l ) {24 BigInteger  =25 modularAdd (n , va l . toBig Integ e r ( ) ) ;26 return new P384Impl (  ) ;27 }2829 /∗∗30 ∗ Compare31 ∗ �param va l32 ∗/33 publi int ompareTo( IFie ldElement va l ) {34 return n . ompareTo( va l . toBig Integ e r ( ) ) ;35 }3637 /∗∗38 ∗ Equa l i t y t e s t i n g39 ∗ �param pObj40 ∗/41 publi boolean equa l s ( java . lang . Objet pObj ) {42 return n . equa l s ( pObj ) ;43 }4445 /∗∗46 ∗ Invers ion47 ∗/48 publi P384Impl inv ( ) {49 return new P384Impl (n . modInverse ( p384 ) ) ;50 }5152 /∗∗53 ∗ Mu l t i p l i  a t i o n by in t e g e r54 ∗ �param m55 ∗/56 publi P384Impl mul ( int m) {57 return new P384Impl (n . mul t ip ly (BigInteger .valueOf (m) ) .mod( p384 ) ) ;58 }5960 /∗∗61 ∗ Mu l t i p l i  a t i o n62 ∗ �param va l63 ∗/64 publi P384Impl mul ( IFie ldElement va l ) {145
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65 return new P384Impl (n . mul t ip ly ( va l . toBig Intege r( ) ) .mod( p384 ) ) ;66 }6768 /∗∗69 ∗ Negation70 ∗/71 publi P384Impl negate ( ) {72 return new P384Impl (n . negate ( ) .mod( p384 ) ) ;73 }7475 /∗∗76 ∗ Exponent iat ion77 ∗ �param exp78 ∗/79 publi P384Impl pow( int exp ) {80 return new P384Impl (n . pow( exp ) .mod( p384 ) ) ;81 }8283 /∗∗84 ∗ Mu l t i p l i  a t i o n by power o f two85 ∗ �param va lue86 ∗/87 publi P384Impl sh l ( int value ) {88 return new P384Impl (n . s h i f t L e f t ( value ) .mod( p384 )) ;89 }9091 /∗∗92 ∗ Div i s ion by power o f two93 ∗ �param va lue94 ∗/95 publi P384Impl shr ( int value ) {96 return new P384Impl (n . s h i f tR i gh t ( value ) .mod( p384) ) ;97 }9899 /∗∗100 ∗ Squaring101 ∗/102 publi P384Impl sqr ( ) {103 return new P384Impl (n . pow (2) .mod( p384 ) ) ;104 }

105106 /∗∗107 ∗ Subtra t ion108 ∗ �param va l109 ∗/110 publi P384Impl sub ( IFie ldElement va l ) {111 BigInteger  = modularSub(n , va l . toBig Integ e r ( ) ) ;112 return new P384Impl (  ) ;113 }114115 /∗∗116 ∗ Conversion to Big In teger117 ∗/118 publi BigInteger toBig Integ e r ( ) {119 return n ;120 }121122 /∗∗123 ∗ Conversion to Str ing124 ∗/125 publi String t oS t r i ng ( ) {126 return n . t oS t r i ng ( ) ;127 }128129 /∗∗130 ∗ Addit ion modulo p131 ∗ �param a132 ∗ �param b133 ∗/134 private BigInteger modularAdd (BigInteger a ,BigInteger b) {135 BigInteger  = a . add (b) ;136 i f (  . b i tLength ( ) > 384)137  =  . subt ra t ( p384 ) ;138 i f (  . ompareTo( p384 ) == 1)139  =  . subt ra t ( p384 ) ;140 return  ;141 }142143 /∗∗144 ∗ Subtra t ion modulo p145 ∗ �param a146 ∗ �param b
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147 ∗/148 private BigInteger modularSub(BigInteger a ,BigInteger b) {149 BigInteger  = a . subt ra t (b) ;150 i f (  . signum ( ) ==−1)151  =  . add ( p384 ) ;152 return  ;153 }154155 }C.1.6 Implementation of Fp5211 import java .math .BigInteger ;23 publi f inal lass P521Impl implements IFie ldElement {4 private BigInteger n ;5 private stat i f inal BigInteger p521 =6 new BigInteger ( " 6864797660130609714981907 07990813932172694353001433054093944634598 18554318339765605212255964066145455497729 963113914808580371219879997166438125740210 8291115057151" ) ;1112 /∗∗13 ∗ Construtor14 ∗ �param a15 ∗/16 publi P521Impl (BigInteger a ) {17 n = a ;18 }1920 /∗∗21 ∗ Adddition22 ∗ �param va l23 ∗/24 publi P521Impl add ( IFie ldElement va l ) {25 BigInteger  =26 modularAdd (n , va l . toBig Integ e r ( ) ) ;27 return new P521Impl (  ) ;28 }29

30 /∗∗31 ∗ Compare32 ∗ �param va l33 ∗/34 publi int ompareTo( IFie ldElement va l ) {35 return n . ompareTo( va l . toBig Integ e r ( ) ) ;36 }3738 /∗∗39 ∗ Equa l i t y t e s t i n g40 ∗ �param pObj41 ∗/42 publi boolean equa l s ( java . lang . Objet pObj ) {43 return n . equa l s ( pObj ) ;44 }4546 /∗∗47 ∗ Invers ion48 ∗/49 publi P521Impl inv ( ) {50 return new P521Impl (n . modInverse ( p521 ) ) ;51 }5253 /∗∗54 ∗ Mu l t i p l i  a t i o n by in t e g e r55 ∗ �param m56 ∗/57 publi P521Impl mul ( int m) {58 return new P521Impl (n . mul t ip ly (BigInteger .valueOf (m) ) .mod( p521 ) ) ;59 }6061 /∗∗62 ∗ Mu l t i p l i  a t i o n63 ∗ �param va l64 ∗/65 publi P521Impl mul ( IFie ldElement va l ) {66 return new P521Impl (n . mul t ip ly ( va l . toBig Integ e r( ) ) .mod( p521 ) ) ;67 }6869 /∗∗70 ∗ Negation147
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71 ∗/72 publi P521Impl negate ( ) {73 return new P521Impl (n . negate ( ) .mod( p521 ) ) ;74 }7576 /∗∗77 ∗ Exponent iat ion78 ∗ �param exp79 ∗/80 publi P521Impl pow( int exp ) {81 return new P521Impl (n . pow( exp ) .mod( p521 ) ) ;82 }8384 /∗∗85 ∗ Mu l t i p l i  a t i o n by power o f two86 ∗ �param va lue87 ∗/88 publi P521Impl sh l ( int value ) {89 return new P521Impl (n . s h i f t L e f t ( value ) .mod( p521 )) ;90 }9192 /∗∗93 ∗ Div i s ion by power o f two94 ∗ �param va lue95 ∗/96 publi P521Impl shr ( int value ) {97 return new P521Impl (n . s h i f tR i gh t ( value ) .mod( p521) ) ;98 }99100 /∗∗101 ∗ Squaring102 ∗/103 publi P521Impl sqr ( ) {104 return new P521Impl (n . pow (2) .mod( p521 ) ) ;105 }106107 /∗∗108 ∗ Subtra t ion109 ∗ �param va l110 ∗/111 publi P521Impl sub ( IFie ldElement va l ) {
112 BigInteger  =113 modularSub(n , va l . toBig Integ e r ( ) ) ;114 return new P521Impl (  ) ;115 }116117 /∗∗118 ∗ Conversion to Big In teger119 ∗/120 publi BigInteger toBig Integ e r ( ) {121 return n ;122 }123124 /∗∗125 ∗ Conversion to Str ing126 ∗/127 publi String t oS t r i ng ( ) {128 return n . t oS t r i ng ( ) ;129 }130131 /∗∗132 ∗ Addit ion modulo p133 ∗ �param a134 ∗ �param b135 ∗/136 private BigInteger modularAdd (BigInteger a ,BigInteger b) {137 BigInteger  = a . add (b) ;138 i f (  . b i tLength ( ) > 521)139  =  . subt ra t ( p521 ) ;140 i f (  . ompareTo( p521 ) == 1)141  =  . subt ra t ( p521 ) ;142 return  ;143 }144145 /∗∗146 ∗ Subtra t ion modulo p147 ∗ �param a148 ∗ �param b149 ∗/150 private BigInteger modularSub(BigInteger a ,BigInteger b) {151 BigInteger  = a . subt ra t (b) ;152 i f (  . signum ( ) ==−1)
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153  =  . add ( p521 ) ;154 return  ;155 }156 }C.2 Addition and Doubling1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass Addition {910 /∗ ∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗11 ∗ Addit ion o f d i s t i n  t po in t s12 ∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗ ∗/1314 /∗∗15 ∗ Add two po in t s in Chudnovsky Jaobian oord ina tes16 ∗ and expres s the r e s u l t in Chudnovsky Jaobian17 ∗ oord ina tes .18 ∗ �param x119 ∗ �param y120 ∗ �param z121 ∗ �param z1_222 ∗ �param z1_323 ∗ �param x224 ∗ �param y225 ∗ �param z226 ∗ �param z2_227 ∗ �param z2_328 ∗ �param pq29 ∗ �throws I l l ega lArgumentExep t ion30 ∗/3132 stat i void addPointsJC ( IFie ldElement x1 ,33 IFie ldElement y1 ,34 IFie ldElement z1 ,
35 IFie ldElement z1_2 ,36 IFie ldElement z1_3 ,37 IFie ldElement x2 ,38 IFie ldElement y2 ,39 IFie ldElement z2 ,40 IFie ldElement z2_2 ,41 IFie ldElement z2_3 ,42 IFie ldElement [ ℄ pq )43 throws IllegalArgumentExeption {4445 i f ( z1 . equa l s (BigInteger .ZERO) ) { // P == O?46 pq [ 0 ℄ = x2 ;47 pq [ 1 ℄ = y2 ;48 pq [ 2 ℄ = z2 ;49 pq [ 3 ℄ = z2_2 ;50 pq [ 4 ℄ = z2_3 ;51 return ;52 }5354 i f ( z2 . equa l s (BigInteger .ZERO) ) // Q==0?55 {56 pq [ 0 ℄ = x1 ;57 pq [ 1 ℄ = y1 ;58 pq [ 2 ℄ = z1 ;59 pq [ 3 ℄ = z1_2 ;60 pq [ 4 ℄ = z1_3 ;61 return ;62 }6364 //Temporary v a r i a b l e s65 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 ;6667 t1 = x1 .mul ( z2_2 ) ; //A68 t3 = y1 .mul ( z2_3 ) ; //C6970 t2 = x2 .mul ( z1_2 ) ; //B71 t4 = y2 .mul ( z1_3 ) ; //D7273 t5 = t2 . sub ( t1 ) ; //E74 t2 = t4 . sub ( t3 ) ; //F7576 i f ( t5 . equa l s (BigInteger .ZERO) &&77 t2 . equa l s (BigInteger .ZERO) ) //P=Q?149
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78 // Should use doub le ins tead79 throw new IllegalArgumentExeption ( ) ;8081 t4 = t5 . sq r ( ) ; //E^282 t6 = t4 . mul ( t5 ) ; // E^383 t4 = t1 . mul ( t4 ) ; // AE^284 t7 = t2 . sq r ( ) ; // F^285 t1 = t6 . negate ( ) . sub ( t4 . s h l (1 ) ) . add ( t7 ) ; // x386 t2 = t2 . mul ( t4 . sub ( t1 ) ) ;87 t2 = t2 . sub ( t3 . mul ( t6 ) ) ; // y388 t3 = t5 ;89 t3 = t3 . mul ( z1 ) ;90 t3 = t3 . mul ( z2 ) ; // z391 t4 = t3 . sq r ( ) ; // z3_292 t5 = t4 . mul ( t3 ) ; // z3_39394 //Return va lues95 pq [ 0 ℄ = t1 ;96 pq [ 1 ℄ = t2 ;97 pq [ 2 ℄ = t3 ;98 pq [ 3 ℄ = t4 ;99 pq [ 4 ℄ = t5 ;100 }101102 /∗∗103 ∗ Add two po in t s in Chudnovsky Jaobian / Jaobian104 ∗ oord ina tes and expres s the r e s u l t in Jaobian105 ∗ oord ina tes .106 ∗ �param x1107 ∗ �param y1108 ∗ �param z1109 ∗ �param z1_2110 ∗ �param z1_3111 ∗ �param x2112 ∗ �param y2113 ∗ �param z2114 ∗ �param pq115 ∗ �throws I l l ega lArgumentExep t ion116 ∗/117118 stat i void addPointsJCJtoJ ( IFie ldElement x1 ,119 IFie ldElement y1 ,120 IFie ldElement z1 ,
121 IFie ldElement z1_2 ,122 IFie ldElement z1_3 ,123 IFie ldElement x2 ,124 IFie ldElement y2 ,125 IFie ldElement z2 ,126 IFie ldElement [ ℄ pq )127 throws IllegalArgumentExeption {128129 i f ( z1 . equa l s (BigInteger .ZERO) ) { // P == O?130 pq [ 0 ℄ = x2 ;131 pq [ 1 ℄ = y2 ;132 pq [ 2 ℄ = z2 ;133 return ;134 }135136 i f ( z2 . equa l s (BigInteger .ZERO) ) { // Q==0?137 pq [ 0 ℄ = x1 ;138 pq [ 1 ℄ = y1 ;139 pq [ 2 ℄ = z1 ;140 return ;141 }142143 //Temporary v a r i a b l e s144 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 ;145146 t5 = z2 . sq r ( ) ;147 t1 = x1 .mul ( t5 ) ; // A148 t5 = t5 .mul ( z2 ) ;149 t3 = y1 .mul ( t5 ) ; // C150151 t2 = x2 .mul ( z1_2 ) ; // B152 t4 = y2 .mul ( z1_3 ) ; // D153154 t5 = t2 . sub ( t1 ) ; // E155 t2 = t4 . sub ( t3 ) ; // F156157 i f ( t5 . equa l s (BigInteger .ZERO) &&158 t2 . equa l s (BigInteger .ZERO) ) //P=Q?159 // Should use doub le ins tead160 throw new IllegalArgumentExeption ( ) ;161162 t4 = t5 . sq r ( ) ; // E^2163 t6 = t4 .mul ( t5 ) ; // E^3
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164 t4 = t1 . mul ( t4 ) ; // AE^2165 t7 = t2 . sq r ( ) ; // F^2166 t1 = t7 . sub ( t6 ) . sub ( t4 . s h l (1 ) ) ; // x3167 t2 = t2 . mul ( t4 . sub ( t1 ) ) ;168 t2 = t2 . sub ( t3 . mul ( t6 ) ) ; // y3169 t5 = t5 . mul ( z1 ) ;170 t5 = t5 . mul ( z2 ) ; // z3171172 //Return va lues173 pq [ 0 ℄ = t1 ;174 pq [ 1 ℄ = t2 ;175 pq [ 2 ℄ = t5 ;176 }177178179 /∗∗180 ∗ Add two po in t s in Chudnovsky Jaobian / Jaobian181 ∗ oord ina tes and expres s the r e s u l t in modi f ied182 ∗ Jaobian oord ina tes .183 ∗ �param x1184 ∗ �param y1185 ∗ �param z1186 ∗ �param z1_2187 ∗ �param z1_3188 ∗ �param x2189 ∗ �param y2190 ∗ �param z2191 ∗ �param a192 ∗ �param pq193 ∗ �throws I l l ega lArgumentExep t ion194 ∗/195196 stat i void addPointsJCJtoJM ( IFie ldElement x1 ,197 IFie ldElement y1 ,198 IFie ldElement z1 ,199 IFie ldElement z1_2 ,200 IFie ldElement z1_3 ,201 IFie ldElement x2 ,202 IFie ldElement y2 ,203 IFie ldElement z2 ,204 IFie ldElement a ,205 IFie ldElement [ ℄ pq )206 throws IllegalArgumentExeption {
207208 i f ( z1 . equa l s (BigInteger .ZERO) ) { // P == O?209 pq [ 0 ℄ = x2 ;210 pq [ 1 ℄ = y2 ;211 pq [ 2 ℄ = z2 ;212 pq [ 3 ℄ = pq [ 2 ℄ . sq r ( ) ;213 pq [ 3 ℄ = pq [ 3 ℄ . sq r ( ) ;214 pq [ 3 ℄ = pq [ 3 ℄ . mul ( a ) ;215 return ;216 }217218 i f ( z2 . equa l s (BigInteger .ZERO) ) {// Q==0?219 pq [ 0 ℄ = x1 ;220 pq [ 1 ℄ = y1 ;221 pq [ 2 ℄ = z1 ;222 pq [ 3 ℄ = pq [ 2 ℄ . sq r ( ) ;223 pq [ 3 ℄ = pq [ 3 ℄ . sq r ( ) ;224 pq [ 3 ℄ = pq [ 3 ℄ . mul ( a ) ;225 return ;226 }227228 //Temporary v a r i a b l e s229 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 ;230231 t5 = z2 . sq r ( ) ;232 t1 = x1 .mul ( t5 ) ; // A233 t5 = t5 .mul ( z2 ) ;234 t3 = y1 .mul ( t5 ) ; // C235236 t2 = x2 .mul ( z1_2 ) ; // B237 t4 = y2 .mul ( z1_3 ) ; // D238239 t5 = t2 . sub ( t1 ) ; // E240 t2 = t4 . sub ( t3 ) ; // F241 i f ( t5 . equa l s (BigInteger .ZERO) &&242 t2 . equa l s (BigInteger .ZERO) ) //P=Q?243 // Should use doub le ins tead244 throw new IllegalArgumentExeption ( ) ;245246 t4 = t5 . sq r ( ) ; // E^2247 t6 = t4 .mul ( t5 ) ; // E^3248 t4 = t1 .mul ( t4 ) ; // AE^2249 t7 = t2 . sq r ( ) ; // F^2151
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250 t1 = t7 . sub ( t6 ) . sub ( t4 . s h l (1 ) ) ; // x3251 t2 = t2 . mul ( t4 . sub ( t1 ) ) ;252 t2 = t2 . sub ( t3 . mul ( t6 ) ) ; // y3253 t3 = t5 . mul ( z1 ) ;254 t3 = t3 . mul ( z2 ) ; // z3255256 t4 = t3 . sq r ( ) ; // z3^2257 t4 = t4 . sq r ( ) ; // z3^4258 t4 = t4 . mul ( a ) ; // az3^4259260 //Return va lues261 pq [ 0 ℄ = t1 ;262 pq [ 1 ℄ = t2 ;263 pq [ 2 ℄ = t3 ;264 pq [ 3 ℄ = t4 ;265 }266267 /∗∗268 ∗ Add two po in t s in Af f ine / Jaobian oord ina tes269 ∗ and expres s the r e s u l t in Jaobian oord ina tes .270 ∗ �param x1271 ∗ �param y1272 ∗ �param x2273 ∗ �param y2274 ∗ �param z2275 ∗ �param pq276 ∗ �throws I l l ega lArgumentExep t ion277 ∗/278279 stat i void addPointsAtoJ ( IFie ldElement x1 ,280 IFie ldElement y1 ,281 IFie ldElement x2 ,282 IFie ldElement y2 ,283 IFie ldElement [ ℄ pq ,284 IFie ldElement one )285 throws IllegalArgumentExeption {286 i f ( x1==null ) { // P == O?287 pq [ 0 ℄ = x2 ;288 pq [ 1 ℄ = y2 ;289 pq [ 2 ℄ = one ;290 return ;291 }292

293 i f ( x2==null ) { // Q==0?294 pq [ 0 ℄ = x1 ;295 pq [ 1 ℄ = y1 ;296 pq [ 2 ℄ = one ;297 return ;298 }299300 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 ;301302 t5 = x2 . sub ( x1 ) ; // E303 t2 = y2 . sub ( y1 ) ; // F304 i f ( t5 . equa l s (BigInteger .ZERO) &&305 t2 . equa l s (BigInteger .ZERO) ) //P=Q?306 // Should use doub le ins tead307 throw new IllegalArgumentExeption ( ) ;308309 t4 = t5 . sq r ( ) ; // E^2310 t6 = t4 .mul ( t5 ) ; // E^3311 t4 = x1 .mul ( t4 ) ; // AE^2312 t7 = t2 . sq r ( ) ; // F^2313 t1 = t7 . sub ( t6 ) . sub ( t4 . s h l (1 ) ) ; // x3314 t2 = t2 .mul ( t4 . sub ( t1 ) ) ;315 t2 = t2 . sub ( y1 .mul ( t6 ) ) ; // y3316317 t3 = t5 ; // z3318319 //Return va lues320 pq [ 0 ℄ = t1 ;321 pq [ 1 ℄ = t2 ;322 pq [ 2 ℄ = t3 ;323324 }325326 /∗∗327 ∗ Add two po in t s in Af f ine / Jaobian oord ina tes328 ∗ and expres s the r e s u l t in Jaobian oord ina tes .329 ∗ �param x1330 ∗ �param y1331 ∗ �param x2332 ∗ �param y2333 ∗ �param z2334 ∗ �param pq335 ∗ �throws I l l ega lArgumentExep t ion
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336 ∗/337338 stat i void addPointsAJtoJ ( IFie ldElement x1 ,339 IFie ldElement y1 ,340 IFie ldElement x2 ,341 IFie ldElement y2 ,342 IFie ldElement z2 ,343 IFie ldElement [ ℄ pq ,344 IFie ldElement one )345 throws IllegalArgumentExeption {346347 i f ( x1==null ) { // P == O?348 pq [ 0 ℄ = x2 ;349 pq [ 1 ℄ = y2 ;350 pq [ 2 ℄ = z2 ;351 return ;352 }353354 i f ( z2 . equa l s (BigInteger .ZERO) ) { // Q==0?355 pq [ 0 ℄ = x1 ;356 pq [ 1 ℄ = y1 ;357 pq [ 2 ℄ = one ;358 return ;359 }360361 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 ;362363 t2 = x2 ; // B364 t4 = y2 ; // D365366 t5 = z2 . sq r ( ) ;367 t1 = x1 . mul ( t5 ) ; // A368 t5 = t5 . mul ( z2 ) ;369 t3 = y1 . mul ( t5 ) ; // C370371 t5 = t2 . sub ( t1 ) ; // E372 t2 = t4 . sub ( t3 ) ; // F373 i f ( t5 . equa l s (BigInteger .ZERO) &&374 t2 . equa l s (BigInteger .ZERO) ) //P=Q?375 // Should use doub le ins tead376 throw new IllegalArgumentExeption ( ) ;377378 t4 = t5 . sq r ( ) ; // E^2

379 t6 = t4 .mul ( t5 ) ; // E^3380 t4 = t1 .mul ( t4 ) ; // AE^2381 t7 = t2 . sq r ( ) ; // F^2382 t1 = t7 . sub ( t6 ) . sub ( t4 . s h l (1 ) ) ; // x3383 t2 = t2 .mul ( t4 . sub ( t1 ) ) ;384 t2 = t2 . sub ( t3 . mul ( t6 ) ) ; // y3385 t3 = t5 .mul ( z2 ) ; // z3386387 //Return va lues388 pq [ 0 ℄ = t1 ;389 pq [ 1 ℄ = t2 ;390 pq [ 2 ℄ = t3 ;391392 }393394 /∗∗395 ∗ Add two po in t s in Af f ine / Jaobian oord ina tes396 ∗ expres s the r e s u l t in modi f ied Jaobian397 ∗ oord ina tes .398 ∗ �param x1399 ∗ �param y1400 ∗ �param x2401 ∗ �param y2402 ∗ �param z2403 ∗ �param a404 ∗ �param pq405 ∗ �param one406 ∗ �throws I l l ega lArgumentExep t ion407 ∗/408409 stat i void addPointsAJtoJM ( IFie ldElement x1 ,410 IFie ldElement y1 ,411 IFie ldElement x2 ,412 IFie ldElement y2 ,413 IFie ldElement z2 ,414 IFie ldElement a ,415 IFie ldElement [ ℄ pq ,416 IFie ldElement one )417 throws IllegalArgumentExeption {418419 i f ( x1==null ) { // P == O?420 pq [ 0 ℄ = x2 ;421 pq [ 1 ℄ = y2 ;153
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422 pq [ 2 ℄ = z2 ;423 pq [ 3 ℄ = pq [ 2 ℄ . sq r ( ) ;424 pq [ 3 ℄ = pq [ 3 ℄ . sq r ( ) ;425 pq [ 3 ℄ = pq [ 3 ℄ . mul ( a ) ;426 return ;427 }428429 i f ( z2 . equa l s (BigInteger .ZERO) ) { // Q==0?430 pq [ 0 ℄ = x1 ;431 pq [ 1 ℄ = y1 ;432 pq [ 2 ℄ = one ;433 pq [ 3 ℄ = a ;434 return ;435 }436437 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 ;438439 t2 = x2 ; // B440 t4 = y2 ; // D441442 t5 = z2 . sq r ( ) ;443 t1 = x1 . mul ( t5 ) ; // A444 t5 = t5 . mul ( z2 ) ;445 t3 = y1 . mul ( t5 ) ; // C446447 t5 = t2 . sub ( t1 ) ; // E448 t2 = t4 . sub ( t3 ) ; // F449 i f ( t5 . equa l s (BigInteger .ZERO) &&450 t2 . equa l s (BigInteger .ZERO) ) //P=Q?451 // Should use doub le ins tead452 throw new IllegalArgumentExeption ( ) ;453454 t4 = t5 . sq r ( ) ; // E^2455 t6 = t4 . mul ( t5 ) ; // E^3456 t4 = t1 . mul ( t4 ) ; // AE^2457 t7 = t2 . sq r ( ) ; // F^2458 t1 = t7 . sub ( t6 ) . sub ( t4 . s h l (1 ) ) ; // x3459 t2 = t2 . mul ( t4 . sub ( t1 ) ) ;460 t2 = t2 . sub ( t3 . mul ( t6 ) ) ; // y3461 t3 = t5 . mul ( z2 ) ; // z3462463 t4 = t3 . sq r ( ) ; // z3^2464 t4 = t4 . sq r ( ) ; // z3^4
465 t4 = t4 .mul ( a ) ; // az3^4466467 //Return va lues468 pq [ 0 ℄ = t1 ;469 pq [ 1 ℄ = t2 ;470 pq [ 2 ℄ = t3 ;471 pq [ 3 ℄ = t4 ;472473 }474475 /∗∗476 ∗ Add two po in t s in Af f ine oord ina tes and477 ∗ expres s the r e s u l t in modi f ied Jaobian478 ∗ oord ina tes .479 ∗ �param x1480 ∗ �param y1481 ∗ �param x2482 ∗ �param y2483 ∗ �param z2484 ∗ �param a485 ∗ �param pq486 ∗ �param one487 ∗ �throws I l l ega lArgumentExep t ion488 ∗/489490 stat i void addPointsAtoJM ( IFie ldElement x1 ,491 IFie ldElement y1 ,492 IFie ldElement x2 ,493 IFie ldElement y2 ,494 IFie ldElement a ,495 IFie ldElement [ ℄ pq ,496 IFie ldElement one )497 throws IllegalArgumentExeption {498499 i f ( x1==null ) { // P == O?500 pq [ 0 ℄ = x2 ;501 pq [ 1 ℄ = y2 ;502 pq [ 2 ℄ = one ;503 pq [ 3 ℄ = a ;504 return ;505 }506507 i f ( x2 == null ) { // Q==0?
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508 pq [ 0 ℄ = x1 ;509 pq [ 1 ℄ = y1 ;510 pq [ 2 ℄ = one ;511 pq [ 3 ℄ = a ;512 return ;513 }514515 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 ;516517 t5 = x2 . sub ( x1 ) ; // E518 t2 = y2 . sub ( y1 ) ; // F519 i f ( t5 . equa l s (BigInteger .ZERO) &&520 t2 . equa l s (BigInteger .ZERO) ) //P=Q?521 // Should use doub le ins tead522 throw new IllegalArgumentExeption ( ) ;523524 t4 = t5 . sq r ( ) ; // E^2525 t6 = t4 . mul ( t5 ) ; // E^3526 t4 = x1 . mul ( t4 ) ; // AE^2527 t7 = t2 . sq r ( ) ; // F^2528 t1 = t7 . sub ( t6 ) . sub ( t4 . s h l (1 ) ) ; // x3529 t2 = t2 . mul ( t4 . sub ( t1 ) ) ;530 t2 = t2 . sub ( y1 .mul ( t6 ) ) ; // y3531 t3 = t5 ; // z3532533 t4 = t3 . sq r ( ) ; // z3^2534 t4 = t4 . sq r ( ) ; // z3^4535 t4 = t4 . mul ( a ) ; // az3^4536537 //Return va lues538 pq [ 0 ℄ = t1 ;539 pq [ 1 ℄ = t2 ;540 pq [ 2 ℄ = t3 ;541 pq [ 3 ℄ = t4 ;542543 }544545 /∗∗546 ∗ Add two a f f i n e po in t s . .547 ∗ �param x1548 ∗ �param y1549 ∗ �param x2550 ∗ �param y2

551 ∗ �param pq552 ∗ �throws I l l ega lArgumentExep t ion553 ∗/554555 stat i void addPointsA ( IFie ldElement x1 ,556 IFie ldElement y1 ,557 IFie ldElement x2 ,558 IFie ldElement y2 ,559 IFie ldElement [ ℄ pq )560 throws IllegalArgumentExeption {561 i f ( x1 == null ) { // P == O?562 pq [ 0 ℄ = x2 ; pq [ 1 ℄ = y2 ;563 return ;564 }565566 i f ( x2 == null ) { // Q==0?567 pq [ 0 ℄ = x1 ;568 pq [ 1 ℄ = y1 ;569 return ;570 }571572 i f ( x1 . equa l s ( x2 ) &&573 ( y1 . equa l s ( y2 ) | | y1 . equa l s ( y2 . negate ( ) ) ) )574 //P = \pm Q?575 throw new IllegalArgumentExeption ( ) ;576577 IFie ldElement d =578 ( y2 . sub ( y1 ) ) . mul ( ( x2 . sub ( x1 ) ) . inv ( ) ) ;579580 pq [ 0 ℄ = d . sq r ( ) . sub ( x1 ) . sub ( x2 ) ;581 pq [ 1 ℄ = d . mul ( x1 . sub ( pq [ 0 ℄ ) ) . sub ( y1 ) ;582 }583584 /∗∗585 ∗ Add two a f f i n e po in t s wi thou t doing inv e r s i on .586 ∗ �param x1587 ∗ �param y1588 ∗ �param x2589 ∗ �param y2590 ∗ �param d591 ∗ �param pq592 ∗ �throws I l l ega lArgumentExep t ion593 ∗/155
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594595 stat i void addPointsA_NoInversions ( IFie ldElementx1 ,596 IFie ldElementy1 ,597 IFie ldElementx2 ,598 IFie ldElementy2 ,599 IFie ldElement e,600 IFie ldElement [ ℄pq )601 throws IllegalArgumentExeption {602603 i f ( x1 == null ) { // P == O?604 pq [ 0 ℄ = x2 ; pq [ 1 ℄ = y2 ;605 return ;606 }607608 i f ( x2 == null ) { // Q==0?609 pq [ 0 ℄ = x1 ;610 pq [ 1 ℄ = y1 ;611 return ;612 }613614 i f ( x1 . equa l s ( x2 ) &&615 ( y1 . equa l s ( y2 ) | | y1 . equa l s ( y2 . negate ( ) ) ) )616 throw new IllegalArgumentExeption ( ) ;617618 //The element e i s the in v e r t e d one .619 IFie ldElement d = ( y2 . sub ( y1 ) ) . mul ( e ) ;620621 pq [ 0 ℄ = d . sq r ( ) . sub ( x1 ) . sub ( x2 ) ;622 pq [ 1 ℄ = d .mul ( x1 . sub (pq [ 0 ℄ ) ) . sub ( y1 ) ;623 }624625 /∗∗626 ∗ Adds two po in t s in p r o j e  t i v e oord ina tes using627 ∗ Montgomerys t r i  k ( in genera l form by Br ie t628 ∗ and Joye ) . The a l gor i thm assumes t ha t the po in t629 ∗ o f d i f f e r e n  e i s in a f f i n e oord ina tes .630 ∗ �param x1

631 ∗ �param z1632 ∗ �param x2633 ∗ �param z2634 ∗ �param x635 ∗ �param a636 ∗ �param b637 ∗ �param pq638 ∗ �throws I l l ega lArgumentExep t ion639 ∗/640641 stat i void addPointsMontgomeryP ( IFie ldElement x1 ,642 IFie ldElement z1 ,643 IFie ldElement x2 ,644 IFie ldElement z2 ,645 IFie ldElement x ,646 IFie ldElement a ,647 IFie ldElement b ,648 IFie ldElement [ ℄ pq)649 throws IllegalArgumentExeption {650651 i f ( z1 . equa l s (BigInteger .ZERO) | |652 z2 . equa l s (BigInteger .ZERO) ) //P=O or Q=O?653 throw new IllegalArgumentExeption ( ) ;654655 //Temporary va lues656 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 ;657658 t1 = b . sh l (2 ) ; // 4b659 t1 = t1 . negate ( ) ; //−4b660 t2 = z1 .mul ( z2 ) ; // z1z2661 t1 = t1 .mul ( t2 ) ; //−4bz1z2662663 t3 = x1 .mul ( z2 ) ; // x1z2664 t4 = x2 .mul ( z1 ) ; // x2z1665 t5 = t3 . add ( t4 ) ; // x1z2 + x2z1666 t1 = t1 .mul ( t5 ) ; //−4bz1z2 ( x1z2 + x2z1 )667668 t5 = x1 .mul ( x2 ) ; //x1x2669670 // t2 = a .mul ( t2 ) ; // az1z2671 t2 = t2 . negate ( ) ;672 t6 = t2 ;
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673 t2 = t2 . sh l (1 ) ;674 t2 = t2 . add ( t6 ) ; //−3z1z2675676 t2 = t5 . sub ( t2 ) ; //x1x2−az1z2677 t2 = t2 . sq r ( ) ; // ( x1x2−az1z2 )^2678679 pq [ 0 ℄ = t1 . add ( t2 ) ; //x3680681 t1 = t3 . sub ( t4 ) ; // x1z2 − x2z1682683 i f ( t1 . equa l s (BigInteger .ZERO) ) //P= \pm Q?684 throw new IllegalArgumentExeption ( ) ;685686 t1 = t1 . sq r ( ) ; // ( x1z2 − x2z1 )^2687688 pq [ 1 ℄ = x .mul ( t1 ) ; // z3689690 }691692 /∗∗693 ∗ Add two po in t s in p r o j e  t i v e oord ina tes .694 ∗ �param x1695 ∗ �param y1696 ∗ �param z1697 ∗ �param x2698 ∗ �param y2699 ∗ �param z2700 ∗ �param pq701 ∗ �throws I l l ega lArgumentExep t ion702 ∗703 ∗/704 stat i void addPointsP ( IFie ldElement x1 ,705 IFie ldElement y1 ,706 IFie ldElement z1 ,707 IFie ldElement x2 ,708 IFie ldElement y2 ,709 IFie ldElement z2 ,710 IFie ldElement [ ℄ pq )711 throws IllegalArgumentExeption {712713 //Temporary v a r i a b l e s714 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 , t8 ;715

716 t1 = y2 .mul ( z1 ) ; // y2z1717 t2 = y1 .mul ( z2 ) ; // y1z2718 t1 = t1 . sub ( t2 ) ; //A719 t3 = x2 .mul ( z1 ) ; // x2z1720 t4 = x1 .mul ( z2 ) ; // x1z2721 t3 = t3 . sub ( t4 ) ; //B722 i f ( t1 . equa l s (BigInteger .ZERO) &&723 t3 . equa l s (BigInteger .ZERO) ) //P=Q?724 // Should use doub le ins tead725 throw new IllegalArgumentExeption ( ) ;726727 t5 = z1 .mul ( z2 ) ; // z1z2728 t6 = t1 . sq r ( ) ; //A^2729 t6 = t6 .mul ( t5 ) ; //A^2z1z2730 t7 = t3 . sq r ( ) ; //B^2731 t8 = t7 .mul ( t3 ) ; //B^3732 t6 = t6 . sub ( t8 ) ; //A^2z1z2−B^3733 t7 = t7 .mul ( t4 ) ; //B^2x1z2734 t6 = t6 . sub ( t7 . s h l (1 ) ) ; //C735 t3 = t3 .mul ( t6 ) ; //X3736 t7 = t7 . sub ( t6 ) ; //B^2x1z2−C737 t7 = t1 .mul ( t7 ) ; //A(B^2x1z2−C)738 t4 = t7 . sub ( t8 . mul ( t2 ) ) ; //Y3739 t5 = t8 .mul ( t5 ) ; //Z3740741 pq [ 0 ℄ = t3 ;742 pq [ 1 ℄ = t4 ;743 pq [ 2 ℄ = t5 ;744 }745746747748 /∗ ∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗749 ∗ Doubling o f a po in t750 ∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗ ∗/751752 /∗∗753 ∗ Double a po in t in modi f ied Jaobian oord ina tes .754 ∗ Express the r e s u l t in Jaobian oord ina tes .755 ∗ �param x1756 ∗ �param y1757 ∗ �param z1758 ∗ �param az1_4157
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759 ∗ �param pp760 ∗/761762 stat i void doublePointJMtoJ ( IFie ldElement x1 ,763 IFie ldElement y1 ,764 IFie ldElement z1 ,765 IFie ldElement az1_4 ,766 IFie ldElement [ ℄ pp ) {767768 //Temporary v a r i a b l e s769 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 ;770771 t1=y1 . sq r ( ) ;772 t2=x1 . sh l (2 ) . mul ( t1 ) ; //A773 t3=x1 . sq r ( ) ;774 t3=t3 . add ( t3 ) . add ( t3 ) ;775 t3=t3 . add ( az1_4 ) ; //B776 t1=t1 . sq r ( ) . s h l (3 ) ; //C777 t4=t3 . sq r ( ) ; //B^2778 t4=t4 . sub ( t2 . s h l (1 ) ) ; //x3779 t5=t3 .mul ( t2 . sub ( t4 ) ) . sub ( t1 ) ; //y3780 t6=y1 . sh l (1 ) . mul ( z1 ) ; // z3781782 //Return va lues783 pp [ 0 ℄ = t4 ;784 pp [ 1 ℄ = t5 ;785 pp [ 2 ℄ = t6 ;786 }787788789790 /∗∗791 ∗ Double a po in t in modi f ied Jaobian oord ina tes .792 ∗ Express the r e s u l t in modi f ied Jaobianoord ina tes .793 ∗ �param x1794 ∗ �param y1795 ∗ �param z1796 ∗ �param az1_4797 ∗ �param pp798 ∗/799800 stat i void doublePointJM ( IFie ldElement x1 ,
801 IFie ldElement y1 ,802 IFie ldElement z1 ,803 IFie ldElement az1_4 ,804 IFie ldElement [ ℄ pp ) {805806 //Temporary v a r i a b l e s807 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 ;808809 t1=y1 . sq r ( ) ;810 t2=x1 . sh l (2 ) . mul ( t1 ) ; //A811 t3=x1 . sq r ( ) ;812 t3=t3 . add ( t3 ) . add ( t3 ) ;813 t3=t3 . add ( az1_4 ) ; //B814 t1=t1 . sq r ( ) . s h l (3 ) ; //C815 t4=t3 . sq r ( ) ; //B^2816 t4=t4 . sub ( t2 . s h l (1 ) ) ; //x3817 t5=t3 .mul ( t2 . sub ( t4 ) ) . sub ( t1 ) ; //y3818 t6=y1 . sh l (1 ) . mul ( z1 ) ; // z3819 t7=t1 . sh l (1 ) . mul ( az1_4 ) ; // az3^4820821 //Return va lues822 pp [ 0 ℄ = t4 ;823 pp [ 1 ℄ = t5 ;824 pp [ 2 ℄ = t6 ;825 pp [ 3 ℄ = t7 ;826 }827828 /∗∗829 ∗ Double a po in t in a f f i n e oord ina tes .830 ∗ Express the r e s u l t in modi f ied Jaobianoord ina tes .831 ∗ �param x1832 ∗ �param y1833 ∗ �param z1834 ∗ �param az1_4835 ∗ �param pp836 ∗/837838 stat i void doublePointAtoJM ( IFie ldElement x1 ,839 IFie ldElement y1 ,840 IFie ldElement a ,841 IFie ldElement [ ℄ pp ) {842
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843 //Temporary v a r i a b l e s844 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 ;845846 t1=y1 . sq r ( ) ;847 t2=x1 . sh l (2 ) . mul ( t1 ) ; //A848 t3=x1 . sq r ( ) ;849 t3=t3 . add ( t3 ) . add ( t3 ) ;850 t3=t3 . add ( a ) ; //B851 t1=t1 . sq r ( ) . s h l (3 ) ; //C852 t4=t3 . sq r ( ) ; //B^2853 t4=t4 . sub ( t2 . s h l (1 ) ) ; //x3854 t5=t3 .mul ( t2 . sub ( t4 ) ) . sub ( t1 ) ; //y3855 t6=y1 . sh l (1 ) ; // z3856 t7=t1 . sh l (1 ) . mul ( a ) ; // az3^4857858 //Return va lues859 pp [ 0 ℄ = t4 ;860 pp [ 1 ℄ = t5 ;861 pp [ 2 ℄ = t6 ;862 pp [ 3 ℄ = t7 ;863 }864865 /∗∗866 ∗ Double a po in t in a f f i n e oord ina tes . Express the867 ∗ r e s u l t in Chudnovsky Jaobian oord ina tes .868 ∗ �param x1869 ∗ �param y1870 ∗ �param pp871 ∗/872 stat i void doublePointAtoJC ( IFie ldElement x1 ,873 IFie ldElement y1 ,874 IFie ldElement zero ,875 IFie ldElement one ,876 IFie ldElement three ,877 IFie ldElement [ ℄ pp )878 throws IllegalArgumentExeption {879880 i f ( x1 == null ) { // P == O?881 pp [ 0 ℄ = one ;882 pp [ 1 ℄ = one ;883 pp [ 2 ℄ = zero ;884 pp [ 3 ℄ = zero ;885 pp [ 4 ℄ = zero ;

886 return ;887 }888889 //Temporary v a r i a b l e s890 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 ;891892 t1 = y1 . sq r ( ) ; // y1^2893 t2 = x1 .mul ( t1 ) ;894 t2 = t2 . sh l (2 ) ; // A895 t3 = y1 . sh l (1 ) ; // z3896 t4 = t1 . sh l (2 ) ; // z3^2 = 4y1^2897 t5 = t4 . sh l (1 ) ;898 t5 = t5 .mul ( y1 ) ; // z3^3 = 8y1^3899 t6 = x1 . sq r ( ) ;900 t6 = t6 . add ( t6 . add ( t6 ) ) . sub ( three ) ; // B901 t1 = t6 . sq r ( ) ; // B^2902 t1 = t1 . sub ( t2 . s h l (1 ) ) ; // x3903 t2 = t6 .mul ( t2 . sub ( t1 ) ) ;904 t2 = t2 . sub ( t5 . mul ( y1 ) ) ; // y3905906 //Return va lues907 pp [ 0 ℄ = t1 ;908 pp [ 1 ℄ = t2 ;909 pp [ 2 ℄ = t3 ;910 pp [ 3 ℄ = t4 ;911 pp [ 4 ℄ = t5 ;912 }913914 /∗∗915 ∗ Double a po in t in a f f i n e oord ina tes . Express the916 ∗ r e s u l t in Jaobian oord ina tes .917 ∗ �param x1918 ∗ �param y1919 ∗ �param pp920 ∗/921922 stat i void doublePointAtoJ ( IFie ldElement x1 ,923 IFie ldElement y1 ,924 IFie ldElement zero ,925 IFie ldElement one ,926 IFie ldElement [ ℄ pp ) {927928 i f ( x1==null ) { // P == O?159
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929 pp [ 0 ℄ = one ;930 pp [ 1 ℄ = one ;931 pp [ 2 ℄ = zero ;932 return ;933 }934935 //Temporary v a r i a b l e s936 IFie ldElement t1 , t2 , t3 , t4 , t5 ;937938 t1 = y1 . sq r ( ) ; // y1^2939 t2 = x1 . sh l (2 ) ;940 t2 = t2 . mul ( t1 ) ; // A941942 t3 = x1 . sub ( one ) . mul ( x1 . add ( one ) ) ;943 t3 = t3 . sh l (1 ) . add ( t3 ) ; // B944 t4 = t3 . sq r ( ) ; // B^2945 t5 = t1 . sh l (1 ) ;946 t5 = t5 . sq r ( ) ;947 t5 = t5 . sh l (1 ) ; // 8y1^4948 t1 = t4 . sub ( t2 . s h l (1 ) ) ; // x3949 t2 = t3 . mul ( t2 . sub ( t1 ) ) . sub ( t5 ) ; // y3950 t3 = y1 . sh l (1 ) ;951952 //Return va lues953 pp [ 0 ℄ = t1 ;954 pp [ 1 ℄ = t2 ;955 pp [ 2 ℄ = t3 ;956 }957958 /∗∗959 ∗ Double a po in t in Jaobian oord ina tes .960 ∗ �param x1961 ∗ �param y1962 ∗ �param z1963 ∗ �param pp964 ∗/965 stat i void doublePointJ ( IFie ldElement x1 ,966 IFie ldElement y1 ,967 IFie ldElement z1 ,968 IFie ldElement zero ,969 IFie ldElement one ,970 IFie ldElement [ ℄ pp ) {971

972 i f ( z1 . equa l s (BigInteger .ZERO) ) { // P == O?973 pp [ 0 ℄ = one ;974 pp [ 1 ℄ = one ;975 pp [ 2 ℄ = zero ;976 return ;977 }978979 //Temporary v a r i a b l e s980 IFie ldElement t1 , t2 , t3 , t4 , t5 ;981982 t1 = y1 . sq r ( ) ; // y1^2983 t2 = x1 . sh l (2 ) ;984 t2 = t2 .mul ( t1 ) ; // A985 t3 = z1 . sq r ( ) ;986 t3 = x1 . sub ( t3 ) . mul ( x1 . add ( t3 ) ) ;987 t3 = t3 . sh l (1 ) . add ( t3 ) ; // B988 t4 = t3 . sq r ( ) ; // B^2989 t5 = t1 . sh l (1 ) ;990 t5 = t5 . sq r ( ) ;991 t5 = t5 . sh l (1 ) ; // 8y1^4992 t1 = t4 . sub ( t2 . s h l (1 ) ) ; // x3993 t2 = t3 .mul ( t2 . sub ( t1 ) ) . sub ( t5 ) ; // y3994 t3 = y1 . sh l (1 ) ;995 t3 = t3 .mul ( z1 ) ; // z3996997 //Return va lues998 pp [ 0 ℄ = t1 ;999 pp [ 1 ℄ = t2 ;1000 pp [ 2 ℄ = t3 ;1001 }10021003 /∗∗1004 ∗ Double a po in t in a f f i n e oord ina tes .1005 ∗ �param x11006 ∗ �param y11007 ∗ �param a1008 ∗ �param pp1009 ∗ �throws I l legarArgumentExept ion1010 ∗/10111012 stat i void doublePointA ( IFie ldElement x1 ,1013 IFie ldElement y1 ,1014 IFie ldElement a ,
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1015 IFie ldElement [ ℄ pp ) {10161017 i f ( x1 == null ) { // P == O?1018 pp [ 0 ℄ = pp [ 1 ℄ = null ;1019 return ;1020 }10211022 i f ( y1 . equa l s ( y1 . negate ( ) ) )1023 throw new IllegalArgumentExeption ( ) ;10241025 //Temporary v a r i a b l e s1026 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 ;10271028 t1 = x1 . sq r ( ) ;1029 t1 = t1 . sh l (1 ) . add ( t1 ) ;1030 t1 = t1 . add ( a ) ;10311032 t2 = y1 . sh l (1 ) ;1033 t2 = t2 . inv ( ) ;10341035 t3 = t1 . mul ( t2 ) ;10361037 t4 = t3 . sq r ( ) ;1038 t4 = t4 . sub ( x1 . sh l (1 ) ) ;10391040 t5 = x1 . sub ( t4 ) ;1041 t6 = t3 . mul ( t5 ) ;1042 t6 = t6 . sub ( y1 ) ;10431044 pp [ 0 ℄ = t4 ;1045 pp [ 1 ℄ = t6 ;1046 }10471048 /∗∗1049 ∗ Double a po in t in a f f i n e oord ina tes1050 ∗ with no i v e r s i o n s .1051 ∗ �param x11052 ∗ �param y11053 ∗ �param a1054 ∗ �param d1055 ∗ �param pp1056 ∗ �throws I l l ega lArgumentExep t ion1057 ∗/

10581059 stat i void doublePointA_NoInversions ( IFie ldElementx1 ,1060 IFie ldElementy1 ,1061 IFie ldElementa ,1062 IFie ldElementd ,1063 IFie ldElement[ ℄ pp )1064 throws IllegalArgumentExeption {10651066 i f ( x1 == null ) { // P == O?1067 pp [ 0 ℄ = pp [ 1 ℄ = null ;1068 return ;1069 }10701071 i f ( y1 . equa l s ( y1 . negate ( ) ) )1072 throw new IllegalArgumentExeption ( ) ;10731074 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 ;10751076 t1 = x1 . sq r ( ) ;1077 t1 = t1 . sh l (1 ) . add ( t1 ) ;1078 t1 = t1 . add ( a ) ;1079 t2 = d ;1080 t3 = t1 .mul ( t2 ) ;10811082 t4 = t3 . sq r ( ) ;1083 t4 = t4 . sub ( x1 . sh l (1 ) ) ;10841085 t5 = x1 . sub ( t4 ) ;1086 t6 = t3 .mul ( t5 ) ;1087 t6 = t6 . sub ( y1 ) ;10881089 pp [ 0 ℄ = t4 ;1090 pp [ 1 ℄ = t6 ;1091 }109210931094 /∗∗1095 ∗ Double a po in t in p r o j e  t i v e oord ina tes using161
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1096 ∗ Montgomerys t r i  k ( in genera l form by1097 ∗ Brie t and Joye ) .1098 ∗ �param x11099 ∗ �param z11100 ∗ �param a1101 ∗ �param b1102 ∗ �param pp1103 ∗/1104 stat i void doublePointMontgomeryP ( IFie ldElement x1,1105 IFie ldElement z1,1106 IFie ldElement a ,1107 IFie ldElement b ,1108 IFie ldElement [ ℄pp )1109 throws IllegalArgumentExeption1110 {1111 //Temporary va lues1112 IFie ldElement t1 , t2 , t3 , t4 , t5 ;11131114 t1 = x1 . sq r ( ) ; //x1^21115 t2 = z1 . sq r ( ) ; // z1^21116 t3 = z1 . mul ( t2 ) ; // z1^31117 t3 = b .mul ( t3 ) ; // bz1^31118 // t2 = t2 . mul (a ) ; // az1^21119 t2 = t2 . negate ( ) ;1120 t4 = t2 ;1121 t2 = t2 . sh l (1 ) ;1122 t2 = t2 . add ( t4 ) ; // az1^211231124 t4 = t1 . sub ( t2 ) ; //x1^2−az1^21125 t4 = t4 . sq r ( ) ; // ( x1^2−az1 ^2)^21126 t5 = x1 . mul ( t3 ) ; // x1bz1^31127 t5 = t5 . sh l (3 ) ; // 8 x1bz1^311281129 pp [ 0 ℄ = t4 . sub ( t5 ) ; //x311301131 t4 = t1 . add ( t2 ) ; //x1^2+az1^21132 t4 = t4 . mul ( x1 ) ; //x1 ( x1^2+az1 ^2)1133 t4 = t4 . add ( t3 ) ; //x1 ( x1^2+az1 ^2)+bz1^31134 t4 = t4 . mul ( z1 ) ; // z1 ( x1 ( x1^2+az1 ^2)+bz1 ^3) ;1135

1136 pp [ 1 ℄ = t4 . s h l (2 ) ; // z31137 }11381139 /∗∗1140 ∗ Double a po in t in a f f i n e oord ina tes using1141 ∗ Montgomerys t r i  k and g i v e the r e s u l t in1142 ∗ p r o j e  t i v e oord ina tes ( in genera l form1143 ∗ by Br ie t and Joye ) .1144 ∗ �param x11145 ∗ �param z11146 ∗ �param a1147 ∗ �param b1148 ∗ �param pp1149 ∗/11501151 stat i void doublePointMontgomeryAtoP ( IFie ldElementx1 ,1152 IFie ldElementa ,1153 IFie ldElementb ,1154 IFie ldElement[ ℄ pp ) {11551156 //Temporary va lues1157 IFie ldElement t1 , t2 , t3 , t4 , t5 ;11581159 t1 = x1 . sq r ( ) ; //x1^21160 t2 = t1 . sub ( a ) . sq r ( ) ; // ( x1^2−a )^21161 t3 = b . mul ( x1 ) ; // bx11162 t3 = t3 . sh l (3 ) ; //8bx11163 pp [ 0 ℄ = t2 . sub ( t3 ) ; // ( x1^2−a )^2−8bx111641165 t1 = t1 .mul ( x1 ) ; //x1^31166 t2 = x1 . negate ( ) ;1167 t3 = t2 ;1168 t2 = t2 . sh l (1 ) ;1169 t2 = t2 . add ( t3 ) ; //−3x11170 t1 = t1 . add ( t2 ) . add (b) ;1171 pp [ 1 ℄ = t1 . s h l (2 ) ;1172 }11731174 /∗∗
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1175 ∗ Double a po in t in a f f i n e oord ina tes top r o j e  t i v e oord ina tes .1176 ∗ �param x11177 ∗ �param y11178 ∗ �param pp1179 ∗/11801181 stat i void doublePointAtoP ( IFie ldElement x1 ,1182 IFie ldElement y1 ,1183 IFie ldElement three ,1184 IFie ldElement [ ℄ pp ) {1185 //Temporary v a r i a b l e s1186 IFie ldElement t1 , t2 , t3 , t4 ;11871188 t1 = x1 . sq r ( ) ; //x1^21189 t1 = t1 . sh l (1 ) . add ( t1 ) ; //3x1^21190 t1 = t1 . sub ( three ) ; //A1191 t2 = y1 . sq r ( ) ; //y1^21192 t3 = x1 . mul ( t2 ) ; //C1193 t4 = t1 . sq r ( ) ; //A^21194 t3 = t3 . sh l (2 ) ; //4C1195 t4 = t4 . sub ( t3 . s h l (1 ) ) ; //D1196 t3 = t3 . sub ( t4 ) ; //4C−D1197 t3 = t1 . mul ( t3 ) ; //A(4C−D)1198 t3 = t3 . sub ( t2 . sq r ( ) . s h l (3 ) ) ; //Y31199 t1 = t2 . sh l (3 ) . mul ( y1 ) ; //Z31200 t2 = y1 . sh l (1 ) . mul ( t4 ) ; //X3;12011202 pp [ 0 ℄ = t2 ;1203 pp [ 1 ℄ = t3 ;1204 pp [ 2 ℄ = t1 ;12051206 }12071208 /∗ ∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗1209 ∗ Uni f i ed add i t ion1210 ∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗∗ ∗/121112121213 /∗∗1214 ∗ Adds two po in t s in p r o j e  t i v e oord ina tes using1215 ∗ the un i f i e d add i t ion formula ( in genera l form1216 ∗ by Br ie t and Joye ) .

1217 ∗ �param x11218 ∗ �param y11219 ∗ �param z11220 ∗ �param x21221 ∗ �param y21222 ∗ �param z21223 ∗ �param pq1224 ∗ �throws I l l ega lArgumentExep t ion1225 ∗/12261227 stat i void addPointsUnifP ( IFie ldElement x1 ,1228 IFie ldElement y1 ,1229 IFie ldElement z1 ,1230 IFie ldElement x2 ,1231 IFie ldElement y2 ,1232 IFie ldElement z2 ,1233 IFie ldElement [ ℄ pq )1234 throws IllegalArgumentExeption {12351236 i f ( y1 . equa l s ( y2 . negate ( ) ) ) //P=−Q?1237 throw new IllegalArgumentExeption ( ) ;12381239 //Temporary va lues1240 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 ;12411242 t1 = z1 .mul ( z2 ) ; //A1243 t2 = x1 .mul ( z2 ) ; //B1244 t3 = x2 .mul ( z1 ) ; //C1245 t4 = y1 .mul ( z2 ) ; //D1246 t5 = y2 .mul ( z1 ) ; //E1247 t6 = t2 . add ( t3 ) ; //F1248 t4 = t4 . add ( t5 ) ; //G1249 t5 = t6 . sq r ( ) ; //F^21250 t5 = t5 . sub ( t2 . mul ( t3 ) ) ; //F^2−BC12511252 t2 = t1 . sq r ( ) ; //A^21253 t2 = t2 . negate ( ) ; //−A^21254 t3 = t2 . sh l (1 ) ; //−2A^21255 t2 = t3 . add ( t2 ) ; //−3A^21256 t5 = t5 . add ( t2 ) ; //H12571258 t2 = t1 .mul ( t4 ) ; //J1259 t1 = t2 .mul ( t4 ) ; //K163
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1260 t3 = t6 . mul ( t1 ) ; //L1261 t4 = t5 . sq r ( ) . sub ( t3 ) ; //M1262 t3 = t3 . sub ( t4 . s h l (1 ) ) ; //L−2M1263 t5 = t5 . mul ( t3 ) ; //H(L−2M)1264 t5 = t5 . sub ( t1 . sq r ( ) ) ; //Y31265 t4 = t4 . sh l (1 ) ; //2M1266 t4 = t4 . mul ( t2 ) ; //X31267 t6 = t2 . sq r ( ) ; //J^21268 t6 = t6 . mul ( t2 ) ; //J^31269 t6 = t6 . sh l (1 ) ; //2J^312701271 pq [ 0 ℄ = t4 ;1272 pq [ 1 ℄ = t5 ;1273 pq [ 2 ℄ = t6 ;1274 }1275 }C.3 Salar Multipliation withoutSPA/DPA CountermeasuresC.3.1 Original IBM Test Implementation1 import java .math .BigInteger ;23 publi f inal lass ECCIBM {4 private stat i f inal BigInteger THREE =5 BigInteger . valueOf (3 ) ;6 /∗∗7 ∗ Sa lar mu l t i p l i  a t i o n using add i t ion−su b t r a  t i on ;8 ∗ see IEEE P1363−2004: A. 1 0 . 3 .9 ∗ �param p_x10 ∗ �param p_y11 ∗ �param a12 ∗ �param m13 ∗ �param k14 ∗ �param b i t l e n15 ∗ �param kp16 ∗ �throws I l l ega lArgumentExep t ion17 ∗/

18 stat i void fp_multiplyPointA (BigInteger p_x ,19 BigInteger p_y ,20 BigInteger a ,21 BigInteger m,22 BigInteger k ,23 int b i t l e n ,24 BigInteger [ ℄ kp )25 throws IllegalArgumentExeption {26 BigInteger e = k .mod(m) ;27 BigInteger h =28 k . mul t ip ly (BigInteger . valueOf (3 ) ) ;2930 BigInteger [ ℄ P = { p_x , p_y } ;31 BigInteger [ ℄ R = { p_x , p_y } ;3233 for ( int i = h . bitLength ( ) − 2 ; i > 0 ; i−−) {34 fp_doublePointA (R[ 0 ℄ ,R[ 1 ℄ , a ,m,R) ;35 i f (h . t e s tB i t ( i ) && ! e . t e s tB i t ( i ) )36 fp_addPointsA (R[ 0 ℄ ,R[ 1 ℄ ,P [ 0 ℄ ,P [ 1 ℄ ,m,R) ;37 else i f ( ! h . t e s tB i t ( i ) && e . t e s tB i t ( i ) )38 fp_addPointsA (R[ 0 ℄ ,R[ 1 ℄ ,P [ 0 ℄ ,39 P [ 1 ℄ . negate ( ) ,m,R) ;40 }41 kp [ 0 ℄ = R [ 0 ℄ ;42 kp [ 1 ℄ = R [ 1 ℄ ;43 }4445 /∗∗46 ∗ Add two a f f i n e po in t s ;47 ∗ see IEEE P1363−2004: A. 1 0 . 1 .48 ∗ �param p_x49 ∗ �param p_y50 ∗ �param q_x51 ∗ �param q_y52 ∗ �param m53 ∗ �param pq54 ∗ �throws I l l ega lArgumentExep t ion55 ∗/56 stat i void fp_addPointsA (BigInteger p_x ,57 BigInteger p_y ,58 BigInteger q_x ,59 BigInteger q_y ,60 BigInteger m,
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61 BigInteger [ ℄ pq )62 throws IllegalArgumentExeption {63 i f (p_x == null ) { // P == O?64 pq [ 0 ℄ = q_x ; pq [ 1 ℄ = q_y ;65 return ;66 }6768 i f (p_x . equa l s (q_x) &&69 (p_y . equa l s (q_y) | |70 p_y . equa l s (q_y . negate ( ) ) ) )71 throw new IllegalArgumentExeption ( ) ;7273 BigInteger d =74 (q_y . subt ra t (p_y) ) .75 mul t ip ly ( ( q_x . subt ra t (p_x) ) . modInverse (m) ) ;7677 pq [ 0 ℄ =78 d . pow (2) . subt ra t (p_x) . subt ra t (q_x) .mod(m) ;79 pq [ 1 ℄ =80 d . mul t ip ly (p_x . subt ra t ( pq [ 0 ℄ ) ) .81 subt ra t (p_y) .mod(m) ;82 }8384 /∗∗85 ∗ Double a po in t in a f f i n e oord ina tes ;86 ∗ see IEEE P1363−2004: A. 1 0 . 1 .87 ∗ �param p_x88 ∗ �param p_y89 ∗ �param a90 ∗ �param m91 ∗ �param pp92 ∗ �throws I l l ega lArgumentExep t ion93 ∗/94 stat i void fp_doublePointA (BigInteger p_x ,95 BigInteger p_y ,96 BigInteger a ,97 BigInteger m,98 BigInteger [ ℄ pp )99 throws IllegalArgumentExeption {100 i f (p_x == null ) { // P == O?101 pp [ 0 ℄ = pp [ 1 ℄ = null ;102 return ;103 }

104105 i f (p_y . equa l s (p_y . negate ( ) ) )106 throw new IllegalArgumentExeption ( ) ;107108 BigInteger d =109 (p_x . pow (2) . mul t ip ly (THREE) . add ( a ) ) .110 mul t ip ly (p_y . s h i f t L e f t (1 ) . modInverse (m) ) ;111 pp [ 0 ℄ =112 d . pow (2) . subt ra t (p_x . s h i f t L e f t (1 ) ) .mod(m) ;113 pp [ 1 ℄ =114 d . mul t ip ly (p_x . subt ra t (pp [ 0 ℄ ) ) .115 subt ra t (p_y) .mod(m) ;116 }117 }C.3.2 Modi�ed IBM Implementation1 import java .math .BigInteger ;23 publi f inal lass ECCIBM implements IECCMultiply{4 /∗∗5 ∗ Sa lar mu l t i p l i  a t i o n using add i t ion−su b t r a  t i on ;6 ∗ see IEEE P1363−2004: A. 1 0 . 3 .7 ∗ �param p_x8 ∗ �param p_y9 ∗ �param a10 ∗ �param m11 ∗ �param k12 ∗ �param kp13 ∗ �throws I l l ega lArgumentExep t ion14 ∗/15 publi void mult ip lyPo int ( IFie ldElement x1 ,16 IFie ldElement y1 ,17 IFie ldElement zero ,18 IFie ldElement one ,19 IFie ldElement three ,20 int [ ℄ naf , int w,21 BigInteger k ,22 IFie ldElement [ ℄ kp )23 throws IllegalArgumentExeption {2425 IFie ldElement [ ℄ P = { x1 , y1 } ;165
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26 IFie ldElement [ ℄ Q = { x1 , y1 } ;2728 for ( int i=naf . length −2; i >=0;i−−) {29 Addition . doublePointA (Q[ 0 ℄ ,Q[ 1 ℄ ,30 three . negate ( ) ,Q) ;31 i f ( naf [ i ℄ == 1)32 Addition . addPointsA (Q[ 0 ℄ ,Q[ 1 ℄ ,33 P [ 0 ℄ ,P [ 1 ℄ ,Q) ;34 else i f ( naf [ i ℄ == −1)35 Addition . addPointsA (Q[ 0 ℄ ,Q[ 1 ℄ ,P [ 0 ℄ ,36 P [ 1 ℄ . negate ( ) ,Q) ;37 }38 kp [ 0 ℄ = Q[ 0 ℄ ;39 kp [ 1 ℄ = Q[ 1 ℄ ;40 }414243 }C.3.3 E�ient Implementation1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCNCM implements IECCMultiply {91011 /∗∗12 ∗ Sa lar mu l t i p l i  a t i o n using wNAF method and mixed13 ∗ oord ina tes assuming I /M < 23;14 ∗ �param x115 ∗ �param y116 ∗ �param a17 ∗ �param m18 ∗ �param k19 ∗ �param kp20 ∗ �throws I l l ega lArgumentExep t ion21 ∗/

2223 publi void mult ip lyPo int ( IFie ldElement x1 ,24 IFie ldElement y1 ,25 IFie ldElement zero ,26 IFie ldElement one ,27 IFie ldElement three ,28 int [ ℄ naf , int w,29 BigInteger k ,30 IFie ldElement [ ℄ kp )31 throws IllegalArgumentExeption {32 int l im i t = ( ( int )Math . pow (2 ,w−1) )−1;3334 HashMap<Intege r , IFie ldElement [ ℄ > preomputed =35 new HashMap<Intege r , IFie ldElement [ ℄ >36 (3∗ l im i t ) ;3738 //Use simul taneous inv e r s i on s in39 // the preomputat ions40 Aux i l i a ry . preompAffine ( x1 , y1 ,w, three . negate ( ) ,41 preomputed ) ;424344 //Use the modi f i a t ion to redue the number o f45 // i n i t i a l d oub l i n g s .46 IFie ldElement [ ℄ q ;47 int s ;48 int k_l = naf [ naf . l ength −1℄ ;4950 //Get the va lue o f kappa51 int kappa = 1 ;52 int  = naf . length −2;53 while ( naf [  ℄==0){54 kappa++;55 −−;56 }57 // I f k_l < l im i t , something an be saved .58 i f ( k_l < l im i t ) {59 q = new IFie ldElement [ 3 ℄ ;60 int l = BigInteger . valueOf ( k_l ) . b i tLength ( ) ;61 int t = ( k_l−( int ) Math . pow(2 , l −1) ) ∗62 ( ( int )Math . pow(2 ,w−l ) )+1;63 IFie ldElement [ ℄ p1 = preomputed . get ( l im i t ) ;64 IFie ldElement [ ℄ p2 = preomputed . get ( t ) ;
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65 Addition . addPointsAtoJ ( p1 [ 0 ℄ , p1 [ 1 ℄ , p2 [ 0 ℄ ,66 p2 [ 1 ℄ , q , one ) ;67 for ( int i =1; i<= kappa−w+l −1; i++)68 Addition . doublePointJ (q [ 0 ℄ , q [ 1 ℄ , q [ 2 ℄ ,69 zero , one , q ) ;70 s =  ;71 }7273 // I f k_l==l im i t , nothing an be saved .74 else {75 IFie ldElement [ ℄ temp = preomputed . get ( k_l ) ;76 q = new IFie ldElement [ 3 ℄ ;77 Addition . doublePointAtoJ ( temp [ 0 ℄ , temp [ 1 ℄ ,78 zero , one , q ) ;79 s = naf . length −3;80 }8182 for ( int i=s ; i >=0; i−−){83 Addition . doublePointJ ( q [ 0 ℄ , q [ 1 ℄ , q [ 2 ℄ , zero ,84 one , q ) ;85 i f ( naf [ i ℄ != 0) {86 // I f naf [ i ℄ != 0 i t i s odd ,87 //and iP has been preomputed .88 IFie ldElement [ ℄ pre =89 preomputed . get ( naf [ i ℄ ) ;90 Addition . addPointsAJtoJ ( pre [ 0 ℄ , pre [ 1 ℄ ,91 q [ 0 ℄ , q [ 1 ℄ , q [ 2 ℄ ,92 q , one ) ;93 }9495 }9697 //Convert the r e s u l t to a f f i n e oord ina tes98 Aux i l i a ry . j aob ianToAf f ine (q , kp ) ;99 }100101102 }

C.4 Salar Multipliation with SPACountermeasuresC.4.1 Double-and-add Always1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCDAA implements IECCMultiply{910 /∗∗11 ∗ Sa lar mu l t i p l i  a t i o n using wNAF method and12 ∗ mixed oord ina tes assuming I /M < 23;13 ∗ �param x114 ∗ �param y115 ∗ �param a16 ∗ �param m17 ∗ �param k18 ∗ �param kp19 ∗ �throws I l l ega lArgumentExep t ion20 ∗/2122 publi void mult ip lyPo int ( IFie ldElement x1 ,23 IFie ldElement y1 ,24 IFie ldElement zero ,25 IFie ldElement one ,26 IFie ldElement three ,27 int [ ℄ naf , int w,28 BigInteger k ,29 IFie ldElement [ ℄ kp )30 throws IllegalArgumentExeption {3132 IFie ldElement [ ℄ q_0 =33 new IFie ldElement [ ℄ { x1 , y1 , one } ;34 IFie ldElement [ ℄ q_1 =35 new IFie ldElement [ ℄ { one , one , z e ro } ;167
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3637 for ( int i=k . bitLength ( ) −2; i >=0;i−−){38 Addition . doublePointJ (q_0 [ 0 ℄ , q_0 [ 1 ℄ , q_0 [ 2 ℄ ,39 zero , one , q_0) ;40 i f ( k . t e s tB i t ( i ) ) {41 Addition . addPointsAJtoJ ( x1 , y1 , q_0 [ 0 ℄ ,42 q_0 [ 1 ℄ , q_0 [ 2 ℄ ,43 q_0 , one ) ;44 }45 else {46 Addition . addPointsAJtoJ ( x1 , y1 , q_0 [ 0 ℄ ,47 q_0 [ 1 ℄ , q_0 [ 2 ℄ ,48 q_1 , one ) ;49 }50 }51 Aux i l i a ry . j aob ianToAf f ine (q_0 , kp ) ;52 }5354 }C.4.2 W-double-and-add Always1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCWD1A implements IECCMultiply{910 /∗∗11 ∗ Sa lar mu l t i p l i  a t i o n using wNAF method12 ∗ (w−double−and−one−add−always ) and mixed13 ∗ oord ina tes .14 ∗ �param x115 ∗ �param y116 ∗ �param a17 ∗ �param m18 ∗ �param k19 ∗ �param kp20 ∗ �throws I l l ega lArgumentExep t ion
21 ∗/22 publi void mult ip lyPo int ( IFie ldElement x1 ,23 IFie ldElement y1 ,24 IFie ldElement zero ,25 IFie ldElement one ,26 IFie ldElement three ,27 int [ ℄ naf , int w,28 BigInteger k ,29 IFie ldElement [ ℄ kp )30 throws IllegalArgumentExeption {3132 //Preomputations33 int l im i t = ( ( int )Math . pow (2 ,w−1) ) ;3435 HashMap<Intege r , IFie ldElement [ ℄ > preomputed =36 new HashMap<Intege r , IFie ldElement [ ℄ >(3∗ l im i t) ;3738 //Both even and odd mu l t i p l e s should be39 // preomputed40 Aux i l i a ry . preompAffineWithEven( x1 , y1 ,w,41 three . negate ( ) ,42 preomputed ) ;43 preomputed . put (0 ,new IFie ldElement [ ℄ { x1 , y1 }) ;444546 IFie ldElement [ ℄ s t a r t =47 preomputed . get ( naf [ naf . l ength −1℄) ;48 IFie ldElement [ ℄ q0 =49 new IFie ldElement [ ℄ { s t a r t [ 0 ℄ , s t a r t [ 1 ℄ , one } ;50 IFie ldElement [ ℄ q1 = new IFie ldElement [ 3 ℄ ;5152 for ( int i=naf . length −2; i >=0; i−−){53 for ( int j=w; j >0; j−−){54 Addition . doublePointJ ( q0 [ 0 ℄ , q0 [ 1 ℄ , q0 [ 2 ℄ ,55 zero , one , q0 ) ;56 }5758 IFie ldElement [ ℄ pre = preomputed . get ( naf [ i℄ ) ;59 Addition . addPointsAJtoJ ( pre [ 0 ℄ , pre [ 1 ℄ , q0 [ 0 ℄ ,60 q0 [ 1 ℄ , q0 [ 2 ℄ , q1 , one ) ;61
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Montgomery'sLadderAlgorithm

62 i f ( naf [ i ℄ != 0) {63 q0 [ 0 ℄ = q1 [ 0 ℄ ;64 q0 [ 1 ℄ = q1 [ 1 ℄ ;65 q0 [ 2 ℄ = q1 [ 2 ℄ ;66 }67 else {68 q0 [ 0 ℄ = q0 [ 0 ℄ ;69 q0 [ 1 ℄ = q0 [ 1 ℄ ;70 q0 [ 2 ℄ = q0 [ 2 ℄ ;71 }72 }7374 Aux i l i a ry . j aob ianToAf f ine ( q0 , kp ) ;75 }76 }C.4.3 Montgomery's Ladder Algorithm1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCMontgomery implements IECCMultiply{910 /∗∗11 ∗ Sa lar mu l t i p l i  a t i o n using Montgomery ' s l adder ;12 ∗ �param x113 ∗ �param y114 ∗ �param a15 ∗ �param b16 ∗ �param one17 ∗ �param k18 ∗ �param kp19 ∗ �throws I l l ega lArgumentExep t ion20 ∗/2122 publi void mult ip lyPo int ( IFie ldElement x1 ,23 IFie ldElement y1 ,
24 IFie ldElement a ,25 IFie ldElement b ,26 IFie ldElement one ,27 int [ ℄ naf , int w,28 BigInteger k ,29 IFie ldElement [ ℄ kp )30 throws IllegalArgumentExeption {3132 IFie ldElement [ ℄ p1 , p2 ;33 p1 = new IFie ldElement [ ℄ { x1 , one } ;34 p2 = new IFie ldElement [ 2 ℄ ;3536 // F i r s t doub l ing in a f f i n e −> p ro j e  t i v e37 Addition . doublePointMontgomeryAtoP ( x1 , a , b , p2 ) ;3839 for ( int i = k . bitLength ( ) − 2 ; i >= 0 ; i−−) {40 i f ( ! k . t e s tB i t ( i ) ) {41 //Addit ion and doub l ing42 Addition . addPointsMontgomeryP( p1 [ 0 ℄ ,43 p1 [ 1 ℄ ,44 p2 [ 0 ℄ ,45 p2 [ 1 ℄ ,46 x1 , a , b ,47 p2 ) ;48 Addition . doublePointMontgomeryP ( p1 [ 0 ℄ ,49 p1 [ 1 ℄ ,50 a , b , p1 ) ;5152 }53 else {54 //Addit ion and doub l ing55 Addition . addPointsMontgomeryP( p1 [ 0 ℄ ,56 p1 [ 1 ℄ ,57 p2 [ 0 ℄ ,58 p2 [ 1 ℄ ,59 x1 , a , b ,60 p1 ) ;61 Addition . doublePointMontgomeryP ( p2 [ 0 ℄ ,62 p2 [ 1 ℄ ,63 a , b , p2 ) ;64 }65 }66 //Get the a f f i n e r ep r e s en t a t i on o f [ k ℄P169
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67 Aux i l i a ry . g e tA f f i n e ( p1 [ 0 ℄ , p1 [ 1 ℄ , p2 [ 0 ℄ , p2 [ 1 ℄ , x1 ,68 y1 , a , b , kp ) ;69 }70 }C.4.4 Uni�ed Addition1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCUnif implements IECCMultiply{910 /∗∗11 ∗ Sa lar mu l t i p l i  a t i o n using un i f i e d12 ∗ add i t ion formulas .13 ∗ �param x114 ∗ �param y115 ∗ �param zero16 ∗ �param one17 ∗ �param three18 ∗ �param naf19 ∗ �param w20 ∗ �param k21 ∗ �param kp22 ∗ �throws I l l ega lArgumentExep t ion23 ∗/2425 publi void mult ip lyPo int ( IFie ldElement x1 ,26 IFie ldElement y1 ,27 IFie ldElement zero ,28 IFie ldElement one ,29 IFie ldElement three ,30 int [ ℄ naf , int w,31 BigInteger k ,32 IFie ldElement [ ℄ kp )33 throws IllegalArgumentExeption {3435 //Preomputations

36 int l im i t = ( ( int )Math . pow (2 ,w−1) )−1;3738 HashMap<Intege r , IFie ldElement [ ℄ > preomputed =39 new HashMap<Intege r , IFie ldElement [ ℄ >(3∗ l im i t) ;4041 preomputed . put (1 ,new IFie ldElement [ ℄ { x1 , y1 , one}) ;42 preomputed . put (−1 ,43 new IFie ldElement [ ℄ { x1 ,44 y1 . negate ( ) ,45 one }) ;46 IFie ldElement [ ℄ p_sqr = new IFie ldElement [ 3 ℄ ;47 Addition . doublePointAtoP ( x1 , y1 , three , p_sqr ) ;4849 //Preompute [\pm 3℄P , . . . , [ \ pm(2^{w−1}−1) ℄P50 IFie ldElement [ ℄ most_reent =51 new IFie ldElement [ ℄ { x1 , y1 , one } ;5253 for ( int i =3; i <= l im i t ; i+=2){54 // Ca lu la te [ i ℄P55 Addition . addPointsP ( most_reent [ 0 ℄ ,56 most_reent [ 1 ℄ ,57 most_reent [ 2 ℄ ,58 p_sqr [ 0 ℄ , p_sqr [ 1 ℄ ,59 p_sqr [ 2 ℄ , most_reent ) ;60 preomputed . put ( i ,new IFie ldElement [ ℄ {61 most_reent [ 0 ℄ ,62 most_reent [ 1 ℄ ,63 most_reent [ 2 ℄ } ) ;64 // Ca lu la te [− i ℄P65 preomputed . put(− i ,new IFie ldElement [ ℄ {66 most_reent [ 0 ℄ ,67 most_reent [ 1 ℄ . negate ( ) ,68 most_reent [ 2 ℄ } ) ;69 }7071 IFie ldElement [ ℄ s t a r t =72 preomputed . get ( naf [ naf . l ength −1℄) ;73 IFie ldElement [ ℄ q =74 new IFie ldElement [ ℄ { s t a r t [ 0 ℄ ,75 s t a r t [ 1 ℄ ,76 s t a r t [ 2 ℄ } ;
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SidehannelAtomiity

77 preomputed . put (0 , q ) ;7879 int sigma = 0 ;80 int i = naf . length −2;81 while ( i >= 0)82 {83 IFie ldElement [ ℄ pre =84 preomputed . get ( sigma ) ;85 Addition . addPointsUnifP ( pre [ 0 ℄ , pre [ 1 ℄ ,86 pre [ 2 ℄ , q [ 0 ℄ ,87 q [ 1 ℄ , q [ 2 ℄ , q ) ;88 sigma = Auxi l i a ry . p s i ( sigma , naf [ i ℄ ) ;89 i = i+Auxi l i a ry . phi ( sigma )−1;90 }9192 Aux i l i a ry . p r o j e  t i v eToAf f i n e ( q , kp ) ;93 }94 }C.4.5 Side hannel Atomiity1 import java . lang .Math ;2 import java . u t i l . ArrayList ;345 publi f inal lass AtomiityMatrix {67 /∗∗8 ∗ Returns a matrix d e f i n in g the s ide−hannel9 ∗ atomi b l o  k s used in the a tomi i ty a l gor i thm .10 ∗/1112 publi stat i int [ ℄ [ ℄ getMatr ix ( ) {1314 return new int [ ℄ [ ℄ {15 //Define doub le16 new int [ ℄ { 4 , 3 , 3 , 5 , 1 , 4 , 4 , 4 , 1 , 4 } ,17 new int [ ℄ { 4 , 4 , 5 , 5 , 4 , 4 , 6 , 6 , 4 , 5 } ,18 new int [ ℄ { 6 , 2 , 3 , 5 , 4 , 5 , 5 , 3 , 6 , 6 } ,19 new int [ ℄ { 4 , 2 , 2 , 4 , 4 , 4 , 6 , 6 , 4 , 5 } ,20 new int [ ℄ { 6 , 4 , 1 , 6 , 6 , 6 , 6 , 7 , 6 , 6 } ,21 new int [ ℄ { 8 , 5 , 5 , 1 , 7 , 8 , 7 , 7 , 2 , 3 } ,
22 new int [ ℄ { 4 , 4 , 4 , 4 , 4 , 4 , 4 , 6 , 1 , 6 } ,23 new int [ ℄ { 6 , 5 , 6 , 2 , 4 , 6 , 8 , 8 , 4 , 5 } ,24 //Define add i t ion25 new int [ ℄ { 4 , 3 , 3 , 5 , 2 , 3 , 5 , 5 , 3 , 4 } ,26 new int [ ℄ { 5 , 1 0 , 4 , 6 , 1 0 , 4 , 5 , 6 , 5 , 1 0} ,27 new int [ ℄ { 6 , 1 1 , 3 , 7 , 1 , 5 , 7 , 8 , 5 , 7 } ,28 new int [ ℄ { 6 , 6 , 4 , 8 , 6 , 4 , 8 , 8 , 4 , 8 } ,29 new int [ ℄ { 3 , 7 , 3 , 8 , 7 , 3 , 3 , 8 , 8 , 7 } ,30 new int [ ℄ { 8 , 7 , 7 , 9 , 1 0 , 1 1 , 9 , 9 , 8 , 7 } ,31 new int [ ℄ { 5 , 5 , 8 , 9 , 5 , 5 , 6 , 4 , 5 , 8 } ,32 new int [ ℄ { 7 , 7 , 8 , 9 , 7 , 9 , 4 , 4 , 2 , 6 } ,33 new int [ ℄ { 1 , 4 , 4 , 1 , 1 , 9 , 4 , 5 , 1 , 5 } ,34 new int [ ℄ { 5 , 4 , 5 , 8 , 5 , 5 , 7 , 8 , 5 , 7 } ,35 new int [ ℄ { 2 , 6 , 7 , 2 , 2 , 5 , 7 , 7 , 2 , 5 }} ;36 }37 }1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCAtomiity implements IECCMultiply{910 private stat i f inal int [ ℄ [ ℄ A_low =11 AtomiityMatrix . getMatr ix ( ) ;1213 /∗∗14 ∗ Sa lar mu l t i p l i  a t i o n using wNAF method and15 ∗ mixed oord ina tes . SPA ountermeasure :16 ∗ s ide−hannel a tomi i ty .17 ∗ �param x118 ∗ �param y119 ∗ �param a20 ∗ �param m21 ∗ �param k22 ∗ �param kp23 ∗ �throws I l l ega lArgumentExep t ion24 ∗/2526 publi void mult ip lyPo int ( IFie ldElement x1 ,171
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27 IFie ldElement y1 ,28 IFie ldElement zero ,29 IFie ldElement one ,30 IFie ldElement three ,31 int [ ℄ naf , int w,32 BigInteger k ,33 IFie ldElement [ ℄ kp )34 throws IllegalArgumentExeption {3536 // I n i t i a l i s e temporary v a r i a b l e s37 IFie ldElement [ ℄ R = new IFie ldElement [ 1 2 ℄ ;38 for ( int i =0; i <12; i++)39 R[ i ℄ = one ;4041 //Preomputations42 int l im i t = ( ( int )Math . pow(2 ,w−1) )−1;4344 HashMap<Intege r , IFie ldElement [ ℄ > preomputed =45 new HashMap<Intege r , IFie ldElement [ ℄ >(3∗ l im i t) ;4647 Aux i l i a ry . preompAffine ( x1 , y1 ,w, three . negate ( ) ,48 preomputed ) ;49 preomputed . put (0 ,new IFie ldElement [ ℄ { x1 , y1 }) ;505152 IFie ldElement [ ℄ s t a r t =53 preomputed . get ( naf [ naf . l ength −1℄) ;54 R[1 ℄= s t a r t [ 0 ℄ ;55 R[2 ℄= s t a r t [ 1 ℄ ;56 int s=1;57 int m=0;58 for ( int i=naf . length −2; i >=0;i−=s ) {59 int k_i = naf [ i ℄ ;60 IFie ldElement [ ℄ p = preomputed . get ( naf [ i ℄ ) ;61 R[ 1 0 ℄ = p [ 0 ℄ ;62 R[ 1 1 ℄ = p [ 1 ℄ ;63 m = ( s==1)? 0 : m+1;64 int t = Auxi l i a ry . phi ( k_i ) ;65 s = ( int ) ( ( t==0)? Math . f l o o r (m/7) :66 Math . f l o o r (m/18) ) ;6768 //Perform the side−hannel atomi b l o  k
69 R[A_low[m℄ [ 0 ℄ ℄ =70 R[A_low[m℄ [ 1 ℄ ℄ . mul (R[A_low [m℄ [ 2 ℄ ℄ ) ;71 R[A_low[m℄ [ 3 ℄ ℄ =72 R[A_low[m℄ [ 4 ℄ ℄ . add (R[A_low [m℄ [ 5 ℄ ℄ ) ;73 R[A_low[m℄ [ 6 ℄ ℄ =74 R[A_low[m℄ [ 6 ℄ ℄ . negate ( ) ;75 R[A_low[m℄ [ 7 ℄ ℄ =76 R[A_low[m℄ [ 8 ℄ ℄ . add (R[A_low [m℄ [ 9 ℄ ℄ ) ;77 }78 Aux i l i a ry . j aob ianToAf f ine (new IFie ldElement [ ℄ {79 R[ 1 ℄ ,R[ 2 ℄ ,R[ 3 ℄ } ,80 kp ) ;81 }82 }C.5 Salar Multipliation withDPA CountermeasuresC.5.1 Point Randomization by Blinding1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCPointBlinding implementsIECCMultiply {910 /∗∗11 ∗ Sa lar mu l t i p l i  a t i o n using wNAF method and mixed12 ∗ oord ina tes . DPA ountermeasure : Point13 ∗ randomization by b l i n d i n g .14 ∗ �param x115 ∗ �param y116 ∗ �param a17 ∗ �param m18 ∗ �param k
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PointRandomizationbyBlinding

19 ∗ �param kp20 ∗ �throws I l l ega lArgumentExep t ion21 ∗/2223 publi void mult ip lyPo int ( IFie ldElement x1 ,24 IFie ldElement y1 ,25 IFie ldElement zero ,26 IFie ldElement one ,27 IFie ldElement three ,28 int [ ℄ naf , int w,29 BigInteger k ,30 IFie ldElement [ ℄ kp )31 throws IllegalArgumentExeption {3233 //Get the random pair (Q,[− k ℄Q) . The method34 //getRandom of the  l a s s RandomPoints s imu la te s35 //a random poin t on the urve .36 IFie ldElement [ ℄ r =37 RandomPoints . getRandom(k . bitLength ( ) ) ;38 IFie ldElement [ ℄ t = new IFie ldElement [ 2 ℄ ;39 Addition . addPointsA ( x1 , y1 , r [ 0 ℄ , r [ 1 ℄ , t ) ;4041 //Preompute [\pm 3℄P , . . . , [ \ pm(2^{w−1}−1) ℄P42 int l im i t = ( ( int )Math . pow(2 ,w−1) )−1;43 HashMap<Intege r , IFie ldElement [ ℄ > preomputed =44 new HashMap<Intege r , IFie ldElement [ ℄ >(3∗ l im i t) ;4546 Aux i l i a ry . preompAffine ( t [ 0 ℄ , t [ 1 ℄ ,w,47 three . negate ( ) ,48 preomputed ) ;4950 //Use the modi f i a t ion to redue the number51 // o f i n i t i a l d oub l i n g s .52 IFie ldElement [ ℄ q ;53 int s ;54 int k_l = naf [ naf . l ength −1℄ ;5556 //Get the va lue o f kappa57 int kappa = 1 ;58 int  = naf . length −2;59 while ( naf [  ℄==0){60 kappa++;

61 −−;62 }6364 // I f k_l < l im i t , something an be saved .65 i f ( k_l < l im i t ) {66 q = new IFie ldElement [ 3 ℄ ;67 //Number o f b i t s in k_l68 int l = BigInteger . valueOf ( k_l ) . b i tLength ( ) ;69 int m = (k_l−( int ) Math . pow(2 , l −1) ) ∗70 ( ( int )Math . pow(2 ,w−l ) )+1;71 IFie ldElement [ ℄ p1 = preomputed . get ( l im i t ) ;72 IFie ldElement [ ℄ p2 = preomputed . get (m) ;73 Addition . addPointsAtoJ ( p1 [ 0 ℄ , p1 [ 1 ℄ ,74 p2 [ 0 ℄ , p2 [ 1 ℄ , q , one ) ;75 for ( int i =1; i<= kappa−w+l −1; i++)76 Addition . doublePointJ (q [ 0 ℄ , q [ 1 ℄ , q [ 2 ℄ ,77 zero , one , q ) ;78 s =  ;79 }8081 // I f k_l==l im i t , nothing an be saved .82 else {83 IFie ldElement [ ℄ temp = preomputed . get ( k_l ) ;84 q = new IFie ldElement [ 3 ℄ ;85 Addition . doublePointAtoJ ( temp [ 0 ℄ , temp [ 1 ℄ ,86 zero , one , q ) ;87 s = naf . length −3;88 }8990 for ( int i=s ; i >=0; i−−){91 Addition . doublePointJ (q [ 0 ℄ , q [ 1 ℄ , q [ 2 ℄ ,92 zero , one , q ) ;93 i f ( naf [ i ℄ != 0) {94 // I f naf [ i ℄ != 0 i t i s odd , and95 // [ i ℄P i s preomputed .96 IFie ldElement [ ℄ pre =97 preomputed . get ( naf [ i ℄ ) ;98 Addition . addPointsAJtoJ ( pre [ 0 ℄ , pre [ 1 ℄ ,99 q [ 0 ℄ , q [ 1 ℄ , q [ 2 ℄ ,100 q , one ) ;101 }102 }103173
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104 //Add [−k ℄Q to ge t [ k ℄P.105 Addition . addPointsAJtoJ ( r [ 2 ℄ , r [ 3 ℄ , q [ 0 ℄ , q [ 1 ℄ , q[ 2 ℄ , q , one ) ;106 Aux i l i a ry . j aob ianToAf f ine (q , kp ) ;107 }108 }C.5.2 Point Randomization byRedundany1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCPointRandomization implementsIECCMultiply {910 /∗∗11 ∗ Sa lar mu l t i p l i  a t i o n using wNAF method and mixed12 ∗ oord ina tes . DPA ountermeasure : Point13 ∗ randomization by redundany .14 ∗ �param x115 ∗ �param y116 ∗ �param a17 ∗ �param m18 ∗ �param k19 ∗ �param kp20 ∗ �throws I l l ega lArgumentExep t ion21 ∗/2223 publi void mult ip lyPo int ( IFie ldElement x1 ,24 IFie ldElement y1 ,25 IFie ldElement zero ,26 IFie ldElement one ,27 IFie ldElement three ,28 int [ ℄ naf , int w,29 BigInteger k ,30 IFie ldElement [ ℄ kp )
31 throws IllegalArgumentExeption {3233 //Preomputations34 int l im i t = ( ( int )Math . pow (2 ,w−1) )−1;3536 HashMap<Intege r , IFie ldElement [ ℄ > preomputed =37 new HashMap<Intege r , IFie ldElement [ ℄ >(3∗ l im i t) ;3839 Aux i l i a ry . preompAffine ( x1 , y1 ,w, three . negate ( ) ,40 preomputed ) ;414243 //Randomize the r ep r e s en t a t i on in44 // Jaobian oord ina tes45 IFie ldElement r f e =46 RandomFieldElement . getRandom(k . bitLength ( ) ) ;47 IFie ldElement rfe_2 = r f e . sq r ( ) ;48 IFie ldElement rfe_3 = rfe_2 . mul ( r f e ) ;4950 //Use the modi f i a t ion to redue the number o f51 // i n i t i a l d oub l i n g s .52 IFie ldElement [ ℄ q ;53 int s ;54 int k_l = naf [ naf . l ength −1℄ ;5556 //Get the va lue o f kappa57 int kappa = 1 ;58 int  = naf . length −2;59 while ( naf [  ℄==0){60 kappa++;61 −−;62 }6364 // I f k_l < l im i t something an be saved .65 i f ( k_l < l im i t ) {66 q = new IFie ldElement [ 3 ℄ ;67 //Number o f b i t s in k_l68 int l = BigInteger . valueOf ( k_l ) . b i tLength ( ) ;69 int t = ( k_l−( int ) Math . pow(2 , l −1) ) ∗70 ( ( int )Math . pow (2 ,w−l ) ) +1;71 IFie ldElement [ ℄ p1 = preomputed . get ( l im i t ) ;72 IFie ldElement [ ℄ p2 = preomputed . get ( t ) ;
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CurveRandomizationbyIsomorphisms

73 Addition . addPointsAtoJ ( p1 [ 0 ℄ , p1 [ 1 ℄ , p2 [ 0 ℄ ,74 p2 [ 1 ℄ , q , one ) ;7576 //Randomize the po in t77 q [ 0 ℄ = q [ 0 ℄ . mul ( rfe_2 ) ;78 q [ 1 ℄ = q [ 1 ℄ . mul ( rfe_3 ) ;79 q [ 2 ℄ = q [ 2 ℄ . mul ( r f e ) ;80 for ( int i =1; i<= kappa−w+l −1; i++)81 Addition . doublePointJ (q [ 0 ℄ , q [ 1 ℄ , q [ 2 ℄ ,82 zero , one , q ) ;83 s =  ;84 }8586 // I f k_l==l im i t nothing an be saved .87 else {88 IFie ldElement [ ℄ temp =89 preomputed . get ( k_l ) ;90 q = new IFie ldElement [ 3 ℄ ;91 Addition . doublePointAtoJ ( temp [ 0 ℄ , temp [ 1 ℄ ,92 zero , one , q ) ;9394 //Randomize the po in t95 q [ 0 ℄ = q [ 0 ℄ . mul ( rfe_2 ) ;96 q [ 1 ℄ = q [ 1 ℄ . mul ( rfe_3 ) ;97 q [ 2 ℄ = q [ 2 ℄ . mul ( r f e ) ;98 s = naf . length −3;99 }100101 for ( int i=s ; i >=0; i−−){102 Addition . doublePointJ ( q [ 0 ℄ , q [ 1 ℄ , q [ 2 ℄ ,103 zero , one , q ) ;104 i f ( naf [ i ℄ != 0) { // I f naf [ i ℄ != 0 i t i s odd ,105 //and [ i ℄P has106 //been preomputed .107 IFie ldElement [ ℄ pre =108 preomputed . get ( naf [ i ℄ ) ;109 Addition . addPointsAJtoJ ( pre [ 0 ℄ , pre [ 1 ℄ ,110 q [ 0 ℄ , q [ 1 ℄ , q [ 2 ℄ ,111 q , one ) ;112 }113 }114 Aux i l i a ry . j aob ianToAf f ine (q , kp ) ;115 }

116 }C.5.3 Curve Randomization byIsomorphisms1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCCurveRandomization implementsIECCMultiply {910 private stat i f inal ECCNCM nm = new ECCNCM() ;1112 /∗∗13 ∗ Sa lar mu l t i p l i  a t i o n using wNAF method and mixed14 ∗ oord ina tes . DPA ountermeasure : Point15 ∗ randomization by redundany .16 ∗ �param x117 ∗ �param y118 ∗ �param a19 ∗ �param m20 ∗ �param k21 ∗ �param kp22 ∗ �throws I l l ega lArgumentExep t ion23 ∗/2425 publi void mult ip lyPo int ( IFie ldElement x1 ,26 IFie ldElement y1 ,27 IFie ldElement zero ,28 IFie ldElement one ,29 IFie ldElement three ,30 int [ ℄ naf , int w,31 BigInteger k ,32 IFie ldElement [ ℄ kp )33 throws IllegalArgumentExeption {34 int l im i t = ( ( int )Math . pow (2 ,w−1) )−1;35175
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36 HashMap<Intege r , IFie ldElement [ ℄ > preomputed =37 new HashMap<Intege r , IFie ldElement [ ℄ >(3∗ l im i t) ;3839 //Randomize the urve40 IFie ldElement mu =41 RandomFieldElement . getRandom(k . bitLength ( ) ) ;42 IFie ldElement mu_inv = mu. inv ( ) ;43 IFie ldElement mu_inv_2 = mu_inv . sq r ( ) ;44 IFie ldElement mu_inv_3 = mu_inv_2 .mul (mu_inv) ;4546 //The  o e f f i  i e n t a ' on the new urve47 IFie ldElement a_prime = mu_inv_2 . sqr ( ) ;48 a_prime =49 a_prime . negate ( ) . sub ( a_prime) . sub ( a_prime) ;5051 i f ( a_prime . equa l s (BigInteger . valueOf (−3) ) ) {52 //We an use the e f f i  i e n t sheme53 nm . mul t ip lyPo int ( x1 , y1 , zero , one , three , naf ,w, k , kp ) ;54 return ;55 }5657 //The po in t P ' on the new urve58 x1 = x1 . mul (mu_inv_2) ;59 y1 = y1 . mul (mu_inv_3) ;6061 //Values needed to r e t r i e v e [ k ℄P62 IFie ldElement mu_2 = mu. sqr ( ) ;63 IFie ldElement mu_3 = mu_2. mul (mu) ;6465 //Preomputations66 Aux i l i a ry . preompAffine ( x1 , y1 ,w,67 a_prime , preomputed ) ;6869 //Use the modi f i a t ion to redue the number70 // o f i n i t i a l d oub l i n g s .71 IFie ldElement [ ℄ q_m;72 int s ;73 int k_l = naf [ naf . l ength −1℄ ;7475 //Get the va lue o f kappa76 int kappa = 1 ;

77 int  = naf . length −2;78 while ( naf [  ℄==0){79 kappa++;80 −−;81 }8283 // I f k_l < l im i t something an be saved .84 i f ( k_l < l im i t ) {85 q_m = new IFie ldElement [ 4 ℄ ;86 //Number o f b i t s in k_l87 int l = BigInteger . valueOf ( k_l ) . b i tLength ( ) ;88 int t = ( k_l−( int ) Math . pow(2 , l −1) ) ∗89 ( ( int )Math . pow(2 ,w−l ) )+1;90 IFie ldElement [ ℄ p1 = preomputed . get ( l im i t ) ;91 IFie ldElement [ ℄ p2 = preomputed . get ( t ) ;92 Addition . addPointsAtoJM ( p1 [ 0 ℄ , p1 [ 1 ℄ , p2 [ 0 ℄ ,93 p2 [ 1 ℄ , a_prime ,94 q_m, one ) ;95 for ( int i =1; i<= kappa−w+l −1; i++)96 Addition . doublePointJM (q_m[ 0 ℄ ,q_m[ 1 ℄ ,97 q_m[ 2 ℄ ,q_m[ 3 ℄ ,98 q_m) ;99 s =  ;100 }101102 // I f k_l==l im i t nothing an be saved .103 else {104 IFie ldElement [ ℄ temp = preomputed . get ( k_l ) ;105 q_m = new IFie ldElement [ 4 ℄ ;106 Addition . doublePointAtoJM ( temp [ 0 ℄ , temp [ 1 ℄ ,107 a_prime ,q_m) ;108 s = naf . length −3;109 }110111 //Perform the s a l a r mu l t i p l i  a t i o n112 IFie ldElement [ ℄ q_j = new IFie ldElement [ 3 ℄ ;113 for ( int i=s ; i >=0; i−−){114 i f ( naf [ i ℄ !=0) {115 //Double to Jaobian oord ina tes .116 //This g i v e s a more e f f i  i e n t add i t ion .117 Addition . doublePointJMtoJ (q_m[ 0 ℄ ,q_m[ 1 ℄ ,118 q_m[ 2 ℄ ,q_m[ 3 ℄ ,119 q_j ) ;
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SPA&DPACountermeasures

120121 //Get the preomputed po in t122 IFie ldElement [ ℄ pre =123 preomputed . get ( naf [ i ℄ ) ;124125 //Express the r e s u l t o f the add i t ion in126 //modi f ied Jaobian oord ina tes127 // to ge t a more e f f i  i e n t doub l ing .128 Addition . addPointsAJtoJM ( pre [ 0 ℄ , pre [ 1 ℄ ,129 q_j [ 0 ℄ , q_j [ 1 ℄ ,130 q_j [ 2 ℄ , a_prime ,131 q_m, one ) ;132 }133 else134 Addition . doublePointJM (q_m[ 0 ℄ ,q_m[ 1 ℄ ,135 q_m[ 2 ℄ ,q_m[ 3 ℄ ,136 q_m) ;137 }138139 //Return the a f f i n e po in t [ k ℄P using the140 //random isomorphism to ge t from [ k ℄P ' to [ k ℄P.141 Aux i l i a ry . j aob ianToAf f ine (new IFie ldElement [ ℄ {142 q_m[ 0 ℄ ,q_m[ 1 ℄ ,143 q_m[ 2 ℄ } , kp ) ;144 kp [ 0 ℄ = kp [ 0 ℄ . mul (mu_2) ;145 kp [ 1 ℄ = kp [ 1 ℄ . mul (mu_3) ;146147 }148 }C.6 Salar Multipliation withSPA & DPA CountermeasuresC.6.1 Montgomery's Ladder Algorithm& Point Randomization by Redundany1 import java .math .BigInteger ;2 import java . lang .Math ;

3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCMgPr implements IECCMultiply{910 /∗∗11 ∗ Sa lar mu l t i p l i  a t i o n . SPA ountermeasure :12 ∗ Montgomery ' s l adder . DPA ountermeasure :13 ∗ Point randomization by redundany .14 ∗ �param x115 ∗ �param y116 ∗ �param a17 ∗ �param b18 ∗ �param one19 ∗ �param k20 ∗ �param kp21 ∗ �throws I l l ega lArgumentExep t ion22 ∗/2324 publi void mult ip lyPo int ( IFie ldElement x1 ,25 IFie ldElement y1 ,26 IFie ldElement a ,27 IFie ldElement b ,28 IFie ldElement one ,29 int [ ℄ naf , int w,30 BigInteger k ,31 IFie ldElement [ ℄ kp )32 throws IllegalArgumentExeption {3334 //Randomize the r ep r e s en t a t i on in35 // p r o j e  t i v e oord ina tes36 IFie ldElement r f e =37 RandomFieldElement . getRandom(k . bitLength ( ) ) ;38 IFie ldElement rndx = x1 .mul ( r f e ) ;39 IFie ldElement rndy = y1 .mul ( r f e ) ;40 IFie ldElement [ ℄ p1 , p2 ;41 p1 = new IFie ldElement [ ℄ { rndx , r f e } ;42 p2 = new IFie ldElement [ 2 ℄ ;4344 // F i r s t doub l ing i s a f f i n e −> p ro j e  t i v e45 Addition . doublePointMontgomeryP ( x1 , one , a , b , p2 ) ;177
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46 for ( int i = k . bitLength ( ) − 2 ; i >= 0 ; i−−){47 i f ( ! k . t e s tB i t ( i ) ) {48 //Addit ion and doub l ing49 Addition . addPointsMontgomeryP( p1 [ 0 ℄ ,50 p1 [ 1 ℄ ,51 p2 [ 0 ℄ ,52 p2 [ 1 ℄ ,53 x1 , a , b ,54 p2 ) ;55 Addition . doublePointMontgomeryP ( p1 [ 0 ℄ ,56 p1 [ 1 ℄ ,57 a , b , p1 ) ;5859 }60 else {61 //Addit ion and doub l ing62 Addition . addPointsMontgomeryP( p1 [ 0 ℄ ,63 p1 [ 1 ℄ ,64 p2 [ 0 ℄ ,65 p2 [ 1 ℄ ,66 x1 , a , b ,67 p1 ) ;68 Addition . doublePointMontgomeryP ( p2 [ 0 ℄ ,69 p2 [ 1 ℄ ,70 a , b , p2 ) ;71 }72 }73 //Get the a f f i n e r ep r e s en t a t i on o f [ k ℄P74 Aux i l i a ry . g e tA f f i n e ( p1 [ 0 ℄ , p1 [ 1 ℄ , p2 [ 0 ℄ , p2 [ 1 ℄ , x1 ,75 y1 , a , b , kp ) ;76 }77 }C.6.2 Side hannel Atomiity & PointRandomization by Blinding1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;

678 publi f inal lass ECCAtPb implements IECCMultiply{910 //The atomi i ty matrix11 private stat i f inal int [ ℄ [ ℄ A_low =12 AtomiityMatrix . getMatr ix ( ) ;1314 /∗∗15 ∗ Sa lar mu l t i p l i  a t i o n using wNAF method and mixed16 ∗ oord ina tes . SPA ountermeasure : Atomiity . DPA17 ∗ ountermeasure : Point randomization by b l i n d i n g .18 ∗ �param x119 ∗ �param y120 ∗ �param a21 ∗ �param m22 ∗ �param k23 ∗ �param kp24 ∗ �throws I l l ega lArgumentExep t ion25 ∗/26 publi void mult ip lyPo int ( IFie ldElement x1 ,27 IFie ldElement y1 ,28 IFie ldElement zero ,29 IFie ldElement one ,30 IFie ldElement three ,31 int [ ℄ naf , int w,32 BigInteger k ,33 IFie ldElement [ ℄ kp )34 throws IllegalArgumentExeption {3536 //Get the random pair (Q,[− k ℄Q) The method37 //getRandom of the  l a s s RandomPoints s imu la te s38 //a random poin t on the urve .39 IFie ldElement [ ℄ r =40 RandomPoints . getRandom(k . bitLength ( ) ) ;41 IFie ldElement [ ℄ t = new IFie ldElement [ 2 ℄ ;42 Addition . addPointsA ( x1 , y1 , r [ 0 ℄ , r [ 1 ℄ , t ) ;4344 IFie ldElement [ ℄ R = new IFie ldElement [ 1 2 ℄ ;45 for ( int i =0; i <12; i++)46 R[ i ℄ = one ;4748 int l im i t = ( ( int )Math . pow (2 ,w−1) )−1;
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4950 HashMap<Intege r , IFie ldElement [ ℄ > preomputed =51 new HashMap<Intege r , IFie ldElement [ ℄ >(3∗ l im i t) ;5253 Aux i l i a ry . preompAffine ( t [ 0 ℄ , t [ 1 ℄ ,w,54 three . negate ( ) ,55 preomputed ) ;56 preomputed . put (0 , t ) ;5758 IFie ldElement [ ℄ s t a r t =59 preomputed . get ( naf [ naf . l ength −1℄) ;60 R[1 ℄= s t a r t [ 0 ℄ ;61 R[2 ℄= s t a r t [ 1 ℄ ;62 int s=1;63 int m=0;64 for ( int i=naf . length −2; i >=0;i−=s ) {65 int k_i = naf [ i ℄ ;66 IFie ldElement [ ℄ p = preomputed . get ( naf [ i ℄ ) ;67 R[ 1 0 ℄ = p [ 0 ℄ ;68 R[ 1 1 ℄ = p [ 1 ℄ ;69 m = ( s==1)? 0 : m+1;70 int u = Auxi l i a ry . phi ( k_i ) ;71 s = ( int ) ( ( u==0)? Math . f l o o r (m/7) :72 Math . f l o o r (m/18) ) ;7374 //Perform the side−hannel atomi b l o  k75 R[A_low [m℄ [ 0 ℄ ℄ =76 R[A_low[m℄ [ 1 ℄ ℄ . mul (R[A_low[m℄ [ 2 ℄ ℄ ) ;77 R[A_low [m℄ [ 3 ℄ ℄ =78 R[A_low[m℄ [ 4 ℄ ℄ . add (R[A_low[m℄ [ 5 ℄ ℄ ) ;79 R[A_low [m℄ [ 6 ℄ ℄ =80 R[A_low[m℄ [ 6 ℄ ℄ . negate ( ) ;81 R[A_low [m℄ [ 7 ℄ ℄ =82 R[A_low[m℄ [ 8 ℄ ℄ . add (R[A_low[m℄ [ 9 ℄ ℄ ) ;83 }84 IFie ldElement [ ℄ q = new IFie ldElement [ 3 ℄ ;85 Addition . addPointsAJtoJ ( r [ 2 ℄ , r [ 3 ℄ ,R[ 1 ℄ ,R[ 2 ℄ ,86 R[ 3 ℄ , q , one ) ;87 Aux i l i a ry . j aob ianToAf f ine (q , kp ) ;88 }89 }

C.6.3 Side hannel Atomiity & PointRandomization by Redundany1 import java .math .BigInteger ;2 import java . lang .Math ;3 import java . u t i l . ArrayList ;4 import java . u t i l .HashMap ;5 import java . u t i l .Map;678 publi f inal lass ECCAtPr implements IECCMultiply{910 //The atomi i ty matrix11 private stat i f inal int [ ℄ [ ℄ A_low =12 AtomiityMatrix . getMatr ix ( ) ;1314 /∗∗15 ∗ Sa lar mu l t i p l i  a t i o n using wNAF method and mixed16 ∗ oord ina tes . SPA ountermeasure : Atomiity . DPA17 ∗ ountermeasure : Point randomization by redundany18 ∗ �param x119 ∗ �param y120 ∗ �param a21 ∗ �param m22 ∗ �param k23 ∗ �param kp24 ∗ �throws I l l ega lArgumentExep t ion25 ∗/2627 publi void mult ip lyPo int ( IFie ldElement x1 ,28 IFie ldElement y1 ,29 IFie ldElement zero ,30 IFie ldElement one ,31 IFie ldElement three ,32 int [ ℄ naf , int w,33 BigInteger k ,34 IFie ldElement [ ℄ kp )35 throws IllegalArgumentExeption {3637 // I n i t i a l i z e temporary v a r i a b l e s38 IFie ldElement [ ℄ R = new IFie ldElement [ 1 2 ℄ ;179
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39 for ( int i =0; i <12; i++)40 R[ i ℄ = one ;4142 //Preomputations43 int l im i t = ( ( int )Math . pow(2 ,w−1) )−1;4445 HashMap<Intege r , IFie ldElement [ ℄ > preomputed =46 new HashMap<Intege r , IFie ldElement [ ℄ >(3∗ l im i t) ;4748 Aux i l i a ry . preompAffine ( x1 , y1 ,w, three . negate ( ) ,49 preomputed ) ;50 preomputed . put (0 ,new IFie ldElement [ ℄ { x1 , y1 }) ;5152 //Randomize the r ep r e s en t a t i on in53 // Jaobian oord ina tes54 IFie ldElement r f e =55 RandomFieldElement . getRandom(k . bitLength ( ) ) ;56 IFie ldElement rfe_2 = r f e . sq r ( ) ;57 IFie ldElement rfe_3 = rfe_2 .mul ( r f e ) ;5859 //Randomize the po in t60 IFie ldElement [ ℄ s t a r t =61 preomputed . get ( naf [ naf . l ength −1℄) ;62 R[1 ℄= s t a r t [ 0 ℄ . mul ( rfe_2 ) ;63 R[2 ℄= s t a r t [ 1 ℄ . mul ( rfe_3 ) ;64 R[ 3 ℄ = r f e ;65 int s=1;66 int m=0;6768 for ( int i=naf . length −2; i >=0;i−=s )69 {70 int k_i = naf [ i ℄ ;71 IFie ldElement [ ℄ p =72 preomputed . get ( naf [ i ℄ ) ;73 R[ 1 0 ℄ = p [ 0 ℄ ;74 R[ 1 1 ℄ = p [ 1 ℄ ;75 m = ( s==1)? 0 : m+1;76 int t = Auxi l i a ry . phi ( k_i ) ;77 s = ( int ) ( ( t==0)? Math . f l o o r (m/7) :78 Math . f l o o r (m/18) ) ;7980 //Perform the side−hannel atomi b l o  k .
81 R[A_low[m℄ [ 0 ℄ ℄ =82 R[A_low [m℄ [ 1 ℄ ℄ . mul (R[A_low[m℄ [ 2 ℄ ℄ ) ;83 R[A_low[m℄ [ 3 ℄ ℄ =84 R[A_low [m℄ [ 4 ℄ ℄ . add (R[A_low[m℄ [ 5 ℄ ℄ ) ;85 R[A_low[m℄ [ 6 ℄ ℄ =86 R[A_low [m℄ [ 6 ℄ ℄ . negate ( ) ;87 R[A_low[m℄ [ 7 ℄ ℄ =88 R[A_low [m℄ [ 8 ℄ ℄ . add (R[A_low[m℄ [ 9 ℄ ℄ ) ;89 }90 Aux i l i a ry . j aob ianToAf f ine (new IFie ldElement [ ℄ {91 R[ 1 ℄ ,R[ 2 ℄ ,R[ 3 ℄ } ,92 kp ) ;93 }94 }C.7 Auxiliary Methods1 import java . u t i l .HashMap ;2 import java . u t i l .Map;3 import java . u t i l . ArrayList ;4 import java .math .BigInteger ;56 publi f inal lass Auxi l i a ry {78 /∗∗9 ∗ Calu la t ion o f the non ad jaent form .10 ∗ �param n11 ∗ �param w12 ∗/1314 stat i int [ ℄ getNAF(BigInteger n) {15 return getWNAF(n , 2 ) ;16 }171819 /∗∗20 ∗ Calu la t ion o f the width−w non−ad jaent form .21 ∗ �param n22 ∗ �param w23 ∗ �throws I l l ega lArgumentExep t ion24 ∗/
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2526 stat i int [ ℄ getWNAF(BigInteger n , int w)27 {28 ArrayList <Intege r> ns =29 new ArrayList <Intege r >() ;3031 BigInteger two = BigInteger . valueOf (2 ) ;32 BigInteger pow = two . pow(w) ;3334 i f (w <= 1)35 throw new IllegalArgumentExeption ( ) ;3637 while (n . ompareTo(BigInteger . valueOf (0 ) ) == 1) {38 //n odd?39 i f ( n . t e s tB i t (0 ) ) {40 BigInteger n_i = mods(n , pow) ;41 ns . add ( n_i . intValue ( ) ) ;42 n = n . subt ra t ( n_i ) ;43 }44 else45 ns . add (0) ;46 //Divide by 247 n = n . sh i f tR i gh t (1 ) ;48 }4950 int [ ℄ r e s = new int [ ns . s i z e ( ) ℄ ;51 for ( int i =0; i<ns . s i z e ( ) ; i++)52 r e s [ i ℄ = ns . get ( i ) ;53 return r e s ;54 }5556 /∗∗57 ∗ Simultaneous inv e r s i on in F_p.58 ∗ �param a59 ∗ �param b60 ∗/6162 stat i void simInv ( IFie ldElement [ ℄ a ,63 IFie ldElement [ ℄ b ) {64 int j = a . l ength ;65 IFie ldElement [ ℄  = new IFie ldElement [ j ℄ ;66  [ 0 ℄ = a [ 0 ℄ ;67 for ( int i =1; i<= j −1; i++)
68  [ i ℄ = a [ i ℄ . mul (  [ i −1℄) ;69 IFie ldElement u =  [ j −1℄ . inv ( ) ;70 for ( int i=j −1; i >=1; i−−){71 b [ i ℄ = u . mul (  [ i −1℄) ;72 u = u . mul ( a [ i ℄ ) ;73 }74 b [ 0 ℄ = u ;75 }7677 /∗∗78 ∗ Preomputation in a f f i n e oord ina tes using79 ∗ s imul taneous inv e r s i on .80 ∗ Returns [ 1 ℄P , [ 3 ℄P, . . . , [ 2 ^ {w−1}−1℄P.81 ∗ �param x182 ∗ �param y183 ∗ �param w84 ∗ �param a85 ∗ �param preomputed86 ∗/8788 stat i void preompAffine ( IFie ldElement x1 ,89 IFie ldElement y1 ,90 int w, IFie ldElement a ,91 HashMap<Intege r ,92 IFie ldElement [ ℄ >93 preomputed ) {9495 //Tempotary arrays f o r the oord ina tes o f the96 // preomputed po in t s .97 IFie ldElement [ ℄ x =98 new IFie ldElement [ ( ( int )Math . pow (2 ,w−1) ) ℄ ;99 IFie ldElement [ ℄ y =100 new IFie ldElement [ ( ( int )Math . pow (2 ,w−1) ) ℄ ;101 IFie ldElement [ ℄ temp = new IFie ldElement [ 2 ℄ ;102103 Addition . doublePointA ( x1 , y1 , a , temp) ;104 x [ 0 ℄ = x1 ;105 y [ 0 ℄ = y1 ;106 x [ 1 ℄ = temp [ 0 ℄ ; //x−oord ina te o f 2p107 y [ 1 ℄ = temp [ 1 ℄ ; //y−oord ina te o f 2p108109 IFie ldElement [ ℄ d ;110 IFie ldElement [ ℄ e ;181
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111 for ( int i =1; i<=w−2; i++){112 int s = ( ( int )Math . pow(2 , i −1) )+1;113 int pw = ( ( int )Math . pow (2 , i ) ) ;114 int t = ( ( int )Math . pow(2 , i +1) ) ;115116117 //Use simul taneous inv e r s i on118 i f ( i != w−2){119 d = new IFie ldElement [ s ℄ ;120 e = new IFie ldElement [ s ℄ ;121 for ( int k=0; k< s−1; k++)122 d [ k ℄ = x [pw−1℄ . sub (x [2∗ k ℄ ) ;123 d [ s−1℄ = y [pw−1℄ . s h l (1 ) ;124 }125 else {// [2^{w−1}℄P i s not used126 s−−;127 d = new IFie ldElement [ s ℄ ;128 e = new IFie ldElement [ s ℄ ;129 for ( int k=0; k<= s−1; k++)130 d [ k ℄ = x [pw−1℄ . sub (x [2∗ k ℄ ) ;131 }132133 simInv (d , e ) ;134135 //Compute [2 s−1℄P , . . . , [ 2 s−3+2^i ℄P, [2^{ i +1}℄P136 int k=0;137 for ( int j=pw+1; j <= t−1; j+=2){138 Addition .139 addPointsA_NoInversions( x [ j−pw−1℄ ,140 y [ j−pw−1℄ ,141 x [pw−1℄ ,142 y [pw−1℄ ,143 e [ k ℄ ,144 temp) ;145 x [ j −1℄ = temp [ 0 ℄ ;146 y [ j −1℄ = temp [ 1 ℄ ;147 k++;148 }149 i f ( i != w−2){ // [2^{w−1}℄P i s not used150 int h = 2∗pw ;151 Addition .152 doublePointA_NoInversions ( x [ pw−1℄ ,153 y [pw−1℄ ,
154 a , e [ s−1℄ ,155 temp) ;156 x [ h−1℄ = temp [ 0 ℄ ;157 y [ h−1℄ = temp [ 1 ℄ ;158 }159 }160161 //Return the preomputed po in t s in the162 // supp l i e d Hashmap .163 int l im i t = ( ( int )Math . pow (2 ,w−1) )−1;164 for ( int i = 1 ; i<=l im i t ; i+=2){165 preomputed . put ( i ,new IFie ldElement [ ℄ {166 x [ i −1℄ ,y [ i −1℄}) ;167 preomputed . put(− i ,new IFie ldElement [ ℄ {168 x [ i −1℄ ,169 y [ i −1℄ . negate ( ) }) ;170 }171 }172173 /∗∗174 ∗ Calu la t ion o f the width−w non−ad jaent form fo r175 ∗ w−double−one−add always (Okeya & Takagi ) .176 ∗ �param n177 ∗ �param w178 ∗/179180 stat i int [ ℄ getWNAFDummy(BigInteger n , int w){181182 ArrayList <Intege r> ns =183 new ArrayList <Intege r >() ;184 BigInteger two = BigInteger . valueOf (2 ) ;185 BigInteger pow = two . pow(w) ;186 while ( n . ompareTo(BigInteger . valueOf (0 ) )==1){187 BigInteger n_i = mods(n , pow) ;188 ns . add ( n_i . intValue ( ) ) ;189 n = n . subt ra t ( n_i ) ;190 n = n . sh i f tR i gh t (w) ;191 }192 int [ ℄ r e s = new int [ ns . s i z e ( ) ℄ ;193 for ( int i =0; i<ns . s i z e ( ) ; i++)194 r e s [ i ℄ = ns . get ( i ) ;195 return r e s ;196 }
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197198199 /∗∗200 ∗ Preomputation in a f f i n e oord ina tes using201 ∗ s imul taneous inv e r s i on .202 ∗ Returns [ 1 ℄P , [ 2 ℄ P, . . . , [ 2 ^ {w−1}℄P.203 ∗ �param x1204 ∗ �param y1205 ∗ �param w206 ∗ �param a207 ∗ �param preomputed208 ∗/209210 stat i void preompAffineWithEven( IFie ldElement x1 ,211 IFie ldElement y1 ,212 int w,213 IFie ldElement a ,214 HashMap<Intege r ,215 IFie ldElement [ ℄ >216 preomputed ) {217218 //Tempotary arrays f o r the oord ina tes o f the219 //preomputed po in t s .220 IFie ldElement [ ℄ x =221 new IFie ldElement [ ( ( int )Math . pow (2 ,w−1) ) ℄ ;222 IFie ldElement [ ℄ y =223 new IFie ldElement [ ( ( int )Math . pow (2 ,w−1) ) ℄ ;224 IFie ldElement [ ℄ temp = new IFie ldElement [ 2 ℄ ;225226 Addition . doublePointA ( x1 , y1 , a , temp) ;227 x [ 0 ℄ = x1 ;228 y [ 0 ℄ = y1 ;229 x [ 1 ℄ = temp [ 0 ℄ ; //x−oord ina te o f 2p230 y [ 1 ℄ = temp [ 1 ℄ ; //y−oord ina te o f 2p231232 for ( int i =1; i<=w−2; i++){233 int s = ( ( int )Math . pow(2 , i −1) )+1;234 int pw = ( ( int )Math . pow (2 , i ) ) ;235 int h = ( ( int )Math . pow(2 , i +1) ) ;236237 //Use simul taneous inv e r s i on238 IFie ldElement [ ℄ d = new IFie ldElement [pw ℄ ;239 IFie ldElement [ ℄ e = new IFie ldElement [pw ℄ ;
240 for ( int k=0; k < pw−1; k++)241 d [ k ℄ = x [pw−1℄ . sub (x [ k ℄ ) ;242 d [pw−1℄ = y [pw−1℄ . s h l (1 ) ;243 simInv (d , e ) ;244245 //Compute [2 s−1℄P, [ 2 s ℄P . . . , [ 2 s−3+2^i ℄P,246 // [2^{ i +1}℄P247 int k=0;248 for ( int j=pw+1; j <= h−1; j++){249 Addition .250 addPointsA_NoInversions( x [ j−pw−1℄ ,251 y [ j−pw−1℄ ,252 x [pw−1℄ ,253 y [pw−1℄ ,254 e [ k ℄ , temp) ;255 x [ j −1℄ = temp [ 0 ℄ ;256 y [ j −1℄ = temp [ 1 ℄ ;257 k++;258 }259260 Addition .261 doublePointA_NoInversions ( x [ pw−1℄ ,262 y [pw−1℄ ,263 a , e [pw−1℄ ,264 temp) ;265 x [ h−1℄ = temp [ 0 ℄ ;266 y [ h−1℄ = temp [ 1 ℄ ;267 }268269 //Return the preomputed po in t s in the270 // supp l i e d Hashmap .271 int l im i t = ( ( int )Math . pow (2 ,w−1) ) ;272 for ( int i = 1 ; i<=l im i t ; i++){273 preomputed . put ( i ,new IFie ldElement [ ℄ {274 x [ i −1℄ ,y [ i −1℄}) ;275 preomputed . put(− i ,new IFie ldElement [ ℄ {276 x [ i −1℄ ,277 y [ i −1℄ . negate ( ) }) ;278 }279 }280281 /∗∗282 ∗ Returns n mod s − the sma l l e s t re s idue in183



AppendixC.SoureCode

283 ∗ ab so l u t e va lue . This i s unique284 ∗ i f n i s odd .285 ∗ �param n286 ∗ �param s287 ∗/288289 private stat i BigInteger mods(BigInteger n ,290 BigInteger s ) {291 BigInteger r1 = n .mod( s ) ;292 BigInteger r2 = r1 . subt ra t ( s ) ;293 i f ( r2 . abs ( ) . ompareTo( r1 . abs ( ) ) == −1)294 return r2 ;295 else296 return r1 ;297 }298299 /∗∗300 ∗ Convert a Jaobian po in t to an a f f i n e one .301 ∗ �param j302 ∗ �param a303 ∗/304305 stat i void j a ob ianToAf f ine ( IFie ldElement [ ℄ j ,306 IFie ldElement [ ℄ a ) {307 i f ( j [ 2 ℄ . equa l s (BigInteger . valueOf (0 ) ) ) {308 a [ 0 ℄ = null ;309 a [ 1 ℄ = null ;310 return ;311 }312313 IFie ldElement z_inv = j [ 2 ℄ . inv ( ) ;314 IFie ldElement z_sqr_inv = z_inv . sq r ( ) ;315 IFie ldElement z_ube_inv = z_sqr_inv .mul ( z_inv ) ;316317 a [ 0 ℄ = j [ 0 ℄ . mul ( z_sqr_inv ) ;318 a [ 1 ℄ = j [ 1 ℄ . mul ( z_ube_inv ) ;319 }320321 /∗∗322 ∗ Returns a po in t from the HashMap323 ∗ �param j324 ∗ �param a325 ∗/

326327 stat i IFie ldElement [ ℄328 getPreomputed (HashMap<Intege r , IFie ldElement [ ℄ >329 p , int n , IFie ldElement p_x ,330 IFie ldElement p_y) {331332 IFie ldElement [ ℄ pre = p . get (n) ;333 return ( pre != null ) ? pre : p . get (3 ) ;334 }335336337 /∗∗338 ∗ Calu la t ion o f a f f i n e oord ina tes339 ∗ i n  l ud ing y−reovery .340 ∗ �param x1341 ∗ �param z1342 ∗ �param x2343 ∗ �param z2344 ∗ �param x345 ∗ �param y346 ∗ �param a347 ∗ �param b348 ∗ �param r349 ∗ �throws I l l ega lArgumentExep t ion350 ∗/351352 stat i void g e tA f f i n e ( IFie ldElement x1 ,353 IFie ldElement z1 ,354 IFie ldElement x2 ,355 IFie ldElement z2 ,356 IFie ldElement x ,357 IFie ldElement y ,358 IFie ldElement a ,359 IFie ldElement b ,360 IFie ldElement [ ℄ r ) {361362 i f ( z2 . equa l s (BigInteger .ZERO) ) //Q=O?363 throw new IllegalArgumentExeption ( ) ;364365 //Temporary v a r i a b l e s366 IFie ldElement t1 , t2 , t3 , t4 , t5 , t6 , t7 ;367368 t1 = x1 .mul ( z1 . inv ( ) ) ;
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369 t2 = x2 . mul ( z2 . inv ( ) ) ;370371 t3 = t1 . mul ( x ) . add ( a ) ;372 t4 = t1 . add (x ) ;373 t3 = t3 . mul ( t4 ) ; // ( x3x1−3)( x3+x1 )374375 t4 = x . sub ( t1 ) ;376 t4 = t4 . sq r ( ) ;377 t4 = t4 . mul ( t2 ) ; //x2 ( x3−x1 )^2378379 t3 = t3 . sub ( t4 ) ;380 t3 = t3 . add (b . sh l (1 ) ) ; //2b+(x3x1−3)( x3+x1 )−381 //x2 ( x3−x1 )^2382383 t2 = (y . sh l (1 ) ) . inv ( ) ;384 t3 = t3 . mul ( t2 ) ;385386 r [ 0 ℄ = t1 ;387 r [ 1 ℄ = t3 ;388 }389390391 /∗∗392 ∗ Calu la t ion o f a f f i n e oord ina tes from393 ∗ p r o j e  t i v e ones .394 ∗ �param p395 ∗ �param a396 ∗ �throws I l l ega lArgumentExep t ion397 ∗/398399 stat i void p ro j e  t i v eToAf f i n e ( IFie ldElement [ ℄ p ,
400 IFie ldElement [ ℄ a ) {401402 i f ( p [ 2 ℄ . equa l s (BigInteger .ZERO) ) //P=O?403 throw new IllegalArgumentExeption ( ) ;404405 IFie ldElement inv = p [ 2 ℄ . inv ( ) ;406407 a [ 0 ℄ = p [ 0 ℄ . mul ( inv ) ;408 a [ 1 ℄ = p [ 1 ℄ . mul ( inv ) ;409 }410411 /∗∗412 ∗ Returns 0 or k depending on the va lue o f sigma413 ∗ �param sigma414 ∗ �param k415 ∗/416417 stat i int ps i ( int sigma , int k ) {418 return ( sigma == 0) ? k : 0 ;419 }420421 /∗∗422 ∗ Returns 0 or 1 depending on the va lue o f sigma423 ∗ �param sigma424 ∗/425426 stat i int phi ( int sigma ) {427 return ( sigma == 0) ? 0 : 1 ;428 }429430 }
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