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Abstract
When proving the security of a message authentication scheme, the messages are considered
to be atomic objects. Straightforward application of such schemes to some information resources
may introduce security flaws. Gennaro and Rohatgi (Crypto ’97) identified the streams of data
as an important class of information resources that can not be considered to be message-like,
and they proposed a solution to the problem of stream signing when the stream is not known
in advance.
The disadvantage of digital signing streams of data is that it is not efficient when nonrepudiation is not important, as in the case of point-to-point communications. We present
several schemes and also a family of schemes for stream authentication in a unicast setting.
Since many authentication schemes have been broken, we will prove our solutions.
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Introduction

Streams of data, such as audio or video transmission, data feeds, etc., are now quite common on
the internet. A stream is a bit sequence of finite, but a priori unknown length that a sender sends
to one or more recipients [15, 4]. The difference between a stream and a message is that the stream
must be processed as it is received. Streams occur naturally when the buffer/memory is shorter
than the length of the message, or when on-line processing (e.g., by a human receiver) is required.
Therefore, streams are usually divided into chunks that can be easily manipulated.
Gennaro and Rohatgi [15] were the first to propose a signing scheme for streams of data. Their
scheme is based on a chain of one-time signatures [8, 23, 24] and provides both authenticity and
non-repudiation. Several multicast stream authentication schemes based on similar concepts were
proposed subsequently [32, 10, 1, 31, 4, 27, 25].
In many applications on the internet, non-repudiation is not necessary. A typical example is
peer-to-peer stream communication. Moreover, besides applications like audio or video, interactive
communications can also be described as a stream generated by two parties. E-mail conversations,
chat, etc. are such examples. While the problem of multicast stream authentication setting has been
extensively studied in the past years, the problem of peer-to-peer (or unicast) stream authentication
(without non-repudiation) has not been studied formally. Clearly, one can use a multicast stream
authentication scheme in a unicast setting. However, this approach is not very efficient since
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multicast schemes require frequent change of keys (i.e., one key is used to authenticate a relatively
small group of packets).

Our contributions
In this paper, we adapt the notions of existential forgery, unforgeability and exact security [17, 2]
to the case of peer-to-peer stream authentication.
We present several peer-to-peer stream authentication schemes. To prove the security of these
schemes we introduce the concepts of stream authentication tree and stream authentication forest. We prove the security of a family of peer-to-peer stream authentication schemes based on
authentication forest.
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Unforgeable Stream Authentication

In a stream signature scheme, the data sequence is divided into smaller pieces we refer to as chunks,
and an authenticator is assigned to each chunk. The decision whether a particular chunk is accepted
as authentic is made based on the portion of the stream up to that chunk and the authenticator
associated with that chunk. Thus, the delay between the moment when the chunk is received and
the moment when it is accepted is reduced allowing for the receiver to consume the incoming bits
almost as they arrive.
We must be able to distinguish between the end of the stream and the state that data is
continuing to arrive. This strategy allows the receiver to know whether the adversary has shortened
the message by deleting the last chunks. Note that this security property is not achieved by
Gennaro-Rohatgi [15].
A stream signature scheme consists of a key generation algorithm G, a signing algorithm S and
a verifying algorithm V. The key generation algorithm G outputs a pair of keys (s, p). The signing
algorithm S takes as input a key s and a stream M = (M 1 , . . . , Ml ). Based on the key s and
(M1 , . . . , Mi ) it computes a µi . We call the l-tuple µ = (µ1 , . . . , µl ) the stream signature of M.
µi (i ≤ l) is called a temporary signature.
On input a key p, (M1 , . . . , Mi ), and (µ1 , . . . , µi ), algorithm V outputs i type/authenticity pairs
((b1 , v1 ), . . . , (bi , vi )), where the type bits bj ∈ {0, 1} are used to indicate whether the corresponding
chunk is the last chunk in the stream or not, and the authenticity bits v j ∈ {0, 1} indicate whether
the chunk is valid (accepted) or not. We say that the string M 1 || . . . ||Mi is accepted as partial
stream if the stream M1 || . . . ||Mi−1 is accepted as a partial stream, the type bit b i is zero and
the authenticity bit vi is one (authentic). The string M1 || . . . ||Mi is accepted as complete stream
if M1 || . . . ||Mi−1 is accepted as a partial stream (or i equals one), the type bit b i is one and
the authenticity bit vi is one. If the stream M1 || . . . ||Mi is not accepted, then it is rejected. It
is obvious that if the stream M1 || . . . ||Mi is rejected or accepted as complete, then the streams
M1 || . . . ||Mj (i < j ≤ l) are rejected. A formal definition follows.
Definition 1 (Stream Signature Scheme) A stream signature scheme is a triple (G, S, V ) of
probabilistic polynomial-time algorithms satisfying the following conditions:
1. The algorithm G (called the key generator) outputs a pair of bit strings (s, p).
2. On input a string s and (M1 , . . . , Mi ), where Mi ∈ {0, 1}+ the signing algorithm S outputs
µi ∈ {0, 1}+ . If the complete stream is M = (M1 , . . . , Ml ) we call µ = (µ1 , . . . , µl ) the stream
signature, where l ∈ {1, 2, 3, . . .}.
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3. On input a string p, (M1 , . . . , Mi ) and (µ1 , . . . , µi ) (Mi , µi ∈ {0, 1}+ ), the verification algorithm V outputs i type/authenticity pairs (b 1 , v1 ), . . . , (bi , vi ), bj , vj ∈ {0, 1}. If there is a
k ∈ {1, 2, . . . , i} such that bk = 1 or vk = 0, then the authenticity bits vj (k < j ≤ l) are zero,
where l is the number of chunks Mi in the complete stream M = (M1 , . . . , Ml ).
4. For every pair (s, p) in the range of G, and for every M = (M 1 , . . . , Ml ), Mi ∈ {0, 1}+ , l ∈
{1, 2, 3, . . .}, algorithms S and V satisfy
∀i : 1 ≤ i < l Pr[V (p, Pref i (M), Pref i (S(s, M))) = ((0, 1), (0, 1), . . . , (0, 1), (0, 1) )] = 1
{z
}
|
i−pairs

Pr[V (p, M, S(s, M)) = ((0, 1), (0, 1), . . . , (0, 1), (1, 1) )] = 1
{z
}
|
l−pairs

where Pref i ((x1 , x2 , . . . , xl )) = (x1 , x2 , . . . , xi ). The probability is taken over the internal coin
tosses of S and V .
The previous definition says nothing about the security of the scheme. In order to prove that
a particular stream signature scheme is secure, we need first to define what it means for a stream
signature scheme to be secure. We will follow the existential forgery and exact security approaches
[2, 17] and we will consider the private key (stream authentication) case only. The security of a
public key stream signature scheme can be defined in a similar manner. The only difference is that
the adversary in a public key scheme has access to the verification key p.
An adversary for a stream authentication scheme is a probabilistic algorithm E with oracle
access to a signing and a verifying algorithm for a random but secret key pair (s, p). The adversary
can request a stream signature of an arbitrary stream M by writing M = (M 1 , . . . , Ml ) on a special
query tape. The signing oracle computes the signature µ and returns it to E. E can also ask
the verifier whether µ is a valid signature for M by writing (M, µ) on a special query tape. The
verifying oracle returns an l-tuple ((b 1 , v1 ), . . . , (bl , vl )). We will assume that there is some limit L
on the size of the streams that can be submitted to the signing and verification oracles.
The goal of the adversary is to trick the receiver into accepting some string M 1 || . . . ||Mk as a
partial or complete stream when either the string was never signed before or it was signed before as
a different type (e.g, it was signed as a complete stream, but now it is accepted as partial). In the
first case, the adversary can change the contents of the stream. In the second case, by changing the
type, the adversary can either cut the stream or trick the receiver into believing that the stream
is longer than its actual size. We keep track of the strings that are already signed using a set of
S(s,·)
queries QE . For each signing query (M1 , M2 , . . . , Ml ), we add the stream/type pairs (M1 , 0),
S(s,·)
. . ., (M1 || . . . ||Ml−1 , 0), (M1 || . . . ||Ml , 1) to the set of queries QE . The adversary E is successful
if it makes a verify query ((M1 , . . . , Ml ), (µ1 , . . . , µl )) such that M1 ||M2 || . . . ||Mk is accepted (as
partial or complete) for some k ∈ {1, 2, . . . , l}, and (M 1 || . . . ||Mk , bk ) not in the set of queries.
In other words, the output of the verifier is ((0, 1), (0, 1), . . . (b k , 1), (bk+1 , vk+1 ), . . . , (bl , vl )), but
S(s,·)
(M1 || . . . ||Mk , bk ) ∈
/ QE . The pair ((M1 , . . . , Ml ), (µ1 , . . . , µl )) is called a forgery and the k-tuple
((M1 , µ1 ), . . . , (Mk , µk )) is called a partial forgery1 .
The attack on the stream authentication scheme is (q s , qv )-attack if the adversary makes no
more than qs signing queries and no more than qv verify queries. If, in addition, E runs for no more
than t steps, then the (qs , qv )-attack is a (t, qs , qv )-attack. We say that the adversary [q s , qv , ]breaks the scheme if the attack is a (q s , qv )-attack and it is successful with at least  probability.
1

The term partial forgery is somewhat misleading since we use it even when the stream M1 || . . . ||Mk is complete.
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The adversary [t, qs , qv , ]-breaks the scheme if the attack is (t, q s , qv )-attack and the probability
of success is at least . The scheme is [t, q s , qv , ]-unforgeable if there is no adversary that can
[t, qs , qv , ]-break it. The formal definition is given below.
Definition 2 (Unforgeability) The stream authentication scheme (G, S, V ) is [t, q s , qv , ]- unforgeable if for every probabilistic algorithm E that runs in at most t steps, and makes at most q s
queries to a signing oracle S(s, ·) and at most q v queries to a verification oracle V (p, ·), it holds
that
Pr[∃i ∈ {1, . . . , l} s.t.
∧

V (p, (M1 , . . . , Ml ), (µ1 , . . . , µl )) = ((0, 1), . . . , (bi , 1), (bi+1 , vi+1 ), . . . , (bl , vl ))
S(s,·)

(M1 || . . . ||Mi , bi ) ∈
/ QE

] < 

where bj , vj ∈ {0, 1}, 1 ≤ j ≤ l, (s, p) is a key pair generated by G, ((M 1 , . . . , Ml ), (µ1 , . . . , µl )) is
S(s,·)
E’s output and QE
is the set of queries. The probability is taken over the coin tosses of G, S
and V as well as over the coin tosses of E.
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Some Practical Schemes

In this section we present three practical schemes.

3.1

SN-MAC

SN-MAC (sequence numbers and MACs) is a straightforward stream authentication scheme. There
is a unique number Ns assigned to each stream (e.g., using counter). A sequence number i, which
determines the position of the chunk within the stream, and a type bit b i , which indicates whether
the chunk is the last chunk of the stream or not, are assigned to each chunk of the stream. The
chunks are then signed (authenticated) independently using some message authentication scheme
(see Fig 1).
hNs i
hi − 1i
Mi−1
bi−1

Di−1

MAC(Di−1 )

hNs i
hii
Mi
bi

Di

MAC(Di )

hNs i
hi + 1i
Mi+1
bi+1

Di+1

MAC(Di+1 )

Figure 1: SN-MAC
Suppose that the data Di in each packet i consists of three blocks D i = di,1 ||di,2 ||di,3 , and that
a CBC MAC scheme is used for the computation of the authentication tags. In this case, the
generation of the authentication tag MAC(D i ) can be described using a labeled tree as in Fig 2.
The blocks of Di are assigned as labels to the external nodes (leaves) of the tree. A message
label msg[x] and a tag tag[x] are assigned to each internal node x. The message label msg[x] is a
concatenation of the messages corresponding to the children of x, and it “keeps track” about what
part of the stream is processed to get the tag tag[x]. The tag tag[x] is either a function of the
message label msg[x] (e.g.,tag[1], tag[2] and tag[4] ) or a function of the tags of the children of x
(e.g., tag[3] and tag[5]). Note that only tag[5] will be used for the verification of the authenticity
of Di . The rest of the tags are some intermediate results.
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msg[5] = di,1 ||di,2 ||di,3 = Di
5 tag[5] = EK (tag[3] ⊕ tag[4])
3 msg[3] = di,1 ||di,2
tag[3] = EK (tag[1] ⊕ tag[2])
2 msg[2] = di,2
tag[2] = di,2

1 msg[1] = di,1
tag[1] = EK (di,1 )

4 msg[4] = di,3
tag[4] = di,3

di,3

di,2

di,1

Figure 2: A tree-based description of the computation of MAC(D i ) in SN-MAC

3.2

ReMAC

In a ReMAC (recompute the MAC) scheme, the temporary signature associated with some chunk
Mi is computed by signing the partial stream M 1 || . . . ||Mi , not just the chunk Mi (see Fig 3).

Mi

Mi−1

Mi+1
Di+1

Di

Di−1
bi−1

bi

bi+1

MAC(PSi−2 ||Di−1 )

MAC(PSi−1 ||Di )

MAC(PSi ||Di+1 )

PSi = M1 || . . . ||Mi

Figure 3: ReMAC
The tree-based description of ReMAC is given in Fig 4.

3.3

MACC

MACC (MAC chaining) scheme is depicted in Fig 5. An authentication tag is computed for each
chunk Mi of the stream M and then the chunk Mi is chained to the previous chunk by computing
MAC of the concatenation of the tags. It is assumed that σ 0 is an empty string.
A tree-based description of the tag generation in MACC is given in Fig 6.

4

A family of schemes

In this section, we generalize the design principles of the schemes introduced in Section 3 by introducing the notions of stream authentication tree and stream authentication forest. This generalized
approach is motivated by the following arguments:
• We can avoid the problem of providing a separate security proof for each scheme presented
in Section 3 by proving the security in the general case. Furthermore, we can select other
practical schemes from the general class discussed here for our specific application. The
security of these schemes trivially follows from the security of the general class.
5

2 msg[2] = M1 ||M2
tag[2] = MAC(msg[2]||b2 )
M2
1 msg[1] = M1
tag[1] = MAC(msg[1]||b1 )
M1

Figure 4: A tree-based description of the computation of authentication tags in ReMAC
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τi−1 = MAC(0||Di−1 )

τi = MAC(0||Di )

τi+1 = MAC(0||Di+1 )

σi−1 = MAC(1||τi−1 ||σi−2 )

σi = MAC(1||τi ||σi−1 )

σi+1 = MAC(1||τi+1 ||σi )

Figure 5: MACC

• There are other applications besides the typical stream applications like audio or video,
where a sequence of chunks (or messages) needs to be authenticated (e.g., exchange of related
messages). We can use the stream authentication schemes as another level of abstraction
that can be used to design and prove security of more complex constructions using reduction
techniques instead of other methods, like formal methods for security protocol verification
[9, 29].
• Message authentication is just a special case of stream authentication where the stream
consists of only one chunk. There are number of MAC schemes (e.g., [3, 6, 7, 19]) that can
be described using the notion of stream authentication tree introduced in this paper.
• The MAC schemes can be used to build secure stream authentication schemes. Therefore the
analysis of the stream authentication schemes can help us better understand the desirable
properties of MAC schemes. For example, the analysis in Section 5.2 shows that it is important
if a MAC schemes is forgeable on collision or not. Whether the ReMAC scheme can be
efficiently implemented or not depends on the underlying MAC scheme, etc.
An example of a stream authentication tree is shown in Fig 7. The pieces of the stream are
assigned as message labels to the external nodes (leaves) of the tree. A message label m(x), a tag
τ (x), a tag type and an algorithm label A x are assigned to each internal node x. We now explain
this in more details.
The message m(x) is a concatenation of the messages corresponding to the children of x starting
from the first (left) child and ending with the last child. So, m(x) is the concatenation of the pieces
of the stream assigned to the leaves of the subtree rooted at x when traversed in postorder (postfix).
6

msg[4] = M1 ||M2
tag[4] = MAC(1||tag[3]||tag[2])
msg[3] = M2
3
tag[3] = MAC(0||M2 ||b2 )
4

msg[2] = M1
tag[2] = MAC(1||tag[1])
msg[1] = M1
1
tag[1] = MAC(0||M1 ||b1 )
2

M2

M1

Figure 6: A tree-based description of the computation of authentication tags in MACC

We say that the external node (leaf) x in a tree T is a leftmost leaf iff every ancestor of x (including
x itself) is the first (left) node among its siblings. The leftmost path is the path between the root and
the leftmost leaf. The internal nodes in the leftmost path have a special role. Namely, the messages
associated with some of these nodes are the partial (or complete) streams to be authenticated, and
the corresponding tags are final results of some temporary signature computation.
We split the tag types based on two properties, being:
Whether the tag type is final tag or not. A final tag is defined as one that can be used to
verify the authenticity of a (partial) stream. Otherwise it is called intermediate.
Whether the tag is a tag-of-tags, or a tag-of-chunks. We allow two ways to compute the
tag τ (x) associated with an internal node x, either
• as a function of the message corresponding to x or,
• as a function of the tags of the children of x.
So, in total we can distinguish between 4 tag types, or internal nodes in the tree. We can now
categorize the nodes of the tree as following:
Definition 3 Message nodes are the external nodes of the tree. A piece of the stream is assigned
as a message label to each message node and the concatenation of the message labels of the
external nodes when visited in postorder gives the stream.
Internal nodes can be categorized as:
Degenerated Such a node is intermediate and is a tag-of-chunks.
TPS (tag-of-partial-stream) Such a node is a final node and is a tag-of-chunks.
ITT (intermediate-tag-of-tags) Such a node is intermediate and is a tag-of-tags.
FTT (final-tag-of-tags) Such a node is final tag and is a tag-of-tags.
Definition 4 (Stream Authentication Tree) Stream authentication trees are ordered trees. A
message label is assigned to each external node (leaf) of the tree. A 4-tuple (m(x), τ (x), t(x), A x )
is assigned to each internal node x, where the string m(x) is a message label, the string τ (x) is a
7
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deg

4
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m1
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m3

ITT

deg
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deg

m4

m(4)=m1 =M1
m(5)=m2
m(6)=m3
m(7)=m4
m(2)=m(4)||m(5)=m 1 || m2 = M 1 || M2
m(3)=m(6)||m(7)=m 3 || m4
m(1)=m(2)||m(3)=m 1 || m2 || m3 || m4
= M 1 || M2 || M 3
τ(4)=ATPS (m1 )
τ(5)=AD(m2 )
τ(6)=AD(m3 )
τ(7)=AD(m4 )
τ(2)=AFTT ( τ(4) || τ (5))
τ(3)=AITT ( τ(6) || τ (7))
τ(1)=AFTT ( τ(2) || τ (3))

Figure 7: An example of a 4C stream authentication tree

tag, t(x) ∈ {degenerated, TPS, ITT, FTT} is a tag type, as defined in Definition 3, and A x is an
algorithm label that specifies the tag computation algorithm used at the node x. Let v 1 , v2 , . . . , vk
be the children of an internal node x. The following properties must hold for the message and tag
labels:
m(x) = m(v1 )||m(v2 )|| . . . ||m(vk )

Ax (m(x))
if t(x) ∈ {degenerated, TPS}
τ (x) =
Ax (τ (v1 )||τ (v2 )|| . . . ||τ (vk )) if t(x) ∈ {ITT, FTT}
Note that the input to the tag computation algorithm is the concatenation of tags τ (v 1 )|| . . . ||τ (vk )
instead of a tuple (τ (v1 ), τ (v2 ), . . . , τ (vk )). Such definition is more convenient for the analysis presented below since all tag computation algorithms have exactly one input. We don’t think that
our choice is too restrictive since the individual tags can be extracted from the concatenated string
(e.g., using known or fixed tag length).
Lemma 1 The internal nodes have the following properties:
1. If x is a parent of an external node (leaf), then the tag type t(x) cannot be ITT or FTT.
2. If x is not in the leftmost path, then the tag type t(x) cannot be TPS or FTT.
Proof. The first property follows straightforward from the definition since ITT and FTT are both
tag-of-tags. The second follows from the fact that a partial stream must have the chunk M 1 in it.

In a stream authentication scheme based on the notion of a stream authentication tree, the
signing algorithm first constructs a tree and assigns types and algorithms to the nodes of the tree,
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and then, it computes the authentication tags. A more formal description is given below. In
most of the practical schemes, the structure of the authentication tree and the algorithms that
will be used for the computation of the tags are known in advance, and they are not changed over
time. Therefore, one can compute the authentication tags without having to construct a stream
authentication tree.
We will refer to the labeled tree derived from a stream authentication tree by discarding the
message, tag and algorithm labels of the internal nodes as the structure of the stream authentication tree. For each chunk Mi of the stream (M1 , . . . , Ml ), the signing algorithm of a tree stream
authentication scheme first runs a (probabilistic) structure construction procedure. The structure
construction procedure takes as input the structure constructed to compute the temporary signature for the partial stream M1 || . . . ||Mi−1 , the length of the chunk and information indicating
whether the chunk is last or not, and outputs the “new” part of the structure that will be used
to compute the temporary signature of the partial stream M 1 || . . . ||Mi . Clearly, the tag type of
the new root must be either TPS or FTT, and the tag type of any other new node must be either
degenerated or ITT. After the structure construction phase, the signing algorithm runs a (probabilistic) coloring procedure. The coloring procedure assigns algorithm labels to the new nodes. As
mentioned before, the algorithm labels specify which algorithm will be used to compute the tag.
The algorithm labels are selected from some set of algorithm labels (or colors) that is previously
agreed upon between the sender and the receiver. The labels in the set can refer to both algorithms
that use key and algorithms that do not use a key. If an algorithm label refers to an algorithm
that uses a key, then it must specify the actual key that is used. For example, CBC − MAC K0 is a
possible algorithm label and it specifies that the tag will be computed using CBC-MAC when the
key is K0 . After the structure construction and the coloring, the signing algorithm computes the
message and tag labels of the new nodes. Obviously, the newly constructed tree should be such
that the message label of its root is M 1 || . . . ||Mi . The temporary signature of the partial stream
M1 || . . . ||Mi consists of the tags of the new nodes 2 and the randomness used by the structure
construction procedure, the coloring procedure and the tag computation algorithms.
Given the stream and the temporary signatures, the verification algorithm reconstructs the
tree. The message label of a TPS or FTT node is accepted as valid only if the computed tags equal
the tags that were sent and the previous partial streams are also valid. The set of all strings is
partitioned into a set of complete and a set of partial streams (e.g., using end-of-text character).
If the message label belongs to some predefined set of complete streams, then it is accepted as a
complete stream. Otherwise, it is accepted as a partial stream.
The concept of stream authentication tree can be extended to stream authentication forest.
Definition 5 (Stream Authentication Forest) A stream authentication forest is an ordered
forest of stream authentication trees.
In a forest scheme, a unique number N s is assigned to each stream that is submitted for
signing. A prefix to the message label of the leftmost leaf of each tree is also added. The prefix is a
concatenation of the binary representations of the stream number N s and the position j of the tree
within the forest (analogously to SN-MAC scheme). We will refer to the scheme used to construct
the trees of the forest as an underlying tree scheme.
2
In order to speed-up the stream authentication, one can compute the tags in a distributed manner where each
node computes a tag and sends the result to some other node. Since we have defined the temporary signature to
include all “new”tags (not just the final tag), a distributed implementation of a secure scheme will remain secure
even if the adversary can eavesdrop the communication between the nodes. However, in practice, we can send only
the final tags and the randomness needed by the verifier to recompute them.
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5

Security Analysis

In this section, we examine the security properties of the tree and forest stream authentication
schemes. We show that we need at least four colors (different algorithms) in order to achieve
security regardless of the structure of the stream authentication trees.

5.1

A particular approach

In Section 4 we did not specify restrictions on A x . To facilitate proving general results we will now
consider a simpler case. We will restrict A x such that Ax = At(x) . Since we have four tag types,
we could consider that we color the algorithms A x based on these tag types.
We are primarily interested in deriving algorithms for A t(x) such that we can prove the resulting
scheme to be secure regardless of the structure construction procedure that was used in the scheme.
In order to provide an answer, we consider the class of 4C (four color) schemes. An example
of a 4C stream authentication tree is given in Fig 7. 4C schemes color the different node types
(degenerated, TPS, ITT and FTT) using different colors. We denote by A D , AT P S , AIT T and AF T T
the tag computation algorithms used at the degenerated, TPS, ITT and FTT nodes respectively.
We will show that 4C forest schemes have forgery or collision property (defined further on), that
is, if there is an adversary that can construct a forgery for the 4C forest scheme, then there is an
adversary that can forge a tag or find a collision for some of the tag computation procedures A D ,
ATPS , AITT or AFTT .
As usual, we assume that all algorithms are known to the adversary. Only the secret keys used
by the sender and the receiver are unknown. From the discussion above, it follows that given the
stream, the tags and the randomness, the adversary can reconstruct the stream authentication tree
except for the secret keys that are used by the tag computation algorithms. Hence, hereafter, we
slightly abuse the security model of the previous section and assume that the verify queries and
the responses to signing queries are shadowed stream authentication trees that are constructed as
follows. Each algorithm label that refers to an algorithm that uses a key is replaced by a label
that specifies only the family, not the key. For example, the label CBC − MAC K0 in the stream
authentication tree will become CBC − MAC in the shadowed tree. We say that the shadowed tree
rooted at a node x is valid if m(x) is accepted when the tree is submitted to the verifier. The valid
shadowed tree T is a partial forgery tree if the partial (resp., complete) stream corresponding to
the root of the tree was not signed as partial (resp., complete) stream during some previous signing
query. Let’s consider a valid shadowed tree T . There is some input associated with each tag in
the tree. For example, if the tag is a tag of a degenerated node, then the corresponding input is
the message label of the node. If the tag is a tag of an ITT node, then the corresponding input
consists of the tags of the children of the node, etc. The set of all such input/tag pairs is called a
set of authentic pairs corresponding to T . The union of all sets of authentic pairs corresponding to
trees constructed during some previous signing queries is called a pool of known authentic pairs. If
an authentic input/tag pair is not in the pool of known authentic pairs, then we say that it is a
forgery pair. Two input/tag pairs collide if the tags are equal but the inputs or the algorithms used
to compute the tags are different. Given a node x in some stream authentication forest, a stream
authentication subforest at x is the forest consisting of all the trees preceding the tree containing x
and the subtree rooted at x. Let ((M1 , µ1 ), . . . , (Mi , µi )) be some partial forgery and let x be the
node where M1 || . . . ||Mi is accepted. The subforest at x is called a partial forgery forest with final
node x. Now, we can formally express the forgery or collision property (see Appendix A for the
proof).
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Lemma 2 (Forgery or Collision Property) Let P f be the set of authentic pairs corresponding
to some 4C partial forgery forest consisting of the trees T 1 , . . . , Tk . At least one of the following
statements is true:
1. There is a tree Ti ∈ {T1 , . . . , Tk } such that the tag associated with its root is forged.
2. There is a pair in Pf that collides with some known authentic pair.
It is obvious that if we select the tag computation procedures so that it is hard to forge tags
or find collision pairs, then the 4C forest scheme will be secure regardless of how we construct the
trees. One such selection is considered in the next section where the tags are computed using MAC
schemes.
The coloring scheme presented above not only provides security but also uses minimal number
of colors. In Appendix B, we present an example of structure construction procedure such that any
scheme that uses the procedure and only three colors for the intermediate nodes can be broken.

5.2

Security based on unforgeable MACs

We will introduce some new property for MAC schemes (see Definition 6) that will allow to prove
our results. Note that we demonstrate that certain MAC schemes satisfy this new property.
We are going to show that a secure (unforgeable) 4C forest scheme can be obtained if a secure
MAC scheme is used for tag computation. In particular, the tag computation procedures that we
are going to consider are implemented as:
AD (m(x)) = MAC(00||m(x))
ATPS (m(x)) = MAC(01||m(x))
AITT (τ (v1 )|| . . . ||τ (vk )) = MAC(10||τ (v1 )|| . . . ||τ (vk ))
AFTT (τ (v1 )|| . . . ||τ (vk )) = MAC(11||τ (v1 )|| . . . ||τ (vk ))
Definition 6 A MAC scheme is [t, qs , qv ]-forgeable on collision if there is an algorithm A that takes
as input an initial finite set P of known authentic message/authenticator pairs and two pairs from
P that collide, and outputs a forgery for the MAC scheme. The algorithm A runs in at most t time
and it makes at most qs signing and at most qv verifying queries. If the two message/authenticator
pairs are the only two pairs from P that collide, then the scheme is [t, q s , qv ]-forgeable on first
collision.
Lemma 2 and the forgeability on collision property imply the following theorem.
Theorem 1 Let E be an adversary that [t 0 , qs0 , qv0 , ]-breaks a 4C forest scheme that uses a [t 00 , qs00 , qv00 ]forgeable on (first) collision MAC scheme for tag computation, and let q = L(q s0 + qv00 + 1) + qs00 + qv00 ,
where L is the maximum number of internal nodes that can appear in a forest. Then, there is an
adversary that [t0 + t00 + cq, q, ]-breaks (i.e., outputs a forgery) the underlying MAC scheme, where
c > 0 is a small implementation dependent constant.
The proof is given in Appendix C.
The following proposition gives an answer to the question whether secure MAC schemes that
are forgeable on first collision exist.
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Proposition 1 PMAC and OMAC are [c(|P | + l M ), 1, 0]-forgeable on first collision, where l M is
the maximum message length, |P | is the size of the set of known authentic pairs and c > 0 is a
small implementation dependent constant.
The description of PMAC and OMAC can be found in [7] and [19] respectively, and a sketch of
the proof is given in Appendix E.

5.3

Security based on PRFs

Our result can be generalized for any MAC scheme if we assume that the function family defined by
the signing algorithm of the MAC scheme is pseudorandom. From the forgery or collision property,
it follows that forging a signature in a 4C forest scheme implies constructing a forgery or collision
for the underlying MAC scheme. Therefore, if one can forge signatures in a 4C forest scheme with
significant probability, then one can distinguish the function family defined by the signing algorithm
of the MAC scheme from a random function family as explained below in more details.
In our analysis, we assume that there is some limit l M on the length of the message that can be
submitted for signing to the underlying scheme. Furthermore, the tags computed by the scheme
are of fixed length lT . The randomness part of the tag has length l R (lR is zero if the scheme is not
probabilistic) and the rest of the tag is n T = lT − lR bits long. Let ΣlM be the set of all non-empty
strings over the alphabet {0, 1} whose length is at most l M , let R be the family of all functions
from the set {0, 1}lR × ΣlM (ΣlM in the non-probabilistic case) to the set {0, 1} nT , and let F be
the family of functions defined by the signing algorithm of the MAC scheme. A statistical test is
a Turing machine A with access to an oracle O. The oracle is selected to be a random function
from F or a random function from R according to a random bit b. The algorithm A outputs 0 or
1. The advantage of distinguishing the finite family F from the finite family R is defined as
1
AdvA (F, R) = (E[AF ] − E[AR ])
2
where E[AF ] (resp., E[AR ]) is the probability that A will output 1 when the oracles are selected
to be random functions from F (resp., R). We say that A [t, q, ]-breaks F if it runs in at most t
time, it makes no more than q queries, and it -distinguishes F from R; that is Adv A (F, R) ≥ .
The following theorem holds for a 4C forest scheme that uses a MAC scheme to compute the tags
as described above (see Appendix D for the proof).
Theorem 2 Let E be an adversary that [t, q s , qv , ]-breaks a MAC based 4C forest scheme, let
q = L(qs + qv + 1), whereQ
L is the maximum number of internal nodes that can appear in a forest,
let pR = L · 2−nT + 1 − qi=1 (1 − 2niT ), and let  > pR . Then, there is a statistical test U that
[t + cq, q, 12 ( − pR )]-breaks the finite function family F defined by the signing algorithm of the
underlying MAC scheme, where c > 0 is a small implementation dependent constant.

5.4

Security of ReMAC, MACC and SN-MAC

The security of SN-MAC, ReMAC and MACC follows trivially from the previous results. See
Appendix F for more details.
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A

Proof of Lemma 2

We will first establish some relations between the ability of constructing partial forgery trees in
4C tree schemes and the ability of constructing forgeries and collisions for the underlying tag
computation procedures. The attribute 4C will be omitted in this section. For example, when we
say partial forgery tree, we mean partial forgery tree in a 4C scheme. Let’s start with the case
when the partial forgery tree is rooted at a TPS node. The result is trivial but we need to state it
formally for later reference.
Lemma 3 If T is a partial forgery tree rooted at a TPS node x, then the pair (m(x), τ (x)) is a
forgery pair.
Proof. Assume that the pair (m(x), τ (x)) is not a forgery pair. Then, the tag τ (x) was already
computed by applying the procedure A TPS on input m(x) during some previous signing query.
From the definition of partial forgery tree and the fact that m(x) was already signed during some
previous query it follows that T is not a partial forgery tree. 
When the partial forgery tree is rooted at an FTT node x, the tag associated with x does not
have to be forged. It is possible to construct partial forgery by finding collisions. The following
lemma provides result about the collision properties of the sets of authentic pairs corresponding to
two distinct valid trees whose roots have equal tags.
Lemma 4 Let T1 and T2 be two distinct valid trees with FTT roots u 0 and v0 correspondingly such
that τ (u0 ) = τ (v0 ) and m(u0 ) 6= m(v0 ). Then, there are a pair p1 in the set of authentic pairs
corresponding to T1 and a pair p2 in the set of authentic pairs corresponding to T 2 such that p1
and p2 collide.
Proof. Let us consider the recursive procedure collision(T 1 ,T2 ):
1. If the roots u0 and v0 have different number of children, then return 1.
2. If the tag of some child of u0 is different from the tag of the corresponding child of v 0 , then
return 1.
3. If the color of some child of u0 is different from the color of the corresponding child of v 0 ,
then return 1.
4. If there is a child x of u0 and a child y of v0 such that x and y are both TPS or both
degenerated and m(x) 6= m(y), return 1.
5. If there are two distinct subtrees T 10 (rooted at u1 , a child of u0 ) and T20 (rooted at v1 , the
corresponding child of v0 ) such that τ (u1 ) = τ (v1 ), m(u1 ) 6= m(v1 ), and u1 and v1 are either
both ITT or both FTT, then return collision(T 10 ,T20 ). Otherwise, return 0.
First, we will prove that the procedure always returns 1 when the trees T 1 and T2 satisfy the
conditions of the lemma. This is done in two steps: by proving that the procedure can not return
0, and by proving that the procedure can not run forever. Next, we show that a return value of 1
implies an existence of collision pairs.
Let u0 , u1 , . . . and v0 , v1 , . . . be the sequences of roots of the trees in the recursive procedure
calls. The procedure will return zero only if there is some t so that none of the collision conditions
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(steps 1-4) is satisfied and there is no node u t , a child of ut−1 , and a corresponding node vt , a child
of vt−1 , with the properties required in the last step of the procedure.
We will now show that, when T1 and T2 satisfy the assumptions of the lemma and none of the
collision conditions is satisfied, the subtrees T 10 and T20 in step 5 can always be constructed. If none
of the collision conditions is satisfied, then u 0 and v0 must have same number of nodes, and the
tag and the color of any child of u0 are equal to the tag and the color of the corresponding child of
v0 . Since the message labels of u0 and v0 are different, there is a node u1 , a child of u0 , such that
m(u1 ) 6= m(v1 ), where v1 is the child of v0 that corresponds to u1 . Note that the colors and the
tags of u1 and v1 must be same. The nodes u1 and v1 can not be degenerated or TPS because we
assumed that the collision condition 4 is not satisfied. Hence, the nodes u 1 and v1 are either both
colored ITT or both colored FTT.
The analysis above can be extend to arbitrary u t and vt in a straightforward manner. Let ut−1
and vt−1 satisfy the requirements of step 5 (τ (u 1 ) = τ (v1 ), m(u1 ) 6= m(v1 ), u1 and v1 are either
both ITT or both FTT). Again, if the collision conditions are not satisfied for the trees rooted at
ut−1 and vt−1 , then ut−1 and vt−1 must have same number of nodes, and the tag and the color of
any child of ut−1 are equal to the tag and the color of the corresponding child of v t−1 . Since the
message labels of ut−1 and vt−1 are different, there is a node ut (a child of ut−1 ) and a node vt (the
corresponding child of vt−1 ) such that m(ut ) 6= m(vt ). Note that the colors and the tags of u t and
vt must be same. The nodes ut and vt can not be degenerated or TPS because we assumed that
the collision condition 4 is not satisfied. Hence, the nodes u t and vt are either both colored ITT
or both colored FTT. Hence, if the collision conditions are not satisfied, we can always find two
subtrees that satisfy the requirements for recursive call in the fifth step. Furthermore, the depth
of the node ut is t and it can not be larger than the height of the tree. Hence, the procedure will
finish in finite number of steps and it will return a value. According to the previous discussion,
that value cannot be 0.
It is not difficult to see that if one of the collision condition is satisfied, then we can construct
collision pairs. Since the procedure returns 1 if and only if one of the collision conditions is satisfied,
it follows that for any valid trees that satisfy the assumptions of the lemma one can find collision
pairs in the sets of authentic pairs corresponding to these trees. 
The following lemma gives a relation between the set of authentic pairs corresponding to some
4C partial forgery tree and the set of known authentic pairs. More precisely, the set of authentic
pairs corresponding to a partial forgery tree contains a forgery pair or a pair that collides with
some of the known authentic pairs.
Lemma 5 Let T be a partial forgery tree with a root x. At least one of the following statements is
true:
1. τ (x) is forged.
2. There is a pair in the sets of authentic pairs corresponding to T that collides with some known
authentic pair.
Proof. If the root x of the partial forgery tree T is colored TPS, then by Lemma 3, the tag
τ (x) is forged.
Let us consider the case when the root is FTT. Let v 1 , . . . , vk be the children of x. Assume that
T is a partial forgery tree and the pair ((τ (v 1 )|| . . . ||τ (vk )), τ (x)) is not a forgery pair, but a known
authentic pair. Then, there is a valid tree T 0 generated as a result of some previous signing query
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such that τ (x) = τ (x0 ), where the FTT node x0 is the root of T 0 . The message labels of the nodes x
and x0 must be distinct. Otherwise, the tree T is not a partial forgery tree. According to Lemma 4,
there is a pair in the set of authentic pairs corresponding to T that collides with some pair in the
set of authentic pairs corresponding to T 0 which is a subset of the set of all known authentic pairs.
Hence, at least one of the statements must be true. 
The following relation between partial forgery forests and the partial forgery trees will help us
to extend the previous result to the case of 4C forest schemes.
Lemma 6 Let x be a final node of some partial forgery forest consisting of the trees T 1 , . . . , Tk . At
least one of trees T1 , . . . , Tk is a partial forgery tree for the underlying 4C tree scheme.
Proof. First, we will consider the case when there is no known stream signature with the same
stream number as the partial forgery forest. Then, the message label of the final node x is unique.
Namely, the message m(x) begins with the stream number and no message that begins with that
number has been signed by the underlying 4C tree scheme. Therefore, the tree T k is a partial
forgery tree for the underlying tree scheme.
Now, assume that there is some previous signing query (there can be only one such query)
whose stream number is same as the stream number of the partial forgery forest T 1 , . . . , Tk . Let
T10 , . . . , Tn0 be the trees of the forest corresponding to that signing query. If the number of trees n
is smaller than k, then again the message label m(x) is unique (has unique tree number) and the
tree Tk is a partial forgery tree for the underlying tree scheme. Finally, assume that n ≥ k and the
tree rooted at x is not a partial forgery tree for the underlying tree scheme. This means that there
is some node y in Tk0 with the same message label as x. In that case, the forest T 1 , . . . , Tk can be
0
a partial forgery forest only if k > 1 and M 1 || . . . ||Mk−1 6= M10 || . . . ||Mk−1
, where Mi denotes the
part of the stream associated with the tree T i (derived from the message label of the root of T i by
discarding the prefix consisting of the stream number and the tree number) and M i0 denotes the
part of the stream associated with the tree T i0 . Hence, there is an index i < k such that M i and Mi0
are different. Since Mi and Mi0 are different, the message labels m(x i ) and m(x0i ), where xi is the
root of Ti and x0i is the root of Ti0 , must be different also. Therefore, the stream m(x i ) has never
be signed by the underlying tree scheme and the tree T i is a partial forgery tree for the underlying
tree scheme. 
The forgery or collision property (Lemma 2) follows from Lemma 5 and Lemma 6.

B

Three colors for the intermediate nodes are not sufficient - Example

In this section, we present an example of a structure construction procedure that has the following
property: If it is used in combination with a coloring procedure that uses less than four colors for
the intermediate nodes, then the resulting stream authentication scheme can be broken regardless
of the tag computation procedures that are in use.
Fig 8 depicts the possible structures of the stream authentication trees when the stream consists
of one (Fig 8.a), two (Fig 8.b) or three (Fig 8.c) chunks. When the stream consists only of one
chunk M1 , the chunk is divided into two parts M 11 and M12 that are assigned as labels to the
message nodes. A tag for each part of the chunk is computed at the degenerated nodes 2 and
3. The tags τ (2) and τ (3) are then used to compute the final tag τ (1) at the FTT node. If the
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Figure 8: Possible structures when the stream consists of one, two or three chunks

stream consists of two chunks, then the first chunk is used to compute the tag τ (5) at the TPS
node. The tag τ (5) is a temporary signature for the partial stream M 1 . The second chunk M2 is
used to compute the tag τ (6). The final tag τ (4) is computed from the tags τ (5) and τ (6). When
the stream consists of three chunks, the structure construction procedure flips a coin. Depending
on the outcome, the procedure either divides the last chunks into two chunks M 31 and M32 , and
constructs the structure depicted in Fig 8.c.1, or constructs the structure depicted in Fig 8.c.2.
We will show that any coloring of these structures that uses at most three colors for the internal
nodes is not secure. Assume that there is a secure stream authentication scheme that uses the
previously described structure construction procedure and only three colors. If that is the case, then
the most probable colors of the nodes 4, 5 and 6 must be different. Assume that the most probable
colors of the nodes 5 and 6 are equal. Then, the adversary can submit a stream (M 1 , M2 ), (M1 6=
M2 ) for signing and construct a partial forgery tree as follows. Take the subtree rooted at the node
6 and change the type of the node 6 from degenerated to TPS. The probability of the attack is
≥ 13 (since the most probable color appears with probability ≥ 13 ). This is in contradiction with
our assumption that the scheme is secure. Assume now that the most probable colors of the nodes
4 and 5 are equal. The adversary can construct a partial forgery tree by discarding the message
nodes, merging the nodes 5 and 6 into one message node whose label is τ (5)||τ (6), and changing the
type of 4 from FTT to TPS. The probability of success is large since the probability that τ (5)||τ (6)
will be equal to M1 or M1 ||M2 for randomly selected M1 and M2 is very small. Otherwise, we
will be able to break the scheme by guessing a node 5 tag. Again, this is in contradiction with
our assumption that the scheme is secure, and thus, the most probable color of node 4 is different
than the most probable color of 5. Finally, assume that the most probable color of 4 is equal to
the most probable color of 6. Then we can use the degenerated node 6 to forge a node 4 tag. One
possible construction of a partial forgery tree is depicted in Fig 9. Clearly, the success probability
of the attack is high (≥ 13 ), and, under our assumption that the scheme is secure, the most probable
colors of 4 and 6 must be different.
An analogous analysis shows that all degenerated nodes must have same most probable color,
and their most probable color must be different from the most probable colors of the TPS and FTT
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nodes. Similarly, all TPS nodes have same most probable color and it is different than the most
probable color of the FTT and degenerated nodes. Now, we will show that if the most probable
color of the ITT node 9 is equal to the FTT (resp., degenerated or TPS) most probable color,
then we can break the scheme. Hence, there is no secure 3-coloring for the structure construction
procedure described above. If the most probable color of 9 is equal to the FTT most probable color,
then we can construct a partial forgery tree by taking the subtree rooted at 9 and changing the
type of 9 from ITT to FTT. The derived stream authentication tree will will be of the type depicted
in Fig 8.a. If the most probable color of the node 9 is equal to the TPS most probable color, then
the adversary can construct a partial forgery in the following manner. Take the subtree rooted at
9. Discard the message nodes. Merge the degenerated nodes 12 and 13 into a message node whose
label is τ (12)||τ (13). Change the tag type of 9 from ITT to TPS. Finally, if the most probable
color of the node 9 equals the degenerated most probable color, then the adversary can construct
a partial forgery tree by converting the structure c-1 into the structure c-2 as follows. Discard the
message nodes whose labels are M31 and M32 . Merge the degenerated nodes 12 and 13 into one
message node whose label is τ (12)||τ (13). Change the type of 9 from ITT to degenerated. If M 3
is different than τ (12)||τ (13), then the constructed tree is partial forgery tree. The probability of
the attack is small only if the chunk M 3 is equal to τ (12)||τ (13) with large probability. However,
in this case, we can break the scheme using different attack. It is not hard to see that if M 3 equals
τ (12)||τ (13) with high probability, then most of the time, the tags computed at the degenerated
nodes are equal to the input used to compute them. In this case, we can mount an attack similar
to the one depicted in Fig 9. Namely, we can assign tags computed at nodes 5 and 6 as message
labels to the children of 2 and 3, and forge a node 4 FTT tag. 
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C

Proof of Theorem 1

Suppose there is an adversary E that [t 0 , qs0 , qv0 , ]-breaks a 4C forest scheme, and suppose that
the underlying MAC is [t00 , qs00 , qv00 ]-forgeable on collision. We will construct an algorithm U that
[t0 + t00 + cq, q, ]-breaks the MAC scheme.
U ’s procedure is to run E and answer its oracle queries. In order to construct the answer to
E’s signing or verification query, U makes at most L queries to its oracle O. U stores the result of
each query in the memory3 and checks for collision in a following manner. Let m be the message
corresponding to the query, let τ be the tag corresponding to the query and let (m, τ ) be valid. If
there is no message stored at address τ 0 + τ , where τ0 is some constant integer, U stores m at that
location. If there is a message stored at address τ 0 + τ and the message is equal to m, U doesn’t
store anything and continues. If there is a message stored at address τ 0 + τ and the message is not
equal to m, U invokes the algorithm A that constructs a forgery on collision. The A’s input is the
set of all pairs (m, τ ) that are known authentic so far and the two pairs that collide. If no collision
occurs when constructing the answers to E’s queries, then E will finish and output its result. For
each message/authenticator pair corresponding to the E’s answer, U checks whether it is a forgery
pair or it collides with some known authentic pair stored in the memory. If it is a forgery pair, U
outputs it and halts. If it collides with some known authentic pair, then U invokes the algorithm
A that produces a forgery on collision. Otherwise, U just halts.
The number of queries that U submits to its oracle O is not greater than q = L(q s0 + qv0 + 1) +
qs00 + qv00 . The time complexity of U is at most t 0 + t00 + cq, where t0 is the time required to break
the stream authentication scheme, t 00 is the time required to find a forgery pair for the MAC when
MAC collision occurred, and cq is the time required to construct the answers to the queries. The
stream authentication scheme is breakable with at least  probability and the probability of forging
a MAC when the stream scheme is broken is 1. Hence, the probability of breaking the MAC is at
least . 

D

Proof of Theorem 2

Given an adversary E that [t, qs , qv , ]-breaks a MAC based 4C forest scheme, we will construct the
statistical test U in a following manner.
U ’s procedure is to run E and answer its oracle queries. In order to construct the answer to
E’s signing or verification query, U makes at most L queries to its oracle O. U stores the result of
each query in the memory and checks for collision in a following manner. Let m be the message
corresponding to the query, let τ be the tag corresponding to the query and let (m, τ ) be valid. If
there is no message stored at address τ 0 + τ , where τ0 is some constant integer, U stores m at that
location. If there is a message stored at address τ 0 + τ and the message is equal to m, U doesn’t
store anything and continues. If there is a message stored at address τ 0 + τ and the message is
not equal to m, U outputs 1 indicating that collision occurred and halts. If there are no two pairs
that collide in the pool of known authentic pairs, E will finish and output its result. For each
message/authenticator pair corresponding to the E’s answer, U checks whether it is a forgery pair
or it collides with some known authentic pair stored in the memory. If so, it outputs 1 and halts.
Otherwise, it outputs 0 and halts. The number of queries that U submits to its oracle O is at
most L(qs + qv ) + L = q, and the time complexity of U is at most t + cq, where c > 0 is a small
3

We use RAM computational model.
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implementation dependent constant.
Now, consider the following problem. Given a randomly selected function F from R and a pool
P of q authentic pairs, output a pair that is a forgery or collides with some pair in q, when the
function F is used for authentication. Let (m, τ ) be the output of an algorithm A that solves the
problem. If (m, τ ) is not in P and it is a valid pair, then the algorithm is successful. Since F
is randomly selected from R the probability of success in this case is at most p f = 2−nT for any
algorithm. Consider now the case when the
a pair (m, τ ) that is in P . The
Q algorithm outputs Q
probability of success is at most pc = 1 − qi=1 (1 − 2niT ), where qi=1 (1 − 2niT ) is the probability
that there are no two pairs in P that collide. Hence, the probability that U will output
1, when
Q
the oracle is selected to be a random function from R is at most p R = L · 2−nT + 1 − qi=1 (1 − 2niT ).
Therefore, the statistical test U that [t + cq, q, 12 ( − pR )]-breaks the finite function family F defined
by the signing algorithm of the underlying MAC scheme. 

E

Proof sketch for Proposition 1

Let m1 = m1 [1]|| . . . ||m1 [n1 − 1]||m1 [n1 ] and m2 = m2 [1]|| . . . ||m2 [n2 − 1]||m2 [n2 ] be two messages whose authenticators are identical when computed by the signing algorithm of the PMAC
(resp., OMAC) scheme. The blocks m1 [1], . . . , m1 [n1 − 1] of the message m1 and the blocks
m2 [1], . . . , m2 [n2 − 1] of the message m2 are of length lB (the block length). The last blocks
m1 [n1 ] and m2 [n2 ] can have length less than lB and the length of m1 [n1 ] can be different from the
length of m2 [n2 ].
By considering various cases for the possible lengths of m 1 [n1 ] and m2 [n2 ], one can show that we
can always compute m01 = m1 [1]|| . . . ||m1 [n1 − 1]||m01 [n1 ] and m02 = m2 [1]|| . . . ||m2 [n2 − 1]||m02 [n2 ]
so that:
1. m01 6= m02
2. {m01 , m02 } 6= {m1 , m2 }.
3. pad(m01 [n1 ]) ⊕ pad(m02 [n2 ]) = pad(m1 [n1 ]) ⊕ pad(m2 [n2 ])
4. The length of m01 [n1 ] (resp., m02 [n2 ]) is less than lB if and only if the length of m1 [n1 ] (resp.,
m2 [n2 ]) is less than lB .
where pad is the function that is used to pad the last block to length l B . It is not hard to verify
that two messages that satisfy the conditions above have identical authenticators when PMAC
(resp., OMAC) is used for signing.
An algorithm that will forge on first collision works as follows. Given two message/authenticator
pairs (m1 , τ ) and (m2 , τ ), we compute the messages m01 and m02 . Then, we seek in the set of known
authentic pairs whether there is already a computed authenticator for m 01 or m02 . If there is an
already computed authenticator τ 0 for the message m01 (resp., m02 ), then the algorithm outputs
(m02 , τ 0 ) (resp., (m01 , τ 0 )). The pair (m02 , τ 0 ) (resp., (m01 , τ 0 )) is a forgery since (m1 , τ ) and (m2 , τ )
are the only pairs in P that collide. If there is no already computed authenticator for one of the
messages m01 and m02 , then the algorithm submits m01 for signing and outputs (m02 , τ 0 ), where τ 0 is
the answer to the signing query. 
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Figure 10: Practical stream authentication schemes

F

Security of ReMAC, MACC and SN-MAC

A 4C forest representation of the schemes presented in Section 3 is given in Fig 10. ReMAC can
be viewed as a 4C forest scheme where the forest consists only of one tree and all internal nodes
are TPS nodes (see Fig 10.a). The following corollary establishes a relation between the security
of a ReMAC scheme and the security of the underlying MAC scheme.
Corollary 1 If there is an adversary that [t, q s , qv , ]-breaks ReMAC, then there is an adversary
that [t + cL(qs + qv + 1), L(qs + qv + 1), ]-breaks the underlying MAC scheme, where c > 0 is a small
implementation dependent constant and L is the maximum number of chunks that can appear in a
stream.
The corollary follows from the Theorem 2 and Lemma 3. Since all internal nodes in the forest
are TPS nodes, the adversary will always be able to find a forgery for the underlying scheme.
MACC scheme is a 4C tree scheme (or equivalently a forest scheme where the forest always has
only one tree) such that there are no ITT or TPS nodes (see Fig 10.b). The security of the scheme
follows from Theorem 2.
Corollary 2 If there is an adversary that [t, q s , qv , ]-breaks the MACC scheme, then there is a
statistical test that [t + cq, q, 21 ( − pR )]-breaks the finite function family F defined by the signing
algorithm of the underlying MAC scheme, where c > 0 is a small implementation dependent constant, L is twice the maximum
number of chunks that can appear in a stream, q = L(q s + qv + 1)
Q
and pR = L · 2−nT + 1 − qi=1 (1 − 2niT ).
SN-MAC corresponds to a 4C forest scheme where the trees consist of only two nodes: a TPS
root and a leaf (see Fig 10.c). Theorem 2 and Lemma 3 imply the following corollary about the
security of SN-MAC.

Corollary 3 If there is an adversary that [t, q s , qv , ]-breaks SN-MAC, then there is an adversary
that [t + cL(qs + qv + 1), L(qs + qv + 1), ]-breaks the underlying MAC scheme, where c > 0 is a small
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implementation dependent constant and L is the maximum number of chunks that can appear in a
stream.
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