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Abstract. Wang et al [12] caused great excitement at CRYPT02004
when they announced a collision for MD5 [11]. This paper is examines
the internal differences and conditions required for the attack to be suc-
cessful. There are a large number of conditions that must be satisfied,
thus indicating Wang at al. have found a clever way to generate message
pairs for which the conditions are satisfied. The large number of condi-
tions suggests that an attacker cannot use these differentials to cause sec-
ond pre-image attacks with complexity less than generic attacks. Initial
examination also suggests that an attacker cannot cause such collisions
for HMAC-MD5 [9] with complexity less than generic attacks.
Keywords: MD5, collision.

Disclaimer: This document notes some observations of the authors regard-
ing the collisions generated by Wang et al.. We do not claim to have any new
discoveries in this paper. However, we hope that this paper provides a useful
explanation until the time when Wang et al. publish a detailed analysis of their
discoveries. This is a very rough description and is not intended as a publication.
There has been a focus more on content than presentation.

1 Introduction

The cryptographic hash algorithm MD5 [11] needs little introduction. The MD5
collision found by X. Wang, D. Feng, X. Lai and H. Yu [12] is almost as well
known as MD5 itself!

Following the announcement of the MD5 collision, we spent some time study-
ing the MD5 collision in order to glean useful hints for our ongoing analysis of
SHA-2 family [5]. At first, the collision seemed to difficult to comprehend: the
XOR-based differences have high weight (which seemed counter-intuitive) and
the addition-based differences do not seem to follow any obvious pattern. We
are still amazed that someone found this sequences of differences! It will be
enlightening to see how it was discovered.

The collision uses a differential that is spread over a length of two message
blocks. The first block difference results in a small difference in the state, and
the second block difference cancels the introduced difference. For each of these
blocks, the internal differentials are very similar. Unfortunately, we have only
had sufficient time to fully document the internal differential for the first block.



Tables in Appendix B contain the details of the internal differential for the second
block, but without any explanatory text.

This paper is arranged as follows. Section 3 contains some basic notation,
with Section 3 containing a description of the MD5 algorithm. We use an un-
orthodox description, as it better suits our analysis and (I think) leads to a better
understanding of the algorithm. Section 4 describes the sequence of addition-
based differences that form the internal differential for the first block. Section
4 also considers the conditions required for the cyclic rotation to produce the
correct add-differences. Section 5 considers the conditions required for the non-
linear functions f; to produce the correct add-differences. By combining the
conditions stated in Section 4 and Section 5, we can determine the complex-
ity for various attacks. The Appendices contains tables with the details of the
internal differential for the first and second block.

Our results indicate that the differential can be used for:

— a collision attack with complexity 2422;

a second pre-image attack with complexity
— a 228 complexity collision attack on HMAC-MD5 with unknown key;
— a 2422 complexity collision attack on HMAC-MD5 with known key;
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Given how fast Wang at al. can generate a collision (1 hour) it seems likely that
they have founds some additional tricks to use for finding collisions.

2 Notation

MD?5 is based on 32-bit words. Within each word, the most significant bit (MSB)
is the leftmost bit while the least significant bit (LSB) is the rightmost bit. Where
words must be formed from octet-oriented data, MD5 uses Least Significant
Byte first (little endian, c.f. Intel 80386), whereas SHA algorithms [3] use Most
Significant Byte first (big endian, c.f. SPARC).

The i-th bit of a word a is denoted a[i]. MD5 uses three bit-wise operators:
“A” represents the bitwise AND operation with (a AD)[i] = a[i] Ab[i], 0 < ¢ < 31;
“V” represents the bitwise OR operation with (a V b)[i] = a[¢] V bi], 0 < i < 31;
and “@” represents the bitwise exclusive-OR operation with (a®b)[i] = ali]®b[i],
0 < i < 31. MD5 also uses addition modulo 232, which is denoted using “+”.
Subtraction modulo 232 is denoted using “—7.

The bit-wise complement of x (equal to 232 — 1 — z) is denoted Z. The
function ROTL"™(X) produces a word of the same size as X, but with the bits
rotated cyclically to the left by r positions. That is, if Y = ROTL"(X), then
Y[i] = X[i — r(mod 32)], 0 < i < 31.

In a situation where we want to consider several bit positions Xla], X [b],
X|e], X[d] of value X simultaneously, then we may combine these values into a
vector (X|[a], X[b], X|[c], X[d]) and use the notation:

Xla,b,c,d] = (X[a], X[b], X|[c], X[d]).



We always write the bits in descending order. If some bits are adjacent we may
combine them, for example:

Xla—b,c] = (X[a], X[a —1],..., X[b+ 1], X[b], X|c]).

If we want to say that a set of bit positions are set to a specific value, then we
may write, for example

Xla—b,c =1, &
Xlal=1;X[a—1]=1,..., X[b+1] =1; X[t] = 1; X][¢] = 1.

3 Description of MD5

I shall use an unorthodox description for MD5 (the description is unorthodox in
comparison to [11]).

Padding: The message is padded and has its length in bits appended to make
a multiple of 512 bits.

Parsing: The padded message is parsed into 512-bit blocks, ]\4‘(1)7 .. .,M(N).
Each 512-bit input block is expressed as sixteen 32-bit words M{”, ..., M2,
Message Expansion: The message expansion is applied to each message block

individually. This is similar in principal to the key scheduling for a modern block
cipher. The message expansion results in a series of 64 words {W;}:

M, 0<t<15;
(4) )
W, = M1(+)5t(mod16)7 16 <t < 31;
= i
M; 31(mod16)» 32 < < AT;
M7(zzm0d16)’ 438 S t S 63.
Note that for each r, 0 < r < 3, the values of {Wigr+o, ..., Wigr+15} form a

permutation of the message block words.

Register Update:

The hash function maintains 4 words of state for the intermediate hash value
THV®(0], IHV®W[1], THV®[2], THV (3], where THV®) denotes the value of
the intermediate hash value before hashing the i-th 512-bit block. The 4 words
THVO[4] are initialized to pre-determined constants.

The algorithm has a working register with 4 words of state Q¢, Q¢—1, Q¢+—2,
Q¢_3. These values are initialized to

Qo =IHVON],Q_y = THVW[2],Q_y = IHVV[3],Q_3 = THV V[0].

The unusual order of initialization is due to our description of the algorithm,
but it is still an accurate translation of the algorithm.

Following initialization, 64 rounds of the round function are applied to the
expanded input sequence {W;}. The round function modifies the register based



on the values of an input word W; € GF(*?), a rotation amount denoted
S(t) € [0,31], and a pre-determined constant word AC; € GF(23%). The ro-
tation amounts S(t) can be seen in Table 1. The constant words AC; are found
in the MD5 specification [11]. The compression function uses addition modulo
232 left rotation by the amount S(t) and a round-dependent nonlinear function
[i(X,Y, Z) where:

F(X,Y,2)=(XAY)® (X ANZ),0<t<15;

) GX,Y,Z)=(ZAX)® (ZAY), 16 <t <31,

XY D)= Xy 2 =xavez 32 <t < AT:
I(X,)Y,Z)=Y & (XVZ), 48 < t < 63.

All the inputs and outputs of these round-dependent functions are 32-bit values.
The compression function modifies the register as follows:

Ty = fi(Qt, Qi—1,Qi—2) + Qr—3 + AC, + Wy,
Ry = ROTLSM(TY);  Quy1 = Q¢ + Ry

After all 64 input words have been input to the register, the resulting values of
the state are added modulo 232 to the initialized values of the state, according
to the Davies-Meyer construction [10]:

THVUHD(1] = THVO[1] + Qea, THV V(2] = THV V(2] + Qg3
THV (3] = THVO[3] + Qg2, THV V(0] = THV W [0] + Qg1

These values become the new intermediate hash value. If this is the last message
block, the new intermediate hash value is output as the resulting message di-
gest. Otherwise, the algorithm proceeds to updating the register using the next
message block.

4 The Differentials

We concentrate mainly on add-differences 6 X = X*—X (mod 23?): add-differences
are so-called because the differences are formed relative to the modular addition
group operation. We also look at XOR-differences AX = X* @ X, as both differ-
ences are useful. As noted in [5], if AX = A, then 6X can be determined if X|i]
is known for every i < 31 such that A[i] = 1.} That is, if the attacker predicts
the bits of X at the positions where XM =1, then the attacker also predicts §.X.

4.1 Message Expansion

The collision uses a pair of messages with each message consisting of two mes-
sage blocks of data with the first message containing the blocks M|N and

! The attacker need not guess X[31] to determine §X, since differences in the most
significant bit always contribute an add-difference of 23.



the second message containing blocks M*, N*. When parsed into 32-bit words,
Mo, ..., Mi5|No,...,Ni5 and M{,..., M{5|Ng, ..., N{5, these values satisfy:

MI — M4 = 231, Ml*l — M11 = 2157 Mik4 — M14 = 231, Mz* = Mz otherwise,
N;f — N4 = 231, Nfl — N11 = 7215, Nik4 — N14 = 231, Ni* = Nz otherwise.

The message expansion transforms the message block into the input word se-
quence Wy, 0 < ¢t < 63. For the first message blocks M and M*, the attacker
has:

Wi — Wy = Wiy — Wag = Wi, — Way = W5y — Weo = —231,
Wl*l Wi = Wl*S —Wig = W;4 —Wsy = Wékl — We1 = +215’
Wiy — Wiy = Woy — Was = Wiy — Was = Wi — Wso = —2°7,

and W = W; otherwise. For the second message blocks N and N*, the attacker
has:

Wi =Wy = Wiy — Wag = Wiy — Wayp = W5y — Weo = —231
Wiy = Wi = Wig — Wig = W3y — Way = W5 — We

Wiy — Wiy = Was — Was = Wy — Was = Wi, — Wso = —2%,

i

and W/ = W; otherwise.

4.2 First Block of the Differential

It may be easiest to read through the description of the first few rounds to get
an idea of how the notation works. I have only looked in detail at the differential
for the first blocks (M and M*).

Due to the structure of the MD5 round function, add-differences propagate
through most of the round function with little trouble.

0T, = 0 f1(Qr, Qr—1, Qr—2) + 0Q¢—3 + OW4,
Qi1 = 0Qs + 0 R;.

Furthermore, the difference R, can be expressed as §R; = ROT LS (t)(§Tt) with
high probability. Table 1 on page 6 describes the differential, showing the values
of 6Q):, 6ft(Qt>QtflaQt72)7 0Q¢—3, OWy, 0Ty, S(t) and 0 R;.

Notation. The columns headed by 6Q¢, 6 f:(Qt, Qt—1, Qi—2), 0Q¢—3, dWy, §T%,
and d R; describe the add-differences between the appropriate values, for example
5Q¢ = QF — Q¢ (mod 23?). To describe the add-differences in such a small space,

, +
e a difference of the form +27 is denoted j, and

e a difference of the form —27 is denoted 5
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Table 1. The first block of the differential. Recall that Q¢ = 6Qi—1 + dRi—1, 6T

ROTLSM(ST;) .

0ft + 0Qi—3 + 6Wy, and (most of the time) R,



The total add-difference is obtained by adding the differences together. The col-
umn headed by S(t) shows the rotation amount for that round. The propagation
of differences through the f; function is discussed in Section 5.

Conditions of T;. For Section 4 we consider only the restrictions on 7} that
are necessary to ensure that the rotation of T} (that is R;) provides the correct
add-difference. The restrictions fall into one of three categories:

— A given add-difference must not propagate XOR-differences past the bit
position in T} that is rotated to bit R;[31] otherwise the rotation will carry
that difference to the lower order bits, thus resulting in the wrong add-
difference in R;.

— A given add-difference must propagate XOR-differences past a certain bit
position in T}, to ensure that the rotation will carry that difference to the
lower order bits, in order to obtain the correct add-difference in R;.

— In some cases, an add-difference would propagate XOR-differences past bit
31 (if it were possible). For example, if Ti[j] = 0, 25 < j < 31 and the
attacker wanted the add-difference —22?, then the second message must have
Tr[7] = 1, 25 < j < 31. Injecting this add-difference to T} propagates the
difference up to bit 31, and would propagate further (if 73 had consisted of
more bits). When rotated by, for example S(t) = 12, the attacker may desire
that the resulting difference is 6R; = —225+12 (mod 32) — _95 Ty gtead, the
attacker will get

31 31
SR, = Z | 9+12 (mod 32) _ Z+2j.
j=25 =5

This is not what the attacker wanted at all. To prevent this, the attacker
needed to ensure that injecting this add-difference to T3 would not propagate
pas bit 31 (if T3 had consisted of more bits). The attacker needed at least
one of the bit positions 25 < j < 31 to have T;[j] = 1, as this would stop the
difference propagating past this pit position.

Rather than explaining this reasoning every time these situations occur, we may
simply state:

— 6 = (£27) must not propagate past bit k;
— & = (£27) must propagate past bit k; or
— 0 = (427) must propagate past bit 31;

according to the corresponding category above.

4.3 Description of the First Block of the Differential
Rounds 0 to 3: §Q; =0 and W, = 0: thus 67} = IRy = §Q¢+1 = 0.

Round 4: §Q4 = 0.
— Wy =423



Thus 6Ty = —231.
— Conditions on Ty:
e T4[31] = 1, to change add-difference (+23!) to (—231).
Since S(4) = 7, this results in § Ry = —231+7=6 = 26,
— Thus (5@5 = 5Q4 + 5R4 = (0) + (726) = 726.

Round 5: 6Q5 = —26.
— 0fs = +219 4+ 211,
— Thus 675 = +29 4 211,
— Conditions on T5:
o § = (+2'9 + 2! must not propagate past bit 19.
— Since S(5) = 12, this results in

5R5 :+219+12:31+211+12:23:_’_2314_223.

Thus Qs = 6Qs + 0R5 = (—25) + (+231 4 223) = 4231 223 _ 26,

Round 6: §Q¢ = £23! + 223 — 26,
_ 6f6 — _214 _ 210.
— Thus 6T = —214 — 219,
— Conditions on Tj:
o § = (—2) must propagate to at least bit 15 in order for the rotation
to cause desired bit differences in lower order bits. Thus, we can write
8T = —215 214 — 210,
e § = (—2'%) must not propagate past bit 14.
— Since S(6) = 17, this results in
6R6 — _215+17=0 + 214+17=1 _ 210+17:27 — +231 _ 227 _ 20.

— Thus

6Q7 = 6Q¢ + 0Rg = (£23" 4273 — 26) 4 (4231 — 227 _ 20)
_ _227 + 223 _ 26 _ 20

)

noting that the add-differences (+23!) and (+23!) have cancelled out.

Round 7: 6Q; = —227 +223 — 26 _ 20,
_ 5f7 — _227 _ 225 + 216 _|_210 + 25 _ 22.
— Thus 6Ty = —227 — 225 1216 £ 210 L 95 _ 92
— Conditions on 77:
o § = (—227 — 225 4 216) must not propagate past bit 31.
e § = (—2?) must not propagate past bit 9.
o § = (+219425) must propagate to at least bit 11 and have AT%[10] =
0 in order for the rotation to cause desired bit differences in lower
order bits. Thus, we can write

(+210 4 2%) = 4211 29 28 27 26 _ 95

e In the given collision, 77[27,25,9 — 5,2] = 1, and T7[16,11] = 0, so
these conditions are satisfied.



— Since S(7) = 22, this results in
SRy = —2TH22=17 _ 925422=15 4 916422=6 4 911422=1 _ 2422=24
(02281 _ g8+22=30 _ 9T+22=20  96+22=28 _ 95+22=2T)

:+227
= 4277 — 224 — 217 _ 215 4 96 4 ol

— Thus

0Qs = 6Q7 + Ry
— (=227 4273 _ 96 _ 90y | (4227 _ 92 _9lT _ 915 4 96 4 ol
— (2% 4 2%) _ 21T _ 915 | (491 _ 90)
923 _ 91T _ g5 4 90,

noting that:

the add-differences (—227) and (4+227) have cancelled out;
e the add-differences (—26) and (+2%) have cancelled out;

e add-differences (—2%%) and (+223) combine as (—223); and
e add-differences (+2!) and (—2°) combine as (+2°).

Round 8: §Qg = —223 — 217 — 215 1 20,
o 5f8 — i231 _ 224 +216 +210 +28 +26.
— 0Qi-3 = 6Q5 = —25.
— Thus
5Tg — (+231 _ 224 + 216 + 210 4 28 + 26) + (_2—6)
_931 _ 924 4 916 4 910 4 o8
noting that:

e the add-differences (—2°) and (+2%) have cancelled out.
— Conditions on Tg:

e T5[31] = 1, to ensure add-difference (£231) is really (—23!).

o § = (—224 4216 4 210 4 28) must not propagate past bit 24.
— Since S(8) = 7, this results in

5R8 — _231+7:6 _ 224+7:31 4 216+7:23 4 210+7:17 4 28+7:15
— _231 + 223 + 217 + 215 _ 26.
— Thus
0Q9 = 0Qs + 6 Rg

— (_223 _ 217 _ 215 + 20) + (_231 + 223 + 217 + 215 _ 26)
= 2% — 264 20,

noting that:
e the add-differences (—223) and (4223) have cancelled out;
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e the add-differences (—2'7) and (4+2!7) have cancelled out; and
e the add-differences (—2'°) and (4+2%°) have cancelled out.

Round 9: 6Qg = —23! — 26 + 20,
_ 5f9 — :|:231 + 226 _ 223 _ 220 + 26 + 20.
— 0Q:—3 =0Q¢ = +231 4223 _ 96,
— Thus

5T9 — (Zl:231 + 226 _ 223 _ 220 + 26 + 20) + (+231 + 223 _ 26)
— 1926 _ 920 4 90

noting that:
o (£231) and (4+23!) have cancelled out;
o (—223) and (+2%%) have cancelled out; and
e (+25) and (—2°) have cancelled out.
— Conditions on T;:
o § = (+225 — 220) must not propagate past bit 31.
e 0 = (+2°) must not propagate past bit 19.
— Since S(9) = 12, this results in

(5R9 _ +226+12:6 o 220+12:0 4 20+12:12
= 4212 4 26 90,

— Thus 6Q10 = Qg+ Ry = (—231 —26420) 4 (4212426 -20) = 2314212,
noting that:
e (—2%) and (+2°) have cancelled out; and
o (+2%) and (—2%) have cancelled out.

Round 10: §Q;o = +23' +2'2,
— 0fio = —2%3 423 426 4 20,
— 6Qi_3=0Q7; = —227 422 26 20,
— Thus

(5T10 (_223 + 213 + 26 + 20) + (_227 + 223 _ 26 _ 20)

— 7227 4 213

e (—2%%) and (4+223) have cancelled out;

e (—2%) and (+2°) have cancelled out; and

e (+2°) and (—2°) have cancelled out.
Conditions on T}:

e § = (—227) must not propagate past bit 31.

e § = (+2'3) must not propagate past bit 14.
— Since S(10) = 17, this results in

5R10 — +227+17:12 o 213+17:30 — +23O o 212'

— Thus 6Q11 = Q10 + dR1g = (+231 + 212) + (4230 — 212) = 4231 4 230
noting that
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e (+2'2) and (—2'?) have cancelled out.

Round 11: §Q;; = +23' + 230,
— 0f1 = —28 - 20,
— 0Qi—3 = 0Qg = —2%3 — 217 — 215 4 20,
- 5W11 = 5M11 = +215.
— Thus

6T11 — (_28 _ 20) + (_223 _ 217 _ 215 + 20) + (+215)
_223 _ 217 _ 28

noting that:
o (—21%) and (4+2'°) have cancelled out; and (—2°) and (+2") have
cancelled out.
Conditions on T;:
e § = (—223 —2!7) must not propagate past bit 31.
e § = (—2%) must not propagate past bit 9.
— Since S(11) = 22, this results in

GRyy = —923+22=13 _ 9lT422=7 _ 98422=20 _ _930 _ 913 _ 97,

Thus

6Q12 = Q11 + 0Ryy = (+231 +230) 4 (=230 — 213 _27)
— +231 . 213 _ 27

)

noting that
e (+23Y) and (—23°) have cancelled out.

Round 12: §Q, = +231 — 213 — 27,
— 0f10 = 4931 4 917 4 97,
— Qi3 =0Q9 = —231 — 26 1 20,
— Thus

6Thg = (+231 + 217 4 27) + (—23! — 26 4 20)
— 7216 4 26 + 20,

noting that:
o (+231) and (—23!) have cancelled out; and
e (+27) and (—2°) have combined to become (+26).
— Conditions on T;:
o § = (=216 4 26 + 29) must not propagate past bit 24.
— Since S(12) = 7, this results in

§R12 — 72164»7:23 + 26+7:13 4 20+7:7 — +224 4 213 4 27'



12

— Thus

8Q13 = 0Qu2 + 6R12 = (+2°! — 210 —27) + (+2%* 42" 4+ 27)
— +231 4 224

noting that:
o (—2'3) and (4+2'3) have cancelled out; and
e (—27) and (4+27) have cancelled out.

Round 13: §Q3 = +23! + 224,
_ 5f13 — +231 _ 213.
— 6Qu—3 = 0Qq0 = +23" + 212,
Thus 6Tz = (+231 — 213) + (423! + 212) = —212 noting that:
o (+231) and (4+23!) have cancelled out; and
e (—2') and (+2'?) have combined to become (—2'2).
— Conditions on T}:
e § = (—2'2) must not propagate past bit 19.
— Since S(13) = 12, this results in Rz = —212+12=24 = 924,
— Thus 6Q14 = 6Q13+ IR13 = (—|—231 + 224) + (—224) e —|—231, noting that:
e (+22%) and (—22*) have cancelled out.

Round 14: §Q4 = +231.

— Of1q = +231 4218,

= 0Qi—3 = 6Qq1 = +231 4 230,

- 5W14 = 5M14 = 7231.

— 0Ty = (+231 +218) 4 (4231 4 239) 4 (—231) = —230 4 218 noting that:
o (+231), (+231 +23%) and (—23!) combine to become (—23°).

— Conditions on T;:
o § = (—23Y 4 2!%) must not propagate past bit 31.

— Since S(14) = 17, this results in

(SR14 — _230+17=15 T 218+17=3 — _215 + 23.

— Thus 0Q15 = Q14 + 6R14 = (+231) + (=215 + 23) = 4231 — 215 4 23,

Round 15: §Q5 = +231 — 215 423,

— 6f15 = +231 4225,

— 6Qi—3 = 0Q12 = +231 — 213 — 27,

— 0T15 = (4231 +225) + (4231 — 213 — 27) = 4225 — 213 _ 27 noting that:
o (+231) and (4+23!) have cancelled out.

— Conditions on T;}:
o § = (+22° — 213) must not propagate past bit 31.
e 0 = (—27) must not propagate past bit 9.

— Since S(15) = 22, this results in

5R15 — +225+22:15 o 213+22:3 o 27+22:29 —_ 7229 4 215 - 23'
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— Thus

8Q16 = 0Q15 + 0Ry5 = (+231 — 210 4 23) 4 (—2% 4-21° — 23)
— 4931 _ 929

noting that:
o (—21%) and (+2') have cancelled out; and
e (+23) and (—23) have cancelled out.

The differential becomes easier from here-on.

Round 16: §Q6 = +23! — 229,
— 5f16 = —|—231.
— 0Qu—3 = 0Qq3 = +231 + 224,
— Thus 6T = (+231) + (+23! + 224) = +22* noting that:
o (+231) and (4+23!) have cancelled out.
— Conditions on T}:
e § = (+22*%) must not propagate past bit 26.
Since S(16) = 5, this results in §Ryg = +224+5729 = 1229,
— Thus Q17 = §Q16 + IR = (+231 - 229) + (+229) = —|—231, noting that:
o (—229) and (+22?) have cancelled out.

Round 17: §Q7 = +231.
— dfir = +23L
— 0Qu—3 = 0Qq4 = +2%1.
Thus §Ty7 = (+231) + (+23!) = 0, noting that:
o (+231) and (4+23!) have cancelled out.
— Conditions on T;: none
- (SR17 = 0
— Thus Q18 = 6Q17 + dR17 = (+2°1) 4 (0) = +2%".

Round 18: §Q5 = +231 — 229,
— dfig = +2%
— 0Qi—3 = 6Q15 = +231 — 215 4+ 23,
— Wi =My, = +215,
— Thus 6T = (+231) 4 (+231 — 215 4 23) 4 (+215) = (423), noting that:
o (+231) and (4+23!) have cancelled out; and
e (—2%) and (4+2'%) have cancelled out.
Conditions on T}:
e § = (+23) must not propagate past bit 17.
— Since S(18) = 14, this results in §Ryg = +23F14=17 = 4217,
Thus 6Q19 = 6@18 + 5R18 = (+231) —+ (+217) = +231 + 217.

Round 19: §Q;¢ = +231 + 217,
— 6f19 — _’_231.
— 6Qi—3 = 0Q4 = +231 — 229,
— Thus 0Th9 = (+231) + (+23F — 229) = —229 noting that
o (+231) and (+23') have cancelled out.
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— Conditions on T;:
e § = (—2?%) must not propagate past bit 31.

— Since S(19) = 20, this results in §Ryg = —229+20=17 = 217,

— Thus Q20 = 6Q19 + IR1g = (+231 +217) + (=217) = +231 noting that:
e (+2'7) and (—2'7) have cancelled out.

Round 20 and 21 6Q; = +23.
— 0f, = +231.
— 0Q—3 = 6Qq7 = +2%1.
— Thus 6T; = (+231) + (+231) = 0, noting that:
o (+231) and (4+23!) have cancelled out.
— Conditions on T;: none.
- 0R; = 0.
— Thus 0Qy+1 = 6Q; + 0Ry = (+231) + (0) = +23%.

Round 22: §Q,, = +23%.
— O foy = +231.
— 0Qi—3 = 6Qu9 = +231 + 217,
Thus §Tse = (+231) 4 (+23! 4+ 217) = +2'7 noting that
o (+231) and (+23!) have cancelled out.
— Conditions on T;:
e § = (+2'7) must not propagate past bit 17.
— Since S(22) = 14, this results in §Ryg = +217H14=31 = 4931
Thus §Qa3 = 0Q22 + dRaz = (+231) + (+231) = 0, noting that
o (+231) and (4+23!) have cancelled out.

Round 23: §Q)23 = 0.
— 0fa3 =0.
— 0Q;—3 = 06Qq0 = +2°1.
— Waz = 0My = —231,
— Thus 0753 = (+23!) + (—2%!) = 0, noting that:
e (+231) and (—23') have cancelled out.
— Conditions on T;: none
— 0Ro3 = 0.
Thus §Q24 = 0Q23 + 6 Ra3 = (0) + (0) = 0.

Round 24: §Qq4 = 0.
— faq = 4231
— 0Qi—3 = 0Qa1 = +231.
Thus §Tpy = (+231) + (+23!) = 0, noting that:
o (+231) and (+23!) have cancelled out.
— Conditions on T;: none
— 0Ro4 = 0.
— Thus §Q25 = 0Q24 + IR24 = 0.

Round 25: 6Qy; = 0.
— 0fa5 =0.
— 0Q—3 = 6Q9 = +2%L.



OWos = 6 Myy = —23L.

Thus §Tps = (+231) + (—23!) = 0, noting that
o (+231) and (—23!') have cancelled out.

Conditions on T}: none

0Ry5 = 0.

Thus §Q26 = 0Q25 + 6 Ro5 = 0.

Round 26 to 33: 6Q; =0.

Oft = 0Q—3 = oW, = 0.
Thus JT{» = 5Rt = O7 and 5Qt+1 = 5Qf + 5Rt =0.
Conditions on T}: none

Round 34: 6Q3, = 0.

0f34 =0.
0Qt—3 = 0Q31 = 0.
5W34 = 5M11 = +215.
Thus §T34 = (0) + (+219) = 4215,
Conditions on T;:
e § = (+2'%) must not propagate past bit 15.
Since S(34) = 16, this results in §Rzq = +215716=31
Thus 0Q35 = 0Q34 + 0 R34 = (O) + (—|—231) = 4231,

Round 35: Q35 = +231.

5 f35 = —23L.
0Q¢—3 = 0Q32 = 0.
W35 = My = —231,
Thus 6735 = (—231) + (—=23!) = 0, noting that:
o (—231) and (—23') have cancelled out.
Conditions on T}: none
0R35 = 0.
Thus §Q36 = 6Q35 + 0 R3s = (—|—231) + (O) = 4231

Round 36: Q3¢ = +231.

df36 =0,

0Q¢—3 = 0Q33 = 0.

Thus (5T36 = (5R36 =0.

Conditions on T}: none

Thus §Q37 = 0Q36 + 0R3s = (+2%1) 4 (0) = +231.

Round 37: Q37 = +231.

6f37 = —|—231.
0Q¢—3 = 0Q34 = 0.
SWa7 = My = —231.
Thus 6737 = (—231) + (=231) = 0, noting that:
o (—231) and (—23') have cancelled out.
Conditions on T}: none
§Rs7 — 0.
Thus 6Q3s = 0Q37 4+ 0R37 = (+2%1) 4 (0) = +231.

= 421,

15
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Rounds 38 to 49: §Q, = £23!.
— 0f, = £231,
- (SQtfg = :|:231.
— Thus 07; = (£23!) 4 (£231) = 0, noting that:
o (£231) and (£23!) have cancelled out.
— Conditions on T}: none
— Thus 6Q¢1+1 = 0Q; + 6Ry = (£231) + (0) = £23%.

Round 50: §Q5) = —231.
— 0fs0=0.
— 0Q—3 = 0Qur = —2%L.
— §Wso = My = =231,
— Thus 6159 = (—23!) + (—=231) = 0, noting that:
e (—231) and (—23!) have cancelled out.
— Conditions on T;: none
— dR59 = 0.
— Thus 0Qs51 = 6Qs0 + 6 Rso = (—231) 4 (0) = —23L.

Rounds 51 to 59: §Q; = —23%.
— 0fy = +2%L.
— 0Qs_3 = £231,
— Thus 07; = (—23!) 4 (4£23!) = 0, noting that:
o (—231) and (423!) have cancelled out.
— Conditions on T;: none
— dR; = 0.
— Thus 6Qt+1 = 5Qt + (5Rt = (—231) + (0) = :|:231.

Round 60: Qg = +231.
— dfe0 = 0.
— 0Q—3 = 0Q57 = —2°1.
— dWeo = My = —231.
— Thus 6T = (—231) + (=231) = 0, noting that:
o (—231) and (—23!) have cancelled out.
Conditions on T}: none
— 0Rgo = 0.
Thus 0Q¢1 = 0Qg0 + 0 Rgo = (—|—231) + (0) = 231

Round 61: §Qg; = —23%.
— 0 fe1 = —23L.
— 0Q—3 = 0Qss = —2°L.
- 5W61 = 5M11 = +215.
Thus §Ts; = (—231) + (=231) 4 (+215) = +2%5 noting that:
e (—231) and (—23') have cancelled out.
Conditions on T;}:
e § = (+2'%) must not propagate past bit 21.
— Since S(61) = 10, this results in JRg = +215+10=25 = 1225,
Thus 6Qe2 = 0Q61 + 0Re1 = (+2%1) 4 (0) = +23! 4 2%,
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Rounds 62 to 63: §Q, = £23' + 225,
— 0f, = £231,
- (SQtfg = :|Z231.
— Thus 07; = (£23!) 4 (£231) = 0, noting that:
e (—231) and (—23!') have cancelled out.
Conditions on T}: none
- 0R; = 0.
Thus 6Qi+1 = 0Q; + 0R; = (£231 4 225) + (0) = £231 + 225,

The differential in the first block finishes with

AQg = +2*,

AQgo = £231 4225
AQgy = £2°1 + 2%,
AQez = £2°1 + 2%,

and thus:
STHV[0] = STHVO[0] + 6Qe1 = (0) + (£231) = +231
STHV([1] = STHV O] 4 6Qea = (0) + (£2%! +2%°) = +£2% 2%,
STHV[2] = sSTHV O [2] 4+ 6Qe3 = (0) + (£231 +22°) = 4231 4 225
STHV[3] = STHVO[3] 4+ 6Qpz = ((0) + (£23 +225) = + 231 4 2%,

The differential in the second block begins with

[0]
STHV 1] ,
STHVW[2] = £231 4 22,
STHVW[3] = 4231 4 225

Table 16 in Appendix B.1 shows the sequence of add-differences in the second
block. The differential in the second block finishes up with

6Qe1 = £2°1,

Q2 = £2°1 — 2%,
Qo3 = £2°1 — 2%,
6Qes = £2°1 — 2%,

There is no explanation of the differential through the second block as the ex-
planation is quite similar to that for the first block. Thus:

STHV®[0] = sTHV V(0] 4 6Qe; = (£2°1) 4 (£231) =

STHV (1) = sSTHV[1] 4 6Qes = (23! + 2%°) + (ﬂ”ﬂ 2%5) = 0,
STHV (2] = sSTHVW[2] + 6Qgs = (£2°1 + 2%) 4 (£23! — 22°) = 0,
STHV @3] = sTHV W [3] + 6Qea = (£231 + 2%) 4 (£23 — 22°) = 0.
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t ) Max Requirements Probabilities
Small ~1

4 (+2%h) > 31 Tu[31] =1 27T

5 (+27 + 2™ <19 Ts[19] = 0, 271
0 € T5[11 — 18] (1-27%)

6 (—2™) > 14 Ts[14] =0 271

(—2'% <14 1 € Ts[13 — 10]] (1-279)

7] (=27 — 2% 12T <31 1 € T7[31 — 27], (1—-277)

1€ T%[26,25], |(1—272)
0 € T-[24 — 16 (1-279)
(—2?) <9 1eT79—2] (1-27%)
(4219 + 2°) AT;[10] =0| T#[9—-5] =1 275
8 +277 > 31 Ts[31] =1 271
(=22 4216 1 210 L 98] <24 Ts[24] =1, 271
0 € Ts[23 — 16], (1-27%)
0 € Tx[15 — 10], (1—27%)
0e€T9,8] |[(1-272%

9 (+2%° —2%9) <31 0 € To[31 — 26], (1-27%
1 € To[25 — 20] (1-279

(+2°) <19 0€ To[19 — 2] (1—2718)

10 (=27 <31 1 € Tio[31 — 27] (1-279)

(+2'3) <14 0 € Tio[14,12] |(1—273)

11 (—2% - 21" <31 1 € T11[31, 23], (1-279)

1€ Ti1[22,17] (1-279
(—28) <9 1€Tnl9,8 |[(1—-272)

12 (-2 254+ 29) <24 |1 e€T2[24 - 16], (1-279)
0 € Ti2[15 — 6] (1—2710)
0e€T[5-2] |(1—27%

13 (—2™) <19 1€ T13[19 — 12] (1-27%)

14 (—2%0 1 2T%) <31 1€ T14[31,30], [(1—272)

0 € T14[29 — 18] (1-271)

15 (+2% —219) <31 |0€e Ti5[31 — 25], (1-271

1€ Tis[24 — 13] (1-2712)
(=27 <9 1€ Ti509,8,7] |(1—27%)

16 (+27) <24 Ti6[24] =0 27T

18 (+2%) <17 0 € T1s[17 — 3] (1-2715)

19 (—2%9) <31 1€ Tio[31 —29][(1 — 279)

22 (+2™) <17 T52[17] =0 27T

34 (+27%) <15 T»3[15] = 0 271

61 (+275) <21 |0€ Tis[21 — 15] 1-277)

l Totall 2~ 158 ‘

Table 2. Conditions on T} for the first block of the differential. Only those rounds

with conditions are shown.
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4.4 Summary of Conditions on T}

In Table 2, the conditions on the carry propagation for 67; have been collected,
turned into conditions of the values T;[j] (the values during the first message),
and then translated into a probability. The product of these probabilities is
27156 That is, for a random message, the conditions on 7} are satisfied with
probability 27196,

Suppose we define a“T;-good” message M to be a message such that the
conditions on T} in the first 16 rounds satisfied. You can see from the table that
most of the conditions on T; occur in the first 16 rounds. This is useful, because
an attacker has full, independent control over the value of T; for all of these
rounds. Hence, the attacker can easily generate T;-good” message M. For each
T;-good message, the probability of the conditions being satisfied is the product
of the probabilities for rounds 16 to 63. This probability is 2732 ~ 1/9, so the
attacker can assume that one in 9 of the T;-good messages will also satisfy the
conditions in the remaining rounds.

5 Conditions for Propagation of the Differences Through
the f; Functions

Tables 3, 6, 7 and 8 provide more details on the propagation of the differences
through the f; functions.

— Table 3 corresponds to the rounds 0 to 15, with function f; = F.

— Table 6 corresponds to the rounds 16 to 31, with function f; = G.
— Table 7 corresponds to the rounds 32 to 47, with function f; = H.
— Table 8 corresponds to the rounds 48 to 63, with function f; = I.

We use the following notation:

0, if X*[i] =X
1, if X*[i] =X
if X*[i] =X
+or +1, if X*[i] - X
—or —1, if X*[i] - X
+or +1, if X*[i] — X[i] = £1: that is X*[i] = X[i].

— We may write X[i] = 0/1 to to mean that X[i] = 0 and X*[i]] = 1. This is
the same as VX[i] = +1.

— We may write X[i] = 1/0 to to mean that X[i] = 1 and X*[i]] = 0. This is
the same as VX[i] = —1.

5.1 Rounds 0 to 15 of the First Block

Rounds 0 to 4: The attacker has
- 5@3 = 07
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t 0Q+ VQ: V fe 0 ft
0-4 | Pt -
— + +
5 T | I B I 2 o R P oo Foi e 19,11
+ 4+ — - -
6| 31,23,6 ||[£....... o U P B U N 14,10
- 4+ - = - - 4+ + + -
7 127,23,6,0 ||d+++++———. ... L. =ttt e oo + +..-..(27,25,16,10, 5, 2
- - — 4 + — 4+ + 4+ +
8 123,17,15,0(| « -« vv ... s & St SN == e oo L P R 31,24,16,1., 8,6
£ — + + + - - + +
9 31,6,0 ||Eeeeeeiniiiii —++ +-|x tom T +oo... +31,26,23,2.,6,0
+ + - o+ 4+t
10 31,12 e e e oo +oo... + 23,13,6,0
+ + - -
11 31,30 e — e - 8,0
+ — - + + +
12 31,13,7 ||[£ ..ot i R +.oo. e oo 31,17, 7
+ + + -
13 31,24 +..... R e R e 2 SN 31,13
+ + +
14 31 d e o 31,18
+ - 4+ + +
15| 31,15,3 |[£..ovvneiennn.. e PO = P o e 31,25

Table 3. Propagation of differences through the f; functions in the first 16 rounds of
the first block for the example collision given by Wang et al.. Note that f¢ = (Q¢ A
Qi—1) @ (Q+ A Q¢—2) for these rounds.

- 5Q4 = 07 and
- 0Q5 =0.
The attacker wants  f5 = 0. No conditions required.
) \Y
O P
Qie1] oo
Qt | e
Ft e
Round 5: The attacker has

- 6Q3 =0,

- 5Q4 = 07 and

- 6Q5 = —26.

The attacker wants 6 f5 = +219 4 211,

Obtaining Correct AQ,: The only way to obtain §fs = +2'9 + 2! from
these differences is if the difference (—2°) in Q5 is propagated into higher
order bits via the carries. That is, the attacker needs Q5[j] =0, 6 < j < 19.
In the collision of Wang et al., the value of @5 has @Q5[21 — 6] = 0 and
Q5[22] = 1, as shown below. Although we could consider the case with
Q5[19—6] = 0 and Q5[20] = 1 (which is more probable) we are satisfied with
the conditions Q5[21 — 6] = 0 and Q5[22] = 1 (for the moment).




21

0 \Y%
Qs |
Qal e e
Qs 6 e, e
T T
f5 119,11 .o oo, Fo e
Conditions to get correct AQy:
— @s[21 - 6] = 0;
- @522 =1.

Obtaining Correct 6 f;: The “best” way to get the difference 6 f5 = +21°+
2! is to use the differences in Q5[19] and Q5[11] to result in a differences
V f5]19,11] =“+". By “best” we: mean that this requires the fewest condi-
tions be applied.

Constant bits of Q5: AQ5[j] = 0 for j € [31—23,5—0], where the function
either

— selects f5[j] = Qulj] and f3[j] = Qi[j] (when Q5[j]] = 1), or

— selects fs[j] = Qa[j] and f2[j] = Q3[j] (when Qs[j] = 0).
We deduce that:

— For bits j € [31—-23,5—0], AQ4[j] = 0 and AQ3[j] = 0, and thus f; = 0.

No conditions required for these bits.
— Conditions from constant bits of QQ5: none.

Non-Constant bits of Qs:
V@Qslj] =+1, j € [21 — 6]: @s[j] = 0/1,= f5[j] = Qs[j]/QilJ]-

— For j € [21,20,18 — 12,10 — 6, f[j] = f50j]. requires Q3[j] = Qulj] =
Qslj].

— For'j € 19,11, f2[j] — fslj) = +1, requires Qj[j] — Qslj] = Qulj] -
Qs[j] = +1 which implies that Q4[j] = 1 and Q3[j] =0

VQs[j] = —1, j € [22): Qslj] = 1/0,= fslj] = Qulil/Q3li)-

— F 23] = f3[22], requires Q5[22] = Qs[22] = Qa[22].

Conditions from non-constant bits of Qs:

— Q4[19,11] = 1;

— Qs[19,11] = 0;

— @3[21,20,18 — 12,10 — 6] = Q4[21,20,18 — 12,10 — 6]. We indicate this
equality by placing a “v” in the corresponding bit positions in Q3 (like
an arrow pointing down to say “The value of this bit must be equal
to the value of the bit below”) and placing a “*” in Q4 (like an arrow
pointing up to say “The value of this bit must be equal to the value of
the bit above.”)

Summary of Requirements resulting from this round:

— @s[21 —6] = 0;
- @s[22] = 1;
— Qu[19,11] _1
— Q3[19,11] =

[

— Q5]21, 20, 18— 12,10 — 6] = Q4[21,20,18 — 12,10 — 6].
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t Cumulative Conditions on @

K] vvvOvvvvvvvOvvvvVv. ... ..
/N (0 )ahaha Reloheheiiale 177" " ...
15 PP 010000000000000000. . ....

Round 6: The attacker has
- 0Q4 =0,
- 5Q5 = 726, and
— 0Qe = — + 231 4223 — 26,
The attacker wants §fg = —214 — 210,
Obtaining Correct AQ;:
— No conditions on bit 31 at this stage.
— Otherwise, it is best if the add-differences do not propagate. Thus, for
the difference (+223) we want Qg[23] = 1, and for the difference (—29)
we want QQg[6] = 1.

) \Y
Q4 e P
Q5 8 ,,,,,,,,, —t++++++++++HH+HH+ L
+ 4+ —
Q6)31,23,6|£....... S -
fe 1_,1_0 ......... B S,

This value of V fs provides the correct add-difference (-2 — 210), since:

31 21 13
0fs =D Uslil = feli)2) = =22+ | o427+ | 3+
=0 j=15 Jj=10

21 13
=22+ [ D27 |+ 2M [ D]+
=14 =10

—=_914 =910

—_ _214 _ 210.

Conditions to get correct AQy:

— Q¢[23] = 0;
— Qs[6] = 1;
Obtaining Correct §f;:
Constant bits of Qg: AQs[j] =0, j € [30 — 24,22 — 7,5 — 0]; where the
function either
~ selects falj] = Qs[j] and f¢j] = Qz[j] (when Qslj] = 1), ox
— selects fo[j] = Qu[j] and f§[j] = Qi[s] (when Qs[j] = 0).
We deduce that,
— To obtain Afg[22 — 15,13 — 10] = 1, requires @[22 — 15,13 — 10] = 1.
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— To obtain Afg[14,9,8, 7], requires Qg[14,9,8,7] = 0.
— For bits j € [30—24,5—0], AQs5[j] = 0 and AQ4[ | =
No conditions required for these bits.
— Conditions from constant bits of Q¢:
e (Qs[22 — 15,13 —10] = 1.
e (06[14,9,8,7] = 0.
Non-Constant bits of (4:

0, and thus f; = 0.

VQslj] = 41, j € [23]: Qe[j] = 0/1, ifa[]] Qals]/ Q1]
— fe123] = f6]23], requires Q%[23] = Q5[23] = Q4[23]
VQslj] = —1, j € [6]: Qs[j] = 1/0,= fols] = @s[5]/Qil4]-
— fe16] = fs[6], requires Q;[6] = Q5[6] = 1, since Q5[6] = 0 has already
been specified (VQ5[6] =“+").
VQs[31] = +1:

— fe[31] = fe[31], requires Q5[31] = Q4[31].
Conditions from non-constant bits of Qg:
— @5[31,23] = Q4[31, 23];
— Q4[6] =
Summary of Requirements resulting from this round:
- Q6[22 — 15,13 — 10,6] = 1;
- Q6[237 147 97 87 7} - 01
- Q4[6] =0;
— Qs[31,23] = Q4[31,23].
Note that the condition Q4]6] = 0 combines with the condition Q4[6] = Q3[6]
required for f5, and thus Q3[6] = 0. A by-product of this requirement is that

J5[6] = f4[6] =0

t Cumulative Conditions on @,

K] vvvOvvvvvvvOvvvvO. .....
dlv....... '20i0ieh Ralalahohabate 177770, ...
5] A ~10000000000000000......
6)........ 011111111011110001......

Round 7: The attacker has
— 0Q5 = —26,
~ Qg = 4231 4223 _ 96 and
— 0Q7 = —227 +223 26 20,
The attacker wants 6 f; = —2%27 — 225 4216 1 910 1 95 _ 92
Obtaining Correct AQ);:
— Obtaining difference (+22%) in f; requires the difference (+22%) in Q7 to
propagated to at least bit 26. This requires Q|25 — 23] = 1.
— Obtaining difference (+2%°) in fy requires the difference (+2%%) in Q7 to
propagated to bit 26. This requires Q7[26] = 0.
— Obtaining difference (+2%°) in fg will require the difference (—2°) in Q7
to propagated to bit 11. This requires Q-[11] = 1, Q7[10 — 6] = 0.
— Obtaining difference (+2°) in f7 will require the difference (—2°) in Q-
to propagated to bit 5. This requires Q7[5] =1, @Q7[4 — 0] = 0.
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— The example of Wang et al. has the difference (—2%7) in Q7 propagating
to bit 31. At first glance, this does not seem to be necessary, as it results
in a large additional number of conditions. We consider two cases:

e Case One: where the carry propagates and thus Q7[30—27] = 0; and
e Case Two: where there is no carry propagation and thus Q7[27] = 1.
Case One: Q7[30 — 27] = 0; carry propagation as in example of Wang et al.

0 v
Q5 6 ,,,,,,,,, —++++++++++++++++ L L L.
+ + -
Qs 31,23, 6 +oa... e —
+ -+ - -
Q7| 31,27,23,6,0 |T+++++-———. . ... ..., —tHttt— bttt
- — + T + —
f7127,25,16,10,5,2| . ...—.—. . ...... +.o.... S P
Case Two: Q7[27] = 1; no carry propagation.
0 v
Q5 6 ,,,,,,,,, —++++++++++++++++, L L L.
+ + -
Qs 31,23,6 +o. e e
+ - + -
Q7 31,27,23,6,0 |....—+=———. ... . ...... R e e
- — f f + -
f7127,25,16,10,5,2| . ...—.—........ +.oo... ST U

Conditions to get correct AQy:
- 7]26,10 — 6,4 — 0] = 0;
- Q7[25 —23,11,5] = 1.
— Case One: Q7[31 — 27] = 0.
— Case Two: Q7[27] = 1.

Obtaining Correct § f;:
Constant bits of Q7: AQr[j] =0, j € [22 — 12], where the function either
— selects fr[j] = Qo] and £2[j] = Q3lj] (when @7[j]] = 1), or
— selects fr[j] = Qslj] and f2[j] = Q3] (when Qs[j] = 0).
We deduce that:
— To obtain Af;[16] = +1, requires Qr[16] = 0.
— To obtain Af;[22 — 17,15 — 12] = 0, requires @[22 — 17,15 — 12] = 1.
Case Two: add AQ-[j] =0, j € [31 — 28].
— To obtain Af7[31] = 0, requires Q7[31] = 0.
— No conditions for bits j € [30, 29, 28].
— Conditions from constant bits of Q7:
* Qr[16] = 0;
o Q7[22 17,15 —12] = I;
e Case Two: QQ7[31] = 0.

Non-Constant bits of Q7:
VQrlj] =41, j €[26,10 — 6,4 — 0]: Q7[5] = 0/1,= f7[j] = Qs[j]/Q&l]-
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— For the bits j € [26,4,3,1,0]: f2[j] = f7[j] requires Q§[j] = Qslj] =
Qs j]-
~ Forj € [2], f21j] - fr[j] = —1 requires Q3[j] ~ Qsls] = —1, which implies
that Qg[j] = 0 and Qs[j] =
— f#[10] — f7[10] = +1 requires Q§[10] — Q5[10] = +1, which implies that
Qs[10] = 1, and Q5[10] = 0.
— For j € [9,8], f3[j] = f7[j] requires Q¢[j] = Q@s[j], which implies that
Qs[j] = 0, since Q5[j] = 0 has already been specified (VQs[j] =“+7).
— Case One: add VQr[j] = +1, j € [31 — 27].
e For the bits j € [30,29,28]: f¥[j] = f7[j] requires Q§[j] = Qs[j] =
Qs[j].
e f*[31] = f7[31] requires Q§[31] = Q5[31] = 1, since QF[31] = 1 has
already been specified (VQg[31] =“+").
o For j € [27], f21j] - frlj] = —1 requires Qgls] — Qs[j] = ~1, which
implies that Qg[j] = 0 and Q5[j] = 1.
VQili) = -1, j € 23 25,11,5]: Qsljl = 1/0,= f2lj] = Qolil/ QL]
= O] = F2[25] = =T, requires Q3125 — Q[25] = @5125] — Qu[25] = —
since AQg[25] = AQ5[25] = 0. Thus Qg[25] = 1 and Q5[25] = 0.
— [7[24] = f7[24], requires Q5[24] = Qs[24] = Q5[24] = Qs[24].
— fF[23] = f7]23], requires Q%[23] = Q6[23] = @5[23] = 0, since Qs[23] =
0, has already been specified.
— f2[11] = f7[11], requires QE[11] = Q[11] = Qg[11] = 1, since Q5[11] =
1, has already been specified.
— f2[5] = f7[5] = 41, requires Q%[5] — Qs[5] = Q5[5] — Qs[5] = +1, since
AQ6[5] = AQ5[5] = 0. Thus Q6[5] =0 and Q5[5] =1
— Case Two: add VQ7[27] = —1.
o fX[27] — f7[27] = —1 requires Q%[27] — Qs[27] = —1, which implies
that Q5[27] = 0 and Q4[27] = 1.
VQ7[31] = £1: Case One only. Need f#[31] = f7[31].

— V(Q7[31], Qs[31]) = (+,+): f7[31] = Q5[31] = 1,= f7[31] = Q5[31] = 1.
- V(Qr[31],Qs[31]) = (+ 7-): f781] = Q§[31] = 0,= f7[31] = Q5[31] = 0.
— V(Qr[31], Q¢[31]) = (-,+): f7[31] = Qe[31] = 0,= f7[31] = Q5[31] = 0.
= V(Q7[31], Qs[31]) = (-,-): f7[31] = Q6[31] = 1,= f7[31] = @5[31] = 1.
— These conditions are summarlzed by Q5[31] = Qs[31] ® Q7[31].

Conditions from non-constant bits of Q7:

— Q55,2 = 1;
— Q5[25,23,10] = 0;
— Q6[25,11,10] = 1;
- Q6[97875’2] =0
— j €30 —28,26,24,4,3,1,0], Qq[j] = Qs[].
— Case One:
e (Q5[31,27] = 1;
* Qs[27] = 0;
o j € [30,29,28], Qslj] = QsLj]
— Case Two:

* Q5[27] = 0;
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o Qs[27)] = 1.
Summary of Requirements resulting from this round:
Q5[257 23] = Q6[97 87 57 2] = Q7[267 167 10 — 67 4— O] = Oa
Q@s55,2] = Qg[25,11,10] = Q7[25 — 17,15 — 11,5] =1;
Q6[26,24,4,3,1,0] = Q5[26,24,4,3,1,0].

Case One: Additional Conditions

Q-[31 — 27] = 0;
Q5[31] = Q6[31] ® Q7[31];
Q6[30,29, 28] = Q5[30, 29, 28].

Note that the condition on Q5[31] combines with the condition Q5[31] =
Q4[31] required for fg, to define Q4[31].

Cumulative Conditions on Q;: Case One

B~"707170111111110111100010°°0""
A0000011111111101111100000100000
C=AeB

t
4
5| Cvvv1vOv0100000000000000001vvivy
6
7

Case Two: Additional Conditions
Qe[27] = Q7[27]
Qs(27] = Q7[31]

Note that the condition Q5[31] = 0 combines with the condition Q5[31] =
Q4[31] required for fg, to define Q4[31] = 0.

1;
0.

Cumulative Conditions on Q;: Case Two

....17170111111110111100010°70""

t
4
5/ 0...0vOv0100000000000000001vvivv
6
7| 1...1011111111101111100000100000

Round 8: The attacker has
— 0Qg = £231 4223 — 26,
C§Qy = —22T 4923 _ 96 _ 90 and
_ 6@8 — _223 _ 217 _ 215 + 20-
The attacker wants 6 f7 = 4231 — 224 4216 1 910 4 98 4 96
Obtaining Correct AQ);:
— Obtaining difference (—22°) in fq requires the difference (—2'7) in Qg to
propagate to bit 20. This requires Qg[20] = 1 and Qg[19,18,17] = 0.
— Obtaining difference (+2%°) in fg requires the difference (—2'°) in Qg to
propagate to bit 16. This requires Qs[16] = 1 and Qs[15] = 0.




27

— Otherwise, it is best if the add-differences do not propagate. Thus, for
the difference (—223) we want Qg[23] = 1, and for the difference (+2°)
we want Qs[0] = 0.

— It is now possible to obtain V fg[31, 16, 10,8, 6] =“+" and V fg[24] =“-".

Case One: (See explanation of Round 7).

1) \%
£ F -
Qs 31,23,6 =N T e -
Q7 57 2+3 6,6 e R
Qs 23 f?, f,Jor ........ ST s S +
£ - + + + +
fs 131,24,16,10,8,6|%£...... e +oo.. S N

Case Two: (See explanation of Round 7).

) \Y%
[ S —
Qs 31,23,6 .o, P -
— + _
Q7 27,23,6,0 4. —+++Ht—t++
Qs _3 _7 1_5,6 ........ —m— +
F - T+ T + +
fs 131,24,16,10,8,6|+...... — . +oo... S N

Conditions to get correct AQy:
— Qs[19,18,17,15,0] = 0;
— Qs[23,20,16] = 1.
Obtaining Correct § f;:
Constant bits of Qg: AQs[j] = 0, for j € [27 — 24,22,21,14 — 1], where
the function either
— selects fs[j] = Q7lj] and f£[j] = Q51j] (when Qs[j]] = 1), or
— selects fs[j] = Qs[j] and f[j] = Q¢lj] (when Qs[j] = 0).
We deduce that:
— For j € [27,26,25,11,9,7,5 — 1], Afs[j] = 0, requires Qg[j] = 0.
For j € [10,8,6], Vfs[j] = +1, requires Qs[j] = 1.
V fs[24] = —1, requires Qg[24] = 1.
— No conditions are required for bits j € [22,21, 14, 13,12].
Case One:
e The attacker obtains V fg[31] = =1, irrespective of the value of
Qs[31], so this results in no conditions.
e For j € [30,29,28], Afs[j] = 0, requires Qs[j] = 0.
Case Two:
e Vf3[31] = £1, requires Qs[j] = 0.
e No conditions are required for bits j € [30,29, 28].
Conditions from constant bits of Qg:
o Qs[27,26,25,11,9,7,5 — 1] = 0;
o Qs[24,10,8,6] = 1.
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e Case One: Q5[30,29,28] = 0.
o Case Two: Qs[31] = 0.
Non-Constant bits of Qg:
VQulj] = +1, j € [19,18,17,15,0]: Qs[j] = 0/1, = fslj] = Qe[j]/QiLj]
Twm fZli] = Jsldl, requires Q7[j] = Q7[j] =
Qsj]-
- f{{G[O} = fs[0], requires Qg[0] = Q%[0] = 1, since Q%[0] = 1, is already
specified (AQ~7[0] = +1).
VQslj] = —1, j € [23,20,16]: Qs[j] = 1/0,= fs[j] = Q7[j]/ Qs J]-
— The values Q[23] = I and @Q7[23] = 1 are already specified, resulting in
f2123] = fu[28) = 1.
— f5[20] = f5[20], requires Q[20] = Q6[20] = Q7[20].
— f3[16] — fs[16] = +1, requires Q§[16] — Q7[16] = +1, and thus Q§[16] =
Qo[16] = 1 and Q-[16] = Q2[16] = 0.
Conditions from non-constant bits of Qg:
— Q6[16,0] = 1;
— Q7[16] = 0;
— j €[20— 17,15}, Q7[j] = Qsls]-
Summary of Requirements resulting from this round:

Q7[16] = Qs[27,26,25,19,18,17,15,11,9,7,5 — 0] = 0;
Qs[16, 0] = Q-[0] = Qs[24, 23,20, 16, 10, 8, 6] =1;
Qs[20 — 17,15] = Q7[20 — 17, 15].

Note that the condition Qg[0] = 1 combines with the condition Q5[0] = Qg[0]
required for f7, and thus we obtain Q5[0] = 1. Interestingly, the conditions:

Q6[20 — 17,15] = Q4[20 — 17, 15];
Q7[16] = 0;  Qg[16] = 1;

were already satisfied as a consequence of previous independent requirements
for fg and f7. Alternatively, one could say that the other requirements stip-
ulated the values of Afg[20 — 15].

Case One: Additional Conditions: Qs[30,29, 28] = 0.

Cumulative Conditions on @;: Case One
Cvvv1vOv0100000000000000001vvivl
B®"707170111111110111100010°"0"1
A0000011111111101111100000100000
.00000011..100010...010101000000

C=A@B

Case Two: Additional Condition: Qs[31] = 0.

t|Cumulative Conditions on Q;: Case Two
5| 0...0v0Ov0100000000000000001vvivl

6/ ....17170111111110111100010°"0"1
7
8

~

o 3 O Ot

1...1011111111101111100000100000
0...00011..100010...010101000000




29

Round 9: The attacker has

_ 5@7 — 927 + 9223 _ 96 _ 207

— 6Qg = —223 — 21T 215 1 90 and

— 6Qg = —231 — 26 420,

The attacker wants 6 fg = 231 4226 _ 923 _ 920 4 96 4 90,

Obtaining Correct AQ);:
— Obtaining difference (—2%) in f1; requires the difference (—2°) in Qg to
propagate to bit 8 exactly. This requires Qg[8] = 1 and Qg[7,6] = 0.

— Obtaining difference (—2°) in fi; requires the difference (2°) in Qg to
have VQg[0] =“-". This requires the addition to propagate to at least
bit 1. It is best if the add-difference does not propagate further. Thus,
we add conditions Qg[1] =0 and Qy[0] =1

— No conditions for bit 317

— It is now possible to obtain the add-difference by using V fo[31] = =+,
V f9]26,6,0] =“+” and V fy[23,20] =*-7

Case One: (See explanation of Round 7).

) \Y
— + — =
Q7 27,23,6,0 E——— L —
- - =+
Qs 3,17,15,0  |........ —m— +
+ -+
Qo9 31,6,0 e -+, L
+ 4+ - - 4+
fo131,26,23,20,6,0|F. ...+ .= .= oL +
Case Two: (See explanation of Round 7).
) \Y
— + — =
Q7 27,23,6,0 . e e S
- - = 4+
Qs 3,17,15,0  |........ I o +
+ -+
Q9 31,6,0 e —++, +-
+ 4+ - - 4+
fo 31,26,23,20,6,0|+ T T +.o... +
Conditions to get correct AQy:
- Q9[776a 1} = 07
- Q9[8,0] =1.

Obtaining Correct § f;:
Constant bits of Qg: AQg[j] = 0, for j € [30—9,5— 2], where the function
either
— selects folj] = Qslj] and f5[j] = Q5lj] (when Qo[j]] = 1), or
— selects fo[j] = Qs[j] and f[j] = Q2[j] (when Qa[j] = 0).
We deduce that:
— The attacker obtains V fg[23] = —1, irrespective of the value of Q9[23],
so this results in no conditions.
— For j € [27,25,24,11,10,9,5—2], Afo[j] = 0, requires Qg[j] = 1 to select
from Qg rather than Q7.
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— For j € [19—-15], Afq[j] = 0, requires Qg[j] = 0 to select from Q7 rather
than Qs.
— Vf9[26] = +1, requires Qg[26] = 0.
— V/9[20] = 41, requires Q9[20] = 1.
— No conditions are required for bits j € [22,21, 14 — 12].
— Case One:
e For j € [30,29,28], Afy[j] =0, requires Qqg[j] = 1 to select from Qs
rather than Q7.
— Case Two:
e No conditions are required for bits j € [30, 29, 28].
— Conditions from constant bits of Qg:
o Q9[26,19 — 15] = 0;
o Q[27,25,24,20,11,10,9,5 — 2] = 1.
e Case One: Q9[30,29,28] = 1.

Non-Constant bits of Qg:
VQolj] =41, j € [7,6,1]: Qo[j] = 0/1,= folj] = Qr[j]/Q&lj]-
— For the bits j € [7,1], f5[j] = folj], requires Q§[j] = Qr[j] = 0, since
Q7[j] = 0, is already specified (AQ7[j] = +1). Thus, Qs[j] =0, 7 € [7,1].
— f5[6] — fo[6] = +1, requires QF[6] — Q7[6] = +1, and hence Q§[6] = 1,
since Q3[6] = 0, is already specified (AQ~r[6] = +1).
VQolj) = —1, j € [8,0): Qolj] = 1/0,= folj) = Qs111/Q31j).
— f318] = fo[8], requires Q%[8] = Qs8] = 1, since Q%[8] = 1, is already
specified (AQ~[8] = +1).
— The values AQ9[0] = —1, Qs[0] = Q7[0] = +1, are already specified,
resulting in Afg[0] = +1.

VQo[31] = +1: Need V fo[31] = +1

— Case One.
o V(Qo[31], Q7[31]) = (+,+): fo[31] = Q7[31] = 0,= @s[31] = 1.
o V(Qo[31],Q7[31]) = (+,-): fo[31] = Q7[31] = 1,= Qs[31] = 0.
. ( 0[31], Q7[31]) = (=,#): f3[31] = Q7[31] = 1,= Qs[31] = 0.
o V(Qo[31],Q7[31]) = (=-): f5[31] = Q7[31] = 0,= Qs[31] = 1.

w0

o These conditions are summarized by Qg[31] = Q7[31} & Qs[31].
— Case Two: VQr7[31] = 1, VQsg[31] = 0, and VQ7[31] = £1 , implies
V fo = £1. No additional conditions.

Summary of Requirements resulting from this round:

Qs[7.1] = Q[26,19 — 15 =0;
Qs[8,6] = Q9[27,25,24,20,11 — 8,5 — 2,0] = 1;

Interestingly, the conditions:

Q8[77 1] = 07 Q8[8a6] = 17
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were already satisfied as a consequence of previous independent requirements
for fs. Alternatively, one could say that the other requirements stipulated
the values of fy[8,7,6,1]. Case One: Additional Conditions:

Q9[30,29,28] = 1;
Qs[31] = Q731] @ Qs[31]

t|Cumulative Conditions on @;: Case One
6/ B~"707170111111110111100010"°7°0"1

7| A0000011111111101111100000100000
8
9

D00000011..100010...010101000000
E1111011...100000..... 1100111101
E=A¢D

Case Two: Additional Conditions: none.

t|Cumulative Conditions on Q: Case Two
6/ ....17170111111110111100010°"0"1

7 1...1011111111101111100000100000
8
9

0...00011..100010...010101000000
....1011...100000..... 1100111101

Round 10: The attacker has

_ 5Q8 — 923 _ 917 _ 915 + 20,
— 8Qg = £231 — 26 + 20 and
— 6Qqo = £231 + 212,

The attacker wants 6 f1g = —223 4+ 213 426 4 20,

Obtaining Correct AQy:
— Obtaining difference (+2'3) in fio requires the difference (+2'2) in Q19

to propagate to bit 13 exactly. This requires Q1[13] = 0, Q10[12] = 1.

— It is now possible to obtain V f19[13,6,0] =“+” and V f10[23] =“-".

— +

Qs 123,17,15,0| e vvvn .. T o S S +
-+

Qo | 3L,6,0 |E.oueeiiiiiiii.. -+, L+
+

Qo] 31,1

J10 23,13,

Conditions to get correct AQy:
— Q10[13] = 0;
— Quof12] = 1.
Obtaining Correct § f;:
Constant bits of Q19: AQ1p[j] = 0, for j € [30 — 14,11 — 0], where the
function either
— selects fiolj] = Qolj] and f7j] = Q31j] (when Quo[j]] = 1), or
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— selects frolj] = Qslj] and fi[j] = Q3lj] (when Quolj] = 0).
We deduce that:
— For j € [20 — 15], Afio[j] = 0, requires Q10[j] = 1.
For j € [8,7,1], Afio[j] = 0, requires Qio[j] = 0.
— Af19[23] = —1, requires Q10[23] = 0.
Af10]6] = 41, requires Q10[6] = 1.
— Af10]0] = +1, requires Q10[0] = 0.
— No conditions are required for bits j € [30 — 24, 14,11 — 9,5 — 2].
Conditions from constant bits of Q1o:
o Q10[23,8,7,1,0] = 0;
o Q10[20 — 15,6] = 1.
Non-Constant bits of ()19:
VQio[j] = 41, j € [13]: Quo[j] = 0/1,= fuolj] = Qs[j]/Qx[j]-
— f10l13] — f10[13] = +1, requires Q§[13] — Qs[13] = +1, which implies that
Q3[13] = Qo[13] = 1 and Q[13] = Qx(13] = 0.
V@Qiolj] = -1, j € [12]: Quo[j] = 1/0,= fiolj] = Qols]/ Q3]
— fiol12] = fi10[12], requires Q§[12] = Qs[12] = Qy[12].
VQlo[Sl} = =+1:
— V@B, Qo[31)) = (+,): f1y[31] = Q3[31] = 1, = Qu[31] = 1.
e Case Two is impossible in this case since Qg[31] = 0 already specified.
V(Quol31), Qo[31])) = (+,): f1of31] = Q5[31] = 0, = Qs[31] = 0.
= V(Q10[31], Qo[31]) = (=#+): f10[31] = Qo[31] = 0,= Qs[31] = 0.
V(Q10[31], Qo[31]) = (=,-): f10[31] = Qq[31] = 1, = Qs[31] = 1.
e Case Two is impossible in this case since Qg[31] = 0 already specified.
— These conditions are summarized by:
o Case One: Q19[31] = Qs[31] ® Qg[31].
o Case Two: Q10[31] = Qo[31].
Summary of Requirements resulting from this round:

Qs[13] = Q10[23,13,8,7,1,0] = 0;
Qo[13] = Q10[20 — 15,12,6] = 1;

Qs[12] = Qo[12].

Case One: Additional Conditions:

Q10[31] = Qs[31] & Qy[31] = Q7[31].

Cumulative Conditions on @;: Case One
A0000011111111101111100000100000
D00000011..100010.0v010101000000
E1111011...100000.17..1100111101

....... 0..111111101...001....00

E=A®D

© 0 | =+

—_
=)
=
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Case Two: Additional Conditions: Q19[31] = Qo[31].

t |Cumulative Conditions on Q;: Case Two

71 1...1011111111101111100000100000

8| 0...00011..100010.0v010101000000

9| F...1011...100000.17..1100111101

10 G....... 0..111111101...001....00
G=F

Round 11: The attacker has
— 6Qg = 4231 — 26 1 90,
- 5Q10 = :|:231 + 212, and
_ 5Q11 — :|:231 + 230'
The attacker wants §f1; = —28% — 20,
Obtaining Correct AQ;:
— It is already possible to obtain V f11[8,0] =“-".
— The difference §Q1; = £23' + 230 could be
VQi1 = .-..., with AQ11[31] =0 or
VQi1 = £+..., with AQ[31] = 1.
In the first case, Q11[31] will select either:
o f11[31] = Qq[31]/Qy[31], and V f11[31] = VQo[31] = &; or
[ fll[gl} == Qlo[gl}/Qlo[?)l], and Vf11[31} == Vf10[31} = +.
Since we need Af11[31] = 0, this eliminates the first case. Therefore, the
attacker needs V@Q11 = £+. ... That is, the attacker needs (11[30] = 0.

] \Y%

-+
6,0/F . e R
+

+
Qo |31

Q1o
Q11| 3
fi1

b

+ &

—_

b

@ |
Ol | Wy =
e+ o
H_
+

)

Conditions to get correct AQy:
— Q11[30] = 0.
Obtaining Correct §f;:
Constant bits of Q11: AQ11[j] = 0, for j € [29 — 0], where the function
either
— selects f11[j] = Q0[] and [T, [j] = Q]o[j] (when Qu1[j]] =1), or
— selects f11[j] = Qo[j] and f{;[j] = Q5[j] (When Qu1[j] = 0).
We deduce that:
— For j € [13,12], Af11[j] = 0, requires Q11[j] = 0.
— For j € [7,6,1], Af11]j] = 0, requires Q11[j] = 1.
— For j € [8,0], Vfi11[j] = +1, requires Q11[j] = 0.
— No conditions are required for bits j € [29 — 14,11 — 9,5 — 2].
— Conditions from constant bits of Q11:
o Q11[13,12,8,0] = 0;
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e Q11[7,6,1] = 1.
Non-Constant bits of QQ1:
VQulj] = +1, j € [30]: Qulj] = 0/1,= fulj] = Qolj]/Q5]-
— f11[30] = f11[30], requires Q§[30] = Q9[30] = Q10[30].
VQ11[31] = £1: Note VQ10[31] = +£1, VQ10[31] = +£1. Attacker wants
f11181] = f11[31]

= VQu[31] =“+": Qui[j] = 0/1,= fu1[j] = Qo[j]/Q7olj]- Thus, f1[31] =
f11[31] requires Q75,[31] = Qo[31]. We require Q10[31] = Q9[31]
= VQu[31] =“-": Quj] = 1/0,= fu1[j] = Quo[j]/Qs[j]- Thus, fi;[31] =

f11[31] requires Q§[31] = Q10[31]. Similarly, we require Q10[31] Qq[31].
— In either case, the requirement is Q10[31] = Qg[31].
Conditions from non-constant bits of Q11:

— Qo[30] = Q10[30);
— Q10[31] = Qo[31].
Summary of Requirements resulting from this round:
Qui[13,12,8,0] = 0;
Q11[7 6,1 =1;
Q5[30] = Q10[30].
Q10[31] = Qo[31].

Note that the condition Q§[30] = @Q10[30] combines with the condition
Q45[30] = 1 required for fy, and thus we obtain Q10[30] = 1.

Case One: The condition Q10[31] = Q9[31] combines with the condition:
Qs[31] = Q9[31] ® Q10[31] required for Case One in f19, and we thus obtain
Qs[31] =

t |Cumulative Conditions on Q;: Case One
8| 000000011..100010.0v010101000000
9| E1111011...100000.1"..1100111101

10| AL...... 0..111111101...001....00
11 .0 .. .vv.eevine... 00...011....10
E=A

Case Two: The condition Q10[31] = Qg[31] is already satisfied.

t |Cumulative Conditions on Qy: Case Two
8| 0...00011..100010.0v010101000000
9| F...1011...100000.17..1100111101

10| G1...... 0..111111101...001....00
11 0veeiii it 00...011....10
G=F

Interestingly, the conditions on the MSB are identical for Qg, Q9 and Q1g
for both Case One and Case Two.



Round 12: The attacker has
— 6Q10 = £231 4212,
— 0Qq = +231 + 239 and
— 6Qp = £231 — 213 27,
The attacker wants & f1o = £231 4 217 4+ 27,
Obtaining Correct AQ;:

— Obtaining difference (+2'8) in f14 requires the difference (—2!3) in Q12

to propagate to bit 19 exactly. It is best if the add-difference does not
propagate further. Thus, we add conditions Q12[19] = 1 and Q12[18 —
13] = 0.

Since Q11[7] = 1 and Q11[7] = 0 are already specified, the only way to get
V f12[7] =“+” is to have VQ12[7] =“+". This means that the difference
(—27) must propagate to at least bit 8. It is best if the add-difference
does not propagate further. Thus, we add conditions Q12[8] = 1 and
Q12]7] = 0.

Note that Q10[19, 18,17] = 1, is already specified. It is impossible to get
V f12[j] =“+” for the bit positions 17 and 18 since fi2[j] = Quo[j] =1 is
selected for both bit positions. The only way to get the difference (+2'7)

is to have
o Vf12[17] =“=7 by specifying Q11[17] = 0;
o V f12[18] =“-" by specifying @11[18] = 0; and
o V f12[19] =“+" by specifying Q11[19] = 0.
) \Y
I T
Qio| 31,12 |f..ovi.. o
+ +
Qu1| 31,30 |+ oo
+ - _
Q12]31,13,7|£. .o e U
£ + ¥
fr2 1BLIT, 7| e e o

Conditions to get correct AQy:
— Qu[18 - 13,7] = 0;
- Q12[19,8] = 1;
- Q11[19,18,17] = 0.
Obtaining Correct ¢ f;:
Constant bits of Q12: AQ12[j] =0, for j € [30 — 20,12 — 9,6 — 0]:
— Quz2[j] =1, selects fia[j] = Qui[j] and fi5[j] = @7, [5], or
— Qu2[j] = 0, selects fiz[j] = Quolj] and fi5[j] = Qo]
We deduce that:
- Af12[30] = O, requires Q12[30] =0.
— Af12[12] = 0, requires Q12[12] = 1.
— No conditions are required for bits j € [30 — 20,11,10,9,6 — 0].
— Conditions from constant bits of Q12:
® Q12[30] = 0;
e Q12[12] = 1.
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Non-Constant bits of ()1s:
Bits [19-17] are discussed under heading “Obtaining Correct AQ;.”

VQu2[j] = +1, j € [16 — 13,7]: Qu2[j] = 0/1,= fi2[j] = Qu0lj]/Q1olj]-

— For the bits j € [16,15,14,7], fi5[j] = f12[j], requires Q% [j] = Q11[j] =
Q1olJ]-

— f15[13] = f12[13], requires Q11[13] = Q10[13] = 0, since Q10[13] = 0, is
already specified (AQ10[13] = +1). Thus, Q11[13] = 0.

VQi2[j] = —1, j € [8]: Qi2[j] = 1/0,= fi2[j] = Qu1[j]/ Q1o [j]-
— fi2[8] = f12[8], requires Q7[8] = Q10[8] = Q1:1[8].
V@Q12[31] = £1: Note VQ10[31] = £1, VQ@Q11[31] = +1. Attacker wants

f12131] = f12[31].
= VQ12[31] =" Qu2[j] = 0/1,= fi2[j] = Quoljl/QT1
J12[31] = f12[31] requires Q1 [31] = Q10[31]. That is, Q11
= VQu2[31] =71 Qu2lj] = 1/0,= fi2[j] = Quilj]/ Q7o
f12[31] = f12[31] requires Q7,[31] = Q11[31]. That is, Q11
— In either case, the requirement is Q11[31] = Q10[31].

]. To obtain
1] = Q1o[31].
]. To obtain
1] = Quo[31].

J
3
J
3

Conditions from non-constant bits of Q12:
— Q10[31,16,15,14,8,7] = Q11[31, 16, 15,14, 8, 7];
= Qui[13] = 0;
Summary of Requirements resulting from this round:

Q11[19,18,17,13] = Q12[30,18 — 13, 7] = 0;
Qu019,18,17] = Q12[19,12,8] =1
Q10[31,16,15,14,8,7] = Q11[31, 16,15, 14,8, 7).

The conditions:
Q10[19,18,17] = 1; Qu1[13] = 0; Q10(8,7] = Q11[8,7].

were already satisfied as a consequence of previous independent require-
ments for fig and f11. Alternatively, one could say that the other require-
ments stipulated the values of f12[19,18,17,13,8, 7]. Note that the condition
Q10[16,15] = Q11[16,15], combines with the condition Q1¢[16,15] = 1, re-
quired for fig, and thus we obtain Q11[16,15] = 1.

Case One:

t |Cumulative Conditions on Q;: Case One
9| E1111011...100000.1"..1100111101

10| AL...... 0..111111101...001....00
11| AO.... ottt 000...00...011....10
12| .0...vet. 10000001...10.......

E=A
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Case Two:

t |Cumulative Conditions on Q: Case Two
9| F...1011...100000.17..1100111101

10| G1...... 0..111111101...001....00

11 GO.......... 000...00...011....10

12 0.t 10000001...10.......
G=F

Round 13: The attacker has

— 5@11 — :|:231 + 230’

— 0Qqp = +231 — 213 27 and

— 0Qq3 = £231 + 224,

The attacker wants d f13 = £231 — 213,
Obtaining Correct AQ);:

— Obtaining difference (+22%) in fi5 requires the difference (+224) in Q13
to propagate to bit 25 exactly. Thus, we add conditions Q13[25] = 0 and
Q13[24] = 1.

— The difference (—2'?) can be obtained by specifying values of Q13[19—13]
so that fi3 selects the bits that produce the difference (—213) in Qs.
We look at this below.

1) v

£ T

Qui| 31,30 |dt. e
+ - —

Q231,13 7. ..ol =L
+ +

ng 31,24 |+..... o i e
:t —

fiz | 3,13 |[£...... ... .. B

Conditions to get correct AQy:
— Q13[25] = 0;
— Q1324 = 1.
Obtaining Correct ¢ f;:
Constant bits of Q13: AQ13[j] =0, for j € [30 — 26,23 — 0]:
— Qu3[j] = 1, selects fis[j] = Qi2[j] and f{3]j] = Q12[j], or
— Quslj] = 0, selects fi3[j] = Qui[j] and fi3[j] = Q71 [s]-
We deduce that:
— Af13[30] = 0, requires Q13[30] = 1.
— For j € [8,7], Afi3]j] = 0, requires Q13[j] = 0.
— To produce the difference (—2'3) we must have Vf13[19] = —1 and
Vfislj] = +1:
o Vfi13[19] = —1, requires Q13[19] = 1.
e For j € [18 — 13], V f13[j] = +1, requires Q13[j] = 1.
— No conditions are required for bits j € [29 — 26,23 — 20,12 — 9,6 — 0].
Conditions from constant bits of Q13:
o Qsl8,7] =0,
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o (013[30,19 — 13] = 1.
Non-Constant bits of (i3:
VQislj] = +1, j € [25]: Qu3[j] = 0/1,= fislj] = Quljl/Q111i]-
— f15125] = f13[25], requires Q75[25] = Q12[25] = Q11[25].
]
[

VQus[j] = =1, j € [24]: Qu3[j] = 1/0,= fisls] = Qu2[5]/ Q1. [J]-

— fi5124] = f13[24], requires Q7;[24] = Q11[24] = Q12[24].
VQ13[31] = £1: Note VQ11[31] = £1, VQ12[31] = +1. Attacker wants
fi5131] = f13[31]. As for Round 12, the requirement is Q12[31] = Q11[31].

Conditions from non-constant bits of Q13:
— Q11[31,25,24] = Q12[31,25,24];

Summary of Requirements resulting from this round:

Q13[25,8,7] = 0;
Q13[30,24,19 — 13] = 1;
Q11[31,25,24] = Q12[31, 25, 24].

It is no longer useful to distinguish between Case One and Case Two; we
show the conditions on the same table from hereon.

t Cumulative Conditions on @

11(A0....vv....000...00...011....10
12|A0....7"....10000001...10.......
13|.1....01....1111111....00.......

Round 14: The attacker has
_ 5@12 — 4931 _ 913 _ 27,
— 0Qq3 = 231 + 224 and
— 0Qqy = £231,
The attacker wants §f14 = £231 4 218,
Obtaining Correct AQ;: No conditions required.

) v
4+ - _
@Q12]31,13, 7|+ .ot =t L
+ +
Q3] 31,24 |+..... e e
+
Qua| 31 |Ee
+ +
fra| 31,18 |+l T

Conditions to get correct AQy: none
Obtaining Correct § f;:
Constant bits of Q14: AQ14[j] =0, for j € [30 — 0]:
— Qua[j] = 1, selects fia[j] = Qus[j] and fi4[j] = Qislj], or
— Qualj] = 0, selects fia[j] = Qu2[j] and f74[j] = Q12 [j]-
We deduce that:
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For j € [25,24], Af14]j] = 0, requires Q14[j] = 0.
— For j € [19,17 — 13,8, 7], Af14[j] = 0, requires Q14[j] = 1.
Af14]18] = 41, requires QQ14[18] = 0.
— No conditions are required for bits j € [30 — 26,23 — 20,12 — 9,6 — 0].
Conditions from constant bits of Q14:
o Q14[25,24,18] = 0;
o Q14[19,17 —13,8,7] = 1.
Non-Constant bits of ()4:
VQ14[31] = £1: Note VQ12[31] = £1, VQ13[31] = +1. Attacker wants

f14[31] = f14[31]. As for Round 12, the requirement is Q13[31] = Q12[31].

Conditions from non-constant bits of Q14:
— Q12[31] = Q3[31];

Summary of Requirements resulting from this round:

Q14[257 247 18] = 07
Q14[19,17 — 13,8,7] = 1;
Q12[31] = Q13[31].

t Cumulative Conditions on @

11|A0....vv....000...00...011....10
12|A0....7"~....10000001...10.......
13(A1....01....1111111....00.......
14)...... 00....1011111....11.......

Round 15: The attacker has

— 0Q13 = £231 + 274,
- (5@14 = i231, and
— 8Qq5 = 231 — 215 4 23,

The attacker wants 6 f15 = +23! + 225,

Obtaining Correct AQ);:
— It is best if the add-differences do not propagate. Thus, for the differ-

ence (—2%%) we want Q15[15] = 1, and for the difference (+23) we want

Q15[3] = 0.
o \
£ +
ng 31,24 |+..... o
+
Qual 31 |Eeee
+ — +
Q15 31,15, 3|+ . ...l T e +...
£ +
f15 31,25 |+..... e

Conditions to get correct AQy:
— Q15[3] = 0;
— Qu5[15] = 1.
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Obtaining Correct § f;:
Constant bits of Q15: AQ15[j] =0, for j € [30 — 16,14 — 4,2,1,0]:
— Qus[j] = 1, selects fi5[j] = Qualj] and fi5[j] = Q14[j], or
— Qu5[j] = 0, selects fi5[j] = Qus[j] and fi5[j] = Q5[]
We deduce that:
— Af15[24] = 0, requires Q15[24] = 1.
— Af15[25] = +1, requires Q15[25] = 0.
— No conditions are required for bits j € [30 — 26,23 — 16,14 — 4,2, 1,0].
— Conditions from constant bits of Q15:
o Q15[25] = 0;
[ ] Q15[24] =1.
Non-Constant bits of ()15:
VQis[j] = 41, j € [3]: Qus[j] = 0/1,= fi5[j] = Qu3[j]/Q14l]-
— fi5[3] = f15[3], requires Q1,4[3] = Qu4[3] = Q13[3].
VQis[j] = —1, j € [15]: Qus5[5] = 1/0,= fi5[j] = Quals]/ Q1505
- ff5[15] = f15[15], requires QT3[15} = Q13[15] = Q14[15]
VQ15[31] = £1: Note VQ13[31] = £1, VQ14[31] = +1. Attacker wants
f15[31] = f15[31]. As for Round 12, the requirement is Q14[31] = Q13[31].

Conditions from non-constant bits of Q15:
- Q13[31a 15a 3] = Q14[31a 15a 3]7

Summary of Requirements resulting from this round:

Q15[25,3] = 0; Q15[24,15] = 1;
Q13[31, 15, 3] = Q14[31, 15, 3].

These conditions are added to Table 3. Interestingly, the condition: Q13[15] =
Q14[15]. was already satisfied as a consequence of previous independent re-
quirements for fi3 and f14. Alternatively, one could say that the other re-
quirements stipulated the value of fi5[15].

t Cumulative Conditions on @

13|A1....01....1111111....00...v...
14|A..... 00....1011111....11...7...
15(..1...01........ 1.0 .. 0...




t |Conditions on Q; for Rounds 0-15: Case One
31 ... vvvOvvvvvvvOvvvvO. .....
4 C.ooiii (0 Johakan ReRahaRahaiohe 17°770......
5 Cvvv1ivOv0100000000000000001vvivi
6 B~~"07170111111110111100010°°0"1
7 A0000011111111101111100000100000
8 000000011..100010.0v010101000000
9 E1111011...100000.1"..1100111101
10 Al...... 0..111111101...001....00
11 AO....vv....000...00...011....10
12 AO....”"....10000001...10.......
13 Al1....01....1111111....00...v...

C=A®B,E=A
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Table 4. Summary of the conditions required to get the correct propagation of differ-
ences through f: for rounds 0 to 15. The values of Q14 and Q15 will have additional
conditions imposed by Rounds 16 and 17, so they are not shown here. These conditions

are for Case One, that has the same conditions as the example by Wang et al.

t |Conditions on @ for Rounds 0-15: Case Two
o 2 vvvOvvvvvvvOvvvvO......
4 O....... [0 Jokanal Rebaiahabatane 1°7°70......
5 0...0vOv0100000000000000001vvivl
6 ..17170111111110111100010°70"1
7 1...1011111111101111100000100000
8 0...00011..100010.0v010101000000
9 F...1011...100000.17..1100111101
10 Gl...... 0..111111101...001....00
11 GO....vv....000...00...011....10
12 GO....”"....10000001...10.......
13 Gi1....01....1111111....00...v...
G=F

Table 5. Summary of the conditions required to get the correct propagation of differ-
ences through f; for rounds 0 to 15. The values of Q14 and Q15 will have additional
conditions imposed by Rounds 16 and 17, so they are not shown here. These conditions

are for Case Two.
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5.2 Rounds 16 to 34 of the First Block

t Qs VQi Vi df

+

14| 31 [+.0...00....1011111....11...
:t —
15 |31,15,3]|4.1...01........ .

+ — +
16 | 31,29 ||4.=0 o, Ve 10, Ve, v...|31
+ +
17| 31 |Hveoi. 0 e e, ~ 03
+ +
18| 31 |~ 1o, e 31
+ + +
19 | 31,17 ||+ e o Lo 31
+ +
20 | 31 |l Ve T Ve 31
+ +
21 | 31 ...l e, o U 31
+ +
922 | 31 |l b 31
93 | = o O e et ;
o | o e e 31
95320 = | ;

Table 6. Propagation of differences through the f; functions for rounds 16 to 32 of
the first block. Note fi: = (Qi—2 A Q¢) @ (Qt—2 A Q:—1) for these rounds.

In rounds 16 to 31, the function changes so that it is now the value of Q;_»
that is selecting either @; (when Q;—2 = 1) or @Q; (when Q;—2 = 1).
These rounds will be easier to describe because the only differences in f; only

occur in the MSB.

Round 16: The attacker has
— 0Q4 = £2%,
— 0Qq5 = +£231 — 215 4+ 23 and
— 0Q16 = £231 — 229,
The attacker wants 6 fig = £23!.
Obtaining Correct AQ;:

— It is best if the add-differences do not propagate. Thus, for the difference

(—229) we want Q16[29] = 1.

h)
+
Q14 31 + .
£ - +
Q15(31,15, 3|+ . ... ..
+ -
Q6| 31,29 |[£.—.........
+
fie| 31 |£...........
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Conditions to get correct AQy:
- @16]29] = 1.
Obtaining Correct § f;:
Constant bits of Q14: AQ14[j] =0, for j € [30 — 0]:
— Qualj] = 1 selects fi6[j] = Q16]j] and f{5[j] = Qigli], or
— Qualj] = 0 selects fi6[j] = Q15[j] and fis[j] = Q1s[j]-
We deduce that:
— Af16[29] = 0, requires Q14[29] = 0.
— For j € [15,3], Afi6]j] = 0, requires Qq4[j] = 1.
— No conditions are required for bits j € [30,28 — 16,14 — 3,2,1,0].
— Conditions from constant bits of Q16
e (14[29] = 0;
[ ] Q14[15,3] =1.
Non-Constant bits of QQ14:
VQ14[31] = £1: Note VQ15[31] = £1, VQ16[31] = +1. Attacker wants

fl6[31] = f16[31].

a.
a.

= VQua[31] =*+": Qulj] = 0/1,= fie[j] = Qis5[j]/Q7s[j]. To obtain
f16131] = f16[31] requires Q754[31] = Q15[31]. That is, Q15[31] = Q16[31].
= VQu4[31] =" Qulj] = 1/0,= fis[j] = Qi6[j]/Q75[j]- To obtain
fikG [31] = f16[31] requires QT5[31] = Qlﬁ[sl] That iS, Q15[31] = Q16[31]

— In either case, the requirement is Q15[31] = Q1¢[31].
Conditions from non-constant bits of Q1¢:
— Q15[31] = Q16[31].

Summary of Requirements resulting from this round:

Q1429 = 0;  Qu4[15,3] =1
Q15[31] = Q16[31].

Interestingly, the condition Q14[15] = 1, was already satisfied as a con-
sequence of previous independent requirements for fig. Alternatively, one
could say that the other requirements stipulated the values of f16[15]. Note
that the condition Q14[3] = 1 combines with the condition Q13[3] = Q14[3]
required for fi5, and thus we obtain (Q13[3] = 1.

t Cumulative Conditions on @

13|A1....01....1111111....00...1...
14|A..... 00....1011111....11...1...
15H.1...01........ 1.0, 0...
16 H. 1.

Round 17: The attacker has
_ 5Q15 — :|:231 _ 215 + 2037
— 8Q1e = 231 — 229 and
— and (5@17 = i231.
The attacker wants 6 fi; = +231.
Obtaining Correct AQ;: Already good.
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1) \Y
+ — +
Q1531,15,3:|: ............... T e +...
+ -
Qus| 31,29 |[£.— oo
+
Q7] Bl |
+
fir | 31 e

Conditions to get correct AQy: none.
Obtaining Correct ¢ f;:
Constant bits of Q15: AQ15[j] =0, for j € [30 — 17,14 — 44,2, 1,0]:
— Qis[j] = 1 selects fi7[j] = Qi7[j] and f7[j] = Qi,[j], or
— Qu5[j] = 0 selects f17[j] = Q16[s] and fi7[j] = Q7e[j]-
We deduce that:
— Af17[29] = 0, requires Q15[29] = 1.
— No conditions are required for bits j € [30,28 — 16,14 — 4,2,1,0].
— Conditions from constant bits of Q17:
o Q15[29] =1.
Non-Constant bits of Q15:
VQusli] = +1, 4 € 3): Qusli] = 0/1,= furli] = Quolil/Qi-Lil.
— fi7[8] = f17[3], requires Q17[3] = Q17[3] = Q16[3].
VQusj] = —1, j = 15: Qus[5] = 1/0,= fi7[j] = Quz[j]/ Q1]
— f17[15] = f17]15], requires Qi4[15] = Q16[15] = Q17[15].
VQ15[31] = +£1: Note VQ16[31] = £1, VQ17[31] = +1. Attacker wants

1i7131] = f17[31]. As for Round 16, the attacker requires Q16[31] = Q17[31].

Conditions from non-constant bits of Q17:
— Q16[31,15,3] = Q17[31, 15, 3].

Summary of Requirements resulting from this round:

Q15[29] = ].;
Q16[31,15,3] = Q17[31, 15, 3].

Note that the condition Q15[29] = 1 was already specified.

t Cumulative Conditions on @

15H.1...01........ 1.0t 0...
16 H.1............. Ve eeeeeeeees V...
17H. ..ol PP T

Round 18: The attacker has

— 6Qus = £2% — 2,

- 5@17 = :|:2317 and

— 0Q1s = £231,
The attacker wants 6 fig = +23!.
Obtaining Correct AQ;: Already Good.
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) \
+ —

Q16[31,20| .- oo
+

Q7| 31 |
+

Qug| 31 |E.. o
x

fis | 31 |

Conditions to get correct AQy: none.
Obtaining Correct § f;:
Constant bits of Q16: AQ16[j] = 0, for j € [30,28—0], and since AQ1g[j] =
AQ15[j] = 0 at these bit positions, it follows that Afig[j] = 0 at these bit
positions.

— Conditions from constant bits of (Q1s: none.
Non-Constant bits of QQ4:
VQ16[29} = —1= Q16[29] = 1/0,=> f18[29] = Q18[29]/Q’{7[29}

— [15129] = f18[29], requires Q77[29] = Q17[29] = Q15[29].
VQ16[31] = £1: Note VQ17[31] = +£1, VQ15[31] = +£1. Attacker wants
f15[31] = f18[31]. As for Round 16, the attacker requires Q17[31] = Q15[31].

Conditions from non-constant bits of Q1s:
— Q17[31,29] = Q15[31, 29].
Summary of Requirements resulting from this round:

Q17[31, 29} = Q18[31, 29].

t Cumulative Conditions on @

16 H.1........o ... Veooeeeeeees V...
1TH.v.ooo ot [P T
18 H. "

Round 19: The attacker has

- 5Q17 = :l:2317
- 5Q18 = :|:231, and
— 6Q19 = £231 + 217,

The attacker wants 6 f19 = £23!.

Obtaining Correct AQ;:
— It is best if the add-differences do not propagate. Thus, for the difference

(+217) we want Q19[17] = 0.

B v
+

Qur| 31 |
+

Qus| 31 |dee
+ +

Quol31,17|+. .o o
+

frol 31 |deee
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Conditions to get correct AQy:

— Q19[17] = 0.
Obtaining Correct J f;:
Constant bits of Q17: AQ17[j] =0, for j € [30 — 0):

— Qur[j]] = 1 selects fio[j] = Quolj] and fiy[j] = Qiyl], or

— Qu7[j] = 0 selects figlj] = Q1s[j] and fi,[j] = Qis[j].
We deduce that:

- Aflg[lﬂ = O7 requires Q17[17] =0.

— No conditions are required for bits j € [30 — 18,16 — 0].

— Conditions from constant bits of Q19:

) Q17[17] = O,

Non-Constant bits of QQ7:
VQ17[31] = £1: Note VQ15[31] = +£1, VQ19[31] = +£1. Attacker wants
f19[31] = f19[31]. As for Round 16, the attacker requires Q15[31] = Q19[31].

Conditions from non-constant bits of Q19:
— Q18[31] = Q19[31].

Summary of Requirements resulting from this round:

Q19[17] = Q17[17] = 0;
Q158[31] = Q19[31].

t Cumulative Conditions on @

16 H.1. . ..., Veooiennnn. V...
) 0 0.7 it T
I8 H. "
19H. ...t Ot

Round 20: The attacker has

— 0Q18 = £2%1,
— 5Q19 = :|:231 —+ 217, and
— 5Qgy = 231

The attacker wants 6 fog = £23!.
Obtaining Correct AQ;: Already good.

) Y
+

Qus| 31 |
+ +

ng 31,17i .............. o i e e
+

Qaol 31 |Heeee
+

foo | 31 |deee

Conditions to get correct AQy: none.
Obtaining Correct § f;:
Constant bits of Q15: AQ1[j] =0, for 5 € [30 — 0]:
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— Qus[j]] = 1 selects faolj] = Qa0lj] and f3,[j] = Q3j], or

— Quslj] = 0 selects fao[j] = Quo[s] and f3,[j] = Qg[j]-
We deduce that:

— Af[17] = 0, requires Q15[17] = 1.

— No conditions are required for bits j € [30 — 18,16 — 0].

— Conditions from constant bits of Qaq:

L] Q18[17] =1.

Non-Constant bits of @15
Vng[SH =+1. VQ18[31] = +1: Note VQ19[31] = :tl, Vng[gl] = +1.
Attacker wants f3,[31] = f20[31]. As for Round 16, the attacker requires
Q19[31] = Q20[31].

Conditions from non-constant bits of Q-

— Q19[31] = Q20[31].

Summary of Requirements resulting from this round:

Q18[17] = 1, Q19[31] = Q20[31].

t Cumulative Conditions on @

18 H.~ ... ... ..., P
19H. ...t (0
20[H. ot

Round 21: The attacker has

— 5@19 — 4931 + 2177

— 8Q9 = £23', and

— 0Qq = +23L.
The attacker wants 6 fo; = £231.
Obtaining Correct AQ;: Already good.

) Y
+ +

ng 31,17i .............. o i e e
+

Qoo 31 |
+

Qa1 31 |
+

for | 31 |deee

Conditions to get correct AQy: none.
Obtaining Correct §f;:
Constant bits of Q19: AQ19[j] = 0, for j € [30 — 18,16 — 0], and since
AQ21[j] = AQ21[j] = 0 at these bit positions, it follows that Afe[j] = 0 at
these bit positions.

— Conditions from constant bits of (Q21: none.

Non-Constant bits of ()19:
VQuolj] = +1, j € [17]: Quolj] = 0/1,= fa1[j] = Q20[j]/ Q51 []-
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— f31[17] = f21]17], requires Q3;[17] = Q21[17] = Q20[17].
VQ19[31] = £1: Note VQ[31] = £1, VQ21[31] = +£1. Attacker wants
131131] = f21[31]. As for Round 16, the attacker requires Q20[31] = Q21[31].

Conditions from non-constant bits of Q21:
— Q20[31,17] = Q21[31,17].
Summary of Requirements resulting from this round:

Q20[31, 17] = Q21[31, 17].

t Cumulative Conditions on @
19H. ...t O ieiee e
20H............. L7
20 H. .o L

Round 22: The attacker has

— 0Qg0 = 2%,
— 0Q2 = +23', and
— 8Qq = +231,

The attacker wants 6 fop = +231.
Obtaining Correct AQ;: Already good.

5 v
+

Qo3| d e e oo
+

Qor 31| d e e e
+

Qonl31|d e e oo
+

Fao 1L e

Conditions to get correct AQy: none.
Obtaining Correct § f;:
Constant bits of Q20 AQ2[j] =0, for j € [30 — 0], and since AQas[j] =
AQ22[j] = 0, at these bit positions, it follows that Afas[j] = 0 at these bit
positions.
— Conditions from constant bits of (Q22: none.
Non-Constant bits of (QQog:
VQ20[31] = £1: Note VQ21[31] = +£1, VQ22[31] = +£1. Attacker wants

135131] = f22[31]. As for Round 16, the attacker requires Q21 [31] = Q22[31].

Conditions from non-constant bits of Qa2:

- Q21[31~] = ng[?)l.}.

t Cumulative Conditions on @
20H............. L7
21 H. .o [P
22/ H. e
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Round 23: The attacker has

- 6Q21 = :l:2317
- 5Q22 = :|:231, and
= 0Q23 = 0.

The attacker wants 0 fo3 = 0.
Obtaining Correct AQ;: no differences.

5 v
+
Qoul3l|E. oo
+
Qoal3l|E. oo

Qo3 |
f23 ................................

Conditions to get correct AQy: none.

Obtaining Correct § f;:

Constant bits of Q21: AQ21[j] = 0, for j € [30 — 0], and since AQa3[j] =
AQ23]j] = 0 at these bit positions, it follows that Afa3[j] = 0 at these bit

positions.
— Conditions from constant bits of Qa3
) Q21[29] = 0,

o Q21[15,3] = 1.
Non-Constant bits of ()21
V@Q21[31] = £1: Note VQ22[31] = £1 but AQ23[31] = 0. Attacker wants
f33[31] = fa3[31].
= VQ21[31] =“+": Qu1[j] = 0/1,= fa3[j] = Qa2[j]/Q33]4j] where Q3;[j] =
Q23[j]. To obtain f33[31] = fa3[31] requires Q23[31] = Q22[31]. That is,
Q22[31] = Q21[31].
— VQ2u[31] =" Qulj] = 1/0,= faslj] = Q23[j]/Q3,[j]. To_obtain
[f33[31] = f23[31] requires Q3,[31] = Q23[31]. That is, Q23[31] = Q22[31].
— In either case, the requirement is Q23[31] = Q21[31] ® Q22[31]. However,
since we already know that Q21[31]® Q22[31] from the conditions for fao,
we conclude that Q23[31] = 0.

Conditions from non-constant bits of Qa3:
— Q22[31] = 0.
Summary of Requirements resulting from this round:

Q23[31] = 0.
t Cumulative Conditions on @
20H. ... Ve e et eee e
20 H. oo LN

22H. oo
23|10 o




50

Round 24: The attacker has

- 6Q22 = :l:2317
- 5@23 = 0, and
— 0Q24 = 0.

The attacker wants 6 fo, = +231.
Obtaining Correct AQ;: Already good.

Qo3| d e e e

Q23 ................................
Qoa| |ooiiii

foa |31

Conditions to get correct AQy: none

Obtaining Correct ¢ f;:

Constant bits of Qa2: AQ22[j] = 0, for j € [30 — 0], and since AQa4[j] =
AQ24[j] = 0 at these bit positions, it follows that Afos[j] = 0 at these bit

positions.
— Conditions from constant bits of Qa4
o (D22[29] = 0;

o Q15,3 = 1.
Non-Constant bits of (QQa5:
VQQQ[?)H = +1: Note AQ23[31] = VQ24[31] =0.
— Getting V fou[31] = £1 will require Q24[31] = Q23[31].
Conditions from non-constant bits of Qay4:
— @24[31] = Qa3[31].

Summary of Requirements resulting from this round:

Q24[31] = Q23[31].

Note that the condition (Q24[31] = Q23[31] combines with the condition
Q23[31] = 0 required for fo3, and thus we obtain Q24[31] = 1.

t Cumulative Conditions on @

220 H e e e
23]0 . e
| P
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Rounds 25 to 32: The attacker has

- 5Qt72 = 07
- 0Qi—1 =0, and
— 0@ =0.

The attacker wants § f; = 0.
Obtaining Correct AQ);: no differences.

Qi—2
Q-1
Q:

fi

New Conditions imposed by these rounds: none.

5.3 Rounds 32 to 47 of the First Block

From here-on it is rather easy. Certainly, rounds 32 to 47 are very simple to
explain.

Since f; = Q¢ P Qr—1 D Qi—_o, it follows that Afy = AQ; D AQ;_1 B AQy_».
Thus, Af; is dictated by the XOR differences in Q;_2, Q¢—1, and Q.

In these rounds, only differences in @; occur in the MSB. The sign of an
MSB difference is important only if the difference goes through the rotation and
becomes a difference in a less significant bit in R;. However, in these rounds,
these MSB differences are cancelled by an MSB difference in either f;, Q;_3 or
Wy, so ARy = 0. Consequently, for these rounds, the “sign” of MSB difference
is irrelevant.

t |0Q: VQ: V fe 6 ft

32-3a| - | e -

+ —

35 |31 | e 31
+

36 | 31 | -
+

ST-47) 31 | o e 31

Table 7. Propagation of differences through the f; functions for rounds 16 to 31 of
the first block. Note fi = Q¢ & Qi—1 & Qi—2.

Round 35: The attacker has 6Q32 = 0, §Q34 = 0 and 6Q35 = £23': (in Wang
et al.’s example, they have 6Q35 = +23!) The attacker will get J f35 = +231:
(in Wang et al.’s example, they have J f35 = —23!)
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) \Y%

Q32| O |

Qs3] O |
Qs E23 £

Fas 1E25TE. .

Round 36: The attacker has 6Q34 = 0, §Q35 = £23! and §Q3s = £23': (in
Wang et al.’s example, they have §Q35 = +23! and §Qzs = +23') The
attacker will get § f3g = 0.

) \Y%

Q34| O | .o
Qa5 23 £
Q36| E2% £ .o

Q36 O

Round 37-47: The attacker has §Q;_o = 231, §Q;_; = +23! and §Q; =
+231: The attacker will get J f; = £231.

5 v

o 2
Qe |E2 |
Qr |22 E.
F A 2

Summary of Rounds 32 to 47: — There are no conditions imposed during
these rounds.

5.4 Rounds 48 to 63 of the First Block

The final 16 rounds are a bit tricky again because of the non-linearity in the
function f;. For these rounds, the sequential order of +’s and -’s in {VQ;[31]} is
quite important, as the sequence determines where f;[31] will have differences.
The differences in f;[31] must occur for the correct values of ¢, otherwise the
differences in f;[31], Q;—3[31] and W;[31] will not cancel out, and the difference
in T} will introduce differences in undesirable bit positions (after the rotation). As
we shall see, in order to get the correct sequence of XOR-differences {Af;[31]},
the sequence of +’s and -’s in {VQ;[31]} is completely determined by the values
of VQ46[31] and VQ47[31]. Since VQu6[31] € {+,-} and VQ47[31] € {+,-}, it
follows that there are 4 possible sequences of +'s and -’s in {VQ;[31]}. These
four possible sequences are shown in Table 8. In the example of Wang et al., they
have VQus = +23! and VQ47 = —23!, shown in the fourth to sixth columns in
Table 8.

Furthermore, the MSB of @Q;, Q;—1 and @Q;_o is specified for all of these
rounds (since VQ;[31] = £231), so the difference in the MSB of f; is already
specified. The first two columns of Table 9 show the values of V f;[31] when
VQt_g[gl] S :|:231, VQt_l[?)l] S :|:2317 and VQt[gl] € +231,
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t 0Q: VQ: vV fi 0Q: VQ: vV fi 0Q: VQ: vV fi 0Q: VQ: vV fi
46| +2°T |+ 23T e —o3 - —o3 -

a7l 4231 |+ —23L - L. N —23L - L.

48| +2°T |+ B 23T e I —o3 - - .. PR S P
49| 4231 |+, — . —23L - L. - N ... —23L L+
50| =23t |-...... 1...... —23L - 0.unn. e S 0.... 4230 el
51 423 |+...... oo, 23 - oo, 4231 e - .. N U
52 =23t |-.... .. — . —23L - L. oo, N - .. B N
53| 423 [+.... .. oo —23L - L. oo e - 23 -
54| =231 |- ... .. - 23 - oo, 4231 e - .. S o
55 4231 e o 231 - L. o 4231 e -.. =23 - -
56| —23t [-.... .. — e —23L - L. oo R - N Y
57| 4231 |+ .. oo, 231 - oo, 4230 e - .. N U
58| =23t |-.... .. - —23L - L. oo, R - ... B Y
50| 423t [+.... .. oo —23L - oo e - =23 -
60| +231  |+..... 0[0...... 4231 [+l olt...... 231 |- . ol1.... 231 - . 0/0......
61| 4231 |+..... 1 T 23t - ... S T R 1+. ... 23t - . 1+, ... ..
62|[4+231 + 2%+, .. .. - of[+231 +2%|+..... o o|[—231 +2%|-..... = —231 4 925 .. oL 0
63]|+231 + 225+, .. .. N 0||—23t +2%|-. . ... R 0||+23t +2%|+. . ... o —231 4 925 .. 4+ 0

Table 8. The four possible sequences for the p propagation of differences through the
ft functions in the last 16 rounds of the first block. Only the 7 most significant bits
are shown.

Most of the differences in these rounds occur only in the MSB (that is, bit 31).
The first two columns of Table 9 show the values of V f,[31] when VQ;_2[31] €
+231 VQ;-1[31] € £23!, and VQ;[31] € £231. The only other differences occur
in bit Qg2[25] and Qg3[25]. The attacker wants to obtain Afe2[25] = Afe3[25] =
0 and must choose the values of Qg0[25] and Qg1[25] appropriately. The last
two columns of Table 9 show of values V fg2[25] and V fg3[25] for the possible
combinations VQeo[25] € {0,1} and VQe1[25] € {0, 1}. This table is sufficient to
determine what values of values for V@Q; will produce the correct outputs from

Jr.

Round 48: The attacker has 6Qus = £23', §Qu7 = £23!, and 6Qus = +231.
The attacker wants 6 f4g = +23'. Table 9 indicates that
— obtaining Afsg[31] = 0, requires VQus[31] = VQ4s[31], and provides
V fus[31] = —VQur[31].

VQa5[31], VQu7[31]
+,+ +,— -+ - -
6 | VI]4d |V |§d|V]d |V
Que|+23T [+, [+23T |+, [=23T]- . [ =23T]-. ..
Quar|+23 |+, .| =231 . [4231]+. . | =231|-. ..
Q48 +231+... +231+. . 7231-... 7231-...
fag =230 = 23T+ =23 - 23T+ L
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Bit 31 Bit 25
V(Qi—2,Qi—1,Q¢)|V ft
+h,+ - |[V(Qs0, Qe1, Q62) |V fo2[1]
+,+,— 1 0,0,+ 1
+,-,+ + 0,1,+ 0
+,=-,= 0 1,0,+ +
-, +,+ 0 1,1,+ -
-,t,- - [V(Qe1, Qs2, Q63)|V fo3l3]
Sy~ 1 0,+,+ -
-, -, + 1,+,+ 0

Table 9. Propagation of differences through the f; functions in the last 32 rounds of
the first block.

Round 49: The attacker has 6Qu; = £23!, 6Qus = +23', and 6Qq9 = +23%.
The attacker wants 6 f49 = 23!, Table 9 indicates that
— obtaining Afy9[31] = 0, requires VQu9[31] = VQug[31], and provides
V f19 [31} = —VQ48[31].

VQas [31], VQur [31]
+,+ +,— -+ — -
o | V] 4d |V I|§d|V]d |V
Qur| 23T+, =23 - 23T+ =23 L.
Qus|+23 |+, . |423L |+, . | =231, . |23~ ..
Quo|+23M+. . | =281, . . |4231+. . |23 |-, ..
Fao [—23T=. =230 23T 23T

Round 50: The attacker has dQus = £23!, 6Qu0 = +23', and 6Q5o = +23.
The attacker wants J fsg = 0. Table 9 indicates that

— obtaining Af50[31] = 0, requires VQ5¢[31] = —VQ50[31].

VQus [31], VQyu7 [31]
+,+ +,— -+ - —
V][V V]é]V
Qus|+23T[+. . [+23T |+ | =23T- . [=23T]-. ..
Quao|+23|+. . | =23 = 423 |+, | =231 -, ..
Qs0|—234-. . |=23Y— . [423 4. |28+
/50 1... 0... 0.. 1..

A by-product is that V f50[31] = 1.

Rounds 51 to 59: The attacker has 6Q¢_o = +23!, §Q;_1 = £23', and §Q; =
+231. The attacker wants 6 f, = +23!. Table 9 indicates that
— obtaining Af;[31] = 1, requires V@Q,[31] = V@Q;[31], and results in
Vfi[31] = =VQ;—1[31].
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VQus [31], VQyu7 [31]
¥+ +,— —+ =
STV N 6 [VIVAl 6 [V INA 61V [V

Qao|+23M+. .. —23T|- . +25T]+. —231

Qs0|—23-. .. —231- .. +238+, +231

Qs1|+23 |+, .| + |=23 - o+ |23+ - |23 -
Qso|—231 .. .| = |=231 = |+ |4231+. .| - |42 "
Qss|+23 [+, .| + |23 -, ] + [+230)+. - |=231 -
Qsa|—231 - | = |=28 - ]+ 4280 ] - 423 +
Qss|+28+. .| + [=23 |- | + |4231|+. - |—231 -
Qs6|—2%-.. .| = [=23-. .| + |+231]+. - |23t +
Qs7|+23+. .| + [=23 - | + [+231]+. - |—23¢ -
Oss|—231—. | = |=28t(= | + |23+, .| - |4282 +
Qso|+23 [+, .| + =231 | + [+231]+. - =231 -

Rounds 60: The attacker has 0Qss = +23!, §Q59 = +23!, and 6Qgg = +231.

The attacker wants J fgo = 0. Table 9 indicates that

— obtaining Afe[31] = 0, requires VQeo[31] = —VQs0[31].

VQu6[31], VQur[31]

+,+ +,— —, + -, =

o | V] 4d |V I|6d|V]o |V
Qss|—2%1 |- [=231 - 23+ 23
Q59 +231+... —231— ,,—|—231+‘_. _231_ .
Q60 4230 |23+, L L[ =23L -, =23 -
fo0 0.. 1.. 1.. 0.

Rounds 61: The attacker has 0Q59 = 23!, §Qg0 = 23!, and 6Qg; = +23.
The attacker wants 6 fg; = +23!. Table 9 indicates that

— obtaining Afe1[31] = 0, requires VQ¢1[31] = VQe1[31], and provides

V fe1 [31} = —VQGO[?)l].

VQ45[31], VQu7[31]

¥+ +,— —+ — =

60 | V]S |V |6§]|V ]| 6|V
Q59 +231+... —23T— . —|—231+... —231— .
Qeol+251 [+ . . |+231|+. . | =931 |—931|- .
Qﬁl +231+... 7231— . +231+... 7231- ..
for =231 L [=230 - 23+ L[R2+ L

Round 62: The attacker has §Qgo = 23!, 6Q¢1 = £23', and Qg2 = +23! +
225 The attacker wants & fgo = +231.

— The first thing to notice is that the smallest number of requirements

will be imposed if the add-difference (4+22°) does not propagate to other

bits: that is, the smallest number of requirements will be imposed if
VQea==%..... +. This imposes the condition Qg2[25] = 0.
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Table 9 indicates that

— obtaining Afsa[31] = 1, requires VQe2[31] = VQs2[31], and provides
V fe2[31] = =VQe1[31];
— obtaining Afs2[25] = 0, requires Qgo[25] = 0.
+, + +, — —,+ -,
) \Y% 0 \Y 0 \Y ) \Y
Qeso| +2°T |+..... of 423 [+..... of =231 |-..... of 23T [-..... 0
Q1| +2°1 |+...... . +230 |+ —231 |- L.
Qoa|+231 + 2%+ .. .. +4231 22504 +| =231 4225, +—231 4225, +
Foo | =250 =, ;) S U T = ;) B PO
Round 63: The attacker has §Qg1 = £23!, §Qg2 = £23! + 225 and 6Qe3 =
+231 4+ 225 The attacker wants 6 fgz = +231.
— The first thing to notice is that the smallest number of requirements
will be imposed if the add-difference (+22°) does not propagate to other
bits: that is, the smallest number of requirements will be imposed if
VQez3==*..... +. This imposes the condition Qg3[25] = 0.
Table 9 indicates that
— obtaining Afs3[31] = 1, requires VQe3[31] = VQg3[31], and provides
V fe3[31] = —VQe2[31];
— obtaining A fg3[25] = 0, requires Qg1[25] = 1.
+,+ +, - -+ - =
) \Y 1 \Y 0 \Y 0 \Y
Q1| +231 [+..... 1 =23 -, 1 25T [+, .. 1| =231 |- .. 1
Qea|+231 + 225+, . ... +[4231 4225+, +—231 4925\ . +[—231 4925 . +
Qps| 231 + 225+ . ... #9231 L 925 +| 4231 £ 925 +|—231 4 925\ +
fes | =230 |-...... 23T - +230 [+ L +230 [+

A by-product is that V fg3[25] = V f62[25] = 0.
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Summary of Rounds 48 to 63: The four possibilities can be described by
defining the choices I = Q46[31] € {0,1}, J = Qu7[31] € {0,1}, and a
related value K = 1.

t

46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

Table 10. Summary of conditions on Rounds 48 to 63: I = Qu¢[31] € {0,1}, J =

Q47[31] € {0,1}, K = 1.

— There are four possible sequences of additive differences, each specified
by the values of VQ46[31] and VQ46[31]. Each sequence has the same
number of conditions.

— Each of the four sequences requires specific values for Q;[31], 48 <t < 63
and specific values for Q;[25], 60 <t < 63.

— This is a total of 20 conditions on the internal state for these rounds.

— The probability of a random message satisfying one of these set of 20

conditions is 4 x 2~

5.5 Summary of Conditions for Propagation through f;

20 _ 2—18

Tables 12 and 12 show the conditions on @; in order to for the differential to
propagate through f; correctly:

— Case One: For a given choice of the values A, B, H,I,J, the total number

of conditions is 282. Thus, for a random message, the probability is

2—277

that all the conditions for this differential are satisfied (since there are five

variables).
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Table 11. Conditions for on Q¢, 15 < ¢ < 32 in the first block. There are two variables
with two possibilities each: A4 € {0,1}, B € {0,1}, with C = A® B, E = A. The
column headed by “Eq” contains the number of equality relationships of the form
Q+[j] = Q¢—1[j]. The column headed by “Def” contains the number of definitions of
the form Q:[j] = 0 or @:[j] = 1. The column headed by “None” contains the number
of bits with no conditions. When computing subtotals, the column headed by “Comb.”

t Conditions on @
Case One Eq |Def| None
Sleeeenn. vvvOvvvvvvvOvvvvO. ... .. 13v| 3 16
41C....... [0 akanal Rehalohahaione 1°7°70...... 137 5 11
5 [Cvvv1vOv0100000000000000001vvivl| 8v | 24
6 (B°""07170111111110111100010°°0"1| 8~ | 24
7 1A0000011111111101111100000100000 32
8 [000000011..100010.0v010101000000| 1v | 28 3
9|E1111011...100000.17..1100111101| 1" | 25 6
10(A1...... 0..111111101...001....00 17 15
11|A0....vv....000...00...011....10|2v | 15 15
12(A0....~"~....10000001...10....... 2~ 12 18
13|A1....01....1111111....00...1... 14 18
14|A.0...00....1011111....11...1... 14 18
15(H.1...01........ 1o, 0... 6 26
Eq|Def|Combined
Subtotal 0 < ¢t < 15: Case One 24 219 243
Case Two Eq|Def| None
K 3 vvvOvvvvvvvOvvvvO. ... .. 13v| 3 16
410....... [0 Jointal Relatalaloietel 1°"""0...... 137 5 11
5(0...0v0v0100000000000000001vvivl| 5v | 24 3
6(....17170111111110111100010""0"1| 5~ | 23 4
7(1...1011111111101111100000100000 29 2
810...00011..100010.0v010101000000| 1v | 25 6
9|E...1011...100000.17..1100111101| 1" | 22 9
10(A1...... 0..111111101...001....00 17 15
11|A0....vv....000...00...011....10|2v | 15 15
12|A0....7"....10000001...10....... 2112 18
13|A1....01....1111111....00...1... 14 18
14|A.0...00....1011111....11...1... 14 18
15|H.1 O1........ 1.0, 0... 6 26
Eq |Def|Combined
Subtotal 0 <t < 15: Case Two 21 {209 230

contains the combination of equality relationships and definitions.




t Conditions on @ Eq |Def| None
14 |A.0...00....1011111. ... 11...1...
15 H.1...01........ 1.0 0
16 H.1............. Veereennnn V... 2v | 2 28
17 Hoveoooonon. 0.7 i Sl |1v,27| 2 27
18 H.”vvivnvnn PP 1~ | 2 29
19 H.o.oovion. [0 2 30
20 Hoovvvovnnnn.. Vet et i e v | 1 30
21 Hevvvvovnon.. P 1~ |1 30
023/ 1 31
23 0. e e 1 31
24 [l e 1 31
D2 5 32
T PP 1 31
AT T e e 1 31
T 1 31
T N PP 1 31
B0 K ettt e e 1 31
58 0 1 31
5/ 1 31
S T 0 O 1 31
A 1 31
55 S 0 1 31
5 P 1 31
5 0 1 31
Y T 1 31
5 O 1 31
60 |I..... Ottt e e e 2 30
61 |J..... Pt 2 30
62 |I..... Ottt e 2 30
63 |J..... Ottt e 2 30
Eq |Def|Combined
Sub-total: 16 < ¢ < 31 4 113 17
Sub-total: 32 <t <47 - 2 2
Sub-total: 48 <t < 63 - 120 20
| | SubTotal: 16 < ¢ < 63 (This Table) | 4 [35]
Sub-total: —2 <t < 15: Case One 24 1219 243
Sub-total: —2 <t < 15: Case Two 21 (209 230
Total: —2 <t < 63: Case One 28 (254 282
Total: —2 <t < 63: Case Two 25 244 269
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Table 12. Conditions for on @+, 15 < ¢ < 32 in the first block. There are three new
variables with two possibilities each: H € {0,1}, I € {0,1}, and J € {0,1}, with K = TI.
The column headed by “Eq” contains the number of equality relationships of the form
Qt[j] = Q¢—1[j]. The column headed by “Def” contains the number of definitions of
the form Q:[j] = 0 or Q:[j] = 1. The column headed by “None” contains the number of
bits with no conditions. In the last few rows, the column headed by “Comb.” contains
the combination of equality relationships and definitions.
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— Case Two: For a given choice of the values A, H, I, J, the total number of
conditions is 269. Thus, for a random message, the probability is 27265 that
all the conditions for this differential are satisfied (since there are only four
variables for Case Two).

— This eliminates the possibility of a second pre-image attack.

— A vast majority of the conditions occur in the first 16 rounds.

— Only 39 conditions occur in the last 48 rounds.

I define an“f;-good” message M to be a message such that the conditions
required for f; in the first 16 rounds are satisfied. You can see from the table
that most of the conditions on f; occur in the first 16 rounds. This is useful,
because an attacker has full, independent control over the value of f; for all of
these rounds. Hence, the attacker can easily generate an f;-good” message M.
For each fi-good message, the probability of the conditions being satisfied is the
product of the probabilities for rounds 16 to 63. This probability is 273, so the
attacker can assume that one in 239 of the fi-good messages will also satisfy the
conditions in the remaining rounds.

The attacker may easily produce first message blocks that are both T;-good
(see Section 4.4)and f; good. The probability that tone such message block
satisfies the requirements for all rounds is: 2737 - 2732 &~ 2742, Given how fast
Wang at al. can generate a collision (1 hour) it seems likely that they are using
additional tricks.

Appendix B provides the details of the internal differential for the second
block.

— For a given choice of the values A, B, H, I, J, the total number of conditions
is 323. Thus, for a random message, the probability is 273!® that all the
conditions for this differential are satisfied (since there are five variables).

— Eight of these conditions apply to the intermediate has value THV (). This
may means that some intermediate values are not acceptable, even though
they satisfy the conditions for the first block.

— A vast majority of the conditions occur in the first 16 rounds.

— Once again, only 39 conditions occur in the last 48 rounds.

The attacker can easily produce second message blocks that are both T;-
good and f; good. The probability that one such message block satisfies the
requirements for all rounds is the same as the probability for the first block: 2742,
The total complexity is the sum of the complexity for finding the first message

block and the complexity of find the second message block. This complexity is
243,

5.6 Applications of the Differential

— The differential allows a collision attack on the MD5 hash function with
complexity 2422

— A second pre-image attack based on this differential has complexity 226°. So
this differential does not lead to second pre-image attack on the MD5 hash
function.
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— Regarding HMAC-MD5 with unknown key: it seems that the attack must
guess the entire state in order to get the conditions to be satisfied. Maybe
there is a slight advantage to using this differential, but I doubt it. I suspect
that this differential does not lead to a collision attack on HMAC-MD5.

— Regarding HMAC-MD5 with known key: in most cases the attacker does
not know the key, but there are uses of MAC functions where the MAC
must resist collisions even when the key is known. If the key is known, then
complexity of finding a collision is at most as difficult as finding a collision
in MD5 hash function. If the attacker can control the key being used, then
the attacker can find a good starting point in the middle of the differential
and work outwards to find a suitable initial value (IHV(?)) that provides
many collisions. The attacker can then choose to use this key.

A little observation: If the attacker can control the appropriate bits up to
round 20, then there are only 25 conditions for f; left (with 2 variables I and J).
Also, the probability of satisfying the conditions on 7} increases to 272. So the
complexity becomes 22° which is possible in one hour. (Disclaimer: we do not
know if it is possible for the attacker to control the appropriate bits up to round
20).

6 Conclusion

The Wang et al. MD5 collision makes sophisticated use of differences in the
carry bits in the modular addition. Features of their attack include a complicated
differential for in the first round of compression, with simple differentials (in the
most significant bit) for the remaining rounds. The collision uses differences in
two blocks for which each block has similar internal differentials. The first block
difference one to introduce a small difference into the state, and the second block
difference cancels the introduced difference.
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A Details for First Block

A.1 Sequence of Addition Differences

See Table 1 on page 6.

A.2 Conditions on Bit Positions

See Tables 11 and 12 on pages 58 and 59.

A.3 Values of V@Q; and V f; at All Bit Positions

Tables 13, 14, 15 and 16 list the values of VQ; and V f; at all bit positions of
the first block of the example collision given by Wang et al.



63

3 0Qs VQi V fi 0 ft
-3 01100111010001010010001100000001
-2 00010000001100100101010001110110
-1 10011000101110101101110011111110
0 11101111110011011010101110001001|10011000101110101101110011111110
1 00010011101110001100111111110110{10001011100010101001101110001000
2 01001100100110100110010010001101{10100011110111011100111110000100
3 00000010001001110011001100110011{00010001100110101110110011000101
4 10110111001011110011101100111000|{01001010101101110111011110110101
- + +
5 6 100010000—++++++++++++++++100101/100000100010+1110011+01100110010 19,11
+ + — - =
6 31,23,6 [+0000010+1111111101111000-000001|101101010-+++++++0++++1100111001 14,10
— - - = - -+ + + -
7127 +,23,6, 0|++++++---11111101111-+++++-+++++/1000-0-00111111+10111+0000+00-01|27, 25, 16, 10, 5, 2
- - - + + - 4+ + + +
81 23,17,15,0 [00000001-01-+++-+00101010100000+|+000001-1111111+10111+0+0+000001|31, 24, 16, 10, 8, 6
- - 4+ - + o+ - =+ 4+
9| 31,6,1,0 |-1111011101100000011111-++1111+-|+0000+01-11-1110110101010+00000+|31, 26, 23, 20, 6, 0
+ + = s ol v
10| 31,13,1 +11100110111111111+-100001100100{01110011-011000000+111010+10010+ 23,13,6,0
+ + - -
11 31,30 ++011110011100011100111011010010{11110011111100011111100-0110110- 8,0
+ - = ol
12{ 31,13,7 |+00000101010-++++++1111-+0100111{+11100110111+--111001110+1000010 31,17, 7
+ + + =
13 31,24 +11100+-010111111111010000001000(+00011100010-++++++1111011010010 31,13
+ + +
14 31 +0010100110010111111010111111000{+001001001101+111111111000001111 31,18
+ - + + +
15| 31,15,3 |+111000101011101-00010100010+000|+00100+0010010111111010000101000 31,25

Table 13. Values of VQ: and V f; at all bit positions for rounds 0 to 15 of the first
block of the collision provided by Wang et al..




64

t| 0Q: VQ: V fe 0 ft
+
14| 31 [+0010100110010111111010111111000
+ -+
15(31, 15, 3/+111000101011101-00010100010+000
+ —
16| 31,29 [+0-01101100010111000001100110100(+0111101000100001101110010101111|+2%!
+ +
17| 31 [+1101111000111001110111100100110(+1101101100111101000101100110100| 31
+ +
18 31 [+1110101100011100100100000101000(+1100111100111100110110000100010| 31
+ + +
19| 31,17 [+1100101111111+00101111010001110(+1110101100111100100111000001110 31
+ +
20| 31 |+0010001110101010101101001101010|+0010001111101000101111010101110| 31
+ +
21| 31 [+1101001101010011110001011001010|+1110001101010010100001011101010| 31
+ +
22| 31 [+1110010101100011011001110100100(+1111000101110011011001010100000| 31
23 01111110011111010111100001001001|{01111010001110010111000101101100
+
24 10011011010111010011000111010010|+0011110010111010111100111001001| 31
25 00101111000000010000001000100111|10101111000000010000000110010011
26 01111100101101101100111111010110[00111100000101000000001111110111
27 10001011000011101001001011101110[01011011101101101100111111110110
28 11001011101100101011110100011010[11001011101110101001110100111010
29 01011000110111011000100011000010/01001000101111001010110111010010
30 01010011100110111001110001010011|{01010011110111111001110011010010
31 10011111001100000001000001001010/00011011000100100001010001010011

Table 14. Values of VQ: and V f; at all bit positions for rounds 16 to 31 of the first
block of the collision provided by Wang et al..
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t

0Q¢

VQi

V ft

Oft

30
31

01010011100110111001110001010011
10011111001100000001000001001010

32
33
34

35
36
37
38
39
40
41
42
43
44
45
46
47

10001111001001011101000110010000
00001101011011000010101110000100
11101110110000000110101101111001

+1100010101111110011111100010001
+0010011001111111010110011100100
+1111000111011101111111001110101
-0010100100001011000110011010011
-1111000111100010110111100100010
-0100110101001101000000001010111
+1101001000100010110110111010111
-0111100010110110111001110100001
-0101001101111000001001001100111
-0000000011011110101000010111101
+0110010100101011000101000001010
+1001011110100000111111100111111
-0111000001101111001110100000100

01000011100011100101110110001001
00011101011110011110101001011110
01101100100010011001000101101101

-0000001000100110111111111101100
10011111010000001111100010001100
+0001001011011100110110110000000
-1111111010101001101111001000010
+0010100100110100001110110000100
-1001010110100100110001110100110
+0110111010001101000001010100010
+1110011111011001001111000100001
+1111100111101100000110000010001
-0010101100010000011000101111011
+0011011010001101100100011010000
-1111001001010101010010110001000
-1000001011100100110100000110001

w, W
vty sl R

I8+ B+ @+

+

Table 15. Values of VQ, and V f; at all bit positions for rounds 32 to 47 of the first
block of the collision provided by Wang et al..
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t]oQ: VQ: V fi 0 ft
+

46/ 31 |+1001011110100000111111100111111

47| 31 |-0111000001101111001110100000100

48| 31 |+0010110001111100011000100101010{+0001110000010000010110011101110| 31
49 31 |-1111111010000001111010001110111|-1101001111101101100011111010101| 31
50 31 |-1001000010010101000000010000000/00010110100010110011101010100010

51 éi -1010100110111011011011100001010{+0011100101101010011111100001010 éﬁ
52 éi -0100100110110010001011110110100{+1100011001000001100100011110101 éﬁ
53 éi -0011101011100110010010110011111|+0011011101010100111101001001011 éﬁ
54 éi -0001011010011101111110011011110{+1000110000111011101100101000000 éﬁ
55 éi -0111111111101000100110000011000{+1110100101100100010001010100110 éﬁ
56 éi -0011110000000001100101111100111{+1000001010001011000011111111111 éﬁ
57 éi -1000011011101110001110001111100{+1011101011111110111010000011000 é&
58 3i -0100001101101000111010110000100{+0100010100010000110100111100000 éﬁ
59 éi -0100000010110101101011101101110{+0011101011011101000001001101011 éﬁ

60| 31 |+1011101101011111111111110010011{11111111101101010010100010010101

61| 31 |-1101011000100110111000000100011|-0100010000110001000011100100000| 31
+ +

62(31,25|+00100+0100100110110100110010000(+1011001110000000001100111011111| 31
+

63 é_,25 -00100+1010010111111111101010110{-0000101011111001001011001001110 31

==

Table 16. Values of VQ: and V f; at all bit positions for rounds 48 to 63 of the first
block of the collision provided by Wang et al.



B All Detalils for the Second Block

B.1 Sequence of Add-Differences

The differential in the second block begins with
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0Q_5 = STHVV[0] = 231

6Qo = STHVM[1] = 4231 4 225,
0Q_1 = 6THVW[2] = £231 4 225,
6Q_o = 6THVW[3] = £231 4 225,

Table 16 shows the sequence of add-differences in the second block. The differ-

ential in the second block finishes up with

6Qe1 = £2°1,

6Qe2 = £2°1 — 2%,
6Qes = £2°1 — 2%,
0Qes = £231 — 2%,

Thus:
STHVP[0] = STHV[0] + AQey = (£231) +
STHV[1] = STHVO[1] + AQes = (£231 +22°) +
SIHV 2] =STHVM[2] + AQg3 = (
STHVP[3] =6THVWM[3] + AQg2 = (£23! + 2%) +

(:|:231

)

+(
£231 4 2%5) 4+ (2% —

+(

0
:l:231 5) 0
0
0

:|:231 225)



(@)
[0

¢ 5Q, 5f: 0Q_3 oW, oT; S(t)
+ + + +
0 31,25 31 31 7
+ + + + + +
1 31,25 31 31,25 25 12
+ + + + + + + +
2 31,25,5 25 31,25 31,26 17
+ + + + + + - + - = + + - - =
3 [31,25,16,11,5 31,27,25,21,11 31,25 26,21,11 22
£ + + - + + - — 4+ + + £ ||+ + + = + +
4 31,25,5,1 30,26,18, 3,1 31,25 31 (30,26,25,18,2,1| 7
£+ + -+ 4+ ||+ + = = = - - - + + + -+ = = = =
5 31,10, 8,6,0 |30,28,26,25,20,8,5,4 31,25,5 30, 28, 26, 20, 8, 4| 12
+ - - - - - — — —+ | 4+ + + + - = =+
6 31,20,1 25,21,16,11,10,5,3 [31,25,16,11,5 31,21,10,3 17
+ - — + - + + + 4+ - - 4+ + + -
7 31,27, 6 31,27,1 31,25,5,1 27,25,16,5, 1 22
+ - - + + + - + + - — + - £ + + 4+ +
8 31,23,17,15 25,16, 6 31,10,7,6,0 31,25,16,9,8,0| 7
+ + + + -+ + £ - - - ot
9 31,6,0 31,26,16,0 31,20,1 26,20, 0 12
+ + + + + - - —
10 31,12 31,6 31,27, 6 27 17
+ + £+ - - + — - =
11 31 31 31,23,17,15 | 15 23,17 22
+ - — + + + + + + 4+ +
12 31,13, 7 31,17 31,6,0 17,6,0 7
+ + + - + + =
13 31,24 31,13 31,12 12 12
+ + + + + + +
14 31 30,18 31 31 30,18 17
+ + 4+ + - + - — - - -
15 31,15, 3 31,25 31,13, 7 25,13, 7 22
+ - + + + +
16 31,29 31 31,24 24 5
+ + +
17 31 31 31 9
+ + + + + — +
18 31 31 31,15, 3 15 3 14
+ + - -
19 31,17 31 31,29 29 20
+ + +
20-21 31 31 31
+ + + + +
22 31 31 31,17 17 14
+ +
23 31 31 20
+ +
24 31 31 5
+ +
25 31 31 9
26-33
34 15 15 16
+ + +
35 31 31 31 23
+
36 31 4
+ + +
37 31 31 31 11
+ + +
38-49 31 31 31
+ + +
50 31 31 31 15
+ + +
51-59 31 31 31
+ + +
60 31 31 31 6
+ + + — -
61 31 31 31 15 15 10
+ - + +
62-63 31,25 31 31

Table 17. Sequence of add-differences for rounds 16 to 63 of the second block. Recall
that Q¢ = 6Q¢—1 + dRi—1, 6T, = 0ft + 6Qi—3 + Wy, and (most of the time) 0R; =
ROTL ™M (6Ty).
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B.2 Sequence of XOR-Differences in Q; and f;

Tables 18 and 19 show the XOR-differences in Q; in f; in order to get the add-
differences in f; from the corresponding bits in Q¢, +—1 and @Q;_o. The sign of
VQ¢[31] is not shown here, as this is determined by the function f;.

t 0Q: VQ: Vi 0 ft
+
-3 31 e
+ +
-2 31,25 +..... e
+ +
-1 31,25 e e S
£ >
0 31,25 +..... F o P 31
+ + +
1 31,25 +..... o e e P 31
+ + + +
2 31,25,5 +..... F o P [ o e 25
+ 4+ 4+ + + + - + -
3131,25,16,11, 5| £-——-- Fo———= S e T PN e 31,27,25,21,11
+ + 4+ — + + - +
4| 31,25,5,1 |+ Fo R 0 = Pt PO N ++. 30,26, 1 1
+ + + + + 4+ + = -+
5[ 31,9,6,0 |E.. .ot R +E. - e -..——-....]30,27,25,20, 8,6, 4
+ - - - - - = -+
6 31,20,16  |£......... R P —ammt =Lt 5,21,16,11 5,3
+ - — + -
7 31,27,6 e e U o F 31,27,
+ - - + + + -
81 31,23,17,15 |* S e [ oo +ooo R 25,16, 6
+ 4+ 14 + - +
9 31,6,0 e +-== +-|+ e Fo e + 31,26, 16,
+ 4+ + +
10 31,12 e o e - 31,6
+ +
11 31 e e 31
+ - — + +
12 31,13, 7 oo S N - e Fo 31,17
+ + + -
13 31,24 e PN e i P 31,13
+ + +
14 31 e o Fo 30,18
+ 4+ + + -
15 31,15, 3 e Foiii N = = e 31,25

Table 18. Sequence of XOR-Differences in Q; and f; for rounds 0 to 15 of the second
block.
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t |00 vQ. v/, 5t
+ — +
16 131,29 =0 e e e 31
+ +
17-18] 31 | e 31
+ + +
19 31,17+, .00 o e 31
+ +
20-22] 3L | e 31
23 |
+
U | e 31
25 0 77
+ +
35 | 831 | e 31
+
36 | 3L |t
+ +
37-49] 3L |t e 31
+
O S B e B
+ +
51-59] 31 |de et e 31
+
L S B T B
+ +
60 31 . e e 31
+ — +
62 [31,25/%..... R e 31
+ - +
63 [31,25|d . it e 31

Table 19. Sequence of XOR-Differences in @; and f; for rounds 16 to 63 of the second

block.
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B.3 Conditions on Bit Positions

Tables 20 and 21 detail the conditions on the internal values Q;, —2 <t < 53 in
order for the collision to occur. The conditions on _o, @_; and (¢ correspond
to conditions on the intermediate hash value THV (1),

t Conditions on Eq |Def] None
-21A. ... Ot e 2 30
R b 3 29
OJA....00. ... Veoun. 1v 3 28
1 [Bvvv010...1vvvvv...v0...v1"..... 10v,17| 7 14
2|B"""110...0""""" ...71...710vv00.|2v,107| 10 10
3 (BO11111...011111...01vv1011""11v| 3v,2" | 21 6
4 (B011101...000100...00""00001000~| 3~ 23 6
5|A100101...101111...0111001010000 26 6
6 [A..0010v1.10..101..0110001010110| 1v |24 7
7|B..101171.00..011..1111000....v1| 1v,17 | 19 11
8|B..001000.11..101..v..1111....70| 1v,1" | 17 13
9 (B..111000..... 010..7..0111....01] 1~ 16 15
10(B....1111...v0111100..1111....00| 1v 18 13
11|Bvvvvvvv...."1011100..1111....11| 7v,1" | 14 10
12[B~"""""" ....10000001....1....... 7 10 15
13(A0111111. ... 1111111..... 0...1... 17 15
14|A1000000....1011111.. ... 1...1... 17 15
15{C1111101........ O vvvvnn 0... 10 22
Eq |Def|Combined
Sub-total: —2 <t <15 27 257

Table 20. Conditions on V@, —2 < ¢t < 15, of the second block to get the correct
propagation of differences through f:. The attacker can allow A € {0,1}, C € {0,1}
with B = A. The column headed by “Eq” contains the number of relationships of the
form Q:[j] = Q¢—1[j]- The column headed by “Def” contains the number of definitions
of the form Q:[j] = 0 or Q¢[j] = 1. The column headed by “None” contains the number
of bits with no conditions. In the last row, the column headed by “Comb.” contains the
combination of equality relationships and definitions. Note the conditions on Q_2,Q_1,

Qo apply to the intermediate hash value THV™).
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t Conditions on @ Eq |Def| None
14 |A1000000....1011111. . ... 1.1,
15 |C1111101........ O 0...
16 |C.1...ooiiiit. Veeiiiiinnn Voo 2v | 2 28
17 [Coveeiniinn.. 0.7 i, S 20,1y 2 27
18 [C.miiins, Lo, 1|2 29
19 [Covviininnn. Ot 2 30
20 [Covnvviinnnn Ve v | 1 30
21 [Coovvniinn... AR 1= |1 30
22 [Coviii 1 31
23 0. 1 31
24 [ 1 31
2531]. i 32
3245] . 32
N 1 31
AT |30 1 31
A8 |T..iiii 1 31
49 I 1 31
50 Kot 1 31
S 1 31
52 Kt 1 31
53 T 1 31
BA (K. 1 31
15T N 1 31
T 1 31
A 1 31
B8 Kttt 1 31
59 [T 1 31
60 [I..... 0t 2 30
61 [J..... Lo 2 30
62 |I..... Lo 2 30
63 [J..... Lo 2 30
Eq |Def|Combined
Sub-total: 16 < ¢t < 31 4 |13
Sub-total: 32 <t <47 - 2
Sub-total: 48 <t < 63 - 120
| | SubTotal: 16 < t < 63 (This Table) [ 4 [35] |
| | Sub-total: —2 <t <15 (Table 20) | 27 [257] |
| [ Total: —2 <t < 63 [ 31 [292] 323 |

Table 21. Conditions on VQ¢, 16 < t < 63, of the second block to get the correct
propagation of differences through f:. There are two new variables with two possibilities
each: I € {0,1}, and J € {0,1}, with K = I. The column headed by “Eq” contains
the number of equality relationships of the form Q:[j] = Q¢—1[j]. The column headed
by “Def” contains the number of definitions of the form Q:[j] = 0 or Q:[j] = 1. The
column headed by “None” contains the number of bits with no conditions. In the
last few rows, the column headed by “Comb.” contains the combination of equality
relationships and definitions.
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B.4 Values of VQ; and V f; at All Bit Positions

Tables 22, 23, 24 and 25 list the values of VQ; and V f; at all bit positions of
the second block of the example collision given by Wang et al.

VQ:

V fe

O ft

+1010010010110001001001100100100
+01000+0110001011011111000000110
+0101+-0000001101101110001010100

© 00 N S Ot ks W NN = O

— = = =
= W NN = O

15

+01100+0100100111101011111001010
-10001+0001100111001001011010111
-10011+1100100110011111111+11001
—t————= 101+----- 101+-101+--11110
-0111+-0010001001110010000+-+++0
+100101100101111101+---++-01000+
+010010010-+00-+1100110001010110
-01-+11011000101100111-+++100101
-0000-+++11100-+-101011111110000
-111110001111001001110+---0110+-
-000111110001011110+101111111100
-0001111001011011100011111010011
-00011110000-++++++10111-0110000
R e 010011111111101000011010
+1000000111110111111001010111100
+111110101010001+01011001011+111

+0100000010001101111110001000100
+0101010000101111101111011000010
111101+0000100111101001011010011
-100-1+100-100110011-11111011001
-1----1111010-111011111111011++1
-0--1--0010-01001010010-00--1110
100110-001-001-+1010--000-+1+000
+110-1011010101+1010110001010100
101001+01100000+100111-+++100110
-0000-101111010+100101111111010+
-000110001111001000111+---011000
-1111111010110011111101111011000
-000111110001+-11100111111011100
-00011110010-++++++1011111010001
1+00111101001+111111011100011000
+10000-0010111111111001010111100

[\]

| 9'
o+ va+
o+

w
|-

w w w w
W By W

S+ B+ B+ &+

')
—
—

L S Gk

+ 3! =N, =

- = S

NV SRR

®+5\oo|£\3+Hl
PN

[\)
ot

—_
=2
|

w
—_

e e
| St ol o+

[\V]
ot

Table 22. Values of VQ: and V f; at all bit positions for 0 < t < 15, in the second

block.

[ —
w+ Bt
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t] 6Q: VQ: Vi
Jr
14| 31 |+1000000111110111111001010111100
+ + +
15/31,15, 3|+111110101010001+01011001011+111
+ - +
16/ 31,29 [+0-01110000100001101110110101110|+0111101000100001101110010101111| 31
+ +
17 31 +0001101010110001001111010001111|{+0001111010100001101110110001111| 31
+ +
18 31 +0001010101100100001010101111101|{+0001011010110000001011100101101| 31
+ + +
19 31,17 |+1100101010111+11001100001000100|+0000111111110101001100101110100] 31
+ +
20 31 +0001011100011001010011000111000(+1101111110011011000110000111000( 31
+ +
21 31 +0010101111100011000100011000100(+0001111110100011010111001111100( 31
+ +
22 31 +0000001011100100110011001110010(+0010101011100010010111011110100( 31
23 00011111111011011111010000111000{00010101111000111110011000110010
+
24 11010110011010110000001000100111(+0011110111011111001001000101010
25 00011010011000101100001010101111{11011010011000101100001000101111
26 01000111111110110001001110011101{01001110011010111100001010001101
27 01010010011001001010000110111110{01010111111110011001000110111110
28 01010110111000110111010110011011{01010110111001111011000110111011
29 01110111001001111100111101101100{01010110101001111101010100101101
30 11001011111100110001110010001100(01100011111001111001111011101100
31 11011111010010000100011111100111{11011111110100000101011111100100

Table 23. Values of VQ: and V f; at all bit positions for 16 < ¢ < 31, in the second
block.
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0Q¢

VQ:

V fi

O ft

30
31

11001011111100110001110010001100
11011111010010000100011111100111

32
33
34

35
36
37
38
39
40
41
42
43
44
45
46
47

11001110101100100110001001111111
10110001010001010011110110100100
11001011110110110011000100010001

-0110000001001111000111000111000
+0010100110111110011110000010100
+0101111000011100000110000101010
-0001000100111011011011110000100
-1110011110000011010000101100100
-0101100001100101111000011100001
+1111010111101100101010111101010
-0000010011100100111000100110101
-0001101111101000110001111110010
-0101111101110101111001000110001
-0110110000010001011011011001111
-0110011010000010101010110101001

+1110001101101111001000111011010

11011010000010010011100100010100
10100000101111110001100000111100
10110100001011000110111011001010

-1001010101110011000001010001101
01101111001000111000001100111101
-0001011111101101011111000000110
-0110011010011001000011110111010
+1010100010100100001101011001010
-1010111011011101110011000000001
+0100101000001010000010001101111
+1010100101101101101010000111110
+1110101011100000100011100101101
-0100000001111001110000011110110
-0010100010001100010011100001100
-0101010111100110001000101010111
+1110100111111100111001010111100

Table
block.

24. Values of V@Q: and V f; at all bit positions for 32 < ¢ < 47, in the second
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1| 6Q: VQi V fi O ft
46| 31 |-0110011010000010101010110101001

47 éﬁ +1110001101101111001000111011010

48| 31 |-0001101001001101001000010100100|-0111100000010010010101100101100| 31
49 é& +1100011001010101000010111110001|+1100010010011000111111101010001 éﬁ
50 éﬁ +0001010101001000001000110010010/00011001110101111111101000101010

51 éﬁ +0110000010100100001100100101001|-0110110011100110110101010111101| 31
52 éﬁ +0100001100110111011111010011001(-1000101100010011110011111010100| 31
53 éﬁ +0011000011010101101101111110011{-1111110011101000100000101101110 éi
54 éﬁ +0000010011111101000110110101000(-1000110000101000001011000011101| 31
55 3& +0001000011100010110011000101010(-1101101100010111110101110000110| 31
56 é& +1000001111101111000101100010011(-1110101100001101001110101111101| 31
57 éﬁ +0001000001111110101100001010000(-0111110010010000101001011000110| 31
58 éﬁ +1110110100011010110011011011010|-1110110101100100010111010101110| 31
59 éﬁ +1110111000110110110101101100101(-0000001010101101000100100110101| 31
60 éi -1100000001010110101000010100010{10011110011000001011001011000010

61 éﬁ +1000011101010101000001011111011|+0101011110001011100011001011001 éﬁ
62 éi,é% -10100-1010110100000100111101001|-0011100011101000010110100000110| 31
63 §i,é5 +1110-+1010111110010001101101000|+0101110000001010111011010000101 éﬁ

Table 25. Values of VQ: and V f; at all bit positions for rounds 48 < ¢ < 63, in the

second block.




