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Abstract. In these lecture notes we survey the state of the art in symmetric key encryption, in particular in the block ciphers and stream
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in the last five years due to growing interest from academic and industry
research, standardization efforts like AES, NESSIE and CRYPTREC, as
well as due to ease of government control over export of cryptography.
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Introduction

In these lecture notes we survey the state of the art of symmetric key encryption
in the last five-six years, this is the time that passed since the previous such
snapshot given in [72]. During this relatively short period of time several major developments have happened in this area. The first one would undoubtedly
be the switch in 2001 by the US NIST [106] from the old 64-bit block 56-bit
key cipher DES (Data Encryption Standard) [101] to a newly designed 128-bit
block 128/192/256-bit key cipher AES (Advanced Encryption Standard) [103].
The choice of AES resulted from a three year open competition process [131],
in which 15 submissions coming not only from North America but also from
Europe and Asia were publicly evaluated for security, speed and compactness of
implementation. As a result, Belgian cipher called Rijndael [39] has won the competition, and as of this writing stands unbroken in-spite of numerous attempts
of analysis [100, 54, 47, 36, 4, 15, 48, 83].
In 1999-2000 several new cryptanalytic techniques were developed: slide attacks [23, 24], impossible differential attacks [10, 11, 77], boomerang attacks [129].
Considerable followup in the research literature shows that these are generic techniques applicable to a variety of constructions which in certain cases are more
effective than the classic differential and linear techniques. In 2002 a new possible line of cryptanalysis came to light: an algebraic attack [36]. The research
community is still divided on whether this technique actually works as described.
However, it is applicable to a certain class of stream ciphers.

In the stream cipher area we may mention intensive research and progress
in fast-correlation attacks [65, 29, 66, 95, 30] and BDD approach [78] for LFSRbased stream ciphers. New time-data-memeory tradeoffs [21]. Distinguishing attacks using linear masking and low diffusion [32]. Higher-order correlation and
algebraic attacks [33, 35]. In the area of applications of stream ciphers we may
mention adoption of a cipher Kasumi, which is a modification of a block-cipher
MISTY, as complementary standard A5/3 for 3GPP cellular phones in addition to weak algorithms A5/1 and A5/2 that were used previously. There has
been significant progress in cryptanalysis of industry standards A5, RC4 and E0
(Bluetooth).
Also worth mentioning in conjunction with symmetric key encryption is the
area of side-channel and fault attacks, i.e. attacks on implementations of cryptographic primitives. The area has become very active in the last years fueled
by practical attacks on many pre-existing implementations.
Another important development happened in the legal area and approximately at the same time when cipher Rijndael was chosen as the AES. In their
meeting of 30 November-1 December 2000, the Wassenaar states (31 countries,
including US, EU states, Japan and others), lifted the 64-bit limit for export
controls on mass-market crypto software and hardware. Previously, for example
in US only 40-bit ciphers could be exported. New US regulations [28] allowed
for commercial export of encryption items with keys larger than 64-bit prior to
review by Bureau of Industry and Security (BIS) and in some cases prior to
notification (mainly for items with keys shorter than 64-bit).
The two initiatives for cryptographic primitives evaluation (including encryption) have been conducted in Europe (NESSIE) [104], and in Japan (CRYPTREC) [132]. These projects produced portfolios of primitives recommended
for ISO standards (NESSIE) or E-government (CRYPTREC). A new Korean
initiative is starting to gain momentum.
Since 2000 NIST has been running an effort for selection of modes of operation for block-ciphers [133].
In 2003 a roadmap project STORK [120] has been carried out by a team of
researches from different EU countries. The project produced roadmaps for cryptography: research agenda, perspective future trends as well as lists of important
open problems for the next 5-10 years. STORK has served as a launch pad for
E-CRYPT – a new consortium of about 30 European universities and companies collaborating in the area of Cryptography and Watermarking. E-CRYPT is
a five-year project which starts its work in November 2003.
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Paying Tribute to DES

The Data Encryption Standard (DES) [101] has been around for more than 25
years. DES was a result of a call for primitives in 1974 which apparently didn’t
turn in many interesting candidates except for a predecessor of DES, Lucifer [118,
46] designed by IBM around 1971. It took another year for a joint IBM–NSA
effort to turn Lucifer into DES. The structure of Lucifer was significantly altered
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and since the design rationale was never made public and the secret key size also
went down from 128-bit to 56-bits this resulted in controversy, and distrust
among the public.
However, in spite of all the controversy it is hard to underestimate the role
of DES. DES was one of the first commercially developed (as opposed to government developed) ciphers whose structure was fully published. This effectively
created a community of researchers who could analyse it and propose their own
designs. This lead to a wave of public interest in cryptography, from which much
of cryptography as we know it today was born.
In the two decades since its design three important attacks capable of breaking the cipher faster than exhaustive search have been discovered: differential
cryptanalysis (1990) [17], linear cryptanalysis (1993) [85] and improved Davies’
attack [9, 41]. An interesting twist is that differential cryptanalysis was known to
the designers of DES and DES was constructed in particular to withstand 1 this
powerful attack [31]. That is why DES design criteria were made secret. Many of
these secrets became public with the development of the differential cryptanalysis and were later confirmed by the designers [115]. Both differential and linear
attacks as well as Davies’ attack are not of much threat to real-life applications
since they require more than 240 texts for analysis. For example: linear attack
requires that 243 known plaintexts would be encrypted under the same secret
key. If the user changes the key every 235 blocks the success probability of the
attack would be negligible. Nevertheless linear attack was practically tested [86]
and runs even slightly faster than theoretically predicted [67]. In the case of
the differential attack 247 chosen plaintexts are required, though the attack
would still work if the data is coming from up to 233 different keys. However
the huge amount of chosen plaintext makes the attack impractical. In the case
of Davies’ attack the data requirement is 250 known plaintexts, which is also
clearly impractical.
Though the differential and linear attacks are hard to mount on DES they
proved to be very powerful tools of cryptanalysis and many ciphers which were
not designed to withstand these attacks have been broken, some even with practical attacks. See for example cipher FEAL [116, 98, 99]. In fact both attacks
have been discovered while studying this cipher [16, 90], which was proposed as
a more secure substitute for DES.
The currently most dangerous approach to cryptanalysis of DES remains
exhaustive key search. It was clear from the very start that 56-bit key can be
cryptanalysed in practical time using practical amount of resources. In 1977
a design for a key-search machine was proposed by Diffie-Hellman [42] with a
cost of 20.000.000$ and ability to find a solution in a single day. Later Hellman
proposed a chosen plaintext tradeoff approach, which would allow to build an
1

Note that DES is strong but not optimal against linear cryptanalysis or improved
Davies’ attack, for example simple reordering of the S-boxes would make the cipher immune to these attacks without spoiling its strength against the differential
attack [87]. This could indicate that designers of DES did not know about such
attacks.
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even cheaper machine, assuming that 256 step precomputation is done once.
In 1998 Electronic Frontier Foundation (EFF) has demonstrated a dedicated
hardware machine which cost less than 250, 000 and could run through the full
key-space in four days [45]. In a parallel development it has been shown that
a network of tens of thousands PC’s (a computational power available to a
computer virus, for example) could do the same work in several weeks. It became
clear to everyone that DES needs to be replaced. However at that time AES
competition was already up and running.
So where is DES today? DES is not obsolete. Due to substantial cryptanalytic
effort and no practical cryptanalytic attack, the structure of DES has gained
public trust. There have been several proposals to remedy the short-key size
problem plaguing the cipher.
– Triple-DES. Approach suggested by Diffie and Hellman [42]. Gains strength
both against cryptanalytic attacks as well as against exhaustive search, speed
is however 3 times slower than single DES.
– Independent subkeys. Proposed Berson [6]. Stops exhaustive search but
not the cryptanalytic attacks, speed as for a single DES, but slower keyschedule.
– Slow key-schedule. Approaches by Quisquater et.al. [113] or Knudsen [71].
Exhaustive search is stopped by loosing key-agility of a cipher.
– DESX. Approach suggested by Rivest in 1984. Very effective against exhaustive search, but does not stop cryptanalytic attacks, allows to reuse old
hardware; speed almost as for a single DES.
– Key-dependent S-boxes. Approach suggested by Biham-Biryukov [8].
Gains strength against exhaustive search, stops cryptanalytic attacks (with
exception of related key) applies to software or to hardware which permits
to load new S-boxes; speed as for a single DES.
As of today triple DES is still in wide use (especially in the banking community) and is part of NIST and ISO standards. The recommended usage mode is
with three independently generated keys (i.e. 168-bit key total), for which the
best attacks are the classical meet-in-the-middle attack with only 3 known plaintexts, 256 words of memory and 2111 analysis steps; and the attack by Lucks [82]
which requires 2108 time steps and 245 known plaintexts. The attacks are clearly
impractical. The two-key triple DES variant is not recommended for use due to
dedicated meet-in-the-middle attack by Oorschot and Wiener [126] with complexity 2120−log n steps given O(n) known plaintexts and memory. This attack
is based on an earlier attack by Merkle and Hellman [93] which required 256 chosen plaintexts, steps, and memory. The attacks are hard to mount in practice,
but they are important certificational weakness. The DESX alternative is also
in popular use due to simplicity and almost no speed loss. Thorough analysis of
a generic construction is given in [69] and the best currently known attack is a
slide attack [24] with complexity of n known plaintexts and 2121−log n analysis
steps (for example: 233 known plaintexts and memory and 287 analysis steps).
4
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AES-Rijndael

In the view of quickly aging standard DES on September 1997 NIST has issued a
request for candidate nominations for the block-cipher that would become a new
Advanced Encryption Standard. The minimal requirements were: 128-bit block
size and support for 128/192/256 bit keys. An early draft of the call required
also block sizes of 192 and 256 but this was dropped at a later stage. The
ultimate goal of the competition was to design a cipher that would be as secure
as triple-DES but which would be much faster. The process went in three stages:
submission, evaluation-selection, choice of the finalist. Submissions were due by
15 May 1998, and candidate presentations took place at a public workshop on
20-22 August 1998. There were about 20 submissions, but only 15 satisfied the
requirements. The second stage was evaluation and selection of the five finalists
out of 15. The five finalists were announced in March 1999. These were: RC6
(RSA), MARS (IBM), Rijndael (Daemen-Rijmen), Twofish (Counterpane) and
Serpent (Anderson-Biham-Knudsen). No security weaknesses were demonstrated
for either of these ciphers. The first four were among the fastest submissions and
Serpent was chosen due to its high security margin and reasonable performance.
Since no objective criteria for security evaluation except for a resistance to all
known attacks could be applied, and since all the five finalists were build to
withstand any known attacks, the choice was a difficult matter. Such factors
as elegance of description, simplicity of implementation on various platforms
were taken into account. At the end of the second stage a poll of the audience
was taken and it showed that Rijndael was public favorite (Rijndael:89 votes,
Serpent:59, Twofish:31, RC6:23, MARS:13).
On October 2, 2000 Rijndael, has been proclaimed the winner of the AES
competition. To cite NIST’s decision:
“Why did NIST select Rijndael to propose for the AES?
When considered together, Rijndael’s combination of security, performance,
efficiency, ease of implementation and flexibility make it an appropriate selection
for the AES.
Specifically, Rijndael appears to be consistently a very good performer in both
hardware and software across a wide range of computing environments regardless
of its use in feedback or non-feedback modes. Its key setup time is excellent,
and its key agility is good. Rijndael’s very low memory requirements make it
very well suited for restricted-space environments, in which it also demonstrates
excellent performance. Rijndael’s operations are among the easiest to defend
against power and timing attacks.
Additionally, it appears that some defense can be provided against such attacks without significantly impacting Rijndael’s performance. Rijndael is designed with some flexibility in terms of block and key sizes, and the algorithm
can accommodate alterations in the number of rounds, although these features
would require further study and are not being considered at this time. Finally,
Rijndael’s internal round structure appears to have good potential to benefit
from instruction-level parallelism.
What about the other four algorithms that were not selected?
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In terms of security, NIST states in its report that ”all five algorithms appear
to have adequate security for the AES.” NIST is not saying that there is anything
”wrong” with any of the other four algorithms. However, when all of the analysis
and comments were taken into consideration, the NIST team felt that Rijndael
was the best selection for the AES.
Why did NIST select only one algorithm to propose for the AES?
. . . Briefly, NIST’s AES selection team decided to select only one algorithm
for several reasons. First, other FIPS-approved algorithms (e.g., Triple DES)
offer a degree of systemic resiliency, should a problem arise with the AES. Second, multiple AES key sizes provide for increased levels of security. Third, a
single algorithm AES will promote interoperability and decrease the complexity of implementations that will be built to comply with the AES specifications,
hopefully promoting lower implementation costs than a multiple algorithm AES.
Fourth, a single AES algorithm addresses vendors’ concerns regarding potential
intellectual property costs.”
Frequently asked questions about AES and NIST’s responses may be found
here [105]. A new standard has been announced on November 26, 2001 under
FIPS-197 “for use by U.S. Government organizations to protect sensitive, unclassified information”. As it happened previously with DES it is expected that
AES will become a de-facto world industry standard.
3.1

Summary of Properties of the AES

In this section we list the main features of the AES. AES is a substitutionpermutation network (SPN) cipher with 128-bit block and allowing key sizes
of 128/192/256 with 10/12/14 rounds respectively. As usual SPN it consists of
layers of S-boxes (the same S-box is used in all positions and in all the rounds)
which provide local diffusion and affine mappings provide global diffusion. The
cipher uses S-boxes based on inversion function, which has provably optimal
differential and linear properties [108] followed by an affine transform, to avoid
interpolation attacks. The diffusion is an MDS-based matrix. As of today no
security weakness has been demonstrated for AES for any of the key-sizes, so
all security evaluations have been dealing with round reduced versions of the
cipher. By design AES does not have differential or linear patterns that propagate more than four rounds, which probably indicates that the cipher is secure
against these powerful attacks and some of their extensions already after 5-6
rounds. Designers studied application of a dedicated attack, so called “Square”
attack (an attack of a multiset-type (see Section 4.1)), which gets its name
from Rijndael’s predecessor — Square [37]. The attack can break 6 rounds with
O(232 ) known plaintexts, memory and 272 analysis steps. The work factor can
be further reduced to 246 as shown in [47]. It is possible to add one more round
for keys 192, 256 by just guessing one subkey and using weaknesses in the keyschedule [83]. The best attack found so far can break 7-rounds with 232 chosen
plaintexts and 2140 steps for 192, 256 and is claimed to be marginally faster than
exhaustive search for 128-bit keys [54]. Studying structural elements of Rijndael
an interesting property of the S-box was discovered, i.e. the output functions of
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the S-box are affine transforms of the same function [52]. This can help hardware
designer but might be useful for the cryptanalysis as well. Along similar lines
Barkan and Biham [4] have shown that due to the algebraic nature of the components AES possesses 240 isomorphic ciphers. In [20] this work is extended to
show 61,200 isomorphic ciphers, by exploiting affine self-equivalence of the S-box
(similar result would hold for any S-box based on a power function). Note that
such alternative representations of a cipher may be used to combat side-channel
attacks.
Regarding the speed, Rijndael is one of the fastest block-ciphers designed so
far. For example in optimized software implementation it takes 22 cycles/byte
on Pentium II, 23 cycles/byte on Pentium III, 24 cycles/byte on Xeon, 17 cycles/byte on Alfa. These numbers would vary significantly for different platforms
and compilers.
The best source of additional information on AES would be the book written
by its designers [39], and for a more recent security and speed comparison of AES
with other modern ciphers see the deliverables D20 and D21 of the NESSIE
project [134], available on-line.

4

Block Ciphers: Design and Cryptanalysis

In this section we review the state of the art in cryptanalysis and design of the
block ciphers.
4.1

New Attacks

In the last 5-6 years several new methods of cryptanalysis have been developed.
In 1999 an impossible differential attack [10] has been shown to break 31
out of 32 rounds of the cipher Skipjack [107], designed by the NSA and declassified in 1998. An attack based on similar principles was used by Knudsen to
cryptanalyse 6-rounds of the cipher DEAL [77] which was one of his proposals
for the AES competition. The attack using impossible differentials was shown
to be a generic method of cryptanalysis [11] and was applied to improve on best
attacks for such strong an long standing ciphers as IDEA [81] and Khufu [92],
breaking round-reduced versions of these ciphers. One of the main ideas was a
“miss-in-the-middle” technique for construction of impossible events inside ciphers. Another extension of differential cryptanalysis was shown in the same
year 1999, by Wagner — boomerang attack and inside-out attack [129]. The
attack breaks constructions in which there are perfect differential patterns propagating half-way through the cipher both from top and from the bottom, but
there are no good trails that propagate through the full cipher. The attack was
spectacularly demonstrated with a practical cryptanalysis of a cipher which was
designed with provable security against conventional differential attack [127], as
well as on round-reduced versions of several other ciphers. Further refinements
of this technique have been found in papers on so called amplified boomerang
and rectangular attacks [68, 13, 14]. Yet another attack which was developed
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in the same year (!) was a slide attack [23, 24]. The main feature of this attack is that it realizes a dream of cryptanalyst: if the cipher is vulnerable to
such attack the complexity of attack is independent of the number of rounds
of the cipher. Several ciphers or slight modifications of existing ciphers have
been shown vulnerable to such attacks: for example Brown-Seberry variant of
DES [27] (rotations in key-schedule are by 7 positions, instead of 1,2), DESX,
arbitrary Feistel cipher with 4-round periodic key-schedule. In practice the attack seems easy to avoid breaking the similarity of the round transforms by
applying round counters or different random constants in each round. Whether
such simple changes are indeed sufficient is a matter of further research.
Another type of cryptanalytic attack which is currently receiving attention
is the multiset attack. One of the main reasons is that these attacks are the
best attacks for round-reduced versions of AES and exploit its byte-wise structure. The first such attack was discovered by Knudsen during analysis of the
cipher Square [37] and was thus called “Square attack”. Similar attack was used
by Lucks [83] and called “saturation” attack. Later Biryukov and Shamir have
shown an attack of similar type breaking arbitrary 3 round SPN network with
secret components (the so called SASAS scheme). Gilbert-Minier “collision”
attack [54] on 7-rounds of Rijndael as well as Knudsen-Wagner [76] “integral”
cryptanalysis of 5-rounds of MISTY1 also fall into the same class. The main
feature is that unlike a differential attack in which the attacker studies the behavior of pairs of encryptions, in a multiset attack the attacker looks at a larger
carefully chosen sets of encryptions, in which parts of the input text form a multiset. A multiset is different from a regular notion of a set, since it allows the
same element to appear multiple times. The element of a multiset is thus a pair
(value, multiplicity), where value is the value of the element and multiplicity
counts the number of times this value appears in the multiset. The attacker then
studies propagation of multisets through the cipher. The effect of the cipher on a
multiset is in changing values of the elements but preserving some of the multiset properties like: multiplicity; or “integral” (i.e. sum of all the components); or
causing a reduced set of values which would increase the probability of birthdaylike events inside the cipher. This new type of attacks is a promising direction
for further research.
4.2

A Few Words on the Design

The current state of the art in the field is that we know quite well how to
construct ciphers, which at least look secure against the most powerful attacks,
in particular against linear and differential attacks [109, 89, 127, 64, 38]. Whether
such ciphers are secure against all attacks and what would be an optimal number
of rounds for a cipher to be secure against all possible attacks is yet unknown.
This is clearly demonstrated by the recent AES competition, where all the five
finalists were in the category “no attack or weakness demonstrated”. In this
situation the choice would definitely go for the most simple and elegant design
versus a complex and non-transparent one. Such choice is for the benefit of both
the implementors, whose life is easier and thus implementation errors are less
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likely to occur and the researchers, who have a clean structure to analyse. It is
clear that if AES will be successfully cryptanalysed the attack will have to be a
“break through” which will raise state of the art in the field to a new level (similar
to what has happened with differential and linear attacks on DES). Obviously a
fashionable trend in design nowadays are AES-like ciphers, which means a shift
of accent from Feistel-ciphers towards SPNs with algebraic components. A new
twist are AES-like ciphers which are based solely on involutional components, like
Khazad or Anubis. In these ciphers both the linear and the non-linear layers are
involutions which simplifies hardware implementation. Some initial cryptanalysis
of such construction is given in [18] but further research would be of much
interest. Another popular design strategy is to base non-linear elements of a
cipher on inversion or power functions in GF (2n ). Such mappings have good
non-linearity properties [108] as well as compact hardware representation.
4.3

On Algebraic Attacks

Recently a new line of attack on block an stream ciphers has been proposed,
namely an algebraic attack. While the name is too generic (for example interpolation attacks may also be called algebraic attacks) it tries to capture the
following distinction from the previous “statistical” approaches to cryptanalysis.
The idea is to write a system of multivariate polynomial equations describing
internal stages of encryption and to try to solve this system in case it is low
degree, overdefined, or sparse for example by re-linearization or its derivative
method [70, 34]. If such attack would be possible, it would likely be a conceptual
attack on a class of cryptosystems which likely will not be repaired by increasing
the number of rounds. In this respect situation would be similar to a trapdoor
recovery attack on the public key-cryptosystem, proving that underlying problem is not hard. As a caveat, note that a problem of solving large systems of
quadratic equations over a field is NP-hard. This however guarantees only asymptotic, worst-case hardness. It does not mean that solving a particular instance
of the problem (for example the one generated by AES) is hard. What has been
done so far is a construction of simple systems of multivariate equations (usually of degree 2) describing AES, Serpent, Camellia, Misty/Kasumi and other
ciphers [36, 19] or providing such systems by embedding a cipher in a higher
field [100]. The systems thus obtained are indeed very structured, low degree
(typically quadratic), relatively small (thousands of equations with thousands of
unknowns) and sparse, which is a result of popularity of algebraic components
or memory size limitations on the S-boxes. However as of this writing no practical algorithm solving such systems has been demonstrated even on small but
meaningful examples. Finding such a practical algorithm is an interesting topic
for further research.
To summarize a section on block-ciphers: the area is reaching maturity; there
are simple and effective design strategies to construct strong ciphers, practically
secure against existing methods of attack; there are still many open problems to
stimulate further research in the area.
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Stream Ciphers

Stream ciphers differ from block ciphers in several aspects: they always contain
a secret “state” (i.e. memory) which evolves with time during the encryption,
they usually produce streams of bits rather than blocks. Thus the two main
parts of a stream cipher are: state-transition function, which given an old state
computes a new state, and a filter, which given the state produces the output of
the stream cipher. The output of a stream cipher (i.e. a random-looking) stream
of digits is typically XORed to the plaintexts resulting in a ciphertexts. Thus
stream ciphers can be viewed as computational analogy of a one-time pad (OTP)
cipher, replacing a long secret key by a short secret seed and pseudo-randomly
generated stream of digits, computationally indistinguishable from a stream of
random digits.
Prior to design of DES stream ciphers where ruling the world of encryption,
either rotor machines (like Hagelin or Enigma), or secret military hardwarebased designs using LFSR’s all belonged to this class. Appearance of fast block
ciphers has caused a shift of interest, due to convinience of use of block ciphers
in various protocols, including a stream-like behavior which can be obtained via
modes of operation in Counter, OFB or CBC, as well as due to a shift from
hardware to software designs. This observation is supported by recent adoption
of KASUMI [111] stream cipher as a 3GPP standard for encryption. KASUMI is
in fact a strengthened version of block cipher MISTY1 [89] running in a Counter
mode. Special properties of S-boxes of this cipher allow low-gate count implementations which traditionally has been the advantage of the stream ciphers.
Still in cases when there is need to encrypt large quantities of fast streaming
data one would like to use a stream cipher. Popular trend in design of stream
ciphers is to turn to block-wise stream ciphers (i.e. output is a block of bits,
either a byte or 32-bits instead of a single bit) like RC4, SNOW 2.0, SCREAM,
oriented towards fast software implementation. Stream ciphers which use parts
of block-cipher like rounds intermixed with more traditional LFSR-like structure
(MUGI, SCREAM).
One of the reasons why current state of the art in stream ciphers seems
to be less stable than in block ciphers is due to great variety of constructions
(LFSR-based: non-linear filters, non-linear feedback, irregular stepping function,
irregular decimation/shrinking, block-based and other principles), compared to
two basic models SPN and Feistel-cipher in the block cipher area.
5.1

Research Trends

There have been several interesting developments in the stream cipher area in
the last 5 years. A concept of Hellman’s time-memory tradeoff, has been applied
and extended to the time-data-memory tradeoff for stream ciphers [21], which
results in improved tradeoff compared to earlier tradeoffs [56, 2]. The GoldreichLevin [55] one-way function hard-core bit construction has been enhanced into a
more efficient pseudo-random number generator BMGL [59, 60, 94] with a proof
of security. There has been considerable progress in the area of fast correlation
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attacks [65, 29, 66, 95, 30]. In practice such attacks would allow to break 100bit LFSR if correlation is not too close to 1/2. A generic free binary decision
diagrams (BDD) approach to LFSR-based stream cipher has been developed
in [78]. Recently a discussion around “distinguishing” attacks on stream ciphers
has arisen [61, 104]. New distinguishing attacks based on idea of linear masking
have been proposed in [32]. Another important development is the high-order
correlation attacks [33] based on correlations to low degree boolean functions
and related to them algebraic attacks [35].
See [121] for a more detailed discussion on objectives and open problems
of the stream cipher area. One of the goals of the newly formed consortium of
European universities E-CRYPT would be to study new constructions in the
area of stream ciphers.

5.2

On the Status of RC4 after Recent Attacks

RC4 is a popular stream cipher designed by Rivest for the RSA company in 1987,
and whose disassembled source code was leaked to the Internet in 1994. RC4 is
based on a state S which is a permutation of 256 bytes, the state-transition
function makes a pseudo-random swap of two elements of the permutation. The
output function outputs a a single byte (a byte of the permutation, at a pseudorandom index point). RC4 is a de-facto industry standard due to its high speed
(7.3 cycles/byte on PIII) in software implementation and elegance of structure 2 .
From the start a curious property was noticed by many researchers 3 : if one
starts the indices by i = a, j = a + 1, and if S[a + 1] = 1, then the cipher
has a very short cycle of size 256 · 255. Since in practice RC4 is initialized with
i = j = 0, such state would be impossible to reach. In the surveyed period of
time RC4 has received much attention from cryptographers [57, 97, 75, 51] but
the cipher perfectly withstood most of the attacks. Though current attacks are
very far from even demonstrating certificational weaknesses in the RC4 statetransition function, there has been considerable progress cryptanalysing the keyinitialization procedure. For example, Mantin-Shamir [84] have shown that the
second byte of the stream is biased towards 0 (probability 2−7 , instead of 2−8 ).
It was also demonstrated that a way in which frame resynch was used in the
WEP protocol [110] was very weak. Namely, re-keying by mixing in a known
IV leaked key-information even under a ciphertext-only attack. The attack has
been demonstrated to work in practice [122]. With a proper key-initialization
(for example if one drops the first 500 bits of the stream) there are no known
key-recovery attacks on the stream generator. The situation with distinguishing
attacks is more subtle. For more recent research see [96, 119].
2

3

Though the key-agility is not very good: 2659 cycles/byte on PIII for 128-bit key,
compare this with 504 cycles/byte for 128-bit key AES on the same machine [134].
The “Finney property” by the name of the person who first published this discovery
in a newsgroup “sci.crypt” in 1994.
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5.3

On the Status of GSM Cipher after Recent Attacks

Over-the-air privacy of GSM telephone conversations is protected by A5 algorithm. This algorithm is in fact a triplet of algorithms: A5/1, A5/2 and A5/3.
The algorithms A5/1 and A5/2 were designed in 1989 and kept secret till 1994
when partial design was leaked (and cryptanalysed [1, 56]) and later in 1999
when the source code was reverse-engineered. The weaker A5/2 was immediately broken [26]. The stronger A5/1 (LFSR-based with majority clocking rule)
also didn’t last long [22]. The attacks on A5/1 were time-data-memory tradeoff
attacks which could break the cipher given several seconds and up to a minute
of known stream and analysis phase of few minutes, given a precomputation of
242 − 248 done once. Another effective attack is given in the paper by BihamDunkelman [12] and generic BDD-approach by Krause [78] also applies. An interesting observation is that even if the LFSR’s are made longer the cipher does
not become much more secure if one applies a different attack approach based
on correlation attacks [44].
Following these developments a stronger cipher A5/3 (KASUMI) [111] based
on MISTY1 [88, 89] has been added to the cipher suite. At the present moment
there is no known weaknesses in this cipher in-spite of considerable research
efforts around its predecessor MISTY1 [123, 124, 3, 79, 80, 76] and on KASUMI
itself [25, 125]. Notice however that in the current standard protocol all three
ciphers share a common secret key. Thus an attacker can request communication
using the weakest alternative A5/2, recover the key in a ciphertext-only scenario,
using weaknesses of the cipher and redundancy embedded into communication
by error correcting codes. Knowing the key the attacker can then decrypt any
further communications even encrypted under a strong A5/3 cipher [5].
5.4

On the Status of Bluetooth E0 Cipher after Recent Attacks

E0 (Bluetooth) is a stream cipher designed for short-range wireless LANs [117].
It is an LFSR-based cipher with four registers with total state of 128-bits. The
recommended key size is 64-bits. Several attacks faster than exhaustive search
over the state space (but not the key-space) have been proposed [63, 43, 50, 78].
The fastest attacks are the linear attack [58] with O(270 ) complexity of analysis
and 280 steps for precomputation and its potential improvement [49]. While these
attacks indicate that the cipher is weak by modern standards it is still secure in
practical applications.

6

On Side-Channel and Fault Attacks

The last 5-6 years have seen a surge in the amount of work done around sidechannel attacks. This work is motivated by a simple discovery that encryption
mechanisms leak side information in the form of varying time delays, power consumption or electromagnetic radiation. Another direction has been attacks by
inducing faults into hardware. It is clear that such attacks are much more powerful than regular cryptanalytic attacks, since they gather information from inside
12

the encryption process, which is not available for the analysis which is based
only on mathematical description of a cipher. However study of such attacks
in a general framework is hard since they are very implementation dependent.
This type of attacks bears close similarity to hacking attacks, which could penetrate even systems guarded with perfect encryption primitives, but with weak
protocols that are used around these primitives. Fault attacks would take this
analogy further and correspond to active break-in attacks, in which the attacker
is allowed to modify the source code of security primitives and observe the result. At the moment of this writing no implementation of cryptosystems has
been demonstrated to be secure against these attacks. The industry currently is
in a search for a tradeoff between the number of measurements required by the
attack and the cost of the hardware implementation of the countermeasures.

7

NESSIE and CRYPTREC

Following the AES process two similar initiatives have been raised in EU (NESSIE)
and in Japan (CRYPTREC).
7.1

NESSIE

The main objective of the NESSIE project was to put forward a portfolio of
strong cryptographic primitives that has been obtained after an open call and
been evaluated using a transparent and open process. The project was launched
at the final stages of the AES competition and produced a call for a broad
set of primitives providing confidentiality, data integrity, and authentication
(rather than only encryption as in the AES effort). These primitives include
block ciphers, stream ciphers, hash functions, MAC algorithms, digital signature
schemes, and public-key encryption schemes. The project developed an evaluation methodology (both for security and performance evaluation) and a software
toolbox to support the evaluation. The project goal was to widely disseminate
the project results and to build consensus based on these results by using the
appropriate fora (a project industry board, 5th Framework program, and various
standardization bodies). A final objective was to maintain the strong position
of European research while strengthening the position of European industry in
cryptography. Note that unlike AES the NESSIE project provided recommendations for standardization bodies like ISO, but didn’t have the standardization
power itself.
In the area of block ciphers the project proposed MISTY1 for the legacy
(64-bit block, 128-bit key) category, and AES and Camellia in the 128-bit block
category. SHACAL-2, a 256-bit block, 512-bit key cipher based on a new hash
function SHA-256 was recommended for the large-block category. In the area of
stream ciphers no candidate managed to satisfy the high security requirements
of the call (key length of at least 128 bits, internal memory of at least 128 bits),
mainly due to certificational weaknesses related to distinguishing attacks faster
than 2128 steps. The project has been finished and the result of the security
13

and performance evaluation of the submitted primitives will be published as
a book [134]. More information on the project may be found on the project
web-site [104].
7.2

CRYPTREC

This project has been a Japanese e-government initiative [132]. Information
technology Promotion Agency(IPA), sponsored by the Ministry of International
Trade and Industry has been conducting the evaluation of cryptographic techniques. The purpose of this project was to list valid cryptographic techniques
for the use of an electronic government whose infrastructure would be created
by 2003.
A group of cryptographic techniques, which have been submitted to the formal call of ”Call for Cryptographic Techniques” dated by June 13, 2000, have
received detailed evaluation by assigned evaluators. Simultaneously, IPA was soliciting public analysis and comments. The CRYPTREC project was inviting
submission of new primitives each year.
CRYPTREC has recommended the following primitives: in the area of 64bit block ciphers — CIPHERUNICORN-E (NEC), Hierocrypt-L1 (Toshiba),
MISTY1 (Mitsubishi), Triple DES with 3 keys (de facto standard). For the
category of 128-bit keys: AES, Camellia (NTT), CIPHERUNICORN-A (NEC),
Hierocrypt-3 (Toshiba), SC2000 (Fujitsu). In the area of stream ciphers: MUGI
(Hitachi), MULTI-S01 (Hitachi), RC4 (with 128-bit key, de facto Internet standard), several pseudo-random generators based on SHA-1.

8

STORK and E-CRYPT

STORK was a thematic network funded within the Information Societies Technology (IST) Program of the European Commission’s Fifth Framework Programme (FP5). It was one of the 25 roadmap projects within Key Action II
with the objective to prepare the ground for research initiatives in the upcoming
Sixth Framework Program (FP6). The STORK project established the framework for a European Network of Excellence in Cryptology, that would be the
core of European research in the domain. The project was started on July 1,
2002 and lasted 12 months. STORK’s main objectives were:
– “to produce a research roadmap for cryptologic research for FP6; critical
goals and challenges facing the providers and users of cryptology;
– to define the main parties and relevant interests and stake-holders in the
area of cryptology and its applications;
– to identify the gaps between the state of the art in cryptologic research
and current and forthcoming requirements for cryptographic algorithms and
techniques;
– to develop a shared agenda for research in cryptology;
– to lay the groundwork for a Network of Excellence in Cryptology, under the
FP6;
14

The deliverables of the STORK project may be found on the project website [120].
E-CRYPT is a new network of excellence in FP6 which will span the next five
years and is a broad consortium of about 30 partners (both from the academia
and the industry) in the area of Cryptography and Watermarking. The project
has started its work on the 1-February 2004. The network is divided into four
“virtual labs” one of which will be devoted to symmetric key cryptography. The
inital goals of this lab are to develop/issue a call for a new fast stream cipher as
well as to provide constant evaluation of the AES.

9

Conclusions

This paper surveyed the state of the art in symmetric key encryption. Since
1998 there has been considerable progress in cryptanalysis and design of symmetric ciphers. Old encryption standard DES was replaced by a new encryption
standard AES, which was a result of open call and public evaluation. Important
initiatives trying to bridge gaps between academy and industry: NESSIE and
CRYPTREC have been carried out.
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