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Abstract

Wepresentanew family of public-key encryptionschemeswhichcombinemodestcomputationalde-
mandswith provablesecurityguaranteesunderonly generalassumptions.Theschemesmayberealized
with any one-waytrapdoorpermutation,andprovideanotionof securitycorrespondingto semanticsecu-
rity undertheconditionthatthemessagespacehassufficiententropy. Furthermore,theseschemescanbe
implementedwith veryfew applicationsof theunderlyingone-waypermutation:schemeswhichprovide
securityfor messagespacesin

�
0 � 1 � n with minimumentropy n ��� canberealizedwith ��� w � k 	 logk

applicationsof theunderlyingone-way trapdoorpermutation.Herek is thesecurityparameterandw � k	
is any function which tendsto infinity. In comparison,extant systemsoffering full semanticsecurity
requireroughlyn applicationsof theunderlyingone-way trapdoorpermutation.Finally, we give a sim-
plified proof of a fundamental“elision lemma”of GoldwasserandMicali.

1 Intr oduction

Giventhecurrentstateof affairs in complexity theory, thestudyof encryptionhasadopteda somewhatax-
iomaticapproach.A primarygoalof thestudyis understandthebasicrelationshipbetweenthe(complexity-
theoretic)assumptionsuponwhichencryptionschemescanbased,andtheefficiencyandprivacyguarantees
offeredby suchschemes.Naturally, the mostdesirableencryptionschemeis onewhich makesthe most
modestassumptionsandoffersefficientencryptionwith strongprivacy guarantees.

A variety of complexity-theoreticassumptionshave beenstudied,which rangefrom generalassump-
tions,liketheexistenceof aone-wayfunction,to strongassumptionsaboutspecific(oftennumber-theoretic)
functions. In this article,we will focuson thedevelopmentof asymmetricencryptionschemesundergen-
eral(i.e.,weak)assumptions.In particular, wewill assumetheexistenceof aone-waytrapdoorpermutation.
(Theconstructionsworkunderweakerassumptions,for exampletheexistenceof aone-wayfunction,though
in this casethetargetschemesmustbeprivate-key.)

A traditionally acceptednotion of securityfor encryptionschemesis that of semanticsecurity [13],
thoughanumberof stronger(andimportant)notionsexist (see,e.g.,[4, 9, 22, 24]). A systemwith semantic
securityguaranteesthatobservationof E 
 m� , theencryptionof amessagem, offersessentiallynoadvantage
to a boundedadversaryin predictingany pieceof partial informationabout the message m. A pieceof
partial information may be somespecificbit of m, or, perhaps,a complicatedfunction capturingsome
globalpropertyof m. Furthermore,this guaranteecanbe offeredregardlessof thea priori distribution of
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themessage m. Givena one-way trapdoorpermutationf anda hardcorepredicate1 b for f (seee.g.,[7]),
a semanticallysecureencryptionfor a messagem with n bits canberealizedwith n applicationsof f . In
general,if it is possibleto extractsf 
 k � simultaneouslysecurebits from a singleapplicationof f to strings
with securityparameterk, thenn� sf 
 k � evaluationsof f suffice. If, for example, f is taken to be RSA,
thenit is known that if RSA is difficult to invert thensRSA 
 k �� Ω 
 loglogk � [1, 15], so that this scheme
canberealizedwith O 
 n� loglogk � applicationsof RSA. Theencryptionschemesdescribedbelow offer an
efficientanalogueof semanticsecurityfor thecasewhentheadversary’s apriori knowledgeof themessage
is limited.

We saythatanencryptionschemeoffersentropically boundedsecurityif for all messagedistributions
with sufficiententropy, andall piecesof partialinformationh : � 0 � 1 ������� 0 � 1� , observationof E 
 m� offers
no boundedadversaryany nonnegligible advantagein predictionof h 
 m� . If thedefinition is strengthened
so that it appliesfor all messagespaces,thenwe exactly recover thedefinitionof semanticsecurity. (See
thenext sectionfor precisedefinitions.)We show that for messagespaceswith minimumentropy n ��� , an
encryptionschemeoffering entropicallyboundedsecuritycanberealizedwith very few applicationsof f ;
in particular, 
���� w 
 k � logk ��� sf 
 k � applications(inversions)suffice for encryption(decryption),wherek is
thesecurityparameter, w 
 k � is any functionthattendsto infinity, andsf 
 k � is thenumberof simultaneously
securebits which canbeextractedfrom a singleapplicationof f (a one-way trapdoorpermutation).When
themessagespaceis uniform, then,this resultsin a systemwhich requiresonly O 
 w 
 k � logk � sf 
 k ��� appli-
cationsof theone-way permutation,for any functionw which tendsto infinity. Thesystemsalsoinvolve a
certainamountof “overhead,” which in eachcasedoesnotexceedO 
 npoly 
 logn��� time.

Theabove resultsexpressthecomplexity of encryptionasa functionof bothn, themessagelength,and
k, thesecurityparameter. This is somewhat unusualfor asymmetricschemes,which aretypically usedto
encrypta key for a private-key scheme(typically of lengthk), asprivate-key schemesaregenerally(much)
moreefficient thanapublic-key schemes.Undertheassumptionsweconsider, however, thereis no(known)
benefitto behadby applyinga private-key systemafterkey exchange,sowe keepeverything“underone
hood”. (Alternatively, theresultswhich follow canbecastin aprivate-key setting,asmentionedabove.)

It is interestingto comparetheseresultswith known resultsadoptingstrongerassumptions.If factor-
ing is difficult, thena schemeof Blum andGoldwasser[6] basedon theRabinfunctions(x �� x2 mod pq)
encrypt(in a semanticallysecurefashion)ann-bit messagein time O 
 nkpoly 
 logk ��� . In comparison,the
above schemeoffersa weaker guarantee,analogousto semanticsecuritywhenthemessagespacehasn ���
min entropy, in time O 
� �!� w 
 k � logk" kpoly 
 logk �#� npoly 
 logn��� , wherew is any function which tends
to infinity. Underassumptionsof a somewhat strongerflavor, CramerandShoup[8] show thata constant
numberof exponentiationsover a groupsuffice to encrypta messageof lengthk, in sucha way that there-
sultingsystemis secureagainsteven(adaptive) chosenciphertext attack.In particular, they assumethatthe
Diffie-Hellmandecisionproblemis hard(i.e., that theEl Gamalscheme[10] is semanticallysecure).Pre-
viouswork hasalsoconstructedefficient,secureencryptionschemes(with quitestrongnotionsof security)
underthestrongassumptionof availability of anidealhashfunction[5].

The two main theoremsin the article, Theorem3 andTheorem4, areboth instantiationsof common
paradigmsin cryptography. Thefirst is aninformation-theoreticvarianton thestandardpracticeof encrypt-
ing a short seedwhich is thenusedfor a pseudorandomgenerator(in our case,this will be an ε-biased
space).Thesecondis avariantof the“simpleembeddingschemes”oftenusedin practice,whereamessage
is encryptedby applyinga one-way permutationafter a suitable(bijective) hashfunction. The schemeof
BellareandRogaway [5] is alsotheoreticalevidencefor thequality of suchsystems.

In Section2 we give basicdefinitions,including a brief discussionof ε-biasedspaces,universalhash
functions,andthe Fourier analysisof $ n

2, which will be usedin the main results,presentedin Sections3
1A hard-core predicateb for aone-wayfunction f is aefficiently computableBooleanfunctionsothatb % x& is difficult to predict

from f % x& .
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and4.

2 Definitions

For basicdefinitionsof one-way trapdoorpermutationsand hard-corepredicateswe refer the readerto,
e.g., [26, 19]. For a one-way permutationf , we shall let sf 
 k � denotea lower boundon the numberof
simultaneouslysecurehard-corepredicatesfor f (see,e.g.,[11]).

Definition 1. A public key encryptionschemeis a triple (G � E � D), where' G is an efficientprobabilistickey generation algorithm,which, on input 1k, producesa pair of keys,
 P� S� ; hereP denotesthe”public key” andSthe“secret key.”' E is an efficiently computableencryptionalgorithm which, given a message m and public key P,
outputsc, an encryptionof themessage m usingthekey P. We will considerprobabilisticencryption
schemes,whereE mayalsodependona sequenceof randombits,R. Theencryptionof mwith public
key P andrandomstring R is denotedE 
 m;P� R� .' D is an efficiently computabledecryptionalgorithm which, given a ciphertext c and secret key S,
producesa message m for which E 
 m;P� R�( c for someR.

As mentionedin introduction,semanticsecurityis astandardnotionof privacy for encryptionschemes.

Definition 2. We saythat an encryptionscheme
 G � E � D � possessessemanticsecurityif for everymessage
generator M andeveryprobabilisticpolynomial-timeTuring machineA, there is a probabilisticpolynomial-
timeTuring machineB, such that for everypolynomialQ, there existsan integer k0 such that ) k * k0 and) h : � 0 � 1 � � �+� 0 � 1 � � , ,.-/ A 
 1k � P� E 
 m;P� R���0 h 
 m�1"�23,.-/ B 
 1k �0 h 
 m�1"4� 1

Q 5 k 6 where thefirstprobability

is taken over m 7 M 
 1k � , 
 P� S�87 G 
 1k � , R (the coin tossesof E), and coin tossesof A. The second
probability is takenover all choicesof m 7 M 
 1k � andcoin tossesof B.

Weborrow the 9:7+9 notationfrom [14]: whenx is avariableandSa randomvariable,x 7 Sdenotes
theassignmentof x accordingto S. If S is simply a set,we abusethenotationby allowing S to represent
therandomvariableuniformon S. In thesequel,we will usetheterm“algorithm” to referto aprobabilistic
polynomialtime Turing machine.Furthermore,“messagegenerators,” asin theabove definition,arealgo-
rithmswhich, for eachk ;=< , producea outputin theset � 0 � 1 � n (determinedby the randomcoinsof M),
wheren is polynomially boundedin k. Whenever a probability is expressed,as in the above definitions,
it is understoodthat therandomcoinsof any algorithmappearinginsidethebracketsareto be includedin
theprobabilityspace.Whentheunderlyingprobabilityspaceof a variablex is clearfrom context, we may
simplywrite ,.- x  P 
 x�1" , or elidex altogether.

Definition 3. We saythat an encryptionschemepossessesindistinguishability of encryptionsif for every
message generator M, everyalgorithmA, and for everypolynomialQ, there existsan integer k0 such that) k * k0, ,!-?> A 
 1k � P� m0 � m1 � E 
 mi;P� R���� i @BA 1

2 � 1
Q 5 k6 , this probability being taken over m0 7 M 
 1k � ,

m1 7 M 
 1k � , 
 P� S��7 G 
 1k � , i 7C� 0 � 1 � , andselectionof R.

Theorem 1. An encryptionschemeis semanticallysecure if and only if it offers indistinguishability of
encryptions.

The reverseimplication wasproven in [13]. The forward implication appearsin [20, 12]. We shall
requirea strengthenedversionof the reverseimplication, which we refer to asan “elision” lemma. This
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strengthenedversion,discussedin Section2.4,wasoriginally proved in [12]. We give a streamlinedproof
of this result,whichavoidsthesamplingpresentin existing proofs.Oneconsequenceof thisequivalenceis
that if thepieceof partial informationh in thedefinitionof semanticsecurityis restrictedto bea Boolean
function,thenotionof securityis unchanged.

A randomvariablem takingvaluesin � 0 � 1� n hasminimumentropyn �=� when ) mo ;D� 0 � 1 � n, ,.-E m 
mo "#2 2F nG#H . A messagegeneratorM, whichproducesmessagesof lengthn  n 
 k � given1k, is saidto have
minimumentropy n ��� whentherandomvariableM 
 1k � possessesthisproperty.

Definition 4. Wesaythatanencryptionsystempossesses�I
 k � -entropicsecurityif for everymessage gener-
ator M with minimumentropyn ���J
 k � , andeveryalgorithmA, there is an algorithmB, such that for every
polynomialQ, there existsan integer k0 such that ) k * k0 and ) h : � 0 � 1 � � �C� 0 � 1 � ,,.-/ A 
 1k � P� E 
 m;P� R���( h 
 m�1"02K,!-� B 
 1k �L h 
 m�1"M� 1

Q 
 k �
where thefirst probability is takenover m 7 M 
 1k � , 
 P� S��7 G 
 1k � , andR. Thesecondprobability is taken
over m 7 M 
 1k � .

Observe thata semanticallysecureencryptionschemepossessesp 
 k � -entropicsecurityfor every poly-
nomial p. We will constructtwo encryptionschemes,
 Gu � Eu � Du � and 
 Gb � Eb � Db � , basedon any one-way
trapdoorpermutation,sothat' Eu possesses0-entropicsecurity (i.e., provides securitywhen the messagespaceis uniform) and

requires

O N w 
 k � log 
 k �
sf 
 k � t f 
 k �O� w 
 k � nlog1G ε kP

time to encrypta message,wheret f 
 k � is the time requiredto computea singleapplicationof the
one-way permutationf to a string with securityparameterk, sf 
 k � is thenumberof simultaneously
securebits which can be extractedfrom an applicationof f to stringswith securityparameterk,
w 
 k � is any function which tendsto infinity in k, andε * 0. In particular, the time cannotexceed
O 
�
 n � t f 
 k ��� log2k � . (Thew 
 k � nlog1G ε k termmayin factbereplacedby nlogk loglogk logloglogk.)' Eb possesses� -entropicsecurity(i.e.,providessecuritywhenthemessagespacehasminimumentropy
n ��� ) andrequires

O N w 
 k � logk �D�
sf 
 k � t f 
 k �Q� nlog2 nloglognP

time to encrypta message,wheret f 
 k � , sf , andw areasabove.

For simplicity we will focus on the time taken to encrypt in theseschemes,often simply focusingour
attentionon thenumberof applicationsof theunderlyingone-way permutationrequired.In thesecases,de-
cryptioninvolvesinvertingtheone-waypermutationonalikenumberof elements(andthesame“overhead”
terms:O 
 nlognloglogn� in theabove case).

Ourconstructionsmakeuseof ε-biasedsamplespacesanduniversalhashfunctions,definedbelow.

2.1 ε-biasedSampleSpaces

Definition 5. A samplespaceS R3� 0 � 1� n is calledε-biasedif for all nonemptyα ST n"UV� 1 ��W�W�WX� n � ,YYYYY[Z]\O^s_ S ` ∏a _ α

E� 1� sa a YYYYY 2 ε W
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Small probability spaceswith thesepropertieswere initially constructedby Naor andNaor [21] and
Peralta[23]. We will usea construction,dueto Alon, Goldreich,HåstadandPeralta[2], which givesan
ε-biasedsamplespacein � 0 � 1 � n of sizeabout 
 nε � 2. The samplespaceis given asthe imageof a certain
functionσn bm : c 2m d c 2m �e� 0 � 1 � n. (Herec 2n denotesthefinite field with 2n elements.)Todefineσ, let bin :c 2m �f� 0 � 1 � m bea bijectionsatisfyingbin 
 0�! 0m andbin 
 x � y�. bin 
 x�Og bin 
 y� , whereα g β denotes
thecomponentwiseexclusive or of α andβ. Thenσ 
 x � y�L r h
 r0 ��W�W�Wi� rn F 1 � , wherer i hj bin 
 xi �X� bin 
 y��k 2,
the innerproduct,modulotwo, of xi andy. Thesizeof thesamplespaceis 22m. Let Sn bm S:� 0 � 1 � n bethe
collectionof pointssodefined.They show that

Theorem 2 ([2]). Snbm  im σmb n is nF 1
2m -biased.

Observe that whenm ml lognε F 1 n , n F 1
2m 2 ε. As we will be constructingelementsof Smb n during the

encryption(anddecryption)phaseof our encryptionscheme,we analyzethecomplexity of computingthe
functionabove. First,weneedto find anirreduciblepolynomialp of degreemoverthefinite field c 2. As the
degreeof thepolynomialwill correspondto theblock lengthof theencryptionscheme,wecanbesomewhat
flexible concerningthe degreeof the irreduciblepolynomialandusean explicit construction(ratherthan
rely on analgorithm2):

Fact 1. For each c ;o< , thepolynomialpc 
 x�! x2m � xm � 1, wherem  3c, is irreducibleover c 2.

(See[18, Exercise3.96].) Computationof σ  σmb n for a pair 
 x � y� is performedon a component
by componentbasis: given xi , computationof xi G 1 requiresa singlemultiplication in c 2m p c 2  x"q�U
 pc � .
Using fastpolynomialmultiplication,computingthis producttakesO 
 mlogmloglogm� time (see[28], or
the discussionin [3, p. 232]). As pc is sparse(it hasonly 3 nonzeroterms),reducingthis result mod-
ulo pc requiresO 
 m� time. Hencecomputationof σ 
 x � y� requiresO 
 nmlogmloglogm��� time. In or-
der for S  im σ to be ε-biased,we may take m sr log 
 n� ε �ut , in which casethe above running time is
O 
 nlog 
 n� ε � loglog 
 n� ε � logloglog 
 n� ε ��� . To simplify notation,we let σn b ε denoteσn bm in thesequel,for
m vr log 
 n� ε �ut .
2.2 k-wiseIndependentPermutations

A family of permutationswxST� f : X � X � is a family of k-wiseindependentpermutations[33] if for all
distincts1 ��W�W�Wi� sk ; X andall distinctt1 ��W�W�Wi� tk ; X,

,!-
φ _zy  ) i � φ 
 si �L ti "O t F 1

∏
i { 0

1|
X
| � i

W
Wewill useafamily of 3-wiseindependentpermutations,describedbelow. SeeRees[25] for amoredetailed
description.

Let V be a two-dimensionalvector spaceover c , a finite field. For two non-zerovectors }v and }w
in this space,we write }v p }w when }v  c }w for somec ;=c (so that the two vectorsspanthe sameone-
dimensionalsubspace).This is an equivalencerelation; we write  ~}v" for the equivalenceclasscontaining}v. Projective 2-spaceover c is thenP2 
�c0����Q ~}v" | }v � }0 � . We let GL2 
�c?� denotethe setof non-singular
2 d 2 matricesover c , andPGL2 
�c?�� GL2 
�c?���O� cI

|
c ;�c(� , whereI is the identity matrix. An element

φ of PGL2 
�c?� actson P2 
�c?� in a natural(andwell-defined)way, mapping  �}v" to  φ 
�}v �1" . It is not difficult
to show that for any distinct  i}u1 "��� �}u2 "��� �}u2 "�; P2 
�c?� andany distinct  u}v1 "��� u}v2 "��� u}v2 "?; P2 
�c?� , thereis in fact a
uniqueφ ; PGL2 
�c?� sothatφ 
� �}ui "q�L� [}vi " for eachi. In particular, PGL2 
�c0� is a 3-wiseindependentfamily

2Irreduciblepolynomialsover � 2 of degreem canbe found deterministicallyin m4� ε time for any ε � 0 [30]; a randomized
algorithmis known [31] whichfindssucha polynomialtime in expectedm2 logO � 1� m time.
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of permutations.As multiplicationandinversionin a finite field c p, for a prime p, maybe accomplished
in time O 
 logp 
 loglogp� 2 logloglogp� time [29, 27, 16], evaluationof anelementφ ; PGL2 
�c p � alsohas
thiscomplexity.

2.3 Fourier Analysis of BooleanFunctions

Let L 
�$ n
2��x� f : $ n

2 �e��� denotethe setof real valuedfunctionson $ n
2 �� 0 � 1 � n. Thoughour interest

shall be in Booleanfunctions,it will be temporarilyconvenientto considerthis richer space.L 
�$ n
2� is a

vectorspaceover � of dimension2n, andhasa naturalinner product: for f � g ; L 
�$ n
2 � , define j f � gk�

2F n ∑x _�� 0 b 1� n f 
 x� g 
 x� . For a subsetα S�� 1 ��W�W�WX� n � , definethe function χα : � 0 � 1 � n �C� so that χα 
 x��
∏a _ α 
E� 1� xa. Thesefunctionsχα arethecharactersof $ n

2 �� 0 � 1� n. Amongtheirmany wonderfulproperties
is the fact that the characters form an orthonormalbasisfor L 
�$ n

2� . To seethis, observe that ) α S� n" ,
∑x _z� 0 b 1� n χα 
 x�8 2n whenα  /0, and0 otherwise. Furthermore,for α � β S� n" , χα 
 x� χβ 
 x�� χα � β 
 x� ,
whereα g β denotesthesymmetricdifferenceof α andβ, sothat � χα � χβ �  1 whenα  β, and0 otherwise.
Consideringthat thereare2n characters,pairwiseorthogonal,they spanL 
�$ n

2 � , aspromised.Any function
f : � 0 � 1 � n �e� maythenbewritten in termsof thisbasis:

f  ∑
α �?� n�4�fαχα

where �fα Tj f � χα k is theprojectionof f ontoχα. Thesecoefficients �fα, α S3 n" , aretheFourier coefficients
of f , and,aswe have above observed,uniquelydeterminethefunction f .

Giventheabove, it is easyto establishthePlancherel equality:

Proposition 1. Let f ; L 
�$ n
2 � . Then � f � 22  ∑α �f 2

α, where � f � 22 �j f � f k. 1
2n ∑x_C� 0 b 1� n f 
 x� 2.

As always, �f /0  Z]\O^  f " and,whentherangeof f is �z� 1� , ∑α �f 2
α �� f � 22  1 W See[32] for anexcellent

discussionsof discreteFourieranalysis.

2.4 An Elision Lemma.

We will usean“elision” lemmafor semanticallysecureencryptionschemes,appliedin theproofsof Sec-
tions3 and4. We usethetermelision lemmato refer to anassertionthata cryptosystemoffering indistin-
guishabilityof encryptionspossessesthepropertythatany efficientcomputationperformedwith observation
of E 
 m� , anencryption,(and,perhaps,somerelatedinformation)mayaswell have beenperformedwithout
it.

The following lemma,which generalizesthe original elision lemmaof [13], is dueto [12]. We give
a streamlinedproof which improvesuponprevious proofsin thesensethat it requiresno samplingon the
partof theconstructedalgorithm(F, in theproof below). It givesanerrorboundwhich dependsonly on a
natural2-normof themessagedistribution.

Lemma 1. Let 
 G � E � D � denotean encryptionschemepossessingindistinguishability of encryptions.Then
for every message spaceM and algorithm A, there is an algorithm B so that for all polynomialsQ1, all
efficiently computablef : � 0 � 1 � � � � 0 � 1 � � , and every polynomialQ2, ¡ k0 �q) k * k0 and ) h : � 0 � 1 � � �� 0 � 1 ��� , ,.-/ A 
 1k � P� f 
 s� m�X� E 
 m;P� R���L h 
 s� m�1"02¢,.-/ B 
 1k � f 
 s� m���L h 
 s� m�1"M� 1

Q2 
 k � W
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The first probability is taken over m 7 M 
 1k � , 
 P� S��7 G 
 1k � , s 7£� 0 � 1 � Q1 5 k 6 , and R. The second
probabilityis takenoverm 7 M 
 1k � ands 7C� 0 � 1 � P 5 k 6 .
Proof. ThealgorithmB usesA asablackbox: given1k and f 
 s� m� , B proceedsasfollows:

1. Selectm¤¥7 M 
 1k � , 
 P� S�!7 G 
 1k � , andchoosea randomstringRof appropriatelength,

2. ReturnA 
 1k � P� f 
 s� m�X� E 
 m¤ ;P� R���� v.

Observethat ,.-� B 
 1k � f 
 s� m���# h 
 s� m�1"z3,.-� A 
 1k � P� f 
 s� m�X� E 
 m¤ ;P� R���# h 
 s� m�1"�W In thiscase,thelemma
is aconsequenceof thefollowing claim:

Claim 1. For every message spaceM, efficient algorithm A, every polynomialQ1, efficiently computable
f : � 0 � 1 �����C� 0 � 1 ��� , andeverypolynomialQ2, ¡ k0 �q) k * k0 and ) h : � 0 � 1 �����C� 0 � 1 ��� ,,!-E A 
 1k � P� f 
 s� m�X� E 
 m;P� R���L h 
 s� m�1"02¢,!-E A 
 1k � P� f 
 s� m�X� E 
 m¤ ;P� R���� h 
 s� m�1"¦� 1

Q2 
 k � �
where each probability is takenover m 7 M 
 1k � , m¤ 7 M 
 1k � , 
 P� S�L7 G 
 1k � , s 7C� 0 � 1 � Q1 5 k 6 , andR.

Proofof Claim. Supposenot. Thenthereis a polynomialQ2, a messagespaceM, andan algorithmA, a
polynomialQ1 anda function f sothat ) k0 �u¡ k * k0,,.-

sbmbRb P § A 
 1k � P� f 
 s� m�X� E 
 m;P� R���� h 
 s� m�1¨B* ,.-
sbmbm©ªbRb P § A 
 1k � P� f 
 s� m�X� E 
 m¤ ;P� R���L h 
 s� m�1¨�� ε

whereε  ε 
 k �� 1
Q2 5 k6 .

For a pair of messagesm� m¤ , definePmbm© x,!- sbRb P  A 
 1k � P� f 
 s� m�X� E 
 m¤ ;P� R���« h 
 s� m�1" andPmb � Z]\O^ m©  Pmbm© " . Observe, then,that ,.- sbRb P  A 
 1k � P� f 
 s� m�X� E 
 m;P� R���� h 
 s� m�1"# Pmbm, sothat,!-
sbmbRb P § A 
 1k � P� f 
 s� m�X� E 
 m;P� R���� h 
 s� m�1¨¬ Z]\Um̂  Pmbm"�� and,.-

sbmbm© bRb P § A 
 1k � P� f 
 s� m�X� E 
 m¤ ;P� R���� h 
 s� m�1¨¬ Z]\Um̂  Pmb � "�W
In particular, Z]\O^ m  Pmbm"¥� Z]\O^ m  Pmb � "�* ε.

Now, we build an algorithmF which, given randomm0 andm1, candistinguishan encryptionof m0

from oneof m1. (SeeDefinition3.) ThealgorithmF proceedsasfollows: givenm0 � m1 andα  E 
 mi;P� R� ,' j is chosenuniformly in � 0 � 1 � , s is chosenuniformly in � 0 � 1 � P 5 n6 , andR is chosenuniformly among
stringsof appropriatelength.E 
 mj ;P� R� and f 
 s� m0 � arecomputed.' A 
 1k � f 
 s� m0 �X� E 
 mj ;P� R��� is simulated,resultingin thevaluev j . A 
 1k � f 
 s� m0 �X� α � is simulated,re-
sultingin thevaluev.' If v  v j , output j; otherwiseoutput1 � j.

Let In K� A 
 1k � P� f 
 s� m¤ �X� E 
 m;P� R��� | m� m¤ ;�� 0 � 1 � n � s ;� 0 � 1� Q1 5 n6 � R� bevaluesthatalgorithmA can
take,whenrestrictedto thoseinputspossiblewhen

|
m
|  n. Then,for v ; In, let

Ds
m©®bm 
 v�!x,.-

Rb P  A 
 1k � P� f 
 s� m¤ �X� E 
 m;P� R���� v"��
7



sothatPm© bm  Z]\O^ s  Ds
m© bm 
 h 
 s� m¤ ���1" . Now, for aparticularpairm0 � m1,

,!-E F 
 m0 � m1 � α �L i "U 1

∑
i © { 0

1

∑
j © { 0

,!-E i  i ¤°¯ j  j ¤ "¥±°,.-/ F 
 m0 � m1 � α �L j ¤ | i  i ¤ � j  j ¤ "
 Z]\O^s ² 14 
 ∑v

Ds
m0 bm0


 v� 2 � 2 
 1 � ∑
v

Ds
m0 bm0


 v�#± Ds
m0 bm1


 v���O� ∑
v

Ds
m0 bm1


 v� 2 �1³�´ 1
2
� 1

4

 Z]\O^s

>Ds
m0 bm0


 h 
 s� m0 ���µ� Ds
m0 bm1


 h 
 s� m0 ��� @ � 2  1
2
� 1

4

 Pm0 bm0 � Pm0 bm1 � 2 W

whereinequality �´ follows becauseZJ\U^  X " 2 never exceedsZ]\O^  X2 " for any randomvariable.Then,.-
m0 bm1

 F 
 m0 � m1 � α �L i " ´ Z]\O^m0 bm1 ² 12 � 1
4
±4
 Pm0 bm0 � Pm0 bm1 � 2 ³´ 1

2
� 1

4
±4
 ZJ\U^m0 bm1

 Pm0 bm0 � Pm0 bm1 "q� 2  1
2
� 1

4
±4
 Z]\O^m0

 Pm0 bm0 � Z]\U^m1

 Pm0 bm1 "["q� 2 1
2
� 1

4
±4
 ZJ\U^m0

 Pm0 bm0 � Pm0 b � "q� 2  1
2
� 1

4
±¶
 Z]\Om̂  Pmbm"¥� Z]\O^m

 Pmb � "q� 2 ´ 1
2
� ε2

4
W

Hence 
 E � D � doesnotoffer indistinguishabilityof encryptions.

As mentionedabove, theLemmafollows immediatelyfrom theClaim.

3 Security for Uniformly Distrib uted MessageSpaces

We begin by constructinganencryptionschemeoffering securityin thecasewhentheadversaryhasno a
priori knowledgeconcerningthemessage(i.e., themessagespaceis uniform).

As mentionedin theintroduction,undertheassumptionthatthereexistsaone-waypermutationf , there
is a semanticallysecurepublic-key cryptosystem,Cf ·
 G � E � D � , which encryptsa messagem ;¸� 0 � 1 � n
with n� sf 
 k � applicationsof thefunction f .

Theorem 3. Let f be a one-waytrapdoor permutation,andCf v
 G � E � D � the associatedsemantically
secure encryptionscheme. Definea new scheme 
 Gu � Eu � Du � , where Gu  G, andEu 
 m;P��
 R� s����x
 m g
σn b ε 
 s�X� E 
 s;P� R��� where

|
m
|  n ands is chosenrandomlyin thedomainof σnb ε. Decryptionis immediate.

Thenfor ε  k F ω 5 16 , wherek is thesecurityparameterof thesystem,thisencryptionschemeoffers0-entropic
security. Furthermore, theschemerequiresO 
 w 
 k � logk � sf 
 k ��� applicationsof f , where w is anyfunction
tendingto infinity. TheschemehasO 
 nlogk loglogk logloglogk � overhead.

Proof. For simplicity, wetreath asa functionwith range�z� 1 � ratherthan � 0 � 1 � . FromLemma1, wehave
for everymessagespaceM andalgorithmA, thereis analgorithmB¤ suchthatfor everypolynomialP, there
existsanintegerk0 suchthat ) k * k0 and ) h : M �C�]� 1 � 1 �,!-� A 
 1k � P� m g σ 
 s�X� E 
 s;P� R���( h 
 m�1"02T,!-� B¤ 
 1k � m g σ 
 s���� h 
 m�1"¦� 1

P 
 k �
We useB¤ to constructan algorithm B, which can predict h 
 m� nearly as well as can A, even without
witnessingEu 
 m� . ThealgorithmB, on input1k, proceedsasfollows:' Select m¤O;�� 0 � 1 � n randomly.

8



' ReturnB¤ 
 1k � m¤ �L v.

Observe that ,!- m  B 
 1k �L h 
 m�1"U�,.- mbm©  B¤q
 1k � m¤¹�L h 
 m�1" .
Claim 2. LetGm betherandomvariable Z]\O^ s  h 
 m g σ 
 s���1"¥� Z]\O^ m©  h 
 m¤ �1" ; thenYYYY ,.-mbm© § B¤ 
 1k � m¤ �! h 
 m�1¨��º,.-

mb s § B¤ 
 1k � m�� h 
 m g σ 
 s���1¨ YYYY 2 1
2 ZJ\U^m

 |Gm
| "¦W

Proof. Let c 
 m� m¤ � betherandomvariablesothatc 
 m� m¤ �? 1 whenB¤ 
 1k � m�( h 
 m¤ � and0 if B¤ 
 1k � m�8�
h 
 m¤»� . As h 
 m¤¹� takesvaluesin theset �z� 1 � , we canrewrite c 
 m� m¤¹�L 1

2 � B© 5 1k bm6 h 5 m© 6
2 andYYYY ,.-mbm© § B¤ 
 1k � m¤ �� h 
 m� ¨ �º,.-

mb s § B¤ 
 1k � m�� h 
 m g σ 
 s��� ¨ YYYY YYYY Z]\O^m ² B¤ 
 1k � m�
2

N Z]\U^m© > h 
 m¤ � @ � Z]\U^s
 h 
 m g σ 
 s���1"¼P ³ YYYY2 1

2 Z]\O^m ² YYYY Z]\O^m© > h 
 m¤ �u@!� Z]\O^s
 h 
 m g σ 
 s���1" YYYY ³½ 1

2 Z]\Om̂  |Gm
| "MW

Weapplythesecondmomentmethodto control Z]\O^ m  |Gm
| " . Observe that Z]\O^ m  h 
 m�1"U �h/0, so

Gm  Z]\O^s ` ∑α ¾{ /0 �hαχα 
 m g σ 
 s��� a  ∑
α ¾{ /0 �hα Z]\O^s

 χα 
 m g σ 
 s���1"O ∑
α ¾{ /0 �hαχα 
 m� Z]\O^s

 χα 
 σ 
 s���1"
Then Z]\O^ m  Gm"µ ∑α ¾{ /0 �hα Z]\U^ s  χα 
 σ 
 s���1" ZJ\U^ m  χα 
 m�1"0 0. Now, the randomvariables�hαχα 
 m g σ 
 s���
and�hβχβ 
 m g σ 
 s��� arepairwiseindependentsothat¿�À -

m
 Gm"O ¿�À - ` ∑α ¾{ /0 �hαχα 
 m� Z]\O^s

 χα 
 σ 
 s���1" a ∑
α ¾{ /0 �h2

α ZJ\U^s
 χα 
 σ 
 s���1" 2 ¿�À -� χα 
 m���1"02 ε2 ∑

α ¾{ /0 �h2
α 2 ε2

by thePlancherelequality(seeSection2.3)andthefact that
¿�À -z χα 
 m�1"# 1. Now, applyingChebyshev’s

inequality, we have ,!- m  |Gm
| * λ "�A ε2λ F 2.

Selectingλ  ε 2
3 , wehave

ZJ\Um̂  |Gm
| "Oh,.-

m
 |Gm

| * λ "z± max
m

|
Gm
| �Á,.-

m
 |Gm

| 2 λ "z± λ 2 ε2

λ2 ± 2 �Â
 1 � ε2

λ2 �µ± λ 2 3ε
2
3 W

Hence YYYY ,.-mb s  B¤ 
 1k � m g σ 
 s���� h 
 m�1"¥�Ã,.-
m
 B 
 1k �� h 
 m�1" YYYY A 3

2
ε

2
3

and ,.-/ A 
 1k � m g σ 
 s�X� E 
 s;P� R���L h 
 m�1"�2T,.-E B 
 1k �. h 
 m�1"�� 1
P 5 k6 � 3

2ε
2
3 W As ε  k F ω 5 16 , this completes

theproof. Theboundon
|
s
|
(andhencethenumberof applicationsof theunderlyingone-way permutation

whicharerequiredandtherunningtime) follows from Section2.1.
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4 Security for Entr opically Rich MessageSpaces

For convenience,in thissectionwewill assumethatthemessagespaceis $ pG 1 for a(known) primep. Now,
we selectanartificial bijectionL : $ pG 1 � P2 
�c p � , sothat

L 
 z�L ² N 1
z
P ³ � for 0 2 z 2 p � 1 � and L 
 p�L ² N 0

1
P ³ W

L canbe computedin linear time; L F 1 canbe computedby singleinversionmodulo p. Having fixed this
bijection,wewill treatthefunctionsPGL2 
�c p � , describedin Section2.2,asif they acton $ pG 1.

Theorem 4. Let f be a one-waytrapdoor permutation,andCf v
 G � E � D � the associatedsemantically
secureencryptionscheme. Definea new scheme
 Gb � Eb � Db � , whereGb  G, andEb 
 m;P��
 R� z���(�
 φ 
 m�J�
z� φ � E 
 z;P� R��� wherem ;B$ pG 1, zis chosenrandomlyin S SÄ$ pG 1, andφ is chosenrandomlyfromPGL2 
�c p � .
(Here � is modulo p � 1 and S is an arbitrary, but fixed subsetof size2s, for example, we may take
S x� 0 � 1 ��W�W�WX� 2s � 1 � .) Decryptionis immediate. Thenfor s V�.� ω 
 logk � , where k is the securitypa-
rameterof the system,this encryptionschemeoffers � -entropic security. Furthermore, the schemecan be
realizedwith no more than s� sf 
 k � applicationsof f . Asidefrom theseevaluations(inversions)of f , en-
cryption(decryption)hasO 
 nlog2 nloglogn� overhead.

Proof. FromLemma1, we know that for every messagespaceM andalgorithmA, thereis a algorithmB¤
suchthatfor every polynomialP, thereexistsanintegerk0 suchthat ) k * k0 and ) h : M �C� 0 � 1 �,.-/ A 
 1k � P� φ 
 m�Q� z� φ � E 
 z;P� R���L h 
 m�1"02:,.-/ B¤ 
 1k � φ 
 m�Q� z� φ �! h 
 m�1"¦� 1

P 
 k � W
We useB¤ to constructan algorithmB, which canpredict h 
 m� (nearly)as well as canA, even without
witnessingEb 
 m� . ThealgorithmB, on input1k, proceedsasfollows:' Selectm¤ accordingto M, selectφ ; PGL2 
�c p � , andselectzat randomin S.' ReturnB¤q
 1k � φ 
 m¤[�O� z� φ �L v.

Observe that ,!- m  B 
 1k �! h 
 m�1"Uh,.- mbm©®b φ b z  B¤ 
 1k � φ 
 m¤ �O� z� φ �� h 
 m�1" .
We begin by recordingan analogueof Claim 2 for this cryptosystemwhich allows us to remove the

dependenceon thebehavior of B¤ ; theproof is placedin anappendix.

Claim 3. For anyfunctionh andall algorithmsB¤ ,YYYY ,!-mbm© b φ b z § B¤ 
 1k � φ 
 m�O� z� φ �L h 
 m¤ �1¨Å�+,!-
mb φ b z § B¤ 
 1k � φ 
 m�O� z� φ �L h 
 m�1¨ YYYY 2

1
2 Z]\O^mb φ b z ` YYYYY[ZJ\U^m©  h 
 m¤ �1"I� Z]\U^m©®b z© > h 
 m¤ � φ 
 m¤ �O� z¤  φ 
 m�Q� z@ YYYYY a

Now, for anelementz0 ; S, let Sz0 T� z � z0 mod 
 p � 1� | z ; S� . Let

Gz0
mb φ  Z]\O^m©  h 
 m¤ �1"I� Z]\O^m© b z© _ Sz0

> h 
 m¤ � φ 
 m¤ �O� z¤  φ 
 m� @ W
From above, it sufficies to show that for any z0 ; S, Z]\O^ mb φ  |Gz0

mb φ | " is small. Now fix z0 ; S. For a
fixed messagem0 ;Æ$ pG 1 andan elementw ;D$ pG 1, let w w �� φ ; PGL2 
�c p � | φ 
 m0 �� w � . Let pmi 

10



,.- m  m  mi " . For an elementw0 ;Ã$ pG 1 and a permutationφ ;�w w0, let Aφ
w0  ∑m_ φ Ç 1 5 w0 G Sz0 6 pm and

Bφ
w0  ∑m_ φ Ç 1 5 w0 G Sz0 6 pm ± h 
 m� ; then

Bφ
w0

Aφ
w0

 ZJ\U^m
 h 
 m� | φ 
 m��; w0 � Sz0 "MW (1)

(Herew0 � Sz0 denotestheset � w0 � z mod 
 p � 1� | z ; Sz0 � .)
Let Xm betherandomvariabletakingthevaluepm if φ 
 m�.; w0 � Sz0, and0 otherwise.ThenΣm_ MXm 

Aφ
w0 andΣm_ hÇ 1 5 16 Xm  Bφ

w0 sothat

Z]\O^φ _zy w0

 Aφ
w0
"J Z]\U^φ _zy w0

 pm0 � Σm ¾{ m0Xm"J pm0 � Σm ¾{ m0 
E,.-E φ 
 m�.; w0 � Sz0 "�± pm �? pm0 N 1 � 2s � 1
2n P � 2s � 1

2n W
Hence2s F 1

2n 2 ZJ\U^ φ _zy w0
 Aφ

w0 "µ2 pm0 È 1 � 2s F 1
2n É � 2s F 1

2n 2 2F nG s � pm0. Similarly, let q V,.- m  h 
 m�( 1" , then

q ± 2s � 1
2n 2 ZJ\U^φ _zy w0

 Bφ
w0
"�2 q ± 2s � 1

2n � pm0 N 1 � 2s � 1
2n P W

Recallingthatthedistribution of mhasminimumentropy n ��� ,Z]\O^ φ _zy w0
 Bφ

w0 "Z]\O^ φ _zy w0
 Aφ

w0 " � Z]\U^m_ M
 h 
 m�1"02 2H

2s � 1
�

andsimilarly, Z]\O^ φ _zy w0
 Bφ

w0 "Z]\O^ φ _zy w0
 Aφ

w0 " � Z]\O^m_ M
 h 
 m�1" ´ q ±4
 2s � 1�

2s � 2npm0 � 1
� q

´ � 2F sG#H W
Hence, YYYYYY Z]\O^ φ _zy w0

 Bφ
w0 "Z]\O^ φ _zy w0

 Aφ
w0 " � Z]\O^m_ M

 h 
 m�1" YYYYYY 2 2 ± 2F sGUH W
Wewish to insurethatAφ

w0 andBφ
w0 arecloseto theirexpectedvales.In preparationfor applyingCheby-

shev’s inequality, we computetheir variances.Wehave¿�À -
φ _�y w0

 Aφ
w0
"O ¿�À -� Σm_ MXm"O Σm ¾{ m0 
 ¿�À -E Xm"q�O� Σm1 ¾{ m2 ¾{ m0 Ê�ËzÌ  Xm1 � Xm2 "�W

Now, Σm ¾{ m0

¿�À -� Xm".2 Σm ¾{ m0 Z]\O^  X2
m".2 2F nG s ± Σm_ M 
 p2

m ��2 2F 2nG sGUH , and thesevariablesarepairwise

negatively correlated(sothat Ê�ËzÌ  Xm1 � Xm2 "UA 0 for m1 � m2, bothdistinctfrom m0). Then,
¿�À - φ _�y w0

 Aφ
w0 "#A

2F 2nG sG#H . Similarly,
¿�À - φ _zy w0

 Bφ
w0 "�A q ± 2F 2nG sG#H . Observe that3-wiseindependenceis requiredhere.

By Chebyshev’s inequalitywe have,.-
φ _zy w0

> YYAφ
w0
� ZJ\U^  Aφ

w0
" YY ´ δa @�2 ¿�À -� Aφ

w0 "
δ2

a
A 2s

22n F H ± δ2
a
� (2)

and ,.-
φ _zy w0

> YYBφ
w0
� ZJ\U^  Bφ

w0
" YY ´ δb @ 2 ¿�À -� Bφ

w0 "
δ2

b

A q ± 2s

22n F H ± δ2
b

W (3)
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Whenboth
YYYAφ

w0 � ZJ\U^ φ _zy w0
 Aφ

w0 " YYY 2 δa and
YYYBφ

w0 � Z]\O^ φ _�y w0
 Bφ

w0 " YYY 2 δb, we have, in particular, from equa-

tion (1), YYYYYY Z]\U^ φ _zy w0
 Bφ

w0 "Z]\U^ φ _zy w0
 Aφ

w0 " � Z]\O^m
 h 
 m� | φ 
 m��; w0 � Sz0 " YYYYYY 2 2 
 δa � δb �Z]\O^ φ _zy w0

 Aφ
w0 " 2 2 
 δa � δb �µ± 2n F s �

(assumingthatδa � δb A 1� 2). Whenδa  δb  ε1
4 Í 2n Ç s , this is thestatementthatYYYY Z]\O^m

 h 
 m� | φ 
 m��; w0 � Sz0 "¥� Z]\O^m
 h 
 m�1" YYYY A ε1 � 2 ± 2F sGUH

For thisz0, we saythat 
 φ � w� is anε-concealedpair if
| Z]\O^ m  h 
 m� | φ 
 m��; w � Sz0 "¥� Z]\O^ m  h 
 m�1" | A ε.

Frominequalities(2) and(3), for any fixedw0 andε1 * 0 weseethat,.-
φ _�y w0

§ 
 φ � w0 � is notan 
 ε1 � 2 ± 2F sG#H � -concealedpair̈Î2 2 ± 2s

22nF H ± δ2
a
A 25

ε2
1 ± 2sF H W

Now, for any fixedfixedm0 andε * 2 ± 2F sG#H ,,!-
φ
 »
 φ � φ 
 m0 ��� is anε-concealedpair"O Σwi N ,.-/ φ ;�w wi "¥±D,.-φ _�y wi

 [
 φ � wi � is anε-concealedpair" P´
1 � 25

ε2 ± 2sF H � 4ε � 4 ± 2F sG#H W
For a randompair 
 m� φ � , we will (lower) boundtheprobabilitythat 
 φ � φ 
 m��� is anε-concealedpair for z0,
since ZJ\U^mb φ § YYYGz0

mb φ YYY ¨ 2 ε ,!-
mb φ  [
 φ � φ 
 m��� is ε-concealed"M�Â
 1 ��,.-

mb φ  [
 φ � φ 
 m��� is ε-concealed"q�XW
For specificmandrandomchoiceof φ, wedefineYm to betherandomvariabletakingthevalue1 if 
 φ � φ 
 m���
is anε-concealedpair, and0 otherwise.Now,,.-

mb φ  [
 φ � φ 
 m��� is anε-concealedpair"O Z]\O^mb φ  Ym"O Σmi pmi ± Z]\O^φ
 Ymi "h,.-

φ
 [
 φ � φ 
 m��� is anε-concealedpair"´

1 � 25

ε2 ± 2sF H � 4ε � 4 ± 2F sG#H �
sothat for all ε * 2 ± 2F sG#H , Z]\O^ mb φ 
 |Gz0

mb φ | ��2 ε 
 1 � δ �O� δ A ε � δ, whereδ  25

ε2 Í 2sÇ�Ï F 4ε G 4Í 2Ç sÐ Ï . Selectε 
4 ± 2 Ç sÐ Ï

3 . As s ¸��� ω 
 logk � , wecanbeguaranteedthatε  k F ω 5 16 andsofor all z, Z]\O^ mb φ § YYYGz
mb φ YYY ¨Å k F ω 5 16 W

Hence,ZJ\U^ mb φ b z § YYYGz
mb φ YYY ¨� k F ω 5 16 � which,consideringtheabove claim,completestheproof. Theboundon

thenumberof applicationsof theunderlyingone-way permutationfollows immediatelyfrom thedefinition
of s.
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A Proof of Claim 3

Proof. Proofof Claim 3YYYY ,!-mbm© b φ b z § B¤ 
 1k � φ 
 m�Q� z� φ �! h 
 m¤ �1¨��Ñ,!-
mb φ b z § B¤ 
 1k � φ 
 m�O� z� φ �! h 
 m�1¨ YYYY YYYYY¬Z]\U^mbm©~b φ b z ² 1 � B¤ 
 1k � φ 
 m�Q� z� φ � h 
 m¤ �

2
� 1 � B¤ 
 1k � φ 
 m�O� z� φ � h 
 m�

2
³ YYYYY 1

2

YYYYY ZJ\U^mbm© b φ b z § B¤ 
 1k � φ 
 m�Q� z� φ � h 
 m¤ � ¨ � ZJ\U^mb φ b z § B¤ 
 1k � φ 
 m�O� z� φ � h 
 m� ¨ YYYYY 1
2

YYYYY»Z]\O^φ bmb z ² B¤ 
 1k � φ 
 m�Q� z� φ � N Z]\O^m©  h 
 m¤ �1"¥� h 
 m� P ³ YYYYY 1
2

YYYYY[Z]\O^φ ` ∑
e_¦Ò p Ð 1

,.-
mb z  φ 
 m�O� z  e"z± B¤ 
 1k � e� φ � Z]\O^mb z ² N Z]\O^m©  h 
 m¤ �1"I� h 
 m� P φ 
 m�Q� z  e³ a YYYYY2 1

2 Z]\O^φ ² ∑e
,.-
mb z  φ 
 m�Q� z  e"¥± YYYY ZJ\U^m©  h 
 m�1"I� Z]\O^mb z  h 
 m� φ 
 m�O� z  e" YYYY ³

Observe now thatfor any functions f : $ pG 1 �e� andg : $ pG 1 �Ñ$ pG 1,

∑
e
,!-
x
 g 
 x�! e" ZJ\U^x

 f 
 g 
 x��� | g 
 x�. e"U Z]\O^x
 f 
 g 
 x���1"�W

Thentheabove is equalto

1
2 Z]\O^φ bmb z ` YYYYY[Z]\Om̂  h 
 m�1"I� Z]\U^m© b z© > h 
 m¤ � φ 
 m¤ �O� z¤  φ 
 m�O� z@ YYYYY a W

15


