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Abstract

We consider the task of constructing interactive proofs for NP which can provide meaningful security for
a prover even in the presence of continual memory leakage. We imagine a setting where an adversarial
verifier participates in multiple sequential interactive proof executions for a fixed NP statement z. In
every execution, the adversarial verifier is additionally allowed to leak a fraction of the (secret) memory
of the prover. This is in contrast to the recently introduced notion of leakage-resilient zero-knowledge
(Garg-Jain-Sahai’11) where there is only a single execution. Under multiple executions, in fact the entire
prover witness might end up getting leaked thus leading to a complete compromise of prover security.

Towards that end, we define the notion of non-transferable proofs for all languages in NP. In such
proofs, instead of receiving w as input, the prover will receive an “encoding” of the witness w such
that the encoding is sufficient to prove the validity of x; further, this encoding can be “updated” to a
fresh new encoding for the next execution. We then require that if (x,w) are sampled from a “hard”
distribution, then no PPT adversary A* can gain the ability to prove x (on its own) to an honest verifier,
even if A* has participated in polynomially many interactive proof executions (with leakage) with an
honest prover whose input is (z,w). Non-transferability is a strong security guarantee which suffices for
many cryptographic applications (and in particular, implies witness hiding).

We show how to construct non-transferable proofs for all languages in NP which can tolerate leaking
a constant fraction of prover’s secret-state during each execution. Our construction is in the common
reference string (CRS) model. To obtain our results, we build a witness-encoding scheme which satisfies
the following continual-leakage-resilient (CLR) properties:

e The encodings can be randomized to yield a fresh new encoding,

e There does not exist any efficient adversary, who receiving only a constant fraction of leakage
on polynomially many fresh encodings of the same witness w, can output a valid encoding pro-
vided that the witness w along with its corresponding input instance x were sampled from a hard
distribution.

Our encoding schemes are essentially re-randomizable non-interactive zero-
knowledge (NIZK) proofs for circuit satisfiability, with the aforementioned CLR properties. We believe
that our CLR-encodings, as well as our techniques to build them, may be of independent interest.

*Work done at Microsoft Research, India.
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1 Introduction

Traditionally, when defining security of a cryptographic primitive, the adversary is allowed to interact
with the underlying cryptographic algorithms only in a black-box manner. Emergence of side channel
attacks [QS01, BCS08, BS97, [KJJ99, HSH™ 09, Koc96] has shown that enforcing only black-box access may
be difficult in many practical settings. Such attacks exploit the physical characteristics of a cryptographic
device, such as the time and electrical power taken by the device, to learn useful information about its
secrets. This information is often sufficient to “break” the system completely.

Leakage resilient cryptography [DP08] focuses on the algorithmic aspects of this problem, by developing
theoretical paradigms and security notions which can deliver meaningful security under such attacks. In
the last few years, we have seen many exciting developments in this direction, resulting in interesting attack
models for leakage, as well as cryptographic primitives that guard against leakage [ISW03|, [DP0S, [AGV09,
NS09, [Pie09, DP10, FKPR10, I(GR10, LRW1I, LLWTI].

Continual Memory Leakage. To model leakage, one typically allows the adversary to submit leakage
queries in the form of efficiently computable functions f, and provide it with f(st), where st is the internal
state st of the system during execution. The class of functions f and the length of their output determines
the kind and the amount of leakage tolerated by the system. Initial works focused on the bounded leakage
model which requires that the total amount of leakage throughout the life time of the system is a priori
bounded. Construction of several cryptographic primitives such as public-key encryption, identity based
encryption, signatures schemes, stream ciphers etc. are known in this model [KV09, BKKVI0, ADN™10,
CDRWI10, [ ADVW13].

However, enforcing an a priori bound on the total leakage is somewhat unreasonable since usually
it is not known how many times the system will be used. The emerging standard for leakage attacks,
therefore, seems to be the continual memory leakage model. In this attack model, the secret state st of
the cryptographic system is “updated” after each time-period without changing its public parameters (if
any). The adversary is allowed queries f as before—we only require that the amount of leakage between
any two successive updates is bounded. This a very natural and powerful attack model, allowing the
adversary to learn an unbounded overall leakage. Many basic cryptographic primitives such as public-key
encryption, signatures schemes, identity-based encryption etc. are now known in this model [DHLAW1I0,
JV10, BKKV10, BGJK12]. With few exceptions, almost all results in the continual leakage model have
focused on non-interactive tasks such as public-key encryption.

Interactive Protocols under Leakage attacks. Modeling meaningful security for interactive protocols
in the presence of leakage is a more delicate task. Very recent works focusing on zero-knowledge [GJS11,
Panl4] and multi-party computation [BCHI12, BGJKI12] have now emerged. While leakage-resilient zero-
knowledge (LRZK) protocols of [GJS11, [Pan14] do not put a bound on total leakage, the system still does
not protect against continual leakage. Indeed, the LRZK notion as defined in [GJS11l, BCHI12] do not
model updating a witness; the notion becomes meaningless as soon as the entire witness is leaked. In this
work, we will focus on providing meaningful security for the prover in face of continual leakage.

Encoding-based Proofs under Continual Leakage. The goal of this paper is to construct interactive
protocols in the continual leakage model for arbitrary NP relations. The setting for our interactive protocol,
defined for an NP relation, is the following. There exists a prover, who has an instance and a witness that
the instance belongs to that relation. The prover executes polynomially (in the security parameter) many
times and in each execution he convinces a verifier (which can be different for different executions) that
he has a valid witness corresponding to that instance without actually revealing the witness. Now that we
have defined the model, we need to come up with a meaningful notion of security that will help us apply
this in many practical scenarios especially identification schemes and witness hiding schemes which are of
primary interest for us.



1. The first thing to observe here, irrespective of the security notion we consider, is that the prover
cannot use the same witness in all the executions because by obtaining leakage on the witness bit-
by-bit, the verifier can obtain the entire witness. To this end, we need a refreshing mechanism that
updates the witnesses in between executions.

2. The first candidate security definition for our setting is the standard simulation based notion. This
says that there exists a PPT simulator who can simulate (entirely on its own) the transcript of
conversation between the prover and the verifier as well as simulate the leakage queries made by the
verifier. However similar to an argument in [GJS11], we observe that it is unlikely that such a security
notion can be satisfied in our setting even if we allow a preprocessing phase H An informal argument
to rule out the simulation based notion in the preprocessing model for single execution leakage can
be found in [GJS1I] (and the same argument applies directly for multiple executions with continual
leakage as well). At a high level, the problem occurs when the verifier submits a leakage function
that tests whether the memory state of the prover has a valid witness (or an encoding of the witness)
or not. In this case, the simulator has no way of answering such a function query since the function
query may be “obfuscated” in some sense. Hence, the simulator doesn’t know what the right answer
to such a query would be (the function may output a pre-encoded value on getting a valid witness
which the simulator doesn’t know). We refer the reader to [GJS1I] for more details.

3. Garg et. al. [GJS11] overcame the above problem by giving more capability to the simulator. Their
simulator is given access to a leakage oracle containing the witness. The security requirement is that
the simulator, with access to a leakage oracle on the witness, should be able to output a transcript
which is indistinguishable from the one obtained by the interaction between the honest prover and
the verifier. One can try to adopt such a security notion to our setting as well. In each execution,
the simulator is given access to a leakage oracle holding the witness. However note that this becomes
meaningless under multiple executions. This is because, under multiple executions, the entire witness
can be leaked from the leakage oracle by the simulator!

4. Next option we consider is a variant of the above model where in each execution, the simulator is
given access to a leakage oracle containing an encoding of a witness. In between executions, there is
an update phase which refreshes the encodings. While this is a step towards our final definition, this
does not quite give us anything meaningful yet. The reason is that there could be a protocol which
satisfies this definition yet an adversarial verifier could obtain a valid encoded witness, by possibly
combining leakages on many encodings obtained during its interaction with the prover! Thus, one
needs to be more specific about the properties this witness encoding scheme satisfies.

5. From the above observation it follows that any security definition we consider should have the follow-
ing property — given leakage on many encodings, an efficient adversary should not be able to compute
a valid encoding. This is indeed the starting point of our work.

6. We introduce the security notion that we study in the paper. Suppose an efficient adversary after
receiving leakage across many executions with the honest prover is able to convince an honest verifier,
with non-negligible probability, that he has a valid encoding, then, we should be able to extract the
encoding from the adversary with non-negligible probability. Not only does this definition imply that
given leakage on many encodings, computing a valid encoding is hard but our definition is in fact
stronger. This is because our definition rules out the possibility of obtaining even a partial encoding
from the leakage on many encodings, using which membership of the instance in the language can be
proven. We term proof systems that satisfy this definition as non transferable proof systems (NTP).
We consider this as a simplified and a more direct way of obtaining the guarantees that notion in the
previous bullet had (where we talk about obtaining leakage on encodings in the ideal world).

In a preprocessing phase, a witness can be preprocessed before the execution of the protocol begins.



Our main result is to achieve the notion outlined above for all of NP in the common reference string (CRS)
model. Achieving this notion in the plain model is left as an interesting open problem (and as we discuss
later, even in the CRS model, achieving this notion already turns out to be quite intricate and non-trivial).

Note that most of the above discussions can be translated to the CRS setting with the exception of
simulatability of encodings (see bullet 2). In other words, it is still possible to have a standard simulation
based notion where the encodings are completely simulated. Towards that end, consider the following
protocol. The prover receives a non interactive zero knowledge proof that the instance belongs to that
language and then it sends the same proof to the verifier in every execution. Thus, this protocol is zero-
knowledge for any polynomial number of executions even when the entire state of the prover is leaked in
every execution. However, it is not clear how meaningful this protocol is: the adversary gets to learn a
valid encoding of the witness which it can later use on its own. This is no different from the scenario
where the prover gives out the witness to the verifier. Indeed, it cannot be used in the applications like
identification schemes that we are interested in.

We believe that requiring the adversary to not be able to compute a valid encoding (which would
allow him to prove on his own) is indeed a “right” security notion in the setting of interactive proofs with
continuous leakage (indeed, there may be others notions). If the adversary can obtain the same witness
(or the witness encoding) as being used by the prover, there is very little left in terms of the security
guarantees that can be satisfied. Indeed, our notion of NTP is a formalization of this “intuition”: not only
it ensures that the adversary cannot get any valid witness encoding, but also, that it cannot compute any
“partial” witness encoding which still allows him to complete the proof on his own.

To summarize, the main question that we are concerned with in this work is the following:

Do non-transferable proofs, under (non-trivial) continual memory leakage, exist for NP ?

Our Results. In this work, we construct non-transferable CLR proof systems for all languages in NP
assuming DDH is hard in pairing-based proofs (called eXternal Diffie Hellman assumption). Our results
are in the CRS model. We obtain our result by constructing the so called CLR-encodings for all NP
languages, and then use them to construct non-transferable (interactive) proofs for all of NP. We work in
the CRS model; recall that, as we argued above, non-transferable proofs are non-trivial in the CRS model
as well. In our continual leakage model, we do not allow leakage during the update phase. Further, we
follow [GJS11l [Pan14] and require that the randomness of a particular round of the protocol is not available
to the prover until that round beginsﬂ

To construct CLR-encodings, we first construct re-randomizable NIZK-proofs for all NP-languages.
Prior to our work, such proofs were known only for specific, number-theoretic, relations. In addition, our
re-randomizable NIZK proofs satisfy the stronger property of “controlled malleability”: roughly, it means
that the only way to construct new valid proofs is to either re-reandomize given proofs or create them from
scratch (using the knowledge of an appropriate witness). These are of independent interest.

Finally, we find that the CLR-~encodings are a cryptographic primitive of independent interest as well.
We show how to use them to build other cryptographic primitives secure under continual memory leakage.
In particular, we show how to construct continual leakage resistant public key encryption schemes, identity
based encryption schemes as well as attribute based encryption schemes (for polynomial sized attribute
space) using CLR-encodings and the recent new primitive of witness encryption [GGSW13] (see full version
for more details). We hope that this will inspire future work, and our CLR-encoding primitive will be
useful in obtaining more primitives resilient against continual leakage attacks. Even though some of these
applications already exist under standard assumptions, ours is the first work that describes a generic tool
that can be used to construct many continual-leakage-resilient primitives at once.

2Tt might be possible to avoid this model and allow leakage on all randomness from the start; however, it is usually difficult
to ensure without making further assumptions on the statements. For example, in the context of LRZK, it might be impossible
to support such leakage because a cheating verifier can first obtain a “short” commitment to the witness and randomness,
and later try to check if the transcript is consistent with this state.



A brief overview of our approach. The starting point of our construction is the observation that
we can use the “proof of a proof” approach which was used in [DSY90]. That is, instead of receiving a
witness w as input, the prover will receive a non-interactive proof « that x € L. If such a proof is sound,
then the prover can prove to the verifier that “there exists a convincing non-interactive proof 7 for x € L.”
Therefore, ™ acts as a different kind of witness for x, or, as an “encoding of w.” A natural choice for such
proofs is NIZK-proofs (which exist for all NP languages). These proofs have strong security properties,
e.g., an adversary cannot decode w from a NIZK-proof for z (unless z is easy).

We start by constructing re-randomizable NIZKs for the NP-complete language of circuit satisfiability.
However, re-randomization does not guarantee much as it might be possible to use leakage on many such
NIZK-proofs and “stitch them together” to obtain a valid proof . To avoid this, we turn to the notion of
non-malleability. More specifically, we require the following two properties:

e First, we require that each proof must have sufficient min-entropy of its own, say ¢+ w(logn), where
n is the security parameter. This guarantees that ¢ bits of leakage do not suffice to predict this proof
exactly. In turn, given ¢ bits of leakage from polynomially many independent proofs will not suffice to
guess any of those proofs exactly. This step guarantees some protection against leakage information
theoretically.

e However, this leakage might still suffice to compute a new proof (that is different from all other proofs
so far). To counter this, we require that each proof must be simulation-eztractable [Sah99, ISCO™01].
This would essentially mean that the adversary cannot compute new proofs unless he knows a witness
for x. But this is a bit too strong since it means that the proofs cannot even be re-randomized!
Therefore, we need a “controlled” form of simulation extractability; one such notion is CM-SSE
[CKLM12] but this falls short of what we need.

We formulate an appropriate notion called decomposable NIZK with controlled malleability. These are
NIZK-proofs which can be re-randomized, and essentially “that is all” an adversary can do with such
proofs. We construct such proofs for circuit satisfiability. To construct such proofs, at a very high level,
we show how to combine the re-randomizable garbled circuits [GHV10] with malleable proof-systems of
Groth and Sahai [GS08, [CKLM12].

Prior Work. A series of works [QS01], BCS08, BS97, [KJJ99, HSH™09, [Koc96], to name a few, studied
a class of hardware-based attacks on various cryptosystems, which were later referred to as side chan-
nel attacks. Early theoretical works focused on increasingly sophisticated modeling of such attacks and
protecting against them[AGV09l [DP10, Pie09, ISWO03], resulting in constructions for public key encryp-
tion schemes [NS09, LRW11], signature schemes [FKPR10], identity based encryption schemes [CDRW10]
and so on. Early schemes in the bounded leakage model also appear in [ADNT10, [KV09, [CDRWT0].
Later several works focused on continual leakage [DHLAWTI0, [JV10, BGJK12, [GR10]. The works of
IGJS11, BCHI12, [Pan14, BGJK12] focused on interactive protocols in presence of leakage. Dodis et. a.
[DHLAWTO0| were the first to consider identification schemes in presence of continual leakage. To the best
of our knowledge, ours is the first work to address the security of general interactive proofs in the presence
of continual leakage.

The concept of non-transferrable proof systems appear in the works of [Jak95| [JST96, [(OPV0§]|, as well
as early works on identification schemes [FFS88| [Sch91l, [GQ90L, [COSV12]. The idea of “proof of a proof”
has appeared, in a very different context, in the work of [DSY90].

2 Notation and Definitions

We will use standard notation and assume familiarity with common cryptographic concepts. We use n
as a security parameter. We say that a PPT sampling algorithm Sampler is a hard distribution over an
NP relation R if Sampler outputs pairs (z,w) € R, and for every PPT adversary A* it holds that the



probability, Pr[(x,w) < Sampler(1™); w’ < A*(x) A (z,w") € R] is negligible in n. For an NP-language L,
we define a witness relation, denoted by Ry, such that x € L iff there exists w such that (z,w) € Ry. We
now define the notion of encoding schemes.

Encoding schemes. An encoding scheme offers a mechanism to not only encode the witnesses of an NP
relation, say Ry, but also to refresh these encodings. Further, it can be verified whether z is in the language
L or not by using the encodings of the witness(es) of x. Looking ahead, the prover in the continual leakage
resistant system would not have the witness corresponding to the original relation. Instead he will possess
the encoding of the witness, which he will consequently refresh in between executions. We now formally
define the encoding scheme.

An encoding scheme for an NP-relation Ry, in the CRS model, is a tuple of PPT algorithms E =
(PubGen,Encode, Update, V7,) ﬂ The PubGen takes as input a security parameter and outputs a string
CRS. The algorithm Encode takes as input (z,w) € Ry, as well as CRS and it outputs a fresh “encoded”
witness, say w. The update algorithm takes as input (x,w) as well as CRS and outputs an encoded witness
w' which may be different from . The requirement from the update algorithm is that the distribu-
tions {Encode(x,w,CRS)} and {Update(z, Encode(z,w, CRS))} are computationally indistinguishable. The
verifier V7, on input (CRS, z,w) either decides to accept or reject.

Any encoding scheme for a relation Rj needs to satisfy two properties, namely completeness and
soundness. These properties are defined the same way they are defined in an interactive proof system ﬂ
Intuitively, except with negligible error it should happen that the verifier V7, accepts an encoding (generated
using either Encode or Update) of w iff w is a valid witness.

Encoding based proofs. Let (P, V) be a pair of PPT interactive Turing machines, L an NP language
and E = (PubGen, Encode, Update, V), a refreshable encoding scheme for L. We say that (P,V,E) is an
encoding-based proof for L if the following two conditions hold: firstly, (P, V') is an interactive proof (or
argument) for L; and second, the prover algorithm P gets as input « € L along with an encoded witness
w such that w = Encode(z, w, CRS) (where CRS is the output of PubGen algorithm.), where w is a witness
such that (z,w) € Rr. Further, the prover can participate in many executions and in between executions
he refreshes his encoded witness using the Update procedure by executing Update on an encoded witness
w to obtain a new encoding w’. In this work, we consider encoding based proof systems which satisfy
extractabilty property, which is stronger than soundness.

We can also consider encoding based proofs in the CRS model. In this case, there is a Setup algorithm
in addition to the algorithms (P, V,E). Note that E has its own CRS generation algorithm PubGen. For
simplicity we assume that the encoding based proof has a single CRS generation algorithm, denoted by
PubGen, that internally runs the CRS generation algorithms of both [E as well as the encoding based proof
system (P, V).

Continual leakage attacks on encoding based proofs. Let [ := [(n) be a leakage parameter used
for bounding the maximum leakage (in number of bits) allowed during a single execution of the proof. Let
(P,V,E) be an encoding-based proof for L € NP. From now on, we will denote by Ry, a witness relation
for L. Let A* be a PPT algorithm, called the leakage adversary and let (z,w) € Rr. An adversary A*,
taking the role of a verifier, on input a statement € L (and some advice z € {0,1}*), interacts with
an honest prover P in polynomially many executions (or sessions). At the start of the first execution,
the prover receives as auxiliary input an encoding of witness w, denoted by w;. At the start of the i-th

3The corresponding scheme in the standard model will not have the CRS generation algorithm. That is, it will consist of
(Encode, Update, V1)

* Completeness. Let (z,w) € Rr. And let CRS be the output of PubGen. Let (z,1;) be such that «@; is either the output of
(i) Encode on input (x,w,CRS) if ¢ = 1 or (ii) it is the output of Update(z, CRS, w;—1) for ¢ > 1. Then, completeness property
says that Vi accepts the input (CRS,z,w) with probability 1.
Soundness. For every = ¢ L, and every PPT algorithm P~*, and for sufficiently large n and advice z € {0,1}" we have that
Pr[CRS < PubGen(1™); VL(CRS,z, P*(z,CRS, z)) = 1] is negligible in n.



session, the prover receives as its auxiliary input a “refreshed” encoding of the encoded witness, namely
w; = Update(x,w;_1), and fresh randomness. Following prior work on LRZK [GJS11l [Pani4], we will
assume that the randomness required by P to execute round j of any given session ¢ is not sampled until
that round begins.

During the execution of session i, A* is allowed to make adaptively chosen leakage queries by submitting
an efficient leakage function f; at the beginning of round j of the proof (P, V). In response, the adversary
is given the value of f;(st;) where st; denotes the state of the honest prover in round j; st; consists of the
refreshed witness w; and the randomness of the prover in session i up to round j denoted (r%,... ,7“;'-) for
that session. It is required that the total leakage bits received by A* in session ¢ — i.e., the sum of lengths
of outputs of queries sent during session ¢ only—is at most [. We say that A* launches a continual leakage
attack on the system (PubGen, P,V E).

In this work, we study continual-leakage-resilient encoding based proofs under a specific security notion
called non-transferability, and we term all the encoding based proofs that satisfy this security definition as
non transferable proof systems.

Definition 1 (Continual-Leakage-Resilient Non-transferable Proofs). Let II :=

(PubGen, P, V, E) be an encoding-based proof in the CRS model (as defined above) for an encoding scheme
E = (PubGen, Encode, Update, V7). We say that II is a continuous-leakage-resilient non-transferable proof
for L (CLR-NTP) with leakage-parameter [(n), if for every PPT adversary Adv and every algorithm Sampler
that is a hard distribution over Ry, and every advice string z € {0,1}*, the success probability of A* in
the following NTPGame, taken over the randomness of the game, is negligible in n.

NTPGame(n,Sampler,IT, Adv, z). The game proceeds in the following steps:
1. Initialize Run PubGen(1") E]to obtain a CRS, say p; then run Sampler(1™) to obtain (z,w) € Rp.

2. Phase I: Initiate the adversary algorithm Adv on inputs (z,z), who launches a continual-leakage
attack on the encoding-based proof system (P,V,E), as described earlier. The prover P starts by
receiving an encoded witness obtained using Encode and this is refreshed (using Update) at the start
of every new session. At some point, Adv signals the end of this phase, at which point the next phase
begins.

3. Phase II: The adversary Adv attempts to prove that x € L to the honest verifier algorithm V. The
verifier V' receives fresh random coins in this (stand alone) session. The game ends when this session
ends.

4. Adv wins the game if V' accepts the proof.

In what follows, the leakage parameter [(n) will often be implicit in the abbreviation CLR-NTP and
clear from the context.

3 A Construction from CLR Encodings

In this section we describe a construction of non-transferable proof for all of NP. The construction will
use encoding schemes (defined in Section [2)) that are secure against continual leakage attacks and we term
such encodings as CLR encodings. We first define CLR encodings and then assuming the existence of CLR
encodings, we construct non-transferable proof systems. We defer the construction of the CLR encodings
to the next section.

®Recall that PubGen includes the CRS generation algorithm of the proof system (P,V) as well as the CRS generation
algorithm of the encoding scheme E.



3.1 CLR Encodings for NP Languages

Continuous-Leakage-Resilient Encodings. Let L € NP, E := (PubGen, Encode, Update, V1) an
encoding scheme defined for language L, [ := I(n) a leakage parameter, and Sampler a sampling algorithm
for the relation Ry. Informally, we require that for every hard distribution Sampler for Ry, no PPT
adversary Adv receiving at most [ bits of leakage from polynomially many valid encodings w1, W, . . ., Wy(n),
generated by either Encode or Update, where p is a polynomial chosen by adversary Adv, can output a
valid encoding that will be accepted by V.

Formally, we consider the following EncodingGame, parameterized by I(n), played between a PPT adver-
sary Adv and a challenger CH. At the start of the game, CH samples (z,w) by executing Sampler(1™) and p
by executing PubGen(1™). It sends = to Adv and sets private; = Encode(p, z, w). The game now proceeds in
sessions and a session must end before a new fresh session can be started. In each session s, Adv is allowed
to make adaptively chosen leakage queries f1, fo,..., fmn such that their total output length, that is the
sum of the output lengths of fi,..., fi, is at most [. It receives fi(private,), fa(private,),..., fm(private,)
in response. At the beginning of session s 4 1, the challenger sets private,,; = Update(z, p, private,). In
the end, Adv halts by outputting an encoding 7*. Adv wins the EncodingGame if V7 (p, z,7*) = 1.

We say that the scheme E := (PubGen, Encode, Update, V) is a CLR Encoding with leakage-parameter
I[(n) if for every Sampler that is a hard distribution over Ry, there does not exist any PPT algorithm Adv
that can win the EncodingGame with probability non-negligible in n.

In the next section, we will prove the following theorem.

Theorem 1. There exists a CLR Encoding scheme for every language L € NP in the CRS model under
the validity of eXternal Diffie Hellman assumption; the encoding scheme supports a constancy fraction of
leakage, i.e., it supports l(n) = & - p(n) where § is a constant and p(n) is a polynomial bounding the size of
the encodings for statements of length n.

3.2 Our Construction

We are now ready to describe our construction. Given a CLR encoding, we can use standard tools and
paradigms to build a CLR-NTP system for L. We only need to make sure that tools used have an
appropriate “leakage resilient” property.

To this end, we use a leakage resilient zero-knowledge proof system (LRZK) for NP denoted by (P, V};.).
Such proof systems were constructed in [GJSII] [PanI4]. Recall that an interactive proof system (P, V)
is said to be leakage-resilient if for every cheating verifier V* there exists a simulator Sj. who produces
a computationally indistinguishable view on input the statement x and access to a leakage-oracle L7 (-).
The leakage oracle takes as input efficient functions f and returns f(w). While, in LRZK, S}, must read
no more leakage from L7 than it gives to V* in the simulated view, for us a weaker requirement suffices
as used by GJS. We use a leakage-parameter [ := [(n) which we wll fix later.

GJS construct a variant denoted (1 4 €)-LRZK in n/e rounds for any constant e based on general
assumptions. This notion in fact suffices for our purpose. However, since we are willing to use a CRS, we
can replace the “preamble” of the GJS protocol (whose sole purpose is to extract a secret string r from the
verifier) by Epi(r) where E,j is a binding public-key encryption scheme and pk is a part of the CRS. As
a result we get a constant round protocol; the modified simulator now extracts the string » by decrypting
the cipher-text and then continue as in GJS. Further, we now get standard LRZK instead of (1+¢)-LRZK.
Therefore, we let (P, V},.) denote this modified constant-round version of the GJS protocol.

The protocol. Let E := (PubGen, Encode, Update, V) be a CLR L-Encoding for the circuit-satisfiability
problem, and let (P, V},) be the above mentioned LRZK protocol for an N P-complete language.

Our continual-leakage-resilient non-transferable proof system (CLR-NTP). denoted by (Prp, Viup), for
a language L € NP is an encoding-based proof system which uses E as its encoding. It proceeds as follows:

1. A public CRS p < PubGen(1") is sampled at the beginning.



Let (z,w) € Ry, and let private; <— Encode(p, z,w) be an encoded witness. The prover P, receives
(x, private;) as input; the verifier Vi, receives x as its only input. (Note that there is no leakage
during this step or during any of the update phases).

2. The prover Py, proves to the verifier V},.) that there exists an input private® such that the (determin-
istic) algorithm V7, accepts the string (p, x, private™).

3. At the end of each session, the prover applies the Update algorithm of the encoding scheme E to its
encoded witness private and receives a fresh encoding which is used for the next session.

Consider the following theorem.

Theorem 2. The protocol (Ppip, Vatp) is a non-transferable proof system for circuit satisfiability in the
continual memory leakage model (CLR-NTP), supporting a constant fraction of leakage under the validity
of XDH assumption.

Proof Sketch. We only provide a proof sketch of this theorem since it uses standard methods and is
easy to reconstruct. For now, let us delay calculating the actual amount of leakage tolerated by the system
until later. The completeness and the soundness of the system are easy to check.

To prove the theorem, we will show that if a PPT Adv can win the NTPGame for a hard distribution
Sampler, then there exists an efficient machine to win the EncodingGame against the same Sampler for
the scheme E. This is done by first replacing the honest prover in each of the sessions of Phase I by the
simulator Sy, which interacts with the adversary in polynomially many executions. Note that Sj. needs a
leakage oracle to answer the queries made by the adversary and so, it uses the leakage oracle containing the
encoding prepared by the challenger of the EncodingGame. Note that, even after replacing the honest prover
by S, the probability with which the adversary is able to convince the verifier changes by a negligible
quantity (this is because of the zero knowledge property of (P, V;,-)). We then replace the honest verifier
in Phase II of the NTPGame by the extractor of the LRZK AoK. Now, since the adversary can convince
the verifier with non-negligible probability, the extractor can extract a valid encoded witness from the
adversary with non-negligible probability. This shows that there exists an adversary (which internally
runs Adv, simulator Sj,. and the extractor of the LRZK) who given access to leakage on the encodings can
output a valid encoding. This contradicts the fact that the encoding scheme satisfied the properties of
CLR encodings. This completes the proof.

Amount of Tolerated Leakage. Suppose that the encryption scheme used while generating the CRS
(for (Py, Vi) requires at most a constant factor more bits than the message length (easy using KEM and
PRG). Further, suppose that the randomness used in each round is at most a constant-factor more than
the size of the witness (ensured using a PRG of sufficiently large polynomial stretch). Then, the total size
of prover’s internal state at any given point is only a constant factor, say ¢, more than the length of the
encoded witness. Therefore, if I'(n) is the leakage parameter of the encoding scheme E, then our proof
system can support I(n) = I'(n)/c bits.

4 Constructing CLR Encodings in the CRS Model

In this section, we will provide a detailed overview of our construction of CLR encodings; however, we
will not provide full details due to space constraints. These details are given in relevant sections of the
Appendix.

We construct CLR-encodings for the N P-complete language of circuit-satisfiability under standard
assumptions. The language consists of circuits C' as instances and w as witnesses such that C(w) = 1.
From here on, L denotes the language of circuit-satisfiability and R is the corresponding relation. We will
be working in the CRS model.
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4.1 Step 1: NIZK proofs as Encodings

As mentioned in the introduction, we start with the idea of “proof of a proof” [DSY90], and encode a
given witness as a NIZK-proof. The prover can prove to the verifier that “there exists a convincing non-
interactive proof 7 for x € L.” Since we need to update the encodings in future executions, we need to
find a way to update the NIZK-proofs. At this point, we have two options:

1. We can take the idea of “proof of a proof” even further. To update the encoding, the update algorithm
computes a NIZK proof, say 7 proving the statement that “there exists a valid NIZK proof 7 for
x € L.” This process continues so that m; uses m;_1, and so on.

Unfortunately, in this approach, the size of the encodings grows exponentially. We can attempt
to reduce the size of m using more advanced techniques such as CS-proofs or SNARKs. However,
these systems are usually based on either the random-oracle model or non-standard (knowledge-type)
assumptions.

2. Another approach is to use NIZK proof systems which are re-randomizable: given m, it is possible
to publicly compute a new proof 7’ of the same size; proof 7’ is computationally indistinguishable
from a freshly computed NIZK proof. This is a promising approach, and also the starting point of
our solution.

While re-randomization allows us to update the encodings , it does little to “protect” the encoding
under leakage. Consider an encoding which contains two (re-randomizable) proofs (my,m2). Clearly, this
new encoding is valid and re-randomizable; yet if one of the proofs is leaked, an adversary can obtain a
full encoding from it and use it to prove that x € L. Therefore, in addition to re-randomization, we need
the property that it should be hard to obtain a valid encoding even given the leakage from polynomially
many refreshed copies of an encoding.

We tackle this problem by considering two more properties of NIZKs:

e Large min-entropy: suppose that each proof 7 has ¢ + w(logn) bits of min-entropy. Then, even
given £ bits of leakage on 7, no adversary can predict 7 ezactly with more than negligible probability.
Consequently, if 7, ..., Ty—poly(n) are independently generated proofs, then no adversary receiving
at most ¢ bits of leakage from each proof, can predict m; exactly (for any ¢ € [k]) with more than
negligible probability.

At a high level, this property ensures that if an adversary computes a valid encoding, say 7*, it will
be different from all of the encodings prover generates (via the update algorithm)ﬁ

e Controlled malleability: the previous bullet rules out the possibility that an adversary can output
a 7" that is one of the valid encodings from 71, ..., 7; we now want to rule out the possibility that
7 can be a re-randomization of one of the encodings, say m;. This is actually easily guaranteed if
the proofs also have “controlled malleability” (CM) property. Let us explain.

— First, consider the simpler property of simulation-eztractability (a strengthened version of simu-
lation soundness) [Sah99,|ISCOT01]. It states that if an adversary A, who receives polynomially
many simulated proofs (possibly to false statements), outputs a new proof 7* for some state-
ment x*, and 7* is different from all proofs A has received, then there exists an extractor which
extracts a witness for * from the proof 7T*E|

Clearly, if our proofs satisfy this notion, then A cannot output a new proof n* (for x)
that differs from all previous proofs. This is because if it does, the extractor will extract a

SNote that this property by itself still does not guarantee much: most proofs already have this property, and if not, it is
trivially satisfied by appending sufficiently many random bits (at the end of the proof) which will be ignored by the verifier.
We therefore need the second property, which rules out the proofs of this kind.

"The extractor uses an extraction trapdoor corresponding to the system’s CRS.
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witness w for x. This however, is not possible, since x is sampled from a hard distribution
(in the CLR~encoding game). Unfortunately, this notion is too strong for us: it also rules out
re-randomization which is essential to update the proofs.

— We therefore turn to the notion of controlled malleability which is a generalization simulation-
extractability to allow for very limited type of mauling, specifically re-randomization [CKLM12] E]
In particular, suppose that the NIZK proof system has the following extraction property. Con-
sider an adversary A receiving several freshly computed proofs 71, ...,m for the statement x.
If A outputs a convincing proof n* for x that is different from all proofs it receives, then there
exists an extractor which on input 7* outputs one of the following: (1) a witness for z, or (2)
one of the previous proofs m; and randomness r such that 7* is a re-randomization of m; using
randomness r. We will refer to this property as the controlled malleability (CM) propertyE]

Note that in our setting, these two properties would indeed suffice: it would be hard to extract one
of the previous proofs m; because A only receives £ bits of leakage but the proofs have large min-entropy
property; further, tt would also be hard to extract a witness for x since x would be sampled from a
hard distribution in the security game for CLR~encodings. Therefore, if we have a NIZK satisfying these
properties, we would indeed have CLR encodings.

4.2 Step 2: Decomposable NIZK Proofs

Unfortunately, the CM property defined above is a bit too strong, and we do not achieve it. Instead, we
consider a slight variation of both large min-entropy and CM property, which will also suffice to construct
CLR-encodings.

To do this, we consider NIZKs in which the proof II for a statement z can be decomposed into a
pair (y,m). We view y as an encoding of the statement x, and m as the actual proof. We require that
IT = (y, ) satisfy all usual properties of a re-randomizable NIZK proof. Let reRand = (reRand;, reRands)
be re-rerandomization algorithm where the first and second parts re-randomize y and 7 respectively and
appropriately.

Then, we modify the large min-entropy and CM properties, and require them to hold w.r.t. the first
and second parts. More precisely, we require that:

e Large min-entropy of first part: We require that the first component y of an honestly generated
proof IT = (y,m) have sufficient min-entropy, e.g., ¢ + w(logn) to tolerate ¢ bits of leakage. Note
that this is a stronger property since if y has large min-entropy then so does II. As before, it holds
that given ¢ bits of leakage from polynomially many independent proof Iy, ..., I, it will be hard to
compute y; for any i where II = (y;, m;).

e (Modified) Controlled malleability: As before we consider an adversary A who receives indepen-
dently generated proofs {II; = (y;, m)}%_; and outputs a valid proof IT* = (y*, 7*). All proofs are for
the same statement z. Then, there exists an extractor which, on input II*, either outputs a witness
for x, or it outputs (y;,r) such that y* is a re-randomization of y; using r: i.e., y* = reRandy(y;;7).
Note that this property is strictly weaker than before: the extractor is only required to extract the
first part of one of the proofs, namely y;, but not the second part ;.

Using the same arguments as before, it is not hard to see that NIZK-proofs satisfying these properties
also imply CLR-encodings. We therefore formally define such proofs, and call them decomposable proofs
with controlled malleability (CM) property, or decomposable (-CM-NIZK where / is the parameter for

8The CKLM definition is more general: it talks about a general set of allowable transformations T instead of re-
randomization.

9We remark that this property is inspired by — but different from — the work of [CKLMI2]. For simplicity, we are only
presenting what is relevant to our context.
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large-min-entropy property. The formal definition can be found in Appendix [A] The construction of CLR~
encodings from these proofs is straightforward: if Py, = (CRSSetupg,, Pems Vem, reRandcm) is decomposable
¢-CM-NIZK then the corresponding CLR encoding scheme E = (PubGen, Encode, Update, V') is obtained by
setting PubGen = CRSSetup,,,,, Encode = P, Update = reRandcy, and V' = Vi,,. We have the following
theorem.

Theorem 3. Suppose that Py, = (CRSSetup, Pem, Vem, reRandem) is a decomposable £-CM-NIZK for
an NP relation R. Then, E = (PubGen, Encode,Update, V') is a CLR-encoding with leakage parameter £
w.r.t. every hard distribution D on the relation R.

Proof Sketch. Suppose that an adversary A can output a valid encoding IT* after receiving leakage on
previous encodings. Then, by a simple hybrid experiment, it will also output such a IT* when instead of
updating an existing encode, the prover uses a freshly computed encoding from the witness (i.e., a fresh
NIZK). This is because updates are indistinguishable from fresh proofs. Now, if we apply the extrac-
tor to proof II*, due to the CM-property, it will either output a witness for z or it will output the first
part, say y;, of one of the previous encodings. But both of these are not possible because x comes from
a hard distribution in the CLR game, and each y; has independent, large, min-entropy even after leakage. []

The formal proof of the above theorem can be found in Section

4.3 Step 3: The sub-proof property

It is clear that in one of the the key challenge in our system is the (modified) controlled-malleability property
(we will drop the word “modified” from here on). In this section, we will focus on this property only, and
show that it can be achieved from a weaker property call the sub-proof property. More specifically, let P
be a NIZK-PoK system which satisfies the first three properties — decomposability, re-randomization, and
large min-entropy — and the following sub-proof property:

e Sub-proof property: There exist a special language Lg,, and an (ordinary) NIZK-proof system
Pgup for Leyp such that a pair IT = (y, ) is a valid proof for a statement x € L if and only if:

1. z is a prefix of y, i.e., 4 ¥ such that y = x o y;
2. 7 is a valid proof that y € Lgyp (according to the proof system Pgp);

We refer to such a proof system as the decomposable NIZK with sub-proof (SP) property, or decom-
posable (-SP-NIZK. The formal definition is given in Appendix [A] We now show that the sub-proof
property can be “boosted up” to achieve the CM-property using the techniques of Chase et al. [CKLM12].

To do so, we first observe that the re-randomization property of P imposes the following malleability
requirement on Pgp:

(Psub must be malleable): Suppose that IT = (y, ) is a NIZK-proof that € L according to the main
system P (under some CRS p). By the sub-proof property, 7 is a NIZK-proof that y € Lgyp ac-
cording to the sub-proof system Pg,,. By re-randomization property, if we let II' = reRand (II) =
(reRand; (y), reRandy(m)) := (v/, '), then II' would also be a valid NIZK-proof for # € L. This means
that ¢/ is a statement in Lg,, and 7’ is a valid NIZK-proof for y/. Hence, the sub-proof system Pgp,
is malleable in the following sense: given a proof 7 for the statement y € Lg,p,, it is possible to obtain
a proof 7’ for a related statement y’ = reRand(y) (in the same language).

In the terminology of [CKLM12], reRand; is called an allowable transformation over the statements

in Lg,p, reRands is the corresponding mauling algorithm, and P, is a reRand;-malleable proof system.
We now recall one of the main results from [CKLM12].

13



Result from [CKLM12]. Chase et al. formalize the general notion of a 7T-malleable proof systems
where 7T is an appropriate set of allowable transformations. They show an automatic compiler which can
convert such a T-malleable proof system into a new proof system that achieves controlled malleability in the
following sense. In the new proof system, given a proof « for a statement y, an adversary can obtain proof
for another statement v if and only if y' = 7(y) where 7 is a transformation from the set 7. This property
is formalized by defining the notion of controlled-malleable simulation-soundness extractability (CM-SSE)
proofs. In our context, the set T corresponds to reRand;, and a specific 7 is equivalent to executing reRandy
with a specific randomness. The notion of CM-SSE then amounts to the following (simpler) experiment:

e (CM-SSE in our context): Let (p,t1,t2) < FakeCRS(1") where p is a simulated CRS, and ¢; and
to are simulation and extraction trapdoors respectively. A PPT adversary A is allowed to interact
with the simulator polynomially many times, say k times, where in i-th interaction A sends an
(adaptively chosen) statement y; and receives a simulated proof m; (proving that y; € Leyp). In the
end, A outputs a pair (y*, 7*) such that y* is different from all previous statements yi,...,yx and 7*
is a valid proof for y*. We say that the system is CM-SSE if for every A who outputs (y*,7*) with
noticeable probability, the extraction trapdoor s either extracts a witness w* for the statement y*,
or it extracts a previous statement (say) y; and randomness r such that y* = reRand; (y;; ).

Remark 1. To apply the CKLM transformation, the underlying proof system must satisfy some structural
properties. In particular, the NP-relation R (for which the system works) and the set of transformations T,
both must be expressible as a system of bilinear equations over elements in bilinear groups. This property
is called CM-friendliness. In our context, relation Rg,p, and algorithm reRand; must be CM-friendly, i.e.,
be expressible as a system of bilinear equations. (See Appendix for formal definitions of CM-friendly
relations, 7T-malleability, CM-SSE proofs, etc.)

This essentially means that by suitably applying the CKLM compiler to the sub-proof system of a given
(decomposable) ¢-SP-NIZK, it should be possible to obtain the desired ¢-CM-NIZK. This idea indeed works
as proven in theorem below. One subtlety is that we need to assume that reRand; does not change the
prefix x of its input. This is because, by definition, CM-SSE only extracts an instance y; from which y*
has been obtained. To achieve -CM-NIZK we need extract a witness for z (which is same in all proofs).
By requiring that reRand; does not change the prefix, we enforce that y; and y* will have the same prefix
x, and this allows the reduction to go through.

Theorem 4. Suppose that there exists a decomposable (-SP-NIZK system P for an NP-relation R. Let
reRand = (reRand;, reRands) be the re-randomization algorithm, Pgyp be the sub-proof system, and Rsyp be
the sub-relation associated with P. Then there exists a decomposable £-CM-NIZK for R provided that Reup
and reRand; are CM-friendly and reRandy does not change the prefix of its input.

Proof (sketch): Let P = (CRSSetup, P, V, FakeCRS, Sim, Ext, reRand) where P = (InpGen, P’). Let Vg be
the verifier of Py, and by definition, P’ is its prover; in particular, Ps,, = (CRSSetup, P’, V,p,, FakeCRS, Sim, Ext),
T = reRand; are its allowable set of transformations, and reRandy is the corresponding mauling al-
gorithm. We first apply the CKLM transformation to Pg,, to obtain a new proof system, denoted

.6 = (CRSSetup®, P™, V*  FakeCRS*,Sim*, Ext*). Note that P}, satisfies CM-SSE definition.

sub?’

Now, consider the following system Py, := (CRSSetup®, Pem, Vem, FakeCRS™, Sim™, Ext™, reRand) where:

1. P. := (InpGen, P"*)

2. Vem(z, 11, p): parse II = (y,m) and reject if x is not a prefix of y; otherwise return the output of
Ve (Ys ™, p).-

It is easy to verify that Pcy, is a decomposable (-CM-NIZK for the same relation R. In particular, if an
adversary A outputs a proof IT* = (y*, 7*) for x (in the CM-property game), we can construct an adversary
A’ against the CM-SSE property in which a A” would output 7* as a proof for y*. Note that y* will have
the same prefix x as all the previous proofs it receives. Therefore, when we apply the CM-SSE extractor
to y* and we end up extracting a witness w*, it will also yield a witness w