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Abstract. Signal recently deployed a new handshake protocol named PQXDH to protect against “har-
vest now, decrypt later” attacks of a future quantum computer. To this end, PQXDH adds a post-
quantum KEM to the Diffie-Hellman combinations of the prior X3DH handshake.

In this work, we give a reductionist security analysis of Signal’s PQXDH handshake in a game-based
security model that captures the targeted “maximum-exposure” security against both classical and
quantum adversaries, allowing fine-grained compromise of user’s long-term, semi-static, and ephemeral
key material. We augment prior such models to capture not only the added KEM component but also
the signing of public keys, which prior analyses did not capture but which adds an additional flavor
of post-quantum security in PQXDH. We then establish fully parameterized, concrete security bounds
for the classical and post-quantum session key security of PQXDH, and discuss how design choices in
PQXDH make a KEM binding property necessary and how a lack of domain separation reduces the
achievable security.

Our discussion of KEM binding and domain separation complements the concurrent tool-based analysis
of PQXDH by Bhargavan, Jacomme, Kiefer, and Schmidt (USENIX Security 2024), which pointed out a
potential re-encapsulation attack if the KEM shared secret does not bind the public key. In contrast to
the tool-based analysis, we analyze all protocol modes of PQXDH and its “maximum-exposure” security.
We further show that both Kyber (used in PQXDH) and the NIST standard ML-KEM (expected to replace
Kyber) satisfy a novel binding notion we introduce and rely on for our PQXDH analysis, which may be
of independent interest.

1 Introduction

Billions of people today use messaging apps such as Facebook Messenger, Google Messages, Skype, Signal,
or WhatsApp, in which the Signal end-to-end encryption protocol [Sig] secures the communication. The
Signal protocol consists of two main components: The initial handshake protocol, which allows two parties
to derive a shared session key while authenticating each other, and the Double Ratchet protocol, which
allows renewing the session key in an ongoing session to achieve forward secrecy and post-compromise
security. Until 2023, Signal used X3DH [MP16b] as initial handshake protocol. In 2023, Signal released
PQXDH [KS23], which modifies X3DH to add protection against quantum adversaries; in particular against
“harvest now, decrypt later” attacks where an adversary records communication today to break its confi-
dentiality when a cryptographically-relevant quantum computer becomes available in the future.

*A preliminary version of this paper appears in the proceedings of the 28th International Conference on Practice and
Theory of Public-Key Cryptography (PKC 2025), © TACR, 2025. DOI: 10.1007/978-3-031-91823-0_5. This is the full version.
TWe provide an overview of major changes between versions in Appendix A.
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In X3DH, each user has Diffie-Hellman (DH) keys of different lifetimes (long-term, semi-static, and
ephemeral). Combining several DH keys of two users Alice and Bob in the initial key agreement ensures
mutual authentication and, as long as one of the combinations of keys remains uncompromised, that
the derived session key is secure. To protect against “harvest now, decrypt later” quantum adversaries,
PQXDH [KS23] adds a post-quantum key encapsulation mechanism (KEM) to X3DH while keeping the ex-
isting, well-understood [CCD"17] handshake structure unmodified. Furthermore, X3DH signs the involved
semi-static DH key and PQXDH additionally the KEM key under the the user’s long-term key.

In a nutshell, the protocol message flow is as follows (where the KEM appears only in PQXDH): Bob
sends his long-term, semi-static, and ephemeral DH shares, as well as an ephemeral KEM public key for
a full handshake; a reduced handshake omits the ephemeral keys and has a semi-static KEM public key
instead. Alice generates an ephemeral DH key pair, encapsulates against Bob’s KEM key, and sends her
ephemeral DH key and KEM ciphertext to Bob. Both parties derive the session key from DH shared secrets
from three or four DH key combinations (long-term/semi-static, ephemeral/long-term, ephemeral/semi-
static, and, if present, ephemeral/ephemeral) and the KEM shared secret.

Security Analyses of X3DH and PQXDH

The development of PQXDH was accompanied by formal, tool-based verification conducted by Bhargavan,
Jacomme, Kiefer, and Schmidt (BJKS) [BJKS23, BJK23], subsequently (and concurrently to this work)
expanded and published in [BJKS24]. Their analysis provided improvements and security assurance for
PQXDH (leading to revisions of the protocol description [[KS23, KS24]), using both the symbolic-analysis
tool ProVerif [BC] and the computational-analysis tool CryptoVerif [Bla]. Security of Signal’s original
X3DH handshake (as well as its ratcheting protocol) was established by Cohn-Gordon, Cremers, Dowling,
Garratt, and Stebila (CCDGS) [CCD™17] through a reductionist security analysis in what we refer to
as a “maximum-exposure”!, game-based security model. Vatandas, Gennaro, Ithurburn, and Krawczyk
[VGIK20] analyzed the deniability of X3DH, and Fiedler and Janson [FJ24] the deniability of PQXDH.

The core difference between the BJKS analysis [BJKS24] of PQXDH and the CCDGS analysis [CCD17]
for X3DH is that while the tool-based analysis of BJKS provide machine-checked assurance, their ProVerif
results remain on the symbolic, protocol-logic level assuming perfect cryptography and their CryptoVerif
model does not account for all “maximum-exposure” attack vectors that Signal aims to protect against.
Concretely, for proof complexity reasons, the CryptoVerif model of BJKS focuses on a reduced set of
simpler properties and, for example, only captures the compromise of long-term user keys (but not of semi-
static and ephemeral keys), does not model the full security contributed by certain key combinations, and
separately considers attacks only against the classical DH components and only against the post-quantum
KEM component. Such fine-grained compromise, however, is a main reason for combining multiple secrets
in Signal’s X3DH and PQXDH handshakes, and combined classical /post-quantum hybrid guarantees a main
reason behind the PQXDH design specifically. Furthermore, BJKS only model the semi-static KEM keys
in PQXDH but not the ephemeral ones, sidestepping a domain separation issue in the protocol that allows
signed ephemeral and semi-static KEM public keys to be confused. Hence, there remains a notable gap
between the security guarantees formally confirmed so far and those aimed at by PQXDH.

Our Contributions

This work completes the analysis picture for PQXDH by providing a reductionist security analysis of
PQXDH (Revision 3 [K524], throughout this paper) in a “maximum-exposure”, game-based security model
following that for X3DH by CCDGS [CCD"17].

!The adversary may compromise nearly all secrets as long as trivial wins are excluded.



Augmented game-based security model. To this end, we first augment the coded game-based secu-
rity model of Brendel, Fiedler, Giinther, Janson, and Stebila (BFGJS) [BFG 22, BEG"21] to capture the
added KEM components in PQXDH. In particular, we model that the KEM public key and the semi-static
DH shares are signed in PQXDH (instead of assuming them to be authentically distributed like in prior
game-based models [CCD 17, BFGT22, BFG*21]). This requires careful adaptation of related corruption
modeling, which adds both model and proof complexity but leads to a security model which more closely”
captures the real-world deployment. Similarly, we specifically capture the key confusion of ephemeral and
semi-static KEM public keys possible in PQXDH and when we can still expect security, enabling us to
capture the ephemeral KEM public keys omitted in the model of BJKS [BJKS24].

Concrete security bound for PQXDH. We then analyze the PQXDH handshake with respect to its
security against both classical and quantum adversaries. We establish classical security based on the
Gap Diffie-Hellman (GapDH) assumption holding in the DH group, the KEM providing one-way security
under chosen-ciphertext attacks (OW-CCA), a certain form of binding property (which we expand on
below), and low key-collision probability and correctness errors of the KEM, the signature scheme being
existentially unforgeable (EUF-CMA), and the key derivation function behaving like a random oracle.
In particular, we confirm that combining DH and KEM keys yields a combined, hybrid security bound,
compared to the separate analyses in BJKS [BJIKS24]. Against quantum adversaries, we establish security
in the standard model, based on the KEM providing indistinguishability under chosen-ciphertext attacks
(IND-CCA) and the same binding and correctness properties as before, and the key derivation function
being a secure PRF when keyed by the KEM shared secret. Our resulting security theorems for PQXDH
are fully parameterized, giving concrete security bounds for each component.

Design discussion and KEM binding. We conclude with a discussion of the PQXDH design, with
insights that complement those by BJKS [BJKS24]. For example, our model and proofs pinpoint the
stronger security achievable if PQXDH were to properly domain-separate ephemeral and semi-static KEM
public keys. Furthermore, we argue how the key derivation approach taken by Signal’s X3DH and PQXDH
leads to requiring a certain binding property from the KEM in our analysis, and how this requirement
could be easily avoided.

For background, BJKS in their analysis discovered the following potential “KEM re-encapsulation
attack”, a class of attacks introduced by Cremers, Dax, and Medinger (CDM) [CDM24], on PQXDH:
An adversary can learn a KEM shared secret by compromising the involved KEM secret key, and then
re-encapsulating this shared secret under another, uncompromised KEM public key. As a consequence,
decapsulations under two distinct public keys yield the same shared secret, and two sessions with different
KEM public keys compute the same session key, violating the protocol’s security goals.

The initial BJKS analysis [BJKS23, BJK23] excluded this attack by modeling that the KEM public key
is added to the associated data when AEAD-encrypting messages, a suggestion that the PQXDH description
however only follows optionally: it argues that Kyber [SAB™], used in the Signal implementation, already
prevents the re-encapsulation attack [[KS24, Sections 3.3 and 4.12]. Our analysis covers Signal’s approach,
providing fine-grained insight into the properties required of the KEM to ensure security of the initial
key agreement, without relying on the AEAD. Concretely, we require that the derived shared secret binds
the involved public key and ciphertext, in a setting where the adversary knows the involved keys and
the randomness to generate them. Capturing binding under revealed randomness is necessary to treat
the “maximum-exposure” security of PQXDH. We prove that both Kyber [SAB™] (currently deployed in
PQXDH) and the new NIST standard ML-KEM [Nat24] (provisioned to replace Kyber in PQXDH) satisfy
this binding property.

2Security modeling still always requires trade-offs in abstraction, see our discussion in Section 6.



We view these KEM binding results as being of independent interest: They complement a range of
binding notions for KEMs defined in concurrent work by CDM [CDM24], yet their notion that would fit
the PQXDH setting is not satisfied by ML-KEM [Sch24]. Furthermore, BJKS expanded their initial analysis
in [BJKS24], published after this work, to also include a CryptoVerif analysis assuming a KEM binding
property and proving it for Kyber. We discuss and relate the binding notion we introduce and require in
our PQXDH analysis to the framework of CDM and to the notion used by BJKS in more detail in Section 3.
Binding properties also arise in other key-combiner settings, e.g., in multi-recipient KEMs [AHK 23] and
X-Wing [BCD™"24], where the shared secret shall bind the ciphertext.

Related work

Several fully post-quantum replacements for X3DH have been considered in the literature: Hashimoto,
Katsumata, Kwiatkowski, and Prest [HKIKP22] propose SC-DAKE, a generic construction based on KEMs
and a ring signature. BFGJS [BFG22] propose a similar construction called SPQR based on KEMs and
a designated verifier signature. Dobson and Galbraith [DG22] lift X3DH to supersingular isogenies with
their construction called SI-X3DH, which is however broken by the SIDH attack [CD23, MMP*23, Rob23].
Collins, Huguenin-Dumittan, Nguyen, Rolin, and Vaudenay [CHN " 24] propose K-Waay, based on adapting
split KEMs [BFGT20]. In this work, we focus on Signal’s deployed PQXDH protocol.

2 Preliminaries

2.1 Notation

We refer to the ith element of a list or vector [ with [[i]. For n € N, [n] denotes {1,...,n}. We write a
deterministic or randomized algorithm A with input 2 and output y as y <— A(x) resp. y <—s A(z) (or also
A(z) — y resp. A(x) s— y), for the latter with explicit randomness r we write y < B(xz;r). We sample
an element e uniformly at random from a set S with e <—s.S. We write Pr[G(A)] for the probability that
a game G involving an adversary A outputs true.

2.2 Pseudorandom Functions
We recall the definition of pseudorandom functions.

Definition 2.1. Let PRF: {0,1}% x {0,1}% — {0,1}% be an efficient keyed function with key length I,
input length l;, and output length l,. We say that PRF is (t, €, gpre) -PRF-secure, if for any adversary A
against g,‘,’gsfc(A) defined in Figure 1 with running time at most t and making at most qpre queries to the
PRF oracle, we have that

1

rfsec rfsec
AdVBEE(A) = ‘Pr[ng,RF (A) = 1] - 2‘ <e.

2.3 Signatures

Definition 2.2 (Signature scheme). A signature scheme SIG = (KGen, Sig, Vf) with associated message
space M is a triple of PPT algorithms:

o KGen() s— (pk, sk): The probabilistic key generation outputs a public-key/secret-key pair (pk, sk).

o Sig(sk,m)s— o: The probabilistic signing takes as input a secret key sk and a message m and outputs
a signature o.



e (A): PRF(z):

1 K s {0,1}% 6 if b=0

2 g <s {functions f: {0,1}% — {0,1}"} 7 return PRF(K, )
3 bes{0,1} & else

4 b s APRF() 9 return g(x)

5 return [b' = b]
Figure 1: Security game for PRF security for a function PRF defined in Definition 2.1.

GETMA(A): SIGN(m):

1 (pk, sk) <s SIG.KGen() 5 Q<+ QU{m}

2 Q<+ 0 6 return SIG.Sig(sk, m)
3 (m*,0™) s AN (pk)

4 return [Vf(pk,m",c") Am* & Q]

Figure 2: Security game for EUF-CMA for a signature scheme SIG = (KGen, Sig, Vf) defined in Definition 2.3.

o Vf(pk,m,o) — d: The deterministic verification takes as input a public key pk, a message m, and a
signature o and outputs a decision d € {0,1}. If d = 1 we say the signature is valid.

A signature scheme is correct, if for all (pk, sk) <—s KGen() and for all m € M it holds that Pr[Vf(pk, m,
Sig(sk,m)) = 1].

Definition 2.3 (EUF-CMA Security of Signatures). Let SIG = (KGen, Sig, Vf) be a signature scheme. We
say that SIG is (t, €, gsig) ‘EUF-CMA-secure, if for any adversary A against Game gg,%F-CMA(A) defined in
Figure 2 with running time at most t and making at most qsiz queries to the SIGN oracle, we have that

AdVELF-CMA () 1= Pr[GEUFCMA ()| < .

2.4 Hash Functions

We follow the “human ignorance” approach of Rogaway [Rog06] to capture practical, unkeyed hash func-
tions, giving explicit constructions for adversaries against, e.g., the collision resistance of a hash function
in our results.

Definition 2.4 (Preimage resistance of hash functions). Let H: {0,1}* — {0,1}" be a (hash) function.
We define the advantage of an adversary A against the preimage resistance of H, distinguishing whether
challenges are sampled from (a subset of) the domain M C {0,1}* (PR-d) or from the range {0,1}"
(PR-r), as

Advﬁfi{fl (A) :=Pr[d=H(m') | m+sM,d < H(m),m' +s A(d)], resp.
AdVERT(A) == Pr[d = H(m/) | d <5 {0,1}",m/ +s A(d)].

Definition 2.5 (Collision resistance of hash functions). Let H: {0,1}* — {0,1}" be a (hash) function.
We define the advantage of an adversary A against the collision resistance (CR) of H as

AdvR(A) := Pr[H(m) = H(m/) Am # m’ | (m,m') <s A()].

Our analysis further uses that finding two input values that collide in the truncated (256-bit) output
is hard. Prior work discusses the related (weak) near collision resistance [MvOV97, PS14, JKN21], partial
collision resistance [WY05, LT11, YCW14], and truncated collision resistance [JK18]. We model this as
collision resistance of a hash function H truncated to the first 256 bits, which we denote by Hasg.



G o (A): DDH(¢", 9%, 9%):

abes, + return [CDH(g", ¢") = ¢
2 g s APN((G, g,0), 9% 9")

3 return [¢* = g*]

Figure 3: Security game for the GapDH problem defined in Definition 2.7.

SHA3. Bertoni, Daemen, Peters, and Van Assche [BDPV08] show that SHA3 is indifferentiable from
a random oracle when the underlying permutation is modeled as a random permutation. Under this
assumption, finding a collision or preimage in SHA3 or SHA3954 is as hard as finding it in a random oracle
yielding digests of the same length.

2.5 Diffie-Hellman Key Exchange

Definition 2.6 (Diffie-Hellman Key Exchange). A Diffie-Hellman Key Exchange (DH) scheme is a tuple
of algorithms (KGen, DH), defined as follows:

o KGen() s— (pk, sk): This probabilistic algorithm returns a key pair (pk, sk)

o DH(pk 4, skp) — DHap: On input a public key pk 4 and a secret key skp, this deterministic algorithm
returns the shared DH secret DH4p.

We say that a DH key exchange DH is correct if, for every (pk, ska), (pkg, skp) <—s KGen(), it holds that
Pr[DH(pk 4, skg) = DH(pkg, ska)] = 1.

For notational convenience we allow the arguments to be in arbitrary order, i.e., DH(pky, skp) =
DH(ska,pkg). We write CDH(pk 4, pkg) to refer to the DH shared secret DH4p when we do not care
which secret key is used.

We rely on the GapDH problem [OP01, CCD"17], i.e., that the computational DH problem is hard
given a decisional DH oracle.

Definition 2.7 (GapDH problem). Let (G,g,q) be a group of order q with generator g. We say that
the (t,ecpn, gppu )-GapDH problem holds in (G, g,q) if for any adversary A with running time at most t
making at most gqppu queries to its DDH oracle, we have that

AdV(G(G?,gH,q) (A) := Pr [Q(GGD,;,q) (A)} < €GDH,

where Q(GG'?; 9 (A) is defined in Figure 3.

3 Key Encapsulation Mechanisms and Binding Properties

We first recap the basic syntax, correctness, and security of key encapsulation mechanisms (KEMs), before
discussing the novel KEM binding properties.

Definition 3.1 (Key Encapsulation Mechanisms). A key encapsulation mechanism KEM = (KGen, Enc,
Dec) consists of the following three algorithms:

o KGen() s— (pk, sk): The probabilistic key generation with randomness space RKEM.KGen OUlpuls a
public-key/secret-key pair with (pk, sk) € PK x SK.



ki (A): A (A): DECAPS(ct):

1 b<-s{0,1} 7 (pk, sk) <—s KGen() 11 if et = ct”

2 (pk, sk) <—s KEM.KGen() 8 (ct™, ss™) <s Enc(pk) 12 return L

3 (ct*, ssy) <s KEM.Enc(pk) 9 ss s AP (pk, ct*) 13 else

4 ss] «sS8S 10 return [ss’ = s5*] 14 return Dec(sk, ct)
5 b s AP (pk ct*, sst)

6 return [b' = b]

Figure 4: Security games for IND-CCA security (left) and OW-CCA security (middle) of KEM = (KGen, Enc, Dec) defined in
Definition 3.3 and Definition 3.4, respectively.

o Enc(pk) s— (ct, ss): The probabilistic encapsulation algorithm with randomness space RKem.nc takes
as input a public key pk € PK and outputs a ciphertext ct € C and the therein encapsulated shared
secret ss € SS.

o Dec(sk,ct) — ss': The deterministic decapsulation algorithm takes as input a ciphertext ct € C and
secret key sk and outputs ss' € SSU{ L}, where L indicates an error.

We say that a KEM KEM = (KGen, Enc, Dec) is d-correct if, for every key pair (pk, sk) <—s KGen(), and
every encapsulation (ct, ss) <—s Enc(pk), we have

Pr[ss’ # ss | ss' < Dec(sk, ct)] <.

In our analysis, we sometimes need to rule out that honestly generated KEM public keys collide.
We capture that probability in the following. For Kyber [SABT] and ML-KEM [Nat24], such public-key
collisions boil down to random 256-bit seeds colliding under SHA3-512.

Definition 3.2 (KEM public-key collision probability). We define the public-key collision probability of
a KEM via a function vyeon: N — [0, 1], letting veon(n) denote the probability that two among n honestly
generated public keys collide:

Yeoll(N) := Pr {pki = pk;j Ni # j | (pk;, ski) <—s KGen() for i € [1,nﬂ.

In our analysis, we require indistinguishability under chosen-ciphertext attacks (IND-CCA) against
quantum adversaries and one-way security under chosen-ciphertext attacks (OW-CCA) against classical
adversaries of the KEM scheme, where the former notion implies the latter.

Definition 3.3 (IND-CCA Security of KEMs). Let KEM = (KGen, Enc, Dec) be a KEM. We say that KEM
is (t, €, qpec) IND-CCA-secure, if for any adversary A against Game gL(NER;lCCA(A) defined in Figure 4 with
running time at most t and making at most qpec queries to the DECAPS oracle, we have that

AQVRRICA(A) 1= [P [GRRIAA)]

[N

‘ge.

Definition 3.4 (OW-CCA Security of KEMs). Let KEM = (KGen, Enc, Dec) be a KEM. We say that KEM
is (t, €, qpec) “OW-CCA-secure, if for any adversary A against Game QQ%CCA(A) defined in Figure 4 with
running time at most t and making at most qpec queries to the DECAPS oracle, we have that

AdvRERA(A) = Pr|GREGEA(A)| <.



3.1 Binding Properties

Due to the way PQXDH includes (only) the KEM shared secret in its key derivation (but not the KEM
public key or ciphertext), our security analysis relies on a novel binding property of the KEM scheme.
In a nutshell, we ask that it is hard to find two distinct ciphertexts or (honestly generated) public keys
so that the corresponding decapsulations output the same shared secrets, even when given full control
over the ciphertexts and knowing corresponding secret keys and the randomness used to generate these
keys. Revealing also the key generation randomness to the adversary is necessary to treat the “maximum-
exposure” security of PQXDH, in which an adversary can reveal a session’s random coins (cf. Section 4).
The PQXDH setting, in which an adversary interacts with many KEM keys, also motivates our notion
being multi-user.

Aligning with language of Cremers, Dax, and Medinger (CDM) [CDM24] from their concurrent work
systematizing binding notions for KEMs, our notion asks that the KEM shared secret binds both public
key and ciphertext used to produce it, under leakage of key generation randomness (and hence secret
keys), which is a novel variant we denote as LEAK"-BIND-SS-{CT,PK}. In general, their notion X-
BIND-P-Q captures that the components in set P € {{ss},{ct}, {ss, ct}} bind the components in set Q) €
{{pk},{ss},{ct}}, where the KEM keys are chosen by the adversary (X = MAL), honestly generated and
leaked to the adversary (X = LEAK), or honestly generated without leakage of secrets (X = HON). We
reproduce their LEAK and MAL notions for ss simultaneously binding pk and ct in our syntax® on the
right-hand side of Figure 5.

In the following, we formalize our new LEAKT"-BIND-SS-{CT, PK} binding property and relate it
to the notions in the CDM framework [CDM24]. In particular, we show in Section 3.3 below that both
Kyber and the NIST standard ML-KEM satisfy the LEAK*"-BIND-SS-{ CT, PK } property, while the notion
from [CDM24] that implies ours, MAL-BIND-SS-{CT,PK}, is not satisfied by ML-KEM [Sch24]. While
Signal’s current implementation of PQXDH uses Kyber [SAB™], it is already prepared? to transition to the
new NIST standard ML-KEM [Nat24].

Definition 3.5 (LEAK'"-BIND-SS-{CT,PK}). Let KEM = (KGen, Enc,Dec) be a KEM and n > 2.

We say that KEM is (t,e,n)-LEAK*"-BIND-SS-{ CT, PK }-secure, if for any adversary A against Game

+7r_ -SS-
Q,ﬁgﬁi BIND-S55-{CT-PK} (A) defined in Figure 5 with running time at most t, we have that

<e.

LEAK+"-BIND-8S-{ OT,PK LEAK+"-BIND-SS-{ OT,PK
AdVKEM,n { }(A) = Pr [gKEM,n { }(A)}

Figure 6 visualizes the relations between LEAK*"-BIND-SS-{CT, PK} and the corresponding notions
from [CDM24]: The MAL variant is strictly stronger than the LEAK ™" variant, which in turn is strictly
stronger than the LEAK variant. Notably, ML-KEM separates the MAL and our LEAK™" variants; we
show the other implications and separations below, incl. relating our multi-user notion to the 2-user case.

Relation to SH-CR [BJKS24]. The tool-based analysis in BJKS [BJKS24] introduces a similar KEM
property to the binding notions we discuss here; dubbed “semi-honest collision resistance” (SH-CR): There,
one party decapsulates a malicious ciphertext for an honestly generated but compromised key pair, and
another party encapsulates against an adversarially-chosen public key. The adversary wins if the shared
secrets from decapsulation and encapsulation match and either the ciphertexts or the public keys differ.

3Note that in the syntax of [CDM24] the KEMs shared secret ss is simply called a “key”, denoted k. Accordingly, in their
notation, P € {{k},{ct},{k, ct}} and Q € {{pk},{k},{ct}}. We will stick to our syntax and hence, e.g., write MAL-BIND-
SS-CT corresponding to their notion MAL-BIND-K-CT.

‘https://github.com/signalapp/libsignal/commit/0670£0d
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LEAKtT-BIND-SS-{ CT,PK X-BIND-SS-{ CT,PK
gKEM,n { }(-A)3 Grem ! }(A)3

1 for k € [n) 11 if X = LFAK:
2 Tk % RKEM.KGen 12 (pkgy, sko) <—s KEM.KGen()
3 (pky, ski) < KEM.KGen(; 1) 13 (pky, sk1) <—s KEM.KGen()
4 (i, cti, j, cty) <—s A((pky,, ski, "k )kein)) 14 (cto, ctr) <=s A(pky, sko, pky, sk1)

// A gets all key pairs and KGen randomness 15 if X = MAL:

16 (pkg, sko, pky, ski1, cto, ct1) s A()

5 ss; + KEM.Dec(sk;, ct;) 17 sso < KEM.Dec(sko, cto)
6 ss;j < KEM.Dec(sk;, ct;) 18 ss1 < KEM.Dec(sk1, ct1)
7 if ss; = L V ss; = L: return false 19 if ssp = L V ss; = L: return false
8 return [ss; = ss; A (ct; # ct; V pk; # pk;)] 20 return [ssg = ss1 A (cto # ct1 V pky # pky)]

Figure 5: Security games for our (multi-user) LEAKT"-BIND-SS-{CT, PK} notion (left) and the LEAK-BIND-SS-{CT, PK}
and MAL-BIND-SS-{CT, PK} notion from [CDM?24] (right). In all games, the adversary’s goal is to produce colliding shared
secrets ss under distinct ciphertexts ct or public keys pk.

Thm. 3.6 o
MALBIND-SS-{ CT, PK} LEAKT"-BIND-SS-{CT, PK}
———/—— fornusers
Thm. 3.10 (ML-KEM) ,'
Thm. 3.8 | | Thm. 3.8
Thm. 3.7 ‘

LEAK*"-BIND-55-{ CT, PK}
——F— for 2 users
Thm. 3.9

Figure 6: Relations between our LEAKT"-BIND-SS-{CT, PK} binding notion and the corresponding MAL, LEAK notions
from [CDM24] for KEMs. Solid arrows indicate implications, dashed ones loose implications, and crossed-out ones separations.
Annotations indicate the respective theorems.

LEAK-BIND-SS-{CT, PK}

Intuitively, this notion is incomparable to ours, since it allows malicious key pairs but does not give
the key generation randomness to the adversary. More formally, we show that a KEM can fulfill SH-CR
but not LEAK*"-BIND-SS-{CT, PK}, and vice-versa:

o LEAK'"-BIND-SS-{CT, PK} but not SH-CR: Given a LEAK*"-BIND-SS-{ CT, PK }-secure scheme,
modify key generation to add a constant 0 bit to the secret key and decapsulation returns an extra
bitstring appended to the secret key as shared secret if the extra bit in the secret key is set to 1.
This change does not affect LEAKT"-BIND-SS-{CT, PK} since the special case is never triggered
for honestly generated key pairs, but it allows breaking SH-CR.

e SH-CR but not LEAKT"-BIND-SS-{CT, PK}: given a SH-CR-secure scheme, modify key generation
to add a trapdoor in the secret key (as we will do for the separation of LEAK-BIND-SS-{CT,PK}
and LEAKT"-BIND-SS-{CT, PK} in Theorem 3.9 in Section 3.2), for which decapsulation returns a
special shared secret. This does not help the SH-CR adversary, who does not learn the key generation
randomness, but it allows breaking LEAK*"-BIND-SS-{CT, PK} as in Theorem 3.9.

3.2 Relations of Binding Properties

First, we show the implication from MAL to LEAK™" (Theorem 3.6) and from LEAK'" to LEAK
(Theorem 3.7). Second, we show that our notion is equivalent for n and 2 users, up to a factor of n?



(Theorem 3.8). Third, we give a separation between LEAK and LEAK™" (Theorem 3.9). Finally, we
show that ML-KEM and Kyber are LEAK™" (Theorem 3.10 and Theorem 3.11), while ML-KEM is known
to not be MAL [Sch24], giving us a separation for LEAK ™" and MAL.

Note that for the following theorems we assume KEMs with a public key space |PK| > 2.

Theorem 3.6 (MAL-BIND-SS-{CT, PK} = LEAK*"-BIND-SS-{CT,PK}). If a KEM KEM is (t', ¢)-
MAL-BIND-SS-{CT, PK }-secure, then it is also (t,e,n)-LEAK*"-BIND-SS-{CT, PK }-secure with t =~
' +nande<¢€.

Proof. An adversary A against LEAKT"-BIND-SS-{ CT, PK} must produce ciphertexts ct;, ct; such that
ss; = ss; and one (or both) of pk; # pk; and ct; # ct; hold.

We let the adversary B against MAL-BIND-SS-{ CT, PK} truthfully simulate glig,\ﬁf:hBIND_SS_{CT’PK} (A)
for A, i.e., honestly computing keys pk; for k € [n], obtaining 1, ct;, j, ct; from A. Then, B outputs
(pk;, ski, pk;, skj, cti, ctj). If A wins, we have that ss; = ss; while pk; # pk; or ct; # ctj, so B also wins in
the MAL-BIND-SS-{CT, PK} game, i.e., € < €. The adversary B runs KGen n times and A once, resulting
int~t +n. O

Theorem 3.7 (LEAK*"-BIND-SS-{CT,PK} — LEAK-BIND-SS-{CT,PK}). If a KEM KEM is
(t',€,n)-LEAK"-BIND-SS-{ CT, PK } -secure, then it is also (t,€)-LEAK-BIND-SS-{ CT, PK }-secure with
t~t and e <€ for any n.

Proof. The adversary B against LEAK"-BIND-SS-{ CT, PK} runs the adversary A against LEAK-BIND-
SS-{CT,PK} on the first two key pairs (excluding key generation randomness) of its own input, thereby
truthfully simulating the LEAK-BIND-SS-{CT,PK} game for A. When A terminates, B returns the
output of A. If A wins, then so does B, i.e., € < ¢/. The adversary B runs A once, resulting in t =~ t'. [J

Theorem 3.8 (LEAKT"-BIND-SS-{CT, PK}: n users <= 2 users). Letn > 2. If a KEM KEM is (t,e,n)-
LEAK'"-BIND-SS-{ CT, PK }-secure, then it is also (t,€,2)-LEAK+"-BIND-SS-{CT, PK }-secure, and if
a KEM KEM is (t',¢,2)-LEAKt"-BIND-SS-{ CT, PK }-secure, then it is also (t,n?-¢,n)-LEAKT"-BIND-
SS-{CT,PK}-secure fort =t +n.

Proof. The “=" direction straightforwardly holds by letting the adversary against the n-user variant
ignore the remaining n — 2 keys.

The “<=” direction holds via a guessing argument: Let the adversary B against the 2-user variant
guess two distinct key indices i,j € [n], embed the two keys obtained in its game in these positions, and
sample the remaining n — 2 keys itself. If the adversary A against the n-user variant uses i (and possibly
j) for its attack, B is successful if A is. The adversary B runs A, guesses two indices, and runs KGen n — 2
times, resulting in ¢ &~ t’ + n. The chance of B guessing correctly is n%, establishing the claim. O

Theorem 3.9 (LEAK-BIND-SS-{CT,PK} = LEAK'"-BIND-SS-{CT,PK}). Assuming a LEAK-
BIND-SS-{CT, PK }-secure KEM KEM' and a preimage-resistant (PR-d) hash function H (when sampling
from {0,1}%%9), there exists a KEM KEM which is LEAK-BIND-SS-{CT, PK}-secure but not LEAK*"-
BIND-SS-{CT, PK }-secure. Concretely, for any LEAK-BIND-SS-{CT,PK} adversary A against KEM’
we construct efficient adversaries By, Ba, Bs such that

Advﬁgﬁg+r-BlND_SS-{CT’PK}(Bl) — 1 and
AdvﬁgaK-BlND-SS-{CT,PK}(A) < AdVER_d(BQ) +AdVig,Cl,K-BIND-SS-{CT’PK}(Bg).
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KGen(): Enc(pk): Dec(sk, ct):

1 z+4-s{0,1}2%¢ 5 m<s {0,1}2%¢ 11 (sk, pk, h, z) < sk
2 (pk,sk) <s PKE.KGen() ¢ m 12 m/ < PKE.Dec(sk, ct)

3 sk« (sk, pk, H(pk), z)
4 return (pk, sk)

13 (ss',r") < G(m/||h)
14 ct' < PKE.Enc(pk,m’;7")
15 if ct = ct:

~

(ss',7) < G(m||H(pk))
8 ct < PKE.Enc(pk, m;r)

55 ¢ J(ss' [H(ct)) |

©

16 | ss ¢ J(s'||H(ct)) ‘
r-—=—-=--- A
| 85 <= 88| r----- hl
10 return (ct, ss) Ls,s,%,,sf ;
17 else

19 return ss

Figure 7: Algorithmic description of ML-KEM and Kyber using functions H, G, and J and a public key encryption scheme

Proof. Let KEM' = (KGen',Enc’, Dec’) with shared secret space SS’ and randomness space Rygen for
key generation be LEAK-BIND-SS-{CT, PK }—secure, and consider the following modification KEM with
shared secret space S8’ U {ss*} where ss* denotes a distinguished shared secret with ss* ¢ SS’ and
randomness space {0,1}2°¢ x Rygey for key generation.

KGen(;r): Enc(pk): Dec(sk, pk, ct):
L (2 rKG) 1 5 return (Enc'(pk), 1) 6 (sh',y) = sk
2 y <+ H(x) 7 (ct',z) « ct
3 (pk', sk') + KGen'(;rkc) s if y = H(2)
4 return (pk', (sk',y)) 9 return ss*

10 return Dec'(sk’, pk, ct’)

KEM is not LEAK'"-BIND-SS-{CT, PK }-secure: An adversary By gets (pky, sk1,71, pky, ska,72) as
input, parses the randomness as (z1,7xg,1) < 71 and (z2,7K@2) < r2, and outputs the two ciphertexts
(0,21), (1, z2) (omitting the indices for the two users). Both decapsulations trigger the special case. Hence,
the shared secrets collide, while the ciphertexts differ (at least) in their first component and B; always
wins.

KEM is LEAK-BIND-SS-{CT, PK }-secure: If A triggers the special condition in the decapsulation,
then it has found a preimage under H (for randomly sampled 256-bit preimages), breaking preimage
resistance. Otherwise, the adversary cannot take advantage of the extra components in the secret key
and ciphertext. Hence, breaking LEAK-BIND-SS-{CT,PK} of KEM implies breaking LEAK-BIND-SS-
{CT,PK} of KEM, which we have excluded by assumption. O

3.3 Kyber and ML-KEM

Figure 7 gives an algorithmic description of Kyber [SAB"| and the new NIST standard ML-KEM [Nat24].
On a high level, the scheme uses a public key encryption scheme PKE in an FO transform [FO99], as well
as three functions H, G, and J (where J is called KDF in Kyber), instantiated as SHA3-256, SHA3-512, and
SHAKE256 with 256 bits output, respectively. Our interest being in the binding properties, we focus here
on the internals of decapsulation. The decapsulation algorithm first decrypts the PKE ciphertext ct to m/’.
Then, it hashes m’ and h (the hashed public key, stored in the secret key) under G onto ss’,7’. It uses r/
as randomness for re-encrypting m'. If the re-encrypted ciphertext matches ct, Kyber outputs J(ss'||H(ct))
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as shared secret while ML-KEM outputs ss’ directly. Otherwise, both implicitly reject by computing the
shared secret as J(z||H(ct)) for Kyber resp. J(z||ct) for ML-KEM, where z is a secret random 256-bit string,
which is part of the secret key.

In the following, we show that ML-KEM and Kyber satisfy the LEAK*"-BIND-SS-{CT, PK} binding
property, assuming collision resistance of all involved hash functions, (only for ML-KEM) random-oracle
properties of H and J, and (only for Kyber) preimage resistance of Gasg for randomly sampled images.

Theorem 3.10 (ML-KEM is LEAK*"-BIND-SS-{CT, PK }-secure). Let A be an adversary against the
(t,e,n)-LEAK*"-BIND-SS-{CT,PK} security of ML-KEM and assume H, J behave like independent ran-
dom oracles. Then we can construct adversaries By, Ba, Bs (given in the proof) with running time ~ t
such that

2

2
n
€< o5 T2 AdVSR(By) + ;15—5% + Advi(Ba) + 2 - AdvgR (Bs),

where qro s the number of random oracle queries made by A.

When treating G, J as quantum-accessible (independent) random oracles, following Zhandry [Zhal5]

we get a query complexity of @(2256/ 3) for finding a collision between the two instead of the [215‘—5% term in
the theorem bound.

Proof. We analyze the probability of A winning over a series of game hops.

+r_ -SS-
Game 0. We start with the original binding game g,\L,ffleéM nBIND §5-{CT.PK} (A):

LEAK*"-BIND-SS-{ CT,PK
AdVML-KEM,n t }(A) = Advf/loL-KEM(A)‘

We distinguish several cases for the adversary to win, depending on how the adversary fulfills the winning
condition and if the decapsulation accepts (line 15 in Figure 7 evaluates to true) or implicitly rejects (i.e.,
decapsulation branches into line 17). We denote line 15 being taken with A, and line 17 with R,, where
x € {i,j} are the key indices in the binding game. We index any intermediate values from decapsulation
of ct; and ct; with ¢ and j, respectively. We assume a successful adversary, i.e., ss; = ss;. Note that R,
and A, are mutually exclusive. The cases are:

A. Both decapsulations reject and the ciphertexts are for two distinct public keys, i.e., RiAR;Apk; # pk;.
B. Both decapsulations reject and the ciphertexts are distinct, i.e., R; A R;j A ct; # ct;.

C. One decapsulation rejects, i.e., wlog. R; A A;.
D

. Both decapsulations accept and the ciphertexts are for two distinct public keys, i.e., A; A A; A pk; #
pk;.
E. Both decapsulations accept and the ciphertexts are distinct, i.e., A; A Aj A pk; = pk; A ct; # ct;.

We treat these cases as events in Gy and indicate the occurrence of event X by Gy[X]. By the union bound
we get:

X
Adv%/(I)L-KEM(A) < Z AdeAOE-rgEM(A)
Xe{A,B,C,D,E}

12



Case A (Both decapsulations reject, distinct public keys: R; A R; A pk; # pk;).

Here, we bound the probability of the adversary producing ciphertexts that both get implicitly rejected
during decapsulation and decapsulate to the same shared secret under distinct public keys.

Game A.0. This is the game conditioned on R; A R; A pk; # pk; being satisfied.

Go[RiAR; Apk;#pk;]
AdV%/iAL'-OKEM (A) = Advl\/?L—KEM] S (A).

Game A.1 (Colliding z values). We let Ga ( return false if there is a collision among the z values in
the n secret keys. Since the z values are 256-bit strings sampled uniformly at random, by the birthday

bound we get:

n?

Advif e (A) < Advicem(A) + 555

Game A.2 (Collision under J). Now, we have established z|[ct; # zj|lct; (since z; # z;), yet
J(zil|cti) = J(zj]|ct;). We build a reduction By that outputs z;||ct;, ;|| ct; as a collision under J:
Advis icem (A) < AdVSR(B1).

Case B (Both decapsulations reject, distinct ciphertexts: R; A R; A ct; # ct;).

Here, we bound the probability of the adversary producing two distinct ciphertexts that both get implicitly
rejected during decapsulation and decapsulate to the same shared secret.

Game B.0. This is the game conditioned on R; A R; A ct; # ct; being satisfied.
Go[RiARjActi#ct;
AdeABL?KEM(A) = AdVNTL[-KEMJ e J](A)‘

Since ct; # ctj, we also have z;||ct; # zj||ctj, yet J(z|ct;) = J(2j||ctj). As in the prior case, the
reduction B; that outputs z;|ct;, zj|| ct; produces a collision under J:

AdVEE Sem (A) < AdvER(By).

Case C (One decapsulation rejects: R; A A;).
Here, we bound the probability of the adversary producing exactly one ciphertext that gets implicitly

rejected during decapsulation while both ciphertexts decapsulate to the same shared secret.

Game C.0. This is the game conditioned on R; A A; being satisfied.
. Go[R;NA;
AdV%A(Ef]KEM (A) = AdVMOE-KEM]] (A).

For A to win, it needs to create a collision J(zl[ct;) = ss; = ss; = Gaze(m}||h;) between J and
G. Assuming both J and G behave like (independent) random oracles, the probability of finding such a
collision with gro many random oracle queries is upper bounded by:

2

ge. 9RO
Advyikem(A) < 5256
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Case D (Both decapsulations accept, distinct public keys: A; A A; A pk; # pk;).

Here, we bound the probability of the adversary producing ciphertexts that both get accepted during
decapsulation and decapsulate to the same shared secret under distinct public keys.

Game D.0. This is the game conditioned on A; A A; A pk; # pk; being satisfied.

g GolAiNA;Apk,#pk ]
Advigi kem (A) = Advig kem’ 7(A).
Since we know that pk; # pk; and Gase(m;||H(pk;)) = ss; = ss; = Gase(m;||H(pk;)), it must be that A
provides us with a collision either in H or in Gos6. Once more, we can distinguish two cases:

1. The first case is m;||H(pk;) = m;|[H(pk;). Then we can build a reduction By that outputs pk;, pk;
as collision under H.

2. Otherwise, m;||H(pk;) # m;|[H(pk;), and we can build reduction Bs that outputs m;||H(pk;), m;||H(pk;)
as collision under Gosg.

Jointly,
AdviL S enn (A) < AdvR(Ba) + AdvER (Bs).

Gase

Case E (Both decapsulations accept, distinct ciphertexts: A; A A; A pk; = pk; A ct; # ct;).

Here, we bound the probability of the adversary producing ciphertexts that both get accepted during
decapsulation and decapsulate to the same shared secret under the same public key.

Game E.0. This is the game conditioned on A; A Aj A pk; = pk; A ct; # ct;j being satisfied.

i Go[AiNAj Apk;=pk. Act;#ct;]
Adv%/IEL?KEM(A) = Advl\/(l]L-KEMJ ! T(A).

We know that pk; = pk;, and hence h; = H(pk;) = H(pk;) = h; in Gose(millh;) = ss; = ss; =
Gase(m||hj). Note that we must have m; # m;: Otherwise, the re-encryption step in both decapsulations
would result in identical ciphertexts ct; = ct;, which contradicts the condition of event E.

As in the prior case, the reduction By that outputs m;||H (pk;), m;||H (pk;) produces a collision under
Gase:

Adviti ke (A) < AdVES (Bs).

Gas6

Collecting the bounds yields the claim. O

The Kyber proof does not need to consider collisions across hash functions, allowing us to avoid relying
on the random oracle. Instead, we additionally rely on the hardness of finding preimages under Gosg for
randomly sampled images. Overall, the Kyber proof otherwise follows a similar strategy as the one for
ML-KEM.

Theorem 3.11 (Kyber is LEAKT"-BIND-SS-{ CT, PK }-secure). Let A be an adversary against the (t,€e,n)—
LEAK*T-BIND-SS-{CT, PK} security of Kyber. Then we can construct adversaries By, B, Bs, By, Bs
(given in the proof) with running time ~ t such that

2

n
e < AdviR(B1) + AdviT(Bs) + AdvER (Ba) +n - Adves! (Bs) + 4 - AdviR(Bs) + 555
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Proof. We analyze the probability of A winning over a series of game hops.

+7r_ -S5S-
Game 0. We start with the original binding game Qéi’ifn BIND-S5-{ CT.PK} (A):

LEAK*T-BIND-SS-{CT PK
AdVKyber,n t }<’A> - Adv%;/ber(A)'

We distinguish several cases for the adversary to win, depending on how the adversary fulfills the winning
condition and if the decapsulation accepts (line 15 in Figure 7 evaluates to true) or implicitly rejects (i.e.,
decapsulation branches into line 17). We denote line 15 being taken with A, and line 17 with R,, where
x € {i,j} are the key indices in the binding game. We index any intermediate values from decapsulation
of ct; and ct; with i and j, respectively. We assume a successful adversary, i.e., ss; = ss;. Note that R,
and A, are mutually exclusive. The cases are:

A. Both ciphertexts are distinct, i.e., ct; # ct;.
B. Both decapsulations reject and the ciphertexts are for two distinct public keys, i.e., R;AR;jApk; # pk;.

C. One decapsulation rejects and the ciphertexts are for two distinct public keys, i.e., wlog. R; A A; A
pk; # pk;.

D. Both decapsulations accept and the ciphertexts are for two distinct public keys, i.e., A; A A; A pk; #
pk;.
We treat these cases as events in Gy and indicate the occurrence of event X by Gy[X]. By the union bound
we get:
Go[X
Adv%;/ber(‘A) < Z AdVK[))/[beg (‘A)
Xe{A,B,C,D}

Case A (distinct ciphertexts: ct; # ct;).

Here, we bound the probability of the adversary producing two distinct ciphertexts that decapsulate to
the same shared secret.

Game A.0. This is the game conditioned on ct; # ct; being satisfied.
Golct; #ct;
AdviGie, (A) = Advige” ) (A).

We know that J(x;||H(ct;)) = ssi = ss; = J(xj]|H(ct;)) for z; being either ss; (in case of an accepting
decapsulation) or z; (in case of an implicitly rejecting decapsulation), and z; likewise. Since we know that
ct; # ct;, we can now either build a reduction By that outputs ct;, ct; as collision under H, or a reduction
By that outputs z;||H(ct;), x;||H(ct;) as collision under J:

Adviie (A) < AdviF(Br) + AdvSR(By).

Case B (Both decapsulations reject, distinct public keys: R; A R; A pk; # pkj).

Here, we bound the probability of the adversary producing ciphertexts that both get implicitly rejected
during decapsulation and decapsulate to the same shared secret under distinct public keys.

Game B.0. This is the game conditioned on R; A R; A pk; # pk; being satisfied.

Adv%ﬁhoer(A) - Advi[;[b]ZiARj/\pkﬁépkj] (A)
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Game B.1 (Colliding z values). We let G return false if there is a collision among the z values in
the n secret keys. Since the z values are 256-bit strings sampled uniformly at random, by the birthday

bound we get:

TL2

GB. gg.
Ade?bOer(‘A) < Ade;bler("LD + W

Game B.2 (Collision under J). Now, we have established z;||H(ct;) # zj||H(ct;) (since z; # zj),
yet J(z;||H(ct;)) = J(zj|[H(ct;)). The reduction By that outputs z;||H(ct;), zj||H(ct;)® produces a collision
under J:

AdviZil, (A) < Adv§R(By).

Case C (One decapsulation rejects, distinct public keys: R; A A; A pk; # pkj).

Here, we bound the probability of the adversary producing exactly one ciphertext that gets implicitly
rejected during decapsulation, while both ciphertexts decapsulate to the same shared secret under distinct
public keys.

Game C.0. This is the game conditioned on R; A Aj A pk; # pk; being satisfied.

Go[RiNAj Apk;#pk;]

Advﬁgboer(‘A) = AdVKyber (“4)

If ss; # zj (for ss' = Gasg(m||h;)), again the reduction By from Game Gy o that outputs ss;||H(ct;) and
zj|[H(ct;) produces a collision under J. Otherwise, we can build a reduction B3 that guesses j € [n] and
embeds an image of Gase in z;, producing a preimage under Gosg for randomly sampled images (PR-r) if it
guesses j correctly. Hence,

Advie (A) < AdvER(By) +n - AdvERT (Bs).

Gas6

Case D (Both decapsulations accept, distinct public keys: A; A A; A pk; # pk;).

Here, we bound the probability of the adversary producing ciphertexts that both get accepted during
decapsulation and decapsulate to the same shared secret under distinct public keys.

Game D.0. This is the game conditioned on A; A A; A pk; # pk; being satisfied.

GolAiNAjApk;#pk ;]
Advﬁ?b%r(‘A) = AdVK[))/ber SRR (A)

Now, J(Gase(millhi)|[H(cti)) = ss; = ssj = J(Gase(my|hy)|[H(ct;)) for pk; # pk;. It must be that A
provides us with a collision either in J, Gasg, or H. Once more, we can distinguish the cases:

1. In case Gosg(millhs)||H(ct;) # Gase(mj||hj)||H(ct;), then reduction By outputs Gase(m;l|h;)||H(cti),
Gase(m||hj)||H(ct;) as collision under J.

2. Otherwise, if m;||h; # mj||h;, then we can build a reduction By that outputs m;||h;, m;||h; as collision
under Gosg.

3. Otherwise, we must have m;||h; = m;|h; and H(pk;) = h; = h; = H(pk;). By event D, pk; # pk;
and we can build a reduction Bs that outputs pk;, pk; as collision under H.

Jointly,
AdVECL (A) < AdVER(B) + AdvER (B1) + AdviR(Bs).

Collecting the bounds yields the claim. O

This is the same reduction Bz as in Game Ga o, which outputs x;||H(ct;), z;||H(ct;), where x;,x; are z;, z; for implicitly
rejecting decapsulations that we consider here.
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4 Security Model

We analyze security of the PQXDH protocol in a computational, game-based security model for authen-
ticated key exchange protocols, following the tradition of Bellare and Rogaway (BR) [BR94], but refined
towards the maximum-exposure security that Signal’s handshakes (both X3DH and PQXDH) aim at. Our
model is based on prior Signal and Signal-like security models by CCDGS [CCD"17] and particularly
BFGJS [BFG 22, BFGT21], the latter introducing syntax and modeling for the particular class of asyn-
chronous key exchange protocols that the Signal handshakes belong to.

In BR-style models, a computational adversary interacts with multiple users across multiple sessions of
the key exchange protocol, fully controlling the network and being able to reroute, modify, inject, and drop
messages at will (through a SEND oracle). For maximum-exposure, the model allows the adversary to com-
promise a user’s long-term key (via a CORRUPTLTKEY oracle) and semi-static keys (CORRUPTSSKEY),
as well as reveal a session’s key (REVEALSESSKEY) and ephemeral randomness (REVEALRAND).® The tar-
geted security property finally is key indistinguishability, asking that keys established in so-called “fresh”
sessions are indistinguishable from random keys. “Freshness” here encodes that a session is not trivially
compromised and that the protocol under analysis aims to protect against the involved key compromises
(defined through a set of “clean” predicates). We will detail those technical bits below.

For the analysis of PQXDH, we extend the prior models in several ways:

o Prior models [CCD 17, BEG'22, BFGT21] assumed semi-static keys being authentically distributed.
However, only long-term keys can be verified out-of-band in Signal, and semi-static keys are signed
with those keys instead. We are the first to capture these signed semi-static keys in a traditional
game-based model for a computational security analysis. In both the model and the security analysis
(cf. Section 5), capturing these signatures leads to notable added complexity.

o In contrast to Signal’s classical X3DH handshake, PQXDH also involves signed ephemeral (KEM)
keys. We capture this, too, expanding on the set of attack vectors our model covers.

o PQXDH adding KEM keys means that multiple semi-static keys (DH and KEM) can now be involved
in a handshake. We capture this by accordingly modified identification of semi-static keys.

Note that CCDGS [CCD"17] also analyzed the Double Ratchet protocol, working in a multi-stage key ex-
change model [FG14]; PQXDH does not affect the ratcheting part, hence we focus on the initial handshake.
BFGJS [BFGT22, BFG21] in turn also studied deniability, which we do not consider in this work.

In the following, we will first review the syntax required to express both the PQXDH protocol and the
security model formally; we mostly follow BFGJS [BFG 22, BFG'21] here, in parts verbatim, and focus
on highlighting (with light-gray background) the main differences introduced in this work to account for
signed semi-static and ephemeral keys as well as multiple identifiers for semi-static keys.

4.1 Syntax and Notation

Key exchange syntax. We define a two-party key exchange protocol via the following probabilistic
algorithms:

o KGenLT() s— (ltpk, ltsk): The long-term key generation algorithm that outputs a party’s public-
key /secret-key pair.

5This in particular covers forward secrecy (compromise of long-term and semi-static keys after a handshake took place)
and a form of post-compromise security [CCG16] (compromise of long-term and semi-static keys before a handshake with
uncompromised ephemeral randomness takes place) for the handshake. Note that our model only considers the initial hand-
shake; Signal’s subsequent Double Ratchet protocol [MP16a] provides further (classical) forward security and post-compromise
security.
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o KGenSS( ltsk ) s— ((sspky, sssky, 01 ), ... ): The semi-static key generation algorithm that takes as

input a long-term secret key ltsk and outputs a vector of public-key/secret-key pairs and correspond-

ing signatures.”

o Run(itsk, sssk, ltpk, T, m) s— (n',m’): The session execution algorithm that takes as input a party’s
long-term secret key ltsk, that party’s semi-static secret keys ss_ék, all parties’ long-term public keys
ltz_)'k, a session state 7, and an incoming message m, and outputs an updated session state 7’ and a
(possibly empty) outgoing message m’. The session sending the first message is set up by calling Run

with a distinguished message m = (create, ( ssid ,type)), where ssid indicates the semi-static keys®
to be used and type whether a full (type = full) or reduced (type = reduced) handshake should be
performed.

Note that an explicit ephemeral key generation algorithm is not mandatory and can happen inside of Run.

Parties and sessions. In our model, each party P € [np] holds a long-term public-key/secret-key pair
generated by KGenLT and may run multiple instances of the protocol (simultaneously or sequentially); we
denote the ith such session of party P by W}Q. The security game maintains the following information for
each session:

o oid € [np]: The identity of the session owner.

e pid € [n,]U{*}: The identity of the intended peer, which may initially be unknown (indicated by *).
o role € {initiator, responder}: The role of the party.

o Stexec € {L, running, accepted, rejected}: The status of this session’s execution.

o sid € {0,1}* U{L}: A session identifier defining partnering.

o cid € {0,1}* U {L}: A contributive identifier, defining a preliminary form of partnering (often
as a substring or prefix of the session identifier) for the case the session is not yet bound to an
authenticated peer [DFGS15].

o K e KkeU{L}: The session key established in this session, initialized to L.

o type € {full,reduced}: Indicator whether an ephemeral pre-key was used (type = full) for key estab-
lishment, or not (type = reduced).

e coins € Rke: The random coins from the randomness space Rkg used in the execution of Run; set
by the game and read-only thereafter.

o sspks € ({0,1}*)* U {L}: The semi-static public keys used in this session.

For bookkeeping in the security game we additionally introduce the following flags, which are not accessible
by the protocol sessions:

"The length of this vector is protocol-dependent; e.g., in X3DH, semi-static keys consist of one DH key pair, and PQXDH
adds a second semi-static key (for a KEM scheme). For simplicity, we have a set of semi-static keys be generated in one
operation, yet in the protocol each key can be used independently.

81n the model, semi-static keys are identified by some value ssid = ”s,n” where s indicates the KGenSS call through which
they were generated and n the key’s position in that call’s output. In practice, the latter signifies the type of semi-static key
if there are several; for PQXDH, n = 1 for DH keys and n = 2 for KEM keys.
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 revrand € {true, false} indicates whether the random coins 7.coins have been revealed via a REVEALRAND

query. The default value is false.

o pcorr € {true, false} indicates whether the peer’s long-term key was corrupted at the point in time
when this session accepted. The default value is false.

Session partnering. We say two sessions 7r}'] and ﬂ{} are partnered if they agree on the session identifier:
whr.sid = w{}.sid # L. Contributive identifiers (cid) indicate when sessions may eventually derive the same
key but are not fully partnered (yet); we use these to model security of initiator’s keys in incomplete
handshakes.

4.2 Security Game

The security property of an authenticated key exchange protocol KE we consider in this work is indistin-
guishability of session keys (Kl), formalized through the game GKL(A) in Figure 8 played by an adversary A.
At the start of the game, a random challenge bit byest <—s {0, 1} is fixed and long-term public-key /secret-key
pairs are generated for all n, honest parties and their public keys lt;k and ss}fk‘ provided to the adversary.
The adversary is then able to interact with honest parties via the following queries:

o SEND(U,i,m): Sends message m to session 7r§], which corresponds to executing Run(ltsky;, ssgkU,
ltpk, 7y, m), saving the updated session state 7’ as mj;, and returning the outgoing message m’ to
the adversary.

o CORRUPTLTKEY(U): Returns party U’s long-term secret key ltsk; to the adversary; recorded
through the flag corrltky.

o CORRUPTSSKEY (U, ssid): Returns party U’s semi-static secret key sssksﬁid to the adversary; recorded

through the flag corrssk ;. , where sspk is the public key corresponding to sssk?}id.g

o REVEALRAND(U,i): Returns the randomness m;.coins of session 7, to the adversary, recorded in
the session through the flag revrand.

o REVEALSESSKEY(U,4): Returns the session key 7¢;.K of session 7¢; to the adversary, recorded in the
session through the flag revealed.

o TEsT(U,i): If a TEST query has been made before or session 7riU has not accepted, then return
L. Otherwise; if best = 0, return 7;;.K, otherwise return a randomly sampled session key from the
protocol’s key space Kkg. Record the test session as 7* <— 7y;.

At the end of the game, the adversary outputs a bit &’. The adversary is said to win if b/ = biest
and the test session 7* is fresh. Formally, if the test session is fresh, the experiment outputs 1 if b’ =
brest and 0 otherwise; if the test session is not fresh, then the experiment outputs a random bit. The
adversary’s advantage in the key indistinguishability game measured as the experiment outputting 1 minus
the adversary’s guessing chance, %

Definition 4.1 (Key indistinguishability). Let KE be a key exchange protocol and A an adversary against
the key indistinguishability (K1) game g&'E(A) in Figure 8. We say that KE achieves (t, €, (qsnd, 4CorrLT,

9Since we model that semi-static keys are not authentically distributed (but signed), sessions only know the public key
received (sspk), but not the game label ssid, which was used in prior models [CCD 17, BFG 22, BEG™21] to track compromise
more easily.
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KE(A): fresh(7™):

1 brest <=5 {0, 1} //sample challenge bit 14 if m*.revealed = true: return false // test session is revealed
2 7 <= L //variable for test session 15 if 3], # 7 ¢ (n},.sid = w*sid A 7}, .revealed = true): return false
3 for U € [ny] // sencrate long-term keys test session’s partner is revealed
KE *
4 (ltpky, ltsky) <s KGenLT() 16 return cleanz oo (")
5 for s € [nu] ) \ test session is clean wrt. to its handshake type (full resp. reduced
£ ss generate semi-static keys
5,1 5,1 sl
6 ((sspkU ,sssky o), ) <8 KGenSS(ltsky;) sound():
3 5,1 S€([n.s]
7 sssky + {SSSkU yeee } 17 return V distinct 7, 7', 7" : (
8 ltpk « {ltpkU}UE[n | 18 (msid=n'sid # L = 7.K =7 KAm.type = n’.typeAr.cid = 7’.cid)
P
- » L selns same session identifiers imply same key, type, contributive identifiers
stke{sskb‘ Gy } > . .
P (sspkyy, o), U€lnyp) 19 and (w.sid = n’.sid # L A m.role = initiator = 7’.role = responder)
10 b s A(lt‘;k ss%k) run adversary session identifiers of two initiator sessions never collide
, advers:
H _ A _ "o _
11 if sound() = false: return true //adversary wins if it breaks soundness 20 and (m.sid = 7'.sid = 7".sid # L = m.type = FEd“CEd))
12 §F fresh(m") = false: B < 0/ wciac B e session identifiers of three sessions only collide in reduced mode
= : attack invalid if test session is not fresh

13 return [b' = byest] // determine win or loss

SEND(U, i,mn): CoRRUPTLTKEY(U):
21 Bf T = L: //initiate sessions for responders, we have m  (create, (554, type)) 36 corrltky ¢ true // mark long-term key corrupted
22 7g.0id <= U //set owner identity 37 return ltsky //return long-term secret key

23 if m = (create,...): mi .role < responder // <ct responder role .
( v )iy P [ repond e CORRUPTSSKEY (U, ssid):

24 else 'n{/.role < initiator // set initiator role (m is first message)
i 38 corrssk iy ¢ true // mark semi-static key corrupted
25 T7.€0INS —$ RKE // sample session randomness sspky;
26 T .Stexec <— running 39 return ssski / retum somi-static seeret key
27 (mf;,m') < Run(ltsky, sssky, ltpk, 7(;, m) )
28 if 7ly.Stexec = accepted: // flag if peer was corrupted upon acceptance 40 if 7 = L: return L //session does not exist
29 m.peorr « corrltk,; o 41 mgr.revrand 4= true // mark randomness revealed
U . .

, 42 return m(;.coiNs // return session’s random coins

30 return (m', m( .Stexec) // return message and session state
) REVEALSESSKEY (U, ©):

TEsT(U, 1):

. ) . 43 if wl; = L or m}; .Stexec # accepted: return L
31 if m; = L or 7y .Stexec # accepted or 7 # L: return L

session does not exist or has not yet derived session key
session does not exist, has not accepted yet, or test already asked "
. P 44 myr.revealed <— true // mark session key revealed
32 7 4= MY // record test session 5

i 45 return 7y K/ retum session key
33 Ko + 7m;.K

34 Ky < Kke

35 return Ky, //return real-or-random challenge key

Figure 8: Key indistinguishability (KI) game for key exchange protocol KE (top), in which adversary A has access to
oracles SEND, TEST, CORRUPTLTKEY, CORRUPTSSKEY, REVEALRAND, and REVEALSESSKEY (bottom), and wrt. to
(protocol-specific) clean predicates clean®E for KE. Highlighted code reflects the main changes compared to the model of
BFGJS [BFGT22, BFG'21]. The clean predicates for PQXDH protocol capturing classical security (clean®®PH) and post-
quantum security (clean®®PH-Q) are given in Figure 9.

dCorrSS; qRevR s (RevSK ) )—key indistinguishability, if for any adversary A against g,*é'E (A) with running time
at most t and making at most gsnd, GCorrL.T, GCorrSS, qRevR,> TESD. qRevsK queries to its SEND, CORRUPTLTKEY,
CORRUPTSSKEY, REVEALRAND, resp. REVEALSESSKEY oracles, we have that

Advi(4) = Pr [GEL(A)] - % <e

Note that the model restricts the adversary to a single query to the TEST oracle.

Soundness. The model also captures soundness (via the predicate sound), i.e., that session identifiers
appropriately reflect correct protocol executions. Concretely, soundness demands that an adversary cannot
create one of the following situations (or else it will win the game immediately):

20



Predicates clean”®PH capturing classical security clean tss(7*):
cIeanZﬂXDH(w*): 53 return
54 (W*.role = initiator and —corrltk,+ g and —corrssk . and —\ﬂ'*.pcorr)
PQXDH (_x " - 7% sspks[1]
46 return clean g (7) or cleangg(r™) tested initiator’s long-term and responder’s semi-static DH secret keysare uncompromised

and responder long-term (signing) secret key was uncompromised upon acceptance

cleanPQXDH (7).
leANreduced (T )* 55 or (" .role = responder and —corrltkr~ pia and —corrssk .« 1)
47 return cleanitss(m™) or cleangt(7™) or cleangss(7™) initiator long-term and tested responder’s semi-static DH secret keysare uncompromised

.
cleange(7*): cleang.r(7%):
48 return —r*.revrand and (cleanpeee(n*) or cleansge (")) 56 return

test session randomness is unrevealed and peer’s ephemeral contribution is clean [GTJCISaRIVISIEHEE 57 (w*.role = initiator and —7*.revrand and ﬂcorrltkn*.pad)
tested initiator’s randomness is unrevealed and responder long-term secret key is uncompromised
*\.

M 58 or (w*.role = responder and cleanyeere (1) and ﬁcorrltkw*,oid)
49 return initiator’s ephemeral contribution is clean and tested responder’s long-term secret key is uncompromised

50 (7r*4ro|e = initiator and 37 # 7" : N
. . cleangss(7*):
(m.role = responder and 7*.cid = 7.cid and ﬁﬂ'.revrand)) -
ntril 59 return
contributively-partnered responder session’s randomness is unrevealed
. L "
51 or (7r*<ro|e = responder and 37 # 1" : 60 (ﬂ' .role = initiator and —7*.revrand

and Vsspk € m*.sspks : (—corrsskys,r) and - .peorr

(m.role = initiator and 7*.sid = 7.sid and ﬁﬂ'.revrand)) 2

partnered initiator session’s randomness is unrevealed

cleangige (™) : and responder semi-static secret keys are uncompromised
— igni key was uncompromised upon acceptance
i Teou]

1tic KEM public key|

52 return (7r*.ro|e = initiator and —7*.pcorr

7 _ g p——
and V7 : ((m.role = responder and 7*.pid = 7.o0id 61 or (ﬂ'*.role = responder and clean e (")

and 7*.cid[4][2] = 7.cid[4][2]) = —.revrand) and Vssph € 7*.sspks : (—\corrssk,s,.k))

rCC- T T T T T T T T T T T — 1

T

'and (7*.cid[4][2], -) ¢ sspkj) initiator’s ephemeral contribution is clean and tested responder’s semi-static secret keys are uncompromised
long-term (signing) secret key of the responder peer was uncompromised upon acceptance,

and if a partner with the same ephemeral KEM key exists
then that partner’s randomness is unrevealed,

. PQXDH- . . 0
Predicates clean Q capturing post-quantum security cleangsg(m*):
cleanmXDH'Q(w*): 65 return
B 66 (W*Arole = initiator and —7*.revrand and
62 return cleang (7" 2
ee(™") Js € [nss] : m".sspks[2] = sspky< 4 and —corrssk 7r*‘sspks[z])
PQXDH-Q /. tested initiator’s randomness is unrevealed and
clean, giceg (") responder’s semi-static [KBMI secret key [NESINOHESUNIESHETAtEA| ~nd is uncompromised
63 return C|€angss(7r*) 67 or (ﬂ'*.role = responder and cleanyeere (1) and —corrssk: "*_Sspks[z])

initiator’s ephemeral contribution is clean and

Q /. tested responder’s semi-static JBM sccret key is uncompromised
cleangg(7"):

64 return —7*.revrand and cleanpeee (")

test session randomness is unrevealed and peer’s ephemeral contribution is clean

Figure 9: Clean predicates for the PQXDH protocol capturing classical security (cIeanPQXDH, top) and post-quantum security

(clean”@PH-@ " hottom). For post-quantum security, the elliptic curve-related clean predicates (cleanitss, cleang T, cleangge)
become moot; security is expected from the ephemeral (cleangE) resp. semi-static (clean,?ss) KEM component for full resp.
reduced handshakes, upon non-tampered transmission. Lighter gray code reflects the main changes in the classical security
predicates compared to the model of BFGJS [BFG 22, BFG'21]. Highlighted code reflects changes in the post-quantum

attacks between ephemeral and semi-static KEM public keys in PQXDH, since their signatures lack domain separation (cf.
discussion in Section 4.3).
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(i) Two sessions accept with the same session identifier, but derive different session keys, indicate dif-
ferent handshake types (full vs. reduced), or do not agree on their contributive identifiers (Fig. 8,
line 18).

(ii) Two initiator sessions accept with the same session identifier (Fig. 8, line 19).

(iii) Three sessions accept with the same session identifier in full handshake type (Fig. 8, line 20).

Freshness. Unrestricted access to the game oracles allows for trivial wins, e.g., by testing a session
key and also revealing it (or its partner). The freshness predicate fresh rules out such trivial wins, and
further encodes that the adversary has not obtained sufficiently many secrets, via CORRUPTLTKEY and/or
CORRUPTSSKEY and/or REVEALRAND queries, to derive the session key of the test session itself and/or
substituted signed keys in its execution; this is encoded through a set of so-called clean predicates (Figure 8,
line 16, and Figure 9).

4.3 Clean Predicates for PQXDH: Capturing Classic and Post-quantum Security

Following the terminology of CCDGS [CCD ™ 17], the specific security properties targeted by a key exchange
protocol KE are expressed through a set of clean predicates clean®E. Figure 9 formalizes the maximum-
exposure security properties for PQXDH, both for classical security (cIeanPQXDH) as well as for post-
quantum security (clean?@XPH-Q),

Classic security. The core classical security properties in clean”®*PH (Figure 9, top) closely follow those
for the classical X3DH handshake [CCD"17, BEG'22]: in handshakes where the long-term/semi-static,
ephemeral/long-term, or ephemeral/semi-static (or, for type = full handshakes, ephemeral/ephemeral)
secrets combination between initiator/responder is not revealed, we expect security of the derived session
key. Jumping ahead, for those combinations where PQXDH employs both DH and KEM keys, we will
obtain hybrid/combiner security terms in our analysis (see Section 5.1), capturing that an adversary has
to break both primitives to successfully attack the protocol via these compromise angles.

In addition to prior work [CCD 17, BFG™22, BEFG"21], our clean predicates model the signatures on
the responder’s (ephemeral KEM and semi-static public) keys and allow the adversary to replace semi-static
keys (on top of replacing ephemeral keys) sent over the network. Instead of assuming authentic distribution
of semi-static public keys, we merely preclude the adversary from compromising the (long-term) signing key
prior to the targeted session having accepted (cf. Figure 8, lines 54 and 60). Treating signatures explicitly,
we also capture the additional guarantee that signing KEM keys gives: for the ephemeral /ephemeral com-
bination to contribute security, it is now (also) sufficient to have the peer’s contribution be cleanly signed
(cf. Figure 8, line 48). To that end we set a flag pcorr in a session if its peer was corrupted upon acceptance
(Figure 8, line 29). For PQXDH, this part of the model ensures that a quantum-later adversary cannot,
in addition to a “harvest now, decrypt later” attack, replace the ephemeral KEM public key with its own
without being noticed.

Trivial KEM key confusion due to lack of domain separation. Unfortunately, PQXDH signs
ephemeral and semi-static KEM public keys without any domain separation (e.g., labels indicating the key
type). This leads to a trivial KEM key confusion attack: an active adversary can swap out an ephemeral
for a semi-static KEM public key (or vice versa), without Alice being able to distinguish the two types,
resulting in reduced forward security guarantees. Note that this is different from the key confusion attack
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noticed by BJKS [BJKS24], where the adversary exchanges the semi-static DH and the semi-static KEM
key.'V

The formal analysis of BJKS [BJKS24] treated all KEM public keys as semi-static, side-stepping the
issue. Here, we model both ephemeral and semi-static KEM keys and capture their distinct security
properties if the adversary does not mount such trivial key confusion attack. We highlight the code ruling

7777777777 ml

out this trivial attack with [quihiegiibggeisj in Figure 9 (lines 52 and 60). We emphasize that this attack
would be easily avoided by domain separating PQXDH’s signature, allowing stronger security guarantees
(cf. our proof details), a fix suggested also by BJKS [BJKS24] and envisioned by the Signal team for the
next protocol upgrade.

Post-quantum security. Via a separate set cleanPQXPH-Q (Figure 9, bottom) of clean predicates for
post-quantum security, we capture the security that remains against a quantum adversary: PQXDH is
expected to provide key indistinguishability through a non-tampered KEM encapsulation, either ephemeral
(in a full handshake) or semi-static (in a reduced handshake). The authentic transmission of KEM keys
captures an adversary that can not yet forge signatures (i.e., the signatures still protect the authenticity of
the KEM keys) or a quantum adversary that does not tamper with the transmission of the KEM keys. Note
that since a quantum adversary can efficiently break discrete logarithms, the DH shares cannot contribute
to security anymore.

Clean predicates details. Let us go through the clean predicates in formal detail now. We start with
the classic security predicates, which are in parts also used for defining post-quantum security. Let 7*
denote the test session. Depending on whether an ephemeral pre-key was used in the key derivation of 7*
or not, we apply either the cleang, or the clean equced predicate to n*.

Since clean,edquced i part of the description of cleans,, we first discuss the case 7*.type = reduced.
Intuitively, a session key derived in such a session remains unknown to the adversary, if one of the four
shared secrets (i.e., excluding the unused DH,;) that constitute the master secret is “clean”, i.e., cannot
be computed by the adversary. This is the case if one of the following three clean predicates holds for the
test session 7*:

clean tss: This predicate indicates whether the combination of the long-term key of the initiator and the
semi-static DH key of the responder are unknown to the adversary. If the test session is an initiator,

the responder’s signing key must further be uncompromised upon acceptance.

cleang t: This predicate indicates whether the combination of the ephemeral contribution of the initiator
and the long-term key of the responder is unknown to the adversary.

cleangss: This predicate indicates whether the combination of the ephemeral contribution of the initia-
tor and the semi-static keys of the responder are unknown to the adversary. If the test session is

e e . . . L
an initiator, the responder’s signing key must further be uncompromised upon acceptance ,and in,

PQXDH’s signatures discussed above. If such domain separation were added, PQXDH could be
proven secure wrt. stronger clean predicates not ruling out such confusion as trivial.

If the test session 7* is a responder session, the evaluation of cleang T and cleangss necessitates a
further predicate called cleanyeere (in all other cases, it is sufficient to consider the compromise of keys and

randomness via the flags corrltk, corrssk, revrand, and pcorr).

10The latter confusion is not a trivial attack against Signal’s implementation of PQXDH since the sizes of DH and KEM
public keys are distinct. Hence, we do not exclude it in the model but explicitly rely on this distinction in our analysis.
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cleanpeere: This (sub)predicate indicates that the randomness used within any (sid- or cid-)partnered ses-
sion is unknown to the adversary.

For test sessions in full handshake mode, i.e., where 7*.type = full, it must either hold that clean equced
is true or that the additional input to the master secret computation is clean. The latter is captured by
the following predicate:

cleangg: This predicate indicates that the ephemeral contribution of the test session is unknown to the
adversary, and that the ephemeral contribution of the peer is unknown to the adversary (captured
by cleanpeere) or was “cleanly” signed (captured by the new cleangge predicate we introduce). It is
the second part of this “or” statement by which our model captures that KEM ephemeral keys are
protected by signatures against replacement.

Again, the predicate cleanyeerg helps to determine within cleangg whether the randomness of the test
session’s (contributive) partners is unrevealed. The following predicate precludes that the adversary sub-
stitutes the responder’s ephemeral key and signs it with the signing key obtained from corrupting the
long-term key.

cleangge: This (sub)predicate indicates that for initiator test sessions the peer was not corrupted at the
time of acceptance and that, if the test session’s peer has issued the ephemeral KEM public key used
in the test session (that is, 7*.cid[4][2])!!, then the randomness for generating that ephemeral KEM

due to lack of domain separation in PQXDH’s signatures discussed above.

Finally, the post-quantum security relies solely on the ephemeral /ephemeral KEM contribution for full
handshakes resp. on the ephemeral/semi-static KEM contribution for reduced handshakes, captured via
the following two predicates:

cleangE: As for classic security, this predicate requires that the ephemeral contribution of both the test
session and its peer session are unknown to the adversary. Note that since PQXDH’s signatures
are only classically secure, they cannot contribute to post-quantum security and the cleangge sub-
predicate is accordingly omitted.

cleangssz Similar to classic security, this predicate requires that the ephemeral contribution of the initiator
and the semi-static contribution of the responder are unknown to the adversary. Just that here, only

the KEM secret key is relevant for security and must have been honestly generated, since again we
cannot hope for tampering protection from the (classically-secure) signatures. Requiring honestly
generated keys for post-quantum security also excludes the trivial KEM key confusion attack.

5 PQXDH Analysis

We formalize the PQXDH handshake in Figure 10, highlighting the changes compared to X3DH to achieve
post-quantum security in dark gray. Ours is the first reductionist analysis to model the signatures on

public keys, which we accent with light gray. Long-term key pairs consist of a DH key pair and a signing

"Note that other elements in cid might differ. A prior version incorrectly compared the full cid; we acknowledge
Hashimoto, Katsumata, and Wiggers for pointing out this oversight.

24



KGenLT():

1 (Utpk®", itsk®) «—s DH.KGen()

2 (Utpk>'®, 1tsk®'®) «s SIG.KGen()

3 return ((ltkaH, Itpk™'®), (itskP", itsk>C ))

4

5

6

7

KGenSS( ltsk ):

(sskaH, ssskDH) +s DH.KGen() ; (sspkKEM, ssskKEM) +s KEM.KGen()
(1tskPH, 1tsk®' ) « ltsk

oM s SIG.Sig(ltskS'G, sspk%H) o EM g SIG.Sig(ltskS'G, sspkgEM)

s5sskPH* «— (ssskPH, sspkPH, oPH) ; ssskFEM* (— (55skKEM | sspkKEM  oKEM)

8 return ((sspkm'7 ssskPH* oPH) | [(sspkKEM | ssskNEM* | 5 KEM ))

Run(ltsk 4, sssk 4, ltpk, w4, m) “ oo

ra, L, 1,75) 4 mwa.coins
ItskBP, Utsk3lC) « ltsk 4
epkO, eskQM) <« DH.KGen(;r4)

KEM)<_m

B, sspk, epkg, a2 |o
Itpk2H | ltpk3i©) « ltpk 5
sspk2 lssphiEM ) «— sspk
if SIG.Vf(ltpkaC, sspk2 oBH) = false
return (7a,¢€)
DH; < DH(ItskS", sspk2)
DH, < DH(eskQ, tpk™)
DHj « DH(eskQ™, sspkH)
if epk‘B §£ 1 // full handshake
(epk's", ephig™) < ephy
DH, < DH(eskQ", epkD)
if SIG.Vf(ltpk3C, epkSEM oKEM) = false
return (74, €)
(ct, s5) + KEM.Enc(epks™;rs5)
ma.type < full
else
DH4 < €
if SIG.Vf(ltpk3C, sspkSEM oKEM) = false
return (7a,€)
(ct, s5) < KEM.Enc(sspktEM:rs)
T4A.type < reduced
A, B, ltpk 4, ltpk
WA.Sid(— ) 5 UUP A ];HB7
sspk, epk g, epk ", lct
ma.pid < B
TA.Sspks < sspk
ma.cid < (B, ltpkg, sspk, epk )
T A.Stexec <— accepted
return (ma,m’ = (A, epkS", ct))

o~ o~ o~ o~ o~ —~

// reduced handshake

Bob
Run(ltskg, ltﬁk, sss_kB, B, (create, (ssTd, type)))
(r1,7r2,73, L) < 7p.coins
(ssskD!, sspk D, o) sssksg,id[l]
if type = full ;/full handshake
(epk2M ) esk2) < DH.KGen(;71)
(epktEM | eskSEM) « KEM.KGen(; 72)
(ItskB, Usk3C) « ltskp
¥ SIG.Sig(ltsknC, epkSE™; 73)
epkp < (epky, epkg ")
sspk < (sspk2, 1)
else // reduced handshake
(sspkgEM, ssskﬁEM, UJK;EM) — ssskj;idm
epkg +— L
sspk < (sspk2, ssphkiEM )
GREM (o KEM
mp.pid < *
7B .sspks < sspk
TR.type < type
mp.cid < (B, ltpk g, sspk, epkg)
return (rp, m = (B, sspk, epkg, o2, | EM )

Run(ltsky, sssky, ltpk, w5, m'; coins)

(A, epkSH, ct) < m/

(itpkBH ) pkSi®) « lipk ,

DH; < DH(ltpkS", sssk2)

DHy < DH(epkB", ltsk2)

DHy + DH(epkS", ssskD)

if wp.type = full // full handshake
DH, « DH(epkQ", eskP)
55 < KEM.Dec(esk'S™, ct)

else

DH4 — €
55 + KEM.Dec(ssskiEM, ct)
8.K KDF(DH1 HDHQHDH{;HDH/, H ss)

A, B, ltpk 4, ltpk 5,

7TB.Sid < Pra gHB
sspk, epk g, epk, ", lct

WB.pid%A

T B.Stexec <— accepted
return (7p,e€)

// reduced handshake

Figure 10: The PQXDH protocol. Darker gray code are additions compared to the original X3DH protocol to add post-

quantum security. Lighter gray code are signature elements of the X3DH and PQXDH protocols not covered in the prior

analysis of [CCD™17].
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key pair.'? Semi-static key pairs consist of a DH key pair and a KEM key pair, each signed under the
long-term signing key. The protocol then works as follows.

First, Bob produces a pre-key bundle with semi-static and ephemeral keys as indicated by the ssid
vector and type: The pre-key bundle always includes the semi-static DH key and for reduced handshakes
a semi-static KEM key. Only for full handshakes, the pre-key bundle includes ephemeral DH and KEM
keys.'? Signatures on the semi-static DH key and the KEM key (regardless if it is semi-static or ephemeral)
are always included.

Second, Alice verifies both signatures and samples an ephemeral DH key pair of her own. She computes
several DH secret combinations, namely long-term/semi-static, ephemeral/long-term, ephemeral/semi-
static, and ephemeral/ephemeral (the last one only for full handshakes), and encapsulates against Bob’s
KEM public key. She derives the session key via a key derivation function KDF on input all three/four
DH shared secrets and the KEM shared secret and sends her sampled DH ephemeral public key and the
KEM ciphertext to Bob.

Third, Bob computes the same DH shared secrets and decapsulates the KEM ciphertext. He derives
the session key in the same manner and accepts.

5.1 Classic Security of PQXDH

We first show that PQXDH achieves key indistinguishability against classical adversaries wrt. the maximum-
exposure attack vectors formalized through the clean predicates clean®@PH in our model (cf. Figure 9).
This result relies on the GapDH assumption in the DH group, the KEM providing one-way CCA and
LEAK-BIND-SS-{CT,PK} security as well as low key-collision probability and correctness errors, the
signature scheme being existentially unforgeable, and the key derivation function behaving like a random
oracle. Note that we further explicitly assume the representations of KEM and Diffie-Hellman public keys
to be disjoint. This is the case for Signal’s PQXDH implementation, employing Kyber as KEM and X25519
or X448 for elliptic-curve DH [LHT16].

As for the prior analysis of X3DH [CCD™17] whose proof structure we follow in parts, the bound is
highly non-tight; we still give it in concrete terms for clarity.

Theorem 5.1 (Classic key indistinguishability of PQXDH). The PQXDH protocol given in Figure 10
with randomness space Rke = RDH.KGen X RKEM.KGen X RKEM.Enc X Rsic.sig achieves (t, €, (qsnd, qCorrLTs
JCorrSSs qRevR > qRevSK ) ) —key indistinguishability wrt. the classical security clean predicates cleanPQXPH (cf.
Figure 9), assuming (fort' ~t) the GapDH problem in the group (G, g,q) is (', egpH, 1.5(qro+qsna)?)-hard,
KEM is a (¢, ecca, ns) -OW-CCA-secure and (', €L pag+r, Np-Nss+ns)-LEAKT"-BIND-SS-{ CT, PK }-secure
KEM with public-key collision probability ~yeon and correctness error dcore, SIG is a (¥, €sig, 2nss + ns)-
unforgeable signature scheme, KDF behaves like a (programmable) random oracle, and the group (G,g,q)
and the public key space of KEM have disjoint representations. Concretely, for any efficient classical

12The PQXDH description [KS24] suggests to use a single key pair for both DH and the signature scheme XEdDSA [Per16],
modeling which we leave to future work.

13Ephemeral DH and KEM pre-keys are used as long as there are some left on the Signal server. In practice, ephemeral
DH and KEM pre-keys may run out at different points in time. We do not model this to improve accessibility of the proof.
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adversary A we have

(ny + 1y - Ngs + ng)>
Advigxpn (A) < ~2—F

+ Yeoll (Tp = Mss + M) + Mg+ Ocore + €L pAK+r

q
+ np - (esic + Np - Ngs €GDH) // cleanTss
+ N - Ny - €GDH // cleangt
+ ny - (€siG + Nss - Ns - EGDH) // cleangss A type = full
+ np - (€sig + Ngs - N - Min(egpH, €cca)) // cleangss A type = reduced
+ n2 - min(egph, ecca) // cleangg A cleanpeere
+ np - (esig + n2 - qro - €cca) - // cleangg A cleangigg

For easier accessibility, we first give a summary of the proof; the full proof follows below.

Proof summary. The proof proceeds via a series of game hops.
Game 1 (DH/KEM pk collisions). First, we exclude collisions in the DH and KEM public keys,

Np+NpNss+n 2
W + Yeoll (M * Tss + M)

Game 2 (KEM correctness). Second, we exclude KEM correctness errors when decapsulating in
sessions, yielding the term ng - dcorr- Now, soundness holds, as the session identifiers carrying non-colliding
DH/KEM keys make them non-colliding themselves and sessions agreeing on session identifiers in particular
derive the same session keys.

Third, we ensure that KEM shared secrets bind the public keys and ciphertexts, introducing the
€r.pax+r term; this in particular rules out re-encapsulation attacks where sessions that are not partnered
possibly derive the same session key.'

At this stage we separate the proof into several cases based on the clean predicate (cf. the annotated
sum in the bound of Theorem 5.1). Let us illustrate the fourth case (cleangss A type = reduced) here since
it covers the most interesting proof techniques, including handling the signatures and a hybrid DH/KEM
argument; the other cases follow in a similar fashion. In this case, the cleangss predicate is satisfied and
the adversary is testing a session running a reduced (type = reduced) handshake. In the proof, we first
guess the responder identity involved in the test session, introducing a n, loss. Second, we ensure that
the guessed responder’s semi-static KEM and DH keys are not tampered with in the test session, reducing
to the unforgeability of the signature scheme (esig). Third and fourth, we guess the two semi-static key
identifiers of the responder as well as the initiator session, with a loss of n2, - ns. Fifth, we abort if the
adversary queries the key derivation function KDF, modeled as random oracle, on the master secret of
the test session. To bound this step, we embed both a GapDH challenge and a OW-CCA challenge into
the test session (concretely, into the ephemeral DH and KEM encapsulation contribution of the initiator
and the semi-static DH and KEM keys of the responder, which we both guessed before). If the adversary
detects this change, the reduction can win both games, yielding the minimum of the advantages as the
hybrid bound, i.e., min(egpH, ecca). Finally, we can replace the session key of the test session with a
random key, making it independent of the challenge bit biest. Concluding that the session key of the test
session is now independent of biet since non-partnered sessions derive distinct keys (in particular due to
the KEM binding hop in the beginning), this completes the proof case. O

yielding the term

We get hybrid guarantees for the fourth and fifth proof cases (cleangss in reduced mode and cleangg in
full mode with a clean peer, i.e., cleanpeerg), showing that for these attack vectors, an adversary would need
to break both GapDH in the DH group and OW-CCA security of the KEM. The other attack vectors either

1 As we will detail in the proof (Game 3) and discuss in Section 6, if PQXDH included the session context (e.g., the values
in the session identifier) in the key derivation, as is good practice, this problem would not occur: different KEM public keys
or ciphertexts would lead to different session keys (by being part of the KDF input as session context).
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involve only DH secrets (and hence do not provide post-quantum security), or, for the sixth case (cleangg
in full mode with clean signatures), the adversary can manipulate the (unsigned) ephemeral DH key, hence
only the KEM secret ensures security here. All in all, PQXDH maintains the classical guarantees of X3DH
for the first three cases (as intended), extends the guarantees for the fourth and fifth case to provide hybrid
guarantees, and adds a (post-quantum) guarantee for the last case due to the signed ephemeral KEM key
(compared to no guarantee under this attack vector for X3DH).

We now give the full proof for Theorem 5.1.

Proof. Game 0. We start with Game Gy being the original key indistinguishability game gIPD%XDH (A),
i.e.,

AdvEGxpH (A) = Advidyon (A).

Game 1 (DH and KEM public key collisions). We let Gy abort (overwriting the adversary’s output
with 0) if any two honestly generated DH public keys or KEM public keys coincide. There are n, many

long-term DH keys, n, - ns many semi-static DH keys, and at most ny many ephemeral DH keys, so by the
(Tlp+np nss+ns)2

birthday bound the probability for any two DH keys colliding can be upper-bounded by
As for KEM keys, there are n, - ng semi-static ones and at most ns ephemeral ones, which collide Wlth

probability at most veon(np - nss + ns); cf. Definition 3.2. Put together, we have

(’I’Lp +np - ngs + ns)2
q

Advg‘(’QXDH(A) < + Yeoll (1 - s + Ms) + AdvngDH(A).

Game 2 (KEM correctness). We next let G; abort if any honestly created KEM encapsulation fails
to decapsulate correctly. This introduces a KEM correctness error term for each of the ng many sessions:

AdngXDH (A) < Ns Ocorr + AdVgEXDH ('A)

Soundness. At this point soundness holds unconditionally; we consider the three sub-conditions of the
sound predicate:

o Agreement on shared key, type, contributive identifiers (Figure 8, line 18): The DH keys and the
KEM key and the KEM ciphertext in the session identifier determine all inputs to the key derivation
function KDF. By Gs, KEM ciphertexts decapsulate correctly and both parties derive the same
session key. The session identifier further determines the type by epkp being empty (type = reduced)
or not (type = full). Finally, the contributive identifier is a subset of the session identifier, hence
matching if the latter match.

o No initiator session identifiers collide (Figure 8, line 19): Every initiator samples a fresh ephemeral
DH key epk?lH included in the session identifier. These DH keys do not collide by Game G;. Hence,
initiator session identifiers do not collide.

o No three session identifiers collide in full mode (Figure 8, line 20): Three colliding session identifiers
implies colliding identifiers for two initiator sessions or for two responder sessions. Collisions of ini-
tiator session are ruled out above already. Collisions of responder sessions imply colliding ephemeral
DH keys epk%H, which are ruled out by Game G .
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Game 3 (KEM shared secret collisions). We will need later that two sessions that use distinct
(semi-static or ephemeral) KEM public keys or distinct ciphertexts do not end up using the same shared
secret ss (and hence possibly the same session key, despite not being partnered).'® In this game, we abort
if any two sessions derive the same shared secret ss while using different KEM public keys (either key
may be an ephemeral key in a full session or a semi-static key in a reduced session) or different KEM
ciphertexts.

We bound the probability of this abort happening by the advantage of a reduction B; in breaking
LEAK*"-BIND-SS-{CT, PK} security of the KEM scheme for n = n,-ng+ns. Let By use the first n, - ng,
challenge keys as semi-static KEM keys in KGenSS instead of generating them itself, and the remaining
challenge keys in place of the (at most ng) ephemeral KEM keys generated by responder sessions (letting
the KEM.KGen randomness obtained in the LEAKT"-BIND-SS-{ CT, PK} game replace 75 in the session’s
random coins). If any two sessions 7;, 7; obtain the same KEM shared secret ss; = ss; (as the output of
encapsulation for initiator sessions, or as the output of decapsulation for responder sessions) involving two
distinct public keys pk;, pk; or two distinct ciphertexts ct;, ctj, B1 outputs (i, cti, j, ct;) and wins. Hence,

AdvExon(A) < €rpar+ + Advigyon (A).

Separating the clean cases. At this point, we will divide the proof into six sub-cases following the
structure of the cleanEﬁXDH resp. cIeanrpegl)fclgcli_| predicates evaluated on the test session 7*. We can bound
the advantage of the adversary in Game Gs by the sum of its advantages in Games Gs[c] which are G3

conditioned on a sub-predicate c:

Adviixpi(A) < > AdVgBQ[():(]DH (A).

c E{ cleaniTss (ﬂ*), cIeanELT(w*),
cleangss(m*) A m*.type=full, cleangss(7*) A m*.type=reduced,
cleangg (%) A cleanpeere (%) A * . type=full,

cleangg (7*) A cleangige (%) A 7* .type=full }

In the remainder of the proof, we will bound each of these cases, numbered A-F, separately.

Case A (clean tss(7")).

In this proof case, the clean Tss predicate ensures for the test session 7* that
1. the initiator’s long-term key is uncompromised, and
2. the responder’s semi-static key is uncompromised, and
3. if 7* is an initiator, the responder’s long-term (signing) key was uncompromised upon acceptance.

Via the last point, we can guarantee that the initiator uses a semi-static key that was honestly generated by
the responder, given signatures are unforgeable. Then, similar to the classical Signal proof [CCD*17], the
uncompromised long-term/semi-static Diffie-Hellman combination then ensures key indistinguishability
for the test session.

151f PQXDH included the session context (e.g., the values in the session identifier) in the key derivation, we would not need
this game hop, since different KEM public keys or ciphertexts would lead to different session keys. See also the discussion in
Section 6.
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Game A.0. This case begins with Game G3 conditioned on clean tss(7*) being satisfied.

Adviison(A) = Advegson =™ 1(A).

Game A.1 (Guess responder identity V*). We first guess the identity V* of the responder involved
in the test session, overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses
at most a factor of the number of users n,:

AdvEgion(A) < ny - Advagon (A)-

Game A.2 (Signature unforgeability). We now abort the game (again, returning 0 as the adversary’s
bit guess) in the event that the test session 7* is an initiator session and accepts using a semi-static DH
public key sspk"j/t' that was not generated through a KGenSS run for V*. Hence, the test session accepts
with 7*.sspks = (sspkev'j, -) corresponding to a DH key pair of which the adversary does not know the secret
key, since clean tss(7*) guarantees that the semi-static secret corresponding to sspk‘D/';' is not compromised.
The probability of such an abort can be bounded by the advantage of the following reduction By against
the (t', esig, 2nss + ns)-unforgeability of SIG.

The reduction By samples all key components itself except for the signature key of V*: In place of
the long-term public signature key ltpk%/'*G of V* it uses the public key pk obtained in its unforgeability
game. In its simulation of Game Ga 1, B2 uses its signing oracle to obtain signatures under ltsk‘s/'*G: two per
semi-static key (for DH and KEM public keys) and up to ng signatures on ephemeral KEM keys. Since
clean tss(7*) = true, we know that 7*.pcorr = false, i.e., the long-term key of V* was not corrupted when
the test session accepted and so By does not have to answer a CORRUPTLTKEY(V*) query prior to the
abort event. Hence, By provides a perfect simulation of Game Ga 1 up to when the abort would happen,
and if 7 receives a signature oy.. on a semi-static DH public key that V* did not generate, then B can
output this as its forgery and wins. Note that the adversary cannot masquerade a signed KEM public key
as signed DH public key since public keys are distinct for DH and KEM by assumption. Thus,

AdVESkpH (A) < esic + Advidgon (A)-

Game A.3 (Guess initiator identity U*). We guess the identity U* of the initiator to the test session,
overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step again loses at most a
factor of the number of users n,,:

AdvE&on(A) < 1y - AdvEgon (A)-

Game A.4 (Guess semi-static DH key identifier ssidpy of V*).  We now guess the identifier ssid of
the responder V*’s (uncorrupted) semi-static DH key sspk‘D/';'. Note that depending on the role of 7* this
is either the test session’s own key (if 7*.role = responder), or of the intended peer (if 7*.role = initiator).
We denote the guessed identifier by ssidpy, and abort, setting the adversary’s output bit to 0, if this guess
is incorrect, losing at most a factor of the number of semi-static keys per user ng,:

AdvEion (A) < 1 - AdvEdsion(A).

Game A.5 (GapDH). We now abort the game (again, returning 0 as the adversary’s bit guess) in
the event that the adversary queries the random oracle on a value formatted like a master secret and
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RO'(z):

1 if DH] HDHQ HDH? HDH4 HSS = X //if we can parse the query string z as three or four DH shared secrets (DH; may be empty) and a KEM shared

secret. ..
2 if DDH(UpkP!, sspkDt, DH,)
3 Bs halts and returns DH; as its GapDH solution // change for Game G4 5
4 return patch(DH;, DHz, DHs, DH;, $5) // extra routine to ensure consistency
5 return RO(x)

patch(PoS1, PoS2, PoSs, DH,, ss):

// the first three arguments may pairs of DH public keys or DH shared secrets
6 foreach (e1,e2,e3,¢e4,e5,y) in L //iterate over list entries
7 if DDH-eq(PoS1,e1) A DDH-eq(PoS2, e2) A DDH-eq(PoSs,e3) A DH; = es A ss = es
8 return y // query matches a prior one, respond with recorded value y
9 5y <${0,1}?°® //new query; sample value at random
10 L« LU{(PoS1,PoS2,PoSs,DH,, $s,y)} //record response y on this query

11 return y

DDH-eq(PoS1, PoS2):

12 if (pky, pky) = PoS1 A if (pks, pky) = PoS2 //if both PoSy and PoSs parse as two public
13 return {pky, pky} = {pks, pk,}

14 if (pky, pky) = PoS1 //if Pos; parses as two public keys. ..

15 return DDH(pk,, pky, PoS2)

16 if (pky, pky) = PoSa //if Poss parses as two public keys. ..

17 return DDH(pk,, pk,, PoS1)

18 return PoS;1 = PoS2 //clse, both are DH shared secrets

keys. ..

SEND(W, i, m) substitutes KDF call in Run where GapDH challenge keys are involved:

19 ...

20 U ¢ 7y .initiator; V<= mly .responder;  sspkU ™ < mi;.sspks[1]

21 (..., epkPH )« whysid

22 if U = U* A sspki™ = ssphpt

23 compute DHp, DH,, ss with the corresponding secret keys as specified in Run

24 7l K« patch((IitpkDl, sspkD), DHo, (epkP!, sspkP), DH,, ss)

25 else if V=U"

26 compute DH;, DHs, DH,, ss with the corresponding secret keys as specified in Run
27 wh K < patch(DH;, (epkP™ itpkP), DH3, DH,, s5)

28 else if U # U™ A sspkD T = sspkH

29  compute DH;, DHy, DH,, ss with the corresponding secret keys as specified in Run
30wy .K ¢ patch(DH;, DHy, (epkD?, sspkP), DH,, ss)

31 else // B3 can compute all secrets

32 compute DH;, DH,, DHs, DH,, ss with the corresponding secret keys as specified in Run
33 7K ¢ patch(DH;, DHy, DHs, DHy, s5)

34 ...

Figure 11: Algorithmic description of how Bs simulates the random oracle and the SEND oracle in game Ga 5. We ensure
query consistency via an additional global, initially empty list L. This list L contains six-tuples consisting of three pairs of DH
public keys or DH shared secrets (PoS), a DH shared secret, a KEM shared secret, and the associated RO output. The patch
routine checks if incoming queries match list entries with the DDH-eq routine: DDH-eq returns true if both PoS argument
are the same two public keys, if the two PoS arguments are a valid DH tuple according to the DDH oracle, or if the two
PoS arguments are identical DH shared secrets. The SEND oracle uses patch in lieu of computing KDF whenever there are
challenge secret keys involved that B3 does not know.
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beginning with CDH(ltpk(D]';', sska/';'), i.e., the shared DH key between ltpkg';' and sspk;P/';', where sspk‘D/';'
is the semi-static DH key with identifier ssidfyy. The probability of such an abort can be bounded by the
advantage of the following reduction Bs against the (¢, egpH, gppn)-hardness of the GapDH problem in
(G, g,q) for gppu < 1.5(qro + qsnd)*.

Reduction B3 samples all key components itself except for replacing the long-term DH key ltpkg';' of U*
and the semi-static DH key sspk‘D/'j of V* with its own challenge values g% and g¢°. Since clean ss(7*) =
true, B3 never has to answer the queries CORRUPTLTKEY(U*) or CORRUPTSSKEY(V*, ssidpy) in its
simulation of Game Ga 4. Though, B3 may have to answer for REVEALSESSKEY and SEND queries that
involve the substituted keys. Hence, the reduction patches the random oracle and the SEND oracle to
generate the session keys in a consistent manner. In consequence, the reduction answers queries to the
REVEALSESSKEY oracle consistently as well.

Figure 11 gives an algorithmic description of the changes. In particular, the reduction gives special
treatment to SEND queries that involve any of the challenge secrets, i.e., for SEND queries where the
initiator is the initiator of the test session U* partnered with the responder of the test session V* using
the semi-static key sspk"D/';' of the test session, the responder is U*, or the responder is V* with semi-static
key sspke';' and the initiator is not U*. In these cases the reduction cannot compute all DH shared secrets
entering the key derivation function and chooses a session key via the patch routine. Specifically, the patch
routine takes as arguments three pairs of DH public keys or DH shared secrets PoS (since DH;, DHy, DHg
are the DH shared secrets that the reduction can potentially not compute), a DH shared secret, and a
KEM shared secret, and returns a RO output that is consistent with previous queries. To this end, patch
saves all queries together with their RO response in a list L and checks new queries against L. Note
here that two PoS are equivalent if the pair of public keys in one of them forms a valid Diffie-Hellman
triple with the shared secret in the other one according to the DDH oracle or if the PoS components are
equivalent, as described by the DDH-eq routine. If a query does not match any previous query, the patch
routine randomly chooses a new session key and records the query with the response in L.

Since the SEND oracle computes consistent session keys for each session, B3 also consistently answers
to the REVEALSESSKEY oracle queries. To ensure consistency with queries to the random oracle, the
reduction also uses the patch routine for RO queries. Finally, in case the adversary queries the random
oracle on a value beginning with CDH(ltpkPY | sspkPH), the reduction Bs halts and returns this value to its
own challenger.

Note that for each RO query the reduction makes up to 1 + 2|L| < 3|L| queries to the DDH oracle
(line 2 and up to two times per entry in line 7). For each query to the SEND oracle,' the reduction calls
the patch routine once, which makes up to 3|L| queries to the DDH oracle. Each call to patch adds at
most one entry to L, so |L| grows from 1 to gro + gsna. Using the Gaussian sum we get

qrRO+4Snd
. qrO + gsnd — 1) - (qrO + qsnd
oor< Y, 3-(i-1)=3; ( : 2) ( nd) < 1.5(qro + Gnd)’-
i=1

Unless A queries the random oracle on CDH(ltpk;Bt', sspk‘D/'j) in the DH; position, B3 provides a perfect
simulation of game Ga 4. If A makes such a random oracle query, then Bs will detect this and win its
GapDH game. Thus,

Advidsion (A) < ecpr + Advidion (A)-

161f PQXDH would include the session context (e.g., the values in the session identifier) in the key derivation, as is good
practice, the reduction would need less DDH oracle queries: Using the context, the reduction can detect when a challenge
DH key is combined with a maliciously generated (ephemeral) key. In the modified SEND oracle in Figure 11, only the first
PoS in line 24 remains a pair of public keys, while the other three occurrences are solved via context. In consequence, at
maximum PoS per entry in L contains two public keys and we get a maximum of gro + gsna DDH queries.
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Game A.6 (Replacing the session key). We now replace the session key of the test session 7* with
a uniformly sampled key. Since Game G 5 has ruled out that the adversary queries the RO on the master
secret DH;||DHy||DHg||DH, ||ss of the test session 7*, the adversary has no chance of detecting this change.
Thus,
Adviion (A) = Advigson (A)-

To conclude this proof case, observe that in Game Ga g the session key of the test session 7* is now
a uniformly random key, independent of biest. Furthermore, A cannot reveal the session key of the test
session 7" via a REVEALSESSKEY query on 7* or any partnered session which might hold the same key.
Finally, any non-partnered session will derive a different session key: any difference in the identities A, B
yields different DH public keys by Game G, any difference in the DH shares implies a difference in the
DH[1]-DH[4] inputs, while differing KEM public keys or ciphertexts yield a different ss input by Game Gs.
Thus, A cannot gain any information about the test bit biest and can do no better than to guess:

AdvEgson(A) < 0.

Case B (cleang t(7%)).

In this proof case, the cleang 1 predicate ensures for the test session 7* that
1. the initiator session’s randomness is not revealed, and
2. the responder’s long-term key is uncompromised, and
3. if 7* is a responder, then there exists a partnered initiator session.

Via the last point, we can guarantee that the responder uses an ephemeral key that was honestly generated
by the initiator. Similar to the classical Signal proof [CCD*17], the uncompromised ephemeral /long-term
Diffie-Hellman combination ensures key indistinguishability for the test session.

Game B.0. This case begins with Game G3 conditioned on cleang 1(7*) being satisfied.

Advison (A) = Advigion-" 1 (A).

Game B.1 (Guess initiator session). We guess the initiator session 7 contributing to the test ses-
sion 7* (i.e., either the test session itself if it is an initiator session, or the initiator session partnered to
the test session), overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses
at most a factor of the number of sessions ng:

AdVEZLon (A) < ns - AdvEdion (A).

Game B.2 (Guess responder identity V*). We guess the identity V* of the responder involved in
the test session, overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses at
most a factor of the number of users ny:

Adviixon (A) < ny - Advaggon (A)-
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Game B.3 (GapDH). We now abort the game (again, returning 0 as the adversary’s bit guess) in the
event that the adversary queries the random oracle on a value formatted like a master secret and beginning
with CDH(ekaH, ltpkz‘D/';'), i.e., the shared DH key between the ephemeral key of the test session’s initiator
epkPH and ltpkB';'. The probability of such an abort can be bounded by the advantage of the following
reduction By against the (', egpH, gsnd + qro)-hardness of the GapDH problem in (G, g, q).

The reduction follows the idea of Game Gj 5, only that now we embed the GapDH challenge keys as
the ephemeral key in the initiator session 7" and as the long-term key of V*. The reduction does not
need to answer corresponding REVEALRAND queries on 7" or CORRUPTLTKEY queries on V* due to
cleang 7. It can use a similar strategy to the one in Game Ga 5 to patch the random oracle, yet it has an
easier time ensuring consistency of the SEND oracle: It can always compute DH; and DHgs by using the
responder’s semi-static secret key, and DH, (if it is a full handshake) with the honest party’s ephemeral
secret key. Outside of the test session B4 can use the initiator’s ephemeral secret key to compute DHp
if the ephemeral key was honestly generated. Hence, B4 can compute all inputs to the KDF for all SEND
queries itself, except for the SEND queries to V* with a malicious ephemeral key on the initiator side. In
consequence, B4 queries the DDH oracle at most once per SEND query and once when checking RO queries
for the DHy position. All in all, B4 needs a maximum of gsnq + gro queries to the DDH oracle, which is
well below the number in Game Gy 5.

Unless A queries the random oracle on CDH(ekaH, ltpk"a';') in the DHy position, By provides a perfect
simulation of Gg ». If A does make such a random oracle query, then B4 will detect this and win its GapDH
game. Thus,

AdVg%f(DH(A) < €GDH + Advg%;(DH(-A)-

Game B.4 (Replacing the session key). We now replace the session key of the test session 7* with
a uniformly sampled key. Since Game Gp 3 has ruled out that the adversary queries the RO on the master
secret DH;||DHy| DHs||DH, ||ss of the test session 7*, the adversary has no chance of detecting this change.
Thus,
OB ; gB.
Advpdxpn(A) = Advpdxpu (A).

To conclude this proof case, observe that in Game Gp 4 the session key of the test session 7* is now
a uniformly random key, independent of best. As before, A can neither reveal the session key of the test
session 7* nor of any partnered session, nor does any other session derive the same session key by Game Gs.
Thus, A cannot gain any information about the test bit biest and can do no better than to guess:

AdvEgson(A) < 0.

Case C (cleangss(m*) A m*.type = full).

In this proof case, the test session performs a full handshake and the cleangss predicate ensures for the
test session 7* that

1. the initiator session’s randomness is not revealed, and
2. the responder’s semi-static key is uncompromised, and

3. if 7* is an initiator, then the responder’s long-term (signing) key was uncompromised upon accep-
tance, and

4. if 7 is a responder, then there exists a partnered initiator session.
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Via the second last point, similarly to Case A, we can guarantee that the initiator uses a semi-static key that
was honestly generated by the responder, given signatures are unforgeable. Via the last point, similarly to
Case B, we can guarantee that the responder uses an ephemeral key that was honestly generated by the
initiator. Then, similar to the classical Signal proof [CCD ™ 17], the uncompromised ephemeral /semi-static
Diffie-Hellman combination ensures key indistinguishability for the test session.

Game C.0. This case begins with Game G5 conditioned on cleangss(7*) A 7*.type = full being satisfied.

Advigon (A) = Advagsoess™ Pl ).

Game C.1 (Guess responder identity V*). We first guess the identity V* of the responder to the
test session, overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses at
most a factor of the number of users n,,:

AdvEGSon(A) < np - Advigkpn (A).

Game C.2 (Signature unforgeability). We now abort the game (again, returning 0 as the adversary’s
bit guess) in the event that the test session 7* is an initiator session and accepts using a semi-static DH
public key sspkB';' that was not generated through a KGenSS run for V*. Note that DH public keys and
KEM public keys are distinct by assumption and cannot be confused with each other. Hence, the test
session accepts with 7*.sspks = (sspke';', -) corresponding to a DH key pair of which the adversary does
not know the secret key, since cleangss(7*) guarantees that the semi-static secret belong to sspk:P/';' is not
compromised. Similar to Game Gy 5, the probability of such an abort can be bounded by the advantage of a
reduction against the (', €51, 2nss +ns)-unforgeability of SIG. The argument is identical to the Game G .
Thus,
AdvEGkon(A) < esic + AdvEgion (A)-

Game C.3 (Guess semi-static DH key identifier ssidjy of V*). We now guess the identifier ssid of
the responder V*’s (uncorrupted) semi-static DH key sspk‘[}';'. Note that depending on the role of 7* this
is either the test session’s own key (if 7*.role = responder), or of the intended peer (if 7*.role = initiator).
We denote the guessed identifier by ssidpy, and abort, setting the adversary’s output bit to 0, if this guess
is incorrect, losing at most a factor ng of the number of semi-static keys per user:

AdVEGoH(A) < nss - AdVEGS o (A)-

Game C.4 (Guess initiator session). We guess the initiator session 7" involved in the test session 7*
(i.e., either the test session itself if it is an initiator session, or the initiator session partnered to the test
session), overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses at most a
factor of the number of sessions n:

Go.: ge.
Advpaxon (A) < ns - Advggspp (A)-
Game C.5 (GapDH). We now abort the game (again, returning 0 as the adversary’s bit guess) in the
event that the adversary queries the random oracle on a value formatted like a master secret, beginning

with CDH(ekaH, sspk‘D/';'), i.e., the shared DH key between the ephemeral key of the test session’s initiator
epkPH and sspk‘e';', where sspkre';' is the semi-static DH key with identifier ssidf. The probability of such
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an abort can be bounded by the advantage of the following reduction Bs against the (', €GpH, gsnd + ¢rO)-
hardness of the GapDH problem in (G, g, q).

The proof follows the idea of Games Ga s and Ggs. Though, now we embed the GapDH chal-
lenge keys as the ephemeral key in the initiator session 7" and as semi-static key of V* with semi-
static id ssidpy. The reduction does not need to answer corresponding REVEALRAND queries on 7*
or CORRUPTSSKEY (V*, ssidfyy) queries due to cleangss. It can use a similar strategy to patch the random
oracle: It can always compute DH; and DH» by using the initiator’s and responder’s long-term secret
key, respectively, and DH, with the honest party’s ephemeral secret key. Outside of the test session Bs
can use the initiator’s ephemeral secret key to compute DHjy if the ephemeral key was honestly generated.
Hence, Bs can compute all inputs to the KDF for all SEND queries itself, except for the SEND queries to
the test session or to V* with ssidjy and a malicious ephemeral key on the initiator side. In consequence,
Bs queries the DDH oracle at most once per SEND query and once when checking RO queries for the DHjg
position. All in all, Bs needs a maximum of ¢gsnq + gro queries to the DDH oracle, which is well below
the number in Game Gy 5.

Unless A queries the random oracle on CDH(ekaH, ltpk"D/';') in the DHy position, Bs provides a perfect
simulation of Gc 4. If A does make such a random oracle query, then Bs will detect this and win its GapDH
game. Thus,

AdVEGsoH(A) < €opH + AdVEGKom (A)-

Game C.6 (Replacing the session key). We now replace the session key of the test session 7* with
a uniformly sampled key. Since Game G 5 has ruled out that the adversary queries the RO on the master
secret DH;||DHy||DHg||DH, ||ss of the test session 7*, the adversary has no chance of detecting this change.
Thus,
gcs Gc.e
Advpqxpn (A) = Advpgspn (A)-

To conclude this proof case, observe that in Game G¢ g the session key of the test session 7* is now
a uniformly random key, independent of biest. As before, A can neither reveal the session key of the test
session 7* nor of any partnered session, nor does any other session derive the same session key by Game Gs.
Thus, A cannot gain any information about the test bit biest and can do no better than to guess:

Advigson (A) < 0.

Case D (cleangss(m*) A 7*.type = reduced).

In this proof case, the test session performs a reduced handshake and the cleangss predicate ensures for
the test session 7* that

1. the initiator session’s randomness is not revealed, and
2. the responder’s semi-static key is uncompromised, and
3. if 7* is an initiator, the responder’s long-term (signing) key was uncompromised upon acceptance

4. and the received semi-static KEM public key was honestly generated as semi-static key (ensured via

5. if 7* is a responder, then there exists a partnered initiator session.
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Via points 3 and 4, we can guarantee that the initiator uses a semi-static key that was honestly gener-
ated by the responder, given signatures are unforgeable. Via the last point, we can guarantee that the
responder uses an ephemeral key that was honestly generated by the initiator. The difference to Case C
is that, in a reduced handshake, the semi-static KEM public key of the responder is used (and there is
no ephemeral/ephemeral Diffie-Hellman combination). This means we get the following hybrid guarantee:
both the ephemeral/semi-static Diffie-Hellman combination being uncompromised and the semi-static
KEM key as well as the ephemeral encapsulation randomness being uncompromised are, on their own,
sufficient to ensure key indistinguishability for the test session.

Game D.0. This case begins with Game G3 conditioned on cleangss(7*) A 7*.type = reduced being

satisfied.

AdVgLQ)')O(DH (A) _ Advg;&[;lglagss(r*) A 7* .type=reduced] (./4)

Game D.1 (Guess responder identity V*). We first guess the identity V* of the responder to the
test session, overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses at
most a factor of the number of users n,,:

AdvEGon(A) < np - AdvEgkon(A).

Game D.2 (Signature unforgeability). In this game case, we are interested in the authenticity of
both semi-static DH and KEM keys, and hence now abort the game (again, returning 0 as the adversary’s
bit guess) in the event that the test session 7* is an initiator session and accepts using a semi-static DH
public key sspk:P/';' or a semi-static KEM public key sspk‘K/EM that was not generated through a KGenSS run
for V*. Since for reduced handshakes both public keys are recorded in 7*.sspks = (sspk‘D/';', sspk"K/EM), this
ensures that the test session accepts with semi-static DH and KEM public keys of which the adversary does
not know the secret, since cleangss(7*) guarantees that the semi-static secrets corresponding to sspkB';' or
to sspk‘K/EM are not compromised.

Again similar to Game G 2, we can reduce this hop to the (¥, €sig, 2ngs + ns)-unforgeability of SIG.
Note that DH public keys and KEM public keys have disjoint representations by assumption and cannot
be confused with each other. In addition, the {dashed-hox trivial attack check, (Figure 9, line 60) ensures
that the KEM public key must be an honestly generated semi-static key from ss}flﬂ and hence cannot be
confused with a signed ephemeral KEM public key (note that keys do not collide by Game G;).'”

Advg]a))l(DH(A) < €sig + Advg%f(DH(A)'

Game D.3 (Guess semi-static key identifiers ssidpyy, ssidggy of V*).  We now guess the ssid iden-
tifiers of the responder V*’s (uncorrupted) semi-static DH and KEM keys, sska/';' resp. sspk‘P;EM. Note
that depending on the role of 7* this is either the test session’s own key (if 7*.role = responder), or of the
intended peer (if 7*.role = initiator). We denote the guessed identifiers by ssidjyy (for the DH key) and
ssidggm (for the KEM key), and abort, setting the adversary’s output bit to 0, if this guess is incorrect,
losing at most a factor ng of the number of semi-static keys of each type per user, for each of the two

guesses:
AdvERion(A) < n2, - Advigsion (A).

171f signatures in PQXDH were properly domain-separated, this trivial key confusion attack against PQXDH would be
avoided, enabling a proof in a stronger model not forbidding the trivial key confusion attack; cf. the discussion in Section 4.3.
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Game D.4 (Guess initiator session). We guess the initiator session 7;* involved in the test session 7*
(i.e., either the test session itself if it is an initiator session, or the initiator session partnered to the test
session), overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses at most a
factor of the number of sessions ng:

Advidion(A) < ns - AdvEgsipn(A).

Game D.5 (GapDH 4+ OW-CCA). We now abort the game (again, returning 0 as the adversary’s bit
guess) in the event that the adversary queries the random oracle on a value formatted like a master secret,
beginning with CDH(ekaH, sspke';'), i.e., the shared DH key between the ephemeral key of the test session’s
initiator epkP" and sspk"D/';', and ending with the KEM shared secret ss* resulting from 7" encapsulating
against sspk:gEM, where sspk;‘t}';' and sspkﬁEM are the semi-static DH and KEM keys with identifiers ssidfy
and ssidggpm, respectively. The probability of such an abort can be bounded by the minimum of the
advantages of the following reduction Bg playing simultaneously against the (¢, egpH, gsnd + gro )-hardness
of the GapDH problem in (G, g, q) and (¢, ecca, ns)-OW-CCA security of KEM.

The reduction embeds the GapDH challenge as the ephemeral DH share in the initiator session ;"
and as semi-static DH key of V* with semi-static id ssidpy (as in Game Gc5), and the KEM public
key pkxgm from the OW-CCA game as the semi-static key sspkk}'f of V* with semi-static id ssidggy-
Furthermore, it uses the KEM challenge ciphertext ct* in 7. Similar to Game G¢ 5, the reduction does
not need to answer corresponding REVEALRAND on 7" or CORRUPTSSKEY (V*, ssidpy/ssidkgm) queries
due to cleangss. Furthermore, as for Game G¢ 5, patching the SEND oracle is relatively easy: FExcept for
queries to the test session or to V* using sska/t' and a malicious ephemeral DH key on the initiator side,
the reduction can compute all DH shared secrets with the DH secret keys and it can decapsulate the
KEM shared secret with the KEM secret key or, for sessions using sspk‘K/EM, the DECAPS oracle of the
OW-CCA game. Otherwise (and in particular in the test session), the reduction uses a freshly sampled
key as session key. If the DDH oracle accepts a query, then the reduction returns the DHs and ss* from
the corresponding RO query to its GapDH and OW-CCA games after finishing the simulation for A.

The reduction ensures consistency with the random oracle by checking RO queries against the above
mentioned patches. In consequence, the remaining queries to the DDH oracle are once per SEND query
and when checking RO queries for the DHg position. All in all, Bg needs a maximum of gsnq + gro queries
to the DDH oracle, which is well below the number in G, 5; it further makes at most ns many DECAPS
query in the OW-CCA game.

Unless A queries the random oracle on CDH(ekaH7 sspke';') in the DHg position and ss* in the ss
position, Bg provides a perfect simulation of Gp 4. If A does make such a random oracle query, then Bg
will detect this and win both its GapDH game and its OW-CCA game. We can thus bound the game hop
by the minimum advantage against the two games:

AdvERsion (A) < min(egph, ecca) + Adviagion (A).

Game D.6 (Replacing the session key). We now replace the session key of the test session 7* with
a uniformly sampled key. Since Game Gp 5 has ruled out that the adversary queries the RO on the master
secret DH;||DHy| DHs||DH, ||ss of the test session 7*, the adversary has no chance of detecting this change.
Thus,
Op.5 Gp.6
AdvEQxpn(A) = Advpdspn (A).

To conclude this proof case, observe that in Game Gp ¢ the session key of the test session 7* is now
a uniformly random key, independent of biest. As before, A can neither reveal the session key of the test
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session 7* nor of any partnered session, nor does any other session derive the same session key by Game Gs.
Thus, A cannot gain any information about the test bit biest and can do no better than to guess:

Aol A) <0,

Case E (cleangg(7*) A cleanpeere () A type(7™) = full).

In this proof case, the test session performs a full handshake and the cleangg predicate and its cleanpeere
sub-predicate ensure for the test session 7* that

1. the test session’s randomness is not revealed, and
2. there exists a (contributively) partnered session whose randomness is not revealed.

Via the last point, we can guarantee that initiator and responder agree on the ephemeral contributions.
Similar to Case D, we get a hybrid guarantee here: both the ephemeral/ephemeral Diffie-Hellman combina-
tion being uncompromised and the ephemeral KEM key as well as the ephemeral encapsulation randomness
being uncompromised are, on their own, sufficient to ensure key indistinguishability for the test session.

Game E.0. This case begins with Game G3 conditioned on cleangg(m*) A cleanpeere(7*) A 7*.type = full
being satisfied.

] Gslcl *) A cleanyeere (%) A 7% type=full
AdvEGkon(A) = Advpgupn ™o ARl g,

Game E.1 (Guess initiator and responder sessions). We guess the initiator and responder ses-
sions 7" resp. 7} involved in the test session 7* (i.e., both the test session itself and its sid- resp. cid-
partner), overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses at most
a factor of the number of sessions ng squared:

Advgiion(A) < 1 AdvEgion(A)-

Game E.2 (GapDH + OW-CCA). We now abort the game (again, returning 0 as the adversary’s
bit guess) in the event that the adversary queries the random oracle on a value formatted like a master
secret, beginning with CDH(epkBt', epk‘l:}t'), i.e., the shared DH key between the ephemeral keys epkBt'
and epke'j of the guessed initiator session 7, resp. responder session 7;, and ending with the KEM
shared secret ss* resulting from 7" encapsulating against epkﬁEM. The probability of such an abort can be
bounded by the minimum of the advantages of the following reduction B7 playing simultaneously against
the (¢, ecpH, qro + 1)-hardness of the GapDH problem in (G, g, q) and (¢, ecca, 1)-OW-CCA security of
KEM.

The reduction embeds the GapDH challenge as the ephemeral keys in the sessions 7" and =), and
the KEM public key pkkgp from the OW-CCA game as ephemeral key epk‘P?EM in wF. It uses the KEM
challenge ciphertext ct* in 7". Similar to Game Gp 5, the reduction does not need to answer corresponding
REVEALRAND queries on 7" or 7} due to cleangg A cleanyeere. Furthermore, as for Game §p 5, patching
the SEND oracle is relatively easy: Except for queries to the test session or to 7} with a modified initiator
ephemeral key,'® the reduction can compute all DH shared secrets itself. For the latter query, B7 uses a
single call to the DDH oracle of GapDH resp. DECAPS oracle of OW-CCA to simulate. In the test session,
the reduction uses a freshly sampled key as session key. If the DDH oracle accepts a query, then the

8This can happen if the test session is a responder session and the adversary mauls the initiator public key on the wire.
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reduction returns the DHs and ss from the corresponding RO query to its GapDH and OW-CCA games
after finishing the simulation for A.

The reduction ensures consistency with the random oracle by checking RO queries against the above
mentioned patches. It queries the DDH oracle possibly once for 7} and when checking RO queries for the
DH, position, so overall a maximum of gro + 1 queries, which is well below the number in Game G4 5. It
further makes at most one DECAPS query in the OW-CCA game.

Unless A queries the random oracle on CDH(epkPH, epkPH) in the DH 4, position and ss* in the ss
position, By provides a perfect simulation of Gg 1. If A does make such a random oracle query, then By
will detect this and win both its GapDH game and its OW-CCA game. We can thus bound the game hop
by the minimum advantage against the two games:

Advg%)l(DH(A) < min(egpH, €cca) + AdngQ‘)Q(DH(A).

Game E.3 (Replacing the session key). We now replace the session key of the test session 7* with
a uniformly sampled key. Since Game Gp o has ruled out that the adversary queries the RO on the master
secret DH;||DHy| DHs||DH, ||ss of the test session 7*, the adversary has no chance of detecting this change.
Thus,
OE.2 Ok :
Advpgson(A) = Advpgipn (A).

To conclude this proof case, observe that in Game Gg 3 the session key of the test session 7* is now
a uniformly random key, independent of biest. As before, A can neither reveal the session key of the test
session 7* nor of any partnered session, nor does any other session derive the same session key by Game Gs.
Thus, A cannot gain any information about the test bit byt and can do no better than to guess:

AdvEgson(A) < 0.

Case F (cleangg(7*) A cleangige (") A type(m*) = full).
In this proof case, the test session performs a full handshake and the cleangg predicate and its cleangige
sub-predicate ensure for the test session 7* that

1. 7* is an initiator, and

2. the test session’s randomness is not revealed, and
3. the responder’s long-term (signing) key was uncompromised upon acceptance of 7*, and

4. the randomness of a potential partner session that sent the ephemeral KEM public key used by 7*
was not revealed'?, and

5. the received ephemeral KEM public key was not replaced with a semi-static one (ensured via the

Via points 3 and 5, we can guarantee that the initiator uses an ephemeral KEM key that was honestly
generated by the responder, given signatures are unforgeable. The KEM encapsulation then ensures key
indistinguishability for the test session.

9Note that other elements in cid might be replaced, cf. the check in the cleangge predicate, Figure 9 line 52. A prior version
incorrectly compared the full cid; we acknowledge Hashimoto, Katsumata, and Wiggers for pointing out this oversight.
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Game F.0. This case begins with Game Gz conditioned on cleangg(7*) A cleangige (7*) A type(m*) = full

being satisfied.

AdVgB&DH (A) _ Advg:&[;:(lga\;;EE(Tr*) A cleangigg (%) A type(m* ) =full] (A)

Game F.1 (Guess responder identity V*). We first guess the identity V* of the responder to the
test session, overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses at
most a factor of the number of users ny:

Advgg’[))(DH(A) SNy AdVgEQ')l(DH(A)‘

Game F.2 (Signature unforgeability). We now abort the game (again, returning 0 as the ad-
versary’s bit guess) in the event that the initiator test session 7* accepts using an ephemeral KEM
public key epk‘K/E that was not generated by V*. Note again that DH public keys and KEM public

keys are distinct by assumption and cannot be confused with each other. Similar to Game Gpo, the

cannot be confused with a signed semi-static KEM public key from ss}fk (note that keys do not collide by
Game G;).?’ This ensures that the test session accepts with an ephemeral KEM public key of which the
adversary does not know the secret key, since the adversary cannot reveal V*’s session randomness per
cleangige (recall that the ephemeral KEM public key is part of the sessions’ cid, namely cid[4][2]). Similar
to Game Gy 2, the probability of such an abort can be bounded by the advantage of a reduction against
the (', €s16, 2nss + ns)-unforgeability of SIG. The proof is identical to the one for Game G 5. Thus,

AdvESxon(A) < esic + Adviazon (A).

Game F.3 (Guess initiator and responder sessions). We guess the initiator test session and the
partnered responder sessions 7* resp. 7, overwriting the adversary’s bit guess with 0 if this guess was
incorrect. This step loses at most a factor of the number of sessions ng squared:

AdVEGion(A) < n - Advigs o (A)-

Game F.4 (OW-CCA). We now abort the game (again, returning 0 as the adversary’s bit guess) in the
event that the adversary queries the random oracle on a value formatted like a master secret and ending
with the KEM shared secret ss* resulting from 7* encapsulating against epk‘K/EM. The probability of such
an abort can be bounded by the advantage of the following reduction Bg playing against (¢, ecca, 1)-OW-
CCA security of KEM.

The reduction embeds the challenge pkxgy, ¢t from the OW-CCA game as ephemeral key epk‘K/EM
of V*, and as KEM ciphertext in 7*. The reduction does not need to answer a REVEALRAND query on 7
due to cleangg. If 7 receives a different ciphertext than ct*, the reduction uses its DECAPS oracle (once)
to compute the required shared secret. When A halts, the reduction guesses i € [gro| and returns the ss
position of the ith RO query (assuming this query is formatted like a master secret) as the target shared
secret.

Unless A queries the random oracle on ss* in the ss position, Bg provides a perfect simulation of
Game Gp 3. If A does make such a random oracle query, then Bg wins its OW-CCA game if it guesses the

20 Again, this trivial key confusion attack against PQXDH would be avoided if its signatures were properly domain-separated;
cf. the discussion in Section 4.3.
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ith RO query correctly.”’ We can thus bound the game hop by the advantage against OW-CCA times a
loss of qro:
Advigxon(A) < aro - ecca + AdvEGxpn(A)-

Game F.5 (Replacing the session key). We now replace the session key of the test session 7* with
a uniformly sampled key. Since Game Gp 4 has ruled out that the adversary queries the RO on the master
secret DH;||DHy| DHs||DH, ||ss of the test session 7*, the adversary has no chance of detecting this change.
Thus,
g Gr.5
AdviGxpn(A) = Advpgipn (A)-

To conclude this proof case, observe that in Game Gp 5 the session key of the test session 7* is now
a uniformly random key, independent of biest. As before, A can neither reveal the session key of the test
session 7* nor of any partnered session, nor does any other session derive the same session key by Game Gs.
Thus, A cannot gain any information about the test bit byt and can do no better than to guess:

AdvEgion(A) < 0.

Collecting the bounds from all cases yields the overall theorem bound. O

5.2 Post-quantum Security of PQXDH

Next, we show that PQXDH achieves key indistinguishability against quantum adversaries wrt. the maximum-
exposure attack vectors formalized formalized through the clean predicates cleanPQXPH-@
(cf. Figure 9). In particular, these clean predicates model authentic distribution of the KEM keys (e.g.,
due to the adversary being passive or not yet able to forge signatures) and do not rely on the contribution
of the DH shared secrets. This result is in the standard model and relies on the KEM providing IND-CCA
and LEAK*"-BIND-SS-{CT, PK} security, as well as low key-collision probability and correctness errors,
and the KDF providing PRF security. The proof follows the same structure as the previous proof, but is
shorter following the fewer cases of the clean”®XPH-C predicate in which one can expect security against a
quantum adversary.

in our model

Theorem 5.2 (Post-quantum key indistinguishability of PQXDH). The PQXDH protocol given in Fig-
ure 10 with randomness space Rk = RDH.KGen X RKEM.KGen X RKEM.Enc X RsiG.sig achieves (t,€, (gsnd,
JCorrLT CorrSSs RevR » qRevSK ) ) —key indistinguishability wrt. the post-quantum security clean predicates
cleanP@PH-C (e Figure 9), assuming (fort' ~t) KEM is a (', ecca, ns) -IND-CCA-secure and (', € pa e+,
np -+ Nss +ns)~LEAK T -BIND-SS-{ CT, PK }-secure KEM with public-key collision probability ~eon and cor-
rectness error dcorr, and KDF is (¥ epre, ns) ~PRF-secure when keyed via the last 256 input bits. Concretely,
for any efficient quantum adversary A we have

(np + Np - Nss + ns)2

AdvE'QXDH_Q(A) < + Yeoll (Mp * Mss + Ns) + Mg + Scorr + €ELEAR+T

q
+ N - ns - (ecca + epre) /) clean e
Q
+ n? - (écca + €PRF), // cleangg

where we write PQXDH-Q to indicate that we assess the post-quantum security of PQXDH wrt. to the
cleanP*PH-Q c1ean predicates.

21Observe that this guessing loss does not arise in the proof cases D (Game Gp 5) and E (Game Gg.2), because the reduction
there can leverage the DDH oracle of the GapDH game to identify the target random oracle query.
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Proof. The proof against quantum adversaries is structurally similar to the proof against classical adver-
saries and likewise proceeds via a series of game hops. We first exclude collisions in the public keys and
W + ’Ycoll(np “ Ngs + ns) and ns - 5corr- NOW’
soundness holds. Next, we preclude the KEM re-encapsulation attack with a LEAK ™" game hop, yielding
the term €y pqx+-. Again, we branch out over the cases of the clean predicate — now in the quantum version
with only two cases. In either case we guess the involved sessions and (ephemeral or semi-static) KEM
public keys, then embed an IND-CCA challenge in the test session’s KEM encapsulation, and conclude
with a PRF security hop from the now random KEM shared secret. Note that all of these game hops rely
on standard-model assumptions, i.e., we do not need to rely on a (quantum) random oracle.

KEM decapsulation errors, yielding the terms

Game 0. We start with Game Gy being the original key indistinguishability game QL%XDH_Q(A), ie.,

AdvBGxpH-g(A) = AdVExpr. o(A)-

We proceed with Games 1, 2, and 3 as in the proof of Theorem 5.1, excluding collisions in DH and
KEM public keys, KEM decapsulation errors, and collisions of KEM shared secrets. Similarly to the proof
of Theorem 5.1, these game hops ensure soundness. With these three game hops we have

(np +np - ngs + ns)?
q

AdVg(()QXDH_Q(-A) < + 7coll(np ‘Nss + ns) + s - Ocorr + €ELEAK+T T AdvgaXDH_Q(A)'

Separating the clean® cases. At this point, we will divide the proof into two sub-cases following the
clean”®XPH-@ predicate with its sub-predicates cleangE for full sessions and cIean,?SS for reduced sessions.
We can bound the advantage of the adversary in Game G3 by the sum of its advantages in Games Gs]c]|
which are G conditioned on a sub-predicate c:

AdvEaxp-g(A) < > Advggs(]DH-Q<A>-

c E{ cleané)SS (m*) A*.type=reduced,
cleané)E(w*) Am* . type=full }

In the remainder of the proof, we will bound both of these cases, called A and B, separately.

Case A (cleangss(w*) A *.type = reduced).

In this proof case, the test session performs a reduced handshake and the cIean,C_:’QSS predicate ensures for
the test session 7* that

1. the initiator session’s randomness is not revealed, and
2. the responder’s semi-static KEM key is uncompromised, and
3. if #* is an initiator, then the semi-static KEM key was honestly generated, and

4. if 7* is a responder, then there exists a partnered initiator session.
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Hence, the semi-static KEM shared secret ensures key indistinguishability for the test session.

Game A.0. This case begins with Game G3 conditioned on cIeanéQSS(w*) A m*.type = reduced being
satisfied.

Gs [cleanQ (7*) Am* . type=reduced]
Advg‘a’)o(DH(A) = AdVPfQXDHESS (A).

Game A.1 (Guess semi-static KEM key identifier ssidggy of V*).  We now guess the ssid identifier
of the responder V*’s (uncorrupted) semi-static KEM key, sspk‘K/EM. Note that depending on the role of 7*
this is either the test session’s own key (if 7*.role = responder), or of the intended peer (if 7*.role = initiator).
In the latter case, the highlighted code of cleangss (Figure 9, line 66) ensures that sspk"}EM is indeed an
honestly generated key. We denote the guessed identifier by ssidggy and abort, setting the adversary’s
output bit to 0, if this guess is incorrect, losing at most a factor ngs of the number of semi-static keys of
each type per user:
AdVESSon (A) < ns - AdvE o (A)-

Game A.2 (Guess initiator session). We guess the initiator session 7" involved in the test session 7*
(i.e., either the test session itself if it is an initiator session, or the initiator session partnered to the test
session), overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses at most a
factor of the number of sessions ng:

Advigxon(A) < ns - Advaggon(A).

Game A.3 (IND-CCA). We replace the KEM shared secret ss with a uniformly random value ss* in
the initiator session 7" and test session 7*, as well as any session of V* using the same semi-static KEM
key sspk‘PSEM and receiving the same ciphertext. The probability of the adversary detecting this change can
be bounded by the the advantage of the following reduction B; playing against the (¢', ecca, ns)-IND-CCA
security of KEM.

The reduction embeds the KEM public key pkxgp from the IND-CCA game as the semi-static key sspk‘K/EM
of V* with semi-static id ssidggp. Furthermore, it uses the KEM challenge ct*, ss;; in 7 and ssj in 7*. The
reduction does not need to answer corresponding REVEALRAND queries on 7" or CORRUPTSSKEY (V*, ssidkgm)
queries due to cleangss. For SEND queries to further sessions of V* with ssidkgy, the reduction can use
ssy as decapsulation of c¢t* and queries the DECAPS oracle of the IND-CCA game otherwise. Hence, the
reduction makes at most ny many DECAPS queries in the IND-CCA game.

If the IND-CCA game provides the real KEM shared secret as challenge, then B; perfectly simu-
lates Ga 2. Otherwise, the IND-CCA challenge is a randomly sampled KEM shared secret and By perfectly
simulates Ga 3. If A can distinguish these two games, then B; can win its IND-CCA game. Thus,

AdvE&ion(A) < ecca + Adviiion(A).

Game A.4 (KDF pseudorandomness). We now replace KDF, when keyed with ss* as per Ga 3
through the last 256 input bits, with a random function. This in particular effectively replaces the session
key of the test session 7* with a uniformly sampled key. We bound the advantage difference of this change
with a reduction to (¢, eprg, ns)-PRF security of KDF, where KDF is keyed in its last 256-bit input ss and
treats the remaining inputs DH;, DH, DH3, DH, as label.

The reduction By does not sample ss* itself but instead queries its PRF oracle in the sessions where it
would need to compute KDF on input ss*; in particular in the test session 7*.
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Depending on the secret bit in the PRF game, the reduction perfectly simulates Ga 3 or Ga 4. If A can
distinguish these two games, then By can win its pseudorandomness game. Thus,

AdvELsion (A) < eprr + Advidkpn(A)-

To conclude this proof case, observe that in Game Ga 4 the session key of the test session 7* is now
a uniformly random key, independent of biest. As before, A can neither reveal the session key of the test
session 7* nor of any partnered session, nor does any other session derive the same session key by Game Gs.
Thus, A cannot gain any information about the test bit biest and can do no better than to guess:

Aol ) <0,

Case B (cIeangE(w*) A ¥ type = full).

In this proof case, the test session performs a full handshake and the cIean,?E predicate ensures for the test

session 7* that
1. the test session’s randomness is not revealed, and
2. there exists a (contributively) partnered session whose randomness is not revealed.

Via the last point, we can guarantee that initiator and responder agree on the ephemeral KEM key. Neither
the ephemeral KEM key nor the KEM encapsulation randomness is compromised. Hence, the ephemeral
KEM shared secret ensures key indistinguishability for the test session.

Game B.0. This case begins with Game Gs3 conditioned on cIeangE(w*) A 7*.type = full being satisfied.

Gs[clean®. (7*) A 7* type=full]
Advigson(A) = Advpaxpn® A,

Game B.1 (Guess initiator and responder sessions). We guess the initiator and responder ses-
sions 7" resp. 7, involved in the test session 7* (i.e., both the test session itself and its sid- resp. cid-partner),
overwriting the adversary’s bit guess with 0 if this guess was incorrect. This step loses at most a factor of
the number of sessions ng squared:

Advigon(A) < 12 - Advigon (A)-

Game B.2 (IND-CCA). We replace the KEM shared secret ss with a uniformly random value ss* in the
test session 7*. Furthermore, we replace ss with ss* in 7" if 7* is a responder, and in 7} if 7* is an initiator
and 7 received the KEM ciphertext sent by 7*. The probability of the adversary detecting this change can
be bounded by the the advantage of the following reduction B3 playing against the (¢, ecca, 1)-IND-CCA
security of KEM.

The reduction embeds the KEM public key pkxgpm from the IND-CCA game as the ephemeral KEM
key epk‘K/EM of V* in the responder test session ;. Furthermore, it uses the KEM challenge ct*, ss; in
w7 and ssj; in 7*. The reduction does not need to answer corresponding REVEALRAND queries on 7" or
mF due to cleanEQE. If 7} receives ct*, the reduction uses ss* there as well; otherwise, the reduction uses
its DECAPS oracle (once) to compute the required shared secret. Hence, the reduction makes at most 1

DEcAPS query in the IND-CCA game.
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If the IND-CCA game provides the real KEM shared secret as challenge, then Bs perfectly simu-
lates Gp.1. Otherwise, the IND-CCA challenge is a randomly sampled KEM shared secret and Bs perfectly
simulates Gg 5. If A can distinguish these two games, then Bs can win its IND-CCA game. Thus,

AdvEgson(A) < ecca + AdvEgipn(A).

Game B.3 (KDF pseudorandomness). We now replace KDF, when keyed with ss* as per Gp o through
the last 256 input bits, with a random function. This in particular effectively replaces the session key of
the test session 7" with a uniformly sampled key. We bound the advantage difference of this change with
a reduction to (¢, eprr, 2)-PRF security of KDF, where KDF is keyed in its last 256-bit input ss and treats
the remaining inputs DH;, DHy, DHz, DH, as label.

The reduction By does not sample ss* itself but instead queries its PRF oracle in the sessions where it
would need to compute KDF on input ss*; i.e., in the test session 7* and possibly its partner session.

Depending on the secret bit in the PRF game, the reduction perfectly simulates Gg o or Gg 3. If A can
distinguish these two games, then B4 can win its pseudorandomness game. Thus,

Advg%’iDH(A) < €pRF t+ AdVg%iDH(‘A)'

To conclude this proof case, observe that in Game Gg 3 the session key of the test session 7* is now
a uniformly random key, independent of best. As before, A can neither reveal the session key of the test
session 7* nor of any partnered session, nor does any other session derive the same session key by Game Gs.
Thus, A cannot gain any information about the test bit biest and can do no better than to guess:

AdvEgson(A) < 0.

Collecting the bounds from all cases yields the overall theorem bound. O

6 Conclusion and Discussion

In this work, we provided a reductionist security analyis of Signal’s PQXDH in a “maximum-exposure”,
game-based security model, augmented compared to prior versions [CCD*17, BFGT22, BFG'21] to cap-
ture the KEM component but also key signing, and gave fully-parameterized, concrete bounds for PQXDH’s
classical and post-quantum security.

PQXDH design discussion. Our bound relies (among other things) on the LEAKT"-BIND-SS-{CT, PK'}
binding property of the KEM. While we show that this property is satisfied by both Kyber and ML-KEM, fu-
ture KEMs deployed in PQXDH or similar protocols may not satisfy this property; so achieving PQXDH-like
security without relying on a binding property is of general interest. We can indeed forgo this assumption
(and the corresponding advantage term), if the key derivation of PQXDH takes the KEM public key and ci-
phertext (or, ideally, the whole session context as is good practice) as additional arguments. This supports
and complements a proposal discussed in the tool-based formal verification of PQXDH by BJKS [BJKS24],
to make sure the key agreement in the initial handshake does not rely on the follow-up AEAD encryption
(which would indeed violate key indistinguishability as we prove it). As a side note, including context into
the key derivation also supports tighter security proofs [CCG™19].

The lack of domain separation in PQXDH when signing ephemeral and semi-static KEM public keys
allows for unnecessary, trivial key confusion attacks. Our analysis further confirms and pinpoints the
stronger security guarantees achievable if PQXDH were to properly domain-separate these keys.
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Our classical security reduction for PQXDH has an additional case (compared to the X3DH anal-
ysis [CCD™17]), where key indistinguishability hinges solely on the signed ephemeral KEM key. This
guarantees security against an active adversary who later gets quantum powers or against a passive quan-
tum adversary. Hence, PQXDH protects against an even stronger class of attacks than the “harvest now,
decrypt later” attack which motivated the design.

Limitations and future work. Our analysis is focused on the PQXDH handshake, analyzing both (full
and reduced) modes in isolation. We hence do not treat attacks across protocol modes or versions (X3DH
vs. PQXDH), but note that BJKS [BJKS24] highlighted the importance of domain separating the KDF
calls to avoid confusion between X3DH in full mode and PQXDH in reduced mode.

Prior works on Signal’s initial handshake have assumed authentic distribution of public keys instead of
modelling signatures [CCD ™17, BEGT22], treated the signing keys informally [VGIK20], or, like our work,
assumed that long-term signing keys and long-term DH keys are distinct [FJ24, BJKS24, CHN24]. We
leave it to future work to more accurately reflect the implementation which re-uses the same keys for both
purposes.

It remains open to find the minimal changes necessary to PQXDH that guarantee security against
active quantum adversaries, i.e., showing security without assuming honest distribution of KEM keys. In
Section 1 we discussed related work [HKKP22, BFG22, DG22, CHN'24] that proposes post-quantum
replacements for X3DH and PQXDH. Preferably, these minimal changes would also preserve deniability of
the protocol.
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A Summary of Major Changes
e version 1.0 — May 2024: Initial release
e version 2.0 — August 2024:

— added post-quantum(-only) analysis (Section 5.2) via separate clean predicates (Figure 9) and
theorem statement (Theorem 5.2) for quantum adversaries

discuss key confusion between DH and KEM keys as well as ephemeral and semi-static KEM
keys in Sections 1 and 4.3 and incorporate them into Theorems 5.1 and 5.2

define and use hash functions with the “human ignorance” approach [Rog06] (cp. Definitions 2.4
and 2.5, Theorems 3.6 to 3.11)

rename the adversarial model LEAK™ for the KEM binding notion to LEAK ™"

o version 2.1 — May 2025 (corresponding to the PKC 2025 proceedings version):

— fix an oversight in the cleangge predicate (Figure 9) pointed out by Keitaro Hashimoto, Shuichi
Katsumata, and Thom Wiggers
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