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Abstract. Matrix multiplication is a common operation in applications
like machine learning and data analytics. To demonstrate the correct-
ness of such an operation in a privacy-preserving manner, we propose
zkMatriz, a zero-knowledge proof for the multiplication of committed
matrices. Among the succinct non-interactive zero-knowledge protocols
that have an O(logn) transcript size and O(logn) verifier time, zkMa-
trix stands out as the first to achieve O(n?) prover time and O(n?) RAM
usage for multiplying two n x n matrices. Significantly, zkMatrix distin-
guishes itself as the first zk-SNARK protocol specifically designed for
matrix multiplication. By batching multiple proofs together, each addi-
tional matrix multiplication only necessitates O(n) group operations in
prover time.
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1 Introduction

Matrix multiplication is a fundamental operation with wide applications in ap-
plied mathematics, statistics, finance, engineering, and more. It plays an essen-
tial role in handling high-dimensional datasets in data analytics and machine
learning. In these applications, sometimes we need to protect the privacy of sen-
sitive data. While zero-knowledge proofs offer a solution, providing an efficient
zero-knowledge proof for large-scale matrix multiplications, which may contain
thousands of rows, remains challenging.

Current protocols often struggle to simultaneously meet the following three
key requirements:

— Succinctness: When dealing with big datasets, it is a standard requirement
for a polylogarithmic transcript size and polylogarithmic verifier time.

* Both authors contributed equally to this research.
** Siu Ming Yiu is the corresponding author.
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— Linear prover time with respect to the witness size: Many zero-knowledge
proofs based on arithmetic circuits require prover time linear to the number
of multiplication gates, which is roughly proportional to the 1.5-power of the
number of elements in the matrices.

— Consistency with commitments: In many applications, matrix multiplications
are performed sequentially (e.g., neural networks in Subsection 1.4). Given
the non-uniqueness of matrix multiplication outcomes (i.e., for any given
matrix ¢, there are infinite distinct matrices a and b such that ¢ = ab), it
is vital to verify that the private inputs are the same across multiple matrix
multiplications. Therefore, the zero-knowledge proof should guarantee that
the private matrices are consistent with the same commitments. Ideally, the
commitment scheme should be independent of specific matrix operations.

Providing proof for the multiplication of two n x n matrices necessitates
roughly n3 multiplication gates. Direct application of zero-knowledge Succinct
Non-interactive ARgument of Knowledge (zk-SNARK) protocols, like those in
[Groth(2016), Parno et al.(2016), Bowe et al.(2019), Chiesa et al.(2020b), Maller
et al.(2019), Biinz et al.(2020), Gabizon et al.(2019), Chen et al.(2023), Chiesa
et al.(2020a)], results in O(n3) prover time and potential memory overflow due
to the O(n?) circuit size. Thaler’s specialized protocol [Thaler(2013)] transforms
matrix multiplication into a sumcheck relation, resulting in greater efficiency in
prover time. However, it is not a zk-SNARK protocol and necessitates linear time
for verification. Despite subsequent improvements by LegoSNARK [Campanelli
et al.(2019)] and Libra [Xie et al.(2019)], achieving O(n?) prover time with poly-
logarithmic verifier time remains unaccomplished. QuickSilver uses an interactive
protocol and secure multiparty computation, trimming down the prover time to
O(n?) but introducing a higher communication overhead of O(n?). A detailed
comparison is provided in Table 1. Among protocols with logarithmic verifier
time, such as Pinocchio [Parno et al.(2016)] and Libra [Xie et al.(2019)], our
zkMatrix protocol is the first to achieve O(n?) prover time.

1.1 Main Result

This paper seeks to construct a zero-knowledge proof for witness matrices a, b
and c such that ¢ = ab. The matrices a, b, and ¢ are committed using Pedersen
vector commitments C,, Cp, and C, respectively. Throughout the paper, we will
use bold letters for matrices (e.g., a) and smaller letters with index ,j for
elements inside the matrices (e.g., a;;). We use the symbol & for point addition
in the elliptic curve group G of prime order p.

3 For n X n square matrices, the number of multiplication gates is n® using the school-
book algorithm. The best algorithm in the literature is > n?3” multiplications.
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Table 1: Comparison of the Zero-Knowledge Proofs for Matrix Multiplication of
n X n Matrices

Protocol Communi- RAM Usage Timing Consis-
rotoco cation  Prover  Verifier Prover Verifier tency
Pinocchio
[Parno et al.(2016)] o) O(n?) o) O(n?) o) No
Thaler
[Thaler(2013)] O(logn) O(n?) 0O(n?) O(n?) Oo(n?  No
LegoSNARK
[Campafelli et al.(2019)] O(logn)  O(n*) o(n?) O(n?) O(n®)  Yes
Libra
[Xie et al.(2019)] O(logn) O(n®)  O(logn) O(n®)  O(logn) No
uickSilver
[Ya(jg Loy O O 0w 0w O@)  Yes
zkMatrix 5 9
(single proof) O(logn) O(n®) O(logn) O(n®)  O(logn) Yes
zkMatrix
2 O(n® +tn)E
(batched proof for t  O(tlogn) O(n*+tn) O(tlogn) +O(tn?)M O(tlogn) Yes

matrix multiplications)

Note: The timing columns only show the dominating factor(s). For most schemes, it is
the number of exponentiations E in ECC or pairing groups. M represents the number
of multiplications in Z,, and one exponentiation roughly takes log, p multiplications.
All group and modular additions, hashing operations, and non-dominating pairing
operations are omitted in the table for simplicity.

We consider the following relation for public group matrices U, G, H:

RcomMatMuI
Ccaca>ob GG; c € Zmxn c:ab,
UeGm " . ACe = (c,U)
_ ’ . gmxl ¢ ’ (1)
G c G™< i ANCy={a,G) | [’
’ be len e ’
H c G P ACy = (b, H)

where (a, G) is the Pedersen vector commitment of the matrix a:

(@,G) = a11G11 ® a12G12 @ -+ @ ayGu
® a21G21 @ axpGa @O ayGy
® : : : :
5>} amleQ © am2Gm2 DD amlel'

Analogous definitions apply to (b, H) and (c,U).*

4 Mathematically, (a,G) is defined as 1' (a o G)T, where 1 is a unit vector with a
suitable length, T stands for transpose and o is the Hadamard product.
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Our paper introduces the zkMatrixz protocol for the relation Rcommatmul char-
acterized by a logarithmic transcript size, O(n?) prover time, and logarithmic
verifier time. Specifically, the prover time is O(n?) (~ 14n? exponentiations),
and the verifier runs O(logn) exponentiations and O(1) pairings. Given that
one optimal Ate pairing operation takes around 12 exponentiations and 4 field
multiplications, the verifier time is on the order of O(logn).

We can optimize the prover time though batch processing. When provid-
ing proof for ¢ instances of n x n matrix multiplications (with the witness ma-
trices collectively comprising 3tn? elements), the prover’s time complexity is
O(n? 4+ nt) in terms of group operations , while the verifier’s time complexity is
O(tlogn). For each additional matrix multiplication, the marginal prover time
takes roughly ~ 8n exponentiations and ~ 5n? field multiplications.

1.2 High-Level Idea

Reducing matrix multiplication to four inner-product relations. The
foundational idea is derived from Groth’s seminal work on providing sublinear
zero-knowledge proofs for linear algebra relations [Groth(2009)]. Linear algebra
relations can be reduced to high-dimensional inner-product relations (as seen in
Section 1.3 of [Groth(2009)]).

Using the following equivalence, we can prove matrix multiplication by prov-
ing four inner-product relations, denoted by the superscripts (1), @), @), @ in
the equation below:

{c=ab} & {Wy € Z,,(§] cgr)® = (g1 a)@(bgr)D)P}. (3)

The inner-product relation () is the standard polynomial of the matrix c.
Specifically, for an (m x n)-matrix ¢, we can multiply it on the left by an m-
row-vector 4, = (1,4™,---,y™~D") to obtain %, ¢, and then on the right by
a n-column-vector yr = (1,y, -+ ,y" )T to obtain ¥ cyr. We can directly
compute a degree (mn — 1) polynomial of y:

m n
¥ cr = Z Z ciy DY),
i=1 j=1

It can be viewed as an inner product of a vector formed by c¢;; (i.e., a vec-
tor of flattened c), and a vector (1,y,y2,...,y™" 1). As a result, we can use
Bulletproofs [Biinz et al.(2018)] to prove the inner-product relation.

Working with committed vectors. While using Bulletproofs [Biinz et al.(2018)]
for proving inner-product relations might seem intuitive, ensuring the soundness
of the entire matrix multiplication protocol requires consistent witness vectors
across these four inner-product relations. Specifically, the left values of the second
and third inner-products, @, + ¥} a and By < byr, must align with the witness
of the fourth inner-product relation. One straightforward method to achieve this
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consistency is by incorporating these intermediate variables into the transcript,
but this will result in a large transcript size. We address this by compressing
each high-dimensional intermediate variable into a single group element through
Pedersen vector commitments.

Bulletproofs cannot ensure that the two witness vectors are consistent with
previous commitments. Despite this, we observe that this consistency can be
achieved when one vector is constructed from a public-coin challenge. Hence, we
present two variants of Bulletproof:

— Committed Semi-Inner-Product Argument: It proves the inner-product of a
committed vector and a public vector for the inner product (D).

— Committed High-Dimensional Semi-Inner-Product Argument: It proves a lin-
ear combination of committed vectors for inner products (2) and 3).

Combining with the Bulletproof for the inner product (4), we obtain an argument
of knowledge for matrix multiplication.

Single zkMatrix: Shifting the verifier’s multi-exponentiation compu-
tation load to the prover. The primary bottleneck in verification efficiency
of Bulletproof is attributed to the elliptic curve multi-exponentiation involved.
In short, it involves the verification of a group element V' such that:

V = [G][G1]8[¢][G2]® - - - B[] [Gql,

where ¢ is the total size of the prover’s secret vectors, [G1], ..., [G4] are public
group elements and [(1],...,[{,] € Z, can be computed by the verifier. The
verifier time of Bulletproofs is dominated by the multi-exponentiation of size gq.

In this paper, we want to transfer the burden of this multi-exponentiation
calculation from the verifier to the prover. Bulletproofs require that the pub-

lic group elements [G1],...,[Gq] are randomly sampled such that the mutual
discrete logarithm between them are unknown. We propose the use of struc-
tured bases [3G], [$2G],. . ., [37G] for some § € Z, and G € G. Now consider the

multi-exponentiation given by:

V = [Q][3G18[¢][82Gle - - (¢ ][37G] = ¢(3)G,

where ¢(z) = [C1]z + -+ + [{4]z? € Z,[X] represents a polynomial with known
coeflicients. Instead of requiring the verifier to compute the multi-exponentiation
of size ¢, the prover can provide a proof that V' is valid. In response to a random
challenge [s] & Zy, the prover computes [W] < (%ﬁ’(s))é, which requires a
multi-exponentiation of size ¢q. Subsequently, the verifier evaluates ¢([s]) in Z,
and checks whether [V] aligns with ¢([s]) and [W] by using the following pairing
equation:

e(W], [sI[G1e15G)) = e(é([s))[G] © V. [G]),

where © is the inverse of @. The pairing equation in our protocol is actually
more complicated, and details can be found in Section 3.
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Batched zkMatrix: Batch processing before inner-products. For use
cases requiring proofs for thousands of matrix multiplications, our proposed
solution entails executing ¢t zkMatrix protocols in parallel, utilizing identical
public-coin challenges. In essence:

— The prover is restricted to batch computing transcript elements for the inner-
product relations (I), 2), and (3).

— The introduction of the batching randomness should come after the prover’s
commitment to the intermediate variables that serve as public inputs of the
sub-protocols. Specifically, this should occur post commitments to a,, By,
and ¥; cyr.

Zero-knowledge proof via random blinding matrices. To transform an
argument of knowledge for the matrix multiplication of ¢ = ab into a zero-
knowledge one, we introduce two random blinding matrices & Zg”l, J6] &
Z.*™. We then provide a proof for the multiplication of z(a+za) and z(8+ xb),
where z & Z, is a public-coin challenge. This approach increases the transcript

size by a constant factor. In the context of batched proofs, these blinding matrices
are introduced within the sub-protocols on batched inputs.

1.3 Owur Contribution

Among succinct non-interactive zero-knowledge protocols, characterized by an
O(logn) transcript size and O(logn) verifier time for the multiplication of two
n X n matrices, our zkMatrix is the first to accomplish O(n?) prover time.

Proof 1 Proof 2 Proof 3 Proof 4
1 )=

Fig.1: CNNs with zero-knowledge proofs. X; and Y; represent the input and
output of the CNN’s layer 4, with a weight W; such that f;(X;, W;) = Y; for some
matrix function f;. C4 stands for the commitment to the secret vector/matrix
A, bridging sub-protocols throughout the CNN computation.

First zk-SNARK for matrix multiplication with linear prover time.
The zkMatrix protocol achieves a strictly linear prover time while maintaining
a succinct transcript. No existing zk-SNARK protocol for matrix multiplication
has achieved such a level of asymptotic efficiency.
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Bulletproof as zk-SNARK with universal structured reference string.
Our methodology reduces the verifier time of Bulletproofs to a logarithmic scale.
Bulletproof is not categorized as a zk-SNARK protocol due to its linear verifier
time. Our methods can reduce the verifier time of the Bulletproof-version R1CS
protocol (see Protocol 3 in [Biinz et al.(2018)]) to logarithmic exponentiations.
Though our technique requires a trusted setup phase to generate the structured
reference string (SRS), this setup is a one-shot procedure. Consequently, the
SRS is universal and upgradable — features that align with contemporary zk-
SNARK solutions like Sonic [Maller et al.(2019)], Marlin [Chiesa et al.(2020a)],
and PLONK [Gabizon et al.(2019)].

1.4 Potential Applications

Privacy-preserving data mining Privacy-preserving data mining aims to
construct data models without direct access to the underlying data records [Agrawal
and Srikant(2000)]. A succinct zero-knowledge proof, published alongside the
data mining results, can validate the reliability of these results without revealing
the underlying data [Duan and Canny([n.d.])]. Given the crucial role of matrix
multiplication in data mining techniques such as Linear Regression (LR), Prin-
cipal Component Analysis (PCA), and graph mining via adjacency matrices,
zkMatrix becomes indispensable in enabling privacy-preserving data mining.

Range proof for vectors Bulletproof is a widely-used technique for range
proofs. In blockchain applications, confidential transactions that conceal trans-
action details can be achieved through Pedersen commitments. In this scenario,
range proofs are essential to guarantee that the hidden values fall within a spec-
ified range. For example, this ensures that the amount sent does not exceed the
current balance. Pedersen vector commitments can commit multiple confiden-
tial transactions collectively. Just as Bulletproof provides range proofs for single
committed values [Biinz et al.(2018)], zkMatrix is capable of providing the nec-
essary range proofs for these committed vectors. Specifically, that all elements
of a secret vector € € Z;" fall within the range (0,2" — 1) is equivalent to:

Ja € 2", st.ac(a—1) =0 A é = ab,

where the vector b € Zy is (1,2, 22 ... on=hT,

Non-interactive zero-knowledge proofs for machine learning model.
Matrix multiplication is also fundamental in machine learning. Zero-knowledge
proofs for convolutional neural networks (CNNs) highlight the importance of
zk-SNARKS for matrix multiplications [Weng et al.(2021),Liu et al.(2021)]. Fig-
ure 1 illustrates a basic CNN architecture, where the convolutional layers are
transformed into matrix multiplications [Vasudevan et al.(2017)]. Pedersen vec-
tor commitments to the intermediate variables can link the sub-protocols for
successive layers. This ensures the output-input consistency across successive
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layers. Machine learning necessitates floating-point matrix multiplications. The
appendix of the online full version of this paper elaborates on the method used
to adapt zkMatrix for floating-point matrices.

2 Preliminaries

2.1 Notation

Group and field elements. Let G represents a cyclic group of prime order
p, and let Z, denote the ring of integers modulo p. Z7 is defined as Z; :=
Z,\{0}. N, Z, and R denote the sets of natural numbers, integers, and real

numbers, respectively. We use the symbol & to indicate the uniform sampling
of an element from a set. If not otherwise clear from context, group elements are
denoted by G, H,U,V,W, P € G. Field elements are denoted by a,b,c,d € Zy,
and their Pedersen commitments are denoted by C,, Cy, C.,Cy € G. A random
challenge x € Z; sent from the verifier to the prover is considered public-coin
if it is public information and is selected uniformly at random. We denote this

process as [z] & Coin(Zy), and use z,y, z to denote such public-coin challenges.
0,p,9 & Zy, are uniformly distributed randomness for batch processing. We use

the superscript * to denote the blinding factors a, b, é & Z, corresponding to a,
b, and ¢, respectively. The base for these blinding factors is denoted by G € G.

We adopt the additive notation for group operations. We use @ to denote
group addition, and O is the identity element of G. @Zimm represents the
summation of multiple group elements indexed by i € range(start,end). For
comparison, the summation of field elements is denoted by X¢¢, .. We also
employ the term exponentiation to indicate the scalar multiplication of group
elements.

Pairing A pairing is a bilinear map, denoted by e : G; X Go — G, that maps
two cryptographic groups G; and Gs to a third group G. This third group G
is referred to as the target group. The bilinear property is given by the equation:

e(aG,bH) =abe(G,H),Va,b e Z,, G € G1,H € Gs.

When the same group is used for the first two groups (i.e. G = Gy = G), the
pairing is referred to as symmetric or type-1 pairing. Otherwise, it is asymmetric.

Symmetric pairings are easier to read and analyze, but asymmetric pairings
often offer greater computational efficiency. For our purposes, throughout our
main text, we will primarily employ symmetric pairings . Our protocols can be
readily adapted to use asymmetric pairings.

In the context of asymmetric pairing, the group generators in G; and G are
denoted by G and H, respectively.
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Matrix and matrix operation We employ a slightly unconventional notation
for matrices and vectors. Specifically, we use bold letters to represent matrices, =
to denote column vectors, and T to denote row vectors. To distinguish between
matrices of field elements (field matrices) and those containing group elements
(group matrices), we utilize uppercase and lowercase bold letters. Field matrices
are denoted by a, b, ¢, and group matrices are denoted by G, H,U.

Recall that in linear algebra, a matrix can be partitioned into smaller matri-
ces known as blocks. Specifically, we use @ = {a;;} to represent the mn elements
a;j € Zp, i € range(l,m), j € range(l,n) in a matrix. The matrix a can be

divided into m row-vectors, denoted by @,,--- ,d, ., or n column-vectors, de-
noted by dy1, - , Gyn.
. - = - part T
Informally, we use the notation (@;,,d,,, - ,@,..)" +— a to indicate that

we have partitioned a into m row vectors, and

(@1, G2y un) £ 4 to signify that we have partitioned a into n column
vectors. Additionally, we use the expression:

— flat
a = (alla @12, 5 A1ns " 5Am1, Am2, " ° >amn) ¢ a,

to indicate that we have flattened a into a (mn)-vector. To distinguish between
the set of matrices and the set of vectors, we denote the former by Z;"*" and
the latter by Z7'". Similar notations apply to group matrices and group vectors.

When @ € Z; is a vector, we separate it to the left half @1, < (a1, -+, a,/2)
and the right half @r < (ap /241, -+ ,an). We use (@r||dg) &2 G to denote this

procedure. For simplicity, we assume that n is a power of 2. We use the symbol
|| to denote the concatenation of two vectors into a longer vector.

We can define addition and scalar multiplication on group matrices similarly
to those on field matrices. Additionally, we define (a,G), the inner product
between a field matrix a € Z;"*" and a group matrix G € G™*", as in Eq. 2.
To avoid ambiguity, we use the bullet symbol e instead of (-) to denote the inner
product operation between field vectors (this happens to be a coincidence with
the name Bulletproof).

Bracket representation We introduce the bracket representation [] as a new
notation. [-] signifies that the value within the bracket has been known by both
the prover and the verifier. To be more specific, we put into brackets the public
parameters, the commitments, the public-coin challenges, and the intermediate
variables computed from values in brackets. The bracket representation is es-
pecially useful from the verifier’s viewpoint. As a convention of this paper, we
do not use the bracket representation within the prover’s algorithm, or in cases
where no ambiguity exists.

For instance, in Schnorr’s protocol, by employing the bracket representation,
we avoid using extra symbols for [aG], [aG], and [« + za]. The verifier checks

?

whether [o + za][G]=[aG] + [z][aG], which holds obviously.
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Miscellaneous Throughout this paper, the security parameter is denoted by
A. We use Setup(1?) to represent the generation of public parameters, like the
order p of G, based on the security parameter. P,V, €&, S, and A stand for the
prover, the verifier, the emulator, the simulator, and the adversary, respectively.
(P = V) represents the interaction between P and V. We use R ={ Public
Input : Witness | Relation } to denote a relation with the specified Public Input
and Witness. For clarity, We separate the inputs of algorithms with commas
‘’, semicolons ‘;’, or colons ‘’; e.g., (Commitments; Bases; Auxiliary bases if
applicable: Witnesses). When applicable, we place the parameters corresponding
to ¢ before other parameters, e.g., ([C.], [C.], [Ch]; [U], (G, [H]; [U'], [G'], [H'] :
c,a,b).

Furthermore, to avoid ambiguity, we use < for the assignment operation and
= to indicate equivalence. We denote the dimensions of matrices or vectors with
n,m,l, the batch size with ¢, and the indices with i, j, k, 7.

Symbol table We summarize the symbols used in this paper as follows. Symbols
not listed below are local and will be defined when they first appear.

—ce€Zy " ac Zg”l, be ZLX": Private witness matrices.

— m,n,l € N: Dimensions of the matrices.

— 4,7,k € N: Indices of the matrix/vector elements.

- GeGorGe Gy, He Ga; 8,v € Z;: Group generators and random numbers
used to generate the SRS.

— U € G™*" G € G™*', H € G'*": Public group matrices serving as bases
for ¢, a, and b.

- C.,C,4, Cy € G: Commitments to the matrices.

— q € N: The length of the SRS.

—~ §,5 € GY or GY: The SRS generated from G, H, 8, and v. Their specific
form depends on the setup of the protocols.

— 5 € Z}: The public coefficients on S in the verification check. Its specific
form varies in different protocols.

— ¢(-) € Z,[X]: A polynomial defined by ¢ as in Eq. 10.

— 8 € Zy: The random challenge used to accelerate Bulletproofs and other
protocols, as in Subsection 3.1.

— Z(j) € Z,: The random challenge used in the Bulletproof protocol during the
jth round of iteration.

— L), R(j) € G: Transcript elements generated by the Bulletproof protocol
during the jth round of iteration.

—a,be Z,: Transcript elements generated at the end of the Bulletproof pro-

tocol.
—£ezm A public vector computed from x 1y, , T(loe. n) according to the
p (1) (logy n)
rule in Eq. 7.

— x € Zy: The random challenge used to multiply C¢ in Algorithms 2 and 3.
— YL € 2y, Yr € Zy,y € Z;"": The random challenge vectors used in the four
inner products in Eq. 3.

Yy € Z,: The random challenge used to compute ¥y, Yr, ¥
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—d € Zp,a, € le,l;y € Z: Intermediate variables such that @, = g a,
Ey = by, and d = §; cyr.

—~ U €G,G €G! H' € G': Public bases for d,a,, b,,.

—YELY " e Z;"Xl,ﬂ € ZZPX”: Random matrices used by Algorithm 5 for

blinding the matrices ¢, a, and b.

p € Zy: The random challenge used for batch processing.

— 9,0 € Z,: Random values used to combine multiple verification equations
into a single equation, as in Eq. 13 and 21.

2.2 Cryptographic Assumptions and Definitions

Cryptographic assumptions for our work include the discrete logarithm rela-
tion assumption [Biinz et al.(2018)], the g-Power Diffie-Hellman (¢-PDH) as-
sumption [Groth(2010), Parno et al.(2016)], the g-Power Knowledge of Expo-
nent (¢-PKE) assumption [Groth(2010),Parno et al.(2016)], and the ¢-Bilinear
Strong Diffie-Hellman (¢-BSDH) assumption [Kate et al.(2010)]. Our defini-
tions for for Pedersen vector commitment, zero-knowledge arguments of knowl-
edge, perfect completeness, computational knowledge soundness, perfect Special
Honest-Verifier Zero-Knowledge (SHVZK), public-coin, Fiat-Shamir heuristics,
and fully succinct zk-SNARK align with the definitions presented in [Biinz
et al.(2018), Attema et al.(2021), Attema et al.(2022),Gabizon et al.(2019)] These
assumptions and definitions are also provided in the appendix of the online full
version of this paper.

3 Accelerating Bulletproof Verification

Bulletproof [Biinz et al.(2018)] provides an efficient argument of knowledge for
a,b € Z; with a communication complexity of 2log, n group elements and 2
field elements for the following relation:

Rbullet = (4)

{([C]EG-[]EG >.<aezg,>< = (Geb)U >}
(Gl eG" [H eG") \bezn a(@ Geb HY) |

To understand Bulletproof in Algorithm 1, let us consider a simplified sce-
nario where b = 0. Given the public group vector [G] € G™ and a commitment
[C] € G, the prover aims to prove the knowledge of a secret vector @ € Zj such

that (@, [G]) = [C].
Bulletproof divides the vectors @ and [G] into their left and right halves.
There are four inner products of the half vectors as follows:

<&LaéL>a <6RaéR>7 <&L7GR>7 <6RaGL>' (5)
The last two terms, denoted as:

[Ly] = (@, Gr), [Roy)) = (@r,GL),
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are included into the transcript.

Upon receiving [L 1] and [Ry)], the verifier sends a random challenge [z (1)] &
Z,. The prover scales the right halves of @ and G with factors a:(_ﬁ € Z,, and
T(1) € Z,, respectively, and then folds the right halves with the left halves to
derive @' = ar + x(ﬁﬁR and [G'] = [éL]EB[x(l)][@R] . Their inner product
becomes:

(@, (@) = (@ Gha(fzm)Lm)@(zw] " [Ru)).

This simplifies the original problem to one of half the length. This folding pro-
cedure can be recursively applied to reduce the original inner product into a
Pedersen commitment to a scalar.

To accelerate Bulletproof, we employ a modified version of the updating
rule as described in [Gentry et al.(2022)], which results in an approximate 1/4
reduction in prover time. The corresponding Bulletproof protocol can be found
in Algorithm 1.

Algorithm 1: Bulletproof in [Gentry et al.(2022)]

Input: Public input: [C] € G; [U] € G, [G), [H] € G";
‘P’s private input: @, be Zy
Output: TRUE (V accepts) or FALSE (V rejects)
if n =1 then
P — V: [al], [b] € Zp;
V checks if [C]=[a][b][U]@®]a][G]@[b][H]:
if yes, return TRUE; otherwise, return FALSE

W N =

Ise

// P and V compute:

n' < n/2;
7 | (Gi]ll[Gr]) € [G), ([HL] || [Hz]) <= [H];
// P computes:

o
]

_,,

alf a

8 | (arlldn) < @, (bellbr) < b;
9 Le(aL,GR> <b H> ( e br )UGG;
10 | R+« (@r, GL)®(by, HR)®(Greb)U € G ;
11 P — V: [L],[R] € G;
12 | Vo P 2] £ Coin(Z) ;
// P computes:
13 6/<—aL+[;r:]‘1&ReZ$', B/ FBL‘F[I']B‘RGZZ/,

// P and V compute:

14 | [C] < (2][LDe[Cle(z] 7' [R]) € G ;

15 | [G']« [GLlo[]|[Gr] € G5

16 | [H']« [Hilol] ' [Hr] € G"';

17 P and V recursively run Bulletproof on input: ([C'];[U], [G'],[H'] : @ ,b');
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3.1 Verification through Multi-Exponentiation

The entire verification process in the Bulletproof protocol can be condensed
into a single multi-exponentiation with the following form (refer to Section 3.1
of [Blinz et al.(2018))):

e " (e Ly lelee)] ™ (R

= ([a))[U]ela)((€), [G)®[BI(€"]. [H). (6)

Here, [2(;y] represents the challenge in the jth round, while [a] and [b] denote

—

field elements in the transcript generated in the final round. [£] = ([&1], -+, [€n))
is a vector computed from the public-coin challenges as follows:

& =157 ",
where ¢(4,7) is the jth bit of (¢ — 1) in big-endian format or, equivalently, the

(logym — j + 1)th bit in little-endian format. Alternatively, the vector € can be
computed recursively as follows:

5(0) <~ (1)35(3'-&-1) — (5(]) || L (log, n—j)é_’(j));é% E_’(log2 n)- (7)

In subsequent discussion, where the specific coefficients are not relevant,

we define the symbols ([¢],[S]) to represent the right hand side of the multi-
exponentiation Eq. 6, by setting:

5: (di)v dglvi)gl—lv'” 7&57“?)5;1), g: (U7 G17H17"' 7Gn7Hn)- (8)

We can see that the verification of Eq.6 requires 2n+2 log, n+1 exponentiations.

Our verification acceleration via prover. In Eq.6, the primary compu-
tational burden arises from the evaluation of the multi-exponentiation on the
right-hand side. Halo attempts to address this issue by introducing a third party
“helper” to collaboratively compute this value [Bowe et al.(2019)]. Our proposi-
tion is to let the prover act as the “helper” if they can provide additional proof
of the correctness of this computed value.

Our acceleration requires a structured reference string (SRS), and employs
the Bulletproof setup described by computing:

logy i
(5G], where w; = wy + € Z 1(i,5)2°0). (9)

j=1

Here, (i, j) represents the jth bit of i—1 in little-endian format. The parameters
wo, €, and €(;) are chosen such that the sets U,G, H contain distinct group
elements. For example, by setting wg = 1,2,3 for U,G, H, € = 2 and ¢(;) = j,
we derive U = 3G, G; = §%@G, and H; = §1T2G.
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During the setup phase, the setup algorithm selects G and randomly chooses
8,V € Z,. It computes the SRS as:

—.

[S]a [S‘/] = ([éé}v o [gqé])a ([Vé]v [Vgé]v [Vézé]’ B [Véqé])a

where ¢ > 2n + 1. It subsequently securely discards v and s.
By employing a change of notation to ¢ = ((1,---,{y), where [(;] = 0 for
i > 2n + 1, the right-hand side of Eq. 6 can be represented as:

(1), 18] = [G]3GI@[GI°Cle - - ©[¢][3G).

This expression can be viewed as a KZG commitment [Kate et al.(2010)] to the
following polynomial ¢(x) € Z,[X]:

¢(z) = [Glo + - + [(glat. (10)
Observe that the polynomial ¢(z) is public knowledge, as it is uniquely deter-
mined by the public parameters [(1],.. ., [(]

During the proving phase, the prover and the verifier runs the original Bul-
letproof first. Afterward, the verifier sends an additional public-coin challenge

[s] & Coin(Zy). In response, the prover computes:
V'] + [G] 3G vs?Gle - - - @[¢,][vsi G,
W@ =G =P w5 a)

where the coefficients 1,7 € range(1,q) can be computed recursively using the
following equations:
Vg < Cqs i < Yig1s+ G
The prover then sends V' and W to the verifier.
The verifier computes:
log, n

VI« CloD, ) (=pliLplelg) [Rp)- (11)

The verifier checks the consistency of [V], [V'], [W], and the public polynomial
¢(x) by verifying the two pairing equations:

e([V]. G =Ze([V'), 1)),
e(0(s)[Gla[V], [G)Ze([s][G]a [5G, [W]). (12)
These two pairing equations can be consolidated into a single pairing equation

by using an additional randomness 9} & Ly

e(¢(sDIGIeVIeMV'], [G])

? A A

=¢([s][Glo[3G], (W) @e([[V], [VG]). (13)
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It is also possible to employ asymmetric pairing to perform our acceleration.
Let H € Gy be the generator of Gy and include [H], [vH] € G5 into the SRS,
Eq. 12 becomes:

N

e([V], W H])=e(IV'], [H)),

A ? A A
e(o([sDIGIelV], [H])=e(W], [s|[H]e[sH]). (14)
The cryptographic assumptions for asymmetric pairing should be altered slightly.

Running time evaluation. As shown above, the running time for the verifier
includes 2log, n exponentiations and 2log, n additions in G (for computing V),
3 pairing computations, 4 exponentiations and 3 additions in G (for Eq. 13), and
the computation of the public polynomial ¢(s) with the form:

G(s) =abs+a Yy &s* +bY &'
i=1 =1

:dl;s—i—dgo §G+8£_1 ° 3y,

where §g = (s%,-++,5®) and Sy = (s3,--- ,s*""1). Remember that £ and &1
can be recursively calculated using Eq. 7. When a vector § can be computed
through a similar updating rule:

S0) < (s1); 8+ < 8y llvg+1)8(7)); 84 Saog, n)

where 51 = 5“0 is the first element of 8, and v(;) = §e2’® by Eq. 9. Then, by
utilizing the following formula, the verifier can compute 5 e § without explicitly
calculating &:

logy n

g. s = S1 H (1 + Z'(10g2 n—j-‘rl)U(j))' (15)

j=1

This method demands only 5log, n + 3 multiplications in Z, to compute f o3
and €1 e §. To compute ¢(s), there are 4 additional multiplications involving
and b. As a result, the time complexity for verifying Eq. 13 is logarithmic.

Theorem 1 (Accelerated Bulletproof). Under the discrete logarithm rela-
tion assumption, the q-PDH assumption, the q-PKE assumption, and the q-
BSDH assumption, our accelerated Bulletproof is an argument of knowledge if
the original Bulletproof is an argument of knowledge.

The proof for Theorem 1 is presented in Appendix A.1.

In this section alone, we will be relying on the ¢-PDH, ¢-PKE and ¢-BSDH
assumptions. Importantly, it should be noted that this additional proof serves
as an accelerating alternative. The verifier retains the option to verify the multi-
exponentiation directly by computing it themselves, without being reliant on the
accuracy of the additional proof (V’, W) provided by the prover, or the ¢-PDH,
¢-PKE and ¢-BSDH assumptions.
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Batch processing. An additional useful point is that the prover can provide a
batched proof for ¢t multi-exponentiations under the same base by utilizing an

extra batching randomness [p] & Z,,. Let the multi-exponentiations be expressed
as:

‘/(1) = <&1)7§>7‘/(2) = <&2)7§>7 7Vit) = <6(t)a‘§>

Instead of computing ¢ sets of V(’l) and W;),i € range(1,t), the prover only needs
to compute (V', W) to prove: B

V=5,
where V = @E:lpi’lV(i) and Z: St pi’lf(i).

4 Building Blocks

4.1 Semi-Inner-Product Argument

Bulletproof is an argument of knowledge that the prover knows the openings of
two Pedersen vector commitments a, b that satisfy the inner product relation
c=1(ae 5), where c is public information. When bis a public vector, we can
set the bases of b to be O. In this case, (I;, ﬁ> in Rpunet 1s identical to O. We
refer to the corresponding protocol as semi-inner-product argument. Consider
the extreme case of n = 1, we have ¢ = ab, where b is public. We have to
hide both ¢ and a in commitments C. and C, respectively. Hence, we define the
relation of semi-inner-product Rsjp, as:

Reip = (16)
[CC] € ZI)’ [Ca] € Ga

8] € Z; @ez)| (7

S ; la e N

v P\ Ac, = (@ G)
U] € G,[G] e G"

In the semi-inner-product argument protocol, we do not compute the expo-
nentiations of O. Consequently, the prover’s algorithm involves 3n+4logy(n) —1
exponentiations. This is similar to the Lightweight Bulletproof proposed by [Gen-
try et al.(2022)], although the details differ. The verifier checks a single multi-

exponentiation with the following form:

logy n

FlClelCleD, | (Fp)lLplelm] ™ B
= [a][=]([€] » [B) V] [al (€], [G]) (17)

Theorem 2 (Semi-Inner-Product). The semi-inner-product argument pro-
tocol is an argument of knowledge if the discrete logarithm relation assumption
holds and the underlying Bulletproof is an argument of knowledge.

The proof for Theorem 2 is given in Appendix A.2.
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Algorithm 2: Protocol of Semi-Inner-Product Argument

Input: Public input: [C.], [C.] € G, [b] € Z2;
U] €G,[G] € G™;
P’s private input: @ € Zy;
Output: TRUE (V accepts) or FALSE (V rejects)
P = V: [R] + rU € G, where r & Zy;
V — P: [h] & Coin(Z3);
3P —=V:[z]«r+h(deb)eZ,and [z] & Coin(Zy);
4 V returns FALSE if [2][U] # [R]®[h][C¢] ;
5 P and V compute [C] + [2][Cc]®[C.] and run Bulletproof on input:

([C); [][U], [G), O : &, [b]) ;

=

(M)

Variations. Our semi-inner-product argument is similar to the sum argument
in [Yuen et al.(2021)] with two main differences: (1) the sum argument requires

that b = 1, (2) the value ¢ is not committed.

It is also worth noting that when C, = O and b= 0, our protocol serves as
a proof for the following relation:

Reom ={[Ca) €G,[Gl eG" : G€Z}| C, = (@, G)},

that is, we know a witness @ for the commitment C, using the base G. The
protocol for Reom enables us to develop a protocol for a linear combination of
high-dimensional vectors in latter sections.

Optimizations. In Algorithm 2, we use the standard proof of knowledge of
discrete logarithm in line 1-4 to ensure that C. = cU for some ¢ € Z,. This
increases the transcript size by 1 group element R and 2 field elements (h, z).

To further improve the performance, we can drop the part related to (R, h, z).
In that case, we are only able to prove a relaxed relation of Rgp, i.e., C. =
(@ o b)Ud(c’, G) for some ¢’ @ b = 0. Instead of using a proof of knowledge
of discrete logarithm, an alternative solution involves demonstrating, through a
separate protocol, that C, = (@ e b)U&(c”, G'). Given that G and G’ share no
common member, we can confidently deduce that ¢ =0 and ¢” = 0.

For the relation Rcom, the verifier can directly observe that C. = 0. Hence,
the lines related to (R, h, z) can also be dropped.

4.2 High-Dimensional Semi-Inner-Product Argument

We can generalize the semi-inner-product argument to the high-dimensional sce-
nario where @;,4 € range(1,n) are m-dimensional vectors in Z;'. We provide a
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proof for the following relation:

th—sip = (18)
C.],[C,] € G, -
[ ] [ ] CC = <E;n:1azbza U>
[ba], -+ [ba] € Zy3 <a1a> N
Ul e G™, N\ ey n 5
[ ﬁ,] N b a — @ <C_iiaGi>
[Gi],---,[Gn] € G™ =

The protocol is presented in Algorithm 3.

Algorithm 3: High-Dimensional Semi-Inner-Product Argument

Input: Public input: [C.], [C.] € G, [b] € Z2;
[0] € G™, [Gi],-+,[Gn] €G™
P’s private input: @i, - ,dn € Zy'

Output: TRUE (V accepts) or FALSE (V rejects)
V= P: [z] & Coin(Zy) ;
// P and V compute:
2 foreach i € range(1,n) and j € range(1,m) do
3 | (Wi « [Gylela][b:il[U;] € G ;
[W] — ([W11]7 Tty [Wlmh Tty [Wnl]7 R [an]) € G™mn 5
P and V run the Semi-Inner-Product Argument (Algorithm 2) on input:

(0,[Cc], 6§ (Gu], [U] : ZZ‘L:I aibi);
6 P and V run the Semi-Inner-Product Argument (Algorithm 2) on input:

(O, [][Cc]@[Cal, 0; [h], W] : (@|ds]] - - -[|d@n));

=

[SA "N

Theorem 3. The high-dimensional semi-inner-product argument is an argu-
ment of knowledge if the discrete logarithm relation assumption holds and the
underlying semi-inner-product argument is an argument of knowledge.

The proof for Theorem 3 is given in Appendix A.3.

Optimizations. In Algorithm 3, we incorporate an additional semi-inner-product
argument in line 5 to ensure that C. = (¢,U) for some € € Zy'. This increases
the transcript size by 2log, m group elements and 2 field elements. It is possible
to eliminate this additional semi-inner-product argument and verify a relaxed
version of this relation Rpg_sip, i.e., Co = (31, @ibi, U)&@!, (], G;) for some
Z?zl chl- = 0. We will show in the subsequent section that, in the context of
the zkMatrix protocol, where Algorithm 3 is used as a sub-protocol, if another
sub-protocol can ensure that C, = (¢, U)®(c”, G') for some & and ¢, we can

infer, given that U, G; and G’ share no common member, that ¢, = ¢ = 0, Vi.
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Algorithm 4: Protocol MatMul
Input: Public input: [C], [Ca], [Cy] € G;
U eG,[G,[H ]eGl
[U] c Gmxn [G] c Gle, [H] c Glxn;
P’s private input: ¢ € Z"*" a € Z"* b € 7L
Output: TRUE (V accepts) or FALSE (V rejects)
1V =P [y & Coin(Z) ;
// P and V compute:

2 [g] < (L, [yl )2 ™) e Zp™
8 [go] < (L, [y" W [y e Zm ;
4 [gr] < L[y, W, ") € Zy

// Partition G into m row vectors
5 (G, €G- \GlL.eGHT & G ;

// Partition H into n column vectors
6 (HaeG - H.,,ecG)& H,

// Flatten U into (mn)—dimensional vectors
flat

7U=Un, U ;Unt,  Unn) €2 U ;
// P computes:

part

Dn = ST T \T part
8 Gy <+ y oo l[y](l g EZ , where (G1,, "+ ,@my) — a;
= part
9 by ijl[y]] lb*j € Z},, where (Bat,++  bun) &5 b
- o - flat
10 d < Ce Yy € Zp, where €= (c11,"** ,Cln; " ;Cml, " ,Cmn) — ¢

11 [Cuy] + (@, G') € G, [Cyy] ¢ (by, H') € G, [Ca) + d[U'] € G ;
12 P = V: [Cdl,[Cayl, [Coy] ;
13 P and V run Semi-Inner-Product Argument on input:

(ICal, [Ce], [y]; (U], U]+ €)

14 P and V run High- Dimensional Semi-Inner-Product Argument on input:

([Cay), [Cal, [GL; [G'), (G- [Goni])  (@1ey-oo @) 5
15 P and V run High-Dimensional Semi-Inner-Product Argument on input:
([be]7 [Cb]7 [gR]: [H/]7 ([H*l]a Ty [H*nD : (b*h b*27 e 7b*n)) 5

16 P and V run Bulletproof on input: ([Ca]®[Cay]®[Chy; [U'], [G'], [H'] : @y, by) ;
17 If all return TRUE, then return TRUE; otherwise return FALSE

Accelerating Verification. In this protocol, the verifier checks a single multi-
exponentiation as follows:

ElicalCde, ™" (soLalee) 1Re))

= [a][z]{[€][b], [U])@[al([€], [G), (19)
where [G] € G™ " = ([G1],---,[G.)). [€] € Zp>™ 2% [¢] € Z7™ is a matrix

determined by the public-coin challenges. Dlrect mathematical derlvatlon shows
that [€] = €m£n, where Sm is computed from the last log, m public-coin chal-
lenges via Eq. 7, and En is computed from the first log, n public-coin challenges
via Eq. 7.
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Here, we adopt the following setup:

U = (571G, 572G, 87 G) = 86,
§1é §m+1é . é(n—l)m-&-lé
2G4 gmt2G ... g(n=1)m+24y
G = . ) . .
= (§7 ‘§2a e 7§m)T(13 ‘§m7 e 7'§(n71)m)é
2z 2T A
= SGLSGRG

(€5, T) = ((£5) # 30)G = (L€l B)C
= (£, 050)(E, 0 b)C
(€.G) = (€.361.3¢rG) = (€] 3aL3arC)
— (€ 0 B61)(E,  Ban)C.

The inner products on the right-hand sides of these equations can be calculated
using the formula in Eq. 15. Through these equations, we can apply a proce-
dure similar to the one described in Section 3 to reduce the verifier time to a
logarithmic scale.

5 zkMatrix

In this section, we will give a zero-knowledge proof that a matrix ¢ € Z;**" is
the product of a € ZZ”l and b € ZLX".

5.1 Committed Matrix Multiplication

For any y € Z,, we define vectors 4] := (1,y", -,y V"), §r = (1,y, - ,y" )T
and a matrix y := ¥k € Zy*™. Recall that &< ¢ and Yy Jet Y.
Matrix multiplication can be performed by combining four sub-protocols,

based on the following equivalence:

{c=ab} < {Vy, §]cyr = (§] a)(byr)}

<= {Vy, 3d.dy.byst.(d=Cog) A(d, =Y any """
=1
/\(I;y = Zl;*jyjfl)/\(d:&y.gy)}_ (20)
j=1

We first show the equivalence of Eq. 20 above:
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1. For the relation @, = ¥ a, recall that @, is the i-th row-vector of a. Hence,
we have @, = >, @y~ D"
y = 2ui=1 @izl : .
2. For the relation b, = byg, recall that b,; is the j-th column-vector of b.
Hence, we have b, = >7_ b.jy/ "

3. We define d:=dy e l;y = (4] a)(byr). Hence we have:

m m n

d = gj ciin = (Z Gy ) 0 g = Z Z ¢y -yl D=1

i=1 i=1j=1

=Cey.

The matrix multiplication argument MatMul is provided in Algorithm 4.
We use the relaxed version of semi-inner-product argument for d = ¢ e 3, and
the relaxed version of high-dimensional semi-inner-product argument for @, =

S @y and by, = > b.;y . We use the (accelerated) Bulletproof
for d := a, e l;y We employ the commitment to d and the Pedersen vector
commitments to @, and b, as the bridges between these four sub-protocols.

Theorem 4 (MatMul Protocol). The protocol MatMul exhibits perfect com-
pleteness and computational knowledge soundness.

The proof for Theorem 4 is presented in Appendix A.4.

Accelerating Verification. By employing an additional public-coin batching

randomness [0] € Zj, we can merge the first four sub-protocols of the MatMul

protocol into a single multi-exponentiation check as follows:

6 - [(LHS - RHS) of Eq. 17 for the inner product (D]

+ 6% - [(LHS - RHS) of Eq. 19 for the inner product (2)]

+ 63 - [(LHS - RHS) of Eq. 19 for the inner product (3)]

+ [(LHS - RHS) of Eq. 6 for the inner product ()] = 0. (21)
By adopting the following setup and applying the techniques outlined in Sec-
tion 3, the verifier can efficiently validate this multi-exponentiation equation

through the calculation of a known polynomial and three pairings, achieving
logarithmic time complexity.

8G EC R e
§”+lG §n+QG .. §2nG
U= ,
§(m—1)n+lé §(m,—1)n+2@ . émné
G T e
§l+1é §l+2é .. §2lé
G - ’

sm=DI+14 sm=DI+24 ... smldy
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3G 26 .. d
§n+1G §n+2G . §2nG
H = ,
g(lfl)nqtlé g(kl)nﬁé . glné

U/ — gmax {mn7ml,ln}+1G’

G — gmax {mn,ml,In} (§2G, §4(;7 . 7§2ZG)7

ﬁ—/ — gmax {Trm,ml,l'rz}(§3Gv7 §5Gv, . ,§2l+1G). (22)

In this setting, U, G, and H share elements in common. Despite this, the
computational knowledge soundness of the MatMul protocol, as outlined in the
proof of Theorem 4, remains unaffected.

Algorithm 5: zkMatrix

Input: Public input: [Cc], [Ca], [Cy] € G; G €G;

[U'] €G,[G'),[H] € G';
[U] e ™", [G] € G™, [H] € G
P’s private input: ¢ € ZJ"*", a € ZI"*', b € ZL™,
¢ a,be

Output: TRUE (V accepts) or FALSE (V rejects)

// P chooses the blinding factors at random:
1adzrt 3E T &, 3,7,6 & 7,
// P computes:
Co — (a,Q)BaG € G, Cs+ (8, H)®AG € G;
C, — (aB,U)&7G € G, Cs+ (ab+ aB,U)®dG € G;
P = V: [Cal, [Cs], [C5], [Cs] 5
V=P ] & Coin(Zy) ;
// P computes:
2q  [—G — za] € Zyp, 2y [—f — xb] € Zy ;
7 Ze  [-F —ad — 2% €Ly ;
8 P —=V: [z, [2], [2¢] ;
// P and V compute:
[Pa]  [2)([Ca] + [#][Ca] + [2][G]) € G
[Po] = [2]([Cs] + [2][Co] + [26][G]) € G5
11 [Pe] = [2]*([C5] + [2][Cs] + [2]*[Cc] + [2][G]) € G
12 P and V run Protocol MatMul on input:

([P, [P, [Po); [U'], [GY), [H']; [U), [G), [H] : 2* (e + wa)(B + ab),
z(a + za), z(B + xb));

(=] [SL TNV V]

©

1

= o
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5.2 Adding Zero-Knowledge

The zero-knowledge version of committed matrix multiplication corresponds to
the following relation:

RzkMatMul = (23)
C.l,C., [Cy] € G
[Ce], [Cal, [Ch) ez c—ab
[U] e G™*™, . .
Q] e gt acZ, NC. = (e, U)®deG
H) Glm’ be X", ACo = (a,G)®iG
~ ’ ¢ a,beZ ACy = (b, HY®bG
[G] € G OOo= S b= (b H)

Here, blinding factors are used for the commitments to matrices.

To transform a single MatMul protocol into a zero-knowledge protocol, we
can introduce two blinding matrices a € Zg”l and 3 € Zi,xn, along with addi-
tional random factors @, B, ﬁ,g € Zp.

In the first step of zkMatrix, the prover sends a series of commitments:
[C4l],[C3], [C4],[Cs5] € G. Subsequently, in response to a public-coin challenge

[x] & Z,, the prover provides an argument of knowledge for a relation between
r(a +za),z(B + xb), and 2?(a + za)(B + xb). The transcript size is increased
by a constant factor. The zkMatrix protocol is detailed in Algorithm 5.

The perfect completeness and computational knowledge soundness of the
zkMatrix protocol is based on the following equivalence:

[l b (eB + [#)aB + ab) + (%)
te= b}‘:’{ —([x](a+[x]a))([:v](ﬂHx]b))}’ 24
and:
(o + [7)a, G) = (e, G)@aG]ls] {a, G)@alel - — «a][d,
(8 + lulb, H) = ({8, H)@AC)a(a][(b, H)@iGle[—f — 1[G,
(B + [2](a + ab) + o6, UYB [y + 6 + 220G
(B, U)erGle L] {ax8 + b, D)&3Cle el l(c, U)eid]

The zero-knowledge property is based on the observation that z(a+za) and
(B + zb) exhibit uniform distributions, regardless of the distributions of a and
b. Consequently, the simulator of the proof is able to generate a valid transcript
using two random matrices, which is indistinguishable from a genuine one.

Theorem 5. The zkMatriz protocol exhibits perfect completeness, perfect special
honest verifier zero-knowledge, and computational knowledge soundness.

The proof for Theorem 5 is provided in Appendix A.5.
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Line 3 of Algorithm 5 requires O(n?) filed multiplications for n x n matrix
multiplications. This conflicts with our goal of achieving O(n?) prover time. De-
spite this, we note that: (1) Algorithm 5 can be applied to any bilinear matrix or
vector operations; (2) The additional prover time reduces to O(n?) when either
a or b is a n-vector, which applies to the inner products (2) and 3); (3) Comput-
ing the inner products of two n?-vectors takes O(n?) field multiplications, which
applies to the inner product (I); (4) Blinding matrices are unnecessary for public
matrices or vectors, which applies to the inner products (D), 2), and (3). There-
fore, in the final zkMatrix protocol, we introduce the blinding matrices within
the sub-protocols of lines 13-16 in Algorithm 4. Specifically, we use blinding ma-
trices v € Zy*™ for the inner product (D), v € Z;”Xl for the inner product (2),

Be Zé)x" for the inner product (3), and two blinding vectors @, Ey € Zé for the
inner product (4. As a result, the additional prover time to add zero-knowledge
is O(n?) exponentiations and O(n?) field multiplications.

6 Optimizations

6.1 Batched zkMatrix

It is feasible to batch process ¢ matrix multiplication relations. This insight stems
from the observation that when a matrix [b] is publicly known and shared across
t relations, the prover can prove:

{a)[b] = cpu), Vie (1,t)}

— {Vp ezy, (O plag)b = Zpi_lc(i)} , (25)

i=1 i=1

where [p] & Coin(Zy) is an additional public-coin randomness for batch pro-
cessing. Consequently, the prover is able to batch processing the inner-product
relations (D), @), and (3). In the batched zkMatrix, the marginal prover time for
each additional matrix multiplication is on the order of O(n) (~ 10n exponenti-
ations) for n x n matrix multiplications.

Theorem 6. The batched zkMatrix protocol exhibits perfect completeness, per-
fect special honest verifier zero-knowledge, and computational knowledge sound-
ness.

The proof for Theorem 6 is provided in Appendix A.6.

6.2 Fixed-Base Optimization and Parallelization

It is standard practice to accelerate multi-exponentiations by using fixed-base op-
timization and parallelization. Each additional fixed-base multi-exponentiation
of length n requires on average n(log, p)/2 group additions. Almost all opera-
tions in zkMatrix are parallelizable. This means that the performance of zkMa-
trix can scale with the number of cores available on the machine. It can also
leverage GPUs in some applications.
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Algorithm 6: zkMatrix (Batched Proof)

o N o ok W N

10

Input: Public input: [Cee)], [Caey)]; [Co)] € G,
i € range(1,1);
[G] € G;[U'] € G, [G'], [H'] € G4
[U} c Gmxn7 [G] c Gmxl7 [H} c Glxn;
P’s private input: c(;) € Zp ", aq) € ?;”l,
beiy € Zy*", Sy, iy, bay € L,
i € range(1,t)
Output: TRUE (V accepts) or FALSE (V rejects)
// V sends the challenge for reducing matrix multiplication:
V= P [y] & Coin(Z):;
// P makes hiding commitments to ¢ sets of intermediate variables:
foreach i € range(1,t) do
P runs line 2-13 of MatMul to compute @, ;) € Zén By(i) € Zi,, diy € Zyp;
s 78
i), Qy(i); byy < Lo s
Cay(iy = (Gy(i), G) Dy G € G
Coutiy + (bytay H )by ()G € G
Cd(i) — dy(i)U,GBJ(i)é € G;
P = V: [Caiy), [Cay(], [Coyi)] € G

// V sends the batching randomness

V—P: [p] & Coin(Zy) ;

// P and V compute:

(C) = Syl s (€] = Sy [ Cuggys (] = S, o,
[Ca] Zitzl[P]Z:Cd(i), [Cay] = 311 101" Cayiy,
[Chy] < Ei:dﬂ’ Chy(i);

P computes €, d, ¢, @, dy, a, b; by, b;

11
// P and V run homomorphic sub-protocols on batched inputs
12 P and V run zk semi-inner-product argument on batched inputs:
([Cal, [Ce], [4; U], [U], [G1a] : &4, 0)
13 P and V run zk high-dimensional semi-inner-product argument on batched
inputs: ([Cay], [Cul, [UL]; [G'] [G] : @;éy,a) ;
14 P and V run zk high-dimensional semi-inner-product argument on batched
inputs: ([Chy ], [Co], [gr]; [H'], [H] : B;by,b) ;
// P and V run t Bulletproofs in parallel
15 foreach i € range(1,t) do
16 L P and V run zk Bulletproof on input: ([Cae)]®B[Cayi)]®[Coy]; (U],
[G'], [H') = Giyi), by(iy; yiys byci))
17 If all return TRUE, then return TRUE; otherwise return FALSE
7 Theoretical Performance

The theoretical performance of the protocols discussed in this paper is detailed
in Table 2. When estimating this table, we use the same random challenges for
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concurrent Bulletproof protocols. An inverse operation in Z, takes log, p field
multiplications. When using the BLS12-381 curve, the size of elements in Z,, and
Gy are 256bits and 382 bits, respectively. We tested the performance of the Rust
BLS12_381 library® on a machine equipped with Intel Core i7 and 64G RAM.
The execution times for a single exponentiations in G; and Gs were 0.355ms and
1.123ms, respectively. A doubling operation and a group addition in G; took
0.520us and 0.829us, respectively. A pairing computation took 1.400ms. A field
multiplication took 0.031us. Based on these metrics and assuming parallelization
across 16 threads, we estimated the performance of zkMatrix in Table 3.

Without using pairings for faster verification, we may also implement zkMa-
trix using curve25519%. A single exponentiation on curve25519 took 24.664us.
A single group addition took 0.179us. Pre-computation for a fixed-base multi-
exponentiation of length 1,024 took 6.527ms; each subsequent fixed-base multi-
exponentiation took 1.614ms. A field multiplication took 0.082us. Given this,
the estimated runtimes for the prover and the verifier for a single multiplication
of 1,024 x 1,024 matrices are 11.37s and 1.64s, respectively. For each additional
matrix multiplication in batched zkMatrix, the incremental runtime is 0.44s for
the prover and 0.82ms for the verifier.

® https://github.com/zkcrypto/bls12_381https://github.com/zkerypto/bls12_381
5 https://github.com/dalek-cryptography/curve25519-dalekhttps://github.com/dalek-
cryptography/curve25519-dalek



27

zkMatrix: Batched Short Proof for Committed Matrix Multiplication

“Ayorduts 10y pejjrwao
u9a(q Sey YIIym ‘uonippe p[ey 1o dnois ou 10 auo Iayje Aq peruedurosoer st uorjeordiymu pay 10 dnoid yoes ‘A[@arosdser ‘ug pue
LW YISUR[ Jo o) ul (HIN-4) suorperiueuodxyl-1y[n oSeq-PoXI oy3 oj0uep (ug)IHIN-d Pue (,u)HIN-4 "odA) ozis-poxy Aue jussoidor
AreIouas wed HGIIN ‘suoljeiado Surysey pue sdurired Jo sroquunu o) jussardal [ pue J dnoid saarjoedser yoee ur suorjerjusuodxe pue
suoryeordiynuw p[ay jo smequinu Y9 Jussardal e3 pue ‘5 ‘A "A[oa130adsal ‘47 pue o) UI SJUSWSTD JO SISUINU 91} 9j0usp 97 pue 1) :930N

H(0T + v ®3org)+ H(0T + u ®Sorg)+
14
dy + i+ W(w)o + @Wo+ OSIIN(u 801 1) O+ d7(6 + 16)+ suoryeor[diynu
W((T)o + 16+ UIPT + UGT + JuIg)+ .
z 2 DOSIN(%) O+ (8 + 1L+ XLIYeW § 10§
d ©3o[ - u t301 ¢+ 1A((1)O + 291 + up+ DSIN(%3012)0 d c
z z Z1uy+ u°3orgr+ XLRINYZ
uBoL(8 4 1))+ uBolIg +uig + Gud)+ dg up+ 19 u u 301 1g) peydreq
ta(ge + 21+ (ug)T@IN-A (¢ + 1€ + u)+ ¢ ¢
u ®3o[ (g1 + 12)) (U) T|HIN-A L
H(6 + u tFo[ g)+ H(6 + u t8o[ ¢)+
d¥ + “AT+ (WO + uLT)+ ST+ P
W) o+ (8¢ + u 301 g+ TIN(U vl XLIYRIANZ
u %801 0T+ ug + ug)+ DSIN(u301) O dz up+ 19 u to)(gT + u T80 §71) o[8ug
d €301 - u “3o1 &)+ (ug) TN (G + )+
(8¢ + u f3o 1) (W) "HIN-A L
IOYLIDA I9AOIJ IOYLIOA IoA0IJ [020301g
Surur, a8es) INVY az1g jdrosuedy,

uor1edI[dI}NuI XIIJeW ¢ X U 10} d0URULIONSd [@I1)9I091 T, i O[qRL



28 M. Cong et al.

Table 3: Estimated performance using BLLS12-381 for multiplication of 1,024 x
1,024 matrices

Transcript RAM Prover Verifier
Size Usage Time Time

Single zkMatrix 7.67TKB 176M B 197.04s 70.15ms
Batched zkMatrix
(total) 1.42MB 304M B 512.48s 12.06s
(per proof) 1.42KB 304KB 0.50s 11.77ms
Note: The batched proof handles 1,024 instances of multiplications of 1,024 x 1,024
matrices. We assume parallelization of the multi-exponentiations on an 8-core machine
with 16 threads.

Protocol
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A Proofs of Theorems

A.1 Proof of Theorem 3.1

Proof (Accelerated Bulletproof ). Perfect completeness. To establish perfect com-
pleteness, we demonstrate that if P possesses a valid witness satisfying the re-
lation Rypyjiet as outlined in Eq. 4, then P can generate a valid transcript:

[L(l)]v [R(l)]v Tty [L(log2 n)]’ [R(10g2 n)]v [&]7 [l;]» [V/]v [W/]a

such that Eq. 12 is satisfied.

Utilizing the perfect completeness of the original Bulletproof, we assert that
if P holds a valid witness for Rpyjiet, then the [V] computed by the verifier as
per Eq. 11 must satisfy:

@@bw [z Lplelee)]  [Ry))
= ([d][é])[U}@[&K[E], [G))e[a)([€7"], [H]).

Here, the coefficients on the RHS can be computed by both parties. These coef-
ficients are collectively denoted by [¢] € Z2"!, in accordance with the notation
change in Eq. 8. We assert:

V] = [QEG] + [QI[8°G) + - + [Cansa ]8T G] + . + [G][8°G),

where [(J2+2 = [([2+ . = (]t = 0.
Given a random challenge [s] € Zy, the verifier can compute:

([s]) = [G]ls] + [Galls]” + - + [Cana][s]"

From the computation formula of [V'] and [W’'], we deduce:

e([V'],[G]) = e([G][v3G] + [l V8 G + - - + [ [v3G], [G])
= e([Q][8G] + [][8°C) + - [Cq][§q@][ ]) ([V1, G,

c(slC1elscl, ) = ¢ (6 - 916D 6(S=516)
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= (@jlei(si -G, G) =e ((i (is')G — (@;Qgié)’ G)

= e(o([s])[G]E[V], [G)).

As a consequence, the perfect completeness property of the accelerated Bullet-
proof protocol is established.

Computational knowledge soundness. To establish computational knowledge
soundness (implied by witness-extended emulation [Groth(2004)] or special sound-
ness [Attema et al.(2021)]), we aim to demonstrate that if an adversarial prover
A can generate transcript elements [V],[V'],[W] that satisfy Eq.12, then we
show how to construct an adversary B that uses A and a ¢-PKE assumption
knowledge extractor to break either the ¢-PDH assumption, the ¢-BSDH as-
sumption or the witness-extended emulation of the (original) Bulletproof with
high probability.

The Setup algorithm picks a random v € Z, and uses the ¢-PDH problem
instance G, G, ..., 3G, to generate the SRS for the original Bulletproof. B re-
ceives the Bulletproof challenges from the challenger of the original Bulletproof.

Suppose that A wants to prove a relation with size 2n + 1 < ¢. In the

accelerated Bulletproof, B picks a random challenge [s] & Z,. A generates valid
transcript elements [V], [V'], [W]. From the first pairing equation of Eq.12, we
have V' = vV. By using the ¢-PKE assumption knowledge extractor K 4, with
probability no less than 1 — neglpyg, K4 can extract (g, - -+, (; such that:

Vo= (Ch+ L5+ 8%+ -+ (L8NG,
If:

(Cé’C{aéév 7<¢IJ) = (07C17<2a"' 7C271+1707"'70)? (26)

then V' is equal to the right-hand side of Eq.6 of the original Bulletproof. Hence, B
can use them to break the witness-extended emulation of the original Bulletproof.

If Eq.26 does not hold, we define a bivariate polynomial g : Z, x Z, — Z,
as:

g(S, §) I:(Cls + <252 4+ o+ <2n+132n+1)
_(C6+C{§+C§§2+--.+%§q)7&0. (27)

First, if (s — §) (considered as a bivariate function) divides g(s, §), then, it
also divides:

g'(5,8) = =G+ (G — )8+ + (Cong1 — Conyr)8H!
S )

In this case, when § is fixed, and both (s—3§) and ¢'(s, §) are treated as univariate
functions, (s — §) must divide ¢’(s, §). Considering that the degree of s in ¢’(s, §)
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is 0, this division only occurs under the conditions when:

=G+ (G =8+ 4 (Conrr — cgn“)g?n“
— (28— = (g8 = 0.
We define (o = (apy2 = -+ = {, := 0, and let ¢* € [1,q] represents the biggest
index for which ({g~ — (;+) # 0, we obtain:
g —1
(o = G)3 == D (G = ¢Ds"
i=0

Consequently, by multiplying ((g« —(p- )~139+1-4" G to both sides of the equation,
we have:

3G = o(, — ) @q _1 )gitati=T Gl

Here, B solves the ¢-PDH problem. By the ¢-PDH assumption, the probability
of this occurrence is no more than neglppy.

Otherwise, if g(s, §) is coprime with s — §, the prover can find two bivariate
functions, a(s, §) and 5(s, §), both with degrees less than ¢, such that:

OZ(S, 3)9(8, ‘§) + B(Sv 3)(5 - ‘§) =1
Then B can compute F + a(s,?)e((;j, W) @ B(s, 8)e (G, G) by using s, the

coefficients of a(s, ), 5(s, §), and [G], [8G],...,[8?G]. According to the second
pairing equation in Eq. 12, E satisfies:

s ,G)
,8)(s — 8)e(G,G)} by Eq. 12
e(G, )} {B(s,8)(s — 8)e(G,G)} by Eq.27

As a result, B obtains a solution (©F, s) to the ¢-BSDH problem. According to
the ¢-BSDH assumption, the probability for this case is no greater than neglggpy-

Consequently, the probability that Eq.6 holds true is no less than (1 —
neglpke) (1 — neglppy — neglgspy ). Suppose A generates an acceptable transcript
with probability p(A) and the knowledge error of the original Bulletproof pro-
tocol is Kpullet- Then, B can output a valid witness with probability:

(P(A)(1 — neglpke) (1 — neglppy — neglgspn) — Abullet) /POly(n)
>(p(A) — neglpke — neglppy — neglgspn — Kbulle) /poly ()

As a result, we obtain the computational knowledge soundness of the accelerated
Bulletproof protocol.
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Variation. We can also accelerate Bulletproof using asymmetric pairings. Under
the assumptions of the asymmetric versions of ¢-PKE and ¢-BSDH, the pairing
equations in Eq. 12 evolve to:

e(@([s))[GleV], [H)=e(IW], [s][H]e[3H]).

Here, [H] € G, is a generator of Gy. [H], [vH], and [$H] are also included into
the SRS.

The demonstration of computational knowledge soundness for the acceler-
ated Bulletproof using asymmetric pairings is in essence identical to that using
symmetric pairing. Further details are omitted here due to page limitations.

A.2 Proof of Theorem 4.1

Proof (Semi-Inner-Product). Perfect completeness. If P possesses a valid witness
for Rsip, then it also holds a valid witness for Ryt under the following notation
substitution:

U+ U, éeé, ﬁe@,
C=(deb)Ud(d G)®(b, H) + (deb)aUs(d,G) = 2C.BC,.

Given the perfect completeness of Bulletproof, P can generate a valid transcript
acceptable by the verifier of Bulletproof. Consequently, the verification check in
line 5 of Algorithm 2 returns true. Additionally, since:

)[U] = [r + h(@ o b)][U] = [rU)e[1])[(@ » b)U] = [R]®[R][C.],

we know that the verification check in line 4 of Algorithm 2 also returns true.
Consequently, P generates a valid transcript that is accepted by the verifier of
the semi-inner-product argument.

Computational knowledge soundness. To prove the witness-extended emula-
tion (this implies computational knowledge soundness as per [Groth(2004)]),
we first notice that lines 1 to 4 are the argument of knowledge of the discrete
logarithm of C, with respect to the base U. We can construct an extractor Kp.
to output ¢ such that C. = cU if the discrete logarithm assumption holds.

Next, we notice that in line 5 we run Bulletproof with H = O. This special
case of Bulletproof is actually the same as the algorithm 10 of the full version
of [Yuen et al.(2021)]. Yuen et al. showed that there exists an efficient extractor
Ksemi that can output either a discrete logarithm relation among U, é, or a
witness @ such that:

C = (@, G)®(d e b)zU.

(It is relation 6 of the full version of [Yuen et al.(2021)]). Since C = 2C.®C, =
zcUDC,, we have:

2cUBC, = (@, G)®(d o b)aU. (28)
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For our protocol, we construct an extractor I which receives a witness ¢ using
Kpi, and receives witnesses @), @ using Ksemi twice with different challenges
+M) 23 By Eq. 28, we have:

(V) — 2eU = (@Y — a®, é>@((x(1)&(1) —z®d?) e E)U
Assuming that we cannot find a non-trivial discrete logarithm relation among
U, G, we have @ = @®, and hence ¢ = (@) o b).

By Eq. 28, we also have:
(M — )0, =(zWa? — z@aM G)
a((@" —a®) e b)aMz@U
=(zMagM — g G).
Hence we have C, = (@1, G) and C. = U = (@1 o b)U. As a result, we
conclude that our protocol has witness-extended emulation.

For the relaxed version of the semi-inner-product argument, the subsequent
relation remains valid for each z(7) with 7 = 1,2:

2080, = (@7, G)e@ " e b)z MU, T=1,2. (29)

We can compute:

W@ (G — 0o +DG@ _ 450
w = O E) v GG = O _ L@
X — T X — X
(@Ma@D — zdF®) e b a1 _ g®

v = 20 — (2 e S )

Then, we have:

—

Co = apUdldg, G), C.=cuUd(és, G). (30)

By comparing Eq.29 and Eq.30, if the pairwise discrete logarithm between U
and elements in G is difficult, we obtain:

@)@ eb) = (e +ay, @7 = (x7)ég + dg.
Putting them together, we have:
(2)2Eq 0 b+ (2)ag b= (2\)ey + ay.

By comparing the coefficients corresponding to different degrees of (™), we de-
duce:

=

aU:O, EGOgZO, &GOb:CU‘
By the definition of ay, and (! # 0,22 #£ 0, we have:

+Wz@ (@2 - GD) e b)

20— 2 =0
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Hence, we have @) o b= ob. Putting it back to the definition of ¢y, we
have:
cy =a) eb.
Let @ = dg and ¢ = ég. Then, we obtain a valid witness for the relaxed
version of Rsjp.

A.3 Proof of Theorem 4.2

Proof (High-dimensional semi-inner-product).

Perfect completeness. If P possesses a valid witness dy,---,d, € Z,' for
Rhd—sip, then it also holds a valid witness (d1]|---||@,) for Rep under the fol-

lowing notation substitution:

—

U+ Uy, G+ (Gi@abU||-||Gndxb,U), b+ 0,

= (@eb)Ua(d,G)
— (@e 0@ ]| [|dn), (Graab U] - ||Gr@ab,T))

0o {@ (@, (GiwabU)}
{@: (@i, Gi) Yo (S]ydibi, U))} = 2CBC.

Given the perfect completeness of Bulletproof, P can generate a valid transcript
acceptable by the verifier. Consequently, the verification check in line 6 of Algo-
rithm 2 returns true.

Similarly, P can also compute a valid witness 2?21 a;b; € Z;” for Rsjp under
the following notation substitution:

U(*Gll, é%ﬁ, 5%6

-

C=(deb)Ud (@ G+ (de0)G®&(X d:b;,U) = 08C, = C,.

Hence, the verification check in line 5 of Algorithm 2 also returns true. As a
result, P generates a valid transcript acceptable by the verifier of the high-
dimensional semi-inner-product argument.

Computational knowledge soundness. To demonstrate computational knowl-
edge soundness, let Kcom and Kgip be the extractor for the relation Reom and Raip
in line 5 and line 6 respectively. By Kcom, it outputs € such that C. = (¢, l_j>

Then, for challenges 2(7), 7 = 1, 2 in the high-dimensional semi-inner-product
()

argument protocol, K, can extract, with very high probability, a; i

range(1,m) such that:
Ca@{(x(T))CC} = ®i=1@j=1{a§;)(Gij@x(T)bin)}
_{@z 1@ =1 Zj z]}@{[lj(‘r @j:l(z az(;—)bz)U]} (31)

i=1

i €range(l,n),j €
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By Eqg. 31, we have:
@ — 20 (P P (o)) a6
@{@ Z g (;) - x(2)az(-]2»))bi)Uj}.

Suppose that the pairwise discrete logarithms between elements in U and all

Gy; are difficult. By Kcom, we have a(l) = (lg)7

Co=@0) =@, Qa0 = (a0

i=1

Vi, j and:

By Eq. 31 and a(l) = afj), we also have:

0 =210 @ B o)~

efee (2)693 (O (@) = e )i)U3)

i=1
n m 1
:@¢:1@j:1 C x(2))al('j)Gij'

Hence we obtain:

n 1 n (1 —
Ca = @z 1@1 1 7(1)G @i:1<a§ )’Gi>'
Consequently, (igl), i ,aSP form a valid witness for Rd—sip-

Utilizing reasoning analogous to what was presented in the proof of Theo-
rem 4.1, we can demonstrate that the relaxed version of the high-dimensional
semi-inner-product protocol serves as an argument of knowledge for the relaxed
version of Rid—sip-

A.4 Proof of Theorem 5.1

Proof (MatMul Protocol). Perfect completeness. Building on the equivalence es-
tablished in Eq. 20, if P possesses a valid witness for Rcommatmul, then for any
y € Z,, P is capable of generating witnesses for the four inner products (D),
®), @), and @ in Eq. 3. Given the perfect completeness of Bulletproof, the
semi-inner-product argument, and the high-dimensional semi-inner-product ar-
gument, it follows that P can produce transcripts that are acceptable to the
verifiers of the corresponding sub-protocols.

Computational knowledge soundness. To demonstrate computational knowl-
edge soundness, we rewind the MatMul protocol mn times and provide it with
mn pairwise distinct challenges 3(7), 7 € range(1, mn). Utilizing Theorem 2 and
Theorem 3, we employ the extractors Ksip and Khd—sip to obtain a™ b )

4o, ¢, ). e, @, 6,7 as follows.

Yy 3
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First, we employ the extractor Kqp to obtain &™) and E;gf) such that:

Co= (&, 0), ¢ = (@ e g U'a(e),0). (32)
Since C, = (¢, U ) = (&™), U) and the pairwise discrete logarithm
between elements in U is unknown we have & := ¢V = ... = &™) guch that

C’Cf<c,U>. "

We use the extractor Chq—sip to obtain @, ’ and é’a(yT ) such that:

m
(T N(E—1Dn A (1) A~
Cay = (3 @7 () Gha(el), G). (33)
i=1
Similarly, we have @; := @' = ... = @™ such that C, = ®" (@, GL), if

the pairwise discrete logarithm between elements in C_T"ZT* is unknown.

We use the extractor Khq—sip to obtain 5;7) and Ebgj) such that:

Cy = @:‘ (B Hoy),

Zb(T) y(‘r))j 1 H/> < = (7) H> (34)
7=1
Similarly, we have b, := Eg-l) =...= Bgmn) such thafn Co = @, (bj, H.j), if
the pairwise discrete logarithm between elements in H.,; is unknown.

Next, we apply the Bulletproof extractor to obtain 6;,(7), I;Jy(T):

C(T)EBC T)@C (r) _ ( "7) o b T))U/ < )7 él>@<g;!(T), I_‘I’/>
Assume that the pairwise discrete logarithm between elements in U’, G' H',

U UG U H are difficult”. Comparing the above equation with Eq. 32, Eq. 33
and Eq. 34, we deduce:

m n
@0 =S @y B =S by
: pt

=1
7 () e b (M) — ge g™
a,”’eb, 7’ =cey
We define a as a matrix formed by row vectors @y, ..., ad,,, b as a matrix formed
by column vectors by, ..., b,, ¢ is an m X n matrix formed by the reverse oper-

ation of flat over €. By Eq. 20, the above relation is equivalent to:

7 Here we require that elements in U’, G', H' has no known discrete logarithm with
elements in U U G U H. It is possible to have common elements within U, G and
H. In fact, we use common elements within these sets for accelerating verification.
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Q'(LT)Tcgjg) = g](LT)Tabgjg) , V7T € range(1,mn).

Consider that 4% cgg is a polynomial of y with degree mn — 1, and its coef-
ficients are determined by c. Similarly, we can define 4 abyr as a polynomial
of y with degree mn — 1, and its coefficients are determined by a,b. Since the
equation above holds for mn different values of y, we conclude that ¢ = ab.
Hence, the extracted witness ¢, a, b satisfies RcomMatMul-

A.5 Proof of Theorem 5.2

Proof (zkMatriz (Single Proof)).

Perfect completeness. Given the perfect completeness of the MatMul protocol
and the equivalence established in Eq. 24, if P holds a valid witness a, b, ¢ such
that ¢ = ab, then for any = € Z,, P is able to produce the valid witness
z(a+ za), (B + zb), and (z(a + xza))(z(B + xb)), which will be accepted by
the verifier of the MatMul protocol.

Computational knowledge soundness. To demonstrate computational knowl-
edge soundness, we will show that by rewinding the zkMatrix protocol multiple
times and applying the extractor of the MatMul protocol, we can extract a valid
witness for R xmatMul-

In the zkMatrix protocol, by rewinding six times with different values of

(M 7 =1,...,6 and applying the extractor Kcommatmul, We obtain cl(")7 a,(T), b,(T)7 PC(T),

Pé”, Pb(T), 20 zc(f), zéT) such that:

PC(T) _ (c'(”,U), Pf) _ (a/(T),G), Pb(r) _ (b'(T),H% (35)
ET) = g/ M p ) (36)
P = (@) (Lo Cia (")) Coa2{0 ), (37)
P = @) (Choe a2 G), (38)
P = (20 (Choa oD G). (39)

Drawing from Eq. 35, 37, 38, 39, we can represent C’, Cs, CY,, 0;3, C.,C,,Cyin
the following form:

Cl = (v, U)a7*G, Cj = (6", U)&é"G, (40)
Cl, = (o, G)®a"G, C) = (B, H)ap"G, (41)
C. = (c", U)a& G, C, = (a*,)@a*G, Cy, = (b*, H)®b*G. (42)
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Upon comparing Eq. 40, 41, 42 with Eq. 35, 37, 38, 39, we derive either a
non-trivial logarithm relation or the subsequent equations:

¢ = (M2 (y* + 278 + (2(7)%c"), (43)
Z((:r) — (a:(T))2(*y* + M5 4 (x(T))QE*),

O = @P)(a* +2Pat), 20 = @)@ +2a), (4
p () — (:c(T))(B* Jrl,(r)b*)’ ZIET) _ (1.(7'))(5* +$(T)B*), (45)

We have:

a

HONOPHCI OO

@ 2 g/ Q) p@ O

c© 0 4'6) 0 p'(6) 2156)
0
a*
a*
0
0
0

00 0 00

1 x(l) (.73(1))5 00 &* ﬂ* B*

B 123 . (z@)® oA o b* b
I 060 0 0 0
120 . (2(0)5 c*c* 0 0 0
00 0 00

By utilizing the inverse of the Vandermonde matrix, we can compute v*, 8",
o, B, ¢ ar, bt y*, 6%, af, 5%, ¢*, a*, b*. Substituting Eq. 43, 44, 45 into Eq. 36
and comparing the coefficients of ((7))*, we obtain:

c"=a'b". (46)

Eq. 42 and Eq. 46 show that ¢*, a*, b* and ¢*, a”", b* form a valid witness for the
zkMatrix protocol. As a result, we obtain the extractor X xmatrix-
Perfect special honest-verifier zero-knowledge. When S knows the public-coin

challenge [z] in advance, it randomly selects a’ & VAN 4 & Z¥". S computes:

P =(dV,U), P'=(d,G), P;=( H).

(&
Then, S can generate the transcript elements for the zkMatrix protocol by uti-
lizing the random matrices a’ and b'.
S randomly chooses z}, 2, zg‘,g* & Zy and calculates C7, C3, C’;, and Cf,
using the following method:

Cr « 6*G, Cl + t 2(ProxCior’C.0z:G),
Ch+ a H(PreaC,0z,G),  Ch+ a (PreaCyoz ).

Additionally, these transcript elements conform to uniform distributions,
identical to the distributions of a genuine transcript. To observe this, we uti-
lize the fact that when & € Z,, follows a uniform distribution over Z,, then for
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any arbitrary P € G that is independent of &, P&aG € G follows a uniform
distribution that is independent of the distribution of P. The input matrices of
the zkMatrix protocol in line 12 also follow uniform distributions.

Therefore, no PPT distinguisher D can differentiate between a simulated
transcript and a genuine one. Consequently, the zkMatrix protocol exhibits the
SHVZK property.

A.6 Proof of Theorem 6

Proof (zkMatriz (Batched Proof)).

Perfect completeness. The perfect completeness follows directly from the per-
fect completeness of the protocols in Section 4, the equivalence in Eq. 25, and
the equation:

t

t
O tap, ed ] p'taw)G @Pl agw, @i G,
=1

=1

as well as similar equations for b;, ¢(;),7 € range(1,1).

Computational knowledge soundness. By rewinding batched zkMatrix mn x t
times, we provide it with mn values of y(™), 7 € range(1, mn). For each 3™, we
provide ¢ instances of p(™), 7/ € range(1,t).

By using the extractors of the zero-knowledge semi-inner-product argument
and the zero-knowledge high-dimensional-inner-product argument, we extract
a™) b &) &) b E) such that:

) = @™ @ea™G, ¢ =" Hyeb ™G,
Ct) — @), 0yad ™G,

By applying the inverse of the Vandermonde matrix composed of ¢ values of
o) we can extract aiy, by, €y, iy b(l),c( y for each i € range(1,t) such that:
Cay = {a), )i G, Coay = (biy, H) @by G,

Cosy = (€ay, U)®E(3)G.
Further, applying the extractor of the zero-knowledge Bulletproof and pro-

ceeding with a process analogous to the one described in Appendix A.4, we can
ensure that:

¢y = a()b), Vi € range(1, ). (47)

Perfect special honest-verifier zero-knowledge. Every element in the transcript
of Algorithm 6 adheres to a uniform distribution.

When the randomness involved in Algorithm 6 is known in advance, S can
randomly select values for Cy;), Cay(iys Chy(i) EGtoric range(1,t). Then,
S uses the sub-protocol’s simulators to generate a simulated transcript. The
simulated transcript cannot be distinguished from a genuine one.
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B Cryptographic Preliminaries

B.1 Assumptions

Assumption for knowledge soundness of zkMatriz. The computational knowl-
edge soundness of the fundamental zkMatrix protocol (without acceleration) is
dependent solely on the assumption of the following discrete logarithm relation.

Assumption 1 (Discrete Logarithm Relation [Biinz et al.(2018)]) For all
PPT adversaries A and for all n > 2 there exists a negligible function negl(\)
such that:

o (70 (.G) ¢ Setup(1), G, G &
A@z‘:laiGi =0 |ai, - ,an € Zy < A(p,G,G1,- -+ ,Gy)
< negl(\).

We say @;_,a;G; = O is a non-trivial discrete logarithm relation between
G1,: - ,Gy. The discrete logarithm relation assumption states that an adversary
cannot find a non-trivial discrete logarithm relation between randomly chosen
group elements. This assumption implies the standard discrete logarithm as-
sumption (i.e., given (p, G, G1, G2), output (1, —z) such that G1®(—z)G2 = O).

Assumption for accelerating zkMatriz. To accelerate zkMatrix, we will also re-
quire assumptions related to a bilinear pairing e : GXG — Gy, including ¢-PDH,
¢-PKE, and ¢-BSDH.

Assumption 2 (¢-PDH [Groth(2010),Parno et al.(2016)]) The g-Power
Diffie-Hellman (q-PDH) assumption holds for the bilinear group generator Setup
if for all PPT adversary A we have:

(pv G7GT7 6) — Setup(l)\);
a¢iGsd

sts — (p,G,Gr, (G, [3G), - -, [3°G));
C <+ A(srs)

Pr| C=s"G

< negl(\).

Assumption 3 (¢-PKE [Groth(2010),Parno et al.(2016)]) The q-Power Knowl-
edge of Exponent (q-PKE) assumption holds for (G, Gr) if for all PPT adversary
A, there exists a non-uniform PPT extractor K4 such that:

(p7G7GT76) — Setup(lA);
V/:I/V éiG7V’§<§Z;,
q A A 2 ~ A
Pr AV £ (Z @;8)G srs <—A(p,G,AGT,e; [G], [fG]7 1394,
i=0 [vG], [v3G], - -, [v31G));
(V' Viag, -, aq) < (A||Ka)(srs, 2)

< negl()),
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for any auziliary information z € {0, 1}P°'y()‘) that is generated independently of
v. Note that (y1;y2) < (A||KAa)(x) means that on input x, A outputs y1 and
that K 4 with the same input x and A’s random tape, produces ys.

Assumption 4 (¢-BSDH [Kate et al.(2010)]) The g-Bilinear Strong Diffie-
Hellman (q-BSDH) assumption holds for (G, Gr) if for all PPT adversary A we
have:

(p7GvGT7€) — Setup(l)‘)7
A8 a8 oo
Pr| E=(5—1)"e(G,G) G« G; 8 < Z; A A A
srs «— (p,G,Gr, e; |G, [3G], - - -, [§1G])
(E € Gr,r € Z,) < A(srs)
< negl(A).

B.2 Pedersen Vector Commitment

Definition 1 (Commitment). A non-interactive commitment scheme con-
sists of a pair of probabilistic polynomial time algorithms (Setup,Com). The
setup algorithm pp < Setup(1*) generates public parameters pp for the scheme,
for security parameter X\. The commitment algorithm Comy, defines a function
Mg, x Rpp = Cpp, for the message space My, the randomness space Ry, and
the commitment space C,, determined by pp. for a message a € My, the al-

gorithm draws a & Rpp uniformly at random, and computes the commitment
Cy < Compp(a; a).

Definition 2 (Pedersen Vector Commitment). Let the message space My, =
Ly, the randomness space Rpp = Zy, and the commitment space Cpp = G with

G of order p. The Pedersen vector commitment of a vector @ € Zy and a ran-

domness a € Zy, is

Setup: G & G",G & G, Com(a;a):C, « (@, G)®aG.

With the bracket representation introduced in Section 2.1, we write the Pedersen
vector commitment as [(@, G)®aG]. We often set @ = 0, in which case the
commitment is binding but not hiding.

Pedersen vector commitment for a matrix is the Pedersen vector commitment
to the flattened vector of the matrix.

B.3 Zero-Knowledge Arguments of Knowledge

An Argument of Knowledge (AoK) is a protocol that allows a computationally
bounded prover P to convince a verifier V that he knows a witness w for a
certain statement u. Zero-knowledge Arguments of Knowledge (zkAoK) or zero-
knowledge proofs further require that the prover can convince the verifier that
the statement holds without revealing any information about why it holds.
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Let R C {0,1}*x{0,1}* x{0,1}* be a polynomial-time-decidable ternary re-
lation. Given a structured reference string srs, we call w a witness for a statement
w if (srs,u, w) € R, and define the SRS-dependent language:

Les = {u | Jw s.t. (srs,u,w) € R},

as the set of statements u that have a witness w in the relation R.

We consider arguments consisting of three interactive algorithms (Setup, P, V),
all running in probabilistic polynomial time. On input 1%, the algorithm Setup
produces a structured reference string (SRS) srs. Then, P and V interact on
input (srs,u : w), responding to the verifier’s randomness rand and producing
a transcript tr. This process is denoted by tr < (P = V)(srs,u : w), where the
prover’s view is (srs,u : w) and the verifier’s view is (srs,u;tr;rand). We mark
flag = V(srs, u; tr; rand) depending on whether the verifier rejects, flag = FALSE,
or accepts, flag = TRUE.

Definition 3 (Argument of Knowledge). The triple (Setup, P, V) is called
an argument of knowledge for the relation R if it satisfies perfect completeness
and knowledge soundness as defined below.

Definition 4 (Perfect Completeness [Attema et al.(2021)]). (Setup, P, V)
has perfect completeness if for all non-uniform polynomial time adversaries A:

srs « Setup(1?);
(u, w) < A(srs); =1
tr < (P =V)(srs,u: w)

(srs,u:w) ¢ R
V V(srs, u; tr;rand) = TRUE

Definition 5 (Computational Knowledge Soundness [Attema et al.(2021)]).

(Setup, P, V) for the relation R is knowledge sound with error £ (|u|) : N+ [0, 1]
if there exists an algorithm IC, called a knowledge extractor, with the following
properties. Given input u and -box oracle access to a (potentially dishonest)
prover P*, the extractor K runs in an expected number of steps that is poly-
nomial in |u| (counting queries to P as a single step) and outputs a witness
(srs,u : w) € R with probability:

PP, u) — ka(lul)
poly(ful)

Pr((srs,u: K(u)) € R) >

)

where p(P*,u) is the probability that P* generates an accepted transcript.

Previous studies have shown that with the utilization of public-coin ran-
domness, as defined in the subsequent subsection, witness-extended emulation
is an alternative approach to define knowledge soundness [Groth(2004), Attema
et al.(2022), Attema et al.(2021)].

Definition 6 (Witness-Extended Emulation [Biinz et al.(2018)]). (Setup, P, V)
has witness-extended emulation if for all deterministic polynomial time P*, and
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PPT adversaries A and all PPT distinguishers D, there exists a negligible func-
tion negly (|u|) and an expected polynomial time emulator EP"=V) such that:

srs < Setup(1?);
D(srs, u; tr*; rand)

= TRUE

Pr rand < {0,1}%;

tr* < (P*=V)(srs, u; rand)
(D(srs, u;tr*;rand) |srs < Setup(17);
— TRUE) A 5 o
—Pr | (V(srs, u;tr*;rand) rand < {0, 1}
— TRUE = [|tr" < (P"=V)(srs,u;rand)
(srs,u:w*) € R) |w* « EP =) (srs, u)

< negl, (Jul),

where EP"=Y) is the emulator on the oracle (P*=V) that permits rewinding to
a specific point and resuming with fresh randommness rand for the wverifier from
this point onwards.

Definition 7 (Perfect Zero-Knowledge). A non-interactive argument of knowl-
edge (Setup,P,V) is perfect zero-knowledge if there exists a PPT simulator S
and a trapdoor trap such that for all stateful distinguishers D the following two
probabilities are equal:

Pr (D(srs,u;tr;trap) = TRUE

(srs, trap) « Setup(1%);
tr < (P =YV)(srs,u : w)

(srs, trap) < Setup(1?); >

=Pr | D(srs,u;tr*;trap) = TRUE
( ( P) tr* <« S(srs, u; trap)

When using public-coin challenges, perfect Special Honest-Verifier Zero-Knowledge
(SHVZK) offers a more convenient means of defining perfect zero-knowledge. It
is feasible to transform an SHVZK argument into a perfect zero-knowledge ar-
gument, utilizing established techniques [Groth(2004)].

Definition 8 (Perfect Special Honest-Verifier Zero-Knowledge). An ar-
gument of knowledge (Setup, P, V) has perfect special honest-verifier zero-knowledge
if there exists a PPT simulator S such that for all pairs of interactive adversaries
A and D, the following two probabilities are equal:

srs < Setup(1?);

(u,w, rand) < A(srs);

tr <— (P = V)(srs, u, w)

(srs,u,w) € R
A D(srs, u;tr;rand) = TRUE

srs < Setup(1*);
(srs,u,w) € R
=Pr . (u, w,rand) < A(srs); |,
A D(srs, u;tr*;rand) = TRUE
tr* < S(srs, u, rand)

where rand is the public-coin randomness used by the verifier.
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Definition 9 (Fully Succinct zk-SNARK [Gabizon et al.(2019)]). 4 non-
interactive zero-knowledge argument of knowledge is fully succinct if:

The SRS generation time is quasilinear relative to the witness size;
— The prover time is quasilinear relative to the witness size;

The transcript size is logarithmic relative to the witness size;

The verifier time is polylogarithmic relative to the witness size.

B.4 Fiat-Shamir Heuristics

Definition 10 (Public-Coin). A (2u + 1)—move public-coin interactive pro-
tocol is an argument of knowledge (Setup,P,V) where in the (2j)th move, V

sends the jth challenge x; & X;. All challenges x1,--- ,x, sent from the veri-
fier to the prover are public information and chosen uniformly at random and
independently of the prover’s messages.

The Fiat-Shamir heuristic replaces the public-coin challenge sent by the ver-
ifier with a hash function, thereby turning an interactive protocol into a non-
interactive one [Attema et al.(2022)].

Definition 11 (Adaptive Fiat-Shamir Transformation). The adaptive Fiat-
Shamir transformation on an interactive argument of knowledge FS(Setup, P, V) —
(Setup, Prs, Vrs) is a two-round argument of knowledge where Pgs(srs, u, w) runs
P(srs,u,w) but instead of asking the verifier for the challenge z; on message a;,
the challenges are computed as:

Ty = HaShi(u7a'17 e 7ai717a’i);

the output is then the transcript tr = (a1, ,a;,a;41). On input of a statement
uw and a proof tr = (a1, -+ ,a;, a;41), Vrs(srs, u,w) accepts if, for x; as above, V
accepts the transcript tr = (a1, -+ ,a;,a;41) on input u.

C Adaptation to Floating-Point Matrix Multiplication

In floating-point arithmetic, the mantissa of the product of two floating-point
numbers is obtained by multiplying their mantissas and rounding to the specified
precision. According to the IEEE 754 standard, a double-precision floating-point
number consists of 64 bits: 1 bit for the sign, 11 bits for the exponent, and 52
bits for the mantissa. In the context of floating-point matrices, the floating-point
numbers within a matrix can share a common exponent.

Consider a matrix a = {a;; = az(;n) -2.0%} € R™*™ with elements al(,;,”) .
2.0° € R, where ag;n) € Z and e;; € Z are the signed mantissa and exponent,
respectively. Let 1, := emin represent the smallest and ep,.x the largest exponents.
Each element can then be expressed as:

aij = ag;”) £2.0% = (285 "a . al(_;”)) -9.07,
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where powers of 2.0 are computed in the real field and powers of 2 in the integer
field. The new mantissa 2%~ "a . al(;"’) is a signed integer with at most (emax —
emin + 52) bits. If the ratio between the largest and smallest non-zero elements
of the matrix does not exceed 2.032, the new mantissa is at most 32 + 52 = 84
bits. Therefore, committing to the floating-point matrix a € R™*™ is equivalent
to committing to a(™ := {2¢3 " . az(-;n)} € Zy™™ and nq € Zp.

Consider three floating-point matrices a, b, and c satisfying:

c=c™ .20, a=a™ .20, b=20b".20"",

where ¢™,a™ b(™) are the signed mantissa matrices, and 7., 7,, and n;, are
the common exponents. We assert:

c=ab — {Hc(m), €ZLy", € Ly, 5.t ™' = g(m)p(m) A

N=na+m—ne A—2% 1 < ™ 23471 _ o(m) 984 < 981 1}

where 1 € Z;"*" represents the matrix with all elements being 1. If a has at

most 286 columns, then the elements of ™) in the equation each have at most
84 + 84 4 86 = 254bits. Therefore, the matrix multiplication in Z,, is identical to
that in Z. This relation can be verified using the zkMatrix protocol and range
proofs for committed matrices, with further details to be discussed in subsequent
work.



