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ABSTRACT

Typically, a decentralized collaborative blockchain decision-making
mechanism is realized by remote voting. To date, a number of
blockchain voting schemes have been proposed; however, to the
best of our knowledge, none of these schemes achieve coercion-
resistance. In particular, for most blockchain voting schemes, the
randomness used by the voting client can be viewed as a wit-
ness/proof of the actual vote, which enables improper behaviors

such as coercion and vote-buying. Unfortunately, the existing coercion-

resistant voting schemes cannot be directly adopted in the blockchain
context. In this work, we design the first scalable coercion-resistant
blockchain voting scheme that supports private differential voting
power and 1-layer liquid democracy as introduced by Zhang et al.
(NDSS ’19). Its overall complexity is O(n), where n is the number
of voters. Moreover, the ballot size is reduced from Zhang et al.’s
©(m) to ©(1), where m is the number of experts and/or candidates.
We formally prove that our scheme has ballot privacy, verifiability,
and coercion-resistance. We implement a prototype of the scheme
and the evaluation result shows that our scheme’s tally procedure
is more than 6x faster than VoteAgain (USENIX ’20) in an election
with over 10,000 voters and over 50% extra ballot rate.

CCS CONCEPTS

« Security and privacy — Privacy-preserving protocols; Cryp-
tography; Pseudonymity, anonymity and untraceability; Distributed
systems security.
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1 INTRODUCTION

Blockchain technology enjoys its popularity since the invention
of Bitcoin in 2008, and it continues to reshape our digital society
with its properties of decentralization, transparency, and security.
Democracy on the blockchain has the potential to transform the way
political systems function, creating a more equitable and inclusive
future.
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Democracy on the blockchain. In a democratic blockchain sys-
tem, stakeholders have the right to participate in the decision-
making process through verifiable remote voting where everyone
can express his opinion. Usually, in blockchain voting, each par-
ticipant’s voting power is different and proportional to his stake,
which is called differential voting power in this work. This is one of
the main differences between blockchain voting and conventional
elections, where, typically, one participant has one vote. On the
other hand, direct democracy might not always be the best choice
for a blockchain decision-making process. In practice, to make a
wise decision, stakeholders must invest substantial effort into ac-
quiring knowledge and expertise throughout the decision-making
process. Therefore, letting elites lead the decision-making might
be an optimization in most cases. Some systems such as ZCash [38]
use a small committee (consisting of several experts) to make the
decisions; however, this has the risk of centralization, i.e., if the com-
mittee behaves maliciously, there is no mechanism for stakeholders
to alter their decisions whatsoever.

The concept of liquid democracy has been proposed to achieve
better collaborative intelligence. Liquid democracy (also known
as delegative democracy [26]) is a hybrid of direct democracy and
representative democracy. It provides the benefits of both systems
(whilst avoiding their drawbacks) by enabling organizations to take
advantage of experts in a blockchain voting process, as well as
giving the stakeholders the opportunity to vote. For each proposal,
a voter can either vote directly or delegate his voting power to an
expert who is knowledgeable and renowned in the corresponding
area.

Zhang et al. [45] proposed a treasury system that supports liquid
democracy. However, their scheme has the following two draw-
backs: (i) the ballot size is linear in the number of candidates and/or
experts; (ii) it is not coercion-resistant.

The coercion problem in remote voting. In real-world voting,
a voting booth gives a voter privacy and protects him from being
coerced. However, in remote voting, the voting procedure can be
viewed as a probabilistic algorithm that takes as input a random
coin and the voter’s choice. If the output is published on the bulletin
board, then we have a problem: the input and randomness used in
the voting procedure can be viewed as proof of casting a certain
ballot, and anyone can run the probabilistic algorithm again to



verify it, which makes coercion and vote-buying possible. Many
well-known e-voting systems are not coercion-resistant, such as
snapshot [43], Helios [2], and prét a voter [42]. What’s worse, in
the blockchain context, vote-buying becomes easier with the help
of smart contracts.

To address the coercion/vote-buying problem, several schemes

are proposed. Generally, coercion-resistant voting can be divided
into three categories: fake credentials [4, 19, 34], re-voting [1, 30,
39, 40], and secure hardware [3, 41]. In a coercion-resistant voting
scheme using fake credentials, a voter holds both real and fake cre-
dentials. If coerced, a voter will cast a ballot using a fake credential,
which is indistinguishable from the real one in the coercer’s view,
and it will be silently uncounted in the tally phase. In a re-voting
scheme, a voter can cast his ballot multiple times, and only the
last one will be tallied. Coercion-resistance relies on the fact that
the voter can cast the ballot again after the coercer leaves. In the
schemes using secure hardware, the secure hardware has its inter-
nal randomness source and can do probabilistic encryption for the
voter so that the voter can lie about what has been encrypted.
Coercion-resistance v.s. deniability. All types of coercion-resistant
voting schemes must give a voter deniability through some tech-
nique. Concretely, in “fake credentials" schemes, the election au-
thority will provide randomness in the credential-related elements,
and generate a designated verifier proof of correctness. To deceive
the coercer, a voter can generate a fake credential and claim it as
the real one by simulating the designated verifier proof. Namely,
the registration procedure is deniable. In re-voting schemes, the
re-vote operation must be deniable, i.e., the tally procedure will not
reveal if a voter has re-voted. In the schemes using secure hardware,
the secure hardware hides the randomness in the ciphertext so that
a voter can claim that it is encryption of another candidate, i.e., the
encryption operation is deniable.
Challenges. Could we apply the aforementioned techniques to re-
alize a coercion-resistant voting scheme in the blockchain context?
It turns out to be a non-trivial task. First, secure hardware-based
solutions might not be suitable for the blockchain setting because
an open blockchain allows anyone to join and leave freely, and not
all devices are equipped with secure hardware, such as a trusted
execution environment (TEE).

How about “fake credentials” and “re-voting” schemes? Can
we adapt those schemes with differential voting power? There
are still some challenges. For instance, JCJ [34] is a well-known
coercion-resistance voting scheme, and it can be modified to sup-
port differential voting power; however, the scheme has O(n?)
complexity due to the pair-wise plaintext equivalence tests (PETs),
where n is the total number of votes, limiting its scalability. On
the other hand, although the recently proposed scheme, VoteA-
gain [40], offers quasi-linear complexity, its verifiability relies on a
trusted third party (TTP), which is undesirable in the blockchain
setting. The best-known candidate is Aradjo et al.’s “fake creden-
tials” scheme [4], which achieves O(n) complexity without relying
on TTP for verifiability. Unfortunately, the credential of Aratjo et
al’s scheme is in the form of two group elements satisfying a linear
relationship, and this makes it unable to be modified trivially to
support differential voting power. To the best of our knowledge,
no proper coercion-resistant voting scheme in the literature can
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support differential voting power and achieve O(n) complexity at
the same time. Hereby, we are asking the question:

Can we design a scalable (linear complexity) coercion-
resistant delegated voting scheme for blockchain decision-
making?

1.1 Our Approach

In this work, we answer the above question affirmatively by
proposing a new coercion-resistant voting scheme. Our scheme
belongs to the “fake credentials” category. We start with the well-
known JCJ scheme [34]. In the JCJ scheme, each encrypted cre-
dential is put on the bulletin board in the registration phase, and
each ballot generally consists of an encrypted candidate and an
encrypted credential. In the tally phase, by a shuffle and pair-wise
PETs on the credentials, the ballots with fake credentials will be
silently eliminated.

It is intuitive that one can associate credentials with voting power
in the JCJ scheme to support differential voting power, i.e., each
encrypted credential is tied with encrypted voting power, and we
still perform PETs on the encrypted credentials in the tally phase.
However, the scheme will have O(n?) complexity, so it does not
scale well when the number of voters is large. To improve scalability,
we propose a novel “dummy voting power” technique. The key
idea is that we allow voters to publish (encrypted) fake credentials
associated with (encrypted) zero voting power on the bulletin board.
Then, in the tally phase, after shuffle re-encrypting the real and fake
credentials, all the credentials can be decrypted. In this way, we
transform the pair-wise PETs into “decrypt and match”, achieving
O(n) complexity (counting cryptographic operations only).

To achieve delegation, we design a “two-layer homomorphic tally”
procedure consisting of “delegation calculation” and “final tally
calculation”. In layer one, delegation is calculated by decrypting
voters’ choices and adding the delegated voting power to the corre-
sponding experts. In layer two, the final tally result is calculated
by decrypting experts’ choices and adding experts’ voting power
together with voters’ direct votes. Thanks to the additive homomor-
phism of the encryption scheme, voters’ ballots and voting power
are hidden throughout the tally.

Combining the “dummy voting power” technique and “two-layer
tally” procedure together, we build the first coercion-resistant vot-
ing scheme that has linear complexity and supports private differ-
ential voting power and liquid democracy. We formally prove that
our scheme meets the game-based definitions of ballot privacy, ver-
ifiability, and coercion-resistance. We implement the scheme and
evaluate its performance. Results show that our scheme’s tally exe-
cution time is more than 6x faster than VoteAgain [40] in elections
with over 10,000 voters and over 50% extra ballot ratel.

1.2 Related Work

Coercion-resistant voting can be roughly split into three classes:
fake credentials [4, 15, 17, 19, 20, 34], re-voting [1, 30, 39, 40], and
secure hardware [3, 41]. JCJ [34] is the first paper that introduces
the “fake credentials” type of coercion-resistant voting. In JCJ, each

n VoteAgain, it means that more than 50% voters re-voted once; in our scheme, it
means that more than 50% voters cast a fake ballot.
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Table 1: Comparison of voting schemes. Here, n is the number of voters, and m is the number of election candidates. Del. means
delegation. Crypto state means that the voter needs to keep a cryptographic secret from the coercer. EA stands for election
authority. Hardware means that the property is guaranteed by secure hardware. An item in bold text means that our scheme is

the best in this aspect.

Schemes Diff. voting Del. Bgllot Complexity Crypto B?HOt Verifiability Coe.r cion-
power size state privacy resistant
JCJ [34] (fake credentials) No No | O(1) 0(n?) Yes t-out-of-k | trust no one trust EA
ABBT [4] (fake credentials) No No | O(1) O(n) Yes t-out-of-k | trustno one trust EA
AKL+ [1], LHK [39] (re-voting) No No | O(1) 0(n?) No t-out-of-k | trust no one | secret credential
VoteAgain [40] (re-voting) No No | O(1) | O(nlogn) No t-out-of-k trust EA trust EA
MBC [41], AOZZ [3] No No | O(1) O(n) No hardware hardware hardware
(secure hardware)
Snapshot [43] Yes No | O(1) O(n) - t-out-of-k | trust no one -
ZOB [45] Yes Yes | O(m) O(mn) - t-out-of-k | trust no one -
Our scheme (fake credentials) Yes Yes | O(1) Oo(n) Yes t-out-of-k | trust no one trust EA

ballot contains an encrypted credential, and there is a list of en-
crypted valid credentials on the bulletin board. In the tally phase,
by pair-wise plaintext equivalence tests (PETs), the ballots with
invalid credentials will be eliminated, but the pair-wise PETs cause
O(n?) complexity, where n is the number of voters. Other “fake
credentials” schemes such as [4, 19] improve the time complex-
ity and achieve better properties such as everlasting privacy. The
re-voting type of coercion-resistant voting allows a voter to cast
multiple ballots, and the tally procedure will only count the last one.
Achenbach et al. [1] and Locher et al. [39] utilize a deniable vote
update mechanism to realize re-voting with quadratic complexity.
The Norwegian Internet voting protocol [30] and VoteAgain [40]
achieve (quasi-)linear complexity, but they both need a trusted third
party for verifiability. Schemes based on secure hardware [3, 41] can
achieve coercion-resistance easily, but secure hardware is a strong
assumption. A recent work by Giustolisi et al. [29] proposes the first
re-voting scheme that can evade last-minute voter coercion. The
scheme has a re-voting form, but it requires the voter to remember
a secret (number of cast ballots), so it has similar assumptions as
“fake credentials” schemes. The scheme can be modified to support
differential voting power; however, in the scheme, the voting server
needs to continuously generate obfuscation ballots for each voter,
so its complexity is linear to the duration of voting phase and does
not achieve O(n) complexity.

On the other hand, blockchain voting [38, 43-45] is becoming
more and more popular nowadays. Snapshot [43] is a popular DAO
(Decentralized Autonomous Organization) voting platform that
frees voters from gas fees. It uses IPFS [9] to store the proposals
and votes, making the voting process off-chain and gas-free. Zhang
et al. [45] proposes a treasury system for blockchain governance.
It supports liquid democracy and is provably secure, but its ballot
size is linear to the candidate number. Besides, to the best of our
knowledge, none of the existing blockchain voting schemes are
coercion-resistant.

Finally, Table 1 gives a comparison between our scheme and
previous work.

2 SYSTEM OVERVIEW

In this section, we start by modifying the JCJ protocol [34] to
build a coercion-resistant voting scheme that supports differential
voting power with O(n?) complexity. Then, we give the intuition
and details of our novel “dummy voting power” technique and
“two-layer tally” procedure. We also optimize JCJ’s ballot structure
to achieve a smaller ballot size. Finally, we provide an overview of
our scheme.

2.1 The JCJ Protocol

We first recall the well-known JCJ protocol [34] and show how
to modify it to support differential voting power.
The original protocol. As mentioned above, JCJ is the first pro-
tocol that introduces the concept of “fake credentials”. Generally,
it works as follows. For simplicity, we use [x] to denote encryp-
tion of x in section 2.1 and 2.2. In the registration phase, a voter
authenticates to the election authority (EA), and the EA generates
a credential ¢ < G. Then, the EA publishes S = [o] on the BB
(bulletin board) and sends o to the voter along with a designated
verifier proof that S is encryption of . In the voting phase, a voter
cast a ballot B = (o], [o], Pf) where [v] is the encryption of a
candidate v, [o] is the encryption of a credential o, Pf includes
the NIZK proofs of knowledge of v and o, and a NIZK proof that
[v] encrypts a valid candidate. If a voter is coerced, he generates a
random ¢’ « G and claims it as the real credential by simulating
the designated verifier proof. In the tally phase, the trustees shuffle
the ballots and perform pair-wise PETs on encrypted credentials
to eliminate the ballots with fake credentials. Finally, the trustees
decrypt the candidates and tally the votes. The overview of JCJ
protocol is shown in Figure 1.
Supporting differential voting power. We can see that if we
associate each credential with voting power, then the system can
easily support differential voting power. More specifically, in the
registration phase, the EA publishes S = ([o], [«])) on the BB, where
[o] is the encrypted credential and [«] is the encrypted voting
power under an additively homomorphic encryption scheme. After
the pair-wise PETs, we get tuples of ([o], [«]), where [o] is the
encrypted candidate and [«] is the encrypted voting power. Then,
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Figure 2: JC]J protocol with differential voting power

the trustees decrypt the candidates and add the voting power by
additive homomorphism. The overview of the modified JCJ protocol
with differential voting power is shown in Figure 2.

2.2 Our Technique

In this part, we will illustrate our novel techniques for achieving
O(n) complexity and delegated voting.
Dummy voting power. We can see that in the JCJ protocol, the
pair-wise PETs cause O(n?) complexity. The idea is that if we allow
voters to publish the fake credentials on the BB but associate them
with dummy (zero) voting power, then we can directly decrypt the
credentials instead of performing PETs in the tally phase. In other
words, in the registration phase, the EA publishes (encrypted) real
credentials and (encrypted) real voting power; at any convenient
time, voters can also publish (encrypted) fake credentials and (en-
crypted) dummy voting power. In this way, we switch pair-wise
PETs into shuffle-decrypt and matching, achieving linear complex-
ity. Furthermore, “dummy voting power” also hides the number
of votes obtained by each candidate. The idea of “dummy voting
power” technique is shown in Figure 3.
Two-layer tally. To support delegation, the trustees perform a
“two-layer tally” procedure in the tally phase. Generally speaking,
in layer one, voters’ choices are decrypted, and the delegated voting
power will be added to the corresponding experts; in layer two,
experts’ choices are decrypted, and the final tally result is calculated
by adding experts’ voting power and voters’ direct votes. Note that,
experts have input independence instead of ballot privacy so their
ballots can be decrypted directly. Figure 4 shows the process of
“two-layer tally” where there are 3 candidates and 2 experts.
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Figure 4: Two-layer tally
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2.3 Overview of Our Scheme

In this section, we define the roles in our system and provide an
overview of our scheme in the blockchain context.
Roles. There are five roles in the protocol: voters, experts, registra-
tion authority (RA), shuffler, and trustees.

e A voterhas a certain amount of voting power and can either
vote on the proposal directly or delegate his voting power
to an expert.

e An expert does not have voting power himself, but he can
be delegated to vote on others’ behalf.

o The RA is responsible for the registration procedure.

o The shuffler performs verifiable shuffle procedures on the
ciphertexts.

o The trustees are responsible for decrypting the ballot and
revealing the final tally result.

We use n, m, £ to denote voter number, expert number, and can-
didate number, respectively. There are k trustees with a threshold
t.

An optimization of JCJ’s ballot structure. We further optimize
JCJ’s ballot structure in the following two aspects. Firstly, we ob-
serve that it is not necessary to prove that [v] encrypts a valid
candidate because all of them will be decrypted in the tally phase. If
it encrypts an invalid value, we can simply treat it as “abstain” and
drop it. Secondly, instead of defining o as the secret credential, we
can define the discrete logarithm of o as the secret credential (voting
secret key) and define o as the voting public key, i.e., o := pk := gSk.
Then, the ballot can be modified as {pk, u, 7, Sig), where u = [v]
is the encrypted choice, 7 is a NIZK proof of plaintext knowledge
of u, and Sig « Sign(sk,u). By doing so, we change an Elgamal
ciphertext [[o] to a group element pk, achieving a smaller ballot
size.

Overview. Our voting scheme has four phases: preparation phase,
registration phase, voting/delegation phase, and tally phase.

In the preparation phase, the RA generates a public-private sign-
ing key pair (pkga, skra). The trustees perform a distributed key
generation protocol to generate pky, and they share skt.

In the registration phase (see Figure 5), each voter first freezes
some stake by transaction tx. Then, he generates a pair of real
voting keys (pk, sk) and sends a registration message (K, A, tx, §)
to the RA (step 1), where K « EC.Enc,_ (pk) is encryption of
real public key, A < LE.Encyy_(a) is encryption of voting power,
tx is the transaction that freezes some stake, and § is the NIZK
proof that the encrypted voting power equals the frozen stake (Cf.
Appendix B). After authenticating the voter (i.e., checking that the
voter knows the sk corresponding to tx’s sender’s pk), the RA re-
encrypts K as K and signs the registration message. Then, the RA
sends a designated verifier proof of re-encryption correctness to the
voter and sends the “registration item” (K, A, tx, §, oga) to the BB
(step 2), where oga < Sig.signgy,, (K||Al|tx||8). At any convenient
time, the voter can generate a pair of fake voting keys (pk’, sk’)
and publish a “fake registration item” (K’, A, p) on the BB (step
3), where K’ « EC.Ency (pk’) is encryption of fake public key,
Ay is a deterministic encryption of 0, and p is a NIZK proof of
knowledge of sk’. The voter can repeat step 3 multiple times to
generate multiple fake keys. In this phase, all the users who want
to be experts will also register by authenticating to the blockchain
(by signing a registration message using the blockchain secret key).

In the voting phase (see Figure 6), all registered expertsEq, ..., Ep,
form a list of eligible experts. Each voter encrypts his choice with
the trustees’ public key pky, signs it with the voting secret key, and
casts it on BB (step 1). Specifically, a voter’s ballot is of the form
(pk,u, 7, o), where u «— EC.Encpi, (v) is the encrypted choice, 7
is a NIZK proof of plaintext knowledge of u, and ¢ « Sign(sk, u)
is the signature. If a voter is coerced, he will use the fake key pair
{pk’, sk’) to perform the voting process (step 2). Thanks to the
re-encryption by RA and the designated verifier proof, the voter
can claim that K is re-encryption of EC.Encpy, (pk’) by simulating
the designated verifier proof. In this phase, each expert also casts



his ballot by simply encrypting the choice and signing it with his
blockchain secret key (step 3), i.e., an expert’s ballot is of the form
(E, ¢, 7, o), where E is the expert’s identity, ¢ « EC.EncpkT (UE) is
the encrypted candidate, 7 is the NIZK proof of plaintext knowledge,
and of is the signature.

In the tally phase (see Figure 7), the BB contains (real and fake)
“registration items”, voters’ ballots, and experts’ ballots at the begin-
ning. For simplicity, in Fig. 7, we assume there are n real ballots and
n fake ballots; in reality, a voter can cast any number of fake ballots.
Firstly, the shuffler checks the validity of all the “registration items”
and ballots, and removes the NIZK proofs and signatures (step
1). Then, the shuffler shuffle re-encrypts the “registration items”
(step 2). Next, the trustees jointly decrypt the public keys in “reg-
istration items” and voters’ ballots (step 3). If the same public key
appears more than once, drop them. The encrypted voting power
and encrypted choices with the same public key will be matched
(step 4). To ensure ballot privacy, a shuffle re-encryption is per-
formed on the matched items (step 5). Next, the trustees jointly
decrypt voters’ choices (step 6) and experts’ choices (step 7). Af-
ter the decryption, the trustees will add the voting power to the
corresponding candidates by a two-layer tally (step 8). In layer
1, each expert’s obtained voting power is calculated, i.e., expert
E;’s obtained voting power is s; := Huj=t’+i Agc;, i € [1,m], where
¢ is the candidate number and m is the expert number; in layer
2, the votes for each candidate are tallied by adding direct votes
and expert votes together, i.e., candidate v’s obtained voting power
is 5o == [1y;=0 Ac; ]—[ng_zv sj,v € [1,1]. Ballots that encrypt an in-
valid choice will be dropped. Finally, the trustees jointly decrypt
{Sv}oe[1,¢] to publish the final tally result (step 9).

Blockchain deployment. To deploy the scheme on a blockchain,
we need to select the RA, shuffler, and trustees properly. Also, there
should be a validator to check all the NIZK proofs.

The RA. Note that the communication between the voter and the RA
must be secret to the coercer. Also, the RA is trusted for coercion-
resistance and cannot be distributed (see sec. 3 for details). There-
fore, it may be instantiated with a trusted execution environment
(TEE) like Intel SGX.

The shuffler. The shuffler can be implemented by a mixnet [16], and
the mixnet nodes can be selected by cryptographic sortition [18].
Ballot privacy is preserved as long as one mixnet node is honest.
The trustees. The trustees can also be selected by cryptographic
sortition [18]. In the blockchain context, the majority of trustees
are honest with a high probability when the majority of the stake
is honest.

The validator. Every participant can be the validator to check all
the NIZK proofs if he wants. Since there are shuffle proofs in our
scheme, whose verification cost is relatively heavy, it is not recom-
mended to deploy a smart contract to play the role of the validator.
Roles of the blockchain. In our scheme, the blockchain serves as
the BB. It also plays the role of PKI in the registration phase to
authenticate voters and experts.

3 THREAT MODEL

We consider an adversary whose goal is to coerce voters into
casting ballots for a particular candidate or to abstain. We rely on
three assumptions: 1) anonymous communication with honest BB,
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2) untappable channels, and 3) inalienable authentication. While
these assumptions are strong, we will argue that they are necessary
assumptions for all “fake credentials” schemes and explain how
they can be achieved in the blockchain context.

Assumption 1. The bulletin board is honest, and the communication
with the BB is anonymous.

BB is a basic assumption for any electronic voting scheme. A
malicious BB can break verifiability by creating different views
for different voters [32]. Then, ballot privacy will be undermined
if ballots can be dropped undetectably [22], and it is not possible
to achieve coercion-resistance without ballot privacy. Thus, BB is
trusted for all three properties. Moreover, communication with BB
must be anonymous; otherwise, the coercer will catch the deceiving
voter when he tries to cast the real ballot.

In our system, the blockchain is a public ledger and serves as
the honest BB. A voter can use anonymous channels (e.g., TOR) to
broadcast on the blockchain. Although there are attacks that lever-
age the designs or implementation of the blockchain to deanonymize
auser [13, 37], in this work, we assume that the communication with
the blockchain can be anonymous, as in [27, 36]. How to achieve
anonymous communication with the blockchain in practice is out
of the scope of this paper.

Assumption 2. There is a secure (untappable) channel between the
voter and the RA.

In all “fake credentials” schemes, a voter needs to establish a
secret in the registration phase and keep the secret from the coercer.
If the coercer taps all the communication between the voter and the
authorities, then the voter’s private information is a receipt/witness
of what he cast [33].

As mentioned above, the RA can be instantiated with TEE, such
as Intel SGX. A voter can communicate with the RA using TOR.

Assumption 3. The authentication is inalienable [1], i.e., the coercer
cannot impersonate the voter or stop the voter from authenticating.

Inalienable authentication is a must for all voting schemes. Oth-
erwise, the adversary can vote on the voter’s behalf or launch a
forced abstention attack.

In the blockchain context, the blockchain plays the role of PKI,
and each voter authenticates to the RA by proving knowledge of
his blockchain secret key. It is assumed that a voter will not reveal
his blockchain secret key to the coercer, which will put the voter’s
stake at risk.

In the following, we will informally define ballot privacy, verifi-
ability, and coercion-resistance and analyze how they are achieved.
In section 5, we will formalize these properties and provide a secu-
rity proof.

Definition 1. (Ballot privacy) The adversary cannot learn the votes
of honest voters.

Definition 2. (Verifiability) Honest voters’ ballots must be tallied,
and the adversary cannot cast more votes than the number of voters
that he controls.

Definition 3. (Coercion-resistance) A coercer cannot determine if
the coerced party is trying to deceive him.

Ballot privacy. In the registration phase, the voter himself gen-
erates the voting public key, and he encrypts it with the trustees’
public key before sending it to the RA. Thus, nobody knows the link
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Table 2: Trust assumptions on the entities.

B.allot Verifiability Coszrmon-

privacy resistance
BB Trusted Trusted Trusted
RA Untrusted | Untrusted Trusted
Shuffler Trusted Untrusted Trusted

Trustees | t-out-of-k | Untrusted | t-out-of-k

between the voting public key and the voter as long as the majority
of trustees are honest. In the voting/delegation phase, voters’ ballots
are also encrypted with the trustees’ public key. In the tally phase,
ballots and registration items will be shuffled before decryption
so that the link between identity and ballot/voting public key is
broken by the shuffle. Therefore, ballot privacy is achieved if the
shuffler and the majority of trustees are honest.

Note: In delegated voting, usually the experts have input indepen-
dence rather than ballot privacy, i.e., when casting the ballot, it
should be independent of the others; later in the tally phase, it will
be decrypted directly without shuffle. This is an important require-
ment for delegated voting because we want to detect if an expert’s
behavior deviates from what he claimed.

Verifiability. A process composed of several subroutines is verifi-
able if each subroutine is verifiable itself. In the preparation phase,
the trustees perform a verifiable distributed key generation proto-
col [28]. In the registration phase, we use two NIZKs to ensure that
(i) the encrypted voting power is equal to the frozen stake and (ii)
the RA does the re-encryption correctly. In the voting/delegation
phase, the EUF-CMA property of the signature scheme prevents
anyone who does not know the secret key from casting a valid bal-
lot. In the tally phase, the shuffle correctness is guaranteed by the
shuffle NIZK [6], and decryption correctness is guaranteed by the
decryption NIZK [28]. In conclusion, all subroutines in our scheme
are publicly verifiable, so no one needs to be trusted for verifiability.
Coercion-resistance. A coercer may ask the voter to reveal his
real voting key pair, but the voter can claim a fake key pair as real
by simulating the designated verifier proof, as long as the RA is
not colluding with the coercer. In the tally phase, after shuffling
all the registration items, real keys and fake keys become indistin-
guishable from the coercer’s perspective. Besides, the majority of
trustees must be honest to ensure that the coercer cannot decrypt
the ciphertexts.

Finally, Table 2 summarizes the trust assumptions on the entities

for achieving each property.
Notes on distributing the shuffler and RA: To distribute the shuf-
fler, a mixnet [16] can be utilized, and we can perform a crypto-
graphic sortition [18] on the blockchain to select the mixnet nodes.
The assumption becomes that at least one of the mixnet nodes is
honest instead of trusting a single shuffler.

However, simply distributing the RA does not lead to a weaker
assumption because the coercer can ask the voter to provide the
entire view of the registration phase. Even if only one of the RA
parties is colluding with the coercer, the voter who does not know
which RA party is colluding cannot simulate the registration view
with negligible fail probability. Concretely, if the voter fakes a
message sent by an RA member, then he will have at least 1/n

probability of being caught (in the case that the RA member is
malicious), where n is the number of RA parties. Therefore, it is
better not to distribute the RA for “fake credentials” schemes. We
suggest using a TEE to instantiate the RA on the blockchain.

4 THE PROTOCOL

In this section, we will give a detailed protocol description of
our voting scheme.

4.1 Cryptographic primitives

Notations. Let A € N be the security parameter. Let G be a cyclic
group of prime order p with group generator g. We denote the
integers modulo p with Z, and write r < Z,, for r being chosen
uniformly from Z,,. We abbreviate probabilistic polynomial time as
PPT.

(Lifted) ElIGamal Encryption. ElGamal encryption scheme con-
sists of three PPT algorithms: the key generation algorithm
EC.Keygen(G, g, p) takes as input the group parameters and out-
puts a public-private key pair (pk := ¢°, sk); the encryption algo-
rithm EC.Encpy (m; 1) takes as input the public key pk, the message
m € G, and randomness r < Z,, and it outputs the ciphertext
¢ = (c1,¢2) == (¢",m- pk”); the decryption algorithm EC.Decg(c)
takes as input the secret key sk and the ciphertext ¢ and outputs
the message m := cz/cik.

ElGamal encryption is a re-randomizable encryption scheme.
The re-encryption algorithm EC.Randpy(c; ) takes as input a ci-
phertext ¢ := (c1, ¢z) and randomenss r —¢ Zp, and it outputs the
re-randomized ciphertext ¢’ := (¢, c}) = (¢" - c1, h™ - ¢2).

Lifted ElIGamal encryption is a variant of ElGamal encryption.
The encryption algorithm LE.Encpy (m; r) takes as input the public
key pk, the message m, and randomness r «<—¢ Z,, and it outputs the
ciphertext ¢ := (c1, ¢2) := (¢", g™ - pk”); the decryption algorithm
LE.Decg (c) takes as input the secret key sk and the ciphertext ¢ and
outputs the message m := Dlog(cz/cik), where Dlog(x) outputs the
discrete logarithm of x (note that computing the discrete logarithm
is inefficient, thus the message space should be small in practice).

The (lifted) ElGamal encryption scheme is IND-CPA secure under
the DDH assumption (see Appendix A for formal definition). We
omit the randomness r when it is not crucial to the context. Lifted
ElGamal encryption is additively homomorphic, i.e., LE.Encp (m1) -
LE.Encpi(mz) = LE.Encpy (m1 + mz). Besides, with distributed key
generation [28], (lifted) ElGamal encryption can be distributed as a
threshold encryption scheme.

Signature. A signature scheme Sig is defined by three PPT algo-
rithms: A key generation algorithm Sig.Keygen(14) that gener-
ates a public-private key pair (pk, sk); a signing algorithm o «
Sig.Signg (m) that generates a signature on message m; and a veri-
fication algorithm Sig.Verifypk(a, m) that outputs 1 if and only if
o is a valid signature on m. The existential unforgeability under
chosen message attack (EUF-CMA) property of a signature scheme
is formally defined in Appendix A.

Non-interactive Zero-knowledge Proof (NIZK). Our scheme
utilizes Sigma protocols and uses Fiat-Shamir heuristic [25] to trans-
form them into non-interactive proofs of knowledge. There are six
NIZK protocols in our scheme for proving: (i) voting power cor-
rectness (NIZKpower); (ii) EIGamal encryption plaintext knowledge



(NIZKknowledge)s (iii) re-encryption correctness (NIZKpyp-reenc)s

(iv) knowledge of secret key (NIZKgy); (v) shuffle correctness (NI1ZKgp, tfle);

and (vi) decryption correctness (NIZKpe). For simplicity, we some-
times omit the witness used in NIZK.Prove() when it is clear in
context. We define completeness, simulation-sound extractability,
and zero-knowledge of a NIZK in Appendix A, and we give the
constructions of these NIZK protocols in Appendix B.
Distributed Key Generation In our scheme, the trustees will run
a distributed key generation protocol Vote.DKeyGen(G, t, k) for
threshold key generation, where G is the group, ¢ is the corruption
threshold, and k is the number of trustees. The protocol outputs a
public key pk, and each trustee T; obtains a share of the secret key.
We use the protocol by Gennaro et al. [28] to realize the threshold
distributed key generation.

4.2 Protocol Description

Preparation Phase:

In the preparation phase, the trustees and the RA prepare their
cryptographic materials. Formally:
Procedure 1 (Setup). To setup an election with ¢ candidates C :=
{C1,...,C¢}, k trustees, and threshold t. The parties proceed as
follows:

(1) The trustees run Vote.DKeyGen(G, t, k) to generate a pub-
lic encryption key pk and each trustee T; obtains skt ;, a
share of the decryption key. They publish pky.
(2) The RA runs (pkga,skra) < Sig.Keygen(14). It publishes
PKRa-
Registration Phase:

In the registration phase, a voter authenticates to the RA to
publish a “registration item”. At any convenient time, it can publish
“fake registration items” on the BB. Experts also need to register in
this phase.

Procedure 2 (Reg(Auth)). A voter takes as input his blockchain
inalienable authentication method Auth (usually by proving knowl-
edge of secret key) and does the following:

(1) Assume that the voter issued a privacy-preserving transac-
tion tx that locks a stake during the election.
(2) The voter runs (pk, sk) « Sig.Keygen(lA).

(3) The voter computes K < EC.Encpy_ (pk) and A « EC.Encpy_(a).

(4) The voter generates & «— NIZKpower.Prove(tx, A) proving
that A is an encryption of the amount of stake locked in tx.

(5) The voter sends (K, A, tx, §) to the RA and uses Auth to au-
thenticate to the RA. The RA checks NIZK.verify (A, tx, §) z
1.Ifthe check passes, the RA computes K «— EC.Randpy, (K)
and generates the signature oga «— Sig.signg, ,
Then, the RA publishes the registration item (I% A tx, 8, oRA)
on the BB.

(6) The RA generates npyp NIZKpvp-reenc.Prove(K, K)
and sends 7pyp to the voter, where mpyp is a designated
verifier proof of re-encryption correctness.

(7) The voter checks NIZKpyp-reenc. Verify (K, K, 7pvp) Lo
the check does not pass, he raises a complaint.

Procedure 3 (FakeReg()). At any convenient time, a voter can
register a fake key with zero voting power.

(KIIAlItx13).-
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(1) The voter runs (pk’,sk’) « Sig.Keygen(1%).
(2) The voter computes K’ « EC,Encka(pk’) and Ag = LE.Encpy,
(0;1).
(3) The voter generates p < NIZKg.Prove(K’).
(4) The voter publishes the fake registration item (K’, Ao, p)
on the BB.
Procedure 4 (E_Reg(Auth)). In the registration phase, all users
who want to be experts also register using the blockchain authenti-
cation method Auth.

(1) The user i uses Auth to generate an authencation message
e; and publishes (E;, e;) on the BB.

Voting/Delegation Phase:
Procedure 5 (V_Vote(pk, sk, v)). To cast a vote, a voter takes as
input his key-pair (pk, sk) and his choice v, and proceeds as follows:

(1) The voter reads the list of eligible experts from the BB,
denoted as E := {Eq,...,En}.

(2) The voter computes u « EC.Encpy, (v) and generates
7 NIZKinowledge-Prove(u), which is a proof of plain-
text knowledge of u.

(3) The voter computes o « Sig.signg (u).

(4) The voter sends the ballot fy = (pk,u, 7, o) to the BB.
Procedure 6 (E_Vote(Auth,v)). An expert casts his vote by en-
crypting his choice and authenticating to the BB.

(1) The expert i computes ¢ « EC.Encp| (v) and generates
T« NIZKynowledge-Prove(c), which is a proof of plaintext
knowledge of c.

(2) The expert i uses Auth to generate an authencation message
ej onc.

(3) The expert i sends the ballot fg = (E;, ¢, 7, ¢;) to the BB.
Procedure 7 (Validate(BB, f3)). The validation algorithm verifies
that a ballot is valid with respect to the current state of the bulletin
board.

(1) If Bis a voter’s ballot, parse f as (pk, u, 7, o). Check (i) pk

does not appear in other ballots; (ii) u does not appear in
other ballots; (iii) NIZKynowledge- Verify (, u) 2 1; and (iv)
Sig.verify, (o, u) I

(2) If B is an expert’s ballot, parse f as (E;, ¢, 7, €;). Check (i)
E; does not appear in other ballots; (ii) ¢ does not appear in
other ballots; (iii) NIZKynowledge-Verify(z, ¢) 2 1; and (iv)
e; is E;’s valid authentication message on c.

(3) Return T if and only if all the checks pass.

Tally Phase:
Procedure 8 (Tally). When the voting phase ends, the shuffler and
trustees will perform the tally procedure.
(1) The shuffler takes all the registration items from the BB.
(2) For each registration item (I% , A, tx, 8, ora) published by the
RA, check (i) NIZKpower. Verify (A, tx, §) 2 1; (ii) Sig.VerifypkRA

(ora, K||A|tx]|6) 2 1. The shuffler removes the invalid
ones and removes tx, 8, oRa.

(3) For each fake registration item (K’, Ao, p) published by a
voter, check NIZKjnowledge- Verify (K', p) 2 1. Remove the
invalid ones and remove p.
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(4) The shuffler takes all the ballots from the BB.

(5) Foreachvoter’sballot fy = (pk, u, 7, 0), check (i) NIZKnowledge-

Verify (u, ) z 1; (ii) Sig,Verifypk(O', u) z 1. Remove the in-
valid ballots and remove 7, 0. Now, a voter’s ballot B is of
the form (pk, u).

(6) Foreachexpert’sballot fg = (Ei, ¢, 7, €;), check (i) NIZKnowledge-

Verify(c, 7) z 1; (ii) e; is a valid authentication message on
c. Remove the invalid ballots and remove 7, e;. Now, an
expert’s ballot B is of the form (E;, ¢).

(7) The shuffler puts all the valid registration items together.
At this point, each registration item is of the form (K, A),
where K is the encrypted public key, and A is the encrypted
voting power.

(8) The shuffler verifiably shuffle re-encrypts the registration
items.

(9) For each shuffled registration item (K, A), the trustees ver-
ifiably decrypt the public keys K. If the same public key
appears multiple times, drop them.

(10) For each ballot B, if the public key does not match any
public key in the registration items, drop it.

(11) Put the corresponding A together with u, i.e., assume a
ballot B = (pk,u) and a registration item W = (K, A), if
EC.Decgy, (K) = pk, we put A and u together to form a new
item I := (A u).

(12) The shuffler verifiably shuffle re-encrypts the new items.

(13) For each candidate C;, set initial score as s; := LE.Encpy, (0).
For each expert Ej, set initial score as s¢+j := LE.Encpy (0).

(14) For each shuffled item I := (A, u), the trustees verifiably
decrypt u to v and update candidate (or expert) v’s score
Sy =Sy A.

(15) Form a list of each expert’s encrypted score and encrypted
candidate, i.e., expert E;’s entry is (sp+i, ¢;).

(16) For each expert’s ballot (s, c), the trustees verifiably decrypt
¢ to v and update candidate v’s score s, :=s; - S.

(17) For each candidate C;, the trustees verifiably decrypt the
score s; to s;.

(18) Return {s;};e[¢] as the final result.

Procedure 9 (VerifyElection). Any party can verify that the election
is performed correctly.

(1) Verify all experts’ registration messages to check that the
list of eligible experts is correctly formed.
(2) For each registration item published by the RA, parse it as

(IZ’, A, tx, 6, ora), and check (i) NIZKpower.Verify(A, tx, 6) z

1; (ii) Sig.Verify (ora KIIAItx]18) = 1. Check that all
the invalid ones are removed and all the valid ones are
counted.

(3) For each fake registration item published by a voter, parse

it as (K’, Ao, p), check NIZKynowledge Verify(K’, p) = 1.
Check that all the invalid ones are removed and all the
valid ones are counted.

(4) Check all the shuffle NIZKs and decryption NIZKs during
the tally phase.

(5) Return T if and only if all of the checks pass.

Expgqu, [6](1,C) :

((pkga- skra), (pkr, skr)) — Setup(1%,0);
b — A9 (skpa. pkr. C);
output b’.
Oracles:
OvoteLR(pk, sk, vg, v1) :
let By = V_vote(pk, sk, v9) and p; = V_vote(pk, sk, v1);
if Validate(BBy, fi,) = L then return L;
else BBy « BBy||fo and BB; « BB1]|f1.
Ocast(p) :
if Validate(BBy, ) = L then return L;
else BBy « BBy||f and BB1 < BB1]|S.
Oboard() :
return BBy,
Otally() :
(r,Ip) « Tally(BBo, sk1);
IT; = SimTally(BB1,r);
return (r,IIp).

Figure 8: Ballot Privacy Experiment E)q{pI;{J v [b1(4,.C)

5 SECURITY ANALYSIS

In this section, we analyze ballot privacy, verifiability, and coercion-
resistance of our voting scheme. As mentioned above, experts do
not have ballot privacy and coercion-resistance, so we can adopt the
definitions of ballot privacy and coercion-resistance by Bernhard
et al. [10, 11]. We adapt Cortier et al.’s verifiability definition [21]
to delegative and weighted voting.

5.1 Ballot Privacy

Ballot privacy is based on the definition by Bernhard et al. [10].
The ballot privacy experiment tracks two bulletin boards: BBy for
the “real” world and BB; for the “fake” world, in which only one
bulletin board is available the the adversary A. The outcome of
the election is always computed on the real bulletin board BBy.
The adversary controls the registration authority RA and a subset
of voters, and his goal is to distinguish whether the tally result is
evaluated over the “real” or “fake” world.

Formally, the ballot privacy experiment is depicted in Figure 8.
The adversary A takes as input RA’s secret key skra (since he
controls the RA), the trustees’ public key pky, and the candidate
list C, and he can query the following oracles:

e OvoteLR(pk, sk, vg,v1), which allows the adversary A to
let a voter with (pk, sk) cast a vote for vy on BB( and a vote
for v1 on BB;.

e QOcast(f), which allows the adversary A to cast a ballot f8
(constructed by A) on both BB and BB;.

e Oboard(), which allows the adversary A to see the content
of a bulletin board depending on the bit b.

e Otally(), which allows the adversary A to see the tally
result and proof of tally correctness. The result r is always
evaluated by tallying BBy, and the proof is simulated when
b=1.



DEFINITION 1. Ballot privacy. Let’V = {Setup, Reg, FakeReg, E_reg,
V_vote, E_vote, Validate, Tally, VerifyElection} be an election scheme
for a candidate list C and security parameter A. We say that V' meets
ballot privacy if there exists a PPT simulation algorithm SimTally
such that for any PPT adversary A:

| Pr[Expy ) [01(4,C) = 1] = Prl[Exply o, [1](2,C) = 1]]
is a negligible function in the security parameter A.

THEOREM 1. Assume that the ElIGamal encryption scheme is IND-
CPA secure, the underlying NIZKs NIZK;,i € {power, knowledge,
DVP-reenc, sk, shuffle, Dec} are complete, sound, and zero-knowledge,
NIZKynowledge is simulation-sound extractable, and the signature
scheme is EUF-CMA secure. The voting protocol described in secion 4
provides ballot privacy.

The proof of this theorem is deferred to Appendix C. We also
prove that our scheme provides strong consistency and strong
correctness [10].

5.2 Verifiability

We adapt Cortier et al.’s verifiability definition [21] to our delega-
tive and weighted voting. In a nutshell, a voting scheme is verifiable
if the election result reflects the votes of 1) all honest voters/experts
who checked their votes, which appear on the bulletin board; 2) at
most n. voters/experts who are controlled by the adversary; and 3)
a subset of the votes by honest voters/experts that did not check
if their ballots were cast correctly. In our scheme, the registration
authority is not trusted for verifiability, which is known as strong
verifiability [21].

The verifiability experiment is formally depicted in Figure 9. We
use U to denote the set of public-private key pairs and Corru pted to
denote the set of corrupted voters/experts. Let H = {(pk?, v;
correspond to voters/experts that have checked that their ballots
will be counted and H' = {(pkh l , l , *)} ! | correspond to vot-
ers/experts that have not checked their ballots (for experts, a; = 0).
We adapt the result function p to the delegative and weighted vot-
ing setting, i.e., p : (VV E)* — R takes as inputs voters’ and
experts’ choices, and outputs the election result. The adversary A
takes as input RA’s secret key skgra, the trustees’ secret key sk,
and the candidate list C, and he can query the following oracles:

e Ocorrupt(id), which allows the adversary A to corrupt a
voter/expert id.

e Ovote(id,v), which allows the adversary A to let an honest
voter/expert id cast a vote for v.

Note that A does not need the Oregister oracle since he controls
the registration authority and thus can register arbitrarily. The ad-
versary wins if the result r verifies but violates any of the following
conditions: 1) for each voter/expert that has checked his ballot, the
ballot is counted; 2) at most n, corrupted votes are counted; 3) a
subset of votes by honest voters/experts that did not check their
ballots are counted.

DEFINITION 2. Verifiability. LetV = {Setup, Reg, FakeReg, E_reg,
V_vote, E_vote, Validate, Tally, VerifyElection} be an election scheme
for a candidate list C and security parameter A. We say that V meets
verifiability if for any PPT adversary A:

Pr[Expve’ A,C)=T]
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Exp%’,(1.C) :

((pkpa. skra). (pkr. skr)) & Setup(1%,C);
(BB, r,TI) «— A9 (skpa, skr);

if VerifyElection(BB, (r,II)) = L then return L;
if r = L then return L;

H = {(pk}' ofs o, )12y and B = {(pk}", o} alf, )2
if 3{pk¢, of, af}ic, C Corrupted, EI{(pk l e ,*)}f_ CH’st.
r-p({pkh 3 h} L UApkS, of, af e U {pkl o ol )
then return L else return T.
Oracles:
Ocorrupt(id) :
if (id, *,+) ¢ U then return 1;

Corrupted « Corrupted U {(pk;g, * a;q) };
return (pk;g, sk;q);
Ovote(id,v) :
if (id, *,«) ¢ U or (id, *) € Corrupted then return L;
if id is voter then
B« V_vote(pk;y, skig, v);
else
B — E_vote(Auth;y4,v);
end if
HUH’ « Update(H U H’, (id, v, a;4, §));
return f.

Figure 9: Verifiability Experiment Expz’er N

is a negligible function in the security parameter A.

THEOREM 2. Assume that the underlying NIZKsNIZK;, i € {power,
knowledge, DVP-reenc, sk, shuffle, Dec} are complete, sound, and
zero-knowledge, and the signature scheme is EUF-CMA secure. The
voting protocol described in section 4 provides verifiability.

The proof of this theorem is deferred to Appendix D.

5.3 Coercion-resistance

The definition of coercion-resistance is inspired by Bernhard
et al. [11]. Similar to the ballot privacy definition, the coercion-
resistance experiment tracks two bulletin boards for the “real” world
and the “fake” world, respectively. The adversary’s goal is to distin-
guish whether he is in the “real” or “fake” world.

The coercion-resistance experiment is depicted in Figure 10. The
adversary A takes as input RA’s public key pkga, the trustees’
public key skt, and the candidate list C (since RA and trustees
are trusted for coercion-resistance). The adversary has access to
OvoteLR, Ocast, Oboard, and Otally as in the ballot privacy experi-
ment, along with an additional oracle Oreceipt(id, vy, v1). Oreceipt
(id, vy, v1) allows the adversary A to let a voter id submit to coer-
cion by voting for vy on BBy, and resist coercion by voting for v; on
BB;. It will return the ballot cast under coercion f}, and a receipt.
If the voter submits to coercion, the receipt is the real view during
the registration and voting phase; if the voter resists coercion, the
receipt is simulated by the algorithm SimView.

DEFINITION 3. Coercion-resistance. LetV = {Setup, Reg, FakeReg,
E_reg, V_vote, E_vote, Validate, Tally, VerifyElection} be an election
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Expgffq, [b](1,C) :

(pkgas skras (pke, skr)) — Setup(1%, C);
b — A9 (pkga, Pk, C);
Output b’.
Oracles:
OvoteLR(id, vy, v1) :
(pk, sk) « Reg(id);
let fp = V_vote(pk, sk,vp) and p; = V_vote(pk, sk, v1);
if Validate(BBy, ) = L then return L;
else BBy « BBy||fp and BB; « BB1]|f1-
Oreceipt(id, vo,v1) : % submit versus resist
(pk, sk) « Reg(id);
(pk’, sk”) « FakeReg(id);
let By = V_vote(pk, sk,v) and 1 = V_vote(pk’, sk’,vp);
if Validate(BBy, ) = L then return L;
else BBy « BBy||fp and BB; « BB1]|f1-

if b = 0 then

receipt = View{Reg(id), V_vote(pk, sk, v9)};
else

receipt = SimView(sk;z);
end if

let /36 = V_vote(pk’, sk’,v1) and f] = V_vote(pk, sk,v1);
if Validate(BBh,ﬂl’J) = 1 then return L;
else BBy « BBo||; and BBy < BB1]|f;.
return (fp, receipt).
Ocast(f) :
if Validate(BBjp, f) = L then return L;
else BBy « BBy||f and BB; « BB1]|f.
Oboard() :
return BBy,
Otally() :
(r,IIy) « Tally(BBy, skt);
ITI; = SimTally(BB1,r);
return (r,I1p).

Figure 10: Coercion-resistance Experiment Exp%R,v [6](A,C)

scheme for a candidate list C and security parameter . We say that
V meets coercion-resistance if there exist PPT simulation algorithms
SimView and SimTally such that for any PPT adversary A:

| Pr[ExpSry, [0](4,C) = 1] - Pr[ExpGRy, [11(A4,C) = 1]|
is a negligible function in the security parameter A.

THEOREM 3. Assume that the ElIGamal encryption scheme is IND-
CPA secure, the underlying NIZKs NI1ZK;,i € {power, knowledge,
DVP-reenc, sk, shuffle, Dec} are complete, sound, and zero-knowledge,
NIZKynowledge> NIZKsy are simulation-sound extractable, and the sig-

nature scheme is EUF-CMA secure. The voting protocol described in
section 4 provides coercion-resistance.

The proof of this theorem is deferred to Appendix E.

6 DISCUSSION

Vote-buying via stake-buying. In blockchain voting, typically, a
voter’s voting power is proportional to his stake. Since blockchain

11

coins are publicly traded in open exchanges, one may argue that it
is always possible to realize vote-buying via stake-buying. However,
acquiring sufficient voting power through stake-buying is imprac-
tical. For an adversary to be successful, he needs to purchase a
substantial amount of stake. Here’s the catch: when buying from an
exchange, there is often limited availability of stakes. Furthermore,
rapidly purchasing large volumes of stake will inevitably drive up
the price due to the basic principles of supply and demand. This
surge in price could put the adversary’s capital at risk. In contrast,
vote-buying is a much simpler method and is detrimental to the
decision-making process. Our coercion-resistant voting scheme
effectively prevents vote-buying on the blockchain.

Stake renting/smart contract vote-buying. Another attack on
blockchain voting is to use a smart contract to “rent” stakes. The
smart contract collects stakes, uses the stakes for voting, and re-
turns them back with an extra payment after the election. We
defend against this attack by prohibiting contract accounts from
participating in the voting.

Inalienable authentication. Coercion-resistant voting requires
inalienable authentication [1], i.e., the coercer can neither imper-
sonate the voter nor prevent the voter from authenticating. In the
blockchain context, authentication is realized by proving knowl-
edge of his blockchain secret key, and it is assumed that the voter
will not give his secret key to the coercer. However, the “Dark DAO”
attack [5, 24] is still possible if the coercer can use TEEs. Specif-
ically, the coercer can set up a TEE running a “cryptocurrency
wallet” and create an encumbered key. The remote attestation of
the TEE can prove that the wallet will not steal the bribee’s stake.
Then, a voter can transfer his stake to the account and use his
own secret key to manage it. At the end of the election, the TEE
ensures a fair exchange for voting-buying. As pointed out in [24],
this problem is inherent in any remote voting scheme where the
secret key is generated by the voter. Kelkar et al. [35] proposed
two schemes to defend against such kind of attacks using TEEs
and ASICs (Application-Specific Integrated Circuit), respectively.
But neither of them is suitable in the blockchain context. In this
work, we assume that authentication is inalienable. How to defend
against this type of attack is out of the scope of this paper. We leave
it as an interesting open question.

Complexity. In the preparation phase, the RA takes O(1) time to
generate the signing key pair, and the trustees take O(k) time to
perform the DKG protocol, where k is the number of trustees. In the
registration phase, a voter generates a NIZK proof of voting power
correctness and verifies a designated verifier proof, which has O(1)
complexity. In the voting/delegation phase, the ballot generation has
O(1) complexity. In the tally phase, the shuffler shuffles the ballots
and the registration items, which has O(n) complexity (counting
cryptographic operations only), where n is the number of voters.
Then, the trustees decrypt the public keys, do the matching between
the voting power and candidates, and decrypt the candidates. Thus,
the time complexity of a trustee is also O(n). Adding them together,
our scheme has O(n) time complexity.

7 IMPLEMENTATION AND EVALUATION

We implement a prototype of our voting scheme in Rust. The
implementation uses OpenSSL 1.1.1t to provide the basic elliptic
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curve math, and it uses Schnorr signature as the signature scheme.
We evaluate all the cryptographic building blocks and the time
consumption in each phase. The experiments are performed on a
workstation with Intel Core i7-1165G7 @2.80GHz and 32GB RAM
running Ubuntu 20.04.4 LTS x64, using the elliptic curve secp256r1.
Preparation phase. We evaluate the DKG execution time and
traffic with respect to different numbers of trustees: from 4 to 64.
Results are given in Figure 12.

Registration phase. In the registration phase, the voter uses
NIZKpower in the registration message to prove that the frozen
stake is equal to the encrypted voting power, and the RA proves re-

encryption correctness by a designated verifier proof NIZKpyp-reenc-

Generating a registration message costs 430.95 ps, and its size is
475 bytes. The designated verifier proof costs 102.91 ps to generate
and 181.69 ps to verify, and its size is 141 bytes. Generating a fake
registration item costs 336.05 ps, and the size is 267 bytes.
Voting/Delegation phase. In the voting/delegation phase, voters
and experts encrypt the choice, sign it, and use NIZKynowledge
to prove plaintext knowledge of the ballot. It takes 283.27 us to
generate a ballot. The size of a voter’s ballot is 358 bytes, and the
size of an expert’s ballot is 332 bytes.
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Tally phase. We evaluate the tally execution time with respect
to different numbers of voters and different extra ballot rates and
compare the results with VoteAgain [40]. Here, extra ballot rate
represents how many voters cast extra ballots, i.e., in VoteAgain,
50% extra ballot rate means that 50% voters re-vote once; in our
scheme, 50% extra ballot rate means that 50% voters cast one fake
ballot. Note that, in our scheme, a voter’s ballot takes more time
to tally than an expert’s ballot (because voters’ ballots are shuffled
and experts’ ballots are not shuffled), so we set expert number as
zero in the experiments.

Figure 11 shows the tally execution time compared with VoteA-
gain [40] when the extra ballot rates are 25%, 50%, and 75% from
left to right. VoteAgain’s benchmark fails in 102400 voters with 50%
and 75% extra ballot rates (probably because of too large ciphertext
input). We can see that our scheme’s execution time grows linearly,
and VoteAgain’s execution time grows quasi-linearly (O(nlogn)).
A higher rate of extra ballots confers a greater advantage, as it ne-
cessitates VoteAgain to introduce a substantial quantity of dummy
ballots in this scenario. In large-scale voting with more than 10000
voters and over 50% extra ballot rate, our scheme’s tally execution
time is over 6x faster than VoteAgain.

8 CONCLUSION

In this work, we propose the first scalable coercion-resistant
blockchain decision-making scheme that supports differential vot-
ing power and liquid democracy. It is scalable in the sense that it has
constant ballot size and linear complexity. We formally prove that
the proposed scheme has ballot privacy, verifiability, and coercion-
resistance without any extra strong assumptions. Our scheme has
an advantage over all the existing coercion-resistant voting schemes,
so it is suitable for large-scale coercion-resistant blockchain voting
programs.
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A DEFINITIONS

Here, we give formal definitions of Sigma protocols, Fiat-Shamir
heuristic, public-key encryption, and signatures.
Sigma protocols. A Sigma protocol is a special type of 3-move
public-coin proof system. A Sigma protocol for relation R consists
of three algorithms (C, Z,V):

e a «— C(x,w;r) takes as input the statement x, witness w
and random coin r. It outputs the initial message a.

o z «— Z(x,w,r,e) takes as input the statement x, witness
w, random coin r and a given challenge e. It outputs the
answer z.

e 0/1 « V(x,a,e,z) takes as input the statement x, initial
message a, challenge e and answer z. It outputs 0 or 1 for
rejection or acceptance, respectively.

The completeness, k-special soundness, and special honest veri-
fier zero-knowledge of Sigma protocols are defined as follows:

e Completeness: for all (x,w) € Re € {0, 1, Prla «
C(x,w;r),z — Z(x,w,r,e) : V(x,a,e,z) =1] =1

e k-special soundness: there exists a deterministic polynomial-
time extractor X such that for any PPT adversary A: Pr[(x, a)
— ﬂ(l’l),el,...,ek — {0,1}’1,21,...,zk — Aley,...,ex),
w— X(x,a,{e1,z1},.... {ex, 2 }) : V(x,a,ei,zi)) =1fori e
[k] AR(x,w) =0] = 0.

o Special honest verifier zero-knowledge: there exists a PPT
algorithm § such that for any PPT adversary A: Pr[(x, e) «
ﬂ(lﬂ);a — C(x,w;r);z « Z(x,w,r,e) : A(a,z) = 1] =
Pr(x,e) «— A(1N);(a,2) — S(x,e) : A(a,z) = 1]

Fiat-Shamir Transformation [25]. Let ¥ = (C, Z,V) be a Sigma
protocol and H a hash function. The Fiat-Sharmir transformation of
3 is the proof system FS¢;(2) = (Prove, Verify) defined as follows:

e (a,z) « Prove(x, w;r):Run C(x, w;r) to obtain initial mes-
sage a. Compute e «— H(x,a). Run Z(x, w,r, e) to get the
answer z. Output (a, z).

e 0/1 « Verify(x,a,z): Compute e «— H(x,a), then run
V(x,a,ez).
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In the security proof, the hash function H is typically modeled

as a random oracle. In the following, we give the definition of
zero-knowledge [7] and simulation-sound extractability [12] (in
the random oracle model).
Zero-knowledge [7]. A proof system (Prove, Verify) for relation R
is zero-knowledge if there is a simulator S such that no adversary
who can make queries to the random oracle and queries of the form
create-proof (x, w) can distinguish the following two settings with
non-negligibly better than 1/2 probability:

(1) Random oracle queries are answered by a random oracle.
In response to create-proof(x, w), the challenger checks
that R(x, w). If not, he returns L. Otherwise, he returns
Prove(x, w).

(2) The challenger runs a copy of the simulator S. It forwards
random oracle queries to S directly. For create-proof (x, w),
the challenger checks if R(x, w) holds: if not, the challenger
returns L; if it holds, the challenger send Simulate(x) to S
and returns the result to the adversary.

Simulation-sound extractability [12]. Let P be a zero-knowledge
proof system with simulator S. We say that # is simulation-sound
extractable if there exists an extractor % such that for every prover
A, K wins the following game with overwhelming probability.

(1) (Initial run.) The game selects a random string © for A. It
runs an instance of A with the simulator S until A makes
his output and halts. If A does not output any proofs, any
of the proofs do not verify (w.r.t. the instance of S used
as the random oracle) or any of A’s statement/proof pairs
(x, ) is such that 7 was the result of a Simulate(x) query,
then K wins the game directly.
(Extraction.) The game runs an instance of K, giving it the
transcript of all queries in the initial run and the produced
(x, ) as input. K may repeatedly make one type of query
invoke in response to which the game runs a new invocation
of A on the same randomness w that it chose for the initial
run. All queries made by these instances are forwarded to
K who can reply to them.
(3) K wins the game if it can output a vector of witnesses w
that match the statements x of the initial run, i.e. for all i
we have R (x;j, w;).

@

~

Public-key encryption. A public-key encryption scheme consists
of three PPT algorithms (Keygen, Enc, Dec). The ElGamal encryp-
tion scheme we use is IND-CPA secure under the DDH assumption.
Formally, consider the following IND-CPA experiment:
Exp!ND-CPA (/1)

P A,Enc .

(1) The challenger performs the key generation algorithm (pk, sk)
« Keygen(A) and sends pk to the adversary A.

(2) A sends mg, mj to the challenger.

(3) The challenger picks a random bit b € {0,1} and sends
¢ « Encp(mp) to A.

(4) A outputs a guess bit b’ € {0,1}. If b = b/, output 1;
otherwise, output 0.

A public-key encryption scheme is IND-CPA secure if the adver-

sary A’s advantage Adv'E’:IC)'CPA(ﬂ, A):=|2- Pr[Exp%%}%PA 1) =

1] — 1] is negligible in A.
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Signature. A signature scheme consists of three PPT algorithms

(Keygen, Sign, Verify). We require the underlying signature scheme

to be existentially unforgeable under chosen message attack (EUF-

CMA). The EUF-CMA experiment is as follows:

ExpEz%g;gCMA (A):

(1) The challenger performs the key generation algorithm (pk, sk) «
Keygen(A) and sends pk to the adversary ‘A.

(2) A can repeatedly request for signatures on chosen mes-
sages (my, .. ., mq), and receives the valid signatures (oy, . . ., O'q)
in response.

(3) A outputs a message and signature (m*, o*).

(4) If m* is not one of the messages requested in step 2, and
Verifypk(m*, 0*) = 1, output 1; otherwise, output 0.

A signature scheme is EUF-CMA if the adversary A’s advantage

AdvERFCMA (A, 2) = Pr[Exp £ EMA(M) = 1] s negligible in 2.

B NIZKS

In this section, we show the construction of the NIZKs used in
our system. There are six zero-knowledge proofs in our scheme for
proving: (i) voting power correctness (NIZKpower); (i) EIGamal en-
cryption plaintext knowledge (NIZKynowledge); (iii) re-encryption
correctness (NIZKpyp-reenc); (iv) knowledge of secret key (NI1ZKgy)
(v) shuffle correctness (NIZKgp,f1e); and (vi) decryption correct-
ness (NI1ZKpec). We adopt Bayer and Groth’s scheme [6] for shuffle
correctness and Gennaro et al.’s scheme [28] for decryption cor-
rectness. Here, we demonstrate the corresponding Sigma protocols.
In our scheme, they are transformed into NIZKs by Fiat-Shamir
heuristic [25]. By the result of Bernhard et al. [12], Fiat-Shamir
transformation on Sigma protocols yields simulation-sound ex-
tractability in the random oracle model.

Proof of voting power correctness. In the registration phase,
the voter will create a transaction that freezes some stake. Then,
he sends the transaction tx, encrypted voting power A, and proves
that the encrypted voting power is the same as the value of tx. In a
privacy-preserving blockchain cryptocurrency system, tx usually
contains an encrypted transaction value v. In this case, the zero-
knowledge proof proves that A and v encrypt the same value. If
the transaction value is encrypted by lifted Elgamal encryption
scheme, then Figure 13 shows the Sigma protocol for voting power
correctness. If it is encrypted by a hybrid encryption scheme (e.g.,
ZCash [8]), then we can utilize other zero-knowledge protocols for
general circuits (e.g. Groth16 [31], Bulletproofs [14]).

Proof of ElGamal encryption plaintext knowledge. In the
voting phase, we use a NIZK for ballot plaintext knowledge to
prevent copying the other voter’s choice. This can be proven with
the Sigma protocol depicted in Figure 14.

Proof of re-encryption correctness. In the registration phase, the
RA needs to generate a designated verifier proof for re-encryption
correctness. To make it a designated verifier proof, the statement is
“this is a correct re-encryption OR I know the verifier’s blockchain
secret key” so that the verifier can simulate the proof. The Sigma
protocol for re-encryption correctness is depicted in Figure 15. By
the CDS composition [23], we can compose the Sigma protocol
for re-encryption correctness and the standard Schnorr protocol to
construct the designated verifier proof of re-encryption correctness.
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,—(Sigma protocol for voting power correctness)—

CRS: g, h,m.

Statement: A = (A1, Az),v = (v1,02).

Witness: a,r1,rp such that A = (¢, g%h™) A v =
(9", g%m™).

Prover:

e Pick random o/, r{,
o Compute

ap == gr;,ag = g“/h’{,a3 = gré,a4 = g"‘/mré;
e P> V:ayayas, aq.

Verifier:
e V — P: random e ¢ Zj.
Prover:
e Compute
zy=r{te-r,z=ryte -,z =a te-a;
o P V:z,2023.
Verifier:
e Output 1 if and only if the following holds:
- gzl =a .Ae;
— gZShzl =as .Ag;
- glz =as .U;?;

- gBh*?2 =qy- US.

Figure 13: Sigma protocol for voting power correctness

,—(Sigma protocol for plaintext knowledge) \

CRS: g, h.
Statement: ¢ = (cy, ¢2).
Witness: m,r such that c; =¢g" A ca=m-h".
Prover:
e Pick random r’ ¢ Zp,m’ 4 G;
e Compute a; := gr/,ag =m -h;
e P> V:aya.
Verifier:
e V — P: random e ¢ Zj.
Prover:
e Compute z1 :==1r" +e-r,zz :=m' - m¢;
e P> V:zy,20.
Verifier:
e Output 1 if and only if the following holds:
- gll =ai - ci‘;

- ZZ’hzl :az.CS_

Figure 14: Sigma protocol for ElGamal encryption plaintext
knowledge



,—(Sigma protocol for re-encryption correctness)—

CRS: g, h.
Statement: u = (uq,u2),v = (v1,02).
Witness: r such that v =uy -g" A vy =up-h".

Prover:
e Pick random r’ «g Zp;
e Compute a; = g'/,az = hr/;
e P—V:aya.
Verifier:
e V — P:random e ¢ Zp.
Prover:
e Compute z:=r"+e-r;
e P> V:z
Verifier:
e Output 1 if and only if the following holds:
- g*=a1- (v1/w1)%
- h* =ay - (v2/uz)®.

Figure 15: Sigma protocol for re-encryption correctness

,—(Sigma protocol for knowledge of secret key)—

CRS: g, h.
Statement: ¢ = (c1, ¢2).
Witness: x,r such that c; =¢g" A ca=¢g* - h".

Prover:
e Pick random 7’ ¢ Zp,x" ¢ G;
e Compute aj = g¢" a3 := g° - h";
e P—V:aya.
Verifier:
e V — P: random e g Z).
Prover:
e Compute z1 :=1"+e-r,zp:=x"+e-x;
e P—V:z,29.
Verifier:
e Output 1 if and only if the following holds:
- gll =a- Cf;

- gzz - h*t =a2~c§.

Figure 16: Sigma protocol for knowledge of secret key

Proof of knowledge of secret key. To publish a fake registra-
tion item on the BB, the voter needs to prove knowledge of the
corresponding secret key. This is a variant of the Schnorr protocol,
depicted in Figure 16.

16

Zeyuan Yin, Bingsheng Zhang, Andrii Nastenko, Roman Oliynykov, and Kui Ren

C PROOF OF BALLOT PRIVACY, STRONG
CONSISTENCY, AND STRONG
CORRECTNESS

In this section, we prove that our scheme provides ballot privacy.
We also show that our scheme has strong consistency and strong
correctness by Bernhard et al. [10], which are necessary for a voting
scheme to guarantee ballot privacy.

C.1 Ballot privacy

Proof of theorem 1. To prove this theorem, we construct the SimTally
algorithm and prove indistinguishability through a series of games.
SimTally algorithm. The SimTally(BB, r) algorithm performs the
Tally procedure on BB, except that 1) all the proofs are simulated
and 2) in steps 14 and 17 of the Tally procedure, the decryption
results are based on r.

Now, we prove the indistinguishability through a sequence of
games. We start with the adversary interacting with the challenger
with b = 0 and end up with the adversary interacting with the
challenger with b = 1.

Game Gy. Let Gy be the experiment Expl;f 4 [01(A, C) (see Figure 8
and Definition 1).

Game G;. Game G; is the same as Gy, except that all proofs in the
Tally procedure are simulated.

Claim 1: Because of the zero-knowledge property of the proofs, Gy
and Gy are indistinguishable.

Game Gy. Game G is the same as Gj, except that Oboard returns
BB; instead of BB.

Claim 2: If the ElGamal encryption scheme is IND-CPA secure and
the NIZK NIZKynowledge is complete, simulation-sound extractable,
and zero-knowledge, then G, and G; are indistinguishable.

Proof: Let n be the number of OvoteLR calls made by the adversary
A. We now build a series of games Hy, ..., H, and prove indis-
tinguishability by a hybrid argument. Game H; tracks a bulletin
board BB. When the adversary calls Ocast(f), the challenger per-
forms BB « BB||f; for the first i calls to OvoteLR, the challenger
performs BB « BB||f1; for the remaining calls, the challenger
performs BB « BB||fy. Note that Hy = G; and H, = Ga.

As proved by Bernhard et al. [12], an IND-CPA secure encryption
with simulation-sound extractable ZKP is NM-CPA (non-melleable)
secure. The NM-CPA experiment is depicted in Figure 17. The
adversary may only call the oracle Odec once. The adversary wins
if " = b and his advantage is defined as | Pr[b’ = b] — 1/2|.

Now, we show that if an adversary A; can distinguish H; from
H;_1, we can construct adversary 8; that breaks the NM-CPA prop-
erty of the encryption scheme. Adversary B; receives the public
key pk from its challenger. At the start of the game, B; performs
the Setup procedure and sets pky = pk. It answers the jth OvoteLR
query as follows:

e If j < i, it sets BB « BB||f;.

e If j = i, it sends vg, v1 to the NM-CPA challenger and re-
ceives a challenge ciphertext ¢*. It uses ¢* to obtain a ballot
B* and sets BB « BB||S*.

o If j > i, it sets BB « BB||fo.
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Exp

(pk, sk) « Keygen(lA);

mo, my «— A(pk);

b {0,1};

¢* « Encpi(mp);

b — ?[Odec(pk, c*);
Odec(c) :

if ¢* € ¢ then return L;

for each i, m; « Dec(sk, ¢;);

return m = {m;};.

NM-CPA .
NM-CPA(7) -

Figure 17: NM-CPA Experiment Expr\;‘{\"'cpA A)

When the adversary A; calls Otally, B; proceeds as follows. Let
T = (uj, m,),....c" = (uj,7j),..., (uy, 7 ) be the vote cipher-
texts and proofs in the valid ballots. B; queries Odec using I'\¢*
and obtains (vj,,...,0j-1,0j+1,...,05) = Odec(T\c*). It sets the
decryption result as (vj,,...,0j-1,00,0j41,...,9; ) and continues
the Tally procedure by simulating the proofs.

We can see that if b = 0 in 8;’s NM-CPA game, then B; perfectly
simulates H;_1; if b = 1 in B;’s NM-CPA game, then B; perfectly
simulates H;. Thus, B; breaks NM-CPA games if A; distinguishes
H; from H;_;. By a standard hybrid argument, Hy = G; is indistin-
guishable from H;,, = Ga.

Observe that the adversary’s view in G is identical to the view
in the experiment Expl;f By [1](A, C). This concludes the proof. O

C.2 Strong consistency and strong correctness

Here, we show that our scheme meets strong consistency and
strong correctness as defined by Bernhard et al. [10]. Intuitively,
strong consistency ensures that the result r is equal to the result
function applied directly to the valid ballots. Strong correctness
ensures that no adversary can generate a bulletin board BB such
that Validate(BB, ) = L for an honestly generated ballot . The
strong consistency experiment and strong correctness experiment
are depicted in Figure 18 and Figure 19, respectively.

Exp%o0(A,C)

((pkgas skra), (pkr, skr)) < Setup(1%,C);
BB « A(skra, pky);

(r,IT) « Tally(BB, skt);

if r # p(Extract(skr, p1), ..., Extract(skT, fn))
then return T else return L.

Figure 18: Strong Consistency Experiment Exp?;77°(4,C)

DEFINITION 4. Strong consistency. LetV = {Setup, Reg, FakeReg,
E_reg, V_vote, E_vote, Validate, Tally, VerifyElection} be an election
scheme for a candidate list C, security parameter A, and result func-
tion p. We say that V meets strong consistency if there exists functions
Extract and ValidInd that satisfy the following conditions:

(1) For ((pkpa, skra), (pkt, skt)) < Setup(l’l, C), for all (pk, sk)
output by Reg(id), and for any ballot f < V_vote(pk, sk, v),
we have Extract(sk, f) = v.
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(2) For any bulletin board and ballot generated by any PPT ad-
versary A such that (BB, ) « A and Validate(BB, §) = T,
then ValidInd(f) = T.

(3) ForanyPPT adversary A, the advantage Pr[Expfﬂjc",’{}s A1,0) =
T] is a negligible function in the security parameter A.

Exp;f)c("r/r(l, C):

((pkpas Skiw), (pky, skr)) — Setup(14,C);

(id, v, BB) « A(skpa, pky);

B« V_vote(pk;y, sk;g, v);

if Validate(BB, ) = L then return T else return L.

Figure 19: Strong Correctness Experiment Exp’; %7 (4,C)

DEFINITION 5. Strong correctness. Let'V = {Setup, Reg, FakeReg,
E_reg, V_vote, E_vote, Validate, Tally, VerifyElection} be an election
scheme for a candidate list C, and security parameter A. We say that
V meets strong correctness if for any PPT adversary A:

Pr[Exp;f,?‘r/r()., C)=T]
is a negligible function in the security parameter A.

THEOREM 4. Under the same assumptions as theorem 1, the voting
protocol described in section 4 provides strong consistency and strong
correctness.

Proor. We first define the functions Extract and Validind as
follows:

(1) Extract(skr, p) takes as input the extraction key skt and
the ballot § = (pk, u, 7, 0). It checks the proof and signature
in B. It returns L if any of these checks fail; otherwise, it
computes v < EC.Decgy, (1) and returns (pk, v).

(2) Validind(p) checks the proof and signature in f. It returns
T if and only if the checks pass.

The first condition of strong consistency is satisfied by the complete-
ness of the zero-knowledge proofs, the correctness of signatures,
and the correctness of ElGamal encryption scheme.

The second condition of strong consistency is satisfied because
ValidInd executes a strict subset of the checks in Validate.

For the third condition, by the correctness of ElGamal decryption
and the correctness of shuffle, the election results output by the
Tally algorithm and the result function p are identical.

To prove strong correctness, we observe that an honestly gener-
ated ballot is not appended to the bulletin board if the corresponding
pk already appears in another ballot. By the EUF-CMA property of
the signature scheme, the adversary A has negligible probability
of generating a valid signature under pk without knowing sk, so
A’s advantage in Exp®%7 (A, C) is negligible. o

D PROOF OF VERIFIABILITY

Proof of theorem 2. Let the adversary A output a set of registration
items, a set of votes, the result r, and the tally proof II. Let T =
{B1, ..., Pn} be the valid ballots on the BB. By the homomorphism
of ElGamal encryption scheme and the soundness of the tally proofs,



we can conclude that r is the correct tally of T = {f;,.
VerifyElection(BB, (r,II)) returns T.

Now, we prove that for each ballot § € T, it is either not counted
or the re-randomized ballot of one of the following sets:

e H = {(pklh, vf‘, alh, *)}:’;11, the votes of the honest voters
who have checked their ballots.

o H = {(pk?/, vlh’, alh’, *)}7:”{ , the votes of the honest voters
who have not checked their ballots.

e Corrupted = {pk{,of, al.c}"c the votes of the corrupted

=1’
voters.

. Bu} if

The soundness of NIZKpower and NIZKpyp-reenc ensures that the
registration items are formed correctly. The EUF-CMA property of
the signature scheme ensures that the adversary cannot create a
valid signature for an honest voter. Therefore, for each valid ballot
B € T, if it does not correspond to the above three sets, either it
will be dropped or will match a fake registration item in the Tally
procedure; in both cases, it will not be counted.

We now prove that the adversary cannot remove the votes of the
honest voters who have checked their ballots. By the soundness of
NIZKgy, the adversary cannot create a valid “fake registration item”
for pk if he does not know the corresponding sk. Thus, all the valid
ballots will match the corresponding real registration item and be
counted in the tally phase.

Finally, if a corrupted voter generates a ballot that encrypts an
invalid candidate, it will be dropped in the tally phase. We can
conclude that if the result r verifies, then it must correspond to the
result of the tally function p computed on all the votes by honest
voters who checked their ballots, at most n votes cast by corrupted
voters, and a subset of votes cast by honest voters who did not
check their ballots. o

E PROOF OF COERCION-RESISTANCE

Proof of theorem 3. To prove this theorem, we first construct SimTally
and SimView algorithms and prove indistinguishability through a
series of games.

SimTally algorithm. The SimTally(BB, r) algorithm is the same
as the one we define in the proof of theorem 1. It performs the Tally
procedure on BB, except that 1) all the proofs are simulated and 2)
in steps 14 and 17 of the Tally procedure, the decryption results are
based on r.

SimView algorithm. The SimView(sk;4) performs as follows. Let
(K, A, tx, 8) be the registration message and (K, A, tx, 5, ora) be the
real registration item on BB. It computes K" « EC.Ency (pk’)
and claims that K is re-encryption of K"’ by simulating the desig-
nated verifier proof NIZKpyp-reenc, which requires sk;4. It returns
the simulated view by replacing K with K’ and the real proof with
the simulated proof.

Now, we prove the indistinguishability through a sequence of
games. We start with the adversary interacting with the challenger
with b = 0 and end up with the adversary interacting with the
challenger with b = 1.

Game Gy. Let Gy be the experiment Expg{f’rv[o] (A4,C) (see Fig-
ure 10 and Definition 3).

Game G;. Game Gj is the same as Gy, except that all proofs in the
Tally procedure are simulated.
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Claim 1: Because of the zero-knowledge property of the proofs, Gy
and Gy are indistinguishable.

Game G;. Game G is the same as Gy, except that 1) Oreceipt
returns f; and the simulated view, and 2) Oboard returns BB;
instead of BBy.

Claim 2: If the ElGamal encryption scheme is IND-CPA secure, the
NIZKs NIZK;, i € {knowledge, DVP-reenc, sk} are complete, sound,
and zero-knowledge, and NIZKgy, NIZKynowledge are simulation-
sound extractable, then G, and G; are indistinguishable.

Proof: First, the adversary cannot distinguish the real view and
the simulated view in the registration phase because of the zero-
knowledge property of the designated verifier proof.

Second, by the simulation-sound extractability of NIZKg, the ad-
versary cannot duplicate a “fake registration item” by re-randomizing
an existing one. Thus, he cannot distinguish a fake ballot from a
real ballot by the Tally procedure.

Now, except for seeing the simulated view instead of the real
view, the only difference between G, and G; is that the adversary
sees different encrypted ballots. Then, the rest of the proof is very
similar to the proof of theorem 1. We define a sequence of games
that replace the ballots on BBy with the ballots on BB; one by one.
By a standard hybrid argument, the indistinguishability between
Gy and G is reduced to the NM-CPA property of the underlying
encryption scheme.

Finally, we observe that the adversary’s view in G is identical to
the view in the experiment Expg(R(V [1]1(A, C). This concludes the
proof. ’ O
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