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Yesterday, Faugere et al. published a very interesting paper on building a
fully homomorphic encryption scheme based on multivariate cryptography [1].
The scheme is based on a symmetric scheme, whose encryption function is given
by the formula


m + f (r)
Enc : Fn → F2n , Encsk (m) = M
,
r
where M is an 2n × 2n matrix over F, r ∈ Fn is a random value and f is a
nonlinear multivariate polynomial. The decryption is given by
Decsk (c) = ((M −1 c1 ) + f ((M −1 c2 ))).
While this design is actually perfectly sensible, it is infeasible to find parameter sets which make the scheme both secure and efficient. In the paper [1], the
authors chose the degree of the polynomial f to be only 4 and the number of
variables to be 64 or 128. Therefore, the decryption function
of
 is a polynomial
30
degree 4, resulting in a total number of monomials of 128+4
·
64
≤
2
(n
=
64)
4

and 256+4
· 128 ≤ 235 (n = 128). It is therefore easy to compute a list of
4
plaintext/ciphertext pairs and to recover the polynomial f by polynomial interpolation [2]. For any value of n, the secret key can be therefore recovered in
polynomial time. In general, the encryption scheme can be seen as a one round
DES like scheme.
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