Privacy-Preserving Multi-Party Bartering
Secure Against Active Adversaries

Stefan Wiiller!, Ulrike Meyer!, and Susanne Wetzel?

! RWTH Aachen University, Aachen, Germany
{wueller,meyer}@itsec.rwth-aachen.de
2 Stevens Institute of Technology, Hoboken, NJ, USA
swetzel@stevens.edu

Abstract. A majority of electronic bartering transactions is carried out
via online platforms. Typically, these platforms require users to disclose
sensitive information about their trade capabilities which might restrict
their room for negotiation. It is in this context that we propose a novel
decentralized and privacy-preserving bartering protocol for multiple par-
ties that offers the same privacy guarantees as provided by traditional
bartering and by cash payments. The proposed protocol is even secure
against an active attacker who controls a majority of colluding parties.

1 Introduction

Bartering—the cashless act of exchanging goods and services—has been prac-
ticed since the early days of humanity. The traditional form of bartering requires
a party to find another party such that their offers and demands align. Consider
the following example from [13]: Alice demands a tool while Bob demands some
medicine. For the case that each of them offers what the other party demands,
both parties are lucky since they can barter. But for the case that Alice offers
food instead of medicine, they have to find a larger trade cycle where more than
two parties exchange their offered commodities in a cyclic fashion. So, Alice and
Bob could try to find a third party, Carol, who is willing to exchange medicine for
food. As this simple example already shows, the major drawback of traditional
bartering is the inevitable need for coordination, i.e., a group of parties whose
offers and demands align have to be in the same place at the same time [13]. In
modern economies, this coordination issue was resolved by the introduction of
currencies which serve as a mediator and thus eliminate the need for the explicit
search of trade cycles.

Nevertheless, in recent years bartering became popular again [11]. This is
also due to the emerging of online bartering platforms such as U-FEzchange,
BarterQuest, or TradeYa [18,1,17] which typically provide a variety of function-
alities facilitating the bartering process (including the cumbersome search for
trade partners) between individuals as well as businesses. These functionalities
comprise supporting the specification of offers and demands; searching, brows-
ing, and filtering the offers of other users; searching for trade partners in some
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automated fashion; or supporting negotiating of the final exchange rates. How-
ever, an inherent requirement of these platforms is that a user has to disclose her
offered and demanded commodities (along with the corresponding quantities) to
at least the operator and oftentimes to all other users—even those who do not
qualify as trade partners.

The goal of this paper is to devise a bartering process that offers the same
privacy guarantees ideally provided by traditional bartering or traditional cash
currencies. More precisely, we require that a party only learns what it receives
and what it has to send (and what can be deduced from it). In particular, a
party does not learn anything about the capabilities and the activities of parties
it does not directly trade with. Our solution does not require a (trusted) third
party to observe or coordinate the bartering transactions.

One of the first steps in this direction was proposed in [21,22]. The authors
devise a privacy-preserving multi-party bartering protocol which is based on
secure multi-party computation (SMPC) techniques. However, this protocol only
provides security in the semi-honest model, i.e., under the strict assumption that
all parties follow the protocol specification but try to learn as much information
as possible from participating in the protocol. We extend on the protocol in [21,
22] and propose a privacy-preserving multi-party bartering protocol which pro-
vides security against malicious (i.e., active) adversaries. Analogously to [21,
22], our novel bartering protocol allows a party to specify a quote indicating
its offered and desired commodity as well as the corresponding quantity ranges
at which the party is willing to trade. Given a set of parties along with their
private quotes, our protocol automatically and securely determines the actual
trade comprising the trade partner constellation (i.e., who trades with whom)
as well as the commodities and quantities to be traded. A party’s quote remains
private throughout the entire protocol execution. From participating in the bar-
tering protocol, a party merely learns its local view consisting of its direct trade
partners and the quantities of the commodities to be sent and received. Our pro-
tocol is able to incorporate any selection strategy for selecting the trade partner
constellation as long as the strategy is a function of the considered trade part-
ner constellations. Examples for a selection strategy one may choose include the
maximization of the number of parties able to trade, the minimization of the
length of the trade cycles in the actual trade, as well as a combination of both.
Furthermore, our protocol includes a privacy-preserving mechanism to replace a
manual negotiation of the final exchange rates. This mechanism is implemented
by sampling the actual quantities out of private intervals where the boundaries
of such an interval are determined from the negotiation ranges specified by the
involved parties. Our privacy-preserving bartering protocol allows the sampling
of the quantities according to an arbitrary discrete distribution. Note that for
the case that the negotiation of the quantities is left to the parties, a party which,
e.g., has to make the first offer or which has the least bargaining experience may
be discriminated. Our approach motivates the parties to honestly specify their
negotiation ranges.
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Contributions: Building on [21, 22], we propose the first privacy-preserving multi-
party bartering protocol which provides security against malicious adversaries.
Due to the special purpose design of the bartering protocol presented in [21,
22], a straight-forward transformation to the malicious model is not possible.
Instead, new design approaches, e.g., for restricting a party’s local view and for
the integration of a negotiation mechanism, are required. At the core of our bar-
tering protocol are two novel building blocks which also provide security in the
malicious model. First, we introduce a privacy-preserving building block imple-
menting the conditional random selection (CRS) functionality which has been
introduced in [20]. CRS allows to obliviously select one random data entry which
satisfies a specified condition out of a private set of data entries and can be used
in the context of bartering for determining an actual trade [21,22]. Second, we
introduce a building block for randomly sampling elements out of a private in-
terval (given by encrypted interval boundaries only) w.r.t. an arbitrary discrete
distribution. In the context of bartering, we use this protocol to have a flexible
means for determining trade rates. These novel building blocks are of general
interest beyond the context of bartering. While the complexity of the protocol
from [21,22] linearly depends on the cardinality of the commodity space, our
novel design approach results in a protocol with complexity independent of the
number of supported commodities.3

Outline: The remainder of this paper is organized as follows. After reviewing
related work in Section 2, we provide an overview on designing SMPC proto-
cols for the malicious model (Section 3). Subsequently, we devise an intuitive
terminology for multi-party bartering based on graphs and provide an intuition
for the functionalities of our novel protocol (Section 4). In Section 5, we review
existing building blocks used in the context of our work and present two novel
building blocks for conditional random selection and for random sampling from
a private interval according to an arbitrary discrete distribution. Building on
that, we introduce our novel privacy-preserving bartering protocol (Section 6).
The paper closes with some remarks on future work.

2 Related Work

Our work models bartering in the same way as the privacy-preserving multi-party
bartering protocol which is secure against semi-honest adversaries introduced by
Wiiller et al. [21,22]. For a given set of parties and their quotes, the bartering
protocol allows to securely determine an actual trade comprising the trade con-
stellation of the parties as well as the commodities and quantities to be traded.
Our work presented in this paper extends their setting in that we provide security
against malicious adversaries. This requires the design of a new bartering proto-
col composed of new building blocks which are of general interest. While in [21,
22] only a basic level of fairness w.r.t. the selection of the quantities to be traded

3 Note that the novel design approach can also be applied to [21,22] in order to improve
the efficiency.
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is considered, in this paper, we extend the notion of fairness by providing an
opportunity to reduce the probability of imbalanced determined quantities (for
details see Section 6). Note that the extended notation of fairness can directly
be applied to the two-party bartering protocol presented in [23].

To the best of our knowledge, to date there are no other privacy-preserving
bartering approaches for more than two parties which provide security against
malicious adversaries. For the two-party case, a privacy-preserving bartering
protocol has been introduced in [23]. However, privacy-preserving bartering pro-
tocols for the two-party case cannot be used for the much more complicated
bartering setting with more than two parties. This is due to the fact that these
protocols are not capable of determining trade cycles between more than two
parties [21].

As detailed in [12], bartering transactions offer a richer structure of exchanges
compared to transaction in the context of e-commerce (and auctions). Conse-
quently, privacy-preserving protocols for e-commerce scenarios or auctions can
not be directly applied for implementing a privacy-preserving bartering protocol.

3 Preliminaries

In the following, we first recap general notation, the Paillier cryptosystem, as
well as the definition of security we use throughout the paper. Then, we provide
a brief overview of the SMPC framework from [3,4] which we utilize to design
protocols secure against malicious adversaries.

3.1 Notation and Definitions

To indicate that a is drawn uniformly at random from A, we write a <—g A. N,
refers to the set of natural numbers less than or equal to u € N. L[i] refers to
entry [; of vector L = (ly,...,l,) with ¢ € N,,. For some predicate B, let [B]
denote the Iverson bracket where [B] = 1 if B is true and otherwise [B] = 0.
Given an integer interval [A, u] with A, 4 € N, the width of an interval, written
[[A, p] is defined as p1—A. We denote the index set of all parties P, ..., P, (v € N)
participating in a multi-party protocol as & := {1,...,.}.

3.2 Paillier Threshold Cryptosystem

The Paillier cryptosystem [14] is an additively homomorphic encryption scheme
which provides for semantic security. In order to design privacy-preserving pro-
tocols, we use the (7,¢) threshold variant of Paillier introduced in [7] where the
private decryption key is distributed amongst ¢ parties such that 7 parties (7 < ¢)
have to cooperate in order to decrypt a ciphertext. In the following, we outline
the key generation and the encryption function of this threshold variant of the
Paillier cryptosystem.
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Key Generation: For a given security parameter s, choose two primes p and ¢ of
bit length s/2 such that there exist two primes p’ and ¢’ with p = 2p’ + 1 and
q¢ =2¢'+1 and compute N :=p-q. Set N’ :=p'¢/, 5 <5 Z%, (a,b) <3 Ly XL},
and g := (1+ N)?-b" mod N2. The private key BN’ is shared among ¢ parties
using Shamir’s (7,¢) secret sharing scheme [16]. The public key is the same for
all ¢ parties and consists of g, N, and © := L(¢™¥'?) = aN’8 mod N, where
L(z) :== (x —1)/N.

Encryption: A message m in plaintext space P := Zy is computed by select-
ing r ¢ Z% and computing ¢ = E(m) := g™ mod N? where the resulting
ciphertext c is an element of the ciphertext space C := Z}..

For matters of convenience, we omit the public and private key from our
notation. P forms an additive group (Zy,+) and C forms a multiplicative group
(Zy2, ). Let m,my,mg € P and a € Z\{0}. Then, the ((7,¢) threshold) Paillier
cryptosystem provides for homomorphic addition

E(mq) +, E(mg) := E(my) - E(ms)

such that D(E(m1) - E(mg)) = D(E(m1 +m2)) and homomorphic scalar multi-
plication
E(m) xp a :=(E(m))*

such that D((E(m))®) = D(E(a - m)). We define E(m) xp, 0 := E(0) and
E(my) —p E(ms) := E(my) +n, (E(m2)) ™! such that D(E(m1) +5 (E(ms))™1) =
D(E(my — ma)). A ciphertext ¢ can be randomized by computing Rnd(c) :=
¢+p E(0) where E(0) is a fresh encryption of 0. Given two ciphertexts E(m;),
E(mg2) and knowing the upper bound for the number d € N of decimal places of
my with (my - 10% +msy) < N, we define the homomorphic concatenation of two
ciphertexts as

E(ml) ||h E(mg) = E(ml) Xp 10d “+hn E(mg)

In the following, we write [m] := E(m) in order to refer to an encryption of
a plaintext m.

3.3 Secure Multi-Party Computation

Secure multi-party computation allows a set of ¢ parties to compute an ¢-input
functionality JF such that each participating party learns nothing beyond its
prescribed output and what can be deduced from it in combination with its
private input. The security (i.e., privacy and correctness) of the computation is
guaranteed even in the presence of an adversary controlling a fixed set of parties.

Let T := (z1,...,x,) and let F : ({0,1}*)* — ({0,1}*)", 7 — (Fi(2),...,
F.(Z)) be an t-input functionality where P, (v € &) provides its private input
x, € {0,1}* and obtains its prescribed (private) output F,(Z). Let m be an ¢
party protocol implementing functionality F. We write Ic = {i1,...,i:} C & for
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the index set of ¢ < ¢ corrupted parties controlled by the adversary. We consider
a malicious adversary which may instruct the corrupted parties to arbitrarily
deviate from the protocol specification.

In the SMPC model from [2], security is stated in terms of the ideal world
vs. the real world paradigm. The capabilities of an adversary 2l in the real world
execution of m are compared to the capabilities of an adversary & interacting
in the ideal world where the parties have access to a trusted third party which
computes the target functionality F and provides each party with its prescribed
output. Consequently, the computation of F in the ideal world achieves the
highest level of security. In the real world, the parties do not have access to
a trusted third party but have to execute protocol 7 in order to obtain their
respective outputs. In the following, the ideal world (resp., real world) view of a
party refers to the information (e.g., the received messages) it learns during the
computation of F (resp., execution of ).

The random variable IDEALf (%, Ic, k,a) denotes the ¢« + 1 tuple which
includes the output of all ¢ parties and the output of the adversary & for input
T, the index set of corrupted parties I, security parameter k, and auxiliary
input @ € {0,1}*. Functionality F is computed in the ideal world under the
attack of adversary &. Analogously, the random variable REAL, (%, Ic, k, a)
denotes the ¢+ 1 tuple which is comprised of the outputs where 7 is executed in
the real world under the attack of adversary 2.

Definition 1. (Security in the Malicious Model.) Let 7 be a t-party protocol
implementing the v-party functionality F. Protocol m securely implements F in
the malicious model iff for any static real world adversary A which corrupts a
subset Ic of t parties there exists an ideal world adversary & such that

IDEALF & := {IDEALF &(T,Ic,k,a)}z.10 k.0 =
{REALmQ[(f, 1o, k, a) }E,Ic,k,a =: REALW,Q[

C

where = denotes computational indistinguishability.

3.4 CDN Framework for Secure Computations

Our novel privacy-preserving bartering protocol is designed on top of the CDN
framework [4, 3] which allows ¢ parties to securely compute a protocol 7 (imple-
menting functionality F) in the presence of a malicious adversary who controls
at most a minority of 7 < ¢/2 corrupted parties. Security is defined accord-
ing to Definition 1 with the restriction that |Ic| < [¢/2]. Furthermore, each
party is allowed to additionally receive a public input and output. Assuming
an honest majority guarantees the termination of a protocol execution with the
correct computation result. The CDN-framework assumes a threshold homomor-
phic cryptosystem satisfying a set of specific properties. The threshold variant
of the Paillier cryptosystem presented in Section 3.2 satisfies these properties
and will be used in the remainder of the paper. In order to prevent a corrupted
party from cheating, each party has to prove (by the means of zero knowledge
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proofs) that it follows the protocol. Once a party is found to deviate from the
protocol specification it is excluded from the further execution of the protocol.
For the sake of brevity, we will not explicitly address this case in the following
sections.

At the core of the CDN framework there is a universal protocol FuncEvalz
which expects the description of an arithmetic circuit implementing functional-
ity F. The circuit has to be composed of some basic gates (see below). A gate p
is a kind of black box protocol characterized by the fact that it obtains encrypted
input, specifies how to compute some gate functionality G on that input, and
returns the encrypted result of the computation.

Loosely speaking, the evaluation of protocol FuncEvalr can be divided into
the following three phases [23]:

Input Phase: All parties encrypt their private inputs and broadcast the cor-
responding ciphertext(s). Additionally, for each broadcasted ciphertext a party
proves in zero knowledge that it knows the corresponding plaintext.

Computation Phase: All parties jointly evaluate the given circuit gate by gate.
Each gate obtains an encrypted input and provides an encrypted output which
in turn may constitute the input for another gate.

Output Phase: All parties who are still participating in the protocol jointly ex-
ecute a private decryption protocol providing each party with its prescribed
output.

We write ([o]) + G([z]) (vesp., ([o]) < p([x])) to indicate that all parties
have common encrypted input [z] and common encrypted output [o].

One of the basic gates proposed in [3,4] is a multiplication gate ([a - b]) +
puvutt (([a], [0])) allowing to multiply two common ciphertexts [a] and [b] of
plaintexts a,b € P such that each party obtains the result [a - b]. The broad-
cast complexity of pyue is in O(ws) for security parameter s while the round
complexity is in O(1).

Theorem 1. (cf. [4].) The FuncEvalr protocol securely evaluates F in the pres-
ence of a malicious adversary controlling a minority of parties.

Generalizations: In the literature, several generalizations have been proposed
for the CDN framework: Although the original version of the CDN framework
requires that F is a deterministic functionality and assumes an honest majority,
Theorem 1 is still valid for computing probabilistic functionalities and allowing
all but one parties being controlled by an adversary [3, 15, 5]. In the former case,
it has to be assured that the random bits influencing the protocol output are
jointly computed and remain encrypted throughout the protocol execution. In
case an adversary controls a majority of parties, protocol termination can not
be guaranteed.

Furthermore, there exists a sophisticated technique to integrate new gates
into the CDN framework. Strictly speaking, the integration of a new gate requires
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one to prove that the simulated view of all parties is statistically indistinguishable
from the real world view of all parties (given the encrypted input and output).
However, Schoenmakers et al. argue that it suffices to show that a gate can
be simulated in a statistically indistinguishable manner for inputs of a special
form [15, 8, 10]. This technique exploits the modularity of the proof of Theorem 1
in [3] which is centered around an intermediary distribution YAD? which is a
function of an encrypted bit b. More precisely, the proof shows that

P

IDEALf s = YAD? = YAD! = REAL, g,

where £ and = refer to perfect and statistical indistinguishability, respectively. A
distinguisher for distributions IDEALr ¢ and REAL; o yields a distinguisher for
distributions YAD® and YAD'. Since the gap between YAD? and YAD! depends
on the single encrypted bit b, the security of a protocol is reduced to the security
of the underlying cryptosystem. Consequently, a gate obtaining input [z] can
be simulated for input [#] = [(1 — b)z(? + bz{1] where 2(* and 2" represent
x in the YAD? and YAD! distributions, respectively. Note that the simulator is
provided with z(?, (" and [b]. More details on this proof technique are given
in [15, 8, 10].

4 Overview

4.1 Bartering Terminology

For a set of parties, a trade generically indicates which party receives (or sends)
which quantity of which commodity from (or to) which other party. We allow
each party to specify one offered and one desired commodity and focus on so-
called (1 : 1) trades where each party either receives and sends nothing or receives
some quantity of its desired commodity from at exactly one party and sends some
quantity of its offered commodity to one party.

More specifically, we consider a set of ¢ parties {P, : v € &} with & :=N,
and a publicly known finite set 4" := {c1, ..., ¢4} of divisible commodities. Each
party P, specifies exactly one quote q*) := (0(*),d(*)) where o(*) and d(*) are
P,’s offer and demand, respectively. We model o(*) as a 2-tuple o(*) := (cgv),qé“))
where ") € € specifies the commodity offered by P, and QE,U) € N\{0} denotes

the maximum quantity at which c((f)) is offered. Similarly, we model d(*) :=

(ct(iv)7 q((iv)) with c&v) € € referring to P,’s desired commodity and qfiv) e N\{0}
indicating the minimum quantity at which this commodity is desired by P,.
With q*) a party P, indicates that it is satisfied with a trade if it receives
at least qglv) units of commodity cg}) and sends at most qE,”) units of c&”). The
quantity ranges of the offered and desired commodities of a party P, are defined

as QW) .= [1,6@] and ng) = [gglv), oo]. We write q(fgf/) in order to indicate at

C

which quantity P, will receive commodity ) from P, (v, € P, v#£).
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G° Compatibility Graph Def. 2
GTPe Trade Partner Constellation Graph Def. 3
GFTre Potential Trade Partner Constellation Graph Def. 4
GAT Actual Trade Graph Def. 6

Table 1: Summary of the main bartering terms.

To allow for an intuitive visualization, all further bartering terminology is
defined in terms of graph theory. Figure 1 provides an example and shows how
the terms build on each other.

For the set of quotes of all parties Q := {q(l), . 7q(b)} a directed graph,
referred to as compatibility graph G€, can be constructed where each node is
identified with a party index in &2. A directed edge (v,v’) between two nodes v
and v’ indicates that condition (c\”) = c((f/)) NS qu)) is satisfied, i.e., that
P, can satisfy the demand of P,/. Formally, a compatibility graph is defined as
follows:

Definition 2. (Compatibility Graph.) For a given set of quotes Q = {qV), ...,
qW} with q) = ((cf)”),qﬁ,“)),(cfl“),gfl”))) with v € &, a compatibility graph
G is a simple directed graph (V,E) with V := {1,...,1} and (v,v") € E iff
[(cgu) = cgu/)) A (Q((,U) > gl(iv/))] =1 where v,v' € P, v #v'.

Let degt(v) (v € V) refer to the indegree of node v (resp., let deg™ (v) refer
to the outdegree of node v) and let deg(v) := deg™ (v) + deg™ (v).

Similarly as for a compatibility graph, the nodes of a trade partner constella-
tion graph G™FC are identified with the (same) party indices in 2. However, the
edges of a trade partner constellation graph are generic as well as independent
of any set of quotes Q and for each node v it holds that it either has exactly one
incoming and one outgoing edge (i.e., deg™(v) = deg™(v) = 1) or otherwise it
is isolated (i.e., deg(v) = 0). Put differently, a trade partner constellation graph
either indicates that a party P, does not actively participate in the encoded con-
stellation or specifies P,’s trade partners. In the latter case, GTFC determines
exactly one party from which P, receives some quantity of a commodity (P,’s
offerer) as well as exactly one party to which P, has to send some quantity of
a commodity (P,’s demander). The definition of a trade partner constellation
graph ensures that each party which sends some quantity of a commodity in
turn receives some quantity of another commodity.

Definition 3. (Trade Partner Constellation Graph.) A trade partner constel-
lation graph GTFC is a simple directed graph (V,E) with V := {1,...,t} and
Yo eV : (deg=(v) =1Adegt(v) =1)V (deg(v) =0).

An m-cycle in a compatibility graph or in a trade partner constellation graph
is referred to as an m-trade cycle. To ensure that commodities can be traded ac-
cording to the direction of the edges in a trade partner constellation graph, it has
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& Q offer demand G C

P |qM =( (A4,10), (C,5)
P, [q® =( (B,4), (A6)
Py |q® =( (C,10), (B,3)
Py [q® =( (C8), (A4)

~— — ~— —

maximize
' welfare, (1,2)
actual @ 94
| quantity (2.3)
! selection a5’
—_—
3,1
&

Fig. 1: Example for bartering terms and their relations.

to be assured that the trade cycles are disjoint (also referred to as simultaneously
executable). While a compatibility graph may contain multiple trade cycles of
which some may not be simultaneously executable (e.g., G in Figure 1 contains
one 2-trade cycle and one 3-trade cycle but only one of them is executable at a
time because P is involved in both cycles), a potential trade constellation graph
corresponds to a subgraph of either one trade cycle or multiple simultaneously
executable trade cycles (e.g., GY TP and GETFC in Figure 1).

Definition 4. (Potential Trade Partner Constellation Graph.) For a given set of
quotes Q, a trade partner constellation graph GTFC is referred to as a potential
trade partner constellation graph GFTPC iff GTPC is a subgraph of GC, written
GTPCC GC.

We write GTFC := {GTFC, ..., G‘TGPT%C‘} for a set of trade partner constel-

lation graphs. For a given GTFC and G©, the set of potential trade partner
constellation graphs is denoted as GFTPC. According to Definition 4, it holds
that GPTPC C GTFC (cf. Figure 1).

Definition 5. (Welfare Function.) A welfare function W(-) : GTP¢ — NuU {0}
maps a trade partner constellation graph in GTFC to a welfare.
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Definition 6. (Actual Trade Graph.) For a given set of quotes Q and a wel-
fare function W, an actual trade graph GAT corresponds to a potential trade

partner constellation graph GFTPC with mazimum welfare drawn from GFTPC.
(v,0")
&

Additionally, each edge (v,v') is associated with a weight q which specifies

the actual quantity at which the actual commodity cE,”) is to be send from P, to
Py We write GAT <00,y GPTPC for the process of determining GAT given
GPTPC W, and Q.

For example, the welfare of a trade partner constellation graph GTFPC¢ =
(V, E) can be defined as the number of its edges W(GTPC) = |E| such that the
selected actual trade graph maximizes the number of parties that can engage in
the trade, i.e., exchange their commodities.

For matters of convenience, we define

N(SU)(G) — u if (u7'U). ekl
0 otherwise

and

w  if (v,w) € E

0 otherwise

Nc(lv) (G) = {

where G = (V, E) is a potential trade partner constellation graph or an actual
trade graph. N (G) (resp., Nu(lv)(G)) allows an easy access to the offerer (resp.,
demander) of P,. Furthermore, we define

Ny (@) = (N§(@), N ().
N, (Eud) (G) = (0,0) indicates that P, is excluded from the underlying actual trade
(or potential trade partner constellation). In Figure 1, for example,

N(Eig(GlfTPC) = (1,3) while N(Efld)(GlfTPC) = (0,0). In the following, we write

Név), N ;U), and No(f(i) whenever the corresponding graph G is apparent from the
context.

4.2 Intuition

In the following, we provide an intuition for our novel bartering protocol which
is secure against malicious adversaries and allows the determining of an actual
trade considering a publicly-known set of trade partner constellations? in com-
bination with a given set of parties and their private quotes while maximizing
a welfare function that the parties agreed upon prior to executing the protocol.

4 The trade partner constellation set may include all possible constellations for a fixed
set of parties—or for matters of efficiency may be restricted to a subset thereof, e.g.,
to only include trade cycles of a specific length or to only include constellations in
which specific parties get to trade (see the example in Figure 1).
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Upon the conclusion of the protocol, a party only learns its local view of the
determined actual trade (and what can be derived from it in combination with
its private input), i.e., its own trade partners and the actual commodities and
quantities to be traded with them.

In [21,22], a bartering protocol is proposed which achieves the same objec-
tive but exhibits security only against semi-honest adversaries. The protocol
includes two main steps. First, based on the private quotes of the parties, the
set of potential trade partner constellations is determined as those trade partner
constellations from the given set of trade partner constellations which correspond
to a trade all parties would be satisfied with. Then, one potential trade partner
constellation is selected from amongst those who maximize the welfare function.
This constellation already includes the information as to which party will send
(resp., receive) which commodity to (resp., from) which other party as part of
the actual trade. In a second step, each party engages in a two-party protocol
with each one of its trade partners in order to determine the actual quantities
at which the commodities are to be exchanged.

The approach of executing a multi-party protocol followed by a series of
two-party protocols is not viable in the context of malicious adversaries as it
is not possible to assure that parties provide consistent input for all protocols
they participate in. Instead, in order to provide security against malicious adver-
saries, it is necessary for all steps to be properly intertwined. Intuitively speak-
ing, the novel bartering protocol W&VE’D) (detailed in Section 6) achieves this
as follows: First, given their private quotes, the parties jointly determine an en-
crypted adjacency matrix representing the compatibility graph. Then, the parties
jointly determine a corresponding encrypted matrix where an entry represents
the quantity at which one of the respective parties would send the corresponding
commodity to the other respective party based on the determined actual trade
graph. Specifically, a quantity of zero indicates that the respective edge is not
part of the actual trade graph, i.e., the party does not send anything to the other
party. In the following, we propose a new gate pi§; , which allows the selection
of the quantities for a given arbitrary discrete probability distribution. At its
core, this new gate uses an intricate combination of the known element selection
and random bitwise value generation gates in order to implement the sampling
according to the prescribed distribution. In a third phase, the parties jointly
determine an encrypted indicator vector where the i — th entry of the vector in-
dicates whether the i —th trade partner constellation graph of the given publicly
known set of trade partner constellation graphs is a subgraph of the private com-
patibility graph (defined by their private inputs) in an oblivious fashion. For a
given trade partner constellation graph, this step can be implemented by having
the parties obliviously multiply together the respective entries of the adjacency
matrix—where a resulting encryption of zero corresponds to the fact that this
trade partner constellation graph is not a subgraph of the compatibility graph.?
Subsequently, all parties then jointly generate one encrypted vector for each

5 To simplify the intuition, we defer the use of the welfare function to prioritize certain
trade partner constellation graphs to Section 6.
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party. The j-th entry of such a vector encodes the trade partners of this party
w.r.t. the j-th trade partner constellation graph as well as the corresponding
quantities as determined earlier. In a final step, the protocol selects an actual
trade graph uniformly at random from amongst those trade constellation graphs
that were previously determined to be a subgraph of the compatibility graph. In
the following, we devise a novel multi-party conditional random selection gate
(see Section 5.2) to enable this operation. At its core, this new gate pi, g carries
out a sequence of oblivious shuffles followed by bubble-sort like oblivious com-
parison and swap operations—upon input of the indicator vector as well as the
encrypted vectors that were determined for each party. Eventually, the output
of the conditional random selection gate is decrypted in such a fashion that each
party only learns its local view of the selected actual trade. In the Appendix,
we provide a detailed example which shows the specific workings of the novel
protocol.

5 Gates

In this section, we review existing gates which have been integrated into the CDN
framework (Section 5.1) and present new gates for privacy-preserving conditional
random selection (Section 5.2) and for securely sampling random numbers from
a private interval according to an arbitrary discrete distribution D (Section 5.3).
All these gates are used for the implementation of our novel bartering protocol.
In the following, we first provide the gate functionality G before presenting a gate
p implementing G. The broadcast and round complexities of the presented gates
are provided in Table 2. All protocols in this section provide security against
malicious adversaries.

5.1 Existing Gates

Definition 7. (Gpr: Secure Computation of the Encrypted Binary Represen-
tation of a Paillier Ciphertext [15].) Let all parties P, (v € Z2) hold [z].
Then, gate functionality Gr is given by (([xo],- .., [zm])) + Gar([z]) where
Tpin = (o, ..., Tm) s the bit representation of x with 0 < x < 2™,

Definition 8. (Ggr: Secure Greater Than Comparison [8].) Let all parties P,
(v € P) hold [xpin] = ([xo],---, [xm]) and [yvin] = ([wol,-- -, [ym]) where
Tpin with 0 < x < 2™ (resp., Yvin) is the binary representation of x (resp., y).
Then, gate functionality Gar is given by ([0]) + Gar(([zvin], [Ybin])), where
o=z >y

Given gate pgT, it is straight-forward to derive the corresponding less than
(LT), less than or equal (LTE), and greater than or equal (GTE) variants as
well as a gate for private equality testing (EQ) (see, e.g., [19]).

Definition 9. (Grpvg: Random Bitwise Value Generation [10].) Let all par-
ties P, (v € ) hold a public value a such that 2'«=1 < a < 2la. Then,
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Gate ‘Section‘ Broadcast Complexity Round Complexity

PMult 3.4 O(s) 0(1)
PUFL-Mult| 5.1 O(nues) O(n)

PBR 5.1 O(1s?) O(v)

paT 5.1 O(1s* O(log(s))
PRBVG 5.1 O(usla) O(1)

PES 5.1 O(nues) O(n)

PLrs 5.2 O(nes® + mnus) O(n(t+log(s)) + mn)
Pidip | 53 |Owats(Run| +log(Rual))| Olwalt+[Runl)

Table 2: Gate complexities.

gate functionality Grpve s given by (([ro],- .., [r,-1])) < Greve(a) where
Thin = (Yo, ...,71,—1) is the bit representation of r with r <—g [0,a).

Definition 10. (Ggs: Element Selection [23].) Let N = p - q be the Paillier
modulus and let all parties P, (v € &) hold encryptions [y1],. .., [yn] and [w]
with n < min(p,q) and w € N,, C P. Then, gate functionality Ggs is given by

(yl) < Ges(([yal; - - - [ynl, [w]))-

In [15], Schoenmakers et al. devise a gate ppr implementing Ggr. Gates
implementing Gor and Grpye have been proposed in [8] and [10], respectively.
We write piib . to refer to the variant of gate prpve which provides output
[r] instead of ([ro],...,[ri,—1]) (cf. Definition 9). A gate implementing gate
functionality Gggs has been introduced recently in [23].

Analogously to [23], we define ([z1 - 22 - z,]) < purrymus(([21]s - - -, [2n]))
(Unbound Fan In Multiplication) by subsequently executing gate pypue 7 — 1
times (see Section 3.4).

5.2 Privacy-Preserving Conditional Random Selection

The primitive of privacy-preserving conditional random selection has first been
introduced in [20]. Given a private set of data records, CRS allows for the random
selection of one of the data records that satisfy a specified condition without
leaking any information on any data entry. Since the gates from [20] only provide
security in the semi-honest model, we can not use them in the context of this
paper. Consequently, we have to design a new gate implementing the primitive
of conditional random selection with security in the malicious model.

As in [20], our CRS gate operates on encrypted value vectors and an associ-
ated encrypted indicator vector. The entries of these vectors at a specific index
represent a data record; multiple data records constitute a data table. A binary
indicator vector can be used to indicate whether or not the data records satisfy
a specified condition. As discussed in [20], by using an integer valued indicator
vector, CRS allows for a prioritization of data records. Accordingly, an indicator
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vector entry indicates whether the corresponding data record satisfies the spec-
ified condition (if greater than zero) and indicates its priority (the higher the
value, the higher the priority of the data record).

Our CRS gate makes use of a miz-net which allows multiple parties to shuf-
fle a list of (encrypted) elements such that no party knows the permutation
linking the input list and the output list. One simple approach to realize a
mix-net is to let the parties successively shuffle the target list. A single shuffle
operation on a list of ciphertexts [l1],..., [l»] encrypted with a semantically
secure homomorphic cryptosystem allowing for ciphertext re-randomization can
be realized by choosing a random permutation o of {1,...,n} and computing
Rnd([loy]), - ., Rnd([lo(n)])- In the malicious model, a shuffle operation per-
formed by a single party has to include a zero-knowledge proof allowing other
parties to check the correctness. In the following, we assume the efficient proof
system of [9] allowing the implementing of a verifiable secret shuffling operation
for ciphertexts. In the following, we refer to the proof of correct shuffling as
POCS. The resulting mix-net (consisting of the staggered shuffling operations
together with the corresponding POCSs) ensures that if there is at least one
honest party choosing a random permutation, it is impossible to link any en-
crypted element of the input list to any encrypted element of the output list.
Furthermore, the proof system from [9] allows a party to prove that several lists
of ciphertexts have been shuffled with the same permutation.

Definition 11. (G4 g Conditional Random Selection). Let P, (Vv € &) hold
m wvectors [L;] := ([li1],- .-, [lin]) of length n where i € Ny,. Let [L;+] (i* €
N;,) be an encrypted indicator vector and {[L1], ..., [Lm]}\[Li-] be value vec-
tors. Then, functionality Ghpg s giwen by (([IX],...,[15])
Gins([LA]), - - - [Lm])) with I := Rnd([li;~]) (Vi € Ny,) where j* < {j €

Nn : li*J’ = max(li*,l, ey li*,n)}

A gate pg rg implementing gate functionality gg Rg s given by Gate 1. Suc-
cessively, all parties verifyably shuffle the entries of the encrypted input vectors.
Party P; begins by shuffling [[LEO)]] = [L;] (Vi € N,,,) in a verifiable fashion
resulting in ([[Lgl)]]7 ce [Lﬁi)]}) which P; sends to the next party P,. Note that
a party shuffles each encrypted vector using the same permutation in order to
maintain the data records. At the end of Step 2 (Gate 1), after P, verifiably shuf-

fled [L{"V] (Vi € N,,,) each party holds ([Z4], ..., [L,.]) == (IL\"],.... [LY]).
Note, that the successive shuffling is a necessary step in plpg which decou-
ples the gate input from the gate output, i.e., it is neither possible for a single
party nor for any set of less than ¢ corrupted parties to link an encrypted data
record of the input to the encrypted output data record. The for-loop in Step 4
(Gate 1) operates on two adjacent entries I. ;,_; and [} ;, (Vj' € {2,...,n})
of the encrypted indicator vector [Li.] := ([lix 1], .-, [li- ,]) in each iteration.
First, the encrypted bit representations of both entries are computed (Steps 4.1
and 4.2) which constitute the input for gate pgr for obliviously determining
lol == [[li+ j_1 > Ui« ;/]]- Ciphertext [o] is used in the inner for-loop (Step 4.4)
which iterates over all encrypted vectors [L{], ..., [L’,] and obliviously swaps
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Gate 1. pl.pg for conditional random selection (v € £2).

Input: P, holds m vectors ([L1],. .., [Lm])
Output: P, outputs ([I7],.-.,[i])
U Set ([7], -, [L]) = ([Lals -, [Em])
2 For v from 1 to ¢
2.1 P, verifiably shuffles [L§U71>]], ey [[L(mv71>]] with the same random permutation
resulting in [L{"'], ..., [L%] and provides POCS
3 Set ([L4],-- ., [Lw]) := ([LS], ..., [LY])
4 For j' from 2 to n:
41 ([Gs o —1)bin]) < per([Tx 5 -1)])
4.2 ([G- 5)bin]) < pr([T- ;)])
4.3 ([o]) < par(([- jr—1)pind, s 5 )oin])
4.4 For ¢ from 1 to m:
441 [Li[j" = 1]] == paare (11 = o], 15,501 1)) +n v (([o], 125 51))
4.4.2 [Li[5']] = pawre(([1 = o], [% ;1)) +n paaae (([0], [7 5+ —11))
5 Set ([ii]; - .-, [mD) := (ILA[PI, - -, [Lan [0]])

entries [l; ;] and [l ;] (Vi € N,,) for the case that o = 1 (Steps 4.4.1
and 4.4.2). The purpose of the nested for-loop of Step 4 is to iterate over all data
records in a bubble-sort fashion in order to propagate a random data record with
the maximum indicator vector entry to the rightmost index of the data table,
i.e., in Step 5 (Gate 1), ([Li[n]], .-, [L),[n]]) contains the selected data record
which constitutes the output of the gate.

The broadcast and round complexities of gate pg rg are dominated by the
nested for-loop (Step 4). Gate ppg is called 2(n — 1) times, gate pgr is called
n — 1 times, and gate pyru is called 4(n — 1)m times. Using the concrete imple-
mentations of ppRr, paT, and pyui mentioned above, the broadcast complexity of
Pipg is in O(nes? +mnes) and the round complexity is in O(n(:+log(s)) +mn).

Considering that a verifiable shuffle requires a zero knowledge proof allowing
each party to check whether the shuffling operation has been performed correctly,
each party deviating from the gate specification is detected. The correctness of
gate pipg can be proven analogously to the CRS gates from [20].

Theorem 2. Let L§O>, L§1>, and [b] (b € {0,1}) with L§b> = (lﬁ,...,lgﬁ)
be given to the simulator (Vi € N,,). For input [Ls] == ([li1], ., [lin]) with
Ii:,] = [[(l—b)lﬁ’oj> —l—bli,lj-)]] (Vi € N,,,Vj €N,), gate piupg can be simulated such
that the simulated view is statistically indistinguishable from the real view.

Proof. W.l.o.g. assume that Py, ..., P, are corrupted. First, the successive verifi-
able shuffles (Step 2) have to be simulated which can be done similarly to [8]. The

. . F(v—1
simulator lets P, for v from 1 to ¢ subsequently verifiably shuffle ([[Lg )ﬂ, cel

[[ig:fl)}]) and obtains updated lists [igv)ﬂ7 ce [[ES,’;)]] From the respective zero
knowledge proof, the simulator extracts the corresponding permutations which
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link ([L1], ..., [Lm]) and ([[E(t)]] [[f/(t)]]) For the honest parties Pi41,..., P,
(0)

the simulator chooses random permutatlons o, and 0’ (Vv e{t+1,...,¢}).
Up to this point, the simulator thus holds permutatlons o1,...,0¢ (for the cor-
rupted parties) and permutations (U§i>1"7t<-1+>1)’ ce (050> ot >) (for the honest

parties). What remains to be done is to simulate the zero knowledge proofs for
the last ¢ — ¢ verifiable shufflings. Let L(v B (L(v 71)<b>) (Vb,i,v" : b €
{0.1},i € Ny, v/ € {t + L}), Jet [i0] = [ )z<“ D0l and let
[L7] = ([[lz(fl)]], e [[lz(vn)}]) For v/ from t+1 to ¢, the simulator calls the simula-
tor for the zero knowledge proof of the shuffie on inputs ([[Iigv/*l)]], [[L(v -1 ﬂ)
and ([2],., [25])

The remalmng proof is straight-forward. Next, the simulator sets ([L}], .

[Z2]) = ([E4],. [[I{(:)]]) In<1;)rder to simulate Step 4.1, the simulator of
I

i*,5' =10 Yi* g
[ o )bind o= [ = ) (1 Jbin + 0, bin]l. Step 4.2 can be simulated
analogously. The call of gate pgr can be simulated by calling the corresponding
simulator on inputs (l;i?;_ﬁbim (l;il’;,il)bm, (llm; Vbins (l;il};,)bim and [b]]. The
corresponding output is computed as [6] := [(1 — b)o'? + bo"’] where o) :=
[l;ib;/_l > ll* ],] Furthermore, the four calls of the multiplication gate pyuy in
Step 4.4.1 and Step 4.4.2 have to be simulated. The first call of pyryy on input

([t = o], [I; j_1]) can be simulated by providing the corresponding simulator
with input ([1] —4 [4], [Z;»_,]) and output [(1 — b)(1 — o)) + (1 —
0<1>)l/<1> 1 The remaining calls of pyule can be simulated analogously. After
updating [1;)_\] := [(1 — o) - 1% | + 0@ - 1] (b € {0,1}), [Lil" - 1]]
is computed as [[(1 — b)l” T+ bl” 0 IL ]ﬂ can be computed analogously.
Finally, the simulator sets [I*] := [ll’n]] (Vi € Npp,).

PBR is called on 1nput I 1, and [b]. The output pgg is computed as

5.3 Secure Random Sampling

Next, we devise a novel gate which allows the random sampling of values from
a private positive integer interval I = [\, u] with interval width A := u — X that
are distributed according to a (arbitrary) given discrete probability distribution
D defined by a probability mass function fp ;(l; A) = Pr(z = I[l+1]) (I € N))
where I[l + 1] refers to the (14 1)-st smallest element in I w.r.t. <. Note that D
describes the distribution of the elements in I relatively to the interval bounds
of I. In our bartering protocol this gate is used to enable the selection of the
quantities of the commodities to be traded. Definition 12 captures the desired
functionality.

Definition 12. (Gr§; p: Random Sampling from a Private Interval According
to Discrete Distribution D) Let all parties P, (v € ) hold the encrypted interval
bounds [A], [1] of an unknown integer interval [A, p] with 0 < |[A p]| < wa.



18 Stefan Wiiller, Ulrike Meyer, and Susanne Wetzel

Gate 2. ppgp for randomly sampling from a private interval according to
distribution D (v € £).

Input: P, holds [A], [¢], wa, [Rol,---;[RwAl
Output: P, outputs [e]
1 [4] = [4] - [\
2 For 4 from 0 tq WA:
2.1 ([#:]) « PRBvG(IR:l)
2.2 ([wil) < pes(([riolls -, [ri = -1, [2:]))
3 ([ea]) <= pes(([wol, - - - [ywal, [A]))
4 [e] := [eal +n M

Then, functionality G1g, p is given by ([e]) <= Grgrp((IA], [1])), where [e] is
such that e <—p [\, ] and D, wa are publicly known.

Gate phg.p implementing GRg p is presented in Gate 2. The problem of
computing [e] with e +—p [A, u] is reduced to the problem of computing an
element ea <p [0, 4] with A := y — A. Then, [e] is obtained by computing
[ea] +r [A]- The key idea is to generate wa + 1 encrypted lists [Ro], ..., [Rwal
with

[Ri] :== (Iriol, [rial - - - [riy i —1l)
= ([o], Je., [0], [1], Jx., [11, ..., [4], 2., [d]),

where i € NJ | and ji,|R;| (I € NY) s.t. 5i/|R;| = fp(l;4). For each of these
encrypted lists the parties obliviously select a single entry by calling ([x;]) +
PREve(IRi]). A subsequent call of pgg on input ([riol,- .., [ri . -1], [i]) al-
lows the parties to obliviously obtain the encrypted x;-th entry of R;. The re-
sulting ciphertexts [yol, - . -, [yw.] are such that y; g R; and thus y; < [0,1].
Next, the parties jointly call gate pgs on input ([yo], - - -, [¥w.], [A]) and obtain
[ea] where ea < [0, A. Finally, each party locally computes [e] := [A] 4+ [A]
which constitutes the output of the gate.

Assuming that for a given gate the lists Ro,..., R, are fixed, [Ro],. ..,
[R..] can be considered to be publicly known pre-computed gate input. In the
following, we provide an example for gate pig; p with private input interval [3, 5]
where D is instantiated with the binomial distribution B.

Ezample 1. Let I = [\, pu] = [3,5] and let wa = 4. Furthermore, let D be
instantiated with the binomial distribution (with success probability 0.5) given
by the probability mass function

A

F.1(l A) = Priz = 1]l + 1] = (l

)0.51(1 —0,5)27

with I € NY%. Then, Ry, ..., R4 with |R;| = 2! (i € N}) are as specified in
Table 3. After determining [A] := [2], in Step 2 of Gate 2, [yo],- .., [ys] are
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i[f(G9) (VL€ [0,4) R

0| Pr{z=0] = 1 Ro = (0)

1| Pr[z=0] = Pr[z=1] =1/2 R1 = (0,1)

2|Pr{z=0] = Pr{z=2] = 1/4; Prlz=1] = 1/2 R =(0,1,1,2)

3|Pr{z=0] = Pr[z=3] = 1/8; Pr[z=1] = Pr[z=2] =3/8 |[|R3=(0,1,1,1,2,2,2,3)

4| Prla=0] = Prlz=4] = 1/16; Prla=1] = Pr(z=3] = 1/4|R4 = (0,1,1,1,1,2,2,2,2,2,2,3,3,
Priz=2] =3/8 3,3,4)

Table 3: Construction of R; for D := B and wa =4 (i € NSA)‘

jointly computed where y; <—p [0,i]. The probabilities for y; = | (I € NY) are
given in Table 3. In Step 3, the parties obliviously compute [ea] with ea 1= ya.
Consequently, after locally computing [e] := [A] 4+ [A], it holds that Pr{e=3] =
Prle=5] = 1/4 and Pr[e=4] =1/2.

Due to the construction of Ry,..., R, and under the assumption that 0 <
i — A < wa, it holds that gate output [e] is selected as e <—p [A, pu]. The
broadcast complexity of pig; p is in O(wats(|Rw,|+10g(|Rw4|))) and the round
complexity is in O(wa(t + |Ru.Al))-

Theorem 3. Let wa, Ro, ..., R, MO XD 1480 N = and [b] be given to
the simulator. For input [A] == [(1 — )X + bAD] and [a] == [(1 — b)ui® +
bu<1>]], gate pR3,p can be simulated such that the simulated view is statistically
indistinguishable from the real view.

Proof. First, the simulator computes [A] := [(1 — b)A© +bAMD] with A .=
p9 — A0 and AN = p — A The wa + 1 calls of pit,o and prs can

0) )

be simulated by calling the simulator of pit\ on input [b], |Ri|, =

where x§0>,x§1> <3 [0,|R;]) and by calling the simulator of pgs on input [b],

z<0>, xw, Ri = (ri0,7i,1,---,7i,|R;|—1). The output of pgs is set to [7] =

[(1— b)yfo> + by§1>}] where yi<0> =7, o and yi<1> =7, . Step 3 of Gate 2 can
be simulated by calling the simulator of pgs on inputs [b], A, A yz@, ym

7
(Vi € N2 ). The output of pgs is computed as [éa] := [(1 — b)yf?m + byzzn]].

Finally, the simulator computes [¢] := [(1 — b)(yg)zm + A0y ¢ b(ygm + A
Since the simulated values are consistent with those of a real gate execution, the

simulated view and the real view are statistically indistinguishable.

6 Multi-Party Bartering Protocol

In the following, we introduce our novel privacy-preserving multi-party bartering
protocol.

Definition 13. (.7-"1%\;’2)): Multi-Party Bartering.) Let party P, hold its private
input q¥) (Vv € &P). Furthermore, let GTPC be a publicly known arbitrary non-
empty set of trade partner constellations graphs for v parties, let D be a publicly
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known arbitrary discrete distribution, and let W(-) : GTP¢ — N U {0} be a

publicly known arbitrary welfare function. Then, functionality f,%;’p) is defined
as

(01,...,0,) if GPTPC £ e FOVD (g g GTPC)
(0) otherwise MB Y ’

with

(NS 0) (v,Né“)>)

(v)y 29 (v)
c(()Nu ) Co

0u 1= (No3 (G*7)sq

b

GPTPC C GTPC, and

AT
G <_maxw

’U,N(U> N(U)
Q{Ew) a) <D Q((;U) N QEI ¢ )-

In an ideal world where a trusted third party exists, functionality .7-"1%\;@)
can be computed as follows: Each party P, (v € &) sends its private input
g™ to the trusted third party which additionally is given the public set of trade
partner constellation graphs GTF€ | the public welfare function W, and the public
discrete distribution D. With the knowledge of Q = {qV),...,q"}, the trusted
third party then locally computes GFTPC C GTPC. In case that GFTPC £ (),
the trusted third party selects a random potential trade partner constellation
graph GPTPC = (V| E) with maximum welfare, selects q;j,q)””) D Qg”) N Q&w)

for each pair of edges (u,v), (v,w) € E, and sends (N(Ejg(GAT),inu’;}), qizv’;‘})) to
party P,. Otherwise, the trusted third party returns 0 to all parties.

In the real world, where no trusted party exists, protocol Wl(\dy\é’p) (see Pro-

tocol 1) is executed in order to compute functionality .7-"1%\;’1)). Following the

intuition provided in Section 4, Wl(\dy\é’p) can be split up into the following phases:

Input Phase: P, (Yv € 2) holds private input q(*) = ((c((,v),q((f)), (c&v),ggj))).

7_‘_1(\/[1/]\;,1)) is composed of gates expecting encrypted integer inputs as well as of gates

expecting encrypted binary inputs. In order to reduce the calls of the expensive
PBR gate, we require that all parties commit their private input as encrypted
integers [q(V)] := (([[cﬁ,”)]], [[6((,”) ), ([cfi”)]], [[gﬁlv)]])) as well as encrypted bit decom-

positions [af?)] == (([(c5”)pind, [@Yoin])s ([ oind [(g5” )in]))- Thus, it is
not sufficient that all parties just mutually prove plaintext knowledge of their
committed input. Instead, P, has to also prove the consistency of its committed
input to guarantee the correctness of the protocol output. More precisely, P, has
to perform the following proofs which can be accomplished as described in [23]:

1.) P, has to prove that it knows the plaintexts of [[cﬁ,”)]], [[cg))ﬂ, [[@()U)]], [[ggv)}].

2.) P, has to prove that each [[(c(()u))binﬂ, [[(cglv))bin]]7 [[(af,”’)bin]L [[(gglv))bin]] is a
tuple of encrypted bits.
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Protocol 1. 7T1(\/[V]\;7D) for obliviously selecting an actual trade.

Input: P, holds private input q*) (v € 2)
(@) ~ATY (NS o) (v, N( )\ i PTPC
Output: P, outputs oy := (No,d (G ) quN( »q (v) ) it G 7& (Z)
0 otherwise
1 Input Phase

1 (a1 [agin] -, [a“]: [as,]) + InputPhase(q™, ..., q))
2 Construction Phase
2.1 For each P, (v € 2):
2.1.1 For each P, (v € P\{v}):

2.1.1.1 ([0a]) « peq(([(cS)inl, [(c} ))bmﬂ))
2.1.1.2 ([b2]) + pare((1@)einl, [(4)sin])

2.1.1.3 ([ay,]) ¢ paue(([b1], [b2]))
3 Negotiation Phase

3.1 For each P, (v € Z):
3.1.1 For each P, (v' € 2\{v}):

3.1.L1 ([3”]) <—pMu1t(([[q(“)]] law,o 1))s (2] < parane((lg) ], [av,0])
3.1.1.2 [a} /] := ([¢| ”ZU” D) Pt ((14"), [@])

3.1.2 [abol, [ab.] := [0]
4 Evaluation Phase
4.1 For each Gj7° = (V, E) € G™"° with (vi,v}) € E and j € Njgrre|,i € Njp:
411 ([es]) = purrnmue(([av, vy -5 [av gy 0, D)
4.2 Each party sets [L] := ([e1], ..., [egrrc|])
5 Prioritization Phase
5.1 Each party locally computes
[Lo] := ([ex] xn W(GTT), ..., [ejgrec|] xn W(G \@TPCQ)
6 Mapping Phase
6.1 All parties jointly generate [L1],...,[L.] where

[La] = ([[Nﬁld)(GTPC)]] lIn Lay I Ia vl

S INGIGEEE )] HIn Talyen D 1In 1) oo D)

L] = (INSUGTN I Talygo 1l e ool

SINSUGEES T I Ty 1l 16 o)
7 Selection Phase
1 (8D, 151, - - - [D) = per$(([Lol, [Lal, - - -, [L.]))
7.2 ([(16)vin]) < pBr([I6])
3 ([6]) « pEQ(([(1)bin], [0bin]))
7.4 For v from 1 to ¢:
7.4.1 ([ou]) + pamue(([1 — 8], [15]))
8 Output Phase
8.1 (o01,...,0.) + OutputPhase(([o1], ..., [o.]))




22 Stefan Wiiller, Ulrike Meyer, and Susanne Wetzel

3.) P, has to prove that [[(cgv))bin]], [[(c,(jv))bm]], [[(va))binﬂ, [[(gfiv))bin]] are in fact
the encrypted bit decompositions of [¢5], [[cglv)]], @], [[gfiv)]], respectively.

Construction Phase: Based on their quotes, all parties jointly construct the en-
crypted adjacency matrix [A] := ([ay,w]).x. of compatibility graph G¢ with
Ay = (&) = cg} A @G > gff )] for v,v’ € P, and v # v'. The ciphertext

[[[(cgv) = cff’)) A (QE)U) > g&vl))]]] is computed in three steps (see Steps 2.1.1.1 -
2.1.1.3, Protocol 1).

Negotiation Phase: All parties jointly compute a second encrypted matrix [A'] :=
([a, ./ 1)ux. where ay, ., (v # v') corresponds to the quantity of commodity )
which P, has to send to P, provided that (v,v’) is an edge in the selected
actual trade graph GAT. In order to determine a matrix entry la;, ], the par-

ties jointly execute gate phg; p on inputs Ei,(”) and gil(v ) which are computed as

pMult([[qS’)]], [av,]) and PMult([Q,(iv )ﬂ, [@v,/]), respectively, in Step 3.1.1.1. The
two joint calls of the multiplication gate are necessary in order to prevent that

gate pRr§p is called on invalid input which occurs if @(,v) < g&v,). In this case,

q’o(”) = q((iv/) =0 and pﬁgl_p returns a fresh encryption of zero. Note that due to
the fact that it is necessary to hide the edges of G, PréLp has to be executed
for each pair of parties. In order to cover the case where for a trade partner
constellation graph GTFPC there are some parties P, with N(Evd) (GTP€) = (0,0),
the parties jointly generate dummy encryptions of zero (see’Step 3.1.2) which
can be used as a placeholder in the mapping phase. Eventually, these placehold-
ers indicate that for a party without any trading partners there is nothing to
exchange. Using gate pjg; p to determine the quantities of commodities that are
to be exchanged w.r.t. the selected actual trade provides for a flexible solution
for negotiation since the parties can jointly agree on D before the protocol is
executed. For example, by setting D to the binomial distribution, the proba-
bility of selecting imbalanced quantities (i.e., a party makes a good deal at the
expense of another party) can be reduced which can occur in the bartering pro-
tocols from [6,21] where the quantities are selected uniformly at random from
the corresponding overlap intervals (for details see [23]).

Evaluation Phase: For each G?Pc = (V,E) € G™F¢ (j € Ngrec), the par-
ties obliviously check whether or not G}“Pc C G° by calling puprmuls on input
([[avl,vi]L el [[ale‘,v‘/El]]) with (v;,v;) € E and i € Njg|. Note that [[avl’yiﬂ, R
[[av‘EWle‘ﬂ are taken from the jointly computed adjacency matrix [A] of G€. At

the end of the evaluation phase, each party holds vector [L] := ([e1], ..., [ejgrre])
where

1 ifGreC e
e; = .
! 0 otherwise
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The trade partner constellation graphs G;-rpc with e; = 1 constitute the set of

potential trade partner constellation graphs G¥TPC,

Prioritization Phase: Function W(-) : GTP® — NU{0} maps each trade partner
constellation graph to its welfare. Each party locally computes [e;] x, W(G}FC)
(Vj € Nigrec)) resulting in an encrypted vector [Lo] := ([ex - W(GTTO)], ...,
[[e‘GTPC‘ . W(Gﬁ}%gcl)]]). The prioritization phase ensures that in the selection
phase, the potential trade partner constellation graph with the maximum wel-
fare is selected for computing the actual trade graph (see below). Note that a
corrupted party deviating from the prescribed computation of [Lg] is detected in
the selection phase because the encrypted vector will differ from the encrypted
vectors computed by other parties.

Mapping Phase: For each party P,, an encrypted vector

[Z] = (INSHGT N In Ty ]l 1, ol
[No (GG I [y ]l [, D) (V0 € 22)

is jointly computed. The j-th entry of a vector L, contains the trade partners

N(SU)(G}“PC) and Ng(lv)(G;FPC) of P, as well as the quantities to be received and

sent in case that GTFC is selected as actual trade graph by protocol W&VE’D). The

purpose of the mapping phase is to determine the parties’ local views for each
trade partner constellation graph.®

Selection Phase: To this point, each is associated with an encrypted vec-
tor ([[ljﬁoﬂ, [[ljﬁl]], ey [[ZJ}L]]) where lo’j =0if G}‘PC g GC and l()’j = W(G]TPC)

: (N (ATPCY 1 /
otherwise. Furthermore, I, ; = (No,d (G;H), Ay av,Név)

view of G7FC (Vv € 2). The parties now jointly call PamY (see Section 5.2)
on the common input ([Lo], ..., [L.]). In case that GPTPC £ () (there exists at
least one j € Ngrec such that ly; # 0), p’gwﬁg is used to obliviously determine
a random actual trade grade GAT which maximizes the welfare function. The
first entry of the encrypted output [I§] of pgﬁg corresponds to the encrypted
welfare of GAT. The remaining encrypted entries [I1],..., [l¥] correspond to
the parties’ local views w.r.t. GAT. Otherwise (i.e., GFTFC = (), pgﬁg is used
to select GTPC ¢ GTPC and I = 0. The remaining steps of the selection
phase deal with latter case where GFTPC = (). First, the parties obliviously
check whether or not I§ = 0 by jointly calling ([0]) < prq(([(§)binl, [Obin]))
(Step 7.3, Protocol 1). Subsequently, the local view [I] of each party P, is
multiplied with the encrypted result [b] of the equality check by jointly calling
([ou]) < pyvure(([1 = 0], [25])) such that all values I} are obliviously zeroed out

TPC
Gj

) contains P,’s local

6 Note that in order to perform the homomorphic concatenation operation, it has to
be assured that no 'wrapping’ occurs in P (see Section 3.2). For the given context,
however, this issue does not constitute a practical limitation.
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for the case that no actual trade graph exists (Step 7.4, Protocol 1).

Output Phase: All parties jointly decrypt ([o1],. .., [o.]) such that only P, learns
0, (Yo € 2). From o, a party either learns its local view of the selected GAT
(for the case that GPTPC = ()) or otherwise that there does not exist a GAT for
the current set of parties in combination with their private input quotes and the
given set of trade partner constellation graphs GTFC.

Let O(p) refer to the (broadcast, round) complexity of gate p. The broadcast
and round complexities of wl(\AV]VB’D) are dominated by the computations performed
in the construction phase, in the negotiation phase, in the evaluation phase, and
in the selection phase. The corresponding complexities are in O(:?(O(prq) +

O(pcTr)+O(pMult))), O(L2(O(PMult)‘i'O(Pﬁ@I-D)))v O(\GTPC|O(PUFI-Muu))v and
O(O(pGRS) + 1O (prtune)-

In the following, we show the correctness of 71'1(\/[)/\;3’1)), i.e., that WISAVE’D) always
computes the correct output (if at least one party is honest), provided that
the protocol is not prematurely aborted. In order to prove the correctness of the
protocol, we have to show that (i) it suffices that each party performs proofs 1.) -
3.) as specified for the input phase and that (ii) 71'1(\41/]\/3@) in fact computes a random
actual trade graph which maximizes the welfare function based on the parties’
input quotes and the publicly known set of trade partner constellation graphs iff
the set of potential trade partner constellation graphs is not empty. In [23], (i)
has already been proven for the two-party case and can be proven analogously
for the multi-party case. Thus, in the following, we focus on showing (ii).

In case that GPTPC = (), the result of the evaluation phase is a vector [L] :=
([e1], - - -, [ejgrre|]) with e; = ... = ejgrre; = 0 since there exists no G;FPC €
GT™PC with GJTPC C G°. Furthermore, the prioritization phase does not change
any value e; and thus [Lo] := [L] (j € Nigrec|). This implies that gate pggg
returns an encrypted vector ([I§], [I5],---, [I]) with [§ = 0 in the selection
phase and in the output phase each party P, learns its output value o, = 0
which indicates that there exists no actual trade.

In case that GFTFPC o (), the result of the evaluation phase is a vector [L]
such that L has Hamming weight H(L) = |GFTFC|. The prioritization phase
determines the encrypted vector [Lo] := ([lo1];- -, [lo,grre|]) where [lo ;] is
associated with GT7C and Il ; = W(GTFC) if GTPC E G and [y ; = 0 otherwise.
According to the definition of ggRS, gate ngg returns an encrypted vector
(5], 1130, - 7)) = (Wos-1 T ge0, - - [l 1) where j* <= {j € Nigreey :
GTPC = max(W(GTTC),..., W(G%PT%C‘))}. Since in Step 7.3 (Protocol 1) b = 0,
[o,] := [1%] for all v € 2. At the end of the output phase, each party P, learns
its local view of the selected actual trade.

The security of protocol WI(VIV]\Q’D) directly follows from Theorem 1 (Section 3.4).

Corollary 1. Protocol W%D) securely computes functionality f](\/%’p) in the

malicious model.
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7

Future Work

Going forward, we plan to apply our privacy-preserving bartering protocol in the
context of organ donation (e.g., for kidney donor exchanges) in order to address
the privacy and transparency challenges that the field is currently facing.
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Appendix

In the following, we build on the bartering example from Section 4.1 in order
to illustrate the functioning of our bartering protocol. The example considers
four parties P, (v € {1,...,4} = &) with private inputs q(*), where A,B,C € ¥
and q(l) = ((A’ 10)?(C75))a q(2) = ((B’4)7(A76))a q(3) = ((Cv 10)) (873))v and
q = ((c,8), (A, 4)). The corresponding compatibility graph G€ is depicted in
Figure 1. Let W(GTPC = (V, E)) = |E| and let D be the uniform distribution.
The example considers a public set of trade partner constellation graphs with
only four elements GTFC := {GTFC GIPC GTPC GTPCY where V = {1,2,3,4}
and

GTPY = (V,{(1,2),(2,3),(3,4), (4,1)}),
GTPC .= (V,{(1,2),(2,4), (4,1)}),
G370 = (V,{(1,2),(2,3), (3, 1)}),
GIPC = (V,{(1,4),(4,1)}).

For the given private inputs and the public set of trade partner constellation
graphs, the goal of our privacy-preserving bartering protocol is to obliviously
compute an actual trade graph which maximizes the welfare function.

In the input phase of protocol 71'1(\/[)/1\;1)), each party distributes its encrypted
private input and proves plaintext knowledge as well as input consistency (see
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Section 6). During the construction phase, all parties jointly establish the en-
crypted adjacency matrix [A] of G:

— [T o] [1]
[0] — [11[0]
[ [o] - [o]
[1] [o] [0] —

In the negotiation phase, the parties jointly compute a second encrypted matrix
[A’]. For each pair (P, Py) (v,v" € P, v # v'), [A’] contains the quantity qi?v’f )

[A] =

of commodity ") which P, has to send to P, in case that (v,v") corresponds
to an edge in the actual trade graph GAT determined by the protocol. In case

that there exists an edge (v,v) in G°, ie., ayy = 1, [d} /] := [[qizzj;/)]] is

computed by calling gate pig; p on inputs [[gld(vl)ﬂ and [[qlo(v)]] with g:i(vl) = gl(ivl)

and gg(v) — @()v)- Otherwise, i.e., ay. = 0, ppdp is called on inputs [[Q:i(v )]] and

[[Qﬁ,(v)ﬂ with ggvl) =" = 0. Note that on inputs [0], [0], gate phg; p returns a
fresh encryption of 0. For our example let

— [6I [o] 171
[o] — [4] [0]
[81 [o] — [o]
[81 [0 [0 —

where a/1,2 A [67 10]’0'/1,4 A [47 10]70'/2,3 A [374}76%71 A [5a 10},@271 A [5a 8]
assuming that D corresponds to the uniform distribution.
In the evaluation phase, the parties obliviously check whether or not GJTPC C

G for each trade partner constellation graph G7"° € G™C by jointly multi-
GgPC

[AT =

plying the entries of [A] which correspond to an edge in GEPC. Since only
and GTTC are subgraphs of G, the encrypted vector [L] is determined as

[L] := ([ex]; [e2]; [es], [eal) = ([0, [0D, [11, [1D)-

Subsequently, each party locally multiplies each entry in [L] with the welfare
of the corresponding trade partner constellation graph using the homomorphic
scalar multiplication operation. For our example, we assume that the welfare of
a trade partner constellation graph equals the number of corresponding edges
as motivated in Section 4.1. At the end of the prioritization phase, each party
holds the encrypted vector

[Lo] == ([0] xn 4,[0] xn 3, [1] xn 3,[1] x» 2) = ([0, [0], [3], [2])-

During the mapping phase, all parties jointly generate four encrypted vectors
[L,] (one vector for each party) where the j-th entry of vector [L,] contains

the trade partners N (Evd) (GJTPC) of P, as well as the quantities to be sent and
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v (v)
(]Vé )7U) (v}]VdU )

(v)y 2 H (v)
CgNo ) Co

N (GTFC) = (0,0), it holds that both of these quantities are equal to zero.

)

received for the underlying trade: (¢ ). Note that for the case that

[L1]:=([(4,2),8,6], [(4,2),8,6], [(3,2),8,6], [(4,4),8,7])
[L2]:=([(1,3),6,4], [(1,4),6,0], [(1,3),6,4], [(0,0),0,0])
[Zs]:=([(2,4),4, 0], [(0,0),0,0[, [(2,1),4,8],[(0,0),0,0])
[L4]:=([(3,1),0,8], [(2,1),0,8], [(0,0),0,0], [(1,1),7,8])

The main step of the selection phase is the call of gate ngg on the joint input
([Lo], [L1]; - - -, [L4]). Considering the table consisting of row vectors [Lo],. ..,
[L4]

G'II‘PC Gg‘PC Gg‘PC GEPC
[Lo]| [lo.a] [lo2] [los] [lo.4]
[La]| [laa] [lr2] [las] [la.4]
[L2]| [l21] [l22] [l23] [l2.4]
[Ls]| Ulsa] [lsz2] [lss] [ls.4]
[La]| llan] [la2] [las] [la.a]

where the j-th column is associated with G] ¥, gate p{. 79 returns the column
with mazjen  rpe, (lo,;) (for the case that the maximum is not unique, the output
is chosen uniformly at random from those columns with a maximum indicator
entry). For our example we have that gate pi, 59 returns ([I5], [I1], -, [15]) ==
(131, 1(3,2),8,6],[(1,3),6,4], [(2,1),4, 8], [(0,0),0,0]) which corresponds to the
third column of the table. Since [§ # 0, in Step 7.3 of Protocol 1 [b] corresponds
to an encryption of zero, and thus [o,] := [IZ].

In the output phase, all parties jointly decrypt ([o1], [oz], [o3], [o4]) such
that P, learns its local view o, of the actual trade (v € &). In the example,
e.g., party P; learns that it is to receive 8 units of its demanded commodity C
from P3 and that it has to send 6 units of its offered commodity A to Ps.



