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Abstract
We initiate the study of public-key encryption (PKE) secure against selective-opening attacks (SOA) in
the presence of randomness failures, i.e., when the sender may (inadvertently) use low-quality randomness. In
the SOA setting, an adversary can adaptively corrupt senders; this notion is natural to consider in tandem
with randomness failures since an adversary may target senders by multiple means.

Concretely, we first treat SOA security of nonce-based PKE. After formulating an appropriate definition
of SOA-secure nonce-based PKE, we provide efficient constructions in the non-programmable random-oracle
model, based on lossy trapdoor functions.

We then lift our notion of security to the setting of “hedged” PKE, which ensures security as long as the
sender’s seed, message, and nonce jointly have high entropy. This unifies the notions and strengthens the
protection that nonce-based PKE provides against randomness failures even in the non-SOA setting. We lift
our definitions and constructions of SOA-secure nonce-based PKE to the hedged setting as well.
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1 Introduction

Imagine that an adversary wants to gain access to encrypted communication that various senders are transmitting
to a receiver. There are various ways to go about doing this. One is to try to subvert the random-number
generator used by the senders. Another is to break-in to the senders’ machines, possibly in an adaptive fashion.
Encryption schemes resisting the first sort of attack have been studied in the context of security under randomness
failures [201 [3 25| [7), [T1] while resistance to the second sort of attack corresponds to the notion of security against
selective-opening attacks (SOA) [9] Bl 17, [16], [12] 18]E| However, as far as we are aware, these notions have so far
only been considered separately. We initiate the study of SOA-secure encryption in the presence of randomness
failures, providing new definitions and constructions achieving these definitions in the public-key setting.

There are currently three main approaches in the literature to dealing with randomness failures for PKE: (1)
deterministic PKE [2], which does not use randomness at all but guarantees security only if plaintexts have high
entropy, (2) hedged PKE, which is randomized and guarantees security as long as plaintexts and the randomness
jointly have high entropy, and (3) the recently introduced notion of nonce-based PKE by Bellare and Tackmann
(BT) [11]], where each sender uses a uniform see<f| in addition to a nonce, and security is guaranteed if either the
seed is secret and the nonces are unique, or the seed is revealed and the nonces have high entropy. Hedged PKE
and nonce-based PKE are incomparable and are useful in different scenarios, and part of our contribution is to
unify them into a single primitive. We start by adding consideration of SOA security to nonce-based PKE. We
then lift the resulting notions to the setting of hedged PKE (which subsumes deterministic PKE) as well, thereby
adding consideration of SOA to a unified primitive with the guarantees of both nonce-based and hedged PKE.

1.1 Our Results

SELECTIVE-OPENING SECURITY FOR NONCE-BASED PKE. As explained above, the first notion we consider for
protecting against randomness failures is nonce-based PKE, recently introduced by Bellare and Tackmann [I1].
For consistency with the definitions of SOA security we introduce for later notions (where new technical chal-
lenges arise), we formulate an indistinguishability-based (rather than simulation-based) definition, which we call
N-SO-CPA, along the lines of the indistinguishability-based definition of SOA security for standard PKE [9].
Under our definition, the adversary can (i) learn the seeds of some senders, (ii) choose the nonces for all the
other senders, as long as nonces of each individual sender do not repeat. Then, after seeing the ciphertexts,
the adversary can adaptively corrupt some senders to learn their messages together with seeds and nonces. The
definition asks that the adversary cannot distinguish between the plaintexts of the uncorrupted senders and a
resampling of these plaintexts conditioned on the revealed plaintexts.

The next question is whether N-SO-CPA security is achievable. Throughout our work, we focus on construc-
tions in the so-called non-programmable random-oracle model (NPROM) [22]. Intuitively, this means that in a
security proof, the constructed adversary must honestly answer (i.e., cannot program) the random oracle queries
of the assumed adversary. The NPROM is arguably closer to the standard (random oracle devoid) model than
the programmable random oracle model (PROM), since real-world hash functions are not programmable. In this
model, we give an efficient construction of N—SO—CPA—securEEI nonce-based PKE based on any lossy trapdoor
function [23]. The idea is to modify the nonce-based PKE scheme of Bellare and Tackmann, which encrypts a
message m using public-key pk, seed xk, and nonce N by encrypting m using any standard (randomized) PKE
scheme with public key pk and “synthetic” coins derived from a hash of (zk, N,m). Here, we use a specific
randomized encryption scheme based on any lossy trapdoor function. The security proof of the resulting scheme,
which we call NE1, relies on switching to the lossy key-generation algorithm and then using the random oracle to
argue that the adversary’s choice of which senders to corrupt must be independent of the plaintexts.

SOA+HEDGED SECURITY FOR NONCE-BASED PKE. Unlike nonce-based PKE, hedged PKE [3] guarantees security
as long as the message and randomness used by the sender jointly have high entropy. Indeed, viewing the sender’s
seed and nonce together as the sender’s randomness, nonce-based PKE as defined in [I1] lacks such a guarantee.
To get the best of both worlds, we would like to add such a guarantee to nonce-based PKE. This strengthens
the protection provided against randomness failures even in the absence of SOA; however, sticking with the main
theme of this work, we aim to achieve it in the SOA setting as well. This leads to a definition that we call
HN-SO-CPA, which incorporates both hedged and SOA security into the existing notion of nonce-based PKE.

IThere are two forms of SOA security, called coin-revealing (corresponding to sender corruption) and key-revealing (corresponding
to receiver corruption). This paper concerns the first one.

2 The idea is that because a seed is chosen infrequently, it can be generated using high-quality randomness.

3In the main body of the paper we treat both CPA and CCA security. For simplicity, we do not discuss CCA here.



Modeling SOA in the hedged setting is technically challenging. Indeed, Bellare et al. [4] recently showed
that a simulation-based notion of SOA security for deterministic PKE (which is a special case of hedged PKE) is
impossible to achieve. They also noted that a natural indistinguishability-based definition is (for different reasons)
trivially impossible to achieve, and left open the problem of defining a meaningful (yet achievable) definition. To
that end, we introduce a novel “comparison-based” definition of SOA for nonce-based PKE, inspired by the
comparison-based definition of SOA for deterministic PKE [2, [6] combined with the indistinguishability-based
definition of SOA for standard PKE [9]. Roughly, the definition requires that the adversary cannot predict any
function of all the plaintexts (i.e., including those of the uncorrupted senders) with much better probability than
by computing the same function on a resampling of all the plaintexts conditioned on the revealed plaintexts. For
technical reasons, HN-SO-CPA does not protect partial information about the messages depending on the public
key, so we still require N-SO-CPA to hold in addition.

We provide two approaches for achieving HN-SO-CPA + N-SO-CPA-secure nonce-based PKE. The first is
a generic transform inspired by the “randomized-then-deterministic” transform of [3] in the setting of hedged
security. Namely, we propose a “Nonce-then-Deterministic” (NtD) transform in which one obtains a new nonce-
based PKE scheme by composing an underlying nonce-based PKE scheme with a deterministic PKE scheme.
We require that the underlying deterministic PKE scheme meet a corresponding special case of the HN-SO-CPA
definition that we call D-SO-CPA, and achieve it via a scheme DE1 in the NPROM. Interestingly, the scheme
DE1 is exactly the recent construction of Bellare and Hoang [7], except that they assume the hash function is
UCE-secure [§] and achieve standard security (not SOA). Again, the analysis is quite involved and deals with
subtleties neither present in SOA for randomized PKE nor in prior work on deterministic PKE. Alternatively, we
show that the scheme NE1 directly achieves both HN-SO-CPA and N-SO-CPA in the NPROM.

SEPARATION RESULTS. Finally, to justify our developing new schemes in the setting of selective-opening security in
the presence of randomness failures rather than using existing ones, we show that the N-SO-CPA and D-SO-CPA
are not implied by the standard notions (non-SOA) of nonce-based PKE [11] and D-PKE [2], respectively. Our
counter-examples rely on the recent result of Hotheinz, Rao, and Wichs (HRW) [I7] that separates IND-CCA
security from SOA security for randomized PKE. We also show that N-SO-CPA does not imply HN-SO-CPA
for nonce-based PKE, meaning the hedged security does strengthen the notion considered for nonce-based PKE
in [11].

OPEN QUESTION. We leave obtaining standard-model (versus NPROM) schemes achieving our notions as an
open question. Note that our NtD transform is in the standard model, so if we had standard-model instantiations
of the underlying primitives we would get a standard-model HN-SO-CPA + N-SO-CPA-secure nonce-based PKE
as well.

1.2 Organization

In contrast to the order in which we explained the results above, in the main body of the paper we first present
our results on SOA security for deterministic PKE, then move to our results on SOA security for nonce-based
PKE, and then finally present our results on hedged security for SOA-secure nonce-based PKE. This is because
the results for deterministic PKE constitute the technical core of our work, and form a basis for the results that
follow.

2 Preliminaries

NOTATION AND CONVENTIONS. An adversary is an algorithm or tuple of algorithms. All algorithms may be
randomized and are required to be efficient unless otherwise indicated; we let PPT stand for “probabilistic,
polynomial time.” For an algorithm A we denote by x s A(---) the experiment that runs A on the elided inputs
with uniformly random coins and assigns the output to x, and z <s A(- - - ;) to denote the same experiment, but
under the coins r instead of randomly chosen ones. If A is deterministic we denote this instead by = < A(---). We
let [A(---)] denote the set of all possible outputs of A when run on the elided arguments. If S is a finite set then
s+ S denotes choosing a uniformly random element from S and assigning it to s. We denote by Pr[ P(z) : ...]
the probability that some predicate P is true of x after executing the elided experiment.

Let N denote the set of all non-negative integers. For any n € N we denote by [n] the set {1,...,n}. For a
vector x, we denote by |x| its length (number of components) and by x[i] its i-th component. For a vector x of
length n and any I C [n], we denote by x[I] the vector of length |I| such that x[I] = (x[i]);c;. For a string X, we



let | X| denote its length. For any integer 1 < i < j < |X|, we write X[i] to denote the ith bit of X, and X3, j]
the substring from the i-th to the j-th bit (inclusive) of X.

PUBLIC-KEY ENCRYPTION. A public-key encryption scheme PKE with message space Msg is a tuple of algorithms
(Kg,Enc, Dec). The key-generation algorithm Kg on input 1* outputs a public key pk and secret key sk. The
encryption algorithm Enc on inputs a public key pk and message m € Msg(k) outputs a ciphertext c¢. The
deterministic decryption algorithm Dec on inputs a secret key sk and ciphertext ¢ outputs a message m or L. We
require that for all (pk, sk) € [Kg(1*)] and all m € Msg(1%), the probability that Dec(sk, (Enc(pk,m)) = m is 1.
We say PKE is deterministic if Enc is deterministic.

LOSSY TRAPDOOR FUNCTION. A lossy trapdoor function [23] with domain LDom and range LRng is a tuple
of algorithms LT = (LT.IKg, LT.LKg, LT.Eval,LT.Inv) that work as follows. Algorithm LT.IKg on input a unary
encoding of the security parameter 1¥ outputs an “injective” evaluation key ek and matching trapdoor td. Algo-
rithm LT.LKg on input 1* outputs a “lossy” evaluation key Ik. Algorithm LT.Eval on inputs an (either injective
or lossy) evaluation key ek and x € LDom(k) outputs y € LRng(1¥). Algorithm LT.Inv on inputs a trapdoor td
and a 3’ € LRng(k) outputs 2’ € LDom(k). We require the following properties.

Correctness: For all k € N and any (ek, td) € [LT.IKg(1*)], it holds that Inv(td,LT.Eval(ek,x)) = x for every
x € LDom(k).

Key indistinguishability: For every distinguisher D, the advantage
Advi{, (k) =Pr[D(ek) =1 : (ek,td) «sLT.IKg(1*)] = Pr[D(k) =1 : Ik <sLT.LKg(1")]

is negligible.
Lossiness: The size of the co-domain of LT.Eval(lk,-) is at most |[LRng(k)|/27®) for all ¥ € N and all Ik €
[LT.LKg(1%)]. We call T the lossiness of LT.

If the function LT.Eval(ek,-) is a permutation for any & € N and any (ek,td) € [LT.IKg(1*)] then we call
LT a lossy trapdoor permutation. Both RSA and Rabin are lossy trapdoor permutations under appropriate
assumptions [211, 24].

MESSAGE SAMPLERS. A message sampler M is a PPT algorithm that takes as input 1¥ and a string param €
{0,1}*, and outputs a vector m of messages and a vector a of the same length. Each a[i] is the auxiliary
information that an adversary gains in addition to ml[i], if it breaks into the machine of the sender of mli]. For
example, if each m]i] is a signature of some string x[i], then the adversary may be able to obtain even x[i] in its
break-in. We require that M be associated with functions v(-) and n(-) such that for any param € {0,1}*, for
any k € N, and any m € [M(1¥, param)], we have |m| = v(k) and |m[i]| = n(k), for every i < |m]|.

A message sampler M is (u, d)-entropic if

e For any k € N, any I C {1,...,v(k)} such that |I| < d, any param € {0,1}*, and (m, a) +s M(1* param),
conditioning on messages m[I] and their auxiliary information a[l] and param, each other message mlj]
(with j € {1,...,v(k)}\I) must have conditional min-entropy at least u. Note that here (m,a) is sampled
independent of the set I.

e Messages m([1], ..., m[|/m|] must be distinct, for any param € {0,1}* and any m € [M(1*, param)].

In this definition d can be oo, which corresponds to a message sampler in which the conditional distribution of
each message, given param and all other messages and their corresponding auxiliary information, has at least u
bits of min-entropy.

RESAMPLING. Following [9], let Coins[k] be the set of coins for M(1%,-), and Coins[k, m*,a*, I, param] = {w €
Coins[k] | m'[I] = m* and a’[I] = a*, where (m’,a’) <~ M(1*, param;w)}. Let Resamp ,,(1*, I, m*, a*, param) be
the algorithm that first samples r < Coins[k, m*, a*, I, param|, then runs (m’,a’) <— M(1¥, param;r), and then
returns m’. (Note that Resamp,, may run in exponential time.) A resampling algorithm of M is an algorithm
Rsmp such that Rsmp(1*, I, m*, a*, param) and Resamp (1%, I, m*, a*, param) are identically distributedﬁ A
message sampler M is fully resamplable if it admits a PPT resampling algorithm.

PARTIAL RESAMPLING. We also introduce a new notion of “partial resampling.” Let § be a function and let
ResampM,(;(l’“, I,m* a* param) be the algorithm that samples r <—s Coins[k, m*, a*, I, param], runs (m’,a’) «

4 Here for simplicity, we only consider M and Rsmp such that the distributions of Rsmp(1%, I, m*, a*, param) and
Resamp (1%, I, m*, a*, param) are identical. Following [9], one might also consider M and Rsmp such that the two distributions
above are statistically close.



M(1¥, param;r), and then returns §(m’, param). We say that M is d-partially resamplable if there is a PT al-
gorithm Rsmp such that Rsmp(1¥, I, m*,a*, param) is identically distributed as Resamp/\/l7(;(1k’7 I,m*, a*, param).
Such an algorithm Rsmp is called a d-partial resampling algorithm of M. If a message sampler is already fully
resamplable then it’s §-partially resamplable for any PT function 6.

3 Selective-Opening Security for D-PKE

3.1 Security Notions

Bellare, Dowsley, and Keelveedhi [4] were the first to consider selective-opening security of deterministic PKE
(D-PKE). They propose a “simulation-based” semantic security notion, but then show that this definition is
unachievable in both the standard model and the non-programmable random-oracle model (NPROM), even if
the messages are uniform and independent. To address this, we introduce an alternative, “comparison-based”
semantic-security notion that generalizes the original PRIV definition for D-PKE of Bellare, Boldyreva, and
O’Neill [2]. In particular, our notion follows the IND-SO-CPA notion of Bellare, Hotheinz, and Yilek (BHY) [9]
in the sense that we compare what partial information the adversary learns from the unopened messages, versus
messages resampled from the same conditional distribution.

D-SO-CPA1 securiTYy. Let PKE = (Kg, Enc,Dec) be a D-PKE scheme. To a message sampler M and an
adversary A = (A.pg, A.cor, A.g, A.f), we associate the experiment in Figure 1| for every k € N. We say that DE

is D-SO-CPAT1 secure for a class .# of resamplable message samplers and a class &/ of adversaries if for every
M € A and any A € o7,

AdvpE R ()
— Pr[D-CPAI-REAL{Z () = 1] — Pr | D-CPAI-IDEALZ () = 1

is negligible. In these games, the adversary A.pg first creates some parameter param to feed the message sampler
M. Note that A.pg is not given the public key, and thus messages m; created by M are independent of the
public key, a necessary restriction of D-PKE pointed out by Bellare et al. [2]. Next, adversary A.cor will be given
both the public key and the ciphertexts c, and decides which set I of indices that it’d like to open c[I]. It then
passes its state to adversary A.g. The latter is also given (m;[I], a[l]) and has to output some partial information
w of the message vector mj.

Game D-CPAI—REAL’S’EM returns 1 if the string w above matches the output of A.f(m;, param) which is the partial
information of interest to the adversary. On the other hand, game D—CPAl—IDEAL‘S’EM returns 1 if w is matches
the output of A.f(mg, param), where my is the resampled message vector by Resamp \((1¥, m; [I],a[I], I, param).
Note that in both games, A.f is not given the public key pk, otherwise it can encrypt the messages it receives
and output the resulting ciphertexts, while A.g outputs c. Again, this issue is pointed out in [2]: since encryption
is deterministic, the ciphertexts themselves are some partial information about the messages. D-PKE can only
hope to protect partial information of m that is independent of pk, and A.f is therefore stripped of access to pk.

DiscussioN. For selective-opening attacks against a D-PKE scheme in which an adversary can open d messages, it
is clear that the message sampler must be (j, d)-entropic, where 2~#() is a negligible function, for any meaningful
privacy to be achievable. For convenience of discussion, let’s say that a scheme is D-SO-CPA1[d] secure if it’s
D-SO-CPAL1 secure for all (u, d)-entropic, fully resamplable message samplers and all PT adversaries that open at
most d ciphertexts, for any p such that 27#() is a negligible function. (The resamplability restriction is dropped
for d =0.) The D-SO-CPA1]0] security corresponds to the PRIV notion of Bellare et al. [2]E|

We note that it is unclear if D-SO-CPA1[oo] security implies the classic PRIV security: the latter doesn’t allow
opening, but it can handle a broader class of message samplers. Our goal is to find D-PKE schemes that offer
D-SO-CPA1[d] security for any value of d, including the important special cases d = 0 (PRIV security) and d = oo
(unbounded opening).

SEPARATION. In Appendix [A] we show that the standard PRIV notion of D-PKE doesn’t imply D-SO-CPA1.
Our construction relies on the recent result of Hofheinz, Rao, and Wichs [17] that separates the standard IND-
CPA notion and IND-SO-CPA of randomized PKE. Specifically, we build a contrived D-PKE scheme that is

5A technical difference is that, to be consistent with [4], we require the “partial information” to be an efficiently computable
function of the messages. This formulation can be shown equivalent to a definition in the style of [2] up to a difference of one in the
size of the message vectors output by M, following [6], Appendix A].



Game D-CPA1-REALSZY (k)
param <s A.pg(1¥)
(pk, sk) +s Kg(1%)
(my,a) <s M(1¥, param)
For i =1 to |m| do

c[i] « Enc(pk, m1[i])
(state, I') +s A.cor(pk, c, param)
w s A.g(state, my[I],a[l])
Return (w = A.f(m;, param))

Game D-CPA1-IDEALSZY (k)
param <s A.pg(1¥) ; (pk, sk) <—s Kg(1%)
(my,a) +s M (1%, param)
For i =1 to |m| do
ci] + Enc(pk, m;[i])
(state, I) «—s A.cor(pk, c, param)
m <s Resamp (1%, m, [I],a[I], I, param)
w s A.g(state, m4[I],a[l])
Return (w = A.f(mg, param))

Figure 1: Games to define D-SO-CPA1 security.

Game D-CPA2-REALSM (k)
param <s A.pg(1¥)
(pk, sk) +s Kg(1¥)
(m, a) s M(1*, param)
For ¢ =1 to |m| do

c[i] «+ Enc(pk, m[i])
(state, I) <—s A.cor(pk, c, param)
w s A.g(state, m[I], a[I])
Return (w = A.f(§(m), param))

Game D-CPA2-IDEALSZM (k)
param <s A.pg(1¥) ; (pk, sk) <s Kg(1¥)
(m, a) «—s M(1*, param)
For i =1 to |m| do
cli] + Enc(pk, ml[i])
(state, I) «—s A.cor(pk, c, param)
z <—s Resamp \( 5(1%, m[I], a[I], I, param)
w s A.g(state, m[I],a[I])
Return (w = A.f(z, param))

Figure 2: Games to define D-SO-CPA2 security.

PRIV-secure in the standard model, but subject to the following D-SO-CPA1 attack. The message sampler picks
a string s < {0, 1}**) and then secret-share it to v(k) shares x[1], ..., x[v(k)] such that any (k) shares reveal no
information about the secret s. Let m[i] < x[i] || u[i] for every i € {1,...,v(k)}, where u[i] +s {0, 1}2*). Since
s is uniform, any ¢ + 1 shares x[i] are uniform and independent. Thus, this message sampler is (3¢, t)-entropic.
We show that it is also efficiently resamplable. Surprisingly, there is an efficient SOA adversary (A.cor, A.g) that
opens just ¢ ciphertexts and can recover all strings x[i]. Next, A.g outputs x[1]® - - - ®x[v(k)], and A.f outputs
the checksum of the first £ bits of the given messages. The adversary A thus wins with advantage 1 — 2¢%).

D-SO-CPA2 securiTY. The D-SO-CPA1 security notion only guarantees to protect messages that are fully
resamplable. The D-SO-CPA2 notion strengthens that protection, requiring privacy of §(m,param) for any
entropic message sampler M and any  such that M is J-partially resamplable. In Section [5, we’ll see a concrete
use of this extra protection, where (i) we have a sampler M that is not fully resamplable, but (ii) each message
itself is a ciphertext, and there’s a function ¢ such that the plaintexts underneath m are §(m, param) and M is
d-partially resamplable. Formally, let

d-so-cpa2
AdVDE?AC,I;\Z,a(')

— Pr[D-CPA2REAL{ZM() = 1] = Pr [ D-CPA2-IDEALZ () = 1],

where games D—CPAZ—REAL‘S’EA/["s and D—CPAZ—IDEAL‘S’EM’5 are defined in Figure 2| In these games, adversary
A.f is given either §(my ) in the real game, or the output of Resamp y 5(1¥, m1[I],a[l], I, param) in the ideal game.

We say that DE is D-SO-CPA2 secure if Adv%’é?‘jﬁ\f&() is negligible for any (u, d)-entropic message sampler M

such that 27# is a negligible function, any PT adversary A that opens at most d ciphertexts, and any PT functions
0 such that M is §-partially resamplable.

WEAK EQUIVALENCE. Clearly, the D-SO-CPA2 notion implies D-SO-CPA1: the latter is the special case of the
former for fully resamplable samplers, and for a specific function §(m, param) that simply returns m. Below, we’ll
show that if we just restrict to fully resamplable samplers, the D-SO-CPA1 notion actually implies D-SO-CPA2.
This is expected, because on an entropic, fully resamplable M, both notions promise to protect any partial
information of m that is independent of the public key.

Proposition 3.1 Let M be a fully resamplable sampler, and let § be a PT function. Then for any adversary A,
there is an adversary B such that

Advd—so—cpaQ

dsocpa2 () < Adybeoenil()

DE,B,M



DE.Kg(1%) DE.Enc(pk, m) DE.Dec(sk, c)

(ek, td) <s LT.IKg(1%) (hk, ek) < pk ; r < H(hk|| 0| m,LT.il(k)) (hk, td) < sk

hk <s{0,1}* trap < LT.Eval(ek,r) (trap,y) + c

Return ((hk, ek), (hk, td)) y < H(hk|| 1|7, |m|)®m r + LT.Inv(td, trap)
Return (trap,y) Return H(hk || 1| r, |y|)®y

Figure 3: D-PKE scheme DE1[H,LT].

The adversary B opens as many ciphertexts as A, and its running time is about that of A plus the time to run d.

Proof: Let B be the adversary that is identical to A, but B.f behaves as follows. When it’s given a vector
m and parameter param, it'll run z < 6(m, param) and then outputs A.f(z, param). Then Adv%’é%‘i‘j&l(-) =
AV s ()-

In the remainder of the paper, we’ll have 6 other notions. Any notion xxx considers an arbitrary message sampler
M with a function d such that M is §-partially resamplable. One can consider a variant xxx1 of xxx, in which
the message sampler is fully resamplable and only the specific function §(m, param) = m is considered, and then
establish a weak equivalence between xxx1 and xxx. However, it will lead to a proliferation of 12 definitions. We
therefore choose to present just the stronger notion xxx.

CCA EXTENSION. To add a CCA flavor to D-SO-CPA2, a notion which we call D-SO-CCA, one would allow
adversaries A.cor and A.g oracle access to Dec(sk, -) with the restriction that they are forbidden from querying a
ciphertext in the given c to this oracle. Let D-CCA-REAL and D-CCA-IDEAL be the corresponding experiments,
and define

AdvEE N6 ()
= Pr[D-CCA-REALJZ () = 1] = Pr [ D-CCA-IDEALG () = 1

We say that DE is D-SO-CCA secure if AdV%_E?A(f.C/\i’S(') is negligible for any (u, d)-entropic message sampler M
such that 27# is a negligible function, any PT adversary A that opens at most d ciphertexts, and any PT functions
0 such that M is d-partially resamplable.

3.2 Achieving D-SO-CPA2 Security

While the simulation-based definition of Bellare et al. [4] is impossible to achieve even in the non-programmable
random-oracle model (NPROM), we show that it is possible to build a D-SO-CPA2 secure scheme in the NPROM.
A close variant of our scheme is shown to be PRIV-secure in the standard model [7]. Our scheme can handle
messages of any length, and is highly efficient: the asymmetric cost is fixed and thus the amortized cost is about
as cheap as a symmetric encryption. It’s also highly practical on short messages. The only public-key primitive
that it uses is a lossy trapdoor function [23], which has practical instantiations, e.g., both Rabin and RSA are
lossy [211, [24].

AcCHIEVING D-SO-CPA2 secURITY. To handle arbitrary-length messages, we use a hash function H of arbitrary
input and output length. On input (x,¢) € {0,1}* x N, the hash returns y = H(z,¢) € {0,1}*. Our scheme
DEL[H,LT] is shown in Figure [3| where LT is a lossy trapdoor function with domain {0,1}'"!. Theorem
below shows that DE1 is D-SO-CPA2 secure in the NPROM. The proof is in Appendix We stress that for
(1, 00)-entropic message samplers, our scheme allows the adversary to open as many ciphertexts as it wishes.

Theorem 3.2 Let LT be a lossy trapdoor function with lossiness 7. Let M be a (u, d)-entropic message sampler,
and let 0 be a function such that M is d-partially resamplable. Let DE1[H, LT] be as above. In the NPROM, for
any adversary A opening at most d ciphertexts, there is an adversary D such that

Ay d-so-cpa2 ) < 4(12(5) 4q(212)(:)(k) . v(k)(v(QkT)(:)- 4q(k))

ledf
DE1[H,LT],A,M,s +2Adv 1 p(k),

+

where ¢(k) is the total number of random-oracle queries of A and M, and v(k) is the number of messages that M
produces. The running time of D is about that of A plus the time to run § and an efficient §-partial resampling
algorithm of M plus the time to run DE1[H,LT] to encrypt M’s messages. Adversary D makes at most ¢
random-oracle queries.



PrROOF IDEAS. Let RO7,RO2,RO3, and RO, denote the oracle interface of (A.pg, M), A.cor, A.g, and A.f
respectively. Initially, each interface simply calls RO. In game-based proofs of ROM-based D-PKE constructions,
one often considers the event that A.pg or M queries (hk || z,¢) to RO1, and then let the interface lies, instead of
calling RO(hk || z,¢). This allows the coins r[i] <~ RO(hk || 0| m[é],LT.il(k)) to be independent of the messages
m. The discrepancy due to the lying is tiny, since the chance that A.pg or M can make such a query is at most
q(k)/2*. However, in the SOA setting, this strategy creates the following subtlety. For the resampling algorithm
to behave correctly, one has to give it access to RO1. Yet the adversary A.cor can embed some information of hk
in I, and therefore it’s well possible that the resampling algorithm queries RO (hk || -, -). This issue is unique to
SOA security of D-PKE: prior papers of SOA security for randomized PKE never have to deal with this. While
getting around the subtlety above is not too difficult, it shows that a rigorous proof for Theorem is not as
simple as one might expect.

Suppose that A.pg and M never query RO (hk || -, ). The first step in the proof is to move from an injective key
ek of LT to a lossy key lk. Next, recall that the adversary A.cor is given LT.Eval(lk,r[i]). Since each synthetic
coin r[i] is uniformly random and LT has lossiness 7, in the view of A.cor, each r[i] has min-entropy at least
7(k). Suppose that A.cor doesn’t make any query in {hk || 0| m[],hk||1]r[i] | 1 < i < |m]|}; this happens
with probability at least 1 — q(k)v(k)/2**) — q(k)v(k)/27*). Then A.cor knows nothing about m, and thus T is
conditionally independent of m, given param. Hence in the view of A.g, each m[i] (for ¢ & I) still has min-entropy
u, and thus the chance that A.g can make a query in {hk || 0| m[i] | i & I} is at most v(k)q(k)/2#(*).

The core of the proof is to bound the probability that the adversary A.g can make a query in {hk || 1|/ r[i] | ¢ € I}.
Let X; be the random variable for the number of pre-images of LT.Eval(lk,r[i]). Although in the view of A.cor,
the average conditional min-entropy of each r[i] is 7(k), the same claim may not hold in the view of A.g. For
example, the adversary A.cor may choose to open all but the ciphertext of m[j], where j is chosen so that
X; = min{Xy,..., Xy} while E(1/X;) < 277(®) for each fixed i € {1,...,v(k)}, the same bound doesn’t
work for E(1/min{Xy,..., Xyu)}). To get around this, note that the chance that A.g can make a query in
{hk||1]||c[i] | i & I} is at most

v(k) v(k)
0 -B(Y ) <atk) B(Y ) <atr) Y B(5-) < 00
iQI v 1=1 g i=1 1

Finally, if I is conditionally independent of m given param, then the re-sampled string z is identically distributed
as 0(m, param), even conditioning on hk, I, and paramﬂ Hence A.f can query ROy4(hk]|| -, ) with probability
at most g(k)/2F. If all bad events above don’t happen then (i) in the joint view of A.g and A.f, the strings
d(m, param) and z are identically distributed, and (ii) the output of A.f will be conditionally independent of the
ciphertexts and the public key, given param. This means the d-so-cpa2 advantage of A is 0.

3.3 Achieving D-SO-CCA Security

To achieve D-SO-CCA security, we modify DE1 construction as follows: In the decryption, once we recover the
message m, we’ll re-encrypt it and return L if the resulting ciphertext doesn’t match the given one, or the
hash image of the message doesn’t match the string obtained via inverting the trapdoor function. The resulting
construction DE2 is shown in Figure The scheme DE = DE2[H,LT] is unique-ciphertezt, as formalized by
Bellare and Hoang [7]: for every k € N, every (pk, sk) € [DE.Kg(1¥)], and every m € {0,1}*, there is at most a
string ¢ such that DE.Dec(sk,c) = m. Theorem below shows that DE2 is D-SO-CCA secure in the NPROM.
The re-encrypting trick for lifting CPA to CCA security in the random-oracle model dates back to a paper of
Fujisaki and Okamoto [I5], but that work only considers randomized PKE and there’s no opening. Still, the proof
ideas are quite similar.

Theorem 3.3 Let LT be a lossy trapdoor function with lossiness 7. Let M be a (p, d)-entropic message sampler
and let ¢ be a function such that M is §-partially resamplable. Let DE2[H, LT] be as above. In the NPROM, for

6Even for the simple case that M is fully resamplable and outputs empty auxiliary information, and 4(m, param) = m, note that
if I is correlated to m then m and the re-sampled m’ may have completely different distributions. For example, consider M that
outputs (m1,m2), with mi < {00,01} and mg <—s {10,11}. Since m1 and mg are independent, M is fully resamplable. Let I = {1}
if my =00, and I = {2} otherwise. Then Pr[m’ = (00, 11)] = 3/8, whereas Pr[m = (00,11)] = 1/4.



DE.Kg(1%) DE.Enc(pk,m) DE.Dec(sk, c)

(ek,td) s LT.IKg(1%) |(hk, ek) < pk (hk, ek, td) < sk ; (trap,y) < ¢

hk +s{0,1}* r < H(hk| 0| m,LT.il(k)) r < LT.Inv(td, trap) ; trap’ < LT.Eval(ek,r)

pk < (hk, ek) trap < LT.Eval(ek,r) m <« H(hk| 1] r, |y])®Dy

sk < (hk, ek, td) y < H(hk|| 1|7, |m])®m r’ < H(hk || 0 || m,LT.il(k))

Return (pk, sk) Return (trap,y) If v’ # r or trap’ # trap then return L
Return m

Figure 4: D-PKE scheme DE = DE2[H,LT]. If LT is a lossy trapdoor permutation then in the decryption
algorithm, the computation of trap’ and the check trap’ # trap can be omitted.

any adversary A opening at most d ciphertexts, there is an adversary D such that

o op(k)  10q(k)  4q(k)u(k)
d-so-cca p q q
Advpgsim,amsk) < LT I(k) ok on(k)

v(k)(v(k) + 8q(k))
o7 (k)

+2Adv ' (k).

where p(k) is the number of decryption-oracle queries of A, g(k) is the total number of random-oracle queries of A
and M, and v(k) is the number of messages that M produces. The running time of D is about that of A plus the
time to run 0 and an efficient d-partial resampling algorithm of M, plus the time to run DE2[H, LT] to encrypt
M'’s messages and decrypt A’s decryption queries. Adversary D makes at most 2¢ random-oracle queries.

Proof: Let Rsmp be an efficient §-partial resampling algorithm for M. Consider games G; and G5 in Figure
Then
AdviEirin am() =2PiGi() = 1] - 1.

Game G is identical to game Gy, except for the following. In procedure DEC(c), instead of using the decryption
of DE2 to decrypt ¢, we maintain the set Dom of the suffixes of random-oracle queries (x,¢) that A.cor and A.g
make such that z[1,k+1] = hk || 0 and ¢ = LT.il(k). If there’s m € Dom such that the corresponding ciphertext of
m is ¢ then we return m; otherwise return L. Wlog, assume that A.cor stores all random-oracle queries/answers
in its state; that is, both A.cor and A.g also can track Dom and implement the DEC procedure of game G5 on their
own, without calling the decryption oracle[] Let Range = {DE2.Enc(pk,m) | m € Dom}. On a query ¢ € Range,
the procedures DEC of both games have the same behavior, due to the correctness of the decryption of DE2. Wlog,
assume that both A.cor and A.g never query ¢ € Range to the decryption oracle. (Adversaries A.cor and A.g are
thus assumed to maintain the corresponding ciphertexts of messages in Dom. But this needs additional queries
to the random oracle, so the total random-oracle queries of these two adversaries is now at most 2q.)

Assume that A.pg and M never make a random-oracle query (z,¢) such that the k-bit suffix of = is hk. This
happens with probability at least 1 — q(k)/2*. The adversaries can distinguish the games if and only if they
can trigger DEC of game G to produce non-L output. Let ¢ = (trap,y) be a decryption-oracle query. Let
r = LT.Inv(td, trap) and m = RO(hk || 1| r)®y. Due to the unique-ciphertext property of DE2, if this can trigger
the DEC procedure of game G to return a non-L answer, we must have m ¢ {m[1],..., m[|m|]} U Dom. Then
there is no prior random-oracle query (z, LT.il(k)) such that z = hk || 0| m. Hence procedure DEC of game G; will
return a non-_L answer only if » = RO(hk || 0| m, LT.il(k)), which happens with probability 2=T!(®) Multiplying
for p(k) decryption-oracle queries,

Pr[G1(k) = 1] — Pr[Ga(k) = 1] < q(k)/2" + p(k)/2-T1*)
Now in game G, the decryption oracle always return L, and thus wlog, assume that the adversaries never make
a decryption query, meaning that they only launch a D-SO-CPA2 attack. Hence

2Pr(Gs() = 1] = Advpes i 4 p() -

7 This assumption crucially relies on our use of a domain separation in hashing the coins 7 and the messages m: we employ
H(hk||O]-,-) for m, but H(hk||1]|-,-) for r. In contrast, BH’s variant [7] doesn’t use domain separation, and one can’t make
this assumption anymore: building the corresponding ciphertexts may create additional queries to H(hk || 0| -, LT.il(k)), leading to a
possible exponential blowup on the number of random-oracle queries.
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Games G1(k), Ga(k)
param s A.pgt°(1%); (m,a) <s M"O(1% param) ; 21 < §(m, param)
hk +s{0,1}%; (ek, td) <s LT.IKg(1*%)
For i =1 to |m| do
r[i] <~ RO(hk || 0| m[é],LT.il(k)) ; trap < LT.Eval(ek, r[i])
y + RO (hk || 1]| ¥l [m[il)@mli]; c[i] + (trap,y)
Dom « 0 ; (state, I) +s A.cor®=@ROSM((hk k), ¢, param)
w s A.gPPOROSM (spate mlT], a[l])
2z <% Rsmp"°® (1% m[I],a[I], I, param) ; b+<s {0,1}; t <3 A.f5°(2,, param)
If (w = t) then return b else return 1 — b
Procedure ROSM(z, £)

If || > k+ 1 and z[1,k + 1] = hk || 0 then Dom <— Dom U {z[k + 2, |z|]}
Return RO(z, £)

Procedure DEc(c) J of game G Procedure DEc(c) /| of game G2
sk < (hk, td) For m € Dom do
m < DE1[H, LT].Dec(sk, c) If ¢ = DE1[H, LT].Enc(pk, m) then
Return m Return m
Return L

Figure 5: Games G; and G3 of the proof of Theorem Their procedures DEC are in the bottom-left
and bottom-right panels, respectively.

But DE2 and DE1 only differ in the decryption algorithms, which doesn’t affect the D-SO-CPA security. Hence
from Theorem we can construct a distinguisher D of the claimed running time such that

8q(k 8q(k)v(k v(k)(v(k) + 8q(k
< 612(]€)Jr q(%)(k)( )+ (k)( (27)(]: q(k))

+2Advi (k)

d-so- 2
AdvDE;[ZII?EET],A,M,é(k)

(Note that the bound above is for adversaries who make at most 2¢ random-oracle queries.) Summing up,

socc 2p(k) | 10q(k)  4q(k)v(k)

d-so-cca

Advpgnimamsk) < SEam T o T T e
+v(k)(v(2kT)($ 8q(k)) L 2AdvIE ()

4 Selective-Opening Security for Nonce-based PKE

Recall that D-PKE protects only unpredictable messages, but in practice, messages often have very limited
entropy [14]. Hedge PKE tries to improve this situation by adding the unpredictability of coins. However, the
coins generated by Dual EC are completely determined by Big Brother, and those by the buggy Debian RNG
have only about 15 bits of min-entropy. In a recent work, Bellare and Tackmann (BT) [11] propose the notion of
nonce-based PKE to address this limitation, supporting arbitrary messages. In this section, we extend the notion
of nonce-based PKE for SOA setting, and then show how to achieve this.

4.1 Security Notions

NONCE GENERATORS. A nonce generator NG with nonce space A is an algorithm that takes as input the unary
encoding 1¥ of the security parameter, a current state St, and a nonce selector o. It then probabilistically produces
a nonce N € N together with an updated state St. That is, (IV, St) <—s NG(1*, St,0). A good nonce generator
needs to satisfy the following properties: (i) nonces should never repeat, and (ii) each nonce is unpredictable,
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Game RPjg (k) Procedure GEN(0)

St + e ; coll + false (N, St) +s NG(1%, St, o)

Dom + 0 ; N s A“™(1%) If N € Dom then coll < true
Return (N € Dom) V coll Dom < Dom U {N}; Return N

Figure 6: Game to define security of a nonce generator NG.

Game N-SO-CPA{Y¢ (k)
For j =1,2,... do xk[j] <= NE.Sg(1¥) ; st[j] + ¢
(pk, sk) <3 NE.Kg(1¥) ; (J, state) «s A(1*, pk)
(param, N, U, o, state) < A(state, zk[J])
(m,a) < M(1*, param) ; z < 6(m, param)
For i =1 to |m| do
j Ul
If j € J then (N, st[j]) < NG(1*, st[j],o[i]) ; N[i] < N
c[i] « NE.Enc(pk, zk[j], N [¢], m[:])
(I, state) <—s A(state,c); b+s{0,1}
Fori eI, j=1to |m|do
If Ui] = U[j] then I < I U {j}
20 s Resamp , 5(1*, m[I], a[I], param)
b’ «+s A(state, m[I],a[l], N[I],zk[U[I]],25); Return (b=1)

Figure 7: Game defining N-SO-CPA security.

even if all nonce selectors are adversarially chosen. Formally, let Advyg 4(k) = Pr[RPjjc(k)], where game RP is
defined in Figure @ We say that NG is RP-secure if for any PT adversary A, AderpG’ 4(+) is a negligible function.

NONCE-BASED PKE. A nonce-based PKE with nonce space N is a tuple NE = (NE.Kg, NE.Sg, NE.Enc, NE.Dec).
The key generator NE.Kg(1*) generates a public key pk and an associated secret key sk. The seed generator
NE.Sg(1*) produces a sender seed zk. The encryption algorithm NE.Enc takes as input a public key pk, a sender
seed 7k, a nonce N € N, and a message m, and then deterministically returns a ciphertext c¢. The decryption
algorithm NE.Dec(sk,-) plays the same role as in traditional randomized PKE; it’s not given the nonce or the
sender seed.

Nonce-based PKE can be viewed as a way to harden the randomness at the sender side; the receiver is oblivious
to this change. Security of nonce-based PKE should hold when either (i) the seed zk is secret and the nonces are
unique, or (ii) the seed is leaked to the adversary, but the nonces are unpredictable to the adversaryﬂ

DiscussioN. To formalize security of nonce-based PKE, BT define two notions, NBP1 and NBP2. Both notions
are in the single-sender setting and use nonces generated from a nonce generator NG. The former notion considers
the situation when the seed zk is secret, and there’s no security requirement from NG, except the uniqueness of
nonces. The latter notion considers the case when the seed zk is given to the adversary; now nonces generated
from NG have to satisfy RP security.

When we bring SOA extension to nonce-based PKE below, there will be many changes. First, since there are
multiple senders and only some of them can keep their seeds secret, one has to merge the SOA variants of NBP1
and NBP2 into a single definition. Next, because the adversary learns the seeds of some senders, the nonce
generator NG must be RP-secure. If we let senders whose seeds are secret use unpredictable nonces from NG then
our notion will fail to model the possibility that the adversary can corrupt the nonce generator. Therefore, in our
notion, for senders whose seeds are secret, we’ll let the adversary specify their nonces. We require the adversary
to be nonce-respecting, meaning that the nonces of every single sender must be distinct.

N-SO-CPA. Let NE be a nonce-based PKE scheme and NG be a nonce generator of the same nonce space N.
Let M be a message sampler, but the generated messages don’t have to be distinct or unpredictable. Let ¢

8 The definition of BT [LI] requires that if the seed zk is secret then security should hold as long as the message/nonce pairs are
unique. If one directly extends this to the SOA setting, there will be some pesky issue, as the adversary can detect equality within
the message vectors by repeating the nonces. Here for simplicity, we only demand that nonces should be unique, which is analogous
to nonce-based symmetric encryption. Nevertheless, our constructions are specific instantiations of BT construction, and thus meet
their requirement.
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be a function such that M is d-partially resamplable. The game N-SO-CPA defining the N-SO-CPA security is
specified in Figure [7]

Initially, the game picks seed xk[j] +—s NE.Sg(1*) and sets state st[j] « e for sender j, with j = 1,2,.... The
adversary is then given the public key pk and has to specify the list J of senders that it wishes to get the seeds.
It’s then granted xk[J] and then has to provide some parameter param for generating (m,a) <—s M(1*, param),
together with a vector IN of nonces, a map U that specifies message m[i] belongs to sender U[i], and a vector
o of nonce selectors for NG. Note that the messages m here can depend on the public key. We require that the
adversary be nonce-respecting, meaning that (N[1], U[1]), (N[2],U]2]),... are distinct.

The game then iterates over i = 1,...,|m]| to encrypt each message m[i]. If i € J then N[i] is overwritten by a
nonce N generated by NG as follows. Let j + UJi]. The nonce generator NG will read the current state st[j] of
sender j and the nonce selector o [i] for the message mli], to generate a nonce N and update st[j]. The adversary
then is given the ciphertexts and has to output a set I to indicate which ciphertexts it wants to open. Note
that opening c[i] returns not only (ml[i],ai]) but also the associated nonce and sender seed. Moreover, if the
adversary opens a message belonging to sender j, then any other messages of this sender are considered open.
Finally, the game resamples zg, and let z; < 6(m, param). It picks b+s{0,1}, and gives the adversary z, and
(ml[I],a[l],xk[U[I]], N[I]). The adversary has to guess the challenge bit b. Define

AdviER®y (k) =2 Pr[N-so-cpAﬁ’E?,jg‘(k)] —1.

We say that NE is N-SO-CPA secure, with respect to NG, if for any message sampler M and any PT adversary
A, and any PT function § such that M is d-partially resamplable, AdvyENa 4 r(-) is a negligible function.

N-SO-CCA. To add a CCA flavor to N-SO-CPA, one would give the adversary oracle access to Dec(sk,-). Once
it’s given the ciphertexts c, it’s not allowed to query any c[i] to the decryption oracle. Let N-SO-CCA be the
corresponding game, and define AdvyENGa a 5(k) = 2 Pr[N—SO—CCAﬁ’Ef\,Géé(k)} —1.

SIMULATION-BASED SECURITY. One could also define an appropriate simulation-based notion of SOA security
for nonce-based PKE, which unlike N-SO-CPA would not require the unrevealed messages to be efficiently resam-
pleable, analogously to the SIM-SOA definition for randomized PKE in [9]. However, we conjecture that such
a definition is impossible to achieve. We leave this as an open question. In any case, a simulation-based defini-
tion of SOA security for nonce-based PKE will indeed be impossible to achieve later when we lift the primitive
to the hedged setting, where an existing impossibility result for a simulation-based notion of SOA security for
deterministic PKE [4] applies (because hedged PKE generalizes deterministic PKE).

4.2 Separation

We now show that the standard notions for nonce-based PKE of BT [I1] do not imply N-SO-CPA. Our separation
is based on the recent result of Hofheinz, Rao, and Wichs (HRW) [I7] to show that IND-CCA doesn’t imply the
notion IND-SO-CPA for randomized PKE.

HRW CONSTRUCTION. Our counterexample is based on the recent (contrived) construction REp.g = (REpaq-Kg,
REpad-Enc, REpaq.Dec) of HRW. The scheme REp.q is IND-CCA secure, but is vulnerable to the following SOA
attack. The message sampler M (1*, param) ignores param, picks a secret s <—s {0, 1}4 and then secret-shares
it to v(k) messages m[l],...,m[v(k)] so that any t(k) shares reveal no information of the secret s. In other
words, it picks ag, a1, ..., a; uniformly from GF(2%), the finite field of size 2, and computes m[i] <— f(i) for every
i€{l,...,v(k)}, where f(x) = ag + a1x + --- + a;a! is the corresponding polynomial in GF(2¢)[X]. Recall that
any t+ 1 shares will uniquely determine the polynomial f (via polynomial interpolation), and thus any ¢+ 1 shares
are uniformly and independently random. The auxiliary information is empty. Surprisingly, there’s an efficient
adversary that opens only ¢ ciphertexts and can recover all messages. We note that HRW’s counter-example is
based on public-coin differing-inputs obfuscation [I9], which is a very strong assumption.

REsuLTs. Let H be a hash function. One can model it as a random oracle, or, for a standard-model result, a
primitive that BT call hedged extractor. BT show that one can build a nonce-based PKE achieving their notions
from an arbitrary IND-CCA secure PKE RE as follows. Given seed zk, nonce N, and message m, one uses
H((zk, N, m)) to extract synthetic coins r, and then encrypt m via RE under coins r. Now, use the scheme REp,q
above to instantiate RE, and let NEpag[H, REpaq] be the resulting nonce-based PKE. This NEpag[H, REpaq] achieves
BT’s notions.

We now break the N-SO-CPA security of NE,,q. The message sampler M is as described in HRW attack, and
let A be the adversary attacking REp,4 as above. Note that M is fully resamplable, and let 6(m, param) = m.
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NE1.Kg(1*) NE1.Sg(1%)

(ek, td) +s LT.IKg(1%) ; hk «s {0,1}* zk +s{0,1}*; Return zk
pk < (hk, ek); sk < (hk,td); Return (pk, sk)

NE1.Enc(pk, zk, N, m) NE1.Dec(sk, c)

(hk, ek) « pk (hk, td) < sk ; (trap,y) < c
r < H(hk|| 0|l (zk, N,m), LT.il(k)) r < LT.Inv(sk, trap)

trap < LT.Eval(pk,r); y < H(hk || 1] r, |m|)®&m m <+ H(hk|| 1| |y])®y
Return (trap, y) Return m

Figure 8: Nonce-based PKE scheme NE1[H,LT].

Consider the following adversary B attacking NEp.y. It specifies J = (), meaning that it doesn’t want to get
any sender seed before the opening. It then lets N[i{] = U[i] = i, for every i. That is, each sender has only
a single message. Then, when B gets the ciphertexts c, it runs A on those c. Note that ¢ are ciphertexts of
REpad, although the coins are only pseudorandom. Still, adversary A can recover all messages by opening just ¢
ciphertexts. When B is given the messages (real or resampled), it compares that with what A recovers. Then
Adviene pask) > 1 - 274 where ¢ is the length of each message.

4.3 Achieving N-SO-CPA Security

BT’s construction of nonce-based PKE is simple. To encrypt a message m under a seed zk, a nonce N, and public
key pk, we hash (2k, N, m) to derive a string r, and then uses a traditional randomized PKE to encrypt m under
the synthetic coins r and public key pk. Here we’ll use BT’s construction, but the underlying randomized PKE
is a randomized counterpart of the D-PKE scheme DE1 in Section [3.2]

Formally, let H be a hash of arbitrary input and output length, meaning that H(x,£) returns an ¢-bit string.
Let LT be a lossy trapdoor function. Our nonce-based PKE NE1[H, LT] is described in Figure [8f it has nonce
space {0,1}* and message space {0,1}*. Theorem below shows that NE1[H,LT] is N-SO-CPA secure in the
NPROM; the proof is in Appendix [B.2]

Theorem 4.1 Let LT be a lossy trapdoor function with lossiness 7. Let M be a message sampler and let § be a
function such that M is §-partially resamplable. Let NE1[H,LT] be as above, and let NG be a nonce generator.
In the NPROM, for any adversary A, there are adversaries B and D such that

Advi i i e ans (k) < 2Adv ' (k) + 8q(k)v(k) - Advily (k)

Tv(k k)+v(k 12v(k k) +v(k
It )(q(2£+ (k) , 12v( )(gi(k))+ ( ))’

where v is the number of messages that M generates, and ¢ bounds the total number of random-oracle queries
that A and M make. The running time of B or D is about the time to run game N-SO—CPA’,@’E{\G’G‘S, but using
an efficient d-partial resampling algorithm of M instead of Resamp,s. Each of B and D makes at most ¢
random-oracle queries.

4.4 Achieving N-SO-CCA Security

To strengthen NE1 with CCA capability, in the encryption, we append to the ciphertext a hash image of 7 || m.
When we decrypt a ciphertext, we’ll recover both r and m, and check if the hash image of 7 || m matches with
what’s given in the ciphertext. The resulting scheme NE2[H, LT] is shown in Figure@ The underlying randomized
PKE of NE2 is a textbook IND-CCA construction in the ROM (but LT just needs to be an ordinary trapdoor
function). Theorem below shows that NE2[H,LT] is N-SO-CCA secure in the NPROM; the proof is in

Appendix

Theorem 4.2 Let LT be a lossy trapdoor function with lossiness 7. Let M be a message sampler and let § be a
function such that M is §-partially resamplable. Let NE2[H, LT] be as above, and let NG be a nonce generator.
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NE2.Kg(1*) NE2.Sg(1%)

(ek, td) +s LT.IKg(1%) ; hk «s {0,1}* zk +s{0,1}*; Return zk
pk < (hk, ek) ; sk < (hk, ek, td)
Return (pk, sk)

NE2.Enc(pk, zk, N, m) NE2.Dec(sk, c)

(hk, ek) « pk (hk, ek, td) < sk ; (trap,y,z) < ¢

r < H(hk| 00 || (zk, N,m), LT.il(k)) r « LT.Inv(sk, trap)

y < H(hk | 01|, |m|)®m trap’ < LT.Eval(pk,r)

2 H(bk || 10 |7 m, k) m  H(k] 01 |7, [y @y

trap < LT.Eval(pk,r) 2« H(hk| 10| 7| m, k)

Return (trap, y) If (2' # 2) V (trap’ # trap) then return L Return m

Figure 9: Nonce-based PKE scheme NE2[H,LT].

In the NPROM, for any adversary A, there are adversaries B and D such that
AdvNesimnG ams(k) < 2Ad"}_t1q,f3(k) + 8u(k)Q(k) - Advyg (k)

2p(k Tv(k)Q(k 120(k)Q(k
L2 RO | 1206

where v is the number of messages that M generates, p is the number of A’s queries to the decryption oracle, ¢
bounds the total number of random-oracle queries that A and M make, and @ = ¢ + 2p + v. The running time
of B or D is about the time to run game N—SO—CCA‘,G’EAGEB‘S , but using an efficient §-partial resampling algorithm

of M instead of Resamp 5. Each of B and D makes at most g + 2p random-oracle queries.

5 Hedged Security for Nonce-based PKE

Recall that the security of nonce-based PKE relies on the assumption that the adversary cannot obtain the secret
seeds and corrupt the nonce generator simultaneously. Still, this assumption may fail in practice, and it’s desirable
to retain some security guarantee when seeds and nonces are bad. We capture this via the notion HN-SO-CPA
that is a variant of the notion D-SO-CPA2, adapted for the nonce-based setting. A good nonce-based PKE thus
has to satisfy both N-SO-CPA and HN-SO-CPA simultaneously. We then extend this treatment to the CCA
setting.

5.1 Security Notions

UNPREDICTABLE SAMPLERS. Let M be a message sampler. We say that M is (u, d)-unpredictable if for any
param € {0,1}*,

(i) For any (m,a) € [M(1¥, param)], each a[i] is a tuple (a;, 7k;, N;), where zk; is a seed and N; is a nonce.
Moreover, (zk1, N1, m[1]), (zka, N2, m[2]),... must be distinct.

(ii) For any I C {1,...,v(k)} such that |I| < d, and any i € {1,...,v(k)}\I, for (m,a) <—s M(1¥, param) the
conditional min-entropy of (ml[i], zk;, N;) given (m[I],a[I], param) is at least p, where v(k) is the number
of messages that M produces and zk; and N; are the seed and nonce specified by ali].

Defining unpredictable samplers allows us to model the situation when the seeds, nonces, and messages are related,
and quantify security based on the combined min-entropy of each message with its nonce and seed.

HN-SO-CPA securITY. Let NE be a nonce-based PKE scheme, and let M be an unpredictable message sampler.
Let ¢ be a function such that M is o-partially resamplable. Let A = (A.pg, A.cor, A.g, A.f) be an adversary. Define

Advye ()
—  Pr|HN-CPA-REALGZ*"() = 1] — Pr | HN-CPA-IDEALG () = 1],

where the games are defined in Figure [I0]
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Game HN-CPA-REAL; " (k)

param <s A.pg(1%) ; (pk, sk) «s Kg(1¥) ; (m,a) s M (1%, param)
For i =1 to |m| do (a, zk, N) « ali] ; c[i] + Enc(pk, zk, N, m[i])
(state, I) <—s A.cor(pk, c, param) ; w <s A.g(state, m[I], a[I])

z1 < 0(m, param)

Return (w = A.f(z1, param))

Game HN-CPA-IDEAL; " (k)

param s A.pg(1*) ; (pk, sk) <s Kg(1%) ; (m,a) <—s M(1*, param)
For i =1 to |m| do (a,zk, N) < ali] ; c[i] < Enc(pk, zk, N, m[i])
(state, I) «+—s A.cor(pk, c, param) ; w <s A.g(state, m[I], a[I])

20 <8 ResampMyé(lk7 m[I],a[l], I, param)

Return (w = A.f(zo, param))

Figure 10: Games to define HN-SO-CPA security.

NE.Kg(1%) NE.Enc(pk, vk, N, m) NE.Dec(sk, c)

(pk,,, skn) +s NE.Kg(1¥) (pk,, pkq) < Dk (skn, ska) < sk

(pky, ska) «s DE.Kg(1%) m' < (m | zk | N) y < DE.Dec(skq, c)

pk <« (pk,,pky) ; sk + (skn, ska) y < NE.Enc(pk,, 7k, N,m") m’ < NE.Dec(skn,y)

Return (pk, sk) ¢ < DE.Enc(pky,y) (m|| 2k || N) + m’
Return ¢ Return (m || 2k || N)

Figure 11: Nonce-based PKE scheme NE = NtD[NE, DE]. It uses the same seed-generating algorithm as NE.

HN-SO-CCA securiTY. To add a CCA flavor to HN-SO-CPA, one would give A.cor and A.g oracle ac-
cess to Dec(sk,-). They are not allowed to query any c[i] to the decryption oracle. Let HN-CCA-REAL and
HN-CCA-IDEAL be the corresponding games, and define

AQVRER 5 ()

— Pr[HN-CCA-REALGZ () = 1] = Pr [ HN-CCA-IDEALG () = 1] .

SEPARATION. We now show that N-SO-CCA doesn’t imply HN-SO-CPA, even if M picks m[i] < {0,1}* and
ali] = (i,4,4), and there’s no opening. Note that M is fully resamplable, and consider the function ¢ such that
d(m, param) = param. Let H be a hash and LT be a lossy trapdoor function. Let NEp,q[H, LT] be the following
variant of NE2[H,LT]. To encrypt message m under public key pk, seed zk and nonce N, instead of hashing
(zk, N, m) to derive synthetic coins r, we just hash (zk, N). The proof of Theorem can be recast to justify
the N-SO-CCA security NE,,q. However, without even opening, one can trivially break HN-SO-CPA security of
NEpaq as follows. First, adversary A.pg outputs an arbitrary param. Next, adversary A.cor stores the ciphertexts
and the public key in its state, and outputs I = (). Adversary A.g computes r < H(hk|00] (1,1)), parses
(trap,y, z) < c[1], and outputs m[1] = y®H (hk ||01 || r,|y|). Finally, adversary A.f(m*, param) simply outputs
m*[1]. The adversaries win with advantage 1 — 27*.

5.2 Achieving HN-SO-CPA Security

NtD TRANSFORM. We first give a transform Nonce-then-Deterministic (NtD). Let DE be a D-SO-CPA2 secure
D-PKE and NE be an N-SO-CPA secure nonce-based PKE. Then NtD[NE, DE] achieves both HN-SO-CPA and
N-SO-CPA security simultaneously. The resulting nonce-based PKE NE is a double encryption: it first encrypts
via NE, and then uses DE to encrypt the resulting ciphertextﬂ The transform NtD is shown in Figure and
Theorem [5.7] below confirms that it works as claimed.

D1scussioN. To explain why NtD works, note that using an outer D-PKE on the ciphertext of NE doesn’t affect
its N-SO-CPA security, and thus NE = NtD[NE, DE] inherits the N-SO-CPA security of NE. For HN-SO-CPA

9 For simplicity, we assume that the ciphertext length of NE is the plaintext length of DE. One may also consider a more generalized
setting in which the ciphertext length of NE is smaller than the plaintext length of DE. In this case one needs to pad 10* to the
ciphertexts of NE before feeding them to DE.
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security, there are some subtle points as follows.

First, the “messages” for DE are the ciphertexts produced by NE. Now, the D-SO-CPA2 security demands that
those “messages” must have good min-entropy, but we only know that the combined min-entropy of each message
with its nonce and seed is p. We need a bound, call it NE.Guess(11), to quantify the min-entropy of the ciphertexts
of NE. Therefore, let NE.Guess(u(k)) be biggest number that, for any seed xk, any nonce N, any message m,
and any random variable X such that the conditional min-entropy of (m,zk, N) given X is at least u(k), and
(pk, sk) < NE.Kg(1%) independent of (m, zk, N, X), the conditional min-entropy of NE.Enc(pk, 2k, N,m) given
X is at least NE.Guess(u(k)). We say that NE is entropy-preserving if for any u such that 27# is negligible,
so is 27 NE:Guess(1) - For example, one can show that NE1[H, LT].Guess(u(k)) > min{k, u(k)/2} — 1, by modeling
hpk(-) = H(hk || 0] -, LT.il(k)) as a universal hash function, and using the Generalized Leftover Hash Lemma [,
Lemma 3.4]. Hence NEL1 is entropy-preserving.

Next, we need to build an adversary B attacking DE from an adversary A that attacks NE. Then B.pg will run
param <s A.pg(1¥), pick (pk, sk) +—s NE.Kg(1¥), and outputs pars = (pk, sk, param), asking its sampler M to
run M and encrypt the resulting messages, nonces, and seeds under pk. At some point, A.cor will asks to open
some ciphertexts c[I] to get the corresponding m[I], zk[I], N[I], but the opened “messages” that B.g receives
are NE.Enc(pk, zk[i, N[i], m[i]). Although B.g knows the secret key sk of NE, if we use NE1 to instantiate NE
then one can’t recover (N [i|, zkli]) from just ¢; = NE.Enc(pk, zk[i], N[i], m[i]) and sk. Thanks to our explicit
modeling of the auxiliary information, adversary B does get (zk[i], N[i]) when it opens c[i].

Finally, one has to reason about the resamplability of the constructed sampler M. Had we restricted our notions
to fully resamplable samplers and the function §(m, param) = m, we would have run into problem here. Why so?
The resampling algorithm Rsmp of M has to generate NE.Enc(pk, zk’[i], N'[i], m'[i]), but it only knows pk and
another algorithm Rsmp to generate m’. That is, it’s unclear how to resample the seeds 2k’ and nonces N'. Using
partial resamplability solves this issue. To justify this, suppose that we need to justify the HN-SO-CPA security of

hn-so-cpa d-so-cpa2
NE with respect to function 6. Then, we’ll find another function & such that AvaE AM, s() < Adv DE. B M. <),

and at the same time, M is é-partially resamplable. The function §(x, pars) works as follows. It first parses pars
as (pk, sk, param), runs m[i] < NE.Dec(sk,x[i]), and then outputs §(m, param).

We stress that the NtD transform works in both the standard model and the NPROM. (Of course, this assumes

that there are standard-model D-SO-CPA2 secure D-PKE and N-SO-CPA secure entropy-preserving nonce-based
PKE.)

Theorem 5.1 Let NE be a nonce-based PKE, and let DE be a D-PKE scheme such that the ciphertext length
of the former is a plaintext length of the latter. Let NE = NtD[NE, DE].

N-SO-CPA security: For any adversary A, any message sampler M, any function § such that M is é-partially
resamplable, and any nonce generator NG, there is an adversary B such that

AdviE s () S Adveng B as () -
The running time of B is about that of A plus the running time of DE.Kg plus the time to run DE.Enc on the
messages that M produces.

HN-SO-CPA security: For any (u, d)-unpredictable message sampler M, any function ¢ such that M is §-partially
resamplable, and any adversary A, there are an adversary B that opens the same number of ciphertexts, another
function 0, and another (NE.Guess(u), d)-entropic, d-partially resamplable message sampler M such that

hn-so-cpa d-so-cpa2
Adv NEAM5(> Adv DEBHS() ’
The running time of B is about that of A plus the running time of NE.Kg plus the time to run NE.Dec on v
ciphertexts, where v is the number of messages that M produces. The running time of M is about that of M
plus the time to run NE.Enc on v messages.

Proof: For the first part, consider an arbitrary adversary A. Consider the adversary B in Figure [12] attack-
ing NE. Then game N—SO—CPAJ,\?EJK(’? coincides with game N-SO-CPA2M? " and thus AdviSoeP? () =

NE,NG ’ NE,NG,A,M,5
n-so-cpa
AdVNE NG,B, M, s()-

For the second part, consider an arbitrary adversary A and a message sampler M. Consider the following
message sampler M(1* pars). It parses param as a triple (pk,,, sk, param), where pk, and sk, are public and
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Algorithm B(1*, pk) Algorithm B(state, k™)

Return A(1%, pk) Return A(state, zk™)
Algorithm B(state,c) Algorithm B(state, m*,a*, N* xk™)
(pky, skq) <s DE.Kg(1%) Return A(state, m*,a*, N* xk™)

For ¢ =1 to |c| do € < DE.Enc(pky, c[i])
Return A(state,€)

Figure 12: N-SO-CPA adversary B in the proof of Theorem

Algorithm B.pg(1*%) Algorithm B.g(t,y*,a")

param s A.pg(1¥) (state, pars) <t

(pk,,, skn) <3 NE.Kg(1%) (pk,, skn, param) < pars

pars < (pk,, skn, param) For i + 1 to |y*| do

Return pars m[i] < NE.Dec(skn,y[i])

Algorithm B.cor(pkg, c, pars) w s A.g(state, m", a")

(pk,, skn, param) < pars Return w

pk < (pky, pk,,) Algorithm B.f(z, pars)

(state, I) <—s A.cor(pk, c, param) (pk,,, sku, param) < pars

t + (state, pars) ; Return (¢, 1) t < A.f(z, param) ; Return ¢

Algorithm M(1¥, pars) Algorithm Rsmp(1¥,y* a*, I, pars)

(pk,, skn, param) < pars (pk,, skn, param) < pars

(m, a) «<s M(1*, param) For i =1 to |y*| do

For i =1 to |m| do m*[i] « NE.Dec(skn,y"[7])
(a,zk, N) < ai] z <8 Rsmp(1*, m*,a*, I, param)
y[i] < NE.Enc(pk,, 2k, N, m[i]) Return z

Return (y, a)

Figure 13: D-SO-CPA2 adversary B, constructed sampler M, and its partial resampling algorithm
Rsmp in the proof of Theorem [5.1

secret keys for NE. It then runs M (1% param) to generate (m,a). Since M is unpredictable, each a[i] can be
parsed as (a;, zk;, N;). Now the “messages” of M is the vector y, where each y[i] = NE.Enc(pk,, zk;, N;, m[i]),
and the corresponding auxiliary information is still a[i]. The code of M is given in Figure Since M is (u, d)-
unpredictable, M is (NE.Guess(u), d)-entropic. Let § be a function such that M is d-partially resamplable. Let
0(y, pars) be the following function. It parses pars as (pk,,, sky, param), decrypts m[i] +- NE.Dec(sk,,y[i]), and
then returns §(m, param). Then M is d-partially resamplable: given any d-partial resampling algorithm Rsmp
for M, we can construct a d-partial resampling algorithm Rsmp for M as in Figure

Now, consider the adversary B attacking DE as given in Figure It targets message sampler M, with respect
to function &. Initially, B.pg(1*) runs param <+ A(1%), and then generates public and secret keys pk, and sk, for
NE. It then outputs pars < (pk,, skn, param). When B.g receives its “messages” y*, it extracts the secret key
sky from its state and decrypts m*[i] <~ NE.Dec(sky,y*[i]), and then gives m* to A.g together with the auxiliary

information a*. Then game HN—CPA—REAL‘,:’EM"S coincides with game D-CPA2—REAL€,’EH’S. Moreover, game

A,M,0 P . B,M,5 hn-so-cpe d-so-cpa2
HN-CPA-IDEAL_=""* coincides with D-CPA2-IDEALpz™". Hence Advﬁ;’j\f’[‘}(-) < AdvDE?Bi%E(-). |

NE1 ALONE 1S ENOUGH. Constructions via NtD transform will be at least twice slower than NE1, because we need
to run public primitives twice. But in the NPROM, NE1[H, LT] alone achieves both N-SO-CPA and HN-SO-CPA
security simultaneously. In Theorem below, we’ll show that NE1 is HN-SO-CPA secure. See Appendix
for the proof. We stress that for (u,oo)-unpredictable message samplers, NE1 allows the adversary to open as
many ciphertexts as it wishes.

Theorem 5.2 Let LT be a lossy trapdoor function with lossiness 7. Let M be a (u, d)-unpredictable resamplable
message sampler, and let § be a function such that M is d-partially resamplable. Let NEL[H, LT] be as above. In
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UE.Kg(1*) UE.Enc(pk, m) UE.Dec((pk, sk), c)
(pk, sk) +s DE.Kg(1*) ¢ < DE.Enc(pk,m) m < DE.Dec(sk, c)
Return (pk, (pk, sk)) Return ¢ If m # L then

¢’ < DE.Enc(pk,m)

If ¢’ # c then return L
Return m

Figure 14: Unique-ciphertext D-PKE scheme UE = UniqueCtx|DE] constructed from DE.

the NPROM, for any adversary A opening at most d ciphertexts, there is an adversary D such that

4q(k) | 4q(k)v(k)  v(k)(v(k) + 4q(k))
S T T om a0

hn-so-cpa
AvaEl[H,LT],A,M,d(k)

AV (b
where ¢(k) is the total number of random-oracle queries of A and M, and v(k) is the number of messages that M
produces. The running time of D is about that of A plus the time to run 6 and an efficient §-partial resampling
algorithm of M plus the time to run NE1[H,LT] to encrypt M’s messages. Adversary D makes at most ¢
random-oracle queries.

5.3 Achieving HN-SO-CCA Security

In proving that NtD[NE, DE] achieves HN-SO-CPA security, we don’t need any property of the D-PKE scheme
DE. This no longer holds for HN-SO-CCA. Indeed, consider a scheme DE,.,q such that DEp,q.Enc appends 0
to the ciphertexts, and DE,.q.Dec ignores the last bit of the ciphertexts. An adversary thus can obtain the
plaintexts by modifying the last bits of the ciphertexts, and querying those to the decryption oracle. Hence to
obtain HN-SO-CCA, one has to exploit some property of DE. We'll need DE to be unique-ciphertezt, a property
formalized by Bellare and Hoang [7].

Formally, a D-PKE scheme DE is unique-ciphertext if for every k € N, every (pk, sk) € [DE.Kg(1%)], and every
m € {0,1}*, there is at most a string ¢ such that DE.Dec(sk,c¢) = m. The D-PKE scheme DE,g above is not
unique-ciphertext. The unique-ciphertext property of DE ensures that if one modifies a ciphertext of NtD[NE, DE],
the underneath ciphertext of NE will be changed.

Bellare and Hoang also show how to efficiently transform a D-PKE scheme DE to a unique-ciphertext one UE:
in the decryption, we first recover the message, and then re-encrypt it and return L if the newly constructed
ciphertext doesn’t match the given one. The transform UniqueCtx is given in Figure Note that this transform
doesn’t affect the D-SO-CCA security of DE. Indeed, for any message sampler M, any PT adversary A attacking
UE = UniqueCtx[DE], it’s trivial to construct another PT adversary B attacking DE such that Advﬂ'éf’éf'j{j(-) <
Advd—so—cca ()

DE,A,M\")-
Let DE be unique-ciphertext and D-SO-CCA secure D-PKE and NE be an N-SO-CCA secure, entropy-preserving
nonce-based PKE. Then, Theorem [5.3| confirms NtD[NE, DE] achieves both HN-SO-CCA and N-SO-CCA security
simultaneously; the proof is in Appendix To instantiate DE, one can either apply the UniqueCtx transform
on a D-SO-CCA secure D-PKE scheme, or directly use our construction DE2 in Section [3.3]

Theorem 5.3 Let NE be a nonce-based PKE as above, and let DE be a unique-ciphertext D-PKE scheme such
that the ciphertext length of the former is a plaintext length of the latter. Let NE = NtD[NE, DE].

N-SO-CCA security: For any adversary A, any message sampler M, any function ¢ such that M is d-partially
resamplable, and any nonce generator NG, there is an adversary B such that

AdvRE e s () < AAVRENG BM,s () -
The running time of B is about that of A plus the running time of DE.Kg plus the time to run DE.Enc on the
messages that A produces, and the time to run DE.Dec on the decryption queries of A. Adversary B makes as
many decryption-oracle queries as A.

HN-SO-CCA security: For any adversary A, any (u,d)-unpredictable message sampler M, and any function §
such that M is d-partially resamplable, there are an adversary B that opens the same number of ciphertexts, a
function 0, and an (NE.Guess(u), d)-entropic, d-partially resamplable message sampler M such that

hn-so- d-so-cca
Advﬁ%,ﬁ,jﬁtfé(') < AdVDES:)BL:%,S(') .
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The running time of B is about that of A plus the running time of NE.Kg plus the time to run NE.Dec on v + p
ciphertexts, where v is the number of messages that M produces and p is the number of A’s decryption-oracle
queries. Adversary B makes as many decryption-oracle queries as A. The running time of M is about that of M
plus the time to run NE.Enc on v messages.

Alternatively, we can use NE2 directly. In Theorem below, we’ll show that NE2 is HN-SO-CCA secure. See
Appendix for the proof.

Theorem 5.4 Let LT be a lossy trapdoor function with lossiness 7. Let M be a (u, d)-unpredictable message
sampler, and let ¢ be a function such that M is d-partially resamplable. Let NE2[H,LT] be as above. In the
NPROM, for any adversary A opening at most d ciphertexts, there is an adversary D such that

AdVNEST T, 4, 0m,6(R)

6Q(k) | 4Q(k)v(k) N v(k)(v(k) +4Q(k))
- 2k ou(k) o7 (k)

+2Advip (k),

where q(k) is the total number of random-oracle queries of A and M, v(k) is the number of messages that M
produces, and p(k) is the number of decryption queries of A, and Q(k) = q(k) + 2p(k). The running time of D is
about that of A plus the time to run ¢ and a J-partial resampling algorithm of M plus the time to run NE2[H, LT]
to encrypt M’s messages. Adversary D makes at most () random-oracle queries.
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Standard Security Doesn’t Imply SOA on D-PKE

In this appendix, we’ll show that standard security notions for D-PKE don’t imply D-SO-CPA1. We'll use the
IND notion of Boldyreva, Fehr, and O’Neill [13], which is equivalent to PRIV but more convenient to work with.
Below, we’ll recall the IND notion. We also recall the UCE notion of hash functions [8], which will be used to
transform the recent R-PKE scheme of Hotheinz, Rao, and Wichs (HRW) [I7] to a D-PKE one.

21


http://eprint.iacr.org/2015/853
http://eprint.iacr.org/2015/792

Game IND-CPAE: (k) Procedure LR (mg, m1)
(pk, sk) <3 RE.Kg(1%); b+<s {0,1} Return RE.Enc(pk,my)
b s A'R(1% pk): Return (b =)

Figure 15: Game defining IND-CPA security. For queries (mg,m1) to the oracle LR, we require that
[mo| = |ma]

Game INDZ (k) Game UCES " (k) Game Predf (k)
b+<s{0,1} b+<s{0,1}; hk <s HKg(1") Q «+ 0; L<sSTsu(1k)
(pk, sk) +s DE.Kg(1%) L s S (17) ;b < D(1%, hk, L) z s P(1*, L)

(mg, m;) «s A; (1%) Return (b' = b) Return z € Q

For i =1 to |mg| do

cli] < DE.Enc(pk, ms[i)) Procedure HasH(z, () Procedure HAsH(z, () )
b s As(1%, pk, c) If T[xz,£] = L then , If T[xz, ] = L then T'[z, ] +s{0,1}
Return (b _ bl) If b = 0 then T[CIZ’, f} S {07 1} Q+ QU {l’}
Else T'[z, (] < h(hk,z,?) Return T'[z, {]
Return T'[z, /]

Figure 16: Game IND (left) defining security of a D-PKE DE, and games UCE (middle) and Pred
(right) defining UCE security of a hash function family H.

A.1 Some Security Notions

IND-CPA. Let RE = (RE.Kg, RE.Enc, RE.Dec) be a randomized PKE. We say that RE is IND-CPA-secure if for
any PT adversary A, .

Advi P (-) = 2 Pr[IND-CPA(-)] — 1
is negligible, where game IND-CPA is defined in Figure

IND seEcURITY. The formal definition of IND for a D-PKE scheme DE = (DE.Kg, DE.Enc, DE.Dec) is shown in
the left panel of Figure An IND adversary A is a pair (A1, As). Adversary A;(1%) first outputs a pair of

message vectors (mg, m;). We require that (i) there is a polynomial v such that |mg| = |m;| = v(k), (ii) there is a
polynomial n such that |my[i]| = n(k), for every b € {0,1} and every ¢ € {1,...,v(k)}, and (iii) for each b € {0, 1},
the messages my[1], ..., my[v(k)] are distinct. Let Guessa(k) = maxy, m, ;{Pr[my[i] = m : (mg, my) < A;(1%)]}.

An adversary A has high min-entropy if Guess, is a negligible function. The game then picks b <—s {0, 1}, generates
the public key pk <—s DE.Kg(1¥), and encrypts cli] - DE.Enc(pk, m[i]) for every i € {1,...,v(k)}. Adversary A,
is given pk and c, and has to guess the challenge bit b. Define AdeﬁA() = 2Pr[INDjg(-) = 1] — 1. The scheme

DE is IND-secure if Advgg’ 4(+) is negligible for every PT adversary A that has high min-entropy.

UCE. We now recall the UCE framework of Bellare, Hoang, and Keelveedhi [§]. Let H = (HKg, h) be a family of
hash functions of variable input and output length. That is, the function h takes as input a key hk, a string z,
and an integer ¢, and then outputs a string y = h(hk,z, £) € {0,1}*. Let S be a source, and D be a distinguisher.
The game UCE‘:’D in which S and D jointly attack H is shown in Figure The game starts by choosing a
bit b<-s{0,1} and a hash key hk +—sHKg(1*). The source is given access to an oracle HASH that implements
h(hk,-,-) if b =1, and implements a random oracle (of arbitrary input and output length) otherwise. The source

then leaks some information L to the distinguisher. The latter is also given the hash key hk, and has to guess
the challenge bit b. Define Advs () = 2Pr[UCE;" (-)] — 1.

To avoid trivial attacks, we have to restrict the source. There are many ways to do it, but here we’ll focus on
statistically unpredictable sources. The unpredictability of a source S is measured via game Pred in Figure
Note that this game doesn’t involve the hash family H. In this game, the source is again given access to an oracle
HAsH, but this time the oracle always implements a random oracle. The leakage L is now given to a predictor

P who tries to guess one of the source’s queries. Define Advgf;d(-) = Pr[Predf (-)]. A source is statistically

unpredictable if Advgff,d() is negligible for all (including computationally unbounded) predictors.

The hash family H is UCE-secure if Adv{’g (-) is negligible for all PT distinguishers D and all PT statistically
unpredictable sources S.

A.2 Separating IND and D-SO-CPA1

HRW CONSTRUCTION. Our counterexample is based on the recent (contrived) construction REp,y = (REpaq-Kg,
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DEbad-Kg(1") DEpad.Enc(pk, m) DEbad.Dec(sk, c)
hk +s HKg(1%) (hk, ek, pk’) < pk ; x < m[1,£(k)] (trap,y, z) < c; (hk, td, sk') < sk
(ek, td) < LT.IKg(1%) r < h(hk,00 || m, LT.il(k)) r < LT.Inv(td, trap)
(pk', 5k') ¢ Ry Kg(1¥) | R < h(hK,01 || m, REssq.r1(k)) m « h(hk, 1|7, [y @y
pk < (hk, ek, pk') trap < LT.Eval(ek,r) Return m
sk <+ (hk,td, sk')) y < h(hk, 10| r,|m|)&m
Return (pk, sk) 2 < REpad.Enc(pk’, z; R)
Return (trap,y, z)

Figure 17: D-PKE DEp,y that is IND-secure but is not D-SO-CPA1-secure.

REpad.-Enc, REpaq.Dec) of HRW to separate IND-CPA and SOA security of R-PKE. The scheme RE,,q4 is IND-CPA
secure, but is vulnerable to the following SOA attack. The message sampler M (1*, param) ignores param, picks

a secret s <—s {0, 1} and then secret-shares it to v(k) messages m[1],..., m[v(k)] so that any t(k) shares reveal
no information of the secret s. In other words, it picks ag,as, ..., a; uniformly from GF(2¢), the finite field of size
2¢, and computes mli] < f(i) for every i € {1,...,v(k)}, where f(z) = ag +a1x +- -+ a2z is the corresponding

polynomial in GF(2¢)[X]. Recall that any ¢ + 1 shares will uniquely determine the polynomial f (via polynomial
interpolation), and thus any ¢ 4+ 1 shares are uniformly and independently random. Still, there’s an efficient
adversary that opens only ¢ ciphertexts and can recover all messages.

OURrR D-PKE scHEME. Our D-PKE scheme DEpaqg[LT,H, REpad] = (DEpad-Kg, DEpag-Enc, DEpaqg.Dec), shown in
Figure[17} is based on the R-PKE scheme REpaq above, a UCE-secure hash family H, and a lossy trapdoor function
LT. It accepts messages of length 3¢(k), and requires that each individual message must have entropy at least
20(k). On a message m, it will essentially use the D-SO-CPAl-secure scheme in Section to encrypt m, and
uses REpag to encrypt the first £ bits of m; the coins of REp,q is produced via hashing m.

REsuLTs. Following HRW’s result, we can launch a D-SO-CPA1 attack to DEp,g as follows. The attack doesn’t
need a common parameter param; we therefore omit A.pg and also the argument param and the auxiliary
information. The message sampler M (1¥) first picks a secret s <—s {0, 1}*(*) and secret-shares it to x[1], ..., x[v(k)]
such that any ¢ shares reveal no information about s. It then chooses u[l], ..., ufv(k)] <s {0, 1}2¢®) and outputs
mll],...,mfv(k)], where each ml[i] is x[i] ||ufi]. This message sampler is (3¢,t)-entropic and also efficiently
resamplable. Indeed, given m[I], we can resample the vector m as follows.

e Case 1: |I| > t+ 1. Let m'[I] = m[I], and let x[i] be the first £ bits of m'[¢], for every ¢ € I. Then
x[I] uniquely determine a polynomial f in GF(2°)[X] such that x[i] = f(i) for every i € I. For every
g € {1, v(k)\, let m'[j] « x[j] | w'[j], where w'[j] <= {0,1}* and x[j] < f(j).

e Case 2: |I| <t. Again let m’'[I| + m[I]. Let S be a subset of {1,...,v(k)}\I such that |S| =¢t+1—|I|.
Sample m’[i] s {0, 1}*¢ for every i € S. Following Case 1 above to resample m’ given m'[ U S].

Now, using HRW’s result, we can build PT adversaries (A.cor, A.g) that open ¢ ciphertexts and recover x, where
each x[i] is the first ¢ bits of m[i]. Adversary A.g then outputs the checksum x[1]®---@®x[v(k)]. Likewise,
adversary A.f, on input m*, parses each m*[i] as x*[i] || u*[i], where |x*[i]| = ¢, and outputs x*[1]® - - - &x*[v(k)].
The adversary A thus wins with advantage 1 — 274,

What’s left is to show that DEp,q4 is indeed IND-secure, which is confirmed by Proposition below.

Proposition A.1 Let H be a UCE-secure hash family and LT be a lossy trapdoor function with lossiness 7. Let
REpad and DEp,qg[LT, H, REpad] be as above. Then for any adversary A such that Guess () < 2=2¢ there are ad-
versaries B1, Ba, source S, and distinguisher D such that AdVB]Edbad[LT7H7REbad] (-) < 2Advys (o) + 2Adv}_t-f-i7fB1 )+
Adv;;pEabad, B, (") + v2/LT.il, where v is the number of components in a message vector of A. Moreover, for any

predictor P, it holds that Advgflegd(-) < /2" +v/2" + 92 /2T The running time of each of By, Bs, S, D is about
that of A plus the time to use DEpag to encrypt A’s messages.

Proof: Consider games G1—G5 in Figure Game G corresponds to game INDéEbad[LT,H,REbad]~ Then

Advglgbad[LT,H,REbad]vA(-) =2Pr[Gi()] -1 .
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Games G (k), G2(k)
(mo, my) ¢ A1 (1%) ; b+ {0,1}
(ek, td) «s LT.IKg(1%)

Games G3(k), G4(k)
(mo,my) ¢ A1 (1°) 5 b+ {0,1}
ek <s LT.LKg(1%) ; hk «+ HKg(1%)

Game Gs(k)
(mo, my) <=5 A1 (1%) 5 b s {0,1}
ek < LT.LKg(1%) ; hk + HKg(1%)

ek s LT.LKg(1%); hk + HKg(1%)
(pk', sk’) s REpaa.Kg (1)
For i =1 to v(k) do
m <+ my[i] ; x[i] < m[1, (k)]
r[i] < h(hk,00| m, LT.il(k))
R < h(hk, 01 || m, REpaq.rl(k))
trap < LT.Eval(ek, r[i])
y < h(hk,10 || r[i], |m|)dm
2 < REpad.Enc(pk’, x[i]; R)
cli] < (trap,y, z)
b s As(1%, (hk, ek, pk'), c)
Return (b =1b")

(pk’, sk} <=3 REpaq.Kg(1%)
For i =1 to v(k) do

m < myi] ; x[i] < m[1, (k)]

rm s {071}LTAil(k)

R s {0, 1}REbad-r|(k)

trap < LT.Eval(ek, r[i])

pad s {0,1}I™

If H[r[i]] # L then

bad + true; pad + H|r[i]]

H{r[i]] + pad

2 < REpad.Enc(pk’, x[i]; R)

y < pad®m ; c[i] « (trap,y, z)
b s Az (1%, (hk, ek, pk'), c)
Return (b =1?')

(pk’, sk’) <3 REpaa.Kg (1)
For i =1 to v(k) do
m <— my[i] ; x[i] < ml1, (k)]
I‘[’L] s {07 1}LTAiI(k)
R s {0, 1}REbad-Yl(k)
trap < LT.Eval(ek, r[i])
2 < REpaq.Enc(pk’, x[i]; R)
y s {0,1}I™; c[i] « (trap,y, 2)
b s Az (1%, (hk, ek, pk’), c)
Return (b =)

Figure 18: Games G1—G5 in the proof of Proposition Games G5 and G35 contain the corresponding
boxed statements, but games G; and G4 do not.

Algorithm BI®(1%, pk’)
(mo, my) < Al(lk) ; b+s{0,1}
ek <3 LT.LKg(1%) ; hk + HKg(1%)

Algorithm S5 (1%)
(mo,my) <3 Ay (1%); b<s {0,1}
ek s LT.LKg(1%)
(pk', sk’) s REpaa.Kg (1)
For i =1 to v(k) do
m <+ my[i] ; x[i] < m[1, (k)
r[i] + HASH(00 || m, LT.il(k))
R < HasH(01 || m, REpaq.rl(k))
trap < LT.Eval(ek, r[i])
y < HasH(10 || c[¢], |m|)dm
2 < REpad.Enc(pk’, x[i]; R)
cli] < (trap,y, z)
L < (b, ek, pk’,c); Return L

Algorithm D(1", hk, L)
(b, ek,pk’,c) « L
b s Ax (1%, (hk, ek, pk’), c)
If (b’ = b) then return 1 For i =1 to v(k) do
Else return 0 m < my[i] ; x[i] < m[1, (k)]
] r[i] s {0, 1)L

trap < LT.Eval(ek, r[i])

z < LR(x[i])

y s {0,1}/™; c[i]  (trap,y, z)
b s Ay(1%, (hk, ek, pk’), c)
If (b ="b') then return 1
Else return 0

Figure 19: The source S (left), distinguisher D (middle), and adversary By (right) in the proof of

Proposition

We now explain the game chain. Game G5 is identical to game (G, except that instead of using an injective
key for the lossy trapdoor function, we use a lossy key. Consider the following adversary B; attacking the key
indistinguishability of LT. It simulates game G1, but uses its given key instead of generating a new one. Then
Pr(Gi(-) = 1] — Pr[Ga(-) =] = AdviF'5, () -
Next, game Gj3 is identical to game G2, except that instead of using h to hash, we’ll use a random oracle. Consider
the source S and distinguisher D in Figure They collaborate to simulate game G5, but the source uses the
oracle HASH instead of using the hash h. The distinguisher returns 1 if adversary Ay can correctly guess the
simulated challenge bit b, and returns 0 otherwise. Then
PI"[GQ() =

1] = Pr(Gs(-) = 1] = Advis () -

In game G4, when we apply the random oracle on the synthetic coins r, if some r[i] collides with a prior r[j] then
we ignore the consistency, producing a fresh random output. From the PRP/PRF Switching Lemma,
02

Pr[G5(-) = 1] = Pr[G4(-) = 1] < Pr[G4(-) sets bad] < ST
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Game G (k)
hk <5 {0,1}" ; param s A.pgR91 (1)
(m,a) s MRO1(1% param) ; 2z < 6(m, param) ; (ek, td) <s LT.IKg(1%)
For i =1 to |m| do
r[i] < RO(hk || 0| m[é],LT.il(k)) ; trap < LT.Eval(ek, r[i])
y & RO(hK || 1] v[i], Imfil)&m(i] ; cli] < (trap, )
(state, I) +s A.cor™2((hk, ek), ¢, param) ; w <s A.g"0 (state, m[I], a[I])
20 < Rsmp"©1 (1¥ m[I],a[l], I, param) ; b <s {0,1} ; t +s A.f%01(z,, param)

If (w = t) then return b else return 1 — b

Procedure RO (z,¢) Procedure RO3(z, )
Return RO(z, £) Return RO(z, ¢)
Procedure RO;(z, () Procedure RO4(z,{)
Return RO(z, £) Return RO(z, ¢)

Figure 20: Game G; of the proof of Theorem

Game G5 is a simplification of game G4. Since we always use a fresh, truly random one-time pad to mask each
message my[i], we now instead pick the masked string uniformly at random. Then

Pr(Ga() = 1] = Pr[G5() = 1] .

Next, consider the adversary Bs attacking REp,q in Figure It simulates game G5, but uses its given public
key instead of generating a new key pk’ for REp.g. Moreover, it uses its oracle to encrypt the first ¢ bits of
each message my[i]. It returns 1 if adversary A, can correctly guess the simulated challenge bit b, and returns 0
otherwise. Then

Pr[Gs(-) = 1] = Pr[CPARE () =1] .

Summing up,
Advglgbad[LT,H,REbad](') é 2Adv1|f|?g,D() + 2‘Advll_t'l('i,fliﬁ () + AdV(I;I)Eiad,BQ(.) + ’1)2/|_T|| ’

What remains is to prove that S is statistically unpredictable. Let P be a predictor. Consider the following
games H; and H,. They are identical to games G3 and G4 respectively, except that instead of returning (b = b'),
we'll give (b, ek, pk’,c) to P, and return 1 if and only if P can guess a message my[i] or a synthetic coin r[i].
Game H; corresponds to game Predg , and

Pr[H,(-) = 1] — Pr[Ha(-) = 1] < v?/2-TF1

On the other hand, in game Hj, the predictor is only given the images of r under LT with a lossy key, the
first ¢ bits of the messages m;, and some independent, random strings. The chance that it can guess some
r[i] is at most v/27, and the chance that it can guess some my[i] is at most v - 2°Guessa(-) < v/2‘. Hence

AdVER () <v/27 +0/2 4022 ]

B Deferred Proofs

B.1 Proof of Theorem [3.2]

Let RsmpRO be an efficient §-partial resampling algorithm of &RO. Consider games G1—Gy in Figures
Each game maintains three independent random oracles RO, RO, and RO*. Procedure RO maintains a local
array R as follows:

Procedure RO(z, ¢)

If R[z,¢] = L then R[x, /] s {0,1}*
Return Rz, {]
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Game Gz (k), Gs(k)
hk <5 {0,1}" ; done < false ; coll « false ; param +s A.pgh©1(1%)
(m, a) s MRO1(1% param) ; z; < §(m, param)
ek < LT.LKg(1%) ; done <+ true
For i =1 to |m| do
r[i| < RO(hk || 0| m[é],LT.il(k)) ; trap < LT.Eval(ek, r[i])
y < RO(hk || 1] x[i], jm[i][)mli] ; c[i] « (trap,y)
(state, I) +s A.cor™2((hk, ek), ¢, param) ; w <s A.g"%% (state, m[I], a[I])
20 <% Rsmp"©1 (1%, m[I],a[I], I, param) ; b s {0,1} ; t < A.f7°4(z,, param)
If (w = t) then return b else return 1 — b
Procedure RO (z, () Procedure RO3(z, )
If (|z| > k) A (z[1, k] = hk) then Return RO(z, £)
If —(done) then bad < true; coll < true
If coll then return RO(z, £)
Return RO(z, £)

Procedure RO;(z,¢) Procedure ROy (z,{)
Return RO(z, £) Return RO(z, ¢)

Figure 21: Games G5 and G3 of the proof of Theorem Game G5 contains the corresponding boxed
statement, but game G3 does not.

For simplicity, we omit the code of RO, RO, RO™ in the games. In each game, we use RO;, RO, RO3, and RO,
to denote the oracle interface of (A.pg, M), A.cor, A.g, and A.f respectively. Then
d-so-cpa2
AV a (k) = 2Pr[Gi(k) = 1] -1 .
We now explain the game chain. Game G5 is identical to game G, but instead of using an injective key generated
by LT.IKg(1%), we use a lossy key generated by LT.LKg(1¥). Game G5 also does the following bookkeeping: (i) it
maintains a variable coll that is always false, and (ii) in RO1(x,¢), if the prefix of x is hk and coll is true then
we return RO(z, ) instead of RO(z, ¢). Note that the code in (ii) is never executed, because coll is always false.
Consider the following adversary D(ek). It simulates game G1, but uses its ek instead of generating an injective
key. It outputs 1 if the simulated game returns 1, and outputs 0 otherwise. Then

Adv ', (k) = Pr[Gy (k) = 1] — Pr[Ga(k) = 1] .

This is the only place in the proof that we need M to be efficiently resamplable. Next, game G5 is identical to
game G, except the following: In ROy, if hk is a prefix of some oracle queries that A.pg or M makes then we
set coll to be true, triggering the use of RO. Hence in game G3, A.pg and M know nothing about RO (hk || z, £),
for any = € {0,1}* and any ¢ € N. Note that the oracle answers of Rsmp is still always consistent with those of
M. Games G5 and G5 are identical-until-bad, and thus from the Fundamental Lemma of Game-playing [10],
Pr[G2(k) = 1] — Pr[Gs(k) = 1] < Pr[G2(k) sets bad] < a(k) .
< S oF

In game G4, we unroll the code of procedure RO in producing the coins r[i]. The change is conservative,
meaning that Pr[G4(k) = 1] = Pr[G3(k) = 1]. Next, in game G5, instead of sampling the coins r[1],...,r[|r|]
independently, we ensure that they are distinct. The two games G4 and G5 are identical-until-bad. Then from
the PRP/PRF Switching Lemma,

0.50%(k) _ 0.5v2(k)

Pr[Ga(k) = 1] — Pr[Gs(k) = 1] < Pr[G4(k) sets bad] < STFIR) < B0

In game Gg, we unroll the code of procedure RO in hashing the coins r[i]. The change is conservative. In game
G, in procedure ROy, if the adversary A.cor make a query in {hk || 0| m[é¢], hk || 1|/ r[¢] | 1 <4 < |m]|}, then the
oracle lies, calling RO™ instead. Whatever A.cor is given is conditionally independent of m given param, and
thus the chance that it can make a query in {hk ||0||m[i] | 1 <i < |m|} is at most ¢(k)v(k)/2*). On the other
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Game G4(k), Gs(k)
hk <5 {0,1}" ; done < false ; coll « false ; param +s A.pgh©1(1%)
(m, a) s MRO1(1% param) ; z; < §(m, param)
ek < LT.LKg(1%) ; done <+ true
For i =1 to |m| do
ri] <s {0, 1}LT-1(0
If r[i] € Dom then bad < true; r[i] «s {0, 1}""*)\Dom
R[hk || 0 || m[i], LT.il(k)] < r[{]
Dom < Dom U {r[i]} ; trap < LT.Eval(ek, r[i])
y — RO(hk | 1]/ x[i], lmfi])@mli] ; cli] < (trap,)
(state, I) +s A.cor®™2((hk, ek), ¢, param) ; w <s A.g"0% (state, m[I], a[I])
20 s Rsmp"©1 (1% m[I], a[], I, param) ; b <s {0,1} ; t s A.f"04(2,, param)
If (w =t) then return b else return 1 — b
Procedure RO (z,¢) Procedure RO3(z, {)
If (|z| > k) A (2[1, k] = hk) then Return RO(z, ¢)
If —(done) then coll + true
If coll then return RO(z, ¢)
Return RO(z, £)

Procedure ROz (z, ¢) Procedure RO4(z,¥)
Return RO(z, ) Return RO(z, ¢)

Figure 22: Games G4 and G5 of the proof of Theorem Game G4 contains the corresponding boxed
statement, but game G5 does not.

Game Gg(k), Gr(k)
hk <5 {0,1}" ; done « false ; coll + false ; param +s A.pgh©1(1%)
(m, a) s MRO1(1% param) ; z; < §(m, param)
ek < LT.LKg(1%) ; done « true; Dom < )
For i =1 to |m| do
r[i] < {0, 1}*7"®\Dom ; R[hk || 0| m[i], LT.il(k)] < rli]
Dom < Dom U {r[i]} ; trap < LT.Eval(ek,r[i])
y s {0, 1300 Rihk || 1| fi], Im[i]]] « y@ml[i] ; cli] < (trap,y)
V e (k]| 0 | mls], hk || 1]/ ¥[i} | 1 < i < ml}
(state, I) +s A.cor™2((hk, ek), ¢, param) ; w <s A.g"%% (state, m[I], a[l])
20 s Rsmp®©1 (1% m([I], a[I], I, param) ; b s {0,1} ; t +s A.f84(2,, param)
If (w = t) then return b else return 1 — b
Procedure RO (z,¢) Procedure RO3(z,{)
If (|z| > k) A (x[1, k] = hk) then Return RO(z, £)
If —(done) then coll + true
If coll then return RO(z, £)
Return RO(z, )

Procedure RO (z, () Procedure ROy(z, {)
If © € V then bad < true; return RO*(z,¥) Return RO(z, ¢)
Return RO(z, £)

Figure 23: Games Gg and G7 of the proof of Theorem Game G contains the corresponding boxed
statement, but game G7 does not.

hand, since we use a lossy key in LT.Eval and the marginal distribution of each r[é] is uniformly random, the
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Game Gs(k), Go(k)
hk <5 {0,1}" ; done < false ; coll « false ; param +s A.pgh©1(1%)
(m,a) +s MRO1(1% param) ; ek +sLT.LKg(1*); done < true; Dom <« ()
For i =1 to |m| do
r[i] s {0, 1}*""®\Dom ; R[hk || 0 || m[i], LT.il(k)] < rli]
Dom < Dom U {r[i]} ; trap < LT.Eval(ek, r[i])
y s {0, 1} Rihk || 1| x[d], [mli][] + y@mli] ; cli] + (trap,y)
V e {hk 0] mli], bk [ 1] xli] | 1< i < [m]}
(state, I) +s A.cor®©2((hk, ek), c, param)
L + {hk||0||m[i], bk || 1 || m[i] | i € I} ; w s A.g"°%(state, m[I], a[I])
20 <3 Rsmp®©1 (1% m[I], a[I], I, param) ; b s {0,1} ; t +s A.f81 (2, param)

If (w=t) then return b else return 1 — b

Procedure RO, (z,¢) Procedure RO3(z,{)

If (|z| > k) A (2[1, k] = hk) then If £ € V\L then
If —(done) then coll + true bad < true; return RO™(z,¢)
If coll then return RO(z, £) Return RO(z, ¢)

Return RO(z, £)

Procedure ROz(z, ¢) Procedure ROy(z, )

If x € V then return RO*(z, £) Return RO(z, ¢)

Return RO(z, £)

Figure 24: Games Gg and Gg of the proof of Theorem Game Gg contains the corresponding boxed
statement, but game Gg does not.

chance that A.cor can make a query in {hk || 1| r[i]|1 <i < |m]|} is at most ¢(k)v(k))/27*). Hence
Pr[Gg(k) = 1] — Pr[G7(k) = 1] < Pr|Gr(k) sets bad|

q(k)v(k) | q(k)v(k)
- ou(k) or(k)

Game Gy is a simplified version of game G7. In game Gy, if A.g makes a query in {hk || 0 || m[é], hk || 1||r[{] | i & I},
to ROg3, then the oracle lies, calling RO™ instead. Since the ciphertexts are independent of m, and M is (u, d)-
entropic, and A.cor opens at most d ciphertexts, the chance that A.g can make a query in {hk || 0| mli], | & I},
is at most g(k)v(k)/2**). Let X, be the random variable of the number of preimages of LT.Eval(ek,r[j]). Then
the chance that A.g can make a query {hk || 1| r[¢] | ¢ & I} is at most

v(k)

- B(E 1) a0 B(E 1) <ah) S B(5)
gl ¢ i=1 "¢ i—1 %
We claim that for every j € {1,...,v(k)}, we have
B(y) <2 &
and thus - -
PH{GR(4) = 1]~ PrG(h) = 1) < 1020, a(Bu(t)

To justify Equation (T]), fix j € {1,...,v(k)} and let S = {LT.Eval(ek,r) | r € {0, 1}+T-1ENY - For each y € S,
let N, be the number of strings r € {0, 1}'T1(*) such that LT.Eval(ek,r) = y. Since Pr[LT.Eval(ek,r[j]) = y] =

Ny/2i_T.iI(k),
1 Ny 1 |S‘ —7(k)
E(fj) = Z olT.l(k) " . — oLT.l(k) <2
yeS Y
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as claimed.

Next, note that in game Gg, whatever A.cor receives is independent of m, so the set I is conditionally independent
of m, given param. Hence conditioning on param, the distribution of the resampled string zy is the same as
z1 = §(m, param), and both are conditionally independent of hk given param. Let Bad be the event that A.f can
make a query whose prefix is hk, which happens with probability at most g(k)/2*. If Bad doesn’t happen then from
the joint view of A.f and A.g, the string zg is identically distributed as z;, and the output of A.f is conditionally
independent of the ciphertexts and the public key, given param. Hence Pr[Gg(-) = 1] < 1/2+ ¢(k)/2*. Summing
up,

AdvpsrPi (k) = 2Pr(Gi(k) = 1] -1
aq(k) | v(k) (k) +4q(k))  dq(k)v(k)
= ok T o7 (k) +—um  +2Advirp(k)

as claimed.

B.2 Proof of Theorem 4.1]

Let Rsmp be an efficient d-partial resampling algorithm of M. Consider games G1-G1 in Figure 25 Figure [26]
and Figure The games maintain a procedure RO as follows.

Procedure RO(z, ¢)
If R[z,¢] = L then R[x, /] s {0,1}*
Return Rz,

Let RO; denote the interface to the random oracle of M and Rsmp, and also A’s interface to the random
oracle before it’s given the ciphertexts. Let RO2 denote A’s interface to the random oracle after it’s given the
ciphertexts, but still not given the messages, and let RO3 denote A’s interface to the random oracle after it’s
given the messages. Wlog, assume that A doesn’t repeat a prior random-oracle query, and assume further that
q(k) < 2%. We now explain the game chain. Game G corresponds to game N—SO—CPA‘,&’EJI\/[%LTLNG. Game G is

identical to game G1, except that the seeds xk[j] are distinct. Then from the PRP/PRF Switching Lemma

v? (k)
Pr[Gi(k) = 1] — Pr[Ga(k) = 1] < T
Next, in game Gj, instead of using an injective key for LT, we’ll use a lossy key. Consider the following adversary
B against LT. It simulates game G3, but uses the given key instead of running LT.LKg, and outputs 1 if and only
if the simulated game returns 1. Then

Pr[Ga() = 1] — Pr[G5() = 1] < Advi'{5() -

Next, game G4 is identical to game G3, but for each sender j € J, if some of its nonces (generated by NG) repeats
then we prematurely terminate the game and return 0, and thus effectively let the adversary lose. Consider the
following adversary D attacking NG. It runs A and simulates game G35, but with the following changes. When D
has to enter the loop to generate the ciphertexts, it picks j <—s J. For sender j, instead of running NG to generate
the nonces, D will use the nonce selectors of sender j to feed its oracle RP. Since D doesn’t know the nonces
of sender j, it has to pick the coins r[i] for sender j uniformly at random, instead of calling RO. The adversary
D also records random-oracle queries of A and M of the form (hk| 0| (zk[j], N,m),LT.il(k)), and stores the
components N in a set S. Finally it outputs a random element in S. Then

Pr[G5(-) = 1] — Pr[G4(-) = 1]

IN

Pr[Gs(-) sets bad]

v - AdVerG’D(-) < qu- AderpGyD(-) )

IN

Game G5 is identical to game Gy, plus some bookkeeping. Hence,

Pr(G5(-) = 1] = Pr[Ga() = 1] .

29



Games G (k), G2(k) Games G3(k), G4(k)
(ek, td) < LT.IKg(1%) ; Dom <« § ek +s LT.LKg(1%) ; Dom « 0
hk +s{0,1}" ; pk « (hk, ek) hk +s{0,1}* ; pk « (hk, ek)
(J, state) s ARO1(1% pk) (J, state) s ARO1(1% pk)
For j=1,...,v(k) do For j=1,...,v(k) do
xk[j] <5 {0,1}*; st[j] + ¢ xk[j] <5 {0,1}*\Dom ; st[j] < ¢
If xk[j] € Dom then Dom <« Dom U {zk[j]}; S; < 0
bad + true; xk[j] <3 {0,1}*\Dom (param, N, U, o, state) «s A0t (state, xk[J])
Dom < Dom U {zk[j]} (m, a) <—s M"O1 (1% param) ; b« {0,1}
(param, N, U, o, state) +s A0t (state, xk[J]) For i =1 to |m]| do
(m,a) +s MEO1(1% param) ; b+<s{0,1} j <« U]
For i =1 to |m| do If j € J then
j + U] (N, st[j]) <= NG(1*, st[5], o[i])
If j € J then If N € S then
(N, st[j]) «s NG(1%, st[j], o[i]) bad < true; Return 0
N[i]+ N N[+ N; S; < S; U{N}
v« (wklj], Ni], mfi]) v« (wklj], Nil, m{i])
r[i] < RO(hk| 0| z, LT.il(k)) r[i] < RO(hk| 0| z, LT.il(k))
y  RO(hK | 1 x[i}, [m{s] )&m(i] y  RO(hK | 1 x[i, [m{s] )&m(i]
trap < LT.Eval(ek, r[i]) trap < LT.Eval(ek, r[i])
cli] « (trap,y) cli] « (trap,y)
(I, state) «s ARO2 (state, c) (I, state) +s ARO2 (state, c)
Foriel, j=1 to |m|do Foriel, j=1to |m|do
If Uli] = U[j] then I + T U {j} If Ui = U[j] then I + TU {j}
20 <=3 Rsmp"©1 (1% m[I], a[I], I, param) 20 <% Rsmp"©1 (1% m[I],a[I], I, param)
z1 < 6(m, param) z1 < 0(m, param)
b s ARO3 (state, m[I], a[I], N[I], zk[U[I]], zb) b s ARO3 (state, m[I], a[I], N[I], zk[U[I]], zb)
Return (b =1b") Return (b =1b")
Procedure RO (z,¢) Procedure RO;(z,{)
If H[z,¢] = L then Hlz,{] < RO(z,¥) Return RO(z, ¢)
Return H|z, /)
Procedure RO3(z, ¢)
Return RO(z, £)

Figure 25: Games G1—G4 in the proof of Theorem [4.1, The games share the same code for procedures

ROl, ROQ, RO3, and RO4.

Next, in game Gg, recall that to generate the ciphertexts, for every i < v(k), one has to call
r[i] < RO(hk || 0 (xk[U[i]], N[i], m[i]), LT.il(k)) .

If there’s some prior query ROq (hk || 0] (xk[U[d]], Ni], m), LT.il(k)), instead of using the consistent answer, we
picks a random value for r[i] and overwrite RO to make r[i] consistent with RO. Note that now RO and RO,
are no longer consistent, but (i) ROy and ROj3 are still consistent with RO, and (ii) subsequent queries to RO;
by Rsmp will be consistent with prior queries by M, instead of using the overwritten entries in RO. Then

Pr[Gs(-) = 1] — Pr[Gs(-) = 1] < Pr[G5(-) sets bad] .

We now bound the chance that game G5(k) sets bad. Let i be the number that, computing the ciphertext for
m[i] triggers G4 to set bad, and let j be the sender of m[i]. If j & J, meaning that its seed xk[j] is secret, then
the chance that G5 sets bad is at most v(k)q(k)/(2* — v(k)) < v(k)(q(k) + v(k))/2*, because marginally, each
xk[j] is uniformly distributed over a set of at least 2% — v(k) elements. If j € J then the probability that game

30



Games G5(k), Gs(k)
ek +s LT.LKg(1%) ; Dom, Vo, Vi < 00
hk +s{0,1}* ; pk « (hk, ek)
(J, state) s ARO1(1% pk)
For j=1,...,v(k) do
xk[j] <5 {0,1}*\Dom ; st[j] < ¢
Dom <+ Dom U {xk[j]}; S; + 0
(param, N, U, o, state) «s A0t (state, xk[J])
(m,a) s MRO1(1% param) ; b+<s {0,1}
For i =1 to |m| do
j Ul
If j € J then
(N, st[j]) <= NG(lkv st[j], o[i])
If N € S; then return 0
N[+ N; S; < S; U{N}
v« (wklj], Ni], mfi])
If (xk[j], N[i]) € Vb then
bad «+ true
R[hk || 0| z, LT.il(k)] s {0, 1}-®)
r[i] < RO(hk || 0] z, LT.il(k))
y + RO(hK|| ]| x[i}, jm[i]})&m(i]
trap < LT.Eval(ek, r[i])
c[i] « (trap,y)
(I, state) «s AR (state, c)
Fori eI, j=1to |m|do
If Uli] = U[j] then I < T U {5}
2o <3 Rsmp©1 (1% m([I], a[I], I, param)
z1 + 6(m, param)
b s AR93 (state, m[I], a[l], N[I], zk[U[I]], z»)
Return (b=1')

Games G7(k), Gs(k)
ek +s LT.LKg(1%) ; Dom, Vo, Vi < 00
hk +s{0,1}* ; pk « (hk, ek)
(J, state) s ARO1(1% pk)
For j =1,...,v(k) do
xk[j] <5 {0,1}*\Dom ; st[j] < ¢
Dom + Dom U {xkl[j]|}; S; + 0
(param, N, U, o, state) «s A0t (state, xk[J])
(m,a) s MRO1(1% param); b+<s {0,1}
For i =1 to |m]| do
j Ul
If j € J then
(N, st[j]) <= NG(lkv st[j], o[i])
If N € S; then return 0
N[i]+ N; S; < S; U{N}
v« (wklj], Ni], mfi])
ri] <s {0, 1}LT-1(0
If ri] € Vi then
bad « true; r[i] +s {0, 1} 1N\ 14
Vi« ViU {r[i]}
R[hk |0 ||z, LT.il(k)] + r[4]
y + RO(hK|| ]| x[i}, jmi] )&m(i]
trap < LT.Eval(ek, r[i])
c[i]  (trap,y)
(I, state) «s ARC2(state, c)
Fori eI, j=1to |m|do
If Ui] = U[j] then I < T U {j}
2o s Rsmp"©1 (1% m[I], a[I], I, param)
z1 < 0(m, param)
b s ARO3 (state, m[I], a[I], N[I], k[U[I]], z)
Return (b =1?')

Procedure RO (z,¢)

If x[1] = hk|| 1| s then V; < V1 U {s}

If = hk || 0] (zk, N, m) then Vo < (zk, N)
If H[z, 4] = L then Hlz,{] < RO(z,{)
Return H|z,

Procedure ROz (z,¢)
Return RO(z, ¢)

Procedure RO3(z, )
Return RO(z, ¢)

Figure 26: Games G5—Gs in the proof of Theorem [4.1

ROl, ROQ, ROg, and RO4

The games share the same code for procedures

G5 sets bad is at most g(k)v(k) - Advyg p(k). Hence,

v(k)(q(k) + v(k)) ,
Pr[G5(k) = 1] — Pr[Ge(k) = 1] < ok +q(k)v(k) - Advyg (k)
In game G7, instead of first running RO to pick a uniformly random value and then assigning that to the coins r[i],
we’ll choose r[i] uniformly at random, and set RO to be consistent with r[i]. Then Pr[G7(-) = 1] = Pr[Gg(:) = 1].
In game G, instead of sampling r[1],...,r[v(k)] uniformly, we’ll pick them so that (i) they are distinct, and (ii)
there’s no prior query RO1(1 || r[i], ¢), for any i € {1,...,v(k)} and any ¢ € N. Then

vwtq) vlvtq)

Pr(Gr(-) = 1] = PrGs() = 1] < — < =
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Games Gy(k), Gio(k)
ek s LT.LKg(1%) ; Dom, Vo, V1 « 0
hk <5 {0,1}"; pk « (hk, ek) ; (J, state) <s ARO1(1% pk)
For j=1,...,v(k) do
xk[j] +s {0,1}*\Dom ; st[j] + ¢; Dom < Dom U {xk[j]}; S; < 0
(param, N, U, o, state) <s ARO1 (state, xk[J])
(m, a) s MRO1(1% param) ; b s {0,1}
For i =1 to |m| do
j < Uld]
If j € J then
(N, st[j]) <5 NG(1*, st[j], &[i]) ; If N € S; then return 0
N[i] < N; S; < S; U{N}
 (aklj], N[i),mli]) ; r[i] < {0, 1} NV Vo= ViU {efi]}
R[hk || 0 || z, LT.il(k)] < r[i] ; y < RO(hk|| 1| r[i], |m[¢]|)Pml]i]
trap < LT.Eval(ek,r[i]) ; c[i] « (trap,y)
W {hk [0 || k(UL NGl m), hk || 1]|xli] | 1 < i < v(k),m € {0,1}"}
(I, state) «s ARO2 (state, c)
Forie I, j=1 to |m|do
If Uil = U[j] then I + TU {5}
20 <3 Rsmp"©t (1% 'm([I], a[I], I, param) ; z1 < 6(m, param)
b s ARO3 (state, m[I], a[l], N[I], zk[U[I]], z)
Return (b =)

Procedure RO (z, () Procedure ROx(z, ()

If z[1] = hk|| 1| s then Vi + V3 U {s} If x € W then

If © = hk || 0| (zk, N, m) then bad + true; y<s{0,1}*; Return y
Vo « (ak, N) Return RO(z, £)

If H[z,¢] = L then Hlz,{] + RO(z,?) Procedure RO3(z, {)

Return Hlz, {] Return RO(z, ¢)

Figure 27: Games Gg and G in the proof of Theorem The games share the same code for procedures
ROl, ROQ, ROJ, and RO4

Game Gy is the simplified version of game Gg, and thus
Pr[Go(-) = 1] = Pr[Gs(-) = 1] .

Next, game G is identical to game Gy, except that for queries (z,¢) to ROa, if 2 € {hk || 0| (xk[U][i]], N[i], m),
hk||1]r[é] | 1 < ¢ < v(k),m € {0,1}*} then the oracle lies, giving a random answer, independent of RO.
Note that now the marginal distribution of each r[i] is not uniformly random anymore, but it’s still statistically
q/2tT" < q/27 close to uniform. Moreover, the adversary is given the image of r[i] under LT.Eval with a lossy key.
Hence the chance that there’s a query ROq(z, £) such that x € {hk| 1| r[é] | 1 <i < wv(k)} is at most 2qv/2".
On the other hand, the chance that there’s a query ROs(x, £) such that « € {hk || 0| (xk[U[i]], N[i],m) |1 <i<
v(k),m € {0,1}*,U[i] € J} is at most
2 2

v v
qu - Advyg p () + U =4V Advyg p() + o1’

where the term v2 /271 accounts for the failure of D to produce distinct r[1],.. ., r[v(k)]m Moreover, the chance
that there’s a query ROz (z, ¢) such that « € {hk | 0| (xk[U[i]], N[i],m) | 1 < i <wv(k),m € {0,1}*,U[i] ¢ J} is

10Note that in the simulated game by D, the game doesn’t terminate when NG generates a repeated nonce, but in that case, the
adversary A is given advantage 0 anyway. The simulated game also behaves different from game Gy if the adversary A can query
some (0 || (zk, N, m), ) such that N is a nonce generated by NG, but then D can add this N to its set S.
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Procedure DEC(c) Procedure RO(z, £)
(trap,y,z) < ¢ If (¢ = k) then
For r € S do If (x = hk || 10|| w) then
If (LT.Eval(ek,r) = trap) then S+ SU{wl1,LT.il(k)]}
m <+ RO(hk || 01| r, |y|)®y Return RO(z, ¢)
If (z = RO(hk || 10| r || m, k)) then return m
Return L

Figure 28: Procedures RO and DEC in game G in the proof of Theorem The set S is initialized to
be the empty set.

at most v(k)(q(k) + v(k))/2%. Then

k)(q(k) + v(k)) 0.5v2(k) + 2q(k)v(k)

Pr[Gy(k) = 1] — Pr[G1o(k) = 1] < o + q(k)v(k) ~Adv,r\,pG’D(k) +

ok 2-r(k)
In game G, let Bad be the event that there’s some query (z, £) to RO3 such that « € {hk || 0| (xk[U[i]], N[i],m) |
1lrfi] | i ¢ I,m € {0,1}*}. The chance that there’s a query RO3(x, £) such that @ € {hk || 0| (zk[U[d]], N[i],m) |

i ¢ I,me{0,1}*} is at most

v(k)(q(k) + v(k))
2k

v? (k)
+ or(k)+1

+q(k)o(k) - Advyg p (k)

Next, if the marginal distribution of each r[i] were uniform (which is not true), then similar to the proof of
Theorem the chance that one can query (1| r[é],£) for some i & I, after adaptively choosing I, is at most
vq/27. Since the marginal distribution of each r[é] is ¢/27 close to the uniform distribution, the actual probability
that there’s a query (x,¢) to ROz such that « € {hk||1||r[i] | 1 < i & I} is at most 2vq/27. Hence the chance
that Bad happens is at most

v(k)(q(k) + v(k))
2k

0.5v2(k) + 2q(k)v(k)
27 (k)

+q(k)o(k) - Advily (k) +

Now, suppose that Bad doesn’t happen. Note that in game G1g, the set I is independent of m, and thus zg is
identically distributed as 2y = §(m, param), conditioning on param,a[l], m[I], N[I],zk[U[[]]. The adversary is

given rfi], for i € I, and it knows that M never queries (1| r[i],¢). Thus Pr[G1o(-) = 1 | Bad| is bounded by
1/2 4 qu/2tT1 < 1/2 4 qu/27, and thus

v(k)(g(k) + v(k))

PrGo(k) =1 < ++ + q(k)o(k) - Advyg p(k)

2 2k
0.502(k) + 3q(k)v(k)
+ 57 (R .

Summing up,

Advrl\ll_lgi)[_;},)iT},NG,A,M,é(k) = 2Pr[Gi(k)=1] -1

< 2Adv({(k) + 8q(k)u(k) - Advily (k)

Tu(k k)+v(k 12v(k k)+ vk
It )(q(213+ (k) | 120 )(gg(k);r (k)

B.3 Proof of Theorem 4.2

Let G1 be the same game as N—SO—CCAGEQ/[;’?! LTING but for clarity, we’ll let RO denote the adversary’s interface

to the random oracle RO. Let G5 be the game that is identical to G, but it uses the procedures RO and DEC
as shown in Figure Procedure RO records the substrings w[1, LT.il(k)] in its queries (hk || 10| w,k) in a set
S. Now, in the new DEC, if we are given a ciphertext ¢ = (trap,y, z), we check if any r € S can be a pre-image
of trap. If yes then we’ll output the corresponding message m (provided that RO(hk || 10 || r || m, k) matches z).
Otherwise, we’ll return L.
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Algorithm B.g(state,y™, w", param)
For i =1 to |y*| do (m,zk, N) + y*[i] ; a[i] + (a,zk, N); m[i] + m
Return A.g(state, m*,a*, param)
Algorithm M(1% param) Algorithm Rsmp(1¥,y*, w*, I, param)
(m, a) <s M(1*, param) For i =1 to |y*| do
For ¢ =1 to |a| do (m,zk, N) < y™[i] ; m™[i] + m
(a,zk, N) « ali]; w[i] < a a*[i] « (w*[i], 2k, N)
yv[i] < (mli], zk, N) z < Rsmp(1*, m*, a*, I, param)
Return (y, w) Return z

Figure 29: Adversary B, constructed sampler M, and its partial resampling algorithm Rsmp in the
proof of Theorem and also in the proof of Theorem Adversary B is constructed from an
adversary A, and B.pg, B.cor, and B.f coincide with A.pg, A.cor, and A.f, respectively.

We now bound the gap between Pr[G; = 1] and Pr[G3 = 1]. The adversary can distinguish the two games if it
can make a decryption query ¢ = (trap,y, z) such that the decryption oracle in game Gs returns L, but that of
game G returns a non-L answer. Let r = LT.Inv(¢d, trap). Since the decryption oracle in game Go returns L on
this query, the adversary must never query RO(hk || 10| 7 || s, k) before, for any s € {0,1}*. First consider the
case that the query is made before the adversary is given the ciphertexts c. Since the decryption oracle in game G
returns a non-_L answer m for this query, we must have z = RO(hk || 10 || r || m, k), which happens with probability
at most 27%. Next consider the case that the query is made after the adversary is given the ciphertexts c. Since the
decryption oracle in game Gy returns a non-1 answer m for this query, we must have z = RO(hk || 10 || r || m, k).

If there is no i € {1,...,v(k)} such that (r,m) = (r[i], my[i]) then z = RO(hk || 10| r || m, k) with probability
27F otherwise c is the same as c[i], which is forbidden. Hence
p(k
Pr[Gi(k) = 1] — Pr[Ga(k) = 1] < é—k) :

Now in game G5, the adversary actually can compute the answers of DEC by itself. Each decryption query will
cost two additional RO queries. Hence we can assume that A makes no decryption queries, and instead makes
at most g + 2p random-oracle queries.

What’s left is to prove the N-SO-CPA security of NE2[H, LT] against an adversary A that makes at most ¢ + 2p
queries. Let Q = 2p + ¢ + v. Following the proof of Theorem there are adversaries B and D of the claimed
running time such that

T(k)Qk) | 12v(k)Q(k)
2k 2T(k) :

AdvE i e ans(F) < 2Adv T (k) + 8u(k)Q(k) - Advyy (k) +

This completes the proof.

B.4 Proof of Theorem [5.2]

Consider the following message sampler M (1%, param). It runs M(1¥, param) to generate (m,a). Since M is
unpredictable, each a[i] can be parsed as (a;, zk;, N;). Now the “messages” of M is the vector y, where each
y[i] = (ml[i], 7k;, N;), and the corresponding auxiliary information is a;. The code of M is given in Figure
Since M is (p, d)-unpredictable, M is (u, d)-entropic. Let § be a function such that M is d-partially resamplable.
Let 6(y, param) be the following function. It parses cach y[i] as (mli], zk;, N;), and then returns §(m, param).
Then M is é-partially resamplable: given any J-partial rebamphng algorithm Rsmp for M, we can construct a
S-partial resamplin algorlthm Rsmp for M as in Figure 29l Let B be the adversary attacklng the D-PKE scheme
DE1 in Section as specified in Figure 291 Note that game HN-CPA- REALMS  coincides with game

NE1[H,LT]

D-CPA2- REALgEﬁ; 7> and game HN-CPA- IDEALNE1 4717 coincides with D-CPA2- IDEALgE/I‘AH‘SLT] Hence
hn-so-cpa d-so-cpa
AvaEl[H IET],A,M,J(.) < Adv DEl[HpLT] Bﬂj() .

The claimed result then follows from Theorem
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Algorithm B (1% pk) Algorithm BP™(state, xk*)

(pkg, ska) <s DE.Kg(1%) (pky, ska,t) < state

(J, ) <= APESSM(1F 5L (param, N, U, o, t) +s APSM (¢ k™)
state < (pky, ska,t) state < (pky, ska,t)

Return (J, state) Return (param, N, U, o, state)
Algorithm BP™(state, c) Algorithm BP™(state, m*,a*, N* xk*)
(pky, ska,t) < state (pky, ska,t) < state

For i =1 to |¢| do € < DE.Enc(pky, cli]) Return APES™M(t m* a*, N* xk*)

(I,t) +s AP™SM (state ©)

state < (pky, ska,t) ; Return (I, state)

Procedure DECSIM(c)

y < DE.Dec(skq, c); m < DEC(y) ; Return m

Figure 30: N-SO-CCA adversary B in the proof of Theorem

Algorithm B.pg(1*) Algorithm B.gP*(¢,y*,a")

param s A.pg(1¥) (state, pars) < t

(pk,,, skn) <s NE.Kg(1¥) (pk,, skn, param) < pars

pars < (pk,, skn, param) For i + 1 to |y*| do

Return pars m[i] < NE.Dec(skn,y[i])
w s A.gPESM (state, m*, a*)

Algorithm B.cor”™(pk,, c, pars)

(pk,, skn, param) < pars Return w

pk « (pky, pk,) Algorithm B.{(z, pars)
(state, I) +s A.cor®™™(pk, c, param) (pk,, skn, param) < pars

t + (state, pars) ; Return (¢, 1) t <—s A.f(z, param) ; Return ¢

Procedure DECSIM(c)

y < DEC(c) ; m < NE.Dec(skn,y); Return m

Figure 31: D-SO-CCA adversary B in the proof of Theorem

B.5 Proof of Theorem [5.3|

For the first part, consider an arbitrary adversary A. Consider the adversary B in Figure[30| attacking NE. Note
that due to the unique-ciphertext property of DE, adversary A can’t force B to query its ciphertexts to its decryp-
tion oracle. Then game N—SO—CCAJ,\?,’EA,(}’GJ coincides with game N-SO-CCAZM9 " and thus Advi=ece () <

NE,NG’ NE,NG,A,M,s
n-so-cca
AdVNE,NG,B,M,a(')-

For the second part, consider an arbitrary adversary A and a message sampler M. Consider the following message
sampler M (1%, pars). It parses param as a triple (pk,,, skn, param), where pk, and sk, are public and secret keys
for NE. It then runs M(1*, param) to generate (m,a). Since M is unpredictable, each a[i] can be parsed as
(a;, zk;, N;). Now the “messages” of M is the vector y, where each y[i] = NE.Encﬁfn,xki,Ni,m[i]), and the

corresponding auxiliary information is still afi]. The code of M is given in Figure which is in the proof of
Theorem Since M is (p, d)-unpredictable, M is (NE.Guess(u), d)-entropic. Let § be a function such that M
is 6-partially resamplable. Let &(y, pars) be the following function. It parses pars as (pk,,, sk, param), decrypts
m[i] + NE.Dec(sky,y[i]), and then returns d(m, param). Then M is §-partially resamplable: given any J-partial
resampling algorithm Rsmp for M, we can construct a §-partial resampling algorithm Rsmp for M as in Figure

Now, consider the adversary B attacking DE as given in Figure It targets message sampler M, with respect
to function &. Initially, B.pg(1*) runs param <+ A(1%), and then generates public and secret keys pk, and sk, for
NE. It then outputs pars < (pk,, skn, param). When B.g receives its “messages” y*, it extracts the secret key
sky from its state and decrypts m*[i] +— NE.Dec(sk,, y*[i]), and then gives m* to A.g together with the auxiliary
information a*. When A.g asks a decryption query ¢, adversary B.g uses its decryption oracle to decrypt c to get a
ciphertext y of NE. It then uses sk, to decrypt y, and returns the result to A.g. Then game HN-CCA-REALAM?

o NE _
coincides with game D-CCA-REALGE™", and game HN-CCA-IDEALZ coincides with D-CCA-IDEALDE™.
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DE.Kg(1*) DE.Enc(pk,m)

(¢k, td) < LT.IKg(1") (hk, ek) < pk ; r + H(hk|| 00| m, LT.il(k))
hk +s{0,1}F trap < LT.Eval(ek,r)

pk < (hk, ek) y < H(hk| 01| r,|m|)®m

sk < (hk, ek, td) z < H(hk | 10]| 7 || m, k)

Return (pk, sk) Return (trap, y, z)

Figure 32: D-PKE scheme DE = DE3[H, LT] in the proof of Theorem The decryption of DE is omitted,
because it doesn’t matter for D-SO-CPA security.

Hence Adv},\%" atsl) < Advg‘é”of;’%’g().

B.6 Proof of Theorem [5.4]

Let G; be the same game as HN—SO—CCA’S’E/;?}QELT], but for clarity, we’ll let RO1,RO3, and RO3 denote the
interfaces to the random oracle of (A.pg, M), (A.cor, A.g), and A.f respectively. Since A.cor and A.g share a state,
wlog, assume that the joint adversary (A.cor, A.g) doesn’t repeat a prior random-oracle query. Moreover, in the
interface RO2, for bookkeeping purpose, we record the queries of the form (hk || 10 || z, k) and store z[1, LT.il(k)]
in a set S. Game G5 is identical to game G, but using the following implementation of the decryption oracle
DEC. On input ¢ = (trap, y, z), algorithm DEC(c¢) checks if there is some r € S such that LT.Eval(ek,r) = trap.
If yes then it outputs
m + RO(BK] 01|, [y]) @,

provided that z = RO(hk|| 10| r || m, k). Otherwise, it outputs L. We now bound the gap between Pr[G; = 1]
and Pr[Gy = 1]. Assume that A.pg and M never query ROq(hk]| -,-). This happens with probability at least
1 —q(k)/2*. The adversary A can distinguish the two games if it can make a decryption query ¢ = (trap,y, z)
such that the decryption oracle in game G5 returns L, but that of game G; returns a non-1 answer. Let
r = LT.Inv(td, trap). Since the decryption oracle in game G returns L on this query, the adversary (A.cor, A.g)
must never query ROq(hk|| 107 || s, k) before, for any s € {0,1}*. Since the decryption oracle in game G
returns a non-_L answer m for this query, we must have z = RO(hk || 10 || || m, k). If there isno ¢ € {1,...,v(k)}
such that (r,m) = (r[i],m;[i]) then z = RO(hk || 10|/ r || m, k) with probability 27%, otherwise c is the same as
c[i], which is forbidden. Hence
Pr[Gi(k) = 1] — Pr[Ga(k) = 1] < 2% .

Now in game G5, the adversary actually can compute the answers of DEC by itself. Each decryption query will
cost two additional RO queries. Hence we can assume that A makes no decryption queries, and instead makes
at most ¢ + 2p random-oracle queries. So the next step is to bound the HN-SO-CPA security of NE2, against
an adversary A that makes at most () = g + 2p random-oracle queries. Consider the following message sampler
M(1% param). It runs M(1¥ param) to generate (m,a). Since M is unpredictable, each a[i] can be parsed as
(ai, zk;, N;). Now the “messages” of M is the vector y, where each y[i] = (m[é], zk;, N;), and the corresponding
auxiliary information is a;. The code of M is given in Figure Since M is (p, d)-unpredictable, M is (u,d)-
entropic. Let § be a function such that M is §-partially resamplable. Let §(y, param) be the following function.
It parses each y[i] as (mli], zk;, N;), and then returns 6(m, param). Then M is d-partially resamplable: given
any 6-partial resampling algorithm Rsmp for M, we can construct a é-partial resampling algorithm Rsmp for M
as in Figure Let B be the adversary attacking the D-PKE scheme DE3 as specified in Figure Note that

game HN-CPA-REALA0 — coincides with game D-CPA2-REALZA?  and game HN-CPA-IDEALAAM?

NE2[H,LT] COMHCN DE3[H,LT]® NE2[H,LT]
coincides with D-CPA2-TDEALG; ) 1. Then
hn-so-cpa d-so-cpa2
AdVNE2[H,IL)T],A,M,6(') S AdVDEa[HI?LT],B,ﬂ,S(') :

Following the proof of Theorem [3.2] we can construct an adversary D of the claimed running time such that

so- 4Q(k) | 4Q(k)u(k) (k) (v(k) +4Q(K))
d-so-cpa2 1tdf
AdVDEa[H,LT],B,ﬂ,E(k) < 2k + ou(k) or(k) + 2AdVLT,D(k)~

Summing up yields the claimed result.
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