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Abstract. We propose a nonce-based MAC construction called EWCDM
(Encrypted Wegman-Carter with Davies-Meyer), based on an almost xor-
universal hash function and a block cipher, with the following properties:
(i) it is simple and efficient, requiring only two calls to the block cipher, one
of which can be carried out in parallel to the hash function computation;
(ii) it is provably secure beyond the birthday bound when nonces are
not reused; (iii) it provably retains security up to the birthday bound
in case of nonce misuse. Our construction is a simple modification of
the Encrypted Wegman-Carter construction, which is known to achieve
only (i) and (iii) when based on a block cipher. Underlying our new
construction is a new PRP-to-PRF conversion method coined Encrypted
Davies-Meyer, which turns a pair of secret random permutations into
a function which is provably indistinguishable from a perfectly random
function up to at least 22"/% queries, where n is the bit-length of the
domain of the permutations.

Keywords: Wegman-Carter MAC, Davies-Meyer construction, nonce-misuse
resistance, beyond-birthday-bound security

1 Introduction

WEGMAN-CARTER MACS. A Message Authentication Code (MAC) is a funda-
mental symmetric-key primitive that allows a sender to authenticate messages
by computing tags that can be verified by the receiver (the sender and the
receiver sharing a common secret key). Many MACs are based on some underly-
ing cryptographic primitive such as a block cipher (e.g., CBC-MAC [BKRO00])
or a hash function (e.g., HMAC [BCK96]). A different approach, pioneered by
Wegman and Carter [WC81] (building on earlier work by Gilbert, MacWilliams,
and Sloane [GMST74]), first treats the message M with an almost xor-universal
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(AXU) hash function! H (i.e., a fast, combinatorial primitive rather than a
slow, cryptographic one) and masks the result with a one-time pad, resulting in
information-theoretically secure authentication. Since sharing a one-time pad for
each message to authenticate is not very practical, one can instead use a pseudo-
random function F, as first proposed by Brassard [Bra82], allowing the sender
and the receiver to share a short secret K rather than a long list of one-time pads.
The mask for each new message is then generated pseudorandomly by applying
Fi to a nonce N, a value used at most once. This reintroduces a cryptographic
primitive (and hence a computational assumption), but only for treating a small
nonce rather than a potentially long message. The resulting nonce-based MAC,
that we simply call the Wegman-Carter (WC) construction, is

WC[F, H]|k i, (N, M) = Fx(N) © Hg, (M),

where K is the key for the pseudorandom function F, K}, is the key for the AXU
hash function H, N is the nonce, and M is the message.?

The WC construction enjoys a very strong provable security bound when
nonces are never reused. Assuming that F is perfect (i.e., Fx is a uniformly
random function), any adversary seeing at most ¢, honestly generated tags and
making at most ¢, verification queries (i.e., forgery attempts) succeeds with
probability at most €q,, where ¢ is the maximal differential probability of H,
namely

€= Xgl}%%yPr [Hk, (X)® Hg, (X') =Y],
the probabilities being taken over the random draw of the hashing key Kj. When
F' is not perfect, there is an additional term accounting for its insecurity as a
PRF (more precisely, this corresponds to the best advantage an adversary can
achieve in distinguishing Fix from a uniformly random function within g,, + g,
queries).

Many AXU hash functions have been proposed for instantiating this construc-
tion, most of them based on polynomial hashing [Kra94, Rog95, Sho96, HK97,
BHK ™99, Ber00, KR00, KVW04, MV04, Ber05c]. See [Ber07] for more references
and a comprehensive survey of polynomial hashing. Universal hash functions
can also be constructed from a block cipher (e.g. by using the CBC mode with
prefix-free encoding [BR05, BPR05]), but in that case the provable maximal
differential probability depends on the PRP-security of the block cipher (hence,
this yields “computational” rather than “statistical” universal hash functions).

NONCE-MISUSE RESISTANCE. Despite the advantages just mentioned (efficiency
and excellent security bound), the WC construction has one major shortcoming:

! An AXU hash function is a keyed function with the property that for any two distinct
inputs, the probability over the draw of a random key that the outputs have a specific
difference is small.

2 Here and in all the following, we assume to fix ideas that the outputs of the PRF
and the hash function are n-bit strings and the group operation is bitwise xor; this
can be easily adapted to any other abelian group.



it is very vulnerable to nonce-misuse. If a nonce is repeated even a single time,
consequences can be catastrophic [Jou06, HP08]. For example, in the case of
polynomial universal hashing, this can lead to a complete recovery of the hashing
key, which allows universal forgeries. To remedy this nonce-misuse problem, the
simplest option, which has been known for long, is to apply the PRF to the
output of the hash function. For instance, if the PRF takes 2n-bit inputs, one
can define the tag as Fx (N||Hg, (M)); this construction was analyzed by Black
et al. [BHKT99, BC09]. If F takes only n-bit inputs, one can instead apply the
PRF with an independent key to the output of the WC construction, thereby
defining the tag as

Fier(Fic(N) @ Hyc, (M)). (1)

If one gets rid of the nonce, simply defining the tag as Fx(Hg, (M)), one
obtains a stateless MAC but the security bound includes an extra “birthday-type”
term eq?2,.

BEYOND-BIRTHDAY-BOUND SECURITY. There is another obstacle which can pre-
vent concrete implementations from enjoying the strong security bound promised
by the WC construction: pseudorandom functions are not always readily available,
and it is common to use a pseudorandom permutation instead, or in other words to
replace F' with a block cipher E. However, as first pointed out by Shoup [Sho96],
this causes the proven security bound to drop to the so-called birthday bound.
Indeed, a random permutation can be distinguished from a random function
within ¢ queries with advantage roughly ¢2/2". For resource-constrained environ-
ments, where lightweight cryptographic primitives based on block ciphers with
64-bit blocks are likely to be implemented, this means that security insurance
is lost after 232 queries, which is often unacceptable, especially when refreshing
keys regularly is excluded.

A first solution to overcome the birthday bound while using only a block
cipher is to use a randomized construction. However, existing schemes either
require very strong properties from the block cipher such as the ideal cipher
model [JJV02] or resistance to related-key attacks [JLO4], or require a relatively
large amount of randomness (at least 3n bits for the MACRX construction
of [BGK99]). The beyond-birthday-bound secure construction named MAC-R2 of
Minematsu [Min10] uses a random n-bit IV per message and bears resemblance
to the construction proposed in this paper, but it requires four calls to the
underlying block cipher. (Jumping ahead, our new construction requires only
two calls.) Moreover, reliable randomness might not always be available in some
environments, and it might sometimes be easier to maintain a state.

Another option is to implement Fx in construction (1) from a block cipher
E using a so-called PRP-to-PRF conversion method [BKR98, HWKS98] with
beyond-birthday-bound security. (On the other hand, it is easy to see that
the outer PRF Fg/ can be directly implemented by a block cipher without
security loss.) Perhaps the simplest such method is the “xor” construction
Ek,(N)® Exk,(N), or its close single-key variant Fx (N||0) @& Ex (N||1), which
have been analyzed in a number of papers [BI99, Luc00, Pat08a, Pat13, CLP14].



However, all known methods require at least two block cipher calls; taking into
account the outer encryption layer, this amounts to three block cipher calls for
the whole construction. Is it possible to do better?

OUR CONTRIBUTION. We propose a new nonce-based MAC based on a AXU
hash function and a block cipher with the following properties:

(i) it is simple and efficient, requiring only two calls to the underlying block
cipher, one of which can be carried out in parallel to the hash function
computation;

(ii) it provably provides security beyond the birthday bound when nonces are
never reused;

(iii) it provably retains security up to the birthday bound in case of nonce
misuse.

Property (ii) ensures that the scheme is highly secure in the nominal use case
where nonces are never repeated, while property (iii) acts as a “safety net” if
anything goes wrong with nonces.

Our starting point is what we call the Encrypted Wegman-Carter construction,
which is simply construction (1) where the outer PRF layer is replaced by a block
cipher, viz.

B (Fic(N) @ H, (M)). (2)

As already briefly explained, this construction enjoys the same security bound
as the (unencrypted) WC construction when nonces are never repeated, and is
moreover nonce-misuse resistant up to the birthday bound. Replacing F by
a simple block cipher call causes the security bound to drop to the birthday
bound even when nonces are not repeated, while using a PRP-to-PRF conversion
method with security beyond the birthday bound results in at least three block
cipher calls in total for the resulting construction.

Our main observation is that one can overcome the birthday bound in the
nonce-respecting scenario by instantiating Fx using “only” the Davies-Meyer
(DM) construction. The DM construction is the easiest way to turn a block cipher
into a keyed function.? Given a block cipher E : K x {0,1}" — {0,1}", the DM
construction based on FE is simply

DM[E]x(N) = Ex(N) @ N.

Note that this PRF construction is not secure beyond the birthday bound: given
black-box access to a function f : {0,1}™ — {0,1}", a distinguisher can simply
query f(NV;) for roughly 27/2 distinct values N; and look for collisions in values
f(N;) ® N;. When f is a uniformly random function this will happen with good
probability, whereas when f = DM[E]k this cannot happen. However, this attack
is not possible anymore if one encrypts the output of the DM construction.

3 Traditionally, the DM construction is rather seen as a way to turn a block cipher
into an (unkeyed) compression function.
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Fig. 1. The “Encrypted Wegman-Carter with Davies-Meyer” construction.

Using the DM construction to instantiate Fi in construction (2) results in a
MAC construction based only on E and H, which we call Encrypted Wegman-
Carter with Davies-Meyer (EWCDM) construction, depicted on Fig. 1 and defined
as

Ex/(Ex(N)® N ® Hg, (M)). (3)

Our main result is that the EWCDM construction is secure up to roughly
227/3 MAC queries and 2" verification queries against nonce-respecting adver-
saries (while against nonce-misusing adversaries it still enjoys birthday-bound
security). We stress that this does not hold for the (unencrypted) Wegman-Carter
construction with Davies-Meyer: if tags are computed as

T=FEg(N)® N ®Hg, (M),

then the resulting MAC scheme is only provably secure up to the birthday bound
against nonce-respecting adversaries.* Hence, the outer encryption layer Fg-
turns out to be twice useful: for providing nonce-misuse resistance on one hand,
and for cheaply enhancing security against nonce-respecting adversaries beyond
the birthday bound on the other hand.

We believe that our new construction would be an elementary and easy-to-
implement way to enhance the security of widely deployed authentication or au-
thenticated encryption schemes such as Poly1305-AES [Ber0O5c] or GCM [MV04]
(in particular, note that this can be done in a black-box way on top of an existing
implementation of those schemes). The main cost would be some additional
latency due to the extra block cipher call, but depending on the context this
might be tolerable.

4 Indeed, the outputs of this construction can be distinguished from random simply
by querying the MAC oracle for tags T; with the same message and roughly 27/2
distinct nonces N;, and looking for collisions in T; & Nj.



PROOF TECHNIQUE. At the heart of construction (3) is a novel PRP-to-PRF
conversion method: namely, if we make abstraction for a moment of the hash of
the message M, and if we simply denote P and P’ in place of Ex and Ef/, we
obtain a function of the nonce defined as

F(N) = P'(P(N) & N).

For obvious reasons, we call this the Encrypted Davies-Meyer (EDM) construction.
The main part of the proof consists in proving that this is a secure PRF up to
227/3 adversarial queries. (We prove this as a standalone result in Appendix A;
this constitutes a good warm-up for the reader before the more complicated
security proof of the EWCDM construction in Section 4.) However, since the hash
of the message is “intermingled” within the EDM construction, it does not seem
possible to first prove that the outputs of the MAC oracle are indistinguishable
from random, and then handle verification queries (as is usually done for proving
the security of the standard Wegman-Carter construction; see Theorem 1 in
Section 3.1). Note that one cannot hope either to prove security beyond the
birthday bound by a sequence of games that would start by replacing the DM
construction Ex(N) @ N by a uniformly random function.

Hence, it seems that any proof aiming at security beyond the birthday bound
must handle MAC queries and verification queries both at the same time. For
this, we employ the H-coefficients technique, which has been introduced by
Patarin [Pat90, Pat91, Pat08b] and which recently regained attention since Chen
and Steinberger used it to analyze the iterated Even-Mansour cipher [CS14].
This technique gives a kind of “systematic” way to upper bound the statistical
distance between the answers of two interactive systems and is typically used to
prove (information-theoretic) pseudorandomness of constructions such as Feistel
networks. To the best of our knowledge, this is the first time the H-coefficients
technique is used for proving the security of a MAC (i.e., unpredictability rather
than pseudorandomness).

MoORE RELATED WORK. This paper focuses on nonce-based (hence stateful)
MACs, but there is also an important line of work aiming at constructing stateless
and deterministic MACs secure beyond the birthday bound. However, existing
constructions [Yasl0, Yasll, DS11, ZWSW12] are far more complex than the
one presented in this paper. We mainly mentioned works related to provable
security; there is also a large number of papers (motivated by the analysis of the
widely deployed GCM mode [MV04]) investigating attacks against polynomial
hash-based MACs [Fer05, HP08, Saal2, PC15, ABBT15].

OPEN PROBLEMS. We prove the security of the EWCDM construction in the
nonce-respecting scenario up to 22"/3 MAC queries, but we conjecture that
security actually holds up to close to 2™ queries (a similar conjecture holds for
the Encrypted Davies-Meyer construction).

The EWCDM construction uses two distinct keys for the two calls to the block
cipher; a natural question is whether security beyond the birthday bound also



Table 1. Proven security bounds (omitting constants and the term accounting for
the PRP-security of the underlying block cipher) for the Wegman-Carter construc-
tion WC[E, H], the Encrypted Wegman-Carter construction EWC[E, H|, and the new
Encrypted Wegman-Carter with Davies-Meyer construction EWCDM[E, H].

nonce-respecting nonce-misusing
WC[E, H] (gm + av)*/2" + equ —
EWCI[E, H] (gm + q0)*/2" + qu (gm + q0)*/2" + e(gm + qv)?
EWCDM(E, H]|gn!” /2" + 4 + ¢0/2" + ¢ |(am + 40)*/2" + £(gm + 00)°

holds when the same key is used. We believe this to be true, but likely cumbersome
to prove. The corresponding question regarding the Encrypted Davies-Meyer
construction is even more intriguing: How many queries are required to distinguish
P(z @ P(x)) from a random function? It might well be that this construction is
secure up to close to 2™ queries, which would yield the first optimally secure PRP-
to-PRF conversion method which uses a single permutation (unlike P (2)® P (z))
and does not shrink the domain (unlike P(z||0) & P(z|/1)).

Finally, it would be interesting to investigate how the security of EWCDM is
affected by tag truncation. We believe that the only change to be made to the
bound of Theorem 3 is to replace the term 6q,/2" by a term O(g,/2"), where ¢
is the length of the truncated tag, but this remains to be proven.

ORGANIZATION. We first establish the notation and recall standard security
definitions in Section 2. In Section 3, we recall the previous security results on the
Wegman-Carter and the Encrypted Wegman-Carter constructions, and describe
our new EWCDM construction. We then prove the security of EWCDM in the
nonce-respecting scenario in Section 4 and in the nonce-misusing scenario in
Section 5. We also analyze the Encrypted Davies-Meyer PRP-to-PRF conversion
method in Appendix A.

2 Preliminaries

BAsic NOTATION. Given a non-empty set X, we denote X <—g X the draw of
an element X from X uniformly at random. The set of all functions from X
to Y is denoted Func(X,)), and the set of all permutations of X is denoted
Perm(X). The set of binary strings of length n is denoted {0,1}™. The set of all
functions from {0,1}" to {0,1}" is simply denoted Func(n), and the set of all
permutations of {0, 1}" is simply denoted Perm(n). For integers 1 < b < a, we
will write (a), = a(a—1)---(a—b+ 1) and (a)o = 1 by convention. Note that
the probability that a random permutation P <g Perm(n) satisfies ¢ equations
P(X;) =Y, for distinct X,’s and distinct Y;’s is exactly 1/(2"),.



PRFs AND Brock CIPHERS. A keyed function with key space I, domain X,
and range ) is a function F :  x X — Y. We denote Fg(X) for F(K,X). A
(g, t)-adversary against F' is an algorithm A with oracle access to a function
from X to ), making at most ¢ oracle queries, running in time at most ¢, and
outputting a single bit. The advantage of A in breaking the PRF-security of F is
defined as

Advy™(A) = [Pr [K <5 K : A" = 1] — Pr [R « Func(X,Y) : A% =1]|.

A block cipher with key space K and domain X is a mapping F: L x X — X
such that for any key K € K, X — E(K, X) is a permutation of X'. We denote
Ex(X) for E(K,X). A (g,t)-adversary against F is an algorithm A with oracle
access to a permutation of X', making at most ¢ oracle queries, running in time
at most ¢, and outputting a single bit. The advantage of A in breaking the
PRP-security of F is defined as

Advy(A) = [Pr [K 5 K : APK =1] — Pr [P < Perm(X) : A" = 1]|.

Note that we do not need the strongest “two-sided” version of PRP-security
(where the adversary also has access to a decryption oracle) since all constructions
considered in this paper only use the forward (encryption) direction of the
underlying block cipher.

MACs. Given four non-empty sets I, N, M, and T, a nonce-based keyed
function with key space K, nonce space N, message space M and range T
is simply a function F : K x N’ x M — T. Stated otherwise, it is a keyed
function whose domain is a cartesian product N' x M. We denote Fi (N, M) for
F(K,N,M).

Definition 1 (Nonce-Based MAC). Let K, N, M, and T be non-empty sets.
Let F : KXN x M — T be a nonce-based keyed function. For K € K, let Verg be
the verification oracle which takes as input a triple (N, M, T) € N x M x T and
returns 1 (“accept”) if Fx (N, M) =T, and 0 (“reject”) otherwise. A (¢m,qv,1t)-
adversary against the MAC-security of F' is an adversary A with oracle access
to the two oracles Fg and Verg for K € K, making at most g, “MAC” queries
to its first oracle and at most q, “verification” queries to its second oracle, and
running in time at most t. We say that A forges if any of its queries to Verg
returns 1. The advantage of A against the MAC-security of F' is defined as

AdvAC(A) = Pr [K g K : ATRVers forges] |

where the probability is also taken over the random coins of A, if any. The
adversary is not allowed to ask a verification query (N, M,T) if a previous query
(N, M) to Fk returned T. The adversary is said nonce-respecting if it never
repeats a nonce N € N in its queries to the first oracle F .

We say that an adversary is nonce-misusing if it does not abide to the
rule of non-repeating nonces. The MAC-security of F' in face of nonce-misusing
adversaries is defined exactly as above, and can be rephrased as the standard
(i.e., not nonce-based) MAC-security of a keyed function with domain N x M.



AXU HasH Functions. We will need the following definition of an almost
xor-universal (AXU) hash function.

Definition 2 (s-AXU Hash Function). Let Ky, X and Y be three non-empty
sets and € > 0. A keyed function H : KCp, x X — Y is said to be e-AXU if for any
distinct X, X' € X and anyY € ),

Pr [Kh s Kp: HKh(X) @HKh(X/) = Y} <e.

3 Wegman-Carter MAC Constructions

3.1 The Standard Wegman-Carter Construction

We recall the standard Wegman-Carter construction [WC81] of a nonce-based
MAC from an e-AXU hash function and a PRF. Let IC, K}, and M be non-empty
sets. Let F : Kx{0,1}™ — {0,1}" be a keyed function and H : Ky x M — {0,1}"
be an e-AXU hash function. The Wegman-Carter construction based on F and
H is the nonce-based keyed function with key space K x Kp,, nonce space {0,1}",
message space M, and range {0,1}" defined by

WC[F, H]k,k, (N, M) = Fx(N) ® Hg, (M).

We recall the classical security result for this construction [WC81] and sketch
the proof for completeness. Here and in all the following, ¢y is an upper bound
on the time needed to compute Hy, (M) for any key K € k), and any message
M e M.

Theorem 1. Let F and H be as above. Then for any (¢m, ¢v,t)-nonce-respecting
adversary A against the MAC-security of WC[F, H], there exists a (gm + qu,t')-
adversary A’ against the PRF-security of F, where t' = O(t + (¢m + qv)tm), such
that

Advyiy i (A) < Advi™ (A) + e,

Proof. Fix a (¢m, ¢v,t)-nonce-respecting adversary A. Consider the WC construc-
tion where F is replaced by a uniformly random function R, and let § be
the advantage of A against this new construction. By a straightforward hybrid
argument, there is an adversary A’, making at most g, + ¢, oracle queries, and
running in time O(t + (¢m + qv)tH), such that

Advyily i (A) < Advip™ (A) + 6.

The answers R(N) & Hy, (M) of the MAC oracle are now uniformly random and
independent from K}. Consider the i-th verification query (N’, M’,T") of the
adversary. If N’ never appeared in the MAC queries of the adversary, then T’
is valid with probability 27". If N’ = N for some previous MAC query (N, M)
that returned T, then the verification query is valid iff

R(N)Y® Hk, M"Y =T & Hg, (M) ® Hg, M"Y =TT,



which happens with probability at most £ by definition of an e-AXU hash function.
(If M = M’, then one must have T' # T' by definition of the security experiment,
and the forgery cannot be valid.) Since for an e-AXU hash function with range
{0,1}™ one has € > 27", in all cases the forgery is valid with probability at most
€. By a union bound over the ¢, verification queries, one has § < £q,, which
concludes the proof. O

Assume now that F is a family of permutations of {0,1}", or in other words,
a block cipher, that we denote E. Then E can be distinguished from a random
function with ¢ queries and advantage roughly ¢*/2" by simply looking for
collisions in its outputs. In other words, by the PRP-PRF switching lemma [BRO6],
the best upper bound one can hope to prove for the PRF-advantage of adversary
A’ appearing in Theorem 1, assuming that F is a secure PRP, is

2
AV (A) < AdvERP(A') + 7((]’”2: ﬁ”) :
so that the security bound for the resulting construction WC[E, H] now has
a birthday-type term. Bernstein [BerO5a, Ber05b] proved a better (but still
of birthday-type) bound: as long as ¢,, < 2"/2, the adversary can forge with
probability at most Ceg,, for some small constant C' (in all practical cases, C' < 2).
Note that the distinguishing attack against E' does not seem to translate into a
forgery attack against the MAC scheme, and it might be possible to improve the
security bound under additional assumptions on H and E.

3.2 Nonce-Misuse Resistance and the Encrypted Wegman-Carter
Construction

In general, the standard Wegman-Carter construction of the previous section does
not offer any security against nonce-misusing adversaries. Consider for example
the case where H is a polynomial-based hash function. Then any adversary who
gets two tags T and T for two different messages M and M’ generated with
the same nonce knows that Hg, (M) ® Hg, (M) ® T & T’ = 0. The left hand
side is a polynomial in K} whose coefficients depend on M, M’, T and T’, and
K}, is a root of this polynomial. Even though its degree can be quite high, this
is often enough to mount devastating attacks. This weakness was one of the
main criticism against the GCM authenticated encryption mode [MV04], whose
authentication relies on the standard Wegman-Carter construction [Jou06].
The classical way to remedy this situation and achieve nonce-misuse resistance
for Wegman-Carter MACs is to apply an extra PRF layer to the output of the
construction. When this additional layer is a block cipher, one obtains what we
call the Encrypted Wegman-Carter (EWC) construction. Let F': K x {0,1}" —
{0,1}" be a keyed function, E : K’ x {0,1}" — {0,1}" be a block cipher, and
H:KpxM —{0,1}"™ be an e-AXU hash function. Then the EWC construction
based on F, E, and H has key space K x K’ x Kj, nonce space {0,1}", message

10



space M, and range {0,1}", and is defined by

EWCIF, E, Hk k', (N, M) = Ex: (WC[F, Hk k, (N, M))
= Ex/ (Fx(N) ® Hg, (M)).

One can straightforwardly verify that the security of this construction against
nonce-respecting adversaries does not depend on E and that the upper bound of
Theorem 1 still holds. For nonce-misusing adversaries, one has the following (the
proof is omitted since it is exactly the same, mutatis mutandis, as the proof of
Theorem 4 of Section 5).

Theorem 2. Let F, E and H be as above. Then for any (¢m,qu,t)-nonce-
misusing adversary A against the MAC-security of EWC[F, E, H|, there exists
a (q¢m + qu,t')-adversary A’ against the PRF-security of F and a (qm + qu,t")-
adversary A" against the PRP-security of E, where t' " = Ot + (gm + @ )tw),
such that
2 m + v 2 m + v 26

It is tempting to implement F' from E. The simplest way to do so is simply

to let F' = E, thereby obtaining the construction (overloading notation EWC[])

EWC|E, H)x ik, (N, M) = Exr (Exc(N) @ Hy,, (M)).

However, the resulting MAC suffers from the same birthday-bound type problem
against nonce-respecting adversaries as the unencrypted Wegman-Carter MAC
WCIE, H] of Section 3.1. As already mentioned in introduction, it is possible to
use a PRP-to-PRF conversion method to obtain security beyond the birthday
bound, but using the best known constructions yields a MAC that makes at
least three calls to the underlying block cipher. Our goal is to reduce the number
of block cipher calls to two, which seems to be the minimum to achieve both
security beyond the birthday bound and nonce-misuse resistance.

3.3 The New Construction EWCDM

The main contribution of this paper is to propose a much simpler solution that
allows to get beyond the birthday bound, namely using the Davies-Meyer (DM)
construction which turns a block cipher E : K x {0,1}"™ — {0,1}" into a keyed
function as
DM[E]x(N) = Ex(N) & N.

Using the DM construction based on E to instantiate F' in EWC[F, E, H] results
in a MAC construction based only on E and H, which we call Encrypted Wegman-
Carter with Davies-Meyer (EWCDM) construction and denote EWCDM[E, H],
illustrated on Fig. 1 and defined as follows:

EWCDM[E, H] k. x.x, (N, M) < EWC]DMIE), B, H]x.x .k, (N, M)

= FEg (EK(N) S ND HK;L (M))

11



As already explained in introduction, the DM construction is not PRF-secure
beyond the birthday bound. Still, our main result, that we state and prove in
the next section, is that the EWCDM construction is secure up to roughly 22%/3
MAC queries and 2" verification queries against nonce-respecting adversaries
(while against nonce-misusing adversaries it still enjoys birthday-bound security).

The security proof entails an analysis of what we call the Encrypted Davies-
Meyer (EDM) PRP-to-PRF conversion method, which turns two independent
permutations P and P’ of {0,1}™ into a function of {0,1}" to {0,1}" defined as

EDM[P, P'|(N) = P'(P(N) & N).

By “stripping off” from the security proof of EWCDM all details related to
the hash function and verification queries, one can extract a proof that the
EDM construction is a secure PRF up to 22"/3 adversarial queries. We do so
in Appendix A, and the reader might want to read this simpler proof before
proceeding to Section 4. However, as already explained in introduction, it does
not seem possible to prove the MAC-security of the EWCDM construction in a
modular way from the PRF-security of the EDM construction.

Finally, note that adding the hash of the message to the output of the
EDM construction (rather than “in the middle”) would result in a construction
secure up to 22"/3 queries against nonce-respecting adversaries, but insecure
against nonce-misusing ones since it is just an instantiation of the standard WC
construction of Section 3.1 (with the EDM construction as PRF).

4 Nonce-Respecting Security of EWCDM

4.1 Statement of the Result and Overview of the Proof

In all the following, we simply denote IT[E, H] the EWCDM construction based
on block cipher £ and AXU hash function H. Our main security result is as
follows.

Theorem 3. Let M, K and K, be non-empty sets. Let E : Kx{0,1}" — {0,1}"
be a block cipher and H : K, x M — {0,1}™ be an e-AXU hash function. Then
for any (qm, qu, t)-nonce-respecting adversary A against the MAC-security of
II[E, H]| with qf’n/Q < 2"/4 and q, < 2"™/4, there exists a (¢m + qu,t')-adversary
A’ against the PRP-security of E, where t' = O(t + (q¢m + quv)tm), such that

5qf’,{2 n Qm n 64,
on 2 on

Adviiiy ) (A) < 2AdvE T (A) + + &q,.

Hence, assuming ¢ >~ 27" the EWCDM construction is secure up to g,, =~
227/3 MAC queries and ¢, ~ 2" verification queries.

In the remaining of the section, we prove Theorem 3. We fix a (¢m, v, t)-
nonce-respecting adversary A against the MAC-security of II[E, H] and we
let

AC
5 = Adviyiy m(A).

12



As specified in Def. 1, adversary A has access to a MAC oracle II[E, H|k k' k,
and a verification oracle Verg g/ i, for a randomly drawn key tuple (K, K', K},).

The first step of the proof is standard and consists in replacing Ex and E/
by two random and independent permutations P and P’, both in the MAC and
in the verification oracle (in other words, we replace the block cipher E by the
perfect cipher E* whose key space is the set of all permutations of {0,1}"). Let
II[E*, H] denote the resulting construction. It is easy to show that there exists
an adversary against the PRP-security of F, making at most g,, + ¢, oracle
queries and runnig in time at most O(t + (¢ + ¢»)tx), such that

§ < 2Adv " (A) + Advii g (A). (4)

(We replace successively Fx and Egs by a random permutation, each time
constructing an hybrid PRP-adversary, and we consider the best of the two
adversaries). Our goal is now to upper bound

5 = AQVIES 1 (A)
=Pr [(P, P') < Perm(n)?, K, < K, : AP Hi I NerlPPLHIG T forgeg)|

where, overloading the notation, IT[P, P’, Hg, ] denotes the construction II[E*, H]
instantiated with permutations P, P’, and hashing key K}, and Ver[P, P/, H, |
denotes the corresponding verification oracle.

It will be more convenient to express 0* as a distinguishing advantage. Namely,
let Rand denote a perfectly random oracle with domain {0,1}™ x M and range
{0,1}", and Rej be an oracle with inputs in {0, 1}" x M x {0,1}" which always
returns 0 (“reject”). Since the adversary cannot forge (i.e., have the right oracle
return 1) when interacting with (Rand, Rej), we have

§* = Pr |ATTIPP  Hicy | Ver PP Hic forgeS} — Pr [ARnRe forpes] |

Consider now an adversary D which queries a pair of oracles (01, Os) and outputs
a bit 8, which we denote D992 = 3. (We will refer to such an adversary as a
distinguisher.) Say that such an adversary is non-trivial if it never makes a query
(N, M, T) to its right (verification) oracle if a previous query (N, M) to its left
(MAC) oracle returned T'. Then

§* < max Pr [DIIPP Hic | VerlP.P' Hic, ] — 1} —Pr[DRedRe = 1] (5)
-~ D

where the maximum is taken over non-trivial adversaries. (This follows easily by
considering the particular D which runs A and outputs 1 iff A successfully forges.)
Hence, we see that §* cannot be larger than the advantage of the best non-trivial
distinguisher between the two pairs of oracles (II[P, P', Hk, ], Ver[P, P', Hg, ])
and (Rand,Rej).® This formulation of the problem now allows us to use the
H-coefficients technique [Pat08b, CS14], as we explain in more details below.

® While a verification query answered by 1 constitutes an obvious distinguishing
criterion between the two worlds, a more advanced adversary might also use the
small difference between the distributions of the answers of the left (MAC) oracle.
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THE H-COEFFICIENTS TECHNIQUE. From now on, we fix a non-trivial distin-
guisher D interacting either with the real world (I[P, P’, Hg, |, Ver|P, P', Hg,])
for uniformly random permutations (P, P’) and a random hashing key K}, or
with the 4deal world (Rand, Rej), making at most ¢, queries to its left (MAC)
oracle and at most ¢, queries to its right (verification) oracle, and outputting a
single bit. We let

Adv(D) = Pr |:DH[P>P/7HKh];Ve"[P7P/,HKh] — 1} — Pr [DRand7Rej _ 1] .

We assume that D is computationally unbounded (and hence wlog deterministic)
and that it never repeats a query. Let

Tm = ((Nla M17T1)7 sy (qu7 ququm))
be the list of MAC queries of D and corresponding answers. Let also
7o = ((N{, M{, T, b1),..., (N, , M T, ,bg,))

be the list of verification queries of D and corresponding answers (with b; € {0,1}).
The pair (7,,, 7, ) constitutes the queries transcript of the attack. For convenience,
we slightly modify the security experiment by revealing to the distinguisher (after
it made all its queries but before it outputs its decision bit) the hashing key K},
if we are in the real world, or a uniformly random “dummy” key K} if we are
in the ideal world (this is obviously wlog since the distinguisher can ignore this
additional piece of information). All in all, the transcript of the attack is the
triplet 7 = (7, 7o, K1). We will often simply name a tuple (N, M,T) € 7, a
MAC query, and a tuple (N', M’ T’,b) € 7, a verification query.

A transcript 7 is said attainable (with respect to distinguisher D) if the
probability to obtain this transcript in the ideal world is non-zero. In particular,
note that for an attainable transcript 7 = (7, 7, Kp), any verification query
(N!, M!,T!,b;) € 7, is such that b; = 0. We denote © the set of attainable
transcripts. We also denote X, resp. Xiq, the probability distribution of the
transcript 7 induced by the real world, resp. the ideal world. The main lemma of
the H-coefficients technique is the following one (see e.g. [CS14] or [CLL*14] for
the proof).

Lemma 1. Fiz a distinguisher D. Let © = Ogo0a U Opaa be a partition of the set
of attainable transcripts. Assume that there exists €1 such that for any T € Ogood,

one has’
Pr[X,e = 7]

PI‘[Xid = T]
and that there exists €5 such that Pr[Xiq € Opaq] < 2. Then Adv(D) < &1 + e3.

217617

5 Hence, some transcripts are attainable in the real world but not in the ideal world.
While this is unusual (in most H-coefficients-based proofs, the set of transcripts
attainable in the real world is a subset of those attainable in the ideal world), this is
not a problem for Lemma 1 to hold.

" Recall that for an attainable transcript, one has Pr[Xiq = 7] > 0.
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The remaining of the proof of Theorem 3 is structured as follows: in Section 4.2,
we define bad transcripts and upper bound their probability in the ideal world;
in Section 4.3, we analyze good transcripts and prove that they are almost as
likely in the real and the ideal world. Theorem 3 follows easily by combining
Egs. (4) and (5) above, Lemma 1, and Lemmas 2 and 3 proven below.

4.2 Definition and Probability of Bad Transcripts

We start by defining bad transcripts. We say that a MAC query (N;, M;, T}) € 7
is collisioning if there exists another MAC query (N;, M;,T;) € T, with j # 4
such T; = T}, otherwise we say it is non-collisioning.

Definition 3. We say that an attainable transcript T = (T, 7o, Kp) is bad if
one of the following conditions is met:

(i) the number of collisioning MAC queries in T,, is more than \/Gm;
(i1) there exists two distinct MAC queries (N;, M;,T;) and (N;, M;,T;) in T,
such that

T =1T;
N; @ Hr,, (M;) = N; © Hg, (Mj);
(iii) there exists a MAC query (N;, M;,T;) € 7, and a verification query
(N}, M7, T7,bj) € 7, such that

137

N, = N
=T
HKh (Ml) = HKh (M]/)

We denote Opaq, Tesp. Ogood the set of bad, respectively good transcripts.

We quickly comment on these three conditions. Condition (¢) captures the
case where there are too many tag collisions and will be needed when lower
bounding the probability of getting a good transcript in the real world. Condition
(i) can only happen in the ideal world and hence allows to trivially distinguish; in
the real world, if N; & Hg, (M;) = N; @ Hg, (M;), then, since N; # N; because
the adversary is assumed nonce-respecting, one necessarily has

P(N;)® N; @ Hg, (M;) # P(N;) ® N; ® Hg, (M;)

which implies T; # T; by applying P’ to both sides of the inequality. Similarly,
condition (7i7) can only happen in the ideal world since in the real world, if
N; = Nj, T; = T}, and Hg, (M;) = Hg, (M}), one should have b; = 1 (while
b; = 0 in the ideal world).

We now upper bound the probability to get a bad transcript in the ideal
world.

Lemma 2. For any integers q,, and q,, one has
3/2

m 3 m
Pr[Xiq € Opad] < (127n + QT +equ.
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Proof. We upper bound the probabilities of the three conditions in turn. We
denote O; the set of attainable transcript that satisfy the i-th condition. Recall
that, in the ideal world, K} is drawn independently from the queries transcript.

CONDITIONS (i) AND (4i). We will deal with conditions (¢) and (i¢) together,
using the fact that

Pr [Xid €OV X4 € @2] < Pr [Xid c @1] + Pr [Xid € Oy | Xiq ¢ @1] .

Since the adversary does not make useless queries, its MAC queries are distinct.
In the ideal world, the values T; for i € {1,...,qm} are then simply chosen
uniformly and independently at random from {0, 1}". We introduce the random
variable

C = |{(Z7j) € {1, i ~7Qm}277; #],Tz = T]H .
The number of collisioning MAC queries is always lower than C. Note that

2
q
E[C] = Pr[T; =T)) < Im.
1= > > Prhi=Tl<g
1<i<gm 1<j<gm
i
By Markov’s inequality,

3/2
m

2n

Assume now that Xiq ¢ ©1, i.e., 7,,, is such that the number of collisioning
MAC queries is lower than /gy,. Recall that K} is chosen independently from 7,
in the ideal world. Fix any (4, j) such that ¢ # j and T; = T}. Since the number
of collisioning MAC queries is lower than /g,,, there are at most ¢,,/2 such pairs
of queries. Then, since H is e-AXU, one has

Pr{Xiq € 6] <Pr[C > /gn] <

Pr [Kh g K:h : Nz () HKh<Mz) = Nj D HKh(M])] S g
and, by summing over the at most g,,/2 such pairs of queries, one has

Edm

Pr [Xid € Oy |Xid ¢ @1] < R

Hence,
3/2
dm Eqm

on T

Pr [Xid €O U @2] <

CONDITION (iii). We consider any verification query (N}, M}, Tj,b;) € 7, and
upper bound the probability that condition (éi7) is satisfied for this particular
query. Since the adversary is nonce-respecting, there is at most one MAC query
(Ni, M;, T;) such that N; = NJ{. We distinguish two cases:

— If the verification query comes after the MAC query, then since the dis-
tinguisher is non-trivial, either T; # Tj{, or M; # MJ’ In the former case,
condition (#i7) cannot be satisfied, while in the latter case, the probability
over the random draw of K}, that Hp, (M;) ® Hi, (M}) = 0 is at most ¢.
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— If the MAC query comes after the verification query, then T; is random and
independent from Tj and the probability that T; =T} is 27".

Since for an e-AXU hash function with range {0, 1}" one has € > 27", we see that
in all cases condition (4i7) is met with probability at most . Thus, by summing
over every verification query, one has

Pr [Xid S @3] < eqy-

The lemma follows by an union bound over all conditions. O

4.3 Analysis of Good Transcripts

We now analyze good transcripts and prove the following lemma.

Lemma 3. Assume that qf’,{z < 2"/4 and q, < 2" /4. Then, for any good tran-
script T, one has

Pr [ X = 7] 1 4q§’n/2 ~ 6gy
PriXiy=1] — 2n n

Let 7 = (T, v, K1) be a good transcript. Since in the ideal world the MAC
oracle is perfectly random and the verification always rejects, one simply has

1

PI'[Xid = T] = W

(6)

We must now lower bound the probability of getting 7 in the real world. We say
that a pair of permutations (P, P’) is compatible with 7, if

Vie{l,...,qn}, H[P, P Hg, |(N;, M;) =T,
and we say that it is compatible with 7, if

Vie{l,....q}, H[P,P' Hg, (N, M) #T..
We simply say that (P, P") is compatible with 7 if it is compatible with 7,,, and 7,.
We denote Comp(7,,), Comp(7,), and Comp(7) the set of pairs of permutations

that are compatible with respectively 7,,, 7,, and 7. Then one can easily check
(see for example [CS14] for a detailed explanation) that

Pr[X,. = 7] = \IC71h| - Pr [(P,P') +—s Perm(n)®: (P, P') € Comp(7)] . (7)

MAC QUERIES TRANSCRIPT. We will first consider the probability that a
random pair (P, P’) is compatible with the MAC queries transcript 7,,. To ease
the notation, we reorder the transcript as follows. Let r be the number of distinct
tags T appearing in MAC queries. Then we rewrite the transcript so that all
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queries with the same tag are consecutive, so that the MAC queries transcript
(that we still denote 7,,,) is now

Tm = ((N1,1, M1,1,T1), ., (N1,gp, M1,g,, Th),
(N2j1, M21,T3), oy (Naygys Ma,g,, T2),

)

(Nr,lv Mr,l; TT')7 DR (N7',q7~7 Mr,qrv TT))7

where T1, ..., T, are distinct and Y., ¢; = .
Our goal is now to lower bound the probability that a random pair of
permutations (P, P’) satisfies

Vi € {]., .. .,T},Vj € {1, R »Qi}a PI(P(NZJ) &) Ni,j &) HKIL(Mi,j)) =1T;.

For this, we will consider the possible “internal” values Z; = (P')~*(T;). We say
that a tuple Z = (Z1, ..., Z,) of distinct values in {0,1}" is good if

(a) all g, values Z; & N; ; ® Hg, (M, ;) for i € {1,...,r}, j € {1,...,q;} are
distinct;
(b) for every verification query (N',M',T’,b) € 7, such that N’ = N, ; and
T = Ty for some i € {1,...,r}, j € {1,...,4}, and k € {1,...,r} with
k # i, one has
Z; & Hg,(My ;) © Hi,,(M') # Zj..

Property (a) is needed since the values Z; & N; ; & Hg, (M; ;) are the images
by P of the (distinct) nonces N; ;. Property (b) will be needed later when
lower bounding the probability that (P, P’) is compatible with the verification
transcript 7.

Given a good tuple Z, the probability, for a randomly drawn pair (P, P’),
that
Vi € {17 - ,T},Vj S {1, - 7qi}, P(N,L’]) = Zz' (&%) Ni,j D HKh(Mi,j)7 (8)

Vie{l,...,r}, P(Z;) =T,

is exactly
1

(2")g,. (27)7
(This is simply the probability that P satisfies g1 + ...+ ¢, = ¢, equations and
P’ satisfies r equations.)

It remains to lower bound the number Nz of good tuples Z, which can be
done as follows. First, note that by definition of a good transcript, for any
ie{l,...,r}, the values Z; & N, ; & Hk, (M, ;) for 1 < j < g; are distinct since
otherwise condition (i¢) defining a bad transcript would be fulfilled (without that,
good tuples Z would not exist). In the following, for i,k € {1,...,r} with k < i,
we denote qg,k the number of verification queries (N', M',T",b) € 7, such that
either N’ = N; ; for some j € {1,...,¢;} and 77 = T}, or N’ = Ny, ; for some

9)
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j€e{l,...,q:} and T" = T;. Note that since a verification query can count for at
most one pair (i, k), one has

Then,

— there are at least 2™ possibilities for Zy;
— once 7 is fixed, there are at least 2" — 1 — qoq1 — q/2,1 possibilities for Zs
since Z5 must be different from the following values:
L4 Z17
DVARS) NLj D HKh (Ml,j) D Ng,j/ D HKh (M27j/) for all j € {1, ey Q1} and
all 7/ € {1,...,¢2} (in order for property (a) to be fulfilled),
o Z1® Hyg, (M j)® Hg, (M’) for every verification query (N, M',T",b) €
T, such that N’ = Ny ; for some j € {1,...,¢:} and T" = T5, and
Z1®Hg, (M, ;) @® Hg, (M') for every verification query (N’, M',T',b) €
7, such that N’ = N, ; for some j € {1,...,¢2} and 7" = T}, which
amounts to at most g5 ; values (in order for property (b) to be fulfilled);

— once Zi,...,Z; are fixed, there are at least 2" —i—q; 1 22:1 (Jk—zzzl q§+1,k
possibilities for Z; 11 since Z;11 must be different from the following values:
o /..., Z;,

o 7, ®Np; @ HKh(Mk,j) @ Nit1,5 @ HKh,(Mi+1,j’) for all k € {1,...,i},
all j e {1,...,qx},and all j' € {1,...,qiy1},

o Z,®Hg, (Mg ;)® Hg, (M') for every verification query (N, M’,T",b) €
7, such that N’ = Ny ; for some k € {1,...,4}, j € {1,...,qx} and
T' =T;y1,and Z, @ Hy,, (Miy1,5) ® Hi, (M) for every verification query
(N',M',T',b) € 7, such that N’ = N, ; for some j € {1,...,¢i+1} and
T'" =T, for some k € {1,...,i}, which amounts to at most >} _; ¢j,,
values.

Hence, the number of good tuples Z = (Z1,...,Z,) is at least
r—1 i i
Nz > ] (2" —i— gy Yk — Zq2+1,k> : (11)
i=0 k=1 k=1

VERIFICATION QUERIES TRANSCRIPT. From now on, we fix a good tuple Z. We
will now lower bound the probability that a random pair (P, P’) is compatible
with the verification transcript 7,, conditioned on (P, P’) satisfying the set of
equations (8). (Recall that P is then fixed on ¢, values and P’ is fixed on r
values.) For this, it will be easier to upper bound the probability that (P, P’) is
not compatible with 7, i.e., that there exists (N', M’ , T’ b) € 7, such that

P'(P(N')® N' @ Hg, (M")) =T (12)
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Fix any verification query (N', M’,T’,b) € 7,. We say that it is nonce-fresh, resp.
tag-fresh, if N, resp. T does not appear in the MAC queries transcript 7,,,.5 We
consider four possible cases.

— Case 1: the verification query is both nonce-fresh and tag-fresh. Then P(N')
is random and two sub-cases can occur: if P(N') & N' @ Hg, (M') € Z,
Eq. (12) cannot be satisfied since the query is tag-fresh; on the other hand, if
P(N"Y& N' @ Hk, (M') ¢ Z, Eq. (12) is satisfied with probability 1/(2" —r)
over the choice of P’. Hence, over the choice of (P, P’), Eq. (12) is satisfied
with probability at most

1 1
< .
2n —p T 2" — gy,

— Case 2: the verification query is nonce-fresh, but not tag-fresh. Then there
exists (N, M,T) € 7, such that T = T’. Let Z = (P")~Y(T) (this value is
well defined since we assume Eqgs. (8) are satisfied). Then Eq. (12) is satisfied
iff

P(N'Y=Z& N' & Hg, (M"),
hence with probability exactly 1/(2™ — ¢,,) since the query is nonce-fresh
and N’ does not appear in Egs. (8).

— Case 3: the verification query is tag-fresh, but not nonce-fresh. Then there
exists a unique (N, M, T) € 7, such that N’ = N, so that P(N’) is fixed by
Egs. (8). If P(N') ® N' @ Hg, (M') € Z, then Eq. (12) cannot be satisfied
since the query is tag-fresh. If P(N') & N’ @ Hg, (M') ¢ Z, then Eq. (12) is
satisfied with probability

1 1
< :
21 = 2 g

— Case J: the verification query is neither nonce-fresh nor tag-fresh. Then there
exists a unique (N; j, M; j,T;) € Ty, such that N’ = N; ; and (Ng, My, Ty) €
Tm (with possibly k = i) such that 7" = Ty. If k = i, then Eq. (12) cannot
be satisfied since otherwise one would have

P(N'Y& N'® Hg, (M) = (P")"N(T}) = P(N; ;) ® Ni; ® Hg, (M; ;),

which implies Hg, (M') = Hg, (M; ;) and condition (i4i) defining a bad
transcript would be fulfilled. On the other hand, if k # ¢, then Eq. (12) being
satisfied would imply

P(N)o N' @ Hg,(M') = (P")"(T}) = Zk
= P(Ni’j) (&) Ni,j (&) HKh(M/) =7
= Z;® HKh,(Mi,j) D HKh,(M/) = Z,

8 We stress that this freshness definition is with respect to the entire MAC queries
transcript 7, independently of when the verification query was actually made by
the distinguisher.
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and this would contradict property (b) of a good tuple Z. Hence, by definition
of a good transcript and a good tuple Z, we see that Eq. (12) cannot be
satisfied in that case.

Summarizing, we see that for any verification query, Eq. (12) is satisfied with
probability at most 1/(2" —¢,, ). By a union bound over the ¢, verification queries,
we obtain that

v

Pr[(P, P") € Comp(7,) | (P, P') satisfies Egs. (8)] > 1 — ST
— Gm

(13)
SuMMING Up. We can now lower bound the probability that a random pair

(P, P') is compatible with 7, that we denote

p(T) “rp, [(P,P') Perm(n)?: (P,P') € Comp(7)] .

Namely, summing over all good tuples Z, and using (9), (11), and (13), we have

p(1) > Nz x Pr[(P, P) satisfies Egs. (8)]
x Pr[(P, P") € Comp(r,) | (P, P’) satisfies Egs. (8)]

1 ) . .
S HLO (2” —1—(qi+1 2221 qrk — 22:1 q§+1,k) <1 Qv )
- (2")g,n (27)7 2" —qm )

This, in turn, allows us to lower bound the ratio of the probabilities to obtain 7
in the real and the ideal world, namely combining (6) and (7) with the equation
above, we have

Pr(Xee =7 _ 2™ I102, (2” — = Qi1 Doy Tk — Do qéﬂ,k)
Pr(Xia=17] ~ (2") g (27)r

A

x (1 - qu_i’qm) : (14)

We focus on term A, that we can rewrite

gm—1 . r—1 3 7 /
= H (1 4+ ) H 1 %in1 Zk:} qk k=1 qz—!—l,k . (15)

. 2n —q ) 4 2n — 9 2n — g
=0 1=0

a; b;

The following “Bonferroni-type” inequality will be useful to further lower
bound A.

Lemma 4. Let r > 1 be an integer and (a;)o<i<r—1 and (b;)o<i<r—1 be positive
reals such that a; < 1/2 and b; <1/2 for alli € {0,...,r —1}. Then

r—1 r—1 r—1



Proof. The proof is by induction. We first prove it for » = 1. One has

(1—@0)(1—250) =1—ag—2by+2apby = 1—(10—()0—()0(1—2@0) <1—ap—bg.
——————

>0

Assume that the result holds for » > 1. Then

r

H(l—ai)ﬁ 1—2b;) ]:[ (1—a) 1:[ (1 —2b;) x (1 —a,)(1—2b,)
1=0 1=0

r—1
<||l(1-a;—5b;)x(1—a—b.—0b.(1-2a,))
=0
r r—1
= I —ai—b) = bo(1 = 2a,) [T = @i — b2)
i=0 1=0
>0
H (I—a;—0b)
The result holds for » + 1 and the lemma follows. O

We can apply this lemma to the r.h.s. of (15). Indeed, for any ¢ € {0,...,r—1},
one has ¢;11 < \/gm (as otherwise condition (¢) of a bad transcript would be

met), and q3/2 < 2™/4 by assumption, so that
j 3/2
o, < it > e LBk _ 91 Do Ok 261/ 1
! 2n — g - 2m—q, ~ 2 =2

Moreover, by (10) and the assumption that ¢, < 2" /4, one has

i def > ket qgﬂ,k < D ket Qi1 k < 2q, < }
2n — g 2" — g, 2n 2
Hence,
qm—1 . r—1 r—1
v qi+1 Zk 1% ZZk 1qz+1k
AZH(HQ”Z,) (1 11 —

K3
T (1 qi+1 Zk 1 Qk> (1 Ek 1q1+1 k)
i—0 —Qdm

| (-7

P\ T T
> (1 + ) 1— QHrl Qi1 2 =19k 1 gk 1— ) 7 (16)
i=0 2n—1 i=0 — dm
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where for the last inequality we used (10).

In order to further lower bound A’, we need to distinguish collisioning MAC
queries from non-collisioning ones. Up to reordering the MAC queries transcript,
we assume that non-collisioning queries come first, and we let s € {0,...,r} be
the integer such that ¢; =1fori e {1,...,s},and ¢; > 1 forie {s+1,...,r}.
Note that since the transcript is good, one has

Z q; < VAm (17)
1=s+1
as otherwise condition (i) of a bad transcript would be fulfilled. Then

qm—1 i s—1 q Zz q r—1 q Zz q
/ i+1 k=1 94k i+1 k=1 4k
AZH(HQni) (1_ o — >H<1_ o — )

=0 i=s

i Y i Qi1 Y1
1 1- 1 — L Zak=1 %k
+2”—i>i_0( 2”—2)1:-[< m

( |
T (- ) T (- 52
(

i = qi+19m
l-— 1 — Em
(2n _ qm)2> H ( mn _ qm>

> <1 . q73n > (1 . dm 22:34-1 qz>
a 3(2n - Qm)2 2" — dm
Ag3, 2451
2 <1 B 3.22n> (1 T om0 (18)

where for the last inequality we used (17) and g, < 2"/2.
Combining (14), (16), and (18), we finally obtain (using ¢, < 2"/2 once
again)

v

(Y

Pr[X,e = 7] 1 dgp,  2qm- 6qy
Pr(Xy=7] = 3-.22n 90 o

Lemma 3 follows using ¢3, /2%" < G2 /2™ by our assumption that @ <o /4.

5 Nonce-Misuse Security of EWCDM

In this section, we consider the security of the EWCDM construction when
the adversary is allowed to repeat nonces. In this setting, PRF-security implies
MAC-security, hence we can simply consider the EWCDM construction as a
function with domain N x M and study its pseudorandomness. Qur result on
the PRF-security of the EWCDM construction is as follows.
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Lemma 5. Let M, K and K, be non-empty sets. Let E : K x {0,1}" — {0,1}"
be a block cipher and H : Kp x M — {0,1}" be an e-AXU hash function.
Then for any (g,t)-(nonce-misusing) adversary A against the PRF-security of
II[E, H|, there exists a (q,t')-adversary A" against the PRP-security of F, where
t' =O(t+ qtn), such that
PRF PRP ¢ | e

The corresponding MAC-security can easily be deduced from Lemma 5 using

the following generic result of Bellare et al. [BGMO04, Proposition 7.3].

Lemma 6. Let F' be a keyed function with output length n. Then for any
(Gm, Qv t)-adversary A against the MAC-security of F, there exists a (¢m + qu,t')-
adversary A’ against the PRF-security of F, where t' = O(t), such that

AdvYAC(A) < AdVERF(A) + 37
Combining Lemmas 5 and 6, we obtain the following theorem (absorbing the
qu/2" term into (g + gv)%/2").

Theorem 4. Let M, K and K}, be non-empty sets. Let E : K x{0,1}"™ — {0,1}"
be a block cipher and H : ICp, x M — {0, 1}™ be an e-AXU hash function. Then for
any (gm, Gu,t)-nonce-misusing adversary A against the MAC-security of II|E, H],
there exists a (Gm + qu,t')-adversary A’ against the PRP-security of E, where
t' = Ot + (gm + qv)tu), such that

2 m v 2 m v 2
AAVIAS 1 (A) < 2AdVERP(AY) + (g ;q ) | e ‘;q )e.

The proof of Lemma 5 is standard (indeed, the construction, seen as a keyed
function with domain N x M, follows the classical “hash-then-PRF” paradigm).
We include it below for completeness.

Proor oF LEMMA 5. Fix a (g,t)-adversary A against the PRF-security of
II[E, H]. The first step of the proof consists in replacing Ex and Exs by two
uniformly random and independent permutations P and P’. It is easy to show
that there is an adversary A’ making at most ¢ queries and running in time at
most ¢’ = O(t + gty ) such that

AQVERE 1y (A) < 2AdVER () + AdVERE. (). (19

where E* denotes the perfect cipher on {0,1}™. Then, we use the PRP/PRF
switching lemma [BRO6] to replace the random permutations P and P’ by two
independent and uniformly random functions R and R’, obtaining

2

AdVTE. i(A) < 2+ AdVETE. (A), (20)
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where F* denotes the perfect keyed function from {0,1}" to {0,1}" (i.e., the
keyed function with key space Func(n)).

It remains to upper bound the PRF-advantage of A against IT[F*, H]. For
this, we use the H-coefficients technique. The adversary must distinguish between
two worlds:

— the real world in which it interacts with IT[R, R’, H] where R and R’ are two
uniformly and independently drawn functions from {0,1}" to {0,1}";

— the ideal world in which it receives independent and uniformly random
answers.

Let 7, = ((N1, M1, Th), ..., (Ng, My, Ty)) be the list of all queries of A and the
corresponding answers. In order to have a simple description of bad transcripts,
we reveal to the adversary at the end of the experiment the key K} and the
function R if we are in the real world, while in the ideal world we simply draw a
dummy key K} g Kp and a function R independently from the answers of the
oracle. All in all, the transcript of the interaction of A with its oracle is a tuple
T = (Tm, Kpn, R) and, in this case, a transcript is said attainable (with respect to
an adversary A) if the probability to obtain it in the ideal world is non-zero. We
denote © the set of attainable transcripts. We also denote X, resp. Xjq, the
probability distribution of the transcript 7 induced by the real world, resp. the
ideal world.
We start by defining the set of bad transcripts.

Definition 4. We say that an attainable transcript 7 = (T, Kp, R) is bad if
there exists distinct queries (N, M, T),(N', M',T") € 1,,, such that

R(N)® N@® Hg, (M) =R(N')® N' & Hg, (M').

Otherwise we say that T is good. We denote Onaq, Tesp. Ogo0a, the set of bad,
resp. good tramscripts.

We first upper bound the probability to get a bad transcript in the ideal
world.

Lemma 7.
¢’e
Pr [Xid € Qbad] < 7

Proof. Let 1, be any attainable query transcript. Recall that, in the ideal
world, the key Kj; and the function R are drawn uniformly at random and
independently from the query transcript 7,,. Fix any pair of distinct queries
(N, M, T),(N',M', T"). Two cases can occur:

— M # M'’: then the probability, over the random draw of K} and R, that
R(N)® N ® Hg, (M) = R(N') & N' @ Hg, (M’) is lower than ¢ by the
e-AXU property of H;

— M = M’: then, since we assume that the adversary never makes redundant
queries, N # N’ and the probability that R(N) & N = R(N') & N’ is
1/2" <e.
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By summing over every possible pair of queries, one gets the result. O
We then analyze good transcripts.
Lemma 8. For any good transcript T, one has

Pr [ X, = 7]

e T _ g
Pr[Xiq = 7]

Proof. Let 7 = (T, Kpn, R) be a good transcript. One has

1 1 1

Pl == o] Fancl @

since, in the ideal world, the oracle is perfectly random and the key K} and the
function R are chosen uniformly at random and independently from the query
transcript.

We say that a function R’ € Func(n) is compatible with the transcript 7 if
R(R(N;)® N; ® Hg, (M;)) =T, for all i € {1,...,q}. Let Comp(7) be the set
of all compatible functions R’. Then it is easy to see that

1 1

PriXe=7]= —  —
| 7l KCn| * [Func(n)]

- Pr[R’ g Func(n) : R’ € Comp(7)].

Since 7 is a good transcript, the values R(N;) @ N; ® Hy, (M;) are distinct. Hence

1
Pr[R' <5 Func(n) : R’ € Comp(7)] = @y
and therefore Pr[X,, = 7] = Pr[Xiq = 7). 0
Combining Lemmas 1, 7, and 8, one obtains
2
q‘e
Adviip. g(A) < 5 (21)

Lemma 5 finally follows from Egs. (19), (20), and (21).
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A The Encrypted Davies-Meyer Construction

In this section, we consider the Encrypted Davies-Meyer construction
EDMIP, P')(z) = P'(P(x) & ),

where P and P’ are independent random permutations of {0,1}", and prove that
it is secure up to roughly 22"/3 adversarial queries. More precisely, one has the
following theorem.

Theorem 5. Let A be an adversary with oracle access to a function from {0,1}"
to {0,1}", making at most q oracle queries, and returning a single bit. Then
its advantage in distinguishing the EDM construction from a uniformly random
function, defined as

)

‘Pr {(P, P') < Perm(n)? : AFPMIPP] — 1} —Pr [R +5 Func(n) : A" = 1]

is less than 5q°/2 /2.

Proof. The proof uses the H-coefficients technique: the real world corresponds
to EDM[P, P’], while the ideal world corresponds to R. Fix an adversary A,
and consider the transcript 7 = ((x1,%1),. .., (4, Yq)) of the queries x; of the
adversary and corresponding answers y; (in the following, we refer to a pair
(x4, y:) as a query). We say that a transcript is attainable if there exists a function
R € Func(n) such that A interacting with R results in transcript 7. We denote ©
the set of attainable transcripts. We also denote X, resp. Xjq, the probability
distribution of the transcript 7 induced by the real world, resp. the ideal world.
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We say that a query (z;,y;) € T is collisioning if y; = y, for some j # i, otherwise
we say it is non-collisioning. We say that an attainable transcript 7 is bad if the
number of collisioning queries is more than /q. Otherwise, we say that 7 is good.
We denote Oyad, resp. Ogood, the set of bad, resp. good transcripts.

We first upper bound the probability to obtain a bad transcript in the ideal
world. Since in that case the y;’s are uniformly random and independent, the
expected number of collisioning queries is less than ¢2/2". Hence, by Markov’s
inequality,

3/2
Pr[Xiq € Opad] < 612—”. (22)

Consider now a good transcript 7. We need to lower bound the probability
to obtain 7 in the real world. We reorder the transcript as follows. Assume that
the number of distinct y-coordinates in the transcript is r. Then we rewrite
the transcript so that all pairs with the same y-coordinate are consecutive. The
transcript is now

T = ((xl,lvyl)a ceey (xl,q17y1)7
('T2,17y2)a ey (IQ,Q23y2)7

(177",17 Yr)s- oo (‘TT‘,qra yr))7

where y1,...,y, are distinct and >\, ¢; = q.
In order to lower bound the probability of 7 in the real world, we need to
lower bound the number of pairs of permutations (P, P’) such that

VZ S {1, e ,T}, Vj S {1, .o -7%1}7 P%P(I@j) @l’@j) =Y.

For this, we will consider all possible “internal” values z; = (P’)~!(y;). We
say that a tuple z = (z1,..., 2,) of distinct values is good if all values z; @ x; ;
for i € {1,...,r} and j € {1,...,q;} are distinct. Given a good tuple z, the
probability that

V’L S {1,...71"}, VJ S {1,...7qz’}, P(l‘@j) :Z,'@jSd‘,
Vie{l,...,r}, P'(z;) =

is exactly
1

(27)q(2")r
(This is simply the probability that P satisfies g1 + ...+ ¢ = ¢ equations and

P’ satisfies r equations.)
We can lower bound the number of good tuples z as follows:

(23)

— there are at least 2" possibilities for z1;

— once z; is fixed, there are at least 2" — 1 — g1¢2 possibilities for zs, since z,
must be different from z; and from z; @ 1 ; ® x2 j» for all j € {1,...,¢1}
and all j' € {1,...,q2};
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— once 21 and 2z are fixed, there are at least 2™ — 2 — (g1 + g2 )q3 possibilities for
23, since z3 must be different from 21, 22, 21 Bx1 ;B3 ;v forall j € {1,...,¢1}
and all j' € {1,...,q3}, and from 2o ® 9 ; B 3 for all j € {1,...,¢2} and
all i € {1,...,q3};

— etc.

Hence, the number of good tuples z is at least

r—1 )
[Mi2-i-au)d g
i=0 =1

Hence, summing probability (23) over all possibilities for z, the probability
to get the transcript in the real world satisfies

[T (2" —i— g iy 0))
CONCOR |

Since the probability to obtain 7 in the ideal world is simply 1/(2™)9, the ratio
of probabilities is at least

n r—1 n . i
def Pr[X,e = 7] @)=, (2 — = Qi1 qy')

Pr(X,. =71]>

PriXu=1] @727,
ol . ; 12;;1 j
I () (-5

In order to further lower bound this ratio p, we need to distinguish collisioning
queries from non-collisioning ones. Up to reordering the transcript, we assume
that non-collisioning queries come first, and we let s € {0,...,r} be the integer
such that ¢; =1 fori € {1,...,s},and ¢; > 1 fori € {s+1,...,r}. Note that
since the transcript is good,

Y w<va (24)

1=s+1

s 1 r—1
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where for the last inequality we used ¢ < 2"/2 and (24). Since ¢° /22" < ¢3/2 /2"
by our assumption that ¢3/2 < 27 /4, we obtain

PrXyg=1] — 2n

Pri¥Xe=r1] 4472 (25)

Combining (22) and (25) with Lemma 1, we obtain that the distinguishing
advantage is at most 5¢%/2 /2™, as announced. O
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