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Abstract. Recently, threshold implementations (TI) with d+ 1 input shares have been proposed
at Crypto 2015. This optimization aims for more lightweight TI designs while keeping the glitch-
resistance of the original concept. In this note, we consider such an approach and provide prelimi-
nary simulation-based evidence, backed by empirical results, of the existence of dth-order leakages.
We conclude that, while for first-order TI designs this solution can be overkill due to the extra
randomness requirements, higher-order TIs can still benefit from it.

1 Threshold implementations

The major requirement to guarantee the security level of masking schemes is the so-called independent
leakage assumption (jeopardized by glitches, cross-talk or memory transitions). Yet, practical investiga-
tions (cf. [6,7]) have shown the hardness to achieve such a property in hardware due to the propagation
of glitches, i.e., bogus transitions in the output(s) of a combinatorial circuit within a clock cycle. In this
context, threshold implementation (TI) is one of the few masking schemes that can ensure the resistance
of masked hardware implementations to first-order attacks (cf. [10,11]), then extended in the so-called
HOTI to any arbitrary order d (cf. [2]), based on sound security arguments. Typically, the dth-order TI
of, e.g., a single-bit output non-linear function f : (x1, . . . , xn) 7→ y with algebraic degree t, can be built
with sin ≥ t ·d+1 input shares and sout ≥

(

sin
t

)

output shares. More recently, it has been suggested that
dth-order TIs can be designed using sin = d+ 1 input shares (i.e., independently of the algebraic degree
t of the considered function f), therefore allowing for designs consuming less randomness and hardware
resources (cf. [13]).

2 What can go wrong?

Early publications on TI designs claimed that one amongst their most noteworthy achievements was the
fact that, when the output shares were uniformly distributed, no additional randomness was required.
However, in more recent works this statement has been shown to be true only for first-order secure designs
(cf. [12,13]). More concretely, since the HOTI concept did not consider multivariate scenarios, if a number
of shares from different clock cycles are combined, then a dth-order TI can leak (exploitable) information
at the dth-order statistical moment. To the best of our knowledge, the only known mitigation to this
issue is to insert a refreshing layer injecting fresh random bits after shared functions. In this cautionary
note, we show that a tweaked TI design using d+ 1 input shares still can exhibit data-dependencies at
the dth-order statistical moment.
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Table 1: First-order (2,4)-share TI output behavior in function of the given inputs.

(x1,x2,x3)
(y1,y2)

µ σ2 x2

1 = X

(0,0) (0,1) (1,0) (1,1) µ0 µ1

(0,0,0) 4 0 0 4

1 1
0 2

(0,1,0) 4 0 0 4
(0,0,1) 4 0 0 4

1 1
(1,1,1) 4 0 0 4

(0,1,1) 0 4 4 0

1 0 1 1
(1,0,0) 0 4 4 0
(1,0,1) 0 4 4 0
(1,1,0) 0 4 4 0

3 The shared AND/XOR function with 2 shares in [13]

Let consider the AND/XOR module y = f(x1, x2, x3) = x1 + x2 · x3 (i.e., with algebraic degree t = 2)
in the KATAN block cipher, and its first-order TI representation with sin = 2 input shares and sout = 4
output shares as provided in [13]:

ỹ1 = x1

1
+ x1

2
· x1

3

ỹ2 = x1

2
· x2

3

ỹ3 = x2

1 + x2

2 · x
1

3

ỹ4 = x2

2 · x
2

3

y1 = ỹ1 + ỹ2

y2 = ỹ3 + ỹ4.
(1)

It is noteworthy that when sout > sin, the uniform sharing of non-linear functions cannot be achieved.
Therefore, following the rules of HOTI designs, after storing the output shares ỹj∈{1...,4} in registers (i.e.,
to avoid the propagation of glitches), a compression layer (i.e., a 4-to-2 resharing with no randomness)
needs to be introduced to meet the uniformity property (see Equation (1)). When the inputs are drawn
from a uniform distribution and assuming a Hamming Weight leakage model, the shared outputs are
distributed as depicted in Table 1, obviously satisfying the uniformity requirements imposed by TI
designs. Expectedly for a first-order masking scheme, only the second-order analysis reveals information
on the inputs. However, as shown by the two most right columns, when the first-order analysis is
elaborated in function of the x2

1 share, then the means of the leakages are not constant anymore over all
unshared inputs.

4 Empirical analysis

In order to practically examine this leakage behavior, we have considered KATAN (cf. [3]), a family of
hardware-oriented block ciphers featuring a fully-serialized architecture and which has been extensively
considered in the context of TI designs (cf. [2,9]). Concretely speaking, we have targeted KATAN-32, the
smallest version with 32-bit plaintext and 80-bit key. After saving the plaintext (resp. key) in a serial
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Fig. 1: Considered first-order (2,4)-share TI design. The registers are marked by bold circles, the XOR
gates on their right hand side implement the compression layer, and the optional XOR gates for the
refreshing layer are depicted in red.

fashion into the corresponding state (resp. key) shift registers, the crypto core is clocked 254 times to
produce the ciphertext (which is then taken from the contents of the state register). The basic building
block of KATAN is the AND/XOR module required by the two non-linear functions f1(. . . ) and f2(. . . )
such that:

fi(xi,1, xi,2, xi,3, xi,4, xi,5, xi,6) =

(xi,1 + xi,2 · xi,3) + (xi,4 + xi,5 · xi,6) + ki

where each xi,j represents a single bit of the state register. On each clock cycle, k1 and k2 are generated
from the initial 80-bit key by means of and LFSR so then the state register is updated using the two
output bits produced by f1(. . . ) and f2(. . . ).

We do not represent the key register and the key schedule in a shared form (the common trend in the
TI literature), so only the state registers need to be doubled. In the datapath, the linear functions,
which are limited to the additional XORs in fi(. . . ), are repeated on a per-share basis, and the non-
linear AND/XOR instances are implemented using the formulas given in Equation (1). The resulting
TI construction of fi(. . . ), including the refreshing machinery, is shown in Figure 1. Besides, we have
followed a glitch-free FPGA-based prototyping methodology (cf. [8]), so we make sure to not be biased
by the impact of glitches.

4.1 Setup

We have acquired power consumption traces from a SAKURA-G board (cf. [1]) using a 12-bit1 high
resolution oscilloscope, i.e., a Teledyne LeCroy HRO 66Zi in sequence mode at 500MS/s sampling rate.

1 Note that, for comparison purposes with existing results, we have not exploited this feature. Therefore, we
have considered the 8-bit outputs of the internal ADC.
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Fig. 2: (original design) Non-specific (fixed vs. random) t-test results using 25, 000, 000 traces recorded
with the PRNG enabled.

Besides, we have limited the bandwidth to 20 MHz and used a passive probe (i.e., a coaxial cable)
plugged in the amplified output provided by the SAKURA-G so as to record high-quality (low-noise)
signals. Moreover, in order to obtain relatively short power traces while covering the 254 encryption
rounds of KATAN-32, the targeted design have been clocked at 48 MHz.

4.2 Leakage assessment

We have collected 25, 000, 000 power traces to conduct a non-specific (fixed vs. random) t -test (cf. [4,14])
up to second order, with all the PRNGs and the glitch-freeness gadgetry enabled. A sample power trace
is provided in Figure 2(a). The corresponding results depicted in Figure 2(b) and Figure 2(c) confirm
the vulnerability at first- and second-order moments. Consequently, in order to disallow the first-order
leakage, we have incorporated a refreshing layer as depicted in red in Figure 1, such that the shared
outputs are computed as:
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Fig. 3: (design with additional refreshing) Non-specific (fixed vs. random) t-test results using 25, 000, 000
traces recorded with the PRNG enabled.

where ri denotes the single bit of randomness required to perform the refreshing layer. So, in total,
this approach consumes two fresh mask bits per encryption round. Therefore, we have integrated two
additional PRNGs in our original design and recorded 25, 000, 000 traces to conduct the same non-specific
(fixed vs. random) t-test up to the second order. The corresponding resuts, given in Figure 3, confirm
the effectiveness of applying the aforementioned refreshing layer to prevent the first-order leakage (as
expected).

5 Discussion

In this short note, we have been only able to achieve first-order resistance by injecting fresh random bits
(in the very limited context of the KATAN block cipher). Compared to conventional first-order TI designs
(where no fresh randomness is required), the increased resource utilization induced by the additional
PRNGs can be a limiting factor for low-area low-power applications. Indeed, the main goal towards
reducing the number of input shares is to alleviate the resource overhead incurred by TI circuits. However,
when considering HOTI designs (where the refreshing layer is unavoidable), this approach becomes more
relevant. As an example, let consider the following second-order (3,9)-share TI representation of the
AND/XOR module:
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Table 2: Second-order (3,9)-share TI output behavior in function of the given inputs.

(x1,x2,x3)
(y1,y2,y3)

µ σ2 γ
x2
1 = X

(0,0,0) (0,0,1) (0,1,0) (0,1,1) (1,0,0) (1,0,1) (1,1,0) (1,1,1) µ0 µ1 σ2

0 σ2

1

(0,0,0) 16 0 0 16 0 16 16 0

1.5 0.75 -1.15 1.38 1.63 0.86 0.61
(0,1,0) 16 0 0 16 0 16 16 0
(0,0,1) 16 0 0 16 0 16 16 0
(1,1,1) 16 0 0 16 0 16 16 0

(0,1,1) 0 16 16 0 16 0 0 16

1.5 0.75 1.15 1.38 1.63 0.61 0.86
(1,0,0) 0 16 16 0 16 0 0 16
(1,0,1) 0 16 16 0 16 0 0 16
(1,1,0) 0 16 16 0 16 0 0 16

As shown by Table 2, Equation (3) is a uniform second-order TI with 3 input shares. Indeed, the analysis
must be performed up to the third order to detect the difference of the skewness for different unshared
inputs. Yet, we face the same issue as with the formulas given in (1). In this case, a second-order
analysis performed in function of the x2

1 share reveals data-dependent information in the variance if no
additional randomness is injected. However, as stated before, the refreshing layer is anyway required when
implementing HOTIs, hence moving towards d+1 designs significantly reduces the area and randomness
requirements compared to its counterpart using a (5,10)-share representation (cf. [2]).
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